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to target U.S.-issued
cards, whose mag-
netic strips are easy
to replicate.

“Typically, fraudsters
are going to go to the path
of least resistance,” Bal-
fany says.

The chip technology
hasn’t been adopted in
the U.S. because of costs
and disputes over how
the network would oper-
ate. Retailers have long
balked at paying for new
cash registers and back
office systems to handle
the new cards. There have
been clashes between
retailers, card issuers and
processors over which
processing networks will
get access to the new sys-
tem and whether to stick
with a signature-based
system or move to one
that requires a personal
identification number
instead. These technical
decisions impact how
much retailers and cus-
tomers have to pay — and
how much credit card
issuers make — each time
a card is used.

The disputes have now
largely been resolved.
And the epic breach of
Target’s computer sys-
tems in December, which
involved the theft of 40
million debit and credit
card numbers, along with
smaller breaches at com-
panies such as Neiman
Marcus and Michaels,
helped garner support for
chip-based cards among
retailers who were previ-
ously put off by the costs.

Chip cards are safer,
argue supporters, because
unlike magnetic strip
cards that transfer a credit
card number when they
are swiped at a point-of-
sale terminal, chip cards
use a one-time code that
moves between the chip
and the retailer’s register.
The result is a transfer
of data that is useless to
anyone except the parties
involved. Chip cards, say
experts, are also nearly
impossible to copy.

For its part, Target
is accelerating its $100
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million plan to roll out
chip-based credit card
technology in its nearly
1,800 stores. New pay-
ment terminals will
appear in stores by Sep-
tember, six months ahead
of schedule. Last month,
the retailer announced
that it will team up with
MasterCard to issue
branded Target payment
cards equipped with

chip technology early in
2015. The move will make
Target the first major
U.S. retailer with its own
branded chip-based cards.

Even so, the protec-
tions chips provide only
go so far, according to
opponents who note that
chips don’t prevent fraud
in online transactions,
where consumers often
enter credit card numbers
into online forms. Some
opponents also point
to other technologies,
such as point-to-point
encryption, as better
long-term solutions.

Ken Stasiak, founder
and CEO of SecureS-
tate, a Cleveland-based
information security firm
that investigates data
breaches, says that while
chips would be a big secu-
rity improvement, they
wouldn’t have stopped
the hackers from breach-
ing Target’s computer
systems where they also
stole the personal infor-
mation, including names
and addresses, of as many
as 70 million people, put-
ting them at risk of iden-
tity theft.

“Chip and pin is just
another security compo-
nent,” Stasiak says. “What
matters is how companies
like Target use consumer
information, how they
protect it”

Banks generally pick

up the tab for credit
card-related losses, but
companies such as Visa
and MasterCard stand to
lose too, if data breaches
continue to occur with
increasing frequency.
After all, if consumers
don’t feel safe using cards,
they may choose other
ways to pay for purchases.

“It’s not just about
fraud and losses, it’s
about the trust involved
in electronic payments
that’s destroyed,” says
Ellen Ritchey, Visa’s chief
enterprise risk officer.

In March, Visa and
MasterCard announced
plans to bring together
banks, credit unions,
retailers, makers of card
processing equipment
and industry trade groups
in a group that aims to
strengthen the U.S. pay-
ment system for credit
and debit cards. The
initial focus of the new
group will be on banks’
adoption of chip cards.

That comes ahead of a
liability shift set to occur
in October 2015, when the
costs resulting from the
theft of debit and credit
card numbers will largely
fall to the party involved
with the least advanced
—and most vulnerable—
technology. For example,
if a bank has updated to
chip technology, but the
retailer involved hasn’t,
the retailer will be liable
for the costs.

Stasiak says many of
the retailers he works
with already have the
technology in place. Once
the banks start issuing
chip cards, the retailers
will activate their new
systems, he says.

Banks say that despite
the jump in high-profile
data breaches, fraud
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still accounts for a small
fraction of total transac-
tions processed, while
the cost related to issuing
chip cards to all of their
customers and switching
out all of their ATMs is
substantial. Banks have
urged lawmakers to make
retailers more accountable
for their own security in
hopes of recouping more
of the losses from cyber-
crime.

Richard Hunt, CEO of
Consumer Bankers Asso-
ciation, says that in cases
of major fraud, banks
have generally been able
to collect only pennies on
the dollar from the retail-
ers involved.

Hunt says even if
banks put chips in cards,
it won’t do any good if
retailers don’t upgrade
their systems.

“We have to improve
fraud prevention across
the board,” he says.
“There are people who
get up every day across
the world with one mis-
sion and that’s to break
credit card technology.
But there’s no magic pill
out there. The solution
involves everyone.”

I ——
Tired of looking at your Old Wood Floors?
We can renew them in 1 day!!
Complete Indoor/Outdoor Refinishing
Decks, Fences, Gazebos, 25 I% .i‘; F
Siding, Concrete & More  “§% :

Call Today for a Free Estimate!

309-716-9921

NOW OPEN
GRANITE & MORE

Kitchen & Bath Countertops
Mon-Fri - 11:00-6:00
Saturday 9:00-1:00 or By Appt.
BRING THIS AD IN AND RECEIVE A

FREE UNDERMOUNT SINK
($250 Value)

732 W. River Dr., Davenport

563-324-4233

MEMORIAL DAY SAVINGS EVENT!
GOING ON NOW!

HITED TIME  SAVE NOW

g'! i 1 - B

MonN-Fri 10aM-6PM | SAT 10AM-5PM
3711 Harrison St « Davenport ¢ 386-5515
www.simplyamishdavenport.com

Ji Ukeusen

B 7 Facebook

Honor your graduate’s
achievement with a special
message in the Quad-City Times.

1 column x 3" ad
just $30

(includes color photo / limit 2 people per photo)
For only $15 more you can
double the size of your ad!

Congratulations! Hurry! Deadline is Thursday, May 30, at

| . 1] ’
We are so proud of you! 5 p.m.Photos will be published Sunday, June 8. Pick
Love, up your grad’s photo into the Bettendorf News for just
Mom and Dad $15 for a small ad or $20 for a large ad. Photos will

be black and white. Ads must run in combination
with the Quad-City Times. Published June 12.

Actual Ad Size

I
| Name:
I

|/ Address:

Home Phone: Day Phone:
[ Yes! Please add the Bettendorf News!
All ads must be prepaid:
credit card check cash

If you wish to pay by credit card, we will contact you for payment.

Your email address:

Brief Message:

online at: qctimes.com/celebrate or email to Celebrate@qctimes.com
Please do not send credit card information via email. We will contact you for prepayment.

If you wish your photo to be returned, please enclose a self-addressed stamped envelope and put your
name on back of photo. Information and photos must be received by deadline noted above to be
published. Call 563.383.2417 with any questions. All packages include 10 copies of the Quad-City Times
newspaper delivered to your home by the Friday following publication. If you would like to opt out of the
10 copies, please contact your representative.




