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June 20, 2008   
 
The Honorable ROBERT C. BYRD 

President Pro Tempore of the Senate, Washington, D.C. 20510 

 
The Honorable NANCY PELOSI 

Speaker of the House of Representatives, Washington, D.C. 20515 

 
DEAR SENATOR BYRD AND SPEAKER PELOSI: 
 
     We are pleased to transmit the record of our May 20, 2008 public hearing on “China's 

Proliferation Practices and the Development of its Cyber and Space Warfare 

Capabilities.”  The Floyd D. Spence National Defense Authorization Act (amended by 
Pub. L. No. 109-108, section 635(a)) provides the basis for this hearing. 
 
     In this hearing, witnesses told the Commission that while China's proliferation 
practices have improved, its activities in other areas of national security continue to raise 
concerns. China is aggressively pursuing a space program that has military applications. 
China’s activities in cyber space also represent a growing challenge to the national and 
economic security of the United States. 
 
     The first panel of the day addressed China's recent advances in outer space and their 
implications for the United States.  The panel featured Brigadier General Jeffrey Horne 
from the U.S. Strategic Command, Dr. Ashley Tellis from the Carnegie Endowment for 
International Peace, and Mr. Bill Scott, formerly an Aviation Week and Space Technology 
editor. The panel concluded that China continues to make significant progress in its space 
capabilities, many of which easily translate to an enhanced military capacity in space.  
Unlike the United States, the military runs China’s space program, and there is no 
separate, distinguishable civilian program. Although some Chinese space programs have 
no explicit military intent, many space systems—such as communications, navigation, 
meteorological, and imagery systems—are dual-use in nature. 
 
     While the People's Liberation Army currently has sufficient capability to meet many 
of its goals of conducting a limited war under modern high-tech conditions, planned 
expansion in electronic and signals intelligence, in part facilitated by new space-based 
assets, will provide greatly increased intelligence and targeting capability.  These 
advances will result in an increased challenge to U.S. military assets, thereby increasing 
the cost to the United States of any future conflict with China. 
 
     The second panel addressed the threat that Chinese cyber space operations pose to 
U.S. national security.  This panel featured Colonel Gary McAlum, Director of 
Operations for the U.S. Strategic Command’s Joint Task Force for Global Network 
Operations; Dr. James Mulvenon, Director of Advanced Studies and Analysis at Defense 
Group, Incorporated; and Mr. Timothy L. Thomas, a China and cyber security analyst at 

 v



the Army’s Foreign Military Studies Office at Ft. Leavenworth, Kansas.  The panelists 
agreed that cyber space is a potential critical vulnerability of the U.S. government and 
economy since both are so dependent on the use of computers, and connections to the 
Internet make them difficult to secure. China is likely to take advantage of this reality for 
two significant reasons.  First, the costs of cyber operations are low in comparison with 
traditional espionage or military activities.  Second, determining the origin of cyber 
operations, and attributing them to the Chinese government or any other operator, is 
difficult. Computer network operations provide a high degree of plausible deniability. 
The panelists noted that measures soon should be implemented by the United States to 
help strengthen critical U.S. computer networks against cyber intrusion. However, 
considerably more work and investment, particularly with respect to privately-owned and 
operated cyber networks, will be required to provide adequate security for the computer 
networks on which America depends. 
 
     The final two panels examined China’s proliferation practices and its nonproliferation 
policies.  Principal Deputy Assistant Secretary of State for International Security and 
Nonproliferation Patricia McNerney testified that China is a party to many international 
nonproliferation agreements and regimes and has taken laudable steps to design and 
implement comprehensive national export control regulations.  The United States and 
China continue to cooperate on export controls through technical exchanges and training.  
For example, last year the United States held discussions with China North Industries 
Corporation (NORINCO) and China Great Wall Industries Company (CGWIC)—two 
companies with long records of proliferation—regarding their commitment to end 
proliferation-related activity.  In addition, Ms. McNerney praised China’s support for 
sanctions in the UN Security Council to pressure Iran and North Korea to curtail their 
respective suspected nuclear weapons activities.  However, Ms. McNerney noted that 
China “admittedly has not actively cooperated to ensure closure of North Korean front 
companies inside China that facilitate proliferation, or the Chinese companies that supply 
them.”  Furthermore, she testified that “a number of Chinese entities continue to supply 
items and technologies useful to weapons of mass destruction, their means of delivery, 
and advanced conventional weapons to countries of concern.”  Particularly worrisome are 
transfers of Chinese conventional arms to Iran that have been found among insurgents 
and militants operating in Iraq against U.S. forces. 
 
     Mr. Stephen Rademaker, Senior Counsel at Barbour Griffith and Rogers, LLC and 
former Assistant Secretary of State for International Security, and Mr. Henry Sokolski, 
Executive Director of the Nonproliferation Policy Education Center and former Deputy 
for Nonproliferation Policy in the Office of the Secretary of Defense, followed Ms. 
McNerney. Mr. Rademaker testified that the willingness of NORINCO to discuss and 
agree to change its behavior and policy toward proliferation of weapons and technology 
is the “best advertisement for [the United States’] policy of [imposing] sanctions [on 
proliferating enterprises].”  In addition, Messrs. Rademaker and Sokolski agreed that the 
imposition by the United States of financial sanctions, such as those imposed in 2005 on 
Banco Delta Asia in Macau that allegedly served as a channel for financing proliferation 
activities, provided a useful incentive for China to improve enforcement of its 
nonproliferation policies and regulations.  Mr. Sokolski warned that any changes China 

 vi



makes to its nuclear policy or any modernization of its nuclear weapons program could 
spur other Asia Pacific nations to acquire nuclear capability.  In order to reduce 
proliferation risks, he recommended that the United States encourage China to cap its 
production of nuclear weapons-usable fuels and discourage state-to-state transfers of 
nuclear weapons in peacetime.  
 
     The prepared statements of the hearing witnesses can be found on the Commission’s 
website at www.uscc.gov, and the complete hearing transcript also will be available on 
the website. Members of the Commission are available to provide more detailed 
briefings. We hope the information from this hearing will be helpful as the Congress 
continues its assessment of U.S.-China relations.  The Commission will examine in 
greater depth these issues, and the other issues enumerated in its statutory mandate, in its 
2008 Annual Report that will be submitted to Congress in November 2008.  
 

 Sincerely yours, 
 
 

                     
                                     
           Larry M. Wortzel                                                  Carolyn Bartholomew 
                  Chairman                                                            Vice Chairman 

 

 
  
cc: Members of Congress and Congressional Staff 
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 The Commiss ion met  in  Room 562,  Dirksen Senate  Off ice  

Bui ld ing,  Washington,  D.C.  a t  10:05 a .m. ,  Commiss ioners  Peter  T.R.  

Brookes  and Wil l iam A.  Reinsch (Hear ing Cochairs ) ,  pres id ing.   

 

 

OPENING STATEMENT OF COMMISSIONER  

WILLIAM A.  REINSCH, HEARING COCHAIR 

 
 HEARING COCHAIR REINSCH:  The hear ing wi l l  come to  

order .  Vice  Chairman Bar tholomew is  unable  to  be  wi th  us  th is  

morning,  so  I  wi l l  read  her  opening s ta tement  and then turn  i t  over  to  

the  hear ing co-chai r ,  Commiss ioner  Brookes .  

 Welcome to  the  f i f th  hear ing of  the  U.S. -China  Economic  and 
Secur i ty  Review Commiss ion 's  2008 repor t ing  cycle .   We're  p leased 

tha t  a l l  of  you could  jo in  us  today.   At  th is  hear ing,  we wi l l  focus  on 

emerging issues  in  the  U.S. -China  secur i ty  re la t ionship  and a lso  

review the  progress  on a  pas t  i ssue  in  tha t  re la t ionship:  prol i fera t ion .  

 Today 's  panels  wi l l  assess  the  impact  on  U.S.  na t ional  secur i ty  

of  China 's  space  warfare  and cyber  warfare  ac t iv i t ies  and 

developments  in  these  areas  as  wel l  as  i t s  prol i fera t ion  prac t ices  and 

nonprol i fera t ion  compl iance .  



 

 

 Las t  year 's  ant i -sa te l l i te  tes t  in  January  and recurr ing  repor ts  
about  cyber  a t tacks  and hacking of  U.S.  government  computer  sys tems 
highl ight  the  impor tance  of  these  i ssues .  

- 2 - 

 

 

 

  

 

 The  development  of  China 's  cyber  and space  warfare  capabi l i t ies  

presents  new chal lenges  for  the  Uni ted  Sta tes  in  the  defense  of  our  

country  and the  conduct  of  b i la tera l  re la t ions .   Of  par t icular  

impor tance  i s  the  need for  t ransparency on these  i ssues  and for  China  

to  ar t icula te  more  c lear ly  the  in tent ions  behind i t s  dr ive  to  develop 

these  capabi l i t ies .  

 With  regard  to  prol i fera t ion ,  China  has  made pos i t ive  s teps  to  

adopt  nonprol i fera t ion  pol ic ies  and to  curb  i t s  expor ts  of  nuclear  and 
miss i le  technology.  

 However ,  in  las t  year 's  repor t  to  Congress ,  the  Commiss ion 

highl ighted  concerns  about  China 's  implementa t ion  and enforcement  of  

i t s  nonprol i fera t ion  pol ic ies  and i t s  wi l l ingness  to  suppor t  an  

in ternat ional  effor t  a imed a t  prevent ing I ran  and North  Korea  f rom 
fur ther  developing a  nuclear  weapons  program.  

 I  look forward to  the  tes t imony of  our  wi tnesses  today who have 

been asked to  speak about  China 's  prol i fera t ion  pract ices ,  

nonprol i fera t ion  compl iance  and approach to  i t s  commitments .  

 Before  I  turn  the  gavel  over  to  Commiss ioner  Brookes ,  le t  me 

a lso  on behal f  of  the  Commiss ion express  our  condolences  to  the  
Chinese  people  for  the i r  losses  in  the  regions  s t ruck by the  ter r ib le  

ear thquake tha t  they 've  been exper iencing.   We wish  them wel l ,  and we 

wish  them the  bes t  in  the i r  re l ie f  e ffor ts .  

 Commiss ioner  Brookes .  

 

OPENING STATEMENT OF COMMISSIONER  

PETER T.R.  BROOKES,  HEARING COCHAIR 

 

 HEARING COCHAIR BROOKES:  Thank you.   Good morning.   

I 'm Peter  Brookes ,  cochai rman of  today 's  hear ing a long wi th  my 
col league Commiss ioner  Bi l l  Reinsch.  

 Today 's  hear ing concerns  i t se l f  wi th  China 's  weapons  

prol i fera t ion  prac t ices  and i t s  development  of  cyber  warfare  and space  

warfare  capabi l i ty .   

 I  want  to  f i rs t  thank the  members  of  Congress  who wi l l  tes t i fy  a t  
today 's  hear ing.   I  a lso  would  l ike  to  thank Congress  for  the  suppor t  

and in teres t  so  many members  have shown for  the  work of  the  

Commiss ion s ince  i t  was  es tabl ished e ight  years  ago in  2000 to  advise  

members  on nat ional  secur i ty  and economic  pol icy  toward China .  

 S ince  tha t  t ime,  the  Commiss ion has  produced f ive  annual  

repor ts  inc luding recommendat ions  for  legis la t ive  and pol icy  changes .  

 Cochai rman Reinsch wi l l  be  chai r ing  the  prol i fera t ion  panel  th is  



 

 

af ternoon,  but  le t  me say a  few words  on space  and cyber  warfare ,  the  
panels  tha t  I  wi l l  chai r .  

- 3 - 

 

 

 

  

 

 China 's  ac t iv i t ies  in  space  and cyberspace  have  been the  subjec t  

of  much discourse  in  the  nat ional  secur i ty  communi ty  and the  media  

around the  wor ld  in  recent  months .   S t r ik ingly ,  the  People 's  Libera t ion  

Army was  responsible  for  an  unannounced di rec t  ascent  shoot  down of  
one  of  i t s  own sa te l l i tes  in  ear ly  2007.   I t  i s  a lso  developing i t s  own 

sa te l l i te  archi tec ture  inc luding navigat ional  in te l l igence  sa te l l i tes  and 

is  l ike ly  involved in  developing other  k inet ic  and non-kinet ic  ant i -

sa te l l i te  programs.  

 I t  was  a lso  repor tedly  behind numerous  inc idents  of  cyber  

in t rus ion of  U.S.  government  and mi l i ta ry  computer  ne tworks .   The 

same is  t rue  of  a  number  of  inc idents  of  in t rus ion agains t  fore ign 

governments ,  which were  widely  repor ted  ear l ier  th is  year .  

 Indust ry  i s  a lso  a  ta rget  of  cyber  espionage.   In  a  recent  pr iva te  

sec tor  repor t ,  a  wel l -known computer  secur i ty  company asser ted  tha t  

of fens ive  computer  network opera t ions  are  on the  r i se  wor ldwide .   The 

repor t  s ingled  out  China  a t  the  forefront  of  what  some are  now cal l ing  

a  new "cyber  Cold  War ."  

 Al though Chinese  off ic ia ls  rout inely  deny involvement  in  any 

speci f ic  in t rus ive  computer  ne twork events ,  of f ic ia l  PLA papers  openly  

s ta te  tha t  the  Chinese  mi l i ta ry  wi l l  cont inue  to  pursue  the  capabi l i ty  to  

conduct  war  in  cyberspace  as  par t  of  the i r  overa l l  warf ight ing  

doct r ine .  

 Today we ' l l  hear  f rom a  var ie ty  of  wi tnesses ,  f rom ins ide  and 

outs ide  of  government ,  who wi l l  address  these  very  impor tant  and 
t imely  topics .   The Commiss ion wi l l  take  today 's  tes t imony in to  

account  when i t  la ter  formula tes  i t s  own recommendat ions  to  the  

Congress .  We thus  apprecia te  the  work tha t  the  many dis t inguished 

wi tnesses  have  put  in to  prepar ing the i r  s ta tements  and the i r  making 

t ime in  the i r  busy schedules  to  be  here  today.  

 We unders tand tha t  there  may be  t imes  when ques t ions  posed by 

the  commiss ioners  are  be t ter  answered in  a  pr iva te  se t t ing .   The 

wi tnesses  should  be  aware  they should  fee l  f ree  to  te l l  us  when we 

have reached tha t  threshold .   

 Once again ,  thank you a l l  for  be ing here .  The Commiss ion wi l l  

recess  unt i l  Representa t ive  Lofgren joins  us  or  unt i l  10:30 when we ' l l  
begin  the  f i rs t  panel .   Thank you very  much.  

 [Whereupon,  a  shor t  recess  was  taken. ]  

 

 HEARING COCHAIR REINSCH:  The hear ing wi l l  come back to  

order .   Commiss ioner  Brookes .  

 HEARING COCHAIR BROOKES:   Good morning.  I f  the  

panel is ts  would  come to  the  wi tness  table ,  p lease .    



 

 

 We were  hoping to  have Representa t ive  Lofgren address  us  
before  we got  s tar ted  th is  morning.   I f  she  does  jo in  us ,  I  wi l l  in ter rupt  

your  tes t imony to  a l low her  to  ta lk  to  us  s ince  she 's  on  a  very ,  very  
t ight  schedule .   But  for  the  moment ,  we ' l l  jus t  proceed as  normal .  
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 We 'd  apprecia te  i f  you could  keep your  tes t imony to  seven or  so  

minutes  and then we can leave  the  maximum t ime for  ques t ions  and 

answers .   Thank you a l l  for  be ing here .  

 On th is  panel  th is  morning,  we ' re  going to  be  ta lk ing about  

China 's  space  capabi l i t ies  wi th  a  par t icular  focus  on China 's  mi l i ta ry  

space  program development .  

 Our  f i rs t  speaker  wi l l  be  Br igadier  Genera l  Jeffrey  C.  Horne .   He 
is  the  Deputy  Commander  of  the  Joint  Funct ional  Component  Command 

for  Space  in  the  Uni ted  Sta tes  St ra tegic  Command.  

 He 's  a lso  Deputy  Director  for  Miss ion Suppor t  a t  the  Nat ional  

Reconnaissance  Off ice .   From July  2004 to  January  2006,  he  was  

Deputy  Commanding Genera l  for  Operat ions ,  U.S.  Army Space  and 
Miss i le  Defense  Command and Uni ted  Sta tes  Army Forces  St ra tegic  

Command a t  Peterson Air  Force  Base  in  Colorado.  

 Our  second speaker  wi l l  be  Dr .  Ashley J .  Tel l i s .   He 's  a  Senior  

Associa te  a t  the  Carnegie  Endowment  for  In ternat ional  Peace .   He 

specia l izes  in  in ternat ional  secur i ty ,  defense ,  and Asian  s t ra tegic  

i ssues .  

 He was  recent ly  on ass ignment  a t  the  U.S.  Depar tment  of  Sta te  

as  a  Senior  Adviser  to  the  Undersecre tary  for  Pol i t ica l  Affa i rs ,  dur ing 

which t ime he  was  involved in  negot ia t ing  the  c iv i l  nuclear  agreement  

wi th  India .  

 Good morning.   Come on up here .   We ' l l  go  ahead and take  

Representa t ive  Lofgren a t  th is  t ime s ince  she 's  on  a  busy schedule .   

Good morning and welcome.    

 

PANEL I:   CONGRESSIONAL PERSPECTIVES 

 

STATEMENT OF ZOE LOFGREN 

A U.S.  REPRESENTATIVE FROM THE STATE OF CALIFORNIA 

   

 MS.  LOFGREN:  Good morning to  you.   I 'm sorry  I 'm la te .   

That ' s  the  s ta te  tha t  we f ind  ourselves  in  these  days ,  and I  have  a  

Homeland Secur i ty  markup in  jus t  a  shor t  t ime.   I  am happy to  v is i t  

here  wi th  some new fr iends  and some old  f r iends ,  Bi l l ,  on  th is  

impor tant  subjec t .  

 HEARING COCHAIR BROOKES:  Yes ,  p lease   proceed.  

 MS.  LOFGREN:  As you no doubt  know,  the  s ta te  of  our  

secur i ty- - I 'm speaking now on the  c iv i l ian  s ide  pr imar i ly- - f rom a  cyber  

secur i ty  point  of  v iew is  I  th ink unacceptably  low.  The Federa l  



 

 

Informat ion Secur i ty  Management  regula t ions ,  or  FISMA, is  our  
pr imary bulwark for  computer  and network secur i ty  in  the  federa l  

government .  
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 I t ' s  not  a t  a l l  c lear  to  us  in  Homeland over looking the  var ious  

depar tments  tha t  the  FISMA standards  are  even being deployed 

throughout  the  federa l  government ,  and cer ta in ly  i t ' s  not  c lear  tha t  the  

FISMA standards  provide  an  adequate  level  of  secur i ty  f rom a  cyber  

point  of  v iew.  

 So,  we have two problems:  one ,  the  s tandard  i s  too  low;  and that  

s tandard  has  not  been uni formly adhered to  throughout  the  federa l  

government .   I  do  th ink tha t ' s  a  concern .   The subject  here ,  of  course ,  
i s  China ,  and we do know without  get t ing  in to  anything that  we 

shouldn ' t  ta lk  about  in  publ ic  tha t  China  i s  a  grea t  source  of  hacking 

and cyber  probing.   Cer ta in ly ,  China  has  or  a t  leas t  s i tes  wi th in  China  

have  repeatedly  in t ruded in to  c iv i l ian  s i tes .  

 The Depar tment  of  Commerce-- in  October  of  2006,  hackers  

opera t ing  through Chinese  In ternet  servers ,  launched an  a t tack  on the  

computer  sys tem of  the  Bureau of  Indust ry  and Secur i ty .   Obviously ,  

we can ' t  be  sure  tha t  a l l  of  the  a t tacks  ac tual ly  or ig inated  in  China ,  but  

they did  come through the  ISP.   

 Cer ta in ly  the  Sta te  Depar tment  has  had hacking in t rus ions  wi th  

sens i t ive  informat ion and passwords  se lec ted  f rom unclass i f ied  

computer  sys tems.   Even though these  are  not  c lass i f ied  sys tems,  and 

cer ta in ly  in  the  appropr ia te  format ,  you ' l l  ge t  informat ion on c lass i f ied  

sys tems,  there 's  a  lo t  of  sens i t ive  informat ion tha t  i s  avai lable  on  

nonclass i f ied  sources .  

 So given the  fac t  tha t  FISMA has  not  been uni formly appl ied  and 
does  not  provide  the  level  of  secur i ty  we need,  in  any case ,  the  fac t  

tha t  informat ion i s  avai lable  in  an unclass i f ied  format ,  i s  not  proper ly  

secured,  and has  been harves ted ,  i f  you wi l l ,  for  informat ion I  th ink is  

cause  for  concern .  

 Cer ta in ly ,  a l l  of  us  know that  as  the  years  go  by,  the  value  and 

ut i l i ty  of  computer  sys tems and networks  becomes more  and more  

impor tant ,  and as  we modernize  and ut i l ize  these  sys tems,  our  

vulnerabi l i t ies  a lso  become greater .  

 I 'm not  going to  ta lk  about  the  growth of  botnets  in  China  and a l l  

of  the  informat ion tha t  i s  avai lable  to  you.   I 'm sure  you ' re  wel l  aware  

of  tha t .   I  would  jus t  l ike  to  express  a  concern  tha t  I  have  expressed 
repeatedly  to  management  in  the  Depar tment  of  Homeland Secur i ty ,  

and tha t  i s  the  exposure  tha t  the  inf ras t ructure  of  the  Uni ted  Sta tes  has  

to  cyber  a t tack .  

 The focus  of  the  federa l  government  most  recent ly  under  the  

leadership  of  the  Secre tary  of  Homeland has  been to  focus  on the  

networks  of  the  federa l  government  i t se l f  f rom--I 'm t ry ing to  make 



 

 

sure  I  don ' t  ta lk  about  anything tha t  has  been revealed  to  me in  
c lass i f ied  br ief ings ,  but  cer ta in ly  i t ' s  been in  the  newspaper  tha t  the  

number  of  por ta ls  wi l l  be  reduced so  to  enhance  the  abi l i ty  to  secure  

the  cyber  environment  in  the  federa l  government .  
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 That ' s  a l l  wel l  and good.   I  have  some issues  on the  deployment  

and some other  th ings  I  won ' t  go  in to ,  but  the  fac t  i s  tha t  most  of  the  

infras t ructure  of  the  Uni ted  Sta tes  i s  in  the  hands  of  the  pr ivate  sec tor ,  
and there  are  subs tant ia l  vulnerabi l i t ies .   I t ' s  not  so  much the  computer  

indust ry  tha t ' s  vulnerable .   I t ' s  the  non-computer  indust r ies  tha t  in  

some cases  may not  have  a  thorough enough unders tanding of  the  

vulnerabi l i t ies  or  may not  have  the  incent ive ,  especia l ly  where  there  

are  in terchange s i tes  where  nobody has  complete  responsibi l i ty  and 

where  the  grea tes t  vulnerabi l i t ies  may l ie .   Nobody has  the  complete  

responsibi l i ty  to  secure  those  s i tes .  

 I ' l l  a l so  say  wi thout  the  r i sk  of  be ing dismiss ive ,  and I  don ' t  

want  to  be  over ly  d ismiss ive ,  I  th ink tha t  the  Depar tment  i t se l f  i s  
rea l ly  not  where  i t  needs  to  be  in  terms of  broad exper t i se  and 

reputa t ion ,  i f  tha t ' s  a  de l ica te  way of  put t ing  i t ,  in  the  area  of  cyber  

secur i ty ,  and so  I 've  even thought  perhaps  many e lements  of  the  

analys is  of  our  vulnerabi l i ty  a t  a  minimum ought  to  be  provided to  

Lawrence  Livermore  Lab or  one  of  the  o ther  organiza t ions  tha t  rea l ly  

has  a  grea ter  abi l i ty  to  access  exper t i se  in  an  appropr ia te  and i f  
necessary  d iscre te  or  c lass i f ied  environment .  

 That  has  not  ye t  occurred ,  but  I  th ink as  we move forward in  a  

new adminis t ra t ion ,  we very  much need to  look a t  how do we develop 

the  exper t i se  tha t  we need,  deploy i t ,  not  jus t  across  the  federa l  

government  but  in  a  leadership  mode wi th  the  pr ivate  sec tor ,  so  tha t  
we can secure  the  inf ras t ructure  of  the  Uni ted  Sta tes  whether  i t  i s  f rom 

Chinese  cyber  a t tacks  or  any other .   I t  rea l ly  doesn ' t  mat ter  the  or ig in .  

 I  wi l l  say  tha t  countr ies  tha t  permi t  or  acknowledge or  a l low the  

prevalence  of  cyber  a t tacks  I  th ink do put  a t  r i sk  the i r  economic  

v i ta l i ty  in  the  wor ld .   So any country  tha t  would  countenance  the  k ind 

of  a t tacks  tha t  we th ink have emanated f rom the  ISP rea l ly  should  be  
in  a  pos i t ion  to  re th ink tha t  pos ture  because  u l t imate ly  i t  wi l l  not  be  to  

the i r  benef i t  in  a  wor ldwide  economic  forum.   I  do  th ink,  a l though 

there  are  tens ions  f rom t ime to  t ime wi th  the  Uni ted  Sta tes  and many 

other  countr ies  around the  wor ld ,  economic  t ies  are  those  tha t  can  help  

us  avoid  s t rong conf l ic t  and ins tead br ing us  together ,  and the  cyber  
a t tacks  tha t  occur  rea l ly  are  a  de t r iment  to  tha t  overa l l  goal .    

 So  wi th  tha t ,  I  have  a  few minutes  before  I  have  to  rush  to  

Homeland Secur i ty  i f  there  are  comments ,  or  I  a lso  take  advice .   I  can  

a lways  use  i t .   

 Thank you very  much.  
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Panel  I :   Discuss ion,  Quest ions  and Answers  

 

 HEARING COCHAIR BROOKES:  Are  there  any ques t ions  for  

Representa t ive  Lofgren?  

 HEARING COCHAIR REINSCH:  I 'd  jus t  thank you for  showing 
up and for  your  profoundly  ra t ional  v iews,  both  on th is  subject  and on 

immigra t ion ,  another  subjec t  c lose  to  my own hear t .  

 Can you jus t  say  a  word,  a  l i t t le  b i t  more ,  about  the  reduct ion  in  

por ta ls  i ssue ,  which has  been in  the  newspaper?   I  unders tand the  

secur i ty  advantages  of  tha t .   Doesn ' t  tha t  c rea te  o ther  vulnerabi l i t ies ,  

though,  i f  you do that?  

 MS.  LOFGREN:  Wel l ,  the  theory i s ,  I  mean you ' re  r ight .   With  

every  s tep  to  secure ,  new vulnerabi l i t ies  are  made avai lable .   I f ,  for  
example ,  you,  le t ' s  say ,  what  i f  tha t  adequate  in t rus ion technology 

were  not - -v igorous  in t rus ion technology were  not  deployed in  a  

ubiqui tous  manner ,  the  abi l i ty  to  l imi t  the  por ta ls  so  tha t  the  fu l l  

v igorous  secur i ty  were  in  p lay  would  be  enhanced.  

 On the  o ther  hand,  i f  inadequate  measures  are  taken,  then the  

vulnerabi l i t ies ,  in  fac t ,  a re  enhanced because  you 've  got  no  other  way.  
 The hackers  only  have to  do maybe f ive  th ings  ins tead of  many others .  

 So you ' re  r ight .   And given where  we are  in  cyber  exper t i se ,  I  th ink 

the  concern  tha t  I  th ink i s  behind your  ques t ion  i s  a  subs tant ia l  one .  

 HEARING COCHAIR BROOKES:  Representa t ive  Lofgren,  you 

s i t  on  the  Homeland Secur i ty  Commit tee .  

 MS.  LOFGREN:  Yes .  

 HEARING COCHAIR BROOKES:  Where  would  you rank the  

cyber  threa t  among the  threa ts  of  the  i ssues  under  the  jur isdic t ion  of  

the  Homeland Secur i ty  Commit tee?  

 MS.  LOFGREN:  Let  me say that  J im Langevin ,  who is  the  

chai rman of  the  subcommit tee  wi th  jur isd ic t ion ,  has  done rea l ly  a  very  
good job.  He 's  taken th is  very  ser ious ly ,  spends  a  lo t  of  t ime on i t ,  but  

I  wi l l  say  th is ,  in  the  108th  Congress ,  there  was  a  subcommit tee  tha t  

had no jur isdic t ion  o ther  than cyber  secur i ty .   Now,  J im's  

subcommit tee  has  jur isdic t ion  over  cyber ,  b io ,  and a  whole  hos t  of  

o ther  very  impor tant  threa ts .   So  i t ' s  imposs ib le  to  g ive ,  good as  he  i s ,  

and he  i s  very  good,  to  g ive  a l l  the  a t tent ion  to  th is  subjec t  when he  

has  b io  threa ts  and other  th ings  as  wel l .  

 I  th ink in  terms of  our  vulnerabi l i ty ,  i f  you could  br ing down the  

power  gr id ,  for  example ,  you would  do substant ia l  damage to  the  

Uni ted  Sta tes .   I f  you could  remotely  impact  o ther  u t i l i t ies  or  f inancia l  
services ,  tha t  the  potent ia l  for  damage to  the  economy and to  the  

secur i ty  of  the  nat ion  i s  very  h igh and should  not  be  unders ta ted .  

 HEARING COCHAIR BROOKES:  Do you have t ime for  one  

more  ques t ion?  

 

 

 

 

  



 

 

 MS.  LOFGREN:  Yes .  
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 HEARING COCHAIR BROOKES:   Commiss ioner  Mul loy.  
 COMMISSIONER MULLOY:  Congresswoman,  you ta lked about  

the  worry  about  the  in t rus ion in to  our  socie ty  and the  economic  
damage that  could  be  done.  Has  there  been any discuss ion wi th in  the  
Congress  about  maybe t ry ing to  get  an  in ternat ional  t rea ty  tha t  we 
would  a l l  s ign  to  legal ly  b ind ourse lves  not  to  be  doing these  k inds  of  

in t rus ive  in tervent ions  in to  one  another 's  socie t ies?    MS.  LOFGREN:  
As  you know,  Congress  doesn ' t  ge t  to  negot ia te  the  t rea t ies .  But  there  

hasn ' t  been a  lo t  of  d iscuss ion tha t  I 'm aware  of  on  th is  subjec t  nor  has  
any of  the  t rade  deals  tha t  we,  the  Congress ,  does  have to  approve 

inc luded th is .   I  do  th ink i t ' s  a  proper  subjec t  for  d iscuss ion among 

nat ions ,  and I  hope tha t  as  we move forward tha t  tha t  wi l l  be  a  
d iscuss ion.  
 COMMISSIONER MULLOY:  Thank you,  Congresswoman.  
 MS.  LOFGREN:  Thank you very  much.  
 HEARING COCHAIR BROOKES:   Thank you for  being here .  
 Jus t  so  everybody knows,  tha t  was  Representa t ive  Lofgren f rom 
the  16th  Dis t r ic t  of  Cal i fornia .   She  was  f i rs t  e lec ted  in  1994 and 

serves  on four  commit tees- -Judic iary ,  Homeland Secur i ty ,  House  
Adminis t ra t ion ,  and Joint  Commit tee  on the  Library .   She  chai rs  the  
House  Judic iary  Subcommit tee  on Immigrat ion,  Ci t izenship ,  Refugees ,  

Border  Secur i ty  and In ternat ional  Law.  
 We apprecia te  her  be ing here  wi th  us  today and for  shar ing her  

thoughts  on  these  very  impor tant  i ssues .  
 

PANEL II:   PRC SPACE CAPABILITIES 

  

 Let  me get  back to  the  second panel .   Our  th i rd  wi tness  wi l l  be  
Mr.  Wil l iam B.  Scot t .   He 's  an  author  and former  edi tor  of  Avia t ion  
Week and Space  Technology and has  22 years  working wi th  Avia t ion 

Week.   He a lso  served as  Senior  Nat ional  Edi tor  in  Washington in  
Avionics  and Senior  Engineer ing Edi tor  pos i t ions  in  Los  Angeles .  
 He 's  a  f l ight  tes t  engineer ,  graduate  of  the  U.S.  Air  Force  Tes t  

Pi lo t  School ,  and a  l icensed commercia l  p i lo t  wi th  ins t rument  and 

mul t i -engine  ra t ings .  
 Thank you a l l  for  be ing wi th  us  today.   We look forward to  your  

tes t imony.   Genera l ,  i f  you would  s tar t ,  tha t  would  be  great .  
 

STATEMENT OF BRIGADIER GENERAL JEFFREY C.  HORNE 

DEPUTY COMMANDER, JOINT FUNCTIONAL COMPONENT 

COMMAND FOR SPACE, U.S.  STRATEGIC COMMAND 

VANDENBERG AIR FORCE BASE,  CALIFORNIA 

 



 

 

 BRIGADIER GENERAL HORNE:  Sure .   Wel l ,  thank you very  
much for  invi t ing  us  here  today,  Mr.  Chairman and a l l  the  

d is t inguished members  of  the  Commiss ion.   This  i s  my f i rs t  

oppor tuni ty  to  ta lk  to  you and I  cer ta in ly  apprecia te  i t .  
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 I  be l ieve  tha t  th is  Commiss ion f i l l s  a  very  impor tant  ro le  in  

advis ing Congress  in  our  country 's  re la t ionship  wi th  the  People 's  

Republ ic  of  China ,  and I  apprecia te  the  oppor tuni ty  to  share  wi th  you 
the  v iews of  Genera l  Kevin  Chi l ton ,  Commander  of  U.S.  St ra tegic  

Command (USSTRATCOM) and my boss ,  Lieutenant  Genera l  Wil l iam 

Shel ton,  of  the  14th  Air  Force  and USSTRATCOM’s Joint  Funct ional  

Component  Command for  Space  (JFCC-Space) .  

 I  serve  as  the  Deputy  Commander ,  as  you ment ioned,  of  the  Joint  

Funct ional  Component  for  Space ,  which we bel ieve  i s  the  nat ion 's  

g lobal  s ingle  point  of  contac t  for  coordinat ing ,  p lanning,  in tegra t ing ,  

contro l l ing  and execut ing the  opera t ions  par t  of  the  Depar tment  of  

Defense  forces .  

 I 'm a  sold ier  ra ised  in  the  opera t ional  envi ronment ,  serving in  

our  Army's  Light  Aerosol  Airborne  Divis ions ,  European Air  Defense  

Uni ts ,  and recent ly  as  the  Chief  of  Fi res  and Effects  in  the  

Mul t ina t ional  Corps  in  I raq .  

 I 've  a lso  had severa l  jo in t  in teragency tours  wi th  the  Nat ional  

Secur i ty  Agency,  NATO, and two tours  a t  U.S.  St ra tegic  Command--   
the  la t ter  in  pos i t ions  associa ted  wi th  space ,  miss i le  defense ,  and C4I  

miss ion areas .  

 I t ' s  f rom th is  exper ience  tha t  I  can  te l l  you unequivocal ly  tha t  

space  i s  c lear ly  a  domain--not  pure ly  an  enabler - - tha t  produces  the  

cr i t ica l  capabi l i t ies  necessary  to  win  our  wars ,  protec t  our  c i t izens ,  
and empower  our  g lobal  economy.    

 I t ' s  a lso  c lear  tha t  our  opera t ional  envi ronment  i s  changing 

dramat ica l ly  everyday.   We serve  wi th  sold iers ,  sa i lors ,  a i rmen,  

Mar ines ,  c iv i l  servants ,  and a  superb  indust r ia l  suppor t  communi ty ,  the  

bes t  in  the  wor ld .   They ' re  a  dedica ted ,  innovat ive ,  jo in t  in teragency 

force ,  working hard  24 hours  a  day,  seven days  a  week conduct ing our  
nat ion 's  space  opera t ions .   I  s incere ly  s tand in  awe of  the i r  

profess ional ism,  commitment  and savvy in  unders tanding world  af fa i rs  

and the  ro le  tha t  they p lay ,  even as  junior  enl is ted  members ,  in  

preserving our  way of  l i fe .  

 I 'm humbled to  work wi th  them and I  f ind  i t  incredibly  valuable  
to  l ink  the  exper ience  and knowledge tha t  ground warf ighters  br ing to  

th is  problem and the  grea t  opera t ional  and s t ra tegic  minds  in  the  

profess ional  and nat ional  secur i ty  space  profess ion.  

 The JFCC Space  team provides  uni ty  of  ef for t  across  mi l i ta ry ,  
c iv i l ian ,  a l l ied  and fu l l  spect rum space  opera t ions ,  and we bel ieve  

y ie lds  a  ta i lored  responsive  g lobal  ef fec t  to  suppor t  our  na t ional  



 

 

secur i ty  miss ion.  
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 The  space  domain  has  fundamenta l ly  reshaped our  l ives  in  the  
las t  50  years .   Today,  we depend upon space-based capabi l i t ies  to  

conduct  commerce ,  advance  our  in teres t  and defend our  nat ion.   Space  

impacts  near ly  every  aspect  of  our  l ives  as  individuals  and as  a  na t ion .  

 I t  holds  promise  for  explora t ion ,  enhances  c iv i l  and mi l i ta ry  

opera t ions ,  inc luding disas ter  re l ief  ef for ts  and t ransmits  an  amazing 

ar ray  of  g lobal  communicat ions  everyday.    

 Today,  space  can no longer  be  seen as  e i ther  a  sanctuary  or  

s imply  an  enabler .   We 've  known th is  for  some t ime.  Space-enabled  

capabi l i t ies  impact  a l l  warf ight ing  domains ,  par t icular ly  space-based 

communicat ions  and in te l l igence  asse ts .   Space  i s  more  than an  

enabler ,  as  I  ment ioned.   I t ' s  a lso  a  domain .   We must  v iew space  

ac t iv i t ies  the  same way we regard  those  in  a i r ,  land and sea  and 

cyberspace .  

 As  space-based capabi l i t ies  provide  cr i t ica l  suppor t  to  forces  in  

o ther  domains ,  space  opera t ions  must  a lso  receive  the  same suppor t  

and protec t ion  f rom those  very  forces  tha t  they enable .  

 China 's  rapid  r i se  over  the  recent  years  as  a  pol i t ica l  and 

economic  power  wi th  growing global  inf luence  i s  an  impor tant  e lement  

in  today 's  s t ra tegic  landscape,  one  tha t  has  s igni f icant  impl ica t ions  for  
the  region and for  the  wor ld  overa l l .  

 However ,  much uncer ta in ty  surrounds  China 's  fu ture  course ,  in  

par t icular ,  in  the  area  of  expanding mi l i ta ry  power  and space  asse ts  

and how that  power  might  be  used.   China  cont inues  to  aggress ively  

develop a  wide  ar ray  of  space  and counterspace  capabi l i t ies .   As  they 

pursue  widespread mi l i ta ry  capabi l i ty  advancement ,  China  v iews 

progress ive  space  and counterspace  capabi l i t ies  as  essent ia l  e lements  

of  na t ional  pres t ige  and a t t r ibutes  of  a  na t ional  power  and a  wor ld  

power .  

 Thei r  current  ef for ts  inc lude  es tabl ish ing a  wide  ar ray  of  space  

and ter res t r ia l -based capabi l i t ies  to  provide  reconnaissance ,  

navigat ion ,  communicat ions  and suppor t  to  a l l  types  of  mi l i ta ry  and 

c iv i l  opera t ions .   Recent  People 's  Libera t ion  Army wri t ings  a lso  

emphasize  the  necess i ty  for  des t roying,  damaging,  and in ter fer ing  wi th  

the  enemy's  reconnaissance  and observat ion  and communicat ions  

capabi l i t ies ,  sugges t ing  tha t  such sys tems,  as  wel l  as  sa te l l i tes  and 

navigat ion  and ear ly  warning sa te l l i tes ,  could  be  among the  in i t ia l  

ta rgets  of  any a t tack to  b l ind  and deafen an  enemy.  

 China 's  space  ac t iv i t ies /capabi l i t ies  inc lude  ASAT programs and 

have  s igni f icant  impl ica t ions  for  ant i -access  and area  denia l  in  the  

Taiwan St ra i t s ,  cont ingencies  and wel l  beyond.  

 China  does  not  have  a  d iscre te  space  campaign but  v iews space  

opera t ions  as  an  in tegra l  component  to  everything tha t  they do.   To 



 

 

suppor t  the i r  opera t ions ,  the  Chinese  cont inue  to  bui ld  a  space  
archi tec ture  consis t ing  of  a  var ie ty  of  advanced imagery ,  
reconnaissance  and environmenta l  sa te l l i tes .   They current ly  re ly  
heavi ly  on fore ign providers ,  but  are  moving aggress ively  to  assure  

the i r  own capabi l i ty  for  the  long- term,  focused on plac ing more  
sophis t ica ted  and diverse  se ts  of  sa te l l i tes  in to  orbi t ,  and expect ing  to  

replace  fore ign-produced sa te l l i tes  in  i t s  inventory  wi th  those  they 
produce themselves  by 2010.  
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 China  announced t radi t ional ly  ambi t ious  p lans  to  launch 15 

rockets  and 17 sa te l l i tes  in  2008.   Al though such predic t ions  are  

se ldom ful f i l led ,  we need to  pay a t tent ion  to  th is .   Addi t ional ly ,  China  
announced i t s  in tent ion  to  launch a  th i rd-manned space  miss ion,  a  

Shenzhou 7 ,  in  October  2008,  on  the  heels  of  the  Bei j ing  Olympics ,  

underscor ing space  development  as  an  impor tant  symbol  of  na t ional  

pr ide .   They in tend to  conduct  a  spacewalk  a t  th is  t ime.  

 The major i ty  of  the  technology used in  China 's  manned space  

program is  der ived f rom Russ ian  equipment  and China  receives  

s igni f icant  he lp  f rom Russ ia  wi th  speci f ic  sa te l l i te  payloads  and 

appl ica t ions .  

 Unfor tunate ly ,  not  a l l  of  China 's  forays  in to  space  have been 

peaceful .   In  January  2007,  China  successful ly  tes ted  a  d i rec t  ascent  

ant i -sa te l l i te  weapon,  des t roying a  defunct  PRC weather  sa te l l i te .   The 

unannounced tes t  demonst ra ted  PLA's  abi l i ty  to  a t tack  sa te l l i tes  

orbi t ing  in  low ear th  orbi t  and ra ised  wor ldwide  concern .   The 

resul t ing  debr is  puts  a t  r i sk  the  asse ts  of  a l l  spacefar ing nat ions ,  

inc luding endanger ing human space  f l ight .  

 Our  dependence on space  and the  growing danger  posed by 

numerous  hazards  requires  tha t  we  proact ive ly  protec t  our  space  
capabi l i t ies .   To ensure  f reedom of  ac t ion  in  space  for  a l l  par tners ,  we 

need to  mainta in  an  acute  awareness  of  a l l  spaceborne  objec ts ,  hazards  

and ter res t r ia l  threa ts  to  space  opera t ions  to  enable  and inform 

deconf l ic t ion ,  improve conf idence  and responsible  ac t ions  in  space .  

 Our  adversar ies  unders tand the  asymmetr ic  advantage  our  space  

capabi l i t ies  provide ,  and a lso  tha t  i t  cons t i tu tes  an  asymmetr ic  

dependence  tha t  can  be  exploi ted .  

 Space  s i tua t ional  awareness  i s  foundat ion to  space  protec t ion ,  

both  of  which preserve  recogni t ion  and a t t r ibut ion .   Space  s i tua t ional  

awareness  i s  our  number  one  opera t ional  pr ior i ty .   Our  unders tanding 

of  hazards  e levates  the  need to  detec t ,  t rack ,  charac ter ize ,  a t t r ibute ,  

predic t  and respond to  any threa t  such tha t  we can observe ,  or ient ,  

decide  and ac t  decis ively .  

 The analogy of  a  1 ,000 ship  navy bui l t  through a  coal i t ion  of  

na t ions  can be  appl ied  to  space ,  and the  abi l i ty  to  leverage  and expand 

space  par tnerships  wi th  our  a l l ies  holds  the  potent ia l  to  dramat ica l ly  



 

 

improve space  s i tua t ional  awareness .  
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 Las t ly ,  encouraging mi l i ta ry- to-mi l i ta ry  d ia logue through and 
beyond space  s i tua t ional  awareness  wi th  a l l  spacefar ing nat ions  

provides  an  impor tant  oppor tuni ty  to  increase  unders tanding of  each 
o ther 's  in tent ions  and to  pursue  methods  to  improve mul t i la tera l  
coopera t ion .  
 Fur thermore ,  unders tanding each others’  speci f ic  percept ions  and 
respect ive  doct r ines  wi l l  ensure  our  force  pos tures  are  perce ived in  
the i r  proper  context  ensur ing t ransparency and bui ld ing conf idence  in  

the  protec t ion  and sus ta inabi l i ty  of  numerous  space  capabi l i t ies .  
 China 's  recent  v is ion  endorsed by the  2007 Par ty 's  17th  Congress  

indica ted  an  increas ing des i re  to  connect  the  technica l  wor ld  and the  

v is ion of  a  harmonious  working re la t ionship  wi th  wor ld  superpowers  i s  

an  impor tant  aspect  to  th is  problem.  
 On the  subjec t  of  space ,  i t  behooves  a l l  spacefar ing nat ions  to  
work together  for  the  peaceful  advancement  of  th is  domain  tha t  has  

become absolute ly  cr i t ica l  for  our  g lobal  way of  l i fe .   As  spacefar ing 

nat ions ,  inc luding China ,  increase  the i r  in terac t ion  in  space ,  we must  

cont inue  to  see  grea ter  engagement  oppor tuni t ies  to  be t ter  unders tand 
and crea te  prospects  for  addi t ional  col labora t ion .  
 We l ive  in  a  micro-second world  character ized by fas t ,  dynamic ,  
technologica l  change wi th  space  opera t ions ,  informat ion,  and potent ia l  
threa ts  moving a l l  a t  the  speed of  l ight .  Uni ted  Sta tes '  re l iance  on 
space  capabi l i t ies  across  our  mi l i ta ry ,  c iv i l  and economic  sec tors  
coupled wi th  the  increased and diverse  threa ts  to  our  space  asse ts  

requires  rea l  t ime playbooks ,  t ra ined and ready forces  opera t ing  as  a  
jo in t  and in teragency team 24/7  every  day.  
 We apprecia te  your  suppor t  and suppor t ing  a  need for  automated 
change detec t ion  tools ,  enhanced sensors ,  model ing and s imula t ion  

tools ,  and command and control  sys tems to  fac i l i ta te  rapid  decis ion-

making and execut ion.  
 This  i s  an  exci t ing  t ime to  be  in  the  evolut ion  of  our  g lobal  
space  opera t ions ,  and I 'm t ru ly  honored to  be  serving wi th  such 
except ional  men and women as  they exper t ly  tackle  a l l  the  chal lenges  
tha t  we face  today.   
 Thank you for  th is  oppor tuni ty  and your  cont inued s t rong 
suppor t  in  a l l  tha t  we do and t ime to  speak to  th is  Commiss ion.  
 [The s ta tement  fo l lows:]  
 

Prepared Statement  of  Brigadier  General  Jeffrey C.  Horne 

Deputy Commander,  Joint  Funct ional  Component  Command for  

Space,  U.S.  Strategic  Command,  Vandenberg Air  Force  Base ,  

Cal i fornia  

 



 

 

Mister Chairman and distinguished Members of the Commission, thank you for the invitation to meet with 

you today.  This commission fills an important role advising Congress on our country's relationship with 

the People's Republic of China, and I appreciate the opportunity to participate in informing your dialogue, 

conclusions, and recommendations regarding space issues.  It's an honor to be here representing United 

States Strategic Command (USSTRATCOM).  I serve as the Deputy Commander of the Joint Functional 

Component Command for Space (JFCC-Space), which is the nation's global, single point of contact 

coordinating, planning, integrating, and operationally controlling military space forces.   
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I am a soldier raised in the operational environment, serving with our Army’s Light, Air Assault, and 

Airborne Divisions, European Air Defense Units, and recently as the Chief of Fires and Effects in the 

Multi-National Corps (IRAQ).  I also have several Joint and interagency tours at the National Security 

Agency, the North Atlantic Treaty Organization, and two tours at USSTRATCOM.  It is from these 

experiences that I can tell you unequivocally that Space is clearly a domain that produces the critical 

capabilities necessary to win our wars, protect our citizens, and empower our global economy.  It is also 

clear that our operating environment is changing dramatically every day. 

 

We serve with incredible Soldiers, Sailors, Airmen, Marines, Civil Service, and a superb industrial support 

community.  They are a dedicated and innovative joint and interagency force, working hard 24 hours a day 

and 7 days a week conducting our Nation’s space operations.  I stand in awe of their professionalism, 

commitment, and savvy in understanding world affairs and the role they play in preserving our way of life. 

 I am humbled to work with them, and I find it incredibly valuable to link experience and knowledge of 

ground warfighters with the great operational and strategic minds in the professional national security 

space profession. The JFCC-Space team provides unity of effort across military, civilian, and allied full-

spectrum space operations and yields tailored, responsive, global effects in support of national, 

USSTRATCOM, and geographic command objectives.   

 

The space domain has fundamentally reshaped our lives in the last 50 years.  Today, we depend upon 

space-based capabilities to conduct commerce, advance our interests, and defend our Nation.  Space 

impacts nearly every aspect of our lives—as individuals and as a nation.  It holds promise for exploration, 

enhances civil and military operations, including disaster relief efforts, and transmits an amazing array of 

global communications.  Our daily lives are reliant upon the products that are produced and distributed by 

our civil and military space systems. 

 

Today, space cannot be seen as either a sanctuary or simply an "enabler."  Space-enabled capabilities 

impact all other war-fighting domains, particularly with space-based intelligence and communications 

assets.  Space is more than an enabler, though—space is also a domain.  We must view space activities the 

same way we regard activities in land, sea, air and cyberspace domains.  As space-based capabilities 

provide critical support to forces in other domains, space operations must also receive support and 

protection from forces outside the space domain.   

 

China's recent and rapid rise as a political and economic power with growing global influence is an 

important element in today's strategic landscape, one with significant implications for the region and the 

world.  However, much uncertainty surrounds China's future course, in particular in the area of its 

expanding military power and how that power might be used. 

 

China continues to aggressively develop a wide array of space and counter-space capabilities.  As they 

pursue widespread military advancement, China views progressive space capabilities as an essential 

element of national prestige and among the attributes of a world power.  Their current efforts include 

establishing a wide array of space and terrestrial-based capabilities to provide reconnaissance, navigation, 

and communications support to military operations.  

 



 

 

Recent People's Liberation Army writings also emphasize the necessity of "destroying, damaging and 

interfering with the enemy's reconnaissance/observation and communications satellites," suggesting that 

such systems, as well as navigation and early warning satellites, could be among initial targets of attack to 

"blind and deafen the enemy…" China's space capabilities, which include their ASAT programs, hold great 

implications for potential anti-access/area denial activities in the Taiwan Straits and beyond. 
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China does not have a discrete space campaign but views space operations as an integral component of all 

campaigns. To support their operations, the Chinese continue to build a space architecture consisting of a 

variety of advanced imagery, reconnaissance, and environmental satellites. They currently rely heavily on 

foreign providers but are moving aggressively to assure their own organic capability for the long term, 

focused on placing a more sophisticated and diverse set of satellites into orbit and expecting to replace all 

foreign-produced satellites in its inventory with indigenously produced models by 2010.  

  

China announced traditionally ambitious plans to launch 15 rockets and 17 satellites in 2008, although such 

predictions are seldom fulfilled.  Additionally, China plans a third manned space mission, Shenzhou VII, in 

October 2008, following the Beijing Olympics and underscoring their space capability as an important 

symbol of national pride.  Most of China's manned space program’s technology is derived from Russian 

equipment, and Russia provides significant assistance for specific satellite payloads and applications. 

 

Unfortunately, not all of China's forays into space have been peaceful.  In January 2007, China 

successfully tested a direct ascent, anti-satellite (ASAT) weapon, destroying a defunct PRC weather 

satellite.  The unannounced test demonstrated the PLA's ability to attack satellites operating in low-Earth 

orbit and raised worldwide concern.  The resulting debris puts at risk the assets of all space-faring nations 

well into the future, including endangering human space flight. 

 

Our dependence on space and the growing danger posed by numerous hazards requires that we proactively 

protect our space capabilities.  To ensure freedom of action in space for all partners, we need to maintain 

an acute awareness of all space-borne objects, hazards, and terrestrial threats to space operations, to enable 

and inform deconfliction, improved confidence, and responsible actions.  Potential adversaries understand 

the asymmetric advantage our space capabilities provide and that it also constitutes dependency that can be 

exploited.  Space Situational Awareness (SSA) is foundational to space protection, both of which preserve 

recognition and attribution.  Requirements for freedom navigation and assured access elevate the need to 

detect, track, characterize, attribute, predict, and respond to any threat to our space infrastructure.  We must 

continue to foster collaborative data-sharing with our allies to enhance global coverage.  The analogy of a 

one-thousand ship navy built through a coalition of nations can be applied to space, and the ability to 

leverage and expand space partnerships with our allies holds the potential to dramatically improve Space 

Situational Awareness. 

 

Lastly, encouraging military to military dialogue through and beyond Space Situational Awareness with all 

space-faring nations provides an important opportunity to increase understanding of each others' intentions 

and pursue methods to improve multilateral cooperation.  Furthermore, understanding each others' specific 

perceptions and respective doctrines will ensure our force postures are perceived in their proper context 

and build confidence in the protection and sustainability of numerous space capabilities. 

 

President Hu Jintao's own ideological formation – "Harmonious World" – emphasizes "diversity" and 

"equality" in international relations alongside the traditional Chinese foreign policy beliefs of 

"noninterference" and the "democratization of international relations."  This vision was endorsed at the 

2007 Party 17th Congress in October.  In an increasingly connected, technical world, a vision of working 

harmoniously among space-faring nations increases its importance. 

 

On the subject of space, it behooves all space faring nations to work together for the peaceful advancement 



 

 

of this domain that has become absolutely critical to our global way of life.  As space-faring nations, 

including China, increase their interaction in space, we must continue to seek greater engagement 

opportunities to better understand and create prospects for additional collaboration. 

- 15 - 

 

 

 

  

 

 

The nature of space operations is rapidly evolving with events in space often occurring at the speed of 

light.  The United States’ reliance on space capabilities across our military, civil, and economic sectors, 

coupled with the increased and diverse threats to our space assets, requires real-time playbooks, trained 

forces, and automated tools to aide decision making and execution. Modeling and simulation tools, 

decision aids, and operator alerts form the basis for necessary solution sets.  This is an exciting time in the 

evolution of Joint Space Operations, and I am truly honored to be serving with such exceptional men and 

women as they expertly tackle the challenges we face every day.   

 

Thank you for this opportunity and for your continued service and strong support as we work to preserve 

our vital space capabilities and work with all elements of national power to preserve the security of our 

Nation.  I look forward to the opportunity to address your questions. 

 

 

 HEARING COCHAIR BROOKES:   Thank you,  General .  

 Dr .  Tel l i s .  

 

STATEMENT OF DR. ASHLEY J.  TELLIS 

SENIOR ASSOCIATE, CARNEGIE ENDOWMENT FOR 

INTERNATIONAL PEACE, WASHINGTON, D.C.  

 

 DR.  TELLIS:   Thank you,  Mr.  Chairman,  for  the  oppor tuni ty  to  

tes t i fy  before  th is  Commiss ion on the  i ssue  of  China 's  space  programs.  

 After  l i s tening to  Br igadier  Genera l  Horne ,  I  must  s tar t  by  saying tha t  

I  endorse  a lmost  everything tha t  he  sa id  in  h is  remarks ,  and I 'm 
tempted to  end my ora l  presenta t ion  on jus t  tha t  note .  

 However ,  I  th ink that  would  be  a  source  of  some disappointment  

to  you a l l .   So  I  wi l l  proceed to  summarize  what  i s  essent ia l ly  a  fa i r ly  

lengthy paper  tha t  I 've  d is t r ibuted  for  your  considera t ion  bas ica l ly  by 

h ighl ight ing  what  I  th ink are  key conclus ions  tha t  I  draw in  three  bas ic  
areas :  

 F i rs t ,  the  character is t ics  of  China 's  space  program;  second,  the  

character is t ics  of  i t s  mi l i ta ry  space  program,  in  par t icular ;  and f ina l ly  

the  impact  of  these  inves tments  on  U.S.  na t ional  secur i ty .  

 Let  me s tar t  by  saying tha t  when one looks  a t  the  Chinese  space  
program,  i t ' s  useful  to  th ink of  i t  in  summary form as  def ined by three  

broad character is t ics .   

 The  f i rs t  i s  tha t  i t  i s  a  t ru ly  comprehensive  program.   China  i s  

not  jus t  another  developing country  tha t  has  capabi l i t ies  tha t  a re  

d iscre te  and iso la ted .   The Chinese  space  program essent ia l ly  i s  an  

end- to-end program.   I t  has  everything f rom space  sc ience  to  

in ternat ional  coopera t ion  in tegra ted  in to  a  whole  and des igned to  serve  

the  purposes  of  na t ional  pol icy .  



 

 

 The  purposes  of  na t ional  pol icy  in  th is  context  are  essent ia l ly  
the  accumulat ion  of  Chinese  nat ional  power  and the  hope tha t  th is  

accumulat ion  of  na t ional  power  wi l l  once  again  res tore  China  to  being 

a  major  g lobal  power  in  the  in ternat ional  sys tem.   So the  f i rs t  e lement  

i s  i t s  comprehensiveness .  
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 The  second e lement  i s  tha t  the  program is  essent ia l ly  in tegra ted .  

 I t ' s  hard  to  f ind  wi th in  the  Chinese  space  program any c lear  
d is t inc t ions  between the  c iv i l ian  and the  mi l i ta ry .   In  fac t ,  many have 

character ized the  Chinese  space  program as  essent ia l ly  be ing a  

mi l i ta ry  program which has  cer ta in  c iv i l ian  projec ts  under taken as  par t  

of  tha t  la rger  rubr ic .  

 The impor tant  pol icy  point  of  consequence  of  th is  rea l i ty  i s  tha t  

any coopera t ion  wi th  China  in  space  must  be  unders tood to  benef i t  a t  

some level  i t s  mi l i ta ry  capabi l i t ies .   So  the  second e lement  i s  tha t  the  

program is  in tegra ted .  

 The th i rd  e lement  i s  tha t  i t  i s  rea l ly  a  very  focused program.   

The Chinese  have refused to  inves t  in  space  capabi l i t ies  tha t  involve  a  

f r i t te r ing  of  resources .   Rather  they have  ta i lored  the  program to  meet  

very  speci f ic  developmenta l  and mi l i ta ry  needs .   So don ' t  look to  the  

Chinese  space  program and hope to  see  an  i somorphic  repl ica t ion  of  

what  the  U.S.  space  program looks  l ike .   I t ' s  a  much smal ler  program,  

but  because  China 's  resources  are  const ra ined,  i t ' s  a  program that  i s  

ta i lored  very  c lear ly  to  meet ing  cer ta in  nat ional  goals .  

 To the  degree  tha t  compet i t ion  wi th  the  U.S.  i s  involved in  th is  

program,  i t ' s  a  program that ' s  focused on essent ia l ly  acquir ing  

technologies  f rom any source  a t  the  lowest  cos t  poss ib le  and 

in tegra t ing  these  technologies  so  acquired  to  advance  Chinese  nat ional  

in teres ts .  

 Let  me say a  few words  about  China 's  mi l i ta ry  space  capabi l i t ies  

which are  the  d imension of  the  space  program that  ass is ts  Chinese  

mi l i ta ry  forces .   China 's  mi l i ta ry  space  capabi l i t ies  are  essent ia l ly  

def ined by i t s  na t ional  mi l i ta ry  s t ra tegy,  which i s  focused on prepar ing 

for  ac t ive  defense  in  the  context  of  local  wars  which are  fought  under  
informat ional ized condi t ions .  

 The essence  of  th is  f ramework is  essent ia l ly  to  seek,  secure ,  and 

mainta in  informat ion super ior i ty  in  the  context  of  a  conf l ic t .   

 Because  th is  i s  the  s t ra tegic  a im of  the  Chinese  mi l i ta ry  space  

program,  the  mi l i ta ry  space  program has  three  bas ic  d imensions :  

 China  seeks  to  develop a  wide  spect rum of  capabi l i t ies  des igned 

to  advance  i t s  convent ional  mi l i ta ry  opera t ions .   

 The second is  tha t  China  seeks  to  develop capabi l i t ies  tha t  wi l l  

deny i t s  adversar ies  access  to  space .  

 And th i rd ,  because  there  i s  a  c lear  unders tanding tha t  space  i s  

cent ra l  to  informat ion dominance ,  China  recognizes  tha t  a  s t ruggle  for  



 

 

space  i s  inevi table  and therefore  must  prepare  for  i t .  
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 Given th is  fac t ,  most  Chinese  mi l i ta ry  space  inves tments  today 
seem to  be  focused in  three  broad miss ion areas :  
 Developing capabi l i t ies  for  space  suppor t .  That  i s  essent ia l ly  
being able  to  launch sys tems of  d i f ferent  k inds  in to  space .  
 Providing capabi l i t ies  tha t  enhance  force  appl ica t ion ,  tha t  i s ,  the  
use  of  mi l i ta ry  forces ,  pr imar i ly  China 's  convent ional  mi l i ta ry  forces .  
 And th i rd ,  developing capabi l i t ies  tha t  a l low China  to  deny the  
use  of  space  to  o ther  more  super ior  adversar ies ,  especia l ly  the  Uni ted  

Sta tes .  
 To make these  a ims poss ib le ,  China  has  inves ted  capabi l i t ies  in  
f ive  bas ic  areas :  a  very  impress ive  se t  of  sys tems des igned for  space  
launch;  a  subs tant ia l  t racking te lemetry  and contro l  ne twork;  a  la rge  
number  of  space  orbi ta l  sys tems,  pr imar i ly  sa te l l i tes  in  d i f ferent  
miss ion areas ;  a  b ig  inves tment ,  especia l ly  in  recent  years ,  wi th  
connect ing  China 's  space  capabi l i t ies  to  i t s  convent ional  mi l i ta ry  
opera tors ;  and f ina l ly ,  a  la rge  inves tment ,  as  the  Genera l  pointed  out ,  

in  counterspace  technologies ,  which wi l l  only  increase  over  t ime.  
 What  i s  the  net  impact  of  these  mi l i ta ry  space  capabi l i t ies?   I  

would  urge  you to  th ink of  i t  in  terms of  two dimensions :  the  space  

capabi l i t ies  tha t  a re  focused on force  enhancement  pr imar i ly  a l low 
China  today to  mount  a  wide  var ie ty  of  convent ional  opera t ions  wi th  a  

grea t  deal  of  conf idence ,  e i ther  wi thin  i t s  borders  or  a t  some dis tance  

f rom i t s  borders .  
 Over  the  next  decade,  the  k inds  of  capabi l i t ies  tha t  a re  most  
cer ta in  to  come onl ine  wi l l  a l low China  to  apply  force  across  a  much 
wider  spat ia l  domain ,  to  inc lude  by the  end of  the  next  decade,  the  

Chinese  abi l i ty  to  apply  power  throughout  the  Western  Paci f ic ,  a t  leas t  
in  cer ta in  speci f ic  warf ight ing d imensions .  
 Where  counterspace  capabi l i t ies  are  concerned,  the  bas ic  
consequence  of  counterspace  capabi l i t ies  i s  tha t  a t  leas t  in  the  near  
te rm,  i t  a l lows the  Chinese  to  hold  a t  r i sk  a  wide  var ie ty  of  orbi ta l  
asse ts ,  especia l ly  those  tha t  a re  in  low ear th  orbi t ,  and as  i t s  

counterspace  capabi l i t ies  ga ther  s team,  i t  wi l l  be  able  to  ta rget  orbi ta l  

sys tems a t  much grea ter  a l t i tudes ,  but  even more  impor tant ly ,  to  use  

space  as  one  e lement  in  an  in tegra ted  warf ight ing  s t ra tegy tha t  wi l l  
focus  on both  command of  the  e lec t romagnet ic  and the  cyber  spect rum.  
 And i t  i s  the  synergis t ic  use  of  space  e lec t romagnet ic  a t tack  and 

cyber  a t tack  tha t  poses ,  I  th ink,  the  grea tes t  threa t  to  our  warf ighters .    
 Let  me end very  br ief ly  by giving you my sense  of  what  the  

s t ra tegic  impl ica t ions  of  these  programs are  for  U.S.  na t ional  secur i ty ,  
and I  have  f ive  bas ic  conclus ions  tha t  I 'm s imply  going to  te legraph to  
you.  
 The f i rs t  i s  tha t  Chinese  space  and counterspace  inves tments  



 

 

presage  an  increase  in  the  vulnerabi l i ty  of  key U.S.  mi l i ta ry  asse ts ,  not  
only  f ixed mi l i ta ry  asse ts  but  increas ingly  mobi le  mi l i ta ry  asse ts ,  

especia l ly  power  projec t ion  asse ts  tha t  have  been the  currency of  U.S.  

power  s ince  the  end of  the  Second World  War .  
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 The  second point  I  want  to  make is  tha t  the  growth of  China 's  

space  and counterspace  capabi l i t ies  i s  par t  of  a  change in  the  balance  

of  power  in  the  Asia  Paci f ic  and in  the  Asian  cont inent  more  genera l ly .  
 The th i rd  i s  tha t  the  growth of  China 's  space  and counterspace  

capabi l i t ies  wi l l  cont r ibute  subs tant ia l ly  to  ra is ing  the  cos ts  of  
American vic tory  in  any fu ture  conf l ic t  wi th  China .  
 Four th ,  they wi l l  a lso  have the  consequence  of  expanding the  
spat ia l  d imensions  of  the  bat t le f ie ld ,  both  the  v i r tua l  d imensions  and 

the  physica l  d imensions  of  the  bat t le f ie ld ,  in  case  we are  confronted 

wi th  a  conf l ic t  in  the  Paci f ic  region.  
 And f inal ly ,  the  r i se  of  China 's  space  and counterspace  
capabi l i t ies  wi l l  pose  very  speci f ic  chal lenges  to  American dominance  
in  space ,  a  rea l i ty  tha t  we have  taken for  granted  for  the  las t  50  years ,  

and so  managing China  and i t s  space  capabi l i t ies  wi l l  be  a  por t ion  of  a  
much larger  problem,  which is  managing the  r i se  of  Chinese  power  in  

Asia .  
 Thank you very  much for  your  hear ing.  
 [The s ta tement  fo l lows:] 1 
 
 HEARING COCHAIR BROOKES:   Thank you.  
 Mr.  Scot t ,  p lease  proceed.  
 

STATEMENT OF MR. WILLIAM B.  SCOTT 

FORMER BUREAU CHIEF,  AVIATION WEEK & SPACE 

TECHNOLOGY, COAUTHOR:  “SPACE WARS:  THE FIRST SIX 

HOURS OF WORLD WAR III” 

COLORADO SPRINGS,  COLORADO  

 
  MR.  SCOTT:   Thank for  you for  th is  oppor tuni ty  to  par t ic ipate  
here  as  a  member  of  th is  panel .  
 As  Genera l  Horne  and Dr .  Tel l i s  have  a l ready out l ined,  China  

has  some incredible  space  and cyberspace  capabi l i t ies .   I ' l l  t ry  to  add 
some perspect ive  to  the i r  comments .  
 The People 's  Republ ic  of  China  has  a  rapidly  growing,  robust  
space  program opera ted  pr imar i ly  by the  Chinese  mi l i ta ry ,  and the  
program's  accompl ishments  are  impress ive  and the  p lans  aggress ive .   
For  example:  
 China  has  a  modern  f lee t  of  communicat ion ,  reconnaissance  and 

 

1
 Click here to read the prepared statement of Dr. Ashley Tellis 



 

 

weather  sa te l l i tes  and is  developing i t s  own space-based navigat ion 
conste l la t ion  s imi lar  to  the  U.S.  g lobal  pos i t ioning sys tem.   Most  of  

these  spacecraf t  have  both  mi l i ta ry  and c iv i l ian  appl ica t ions .  
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 The Chinese  Long March family  of  boosters  has  pos ted  100 

percent  launch success  ra te  over  the  las t  ten  years .   China  i s  

developing a  new l ine  of  rocket  engines .   Some wi l l  burn  

oxygen/kerosene,  and others  oxygen/hydrogen fuel .   They ' re  scheduled 
to  f ly  by 2010 and these  Long March 5s  equipped wi th  these  new 

engines  wi l l  g ive  China  heavy- l i f t ,  quote ,  " rocket  capabi l i t ies  

comparable  to  the  U.S.  Air  Force  Evolved Expendable  Launch Vehic le ,  

or  EELV."  

 That ' s  according to  Craig  Covaul t ,  Senior  Edi tor  for  my former  

employer ,  Avia t ion  Week.  

 And very  soon China  expects  to  launch a  new genera t ion of  polar  

orbi t  weather  sa te l l i tes .   Carrying 11 sensors ,  the  spacecraf t  wi l l  be  

able  to  resolve  ear th  surface  areas  as  smal l  as  250 square  meters  and 
capture  3-D imagery  through c louds .  

 Genera l  Horne  noted  tha t  China  p lans  to  launch i t s  th i rd  manned-

space  miss ion th is  October ,  and one  of  the  three  as t ronauts  on  tha t  

f l ight  wi l l  conduct  an  EVA, ext ravehicular  ac t iv i ty ,  wear ing a  new 

spacesui t  developed by Chinese  engineers .  

 The nat ion  p lans  to  eventual ly  bui ld  and opera te  a  20- ton c lass ,  
manned space  s ta t ion  s imi lar  to  the  Russ ian  Mir  p la t form.  

 China  has  p laced a  spacecraf t  in to  orbi t  a round the  moon and is  

developing a  smal l  rover  vehic le  to  explore  the  lunar  surface  around 

2015.   That  may lead to  a  lunar  sample  re turn  miss ion in  the  2017 to  

2020 t ime f rame,  And as  we al l  know,  in  January  2007,  China  
successful ly  shot  down an aging FY-1C polar  orbi t  weather  sa te l l i te  a t  

an  a l t i tude  of  537 mi les ,  demonst ra t ing  a  d i rec t -ascent  ant i sa te l l i te  

capabi l i ty .   That  sys tem has  l imi ta t ions .   I t ' s  not  par t icular ly  f lexib le ,  

but  a  Chinese  ASAT threat  def in i te ly  exis ts  now,  put t ing  many U.S.  

and a l l ied  spacecraf t  a t  r i sk .  

 As  Genera l  Kevin  Chi l ton ,  commander  of  U.S.  STRATCOM, has  
sa id ,  space  i s  no  longer  a  sanctuary .   And over  the  las t  decade,  U.S.  

sa te l l i tes  and data l inks  have  been subjec ted  to  e lec t ronic  jamming,  

laser  dazzl ing ,  contro l -network hacking a t tempts  and other  forms of  

in ter ference .   China  has  been responsible  for  severa l  of  these  “sof t  

a t tacks ,”  demonst ra t ing  both  a  wi l l ingness  and a  capabi l i ty  to  ta rget  
U.S.  spacecraf t  and control  ne tworks .  

 So c lear ly  China  has  become a  wor ld-c lass  spacefar ing nat ion .   

But  tha t  na t ion 's  excess ive  secrecy forces  us  to  ask:   what  are  China 's  

mot ivat ions  for  developing a  robust  space  program? Should  we view i t  

as  a  threa t  or  as  an  oppor tuni ty?    On the  threa t  s ide ,  China  has  

developed re la t ive ly  low-cost  asymmetr ic  capabi l i t ies  to  d isable  our  



 

 

communicat ions ,  navigat ion ,  weather ,  ISR resources  by disabl ing or  
des t roying key sa te l l i tes  wi th  an  ASAT miss i le .   But  China  may a lso  

pose  a  s tea l th  threa t  as  wel l .   I t  may a l ready have launched a  f lee t  of  

micro  or  nanosate l l i tes  and pos i t ioned them in  c lose  proximi ty  to  
cr i t ica l  U.S.  communicat ions  and miss i le-warning sa te l l i tes  in  
geos ta t ionary  orbi t ,  for  ins tance .  
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 Because  our  space  s i tua t ional  awareness  resources  are  l imi ted ,  
we might  never  f ind  these  t iny  k i l le rsa ts  unt i l  they s t r ike .    
 From a  nat ional  secur i ty  perspect ive ,  prudence  d ic ta tes  tha t  U.S.  

mi l i ta ry  leaders  v iew China 's  growing space  presence  and capabi l i ty  as  

potent ia l  threa ts ,  then f ind  ways  to  counterac t  them.  
 However ,  we need to  be  very  careful  in  exerc is ing counterspace  
measures .   For  example ,  in  our  second Space  Wars  book—which is  
f ic t ion  - -  and i s  to  be  re leased la ter  th is  year  - -  my coauthors  and I  
explore  the  ramif ica t ions  of  d isabl ing  Chinese  imaging sa te l l i tes .   We 
show how temporar i ly  b l inding the  PLA spacecraf t  as  a  means  of  
protec t ing  our  own naval  forces  could  unintent ional ly  lead  to  a  

shoot ing war .  
 And on the  oppor tuni ty  s ide ,  U.S.  pol i t ica l  leaders  and c i t izens  
would  be  wel l  served by viewing China 's  space  ambi t ions  f rom a  

cul tura l  s tandpoint .   His tor ica l ly ,  China  has  been a  major  wor ld  power  
and many of  i t s  people  bel ieve  China  i s  now reassuming i t s  r ight fu l  
p lace  as  a  leader .  
 They a lso  have been going to  school  on  what  const i tu tes  a  g lobal  
power  today:  a  la rge  powerful  mi l i ta ry ;  growing vibrant  economy;  

educated  workforce;  and a  successful  space  program.  
 I t ' s  impor tant  to  unders tand tha t  a l l  these  e lements  are  a lso  v i ta l  

symbols  and symbol ism is  a  corners tone  of  Chinese  cul ture .   In  fac t ,  
some China  exper ts  mainta in  tha t  an  accompl ished mi l i ta ry-commercia l  

space  program is  as  much a  symbol  a imed a t  garner ing the  suppor t  of  

the  Chinese  c i t izens  as  i t  i s  to  threa ten  the  U.S.  and other  spacefar ing 

nat ions .  
 Most  of  a l l ,  China  wants  to  be  respected .  Chinese  c i t izens  fee l  
tha t  ra ther  than being congra tu la ted  for  i t s  rapid  development  of  
successful  rockets ,  sa te l l i tes  and lunar  probes ,  for  example ,  China  i s  
repeatedly  chas t i sed  for  human r ights  shor tcomings .    
 In  January ,  Avia t ion  Week and Space  Technology chose  Qian 

Xuesen,  the  fa ther  of  China 's  space  program,  as  the  magazine 's  "Person 
of  the  Year ."   That  genera ted  a  f lood of  hate  mai l  f rom outraged 

readers ,  but  cooler  heads  saw the  choice  for  what  i t  was:  recogni t ion  

of  a  man 's  and a  nat ion 's  considerable  accompl ishments  in  space .   
S imi lar  forms of  recogni t ion  and demonst ra t ions  of  respect  might  pave  

the  road to  space  program coopera t ion  and mutual  unders tanding.  
 To that  end,  maybe we Americans  need to  s top  sending 



 

 

confl ic t ing  s ignals .   When i t  comes to  China ,  i t  seems we haven ' t  
decided whether  to  pursue  a  pol icy  of  conta inment  or  one  of  

engagement .   Act ively  promot ing coopera t ive  space  programs where  
appropr ia te  might  s imul taneously  fos ter  engagement  and what  could  be  

termed “deter rence  through informat ion.”  
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 For  example ,  i f  we show China 's  leaders  tha t  shoot ing  miss i les  a t  

o ther  na t ion 's  sa te l l i tes  would  crea te  so  much orbi ta l  debr is  tha t  
nobody could  safe ly  launch a  spacecraf t  for  decades ,  perhaps  they 'd  
th ink twice  about  f i r ing  another  ASAT.  
 In  shor t ,  engagement  and dia logue would  enable  our  sending th is  

message  loud and c lear :  conf l ic t  in  space  would  be  a  ca tas t rophe for  
both  the  U.S.  and China  so  le t ' s  not  go  there .  
 F inal ly ,  we need to  recognize  tha t  mi l l ions  of  Chinese  c i t izens  

admire  and great ly  respect  America .   However ,  U.S.  leaders  are  on the  
verge  of  turning those  mi l l ions  of  Chinese  c i t izens  in to  rabid  America  

haters .  
 How?  I f  we boycot t  the  2008 Olympic  Games.   I f  Congress  or  
the  adminis t ra t ion  prevents  U.S.  a th le tes  f rom compet ing in  Bei j ing  
th is  summer ,  again ,  China  exper ts  tha t  I  know say i t  wi l l  be  v iewed as  

an  affront  to  every  man and woman in  China ,  the  u l t imate  humil ia t ion  

of  a  proud people .  
 Thei r  ha t red  wi l l  pers is t  for  a  genera t ion  or  more  and manifes t  as  
a  very  expensive  space  race  for  us  and fur ther  extens ion of  Chinese  
mi l i ta ry  reach.   The 2008 Summer  Olympic  Games are  China 's  coming 
out  par ty  and refus ing the  nat ion 's  invi ta t ion  wi l l  t r igger  a  hos t  of  

unintended consequences .  
 So to  avoid  launching a  very  cos t ly  space  race ,  we must  curb  
ineffec t ive  human r ights  rhe tor ic  and a l low U.S.  a th le tes  to  compete  in  

Bei j ing .   Only  then can we hope to  f ind new ways  to  fos ter  U.S. -China  

coopera t ion  in  space .  
 Thank you.  

 [The s ta tement  fo l lows:]  
 

Prepared Statement  of  Mr.  Wil l iam B.  Scott  

Former Bureau Chief ,  Aviat ion Week & Space Technology,  

Coauthor:   “Space Wars:   The First  Six  Hours  of  World War III”  

Colorado Springs ,  Colorado  

 
China's Space Capabilities 

 

The People's Republic of China has a rapidly growing, robust space program that serves both civilian and 

military objectives. Operated by the Chinese military, the program's accomplishments are impressive and 

its plans aggressive. For example: 

 



 

 

China has a modern fleet of communication, reconnaissance and weather satellites, and is developing its 

own space-based navigation constellation, similar to the U.S. Global Positioning System. Most of these 

spacecraft have both military and civilian applications. 
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The Chinese Long March family of boosters has posted a 100% launch-success record over a 10-year 

period. A Long March costs about half that of Western boosters, such as Europe's Arianespace Ariane V 

vehicle. 

 

China is developing a new line of rocket engines that will burn oxygen/kerosene and oxygen/hydrogen 

fuel. Scheduled to fly by 2010, new-engine Long March 5s will give China heavy-lift "rocket capabilities 

comparable to the U.S. Air Force Evolved Expendable Launch Vehicle (EELV)," according to Craig 

Covault, Senior Editor for Aviation Week & Space Technology magazine (May 5, 2008, p. 29). 

 

This month or next, China expects to launch the first of its new-generation Fengyun-3 polar-orbit weather 

satellites, which will benefit both People's Liberation Army (PLA) and civilian forecasters. Carrying 11 

sensors, the spacecraft will be comparable to mid-1990s versions of U.S. Defense Meteorological Satellite 

System vehicles. It will be able to resolve Earth-surface areas as small as 250 square meters—which is of 

particular value for military operations. Further, an onboard microwave sensor will enable creation of 

three-dimensional images through clouds. 

 

China plans to launch its Shenzou VII this October, marking the nation's third manned space flight. Plans 

call for one of the three astronauts to conduct an EVA (extravehicular activity), wearing an organically 

developed spacesuit. 

 

Chinese officials have unveiled plans to perform in-orbit docking of two orbital modules, which will 

facilitate building and operating a 20-ton-class, manned space station similar to the Russian Mir platform. 

 

China has placed a spacecraft into orbit around the Moon, and is developing a small rover vehicle to 

explore the lunar surface around 2015. Successful rover operation may lead to a lunar sample-return 

mission in the 2017-2020 timeframe. 

 

The nation is investing heavily in building a robust space infrastructure to enhance manned space 

operations. On Apr. 25, China launched the first of two Tianlian relay spacecraft, which will ensure 

communications with ground controllers throughout most of each Shenzou orbit. The Tianlian system will 

preclude building a global network of ground stations and is analogous to the U.S. Tracking and Data 

Relay Satellite network.  

 

Knowing that "intellectual capital"—a competent, well-educated workforce—is the foundation of a vital 

aerospace sector, China now has about 200,000 engineers and technicians conducting research and 

development in various disciplines, such as space nuclear power, propulsion, materials, multi-spectral 

sensors, robotics and myriad other technologies. 

 

In January 2007, China successfully shot down its own aging FY-1C polar-orbit weather satellite at an 

altitude of 537 miles, demonstrating a direct-ascent antisatellite (ASAT) capability. That system has 

limitations, and is not particularly flexible, it appears, but a Chinese ASAT threat definitely exists now. 

That means many U.S. and allied spacecraft in various orbits are at risk of being targeted. Ostensibly, 

China developed this capability in response to a U.S. ASAT demonstration in the 1980s, when an F-15-

launched missile destroyed an aging American satellite in low-Earth orbit. 

 

China's 2007 ASAT test created approximately 2,300 pieces of observable orbital debris, triggering strong 

objections, criticism and denouncements from other spacefaring nations. The test has been described as 



 

 

"the worst satellite fragmentation event in the 50-year history of spaceflight" (Aviation Week & Space 

Technology, May 12, 2008, p. 36). China's leaders appear to have underestimated the intensity of 

international reaction, and now regret allowing its R&D sector to conduct the test. Clearly, they also 

grossly miscalculated the potential impacts of so much debris on all nations' satellites. 
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The ASAT test shocked many in Congress and the Executive Branch. But it was no surprise to many U.S. 

military space officials, who have repeatedly sounded warnings about potential threats to U.S. national 

security, civil and commercial satellites. General Kevin Chilton, commander of U.S. Strategic Command, 

which is responsible for the nation's milspace operations, noted China has yet to explain its reasons for 

conducting the test. "It's an important message to the rest of the world," he said. "We oftentimes thought of 

space as being a sanctuary. Frankly, the U.S. military has not thought that way. But the Chinese [ASAT 

test] put an exclamation point on that: that it's not a sanctuary; that you do have to worry about people or 

countries taking you on in this domain, in the event of conflict." 

 

As a reporter for Aviation Week, I wrote numerous articles that quoted General Chilton and other leaders of 

then-U.S. Space Command, its successor, Strategic Command, and the Air Force, Navy and Army space 

commands, who voiced similar warnings. Those milspace professionals consistently made several key 

observations: the U.S. is highly dependent on its space infrastructure; that infrastructure is painfully 

vulnerable, and losing our space assets would be disastrous to U.S. national and economic security. A 

series of space-related wargames over at least a decade repeatedly underscored the validity of those 

assessments. However, these articles and generals' testimony seemed to fall on deaf ears in Washington. 

Consequently, my coauthors and I decided to write a book of fiction, "Space Wars: The First Six Hours of 

World War III," to tell Americans what could happen, if a number of U.S. satellites were systematically 

disabled via covert attacks. 

 

Attacks in Space 

 

Over the last decade, U.S. satellites and datalinks have been subjected to electronic jamming, laser 

"dazzling," control-network hacking attempts and other forms of interference. China has been responsible 

for several of these "soft attacks," demonstrating both a willingness and capability to target U.S. spacecraft 

and control networks. Consequently, U.S. Strategic Command and its service-level agents are taking 

prudent measures to protect our satellites, ground stations and uplink/downlink signals. Many of these 

initiatives are classified, and I'm not cleared for the technical "how" and "what" details. But it's obvious 

that China's ASAT test served to accelerate these efforts and bring badly needed funding to support them. 

But much more needs to be done to protect U.S. and allied spacecraft. 

 

Since China obviously intends to become a world-class spacefaring nation, it is imperative that U.S. 

leaders and citizens come to grips with that reality. Should China's growing space capabilities be cause for 

concern in the West? What are China's motivations for developing such technological strengths, and 

should we view them as threats or opportunities? 

 

China knows the U.S. has a powerful Navy that can project power via its aircraft carrier groups. 

Confronting a naval force would be suicidal for China, so the PLA turned its attention to the U.S. Navy's 

Achilles Heel: a strong dependence on satellites. Thus, China developed a relatively low-cost, asymmetric 

capability to disable the Navy's space-based communications, navigation, weather and 

intelligence/surveillance/reconnaissance (ISR) resources by disabling or destroying our satellites. And by 

demonstrating that capability via an ASAT test, China may force the U.S. to spend prodigious amounts of 

national treasure to protect our space assets and counter any potential attacks on-orbit. 

 

Another possible asymmetric strategy is China surreptitiously launching a fleet of micro- or nanosatellites 

and positioning them in close proximity to critical U.S. spacecraft in geostationary orbit. These undetected, 



 

 

tiny "killersats" could be lurking near some of our huge satellites, waiting for an order to attack and destroy 

their neighbors. Because our "space situational awareness" or SSA resources are limited, U.S. milspace 

professionals worry that they may be unaware of such dangerous on-orbit weapons. In fact, "nano-

killersats" might already be on-station in GEO, waiting. 
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Adversary or Partner? 

 

From a national security perspective, prudence dictates that U.S. military leaders view China's growing 

space presence and capabilities as potential threats, then find ways to mitigate and counteract them as soon 

as possible. I'm confident that such measures are being taken. But U.S. political leaders and citizens also 

would be well-served by viewing China's space ambitions, military buildups and phenomenal economic 

growth from a cultural standpoint. 

 

American and Chinese citizens see the world through vastly different cultural lenses. For example, most 

Chinese consider their nation's 2,400-year recorded history to be an integral part of a "core belief system." 

They are justifiably proud of their culture, their society and their myriad accomplishments. Historically, 

China has been a major world power, a fact its neighbors acknowledge, and central to that power is 

stability. Confucianism dictates that a nation's stability avoids many ills, such as social unrest and wars that 

drain resources.  America, in China's eyes, is an immature latecomer, in comparison, a nation that 

somehow rose to greatness despite its seemingly chaotic, "unstable" two-party political system. 

 

Many Chinese believe the period from 1860 to 1949 was an aberration in China's long history, an inward-

looking phase that allowed others to become world powers. But the nation's people now believe China is 

reassuming its rightful place as a major world power, and they have been "going to school" on what 

constitutes a global power today: a large and powerful military; a growing, vibrant economy; impressive 

cities with huge buildings; an educated workforce and technological prowess. Finally, China believes that, 

to be a major world power in the 21st Century, it must be a spacefaring nation, as well. 

 

It's important to understand that all these elements are vital symbols, and symbolism is at the foundation of 

Chinese culture. In fact, some experts on China's culture maintain that a vital, accomplished military-

commercial space program is primarily a symbol aimed more at garnering the support of Chinese citizens 

than to threaten the U.S. and other spacefaring nations. "Space has high visibility and a lot of cache via 

symbolism in political terms. It 'proves' the effectiveness of [China's] government," says Dr. Noel Miner, 

Managing Director of International Management Consultants, which facilitates clients' business dealings in 

China. As Chinese citizens grow suspicious of government effectiveness and corruption, the nation's space 

program is being leveraged as a powerful symbol of government prowess, Miner and other China experts 

maintain. 

 

Most of all, China wants to be respected, and, in general, the U.S. has failed to show respect for that 

nation's economic and technical accomplishments, Chinese citizens feel. Rather than being congratulated 

for its rapid development of successful rockets, satellites and lunar-probes, for example, China sees U.S. 

leaders chastising it for human rights shortcomings. Even in this department, China has come far in a 

relatively brief period. "A hundred and fifty years ago, America didn't have a great human-rights record, 

either,"  notes Thomas Menza, a retired U.S. Air Force officer and former Chinese history professor at the 

Air Force Academy. "China is saying, 'give us credit for what we have done!' By harping on human rights, 

we're creating an enemy, where there doesn't have to be one." 

 

In January, Aviation Week & Space Technology named Qian Xuesen the magazine's "Person of the Year," 

saluting the father of China's space program. This choice generated more than a little hate mail from 

outraged readers, but cooler heads saw the choice for what it was: respect for a man's—and a nation's—



 

 

considerable accomplishments in space. Similar recognition and respectful moves by U.S. political leaders 

might pave the road to space-program cooperation, rather than creating an adversary. 
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While it is virtually impossible to decipher China's intentions, America must simultaneously prepare for the 

possibility of conflict in space, while also making an effort to engage China through cooperative space 

ventures. The U.S. and Russia successfully separated their military and civilian space programs, then found 

ways to cooperate on the latter. China should be coaxed into doing the same—although the nation's 

excessive secrecy regarding space matters is already making engagement a frustrating, lengthy venture. But 

the potential payoff in reducing mistrust and suspicions is worth the effort.  

 

Cooperative U.S.-China space programs, such as joint deep-space exploration initiatives or having China 

become an International Space Station partner, would go a long way toward developing mutual respect, 

understanding and positive relationships among the two nations' space professionals. Such an approach can 

build on the economic ties our two nations already have forged, which are reducing the chances of  

terrestrial or in-space conflict. 

 

Deterrence Through Information 

 

 Cooperative commercial and civil space programs, guided by a policy of mutually beneficial interaction 

among U.S. and Chinese space professionals, could lead to what might be termed "deterrence through 

information." For example, if China's leaders fully understand that shooting dozens of missiles at other 

nations' satellites would create so much orbital debris that nobody could safely launch a spacecraft for 

years, perhaps they would think twice about firing an ASAT. Further, if they know that America's 

advanced-technology weapons can disable Chinese satellites at will, without creating massive debris fields, 

and that U.S. satellites can maneuver or otherwise protect themselves, a preemptive ASAT strike miight be 

deemed inadvisable. In short, the message we should impart is: conflict in space would be a catastrophe for 

both the U.S. and China, so let's not go there. 

 

Creating a Space Race 

 

Finally, U.S. citizens and their leaders must recognize that roughly 90% of China's approximately one 

billion citizens admire and greatly respect Americans. Many Chinese want U.S. products, services, music, 

movies and other elements of Western culture. They have no desire to see our two nations become 

adversaries. However, U.S. leaders are on the verge of turning a billion Chinese citizens into rabid 

America-haters, creating a visceral hatred that will persist for a generation or longer. How? By boycotting 

the 2008 Olympic games. If Congress or the Bush Administration bans U.S. athletes from competing in 

Beijing this summer, it will be viewed as a slap to the face of every Chinese man and woman—the ultimate 

humiliation of a proud people. The summer Olympic games are China's coming-out party, and refusing that 

Asian nation's invitation will trigger a host of unintended consequences. And Americans will suffer greatly 

for such shortsightedness. 

 

To avoid triggering a very expensive "space race" and giving hardliners justification for building an even 

larger, more powerful Chinese military force, the Congress and Administration must curb "human rights" 

rhetoric and allow U.S. athletes to compete in Beijing. Only then can we find new ways to foster U.S.-

China cooperation in space. 

 

 

Panel  II:   Discuss ion,  Quest ions  and Answers  

 

 HEARING COCHAIR BROOKES:  Thank you very  much.   We' re  



 

 

going to  move to  ques t ions  now.   I  have  a  number  of  commiss ioners  
who would  l ike  to  ask  ques t ions .   I f  you could  a l l  ra ise  a  f inger  to  le t  

me know that  you want  to  ask  a  ques t ion dur ing th is .   I f  we could  jus t  

go  one  ques t ion  per  commiss ioner  in  the  f i rs t  round,  tha t  would  be  

grea t .  
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 In  my prerogat ive  as  cochai rman th is  morning,  I ' l l  ask  the  f i rs t  

ques t ion ,  and I  ask  th is  to  a l l  of  the  panel is ts .   The Chinese  have made 
some noise  about  a  new outerspace  t rea ty ,  perhaps  on weaponizat ion  of  

space .   Nobody seemed to  ment ion that  th is  morning.   And I  would  be  

cur ious  of  the  three  panel is t s  as  to  what  you bel ieve  the  mot ivat ion  i s  

behind the  Chinese  des i re  for  a  new space  t rea ty?  

 I ' l l  le t  you guys  decide  who is  going to  respond f i rs t .    

 BRIGADIER GENERAL HORNE:  I ' l l  be  the  f i rs t  to  say  i t ' s  

probably  wel l  beyond the  rea lm of  my knowledge of  the i r  in tent ions  

for  the  space  t rea ty ,  but  I  would  jus t  of fer  to  p ick  up on a  l ine  f rom 

Congresswoman Lofgren:  any oppor tuni ty  to  d iscuss  wi th  o ther  na t ions  
a  way to  ensure  the  peaceful  u t i l iza t ion  of  space  would  be  a  pos i t ive  

exchange f rom my perspect ive .  

 I  th ink one  of  the  th ings  we need to  encourage  f rom the  Chinese  

cer ta in ly  i s  t ransparency,  and tha t  might  be  a  way to  get  a f ter  the  

d iscuss ion and have an  open dia logue wi th  them on that  par t icular  

aspect  of  the i r  opera t ions .  

 DR.  TELLIS:   I  th ink there  are  two e lements  to  the  Chinese  

in teres ts  in  what  i s  ca l led  PAROS,  or  the  convent ion to  t ry  and out law 

weapons  in  space .  

 The f i rs t  i s  secur ing the  d ip lomat ic  benef i t s  of  taking a  pos i t ion  

tha t  a rgues  for  an  arms contro l  regime in  space .   I  mean there  are  very  

c lear  benef i t s  to  be  seen as  opposing weaponizat ion  of  space ,  t ry ing to  

const ruct  a  peaceful  space  environment  through legal  arms contro l  

regime,  and so  there  i s  c lear ly  a  d ip lomat ic  d imension to  the  Chinese  

ef for t .  

 But  I  th ink  there 's  a lso  a  very  prac t ica l  d imension.   They seem to  

have tabled  a  draf t  tha t  focuses  very  much on out lawing weapons  in  

space .   And to  my mind that  i s  an  insuff ic ient  ins t rument  because  i t  

focuses  on jus t  one-hal f  of  the  threa t .  I t ' s  s i lent  about  the  threa ts  to  

sys tems in  space  tha t  a re  not  based in  space ,  threa ts  tha t  exis t  on  the  

ground,  and for  the  foreseeable  fu ture ,  tha t  i s ,  in  fac t ,  the  most  

demanding c lass  of  threa t .  

 We may reach a  point  somewhere  down the  l ine  where  we have to  

deal  wi th  the  i ssue  of  weapons  in  space ,  but  for  the  moment ,  tha t ' s  not  

the  problem,  and because  the  Chinese  ins t rument- - i t ' s  a  jo in t  Russ ian-

Chinese  ins t rument- - focuses  so  much on weapons  in  space ,  one  i s  led  

to  a t  leas t  ask  ques t ions  as  to  why th is  enormous amount  of  d ip lomat ic  

ef for t  i s  be ing put  in to  k ind of  address ing a  chal lenge  tha t ' s  rea l ly  not  



 

 

very  press ing,  and the  only  answer  tha t  my cynical  mind can come up 
wi th  i s  tha t  i t ' s  probably  focused on a t  leas t  making l i fe  d i f f icul t ,  for  

example ,  for  the  U.S.  ba l l i s t ic  miss i le  defense  program because  some 

of  the  def in i t ions  in  the  t rea ty  ins t rument  rea l ly  go af ter  components  

of  the  U.S.  ba l l i s t ic  miss i le  defense  program.  
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 And so  I  see  th is  as  again  as  par t  of  a  la rger  effor t  to  se ize  the  

h igh ground diplomat ica l ly  but  not  rea l ly  solv ing what  I  th ink are  the  
most  press ing chal lenges  to  space  secur i ty  today.  

 HEARING COCHAIR BROOKES:   Mr.  Scot t ,  do  you have any 

thoughts  on  the  i ssue?  

 MR.  SCOTT:   I  would  jus t  echo the  o ther  two speakers .   I  th ink 
i f  we look a t  Chinese  h is tory ,  we should  proceed very  caut ious ly .  We 

hear  them saying one  th ing,  but  you have to  wonder  what  they are  

doing behind the  scenes .   Even as  they la id  th is  proposal  on  the  table ,  

as  we know,  they conducted an  ASAT tes t .    

 In  shor t ,  I  th ink we should  l i s ten  very  careful ly  to  Teddy 

Roosevel t  and fo l low his  advice :  speak sof t ly ;  but  car ry  the  b ig  s t ick .  

 HEARING COCHAIR BROOKES:  Okay.  Commiss ioner  

Blumenthal .  

 COMMISSIONER BLUMENTHAL:  Yes .   Thanks .   Thanks  a  lo t  

to  a l l  of  you for  tes t i fy ing before  us  today.  

 I  have  a  ques t ion  in  terms of  how to  conceptual ize  informat ion 
super ior i ty  or  supremacy and the  space  aspects  of  tha t  type  of  warfare .  

 Would  i t  be ,  i s  i t  poss ib le  for  the  Uni ted  Sta tes  to  be  able  to  mainta in  

informat ion or  space  supremacy/super ior i ty  in  the  way tha t  i t  does  in  

the  a i r  or  in  the  sea?   

 I s  tha t  the  r ight  way to  th ink about  i t?   And the  corol lary  to  tha t  
i s ,  i s  informat ion warfare ,  of  which you 've  a l l  descr ibed space  as  a  

par t ,  an  independent  form of  warfare  l ike  some argued a i r  power  was  

s t ra tegica l ly ,  and i f  so ,  going back to  my or ig inal  ques t ion  of  can the  

Uni ted  Sta tes  mainta in ,  l ike  i t  does  in  the  a i r ,  super ior i ty  over  space  

and the  informat ion or  e lec t romagnet ic  spect rum? 

 That 's  for  a l l  of  you.  

 BRIGADIER GENERAL HORNE:  I  th ink you 've  h i t  upon one of  

the  grea t  debates ,  cer ta in ly  in  the  Pentagon.   The Air  Force 's  v iew,  I  

be l ieve ,  i s  tha t  space  supremacy/super ior i ty  i s  def in i te ly  something 

that  should  be  sought ,  i f  you wi l l ,  and I  am sure  tha t  we would  put  

cyberspace  in to  tha t  same type  of  a  d iscuss ion se t .  

 I  guess  I  would  offer  the  not ion tha t  what  we have  to  ensure  i s  

our  f reedom of  economic ,  pol i t ica l  and mi l i ta ry  ac t ion  to  defend our  

in teres ts ,  and tha t  as  long as  we can ensure  tha t ,  then tha t ' s  what  we 

have to  pursue .  

 But  i f  you proceed in  the  not ion tha t  you jus t  gave  us  about  outer  

space  t rea t ies  and what  not ,  the  ta lk  of  supremacy or  super ior i ty  



 

 

doesn ' t  necessar i ly  lend i t se l f  to  tha t  type  of  a  d iscuss ion.   So I  th ink 
i t ' s  a  not ion of  i f  you regard  space  as  a  domain ,  jus t  l ike  you do a i r ,  

land and sea ,  you have to  approach i t  f rom the  s tandpoint  to  ensure  

tha t  your  forces ,  your  mi l i ta ry ,  can  achieve  i t s  ac t ions ,  and label ing  i t  

can  be  somet imes  inf lammatory  and maybe not  par t icular ly  helpful .  
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 So  I  would  focus  f rom an opera t ional  perspect ive .   As  long as  we 

can suppor t  our  forces ,  ge t  the  informat ion they need to  accompl ish  
the i r  objec t ives ,  then we 're  r ight  where  we want  to  be ,  and label ing  i t  

may not  be  the  bes t  approach.  

 COMMISSIONER BLUMENTHAL:  Let  me press  on  tha t .   Air  

Force  doct r ine ,  as  everybody knows,  i s  not  to  engage in  opera t ions  
unt i l  we have  a i r  super ior i ty .  We t ry  to  mainta in  super ior i ty  over  o ther  

domains  or  the  commons.  Why is  the  e lec t romagnet ic  spect rum 

dif ferent?  

 Anyone of  you can answer  that .  

 DR.  TELLIS:   I  wouldn ' t  make the  argument  tha t  i t ' s  d i f ferent .   I  
th ink the  rea l  d is t inc t ion  i s  whether  the  domain ,  whether  i t ' s  space  or  

the  e lec t romagnet ic  spect rum or  the  cyber  environment ,  whether  the  

domain  i s  a  sanctuary  or  not?   I f  i t  i s  a  sanctuary ,  then compet i t ion  

can take  p lace  ent i re ly  by peaceful  means  and the  outcomes are  

determined s imply  by re la t ive  d i f ferences  in  technology.  

 I f  i t ' s  a  sanctuary ,  then the  technology tha t  we use  to  get  
informat ion i s  essent ia l ly  safe ,  and i f  I  have  bet ter  technology than 

you,  then I  have  bet ter  informat ion and hopeful ly  I  can  use  tha t  

informat ion more  effec t ive ly .  

 I f ,  however ,  you change th is  boundary  condi t ion  about  whether  

the  domain  i s  a  sanctuary ,  and i t  becomes contes ted ,  then you need 

more  than technology.   Then i t ' s  not  s imply  a  ques t ion  of  whether  I  

have  bet ter  technology,  but  whether  my technology on balance ,  tha t  i s  

re la t ive  to  a l l  your  ef for ts  to  in ter fere  wi th  my use  of  the  technology,  

a l lows me to  do what  I  want ,  and so  I  th ink tha t  i s  rea l ly  the  cr i t ica l  

ques t ion .  

 Now to  the  degree  tha t  we are  moving in to  a  pol i t ica l  
environment  where  space  i s  going to  be  less  and less  of  a  sanctuary ,  I  

th ink we wi l l  have  no a l ternat ive  but  to  th ink in  terms of  informat ion 

super ior i ty  in  pure ly  re la t ive  terms.   That  i s  even as  we are  col lec t ing  

informat ion tha t  enhances  our  abi l i ty  to  conduct  mi l i ta ry  opera t ions ,  

there  are  o thers  going to  be  about  t ry ing to  prevent  us  f rom us ing tha t  
informat ion.  

 And so  we have to  deal  both  wi th  the  pos i t ive  uses  of  the  

informat ion,  which i s  how do I  make my mil i ta ry  outputs  more  

ef f ic ient ,  and I  have  to  deal  wi th negat ing the  ef for ts  tha t  the  o ther  
guy is  making to  prevent  me f rom accumulat ing  th is  informat ion in  the  

f i rs t  p lace .  



 

 

 I f  th is  i s  the  wor ld  tha t  we ' re  confronted  wi th ,  then I  th ink the  
v is ion of  space  wi l l  become very  soon analogous  to  the  concept ions  

tha t  we have of  a i r  contro l  and sea  contro l  and I  guess  ground control  

i f  someone can ar t icula te  what  tha t  means .  
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 MR.  SCOTT:   Commiss ioner ,  I  would  jus t  add tha t  perhaps  th is  

idea  of  space  supremacy,  i f  we jus t  s t ick  to  space  for  a  moment ,  i s  a  

b i t  of  a  misnomer .   When you use  the  analogy to  a i r  super ior i ty ,  I  
th ink i t  comes down to  a  ques t ion  of  when?   When we ta lk  about  space  

supremacy,  i t  seems to  be  received of tent imes  as  i f  we es tabl ish  i t  

now,  le t ' s  say ,  and then i t ' s  there  forever ,  and tha t  i s  very  
inf lammatory  to  many other  people .  
 But  i f  we look a t  i t  f rom the  s tandpoint  of  having the  capabi l i ty  

to  es tabl ish  space  supremacy in  the  event  of  a  conf l ic t ,  not  unl ike  what  

we do wi th  a i rpower ,  then tha t  capabi l i ty  can be  v iewed as  a  
de ter rence .  
 So people  would  th ink twice  about  t ry ing to ,  quote ,  " take  the  
h igh ground"  a t  any t ime i f  they knew that  there  was  a  capabi l i ty  in  
America 's  hands  to  not  a l low that  and to  ensure  tha t  everybody has  

access  to  the  h igh ground.  
 HEARING COCHAIR BROOKES:   Commiss ioner  Fiedler .  
 COMMISSIONER FIEDLER:  Thank you.   I  have two quick 
ques t ions .   S ince  January  2007,  have  we gained any greater  ins ight  
in to  the  Chinese  decis ion-making on the  ASAT tes t?   We had some 

hear ings  r ight  af ter  tha t ,  d idn ' t  have  a  lo t  of  ins ight .   Has  anybody 

gained any ins ight  in  the  ensuing year  and a  hal f  or  year  and three  

months?  
 MR.  SCOTT:   I ' l l  jus t  quote  my former  employer .   They had an  
ar t ic le  in  las t  week 's  Avia t ion  Week magazine  tha t  sa id  the  consensus  

i s  moving more  and more  to  the  pos i t ion  tha t  Chinese  leaders  now 
th ink tha t  ASAT tes t  was  a  miscalcula t ion  and tha t  they rea l ly  d idn ' t  

apprecia te  the  degree  of  backlash  tha t  they would  receive .   So I  th ink 

there 's  a  cer ta in  level  of  regre t  there .   At  leas t  tha t ' s  the  impress ion a  

lo t  of  China-watchers  have r ight  now.  
 COMMISSIONER FIEDLER:  Is  tha t  recogni t ion  tha t  cut t ing  out  

the  Chinese  Fore ign Minis t ry  was  a  mis take?  
 MR.  SCOTT:   I  can ' t  address  tha t .  
 DR.  TELLIS:   I  th ink there 's  a  genera l  recogni t ion  tha t  the  
consequences  of  the  tes t  were  very  problemat ic  to  the  k ind of  regime 
China  wants  to  mainta in  in  space .   They were  a lso  problemat ic  f rom 

the  point  of  v iew of  China 's  des i re  to  mainta in  i t s  s tanding as  a  

responsible  p layer  in  the  in ternat ional  sys tem.  
 I 'm not  sure  tha t  th is  equates ,  however ,  in to  a  regre t  about  
pursuing the  program i t se l f ,  and I  th ink one  needs  to  make a  

d is t inc t ion  in  tha t  regard .   The fac t  tha t  the  Chinese  have  a  program I  



 

 

th ink te l l s  you something about  the i r  in tent ions .   The fac t  tha t  they 
chose  to  tes t  tha t  program in  the  way that  they d id  cer ta in ly  in  

re t rospect  seems to  be  something tha t  a  wide  var ie ty  of  of f ic ia l  

Chinese  in ter locutors  seem to  regre t ,  but  tha t  d is t inc t ion  i s  very  

impor tant .  

- 30 - 

 

 

 

  

 

 COMMISSIONER FIEDLER:  General?  

 BRIGADIER GENERAL HORNE:  Thanks .   I  th ink i t  may be  
indica t ive  of  something tha t  i s  maybe a  l i t t le  b i t  more  symptomat ic ,  

and tha t  i s  tha t  China  i s  pursuing a  broad-based comprehensive  

t ransformat ion of  i t s  mi l i ta ry ,  and space  i s  a  p iece  of  tha t .  

 We 've  ment ioned before  tha t  essent ia l ly  they have  a  pre t ty  good 

knowledge management  process ,  tha t  they ' re  able  to  work wi th  many 

communi t ies  and f rankly  have  put  together  a  pre t ty  impress ive  program 

s ince  the  la te  '90s .  

 That  doesn ' t  necessar i ly  mean tha t  they unders tand the  fu l l  

ramif ica t ions  across  the  spect rum of  tha t  par t icular  rea lm.   

Unders tanding i t  technica l ly  i s  not  necessar i ly  unders tanding i t  across  

the  d ip lomat ic ,  informat ional ,  mi l i ta ry ,  economic  aspects  of  i t .   And 

there  are  cul tura l  chal lenges  wor ldwide  in  grasping tha t ,  too ,  and I  

re la te  tha t  back to  the  d iscuss ion jus t  a  moment  ago of  I  th ink i t  was  

space  super ior i ty /space  supremacy.  

 My col leagues  ment ioned the  not ion of  technology is  grea t ,  but  

you have to  unders tand how to  apply  i t  across  the  spect rum,  something 

we ca l l  DOTMLPF,  a  te r r ib le  acronym that ' s  tough,  but  i t ' s  about  

doct r ine  and organiza t ional  and t ra in ing and a  cadre  tha t  fu l ly  

unders tands  how to  opera te  wi th in  an environment  and fac i l i t ies .   And 

i t  goes  through the  fu l l  spect rum of  th is  bus iness .  

 I  th ink whenever  you do something fas t ,  you a lso  leave  out  some 

of  the  deta i l s ,  and I  th ink tha t ' s  fundamenta l ly  probably  what  the  

Chinese  are  exper iencing.   This  i s  a  pre t ty  b ig ,  pre t ty  in terdependent  

environment ,  and maybe the i r  ac t ions  had to  be  sor ted  through a  b i t  

more  than they ear l ie r  ant ic ipated ,  and tha t  approach is  something 

they ' re  going to  have  to  take  a  look a t .  

 COMMISSIONER FIEDLER:  Thank you.   Jus t  one  quick fo l low-

up to  what  you a l l  sa id ,  tha t  there  i s  l i t t le  d is t inc t ion  between the  

c iv i l ian  and mi l i ta ry  use .   That  seems to  me to  crea te  some ser ious  

problems for  us  in  def in ing what  i s  dual  use  technology in  terms of  our  

expor ts  involving space  and our  coopera t ion  should  we engage in  i t .  

 I s  my concern  val id?  

 DR.  TELLIS:   I  th ink i t ' s  absolute ly  val id .   I  mean a t  a  pure ly  

technologica l  level  i t se l f ,  i t ' s  hard  to  look a t  dual -use  technology and 

make c lear  judgments  about  where  i t  could  be  used,  but  when you look 
a t  the  Chinese  program,  which i s  such an  in tegra ted  program across  the  

c iv i l ian  and the  mi l i ta ry  domains ,  i t ' s  even harder ,  and when you 



 

 

mult ip ly  the  problems caused by opaci ty ,  the  lack  of  ins ight  in to  
organiza t ional  decis ion-making and chains  of  command,  i t  becomes 
even more  burdensome.  
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 My own pre judice  in  th is  regard i s ,  you know,  bet ter  to  be  safe  

than sorry .   I f  we decide  to  make dual -use  technologies  avai lable  in  

any context ,  we have to  make those  decis ions  wi th  mal ice  afore thought  

where  you bas ica l ly  have  to  do the  ca lcula t ion  tha t  says  even i f  th is  
technology so  t ransfer red  was  used to  i l l  purpose ,  do  I  have  the  means  

to  cope wi th  the  consequences?  And i f  we can kind of  make that  

ca lcula t ion ,  I  th ink tha t ' s  the  only  way to  deal  wi th  th is  chal lenge 

because  I  don ' t  th ink you ' re  going to  get  an  essent ia l i s t  so lu t ion  to  t ry  

and f igure  out  what  can be  t ransferred  and what  can ' t .  

 HEARING COCHAIR BROOKES:   Thank you.  

 COMMISSIONER FIEDLER:  Thank you.  

 HEARING COCHAIR BROOKES:   Commiss ioner  Wessel .  

 COMMISSIONER WESSEL:   Thank you a l l  for  your  tes t imony 

today.   I 'd  l ike  to  unders tand i f  I  can  a  l i t t le  be t ter ,  taking th is  f rom 

concept  to  rea l i ty ,  I  guess ,  for  potent ia l ly  our  t roops  on the  ground.   I  

th ink,  Dr .  Tel l i s ,  you indica ted ,  to  quote  you,  tha t  " the  s t ruggle  for  

space  i s  inevi table ,"  and you went  on  to  make some points  about  

e lec t romagnet ic  impl ica t ions .  

 Space  and the  e lec t romagnet ic  spect rum seem to  be  an  

in tegra t ing  fac tor  for  our  t roops on the  ground whether  you ' re  looking 

a t  Predator  a i rcraf t  aer ia l  v iews,  o ther  in tegra ted  informat ion asse ts  

tha t  our  t roops  have.   Should  we be  looking a t  th is  not  jus t  as  another  

sec tor ,  not  as  another  service  domain ,  but  rea l ly  as  an  in tegra t ing  

fac tor ,  and aren ' t  the  impl ica t ions  of  Chinese  ac t iv i t ies  even grea ter  

here?  

 I f  they were  to  detonate  or  use  e lec t romagnet ic  pulse  weapons ,  

for  example ,  over  a  ba t t le f ie ld ,  wouldn ' t  i t  c rea te  enormous  

opera t ional  problems for  a l l  of  our  ac t iv i t ies  across  the  domains?    

 Genera l ,  i f  you could  s tar t?  

 BRIGADIER GENERAL HORNE:  Wel l ,  I  guess  I 'd  s tar t  out  any 

t ime someone detonates  a  nuclear  weapon or  genera tes  an  

e lec t romagnet ic  pulse  anywhere  in  the  wor ld ,  i t ' s  going to  crea te  some 

pre t ty  s igni f icant  impl ica t ions  for  everyone involved.  

 COMMISSIONER WESSEL:   Cer ta in ly .  

 BRIGADIER GENERAL HORNE:  And I  th ink that  in  and of  

i t se l f  may be  a  deter rent .   I f  they ' re  to  conduct  tha t  type  of  ac t iv i ty  in  

space ,  i t ' s  going to  crea te  very  s igni f icant  impl ica t ions  for  them as  

wel l .   When you take  a  look a t  the  growth in  the i r  space  program,  

g iven tha t  they 've  got  about  20  spacecraf t  in  orbi t  in  about  2005,  and 

they ' re  going to  grow to  somewhere  about  90 by 2018,  by  thei r  

projec t ions ,  i t ' s  k ind of  a  double-edged sword.   The more  they inves t  



 

 

in  space ,  the  more  they depend on the  very  capabi l i t ies  tha t  they ' re  
t ry ing to  bui ld ,  the  more  they emula te  what  we do,  the  more  vulnerable  

they are  as  wel l .  
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 So  as  they grow more  in to  th is  par t icular  envi ronment ,  they ' re  

going to  f ind  tha t  they might  even be  res t r ic t ing  themselves  jus t  a  b i t ,  

not  to  say  a  word about ,  as  you jus t  ment ioned,  about  the  economic  

and pol i t ica l  impacts  of  ac t iv i t ies  in  tha t  regard .  

 So uniquely  enough,  maybe the  more  they inves t ,  the  more  they 

exper ience  the i r  own res t r ic t ions  tha t  they would  impose  upon us .  

 COMMISSIONER WESSEL:   But  i t  i s ,  we should  not  be ,  am I  

correc t  tha t  we should  not  s imply  v iew i t  as  a  separa te  domain  because  
i t  does  crosscut?   Unders tanding the  r i sks  you jus t  sa id ,  tha t  unl ike  a i r  

or  sea ,  e t  ce tera ,  tha t  space  now has  impl ica t ions  for  a l l  of  those  o ther  

domains?  

 BRIGADIER GENERAL HORNE:  Right .   You know domain is  

another  one  of  those  emot ional  words  wi th in  the  mi l i ta ry  context .   I 'd  
take  you back to  the  1970s  when Genera l  DePuy la id  out  something 

ca l led  "AirLand doct r ine ."   I t  was  the  beginning of  jo in tness  as  we 

know i t  tha t  wasn ' t  rea l ly  fu l ly  imbibed unt i l  f rankly  Grenada taught  

us  jus t  how l imi ted  we were  in  terms of  our  in teroperabi l i ty ,  and tha t  

se t  us  for th  on a  path  of  jo in tness  f rom 1983 to  1991 such that  when 

we prosecuted Deser t  S torm,  we had unprecedented levels  of  

unders tanding of  how the  domain  of  a i r ,  land and sea  in ter re la te .  

 So when people  ta lk  about  space  as  a  domain ,  I  rea l ly  th ink tha t  

they ' re  ta lk ing more  of  a  const ruct  of  you need to  br ing tha t  as  a  four th  

or  cyberspace  as  a  f i f th  ent i ty  into  tha t ,  what  was  ca l led  AirLand 

doct r ine ,  because  the  wor ld  i s  much more  complex today.   We have a  
compress ion problem.  We're  a l l  swimming in  the  sea  of  informat ion 

everyday,  and that ' s  going to  do nothing but  ge t  worse  in  the  days ,  

weeks ,  and months  and years  ahead.  

 So I  th ink the  context  of  a  domain  i s  not  to  i so la te  i t ,  to  say  i t  

be longs  to  a  service ,  but  to  more  re la te  to  the  idea  tha t  something has  

to  in ter re la te  wi th  those  mi l i ta ry  aspects ,  and f rankly  f rom an 

in teragency perspect ive  across  the  whole  d ip lomat ic ,  informat ional ,  

mi l i ta ry ,  and economic  perspect ive ,  and I  th ink tha t ' s  where  we 're  a t  

today f rankly  i s  we 've  grown wel l  beyond jo in tness ,  and now i t ' s  about  

in teragency and in ternat ional  a l l ied  coopera t ion  a t  the  same level .  

 So  I  be l ieve  tha t  you ' re  going to  see  in  the  next  ten  years  a  move 
towards  in teragency domain  in ter re la t ionships ,  i f  you wi l l ,  of  which 

we 're  jus t  acknowledging tha t  space  i s  a  very  key aspect  of  tha t .   So 

i t ' s  not  to  i so la te  i t ;  i t ' s  to  say  tha t  you have to  develop i t  across  tha t  

DOTMLPF I  ment ioned ear l ier  and to  br ing  i t  in to  the  in teragency as  
an  in tegra ted  component  of  our  nat ional  power .  

 COMMISSIONER WESSEL:   Thank you.   Ei ther  of  the  o ther  



 

 

witnesses?  
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 DR.  TELLIS:   I  wanted to  add a  d i f ferent  d imension to  the  i ssue  
you ra ised .   I  th ink you put  your  f inger  on  what  to  me is  rea l ly  the  

cr i t ica l  c r i te r ion ,  which i s  what  i s  the  impact  of  any innovat ion,  

especia l ly  mi l i ta ry  space ,  on  warf ight ing  outcomes?   I  th ink tha t  

should  be  the  ques t ion  because  i f  you ask  i t  in  tha t  way,  you begin  to  
see  space  in  th is  in tegra ted  sense ,  tha t  i t ' s  not  space  per  se ,  but  i t ' s  

space  as  i t  a f fec ts  o ther  inputs ,  as  i t  were ,  in to  the  process .   

 In  th is  context ,  I  th ink we ought  to  keep in  mind tha t  whi le  the  

k inet ic  e lements  are  sexy,  you know,  the  EMP,  the  ASATs,  there  are  a  
whole  range of  technologies  out  there  which are  not  k inet ic .   They are  

more  in  the  sof t  d imension but  could  nonetheless  have  very  ser ious  

consequences  for  your  warf ight ing outcomes.  

 So when one th inks  in  terms,  for  example ,  of  say  jamming 

technologies  or  when one th inks  of  be ing able  to  in terdic t  the  l ink  
e lements  be tween an  orbi ta l  sys tem and i t s  ground segment ,  these  have 

rea l  consequences .   I f  you can cut  of f  t roops  f rom thei r  

communicat ions  or  f rom thei r  v is ib i l i ty  of  what  i s  happening on the  

o ther  s ide  of  the  h i l l  a t  c rucia l  moments  in  the  bat t le ,  in  the  evolut ion  

of  the  bat t le ,  you could  make a  d i f ference  to  the  outcomes even though 

a l l  the  e lements  of  the  puzzle  are  physica l ly  in tac t .  

 And so  I  th ink i t ' s  very  useful  tha t  we use  the  cr i te r ia  of  the  

impact  on  warf ight ing outcomes as  a  good metr ic  to  judge the  

s igni f icance  of  innovat ion,  and then we focus  not  s imply  on the  k inet ic  

sys tems,  or  the  sys tems that  have  k inet ic  ef fec ts ,  but  the  sof ter  

sys tems as  wel l ,  which can be  jus t  as  consequent ia l .  

 COMMISSIONER WESSEL:   Mr.  Scot t .  

 MR.  SCOTT:   An EMP is  a  pre t ty  devas ta t ing  a t tack  on our  

forces  a t  a l l  levels - -s t ra tegic ,  opera t ional  and tac t ica l .   And af ter  such 

an  a t tack ,  you have to  assume that  those  of  us  who are  very  heavi ly  

dependent  on  our  space  asse ts  for  sure  would  be  bas ica l ly  b l ind ,  deaf  

and mute  in  the  near  te rm.  

 So an  EMP would  have t remendous  impacts  on  the  mi l i ta ry  

services  as  wel l  as  the  c iv i l ian  sec tor .   For  our  warf ight ing ,  

par t icular ly  communicat ions  abi l i t ies ,  we do re ly  on tha t  commercia l  

sa te l l i tes  to  car ry  a  lo t  of  noncr i t ica l  communicat ions  t raf f ic ,  for  

ins tance .  

 So I  th ink tha t  what  the  Pentagon has  to  do - -  and obviously  i s  

doing - -  i s  p lan  and prepare  to ,  number  one ,  r ide  i t  out  i f  you can,  

protec t  as  much as  you can,  but  i f  you do suffer  a  cer ta in  amount  of  

degradat ion,  de termine  how you keep opera t ing?  

 The old  term "graceful  degradat ion"  comes to  mind because  you 

have to  have Plan B,  C,  and D to  keep on opera t ing  and do i t  

e f f ic ient ly .   So tha t  requires  p lanning,  equipping,  t ra in ing for  a l l  of  



 

 

those  eventual i t ies .   In  our  second Space  Wars  book,  we do s tar t  i t  of f  
wi th  an  EMP from a  h igh a l t i tude  de tonat ion  - -  and th ings  get  messy in  

a  hurry .  
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 COMMISSIONER WESSEL:   Thank you.  

 HEARING COCHAIR BROOKES:   Thank you.   

 Commiss ioner  Shea .  

 COMMISSIONER SHEA:  Thank you a l l  for  be ing here  today.   
Jus t  a  quick  fac tual  ques t ion  and then I  jus t  have  a  ques t ion  for  Dr .  

Tel l i s .   On the  fac tual  s ide ,  could  you te l l  me how much the  PRC 

spends  on space  and counterspace  ac t iv i t ies  and whether  tha t  amount  i s  

inc luded in  the i r  annual  defense  budget?  

 DR.  TELLIS:   There  are  var ious  es t imates .  The most  

conservat ive  es t imate  which Joan Johnson-  Freese  I  th ink has  adduced 

is  about  one  to  $2 b i l l ion .   The more  l ibera l  es t imates  are  c lose  to  $5  

bi l l ion .   The problem,  however ,  i s  tha t  these  numbers  refer  to  what  i s  

nominal ly  in  the  space  program,  and there  i s  much inves tment  in  

counterspace  tha t  does  not  come under  the  space  program budget .  

 I t  comes under  o ther  b lack components  of  the  nat ional  budget ,  

and so  I  th ink a l l  these  numbers  have  to  be  taken wi th  a  cer ta in  degree  

of  caut ion because  they are  not  indica t ive  of  the  sca le  of  the  program,  

but  having sa id  tha t ,  the  bot tom l ine  i s  th is :  the  Chinese  space  program 

is  re la t ive ly  smal l  compared to  the  Uni ted  Sta tes .   I  mean nothing 
changes  tha t  fac t  i r respect ive  of  what  the  d isagreements  are .   But  we 

need to  be  caut ious  about  the  numbers .  

 BRIGADIER GENERAL HORNE:  I  agree  wi th  everything tha t  

Mr.  Tel l i s  jus t  sa id ,  and I ' l l  add jus t  a  couple  th ings .   One,  you have  to  

look a t  how they get  the i r  informat ion to  bui ld  the  sa te l l i tes  and the  
process  they ' re  doing.   They so  far  have  not  had to  inves t  qui te  the  

amount  of  research and development  o ther  countr ies  have  for  the  las t  

40  years  to  get  to  where  they are .  

 So I  ment ioned before  the  not ion of  knowledge management .   

They ' re  pre t ty  good a t  tha t - -pre t ty  impress ive  ef for t  so  far .   Now,  

innovat ion,  tha t  has  yet  to  be  proven,  and so  innovat ion usual ly  
involves  inves tment  to  ge t  people  a l l  the  way through the  educat ional  

process  and then to  engender  a  cer ta in  cul ture  to  achieve  tha t ,  again ,  

not  necessar i ly  dol lars  and cents  or iented ,  but  you can see  how many 

of  the i r  countrymen that  a re  in  schools  around the  wor ld  in  th is  

par t icular  area ,  and you ' l l  be  pre t ty  impressed.   Then a lso  add the  
not ion of  labor  pr ices  aren ' t  what  they are  in  the  Uni ted  Sta tes .  

 COMMISSIONER SHEA:  Right .  

 BRIGADIER GENERAL HORNE:  And they don ' t  have  a  prof i t  

mot ive .   So you add a l l  tha t  together  and,  you know,  one  to  two,  three  
to  f ive  becomes qui te  a  b i t  less  re levant ,  and then I 'd  say  what  you 

rea l ly  need to  focus  on,  so  what  capabi l i ty- -are  they rea l ly  put t ing  on 



 

 

orbi t  and,  f rankly ,  jus t  as  impor tant ly ,  what  are  they doing on the  
ground to  be  able  to  leverage  tha t  capabi l i ty  to  put  on  orbi t ,  and 

measure  tha t ,  and tha t  probably  might  be  the  l i tmus  tes t .   The  effec t  

tha t  they ' re  ac tual ly  achieving wi th  tha t  program might  be  the  u l t imate  

measur ing s t ick  we might  want  to  use .  
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 COMMISSIONER SHEA:  Thank you.  

 A second ques t ion Dr .  Tel l i s ,  your  —response  was  very  helpful .   
You ment ioned there  are  three  e lements  or  charac ter is t ics  of  the  

Chinese  space  and counterspace  ac t iv i t ies :  they ' re  comprehensive;  i t ' s  

in tegra ted;  and i t ' s  focused.   So I  was  hoping you could  jus t  f lesh  out  

the  th i rd  e lement ,  focused.   Focused on what?   Focused on a  par t icular  
mi l i ta ry  cont ingency?    

 DR.  TELLIS:   I  use  the  term "focused"  in  mul t ip le  ways .   I t ' s  

focused f i rs t  in  the  sense  of  i t  a ims not  to  repl ica te  the  U.S.  program.   

There  i s  a  cer ta in  economy of  logic  tha t  the  Chinese  have used in  how 

they s t ructure  the  program.   They ' re  focused on e lements  tha t  a re  
impor tant  to  China ,  and so  I  th ink the  pres t ige  e lements  of  the  program 

are  th ings  they ' re  happy to  benef i t  f rom,  but  I  th ink they th ink of  those  

as  external i t ies .  

 They ' re  focused on those  e lements  of  the  program that  a id  e i ther  

na t ional  development  d i rec t ly ;  hence ,  the  grea t  emphasis  on ,  say ,  

communicat ion  sa te l l i tes ,  on  meteorologica l  sa te l l i tes .   They focus  on 

those  e lements  tha t  a id  the  mi l i ta ry  program di rec t ly .   So i t ' s  focused 

in  tha t  sense  ra ther  than,  you know,  developing a  la rge  sophis t ica ted  

program for  i t s  own sake .  

 The second e lement  of  the  ques t ion  of  focus  i s  tha t  they do want  

the i r  space  program to  sa t i s fy  cer ta in  opera t ional  mi l i ta ry  objec t ives ,  

and so  they have,  recogniz ing the  fac t  tha t  they are  not  as  

sophis t ica ted ,  for  example ,  say  in  microelec t ronics ,  and outs ide  the  

f ie ld  of  developing boosters ,  the i r  sa te l l i te  technologies  have  not  been 

tha t  sophis t ica ted .  

 So,  g iven these  rea l i t ies  and the  fac t  tha t  they ' re  opera t ing  in  a  

universe  tha t  i s  s t i l l  pr imar i ly  dominated by the  U.S. ,  what  does  focus  
require  of  you?   Focus  requires  you to  target  technologies  tha t  you 

don ' t  have ,  but  which are  avai lable  e lsewhere ,  and so  the  Chinese  route  

to  innovat ion,  as  i t  were ,  i s  rea l ly  by through jo in t  development  of  

technologies ,  borrowing,  through a  lo t  of  ac t iv i t ies  tha t  a re  conducted  

by Western  mul t ina t ional  corpora t ions  in  China ,  and f ina l ly  s tea l ing .  

 And i f  you l i s ten  to  publ ic  tes t imony that  has  been offered  in  the  

las t  year  or  so ,  there 's  been a  c lear  recogni t ion  tha t  Chinese  espionage 

ac t iv i t ies ,  pr imar i ly  in  space  and dual  use ,  have  been a t  an  a l l - t ime 

high.   Again ,  th is  i s  an  e lement  of  focus .   So I  use  the  word "focus"  in  
a  sor t  of  a  omni-di rec t ional  way because  there  are  many components  to  

i t .  



 

 

 COMMISSIONER SHEA:  Thank you.  
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 HEARING COCHAIR BROOKES:   Thank you.   Commiss ioner  
Videnieks .  

 COMMISSIONER VIDENIEKS:   Good morning,  gent lemen.  A 

quick ques t ion.   The def in i t ion  of  space  sovere ignty  as  v iewed by PRC 

is  be ing a lmost  inf in i te  and l imi t less ,  going up to  inf in i ty .   Our  

def in i t ion  re la tes  to  the  abi l i ty  to  navigate  or  u t i l ize  space .   I s  there  an  

inherent  conf l ic t  in  whatever  scenar io we ascr ibe  to  the  fu ture  whether  

i t ' s  conf l ic t  or  coopera t ion  or  managing the i r  space  program?  Is  th is  

something tha t  has  to  be  resolved in  the  way of  a  t rea ty?  

 MR.  SCOTT:   I ' l l  take  a  f i rs t  shot  a t  tha t .   That  may be  one  

rea lm where  we could  in i t ia l ly  engage the  Chinese  in  a  d ip lomat ic  

way.   Perhaps  ra ther  than jump a l l  the  way to  what  they ' re  asking for  

r ight  now --  the  no weapons  in  space ,  e t  ce tera ,  e t  ce tera  - -  we should  

revis i t  the  way we f i rs t  deal t  wi th  the  Sovie t  Union on space  
sovere ignty .   That ' s  par t  of  th is  de ter rence  through informat ion I  

ment ioned.   I f  they fu l ly  unders tand tha t  t ransparency has  some rea l  

advantages  to  avoid  conf l ic t ,  then overf l ights ,  for  ins tance ,  in  space  

can have a  ca lming inf luence .  

 That ' s  jus t  an  in i t ia l  thought ,  s i r .  

 COMMISSIONER VIDENIEKS:   At  th is  point ,  though,  they have 
taken a  pos i t ion  tha t  they own a l l  space  inf in i te ly  above the i r  borders .  

 MR.  SCOTT:   Then maybe i t ' s  t ime we engaged them and 

discussed tha t  a  b i t .  

 BRIGADIER GENERAL HORNE:  Wel l ,  I  agree  wi th  tha t .   I  

th ink you ' re  a t  the  leading edge of  d iscuss ions  on how you deal  wi th  
th is  new domain  as  we ta lked about  jus t  a  moment  ear l ier .   So  I  th ink 

we jus t  deal  wi th  i t  f rom the  s tandpoint ,  and th is  i s  very  ear ly  in  the  

process ,  and engage them,  help  them see  the  d ichotomy of  the i r  very  

own doct r ine  where  a t  one  point  they say  b l ind  the  enemy,  tha t  conf l ic t  

i s  inevi table ,  and then say  they don ' t  want  to  have  weapons  in  space ,  

jus t  doesn ' t  seem to  corre la te  to  something tha t  a  prudent  person would  
take  a  look a t  as  a  ra t ional  approach.  

 So you engage them and ta lk  to  them about  tha t .   I  th ink another  

aspect  of  i t  i s  you ment ioned the  Cold  War .   I  say  d isplay  the  same 

level  of  resolute  commitment  to  being able  to  mainta in  your  capabi l i ty  

throughout  the  spect rum of  conf l ic t ,  and to  do that ,  of  course ,  we 've  
ment ioned space  s i tua t ional  awareness ,  and I ' l l  take  yet  another  

oppor tuni ty  to  thank you and Congress  for  a l l  the  grea t  he lp  tha t  we 've  

been given so  far  and jus t  here  recent ly  ins ide  the  las t  year  on  space  

s i tua t ional  awareness .   That ' s  the  f i rs t  aspect .  

 Then you have to  inves t  in  the  abi l i ty  to  make sure  tha t  you can 

conduct  graceful  degradat ion ,  which i s  a  wel l -used term,  and I  can  te l l  

you given the  I  deal  in  i t  everyday,  we do that  every  s ingle  minute  of  



 

 

every  s ingle  day,  working our  way through chal lenges  tha t  we see ,  but  
prove tha t  you ' re  be t ter  a t  tha t  than anyone e lse  in  the  wor ld .  
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 Then I 'd  say  you might  want  to  a lso  prove your  commitment  by 

your  abi l i ty  to  reconst i tu te .   I f  someone wants  to  conduct  an  ac t  tha t  

you th ink i s  c lear ly  inappropr ia te ,  some people  would  say  an  ac t  of  

war ,  by  dedicat ing some type  of  a  k inet ic  impact ,  show that  you have a  
d isplayed abi l i ty  to  take  care  of  tha t  s i tua t ion  and get  asse ts  back on 

orbi t ,  whether  i t  be  a i r  or  space ,  and you can do tha t  in  a  very  quick  

fashion and be  very  publ ic  about  tha t .  

 So  I  th ink i t ' s  a  level  of ,  again ,  us ing every  ar row in  your  quiver  
to  convince  somebody that  i t ' s  probably  not  the  bes t  inves tment  in  the  

wor ld  to  go down that  approach.  

 COMMISSIONER VIDENIEKS:   To take  tha t ,  to  use  tha t  

def in i t ion ,  to  c la im space  inf in i te ly  above the i r  borders  as  domain?  

 BRIGADIER GENERAL HORNE:  I  think tha t ' s  a  lure  tha t  we 
don ' t  need to  b i te  on .  

 COMMISSIONER VIDENIEKS:   Dr .  Tel l i s .  

 DR.  TELLIS:   I  agree  wi th  the  las t  proposi t ion  ent i re ly ,  tha t  i f  

th is  i s  a  pos i t ion  tha t  the  Chinese  have  advanced,  and there  are  

Chinese  mi l i ta ry  theor is ts  who have ta lked about  i t  in  tha t  way,  th is  i s  

obviously  not  a  pos i t ion  tha t  we can countenance  or  suppor t .  

 But  to  me I  th ink the  rea l  chal lenge i s  not  the i r  concept ion of  

sovere ignty  because  I  th ink tha t  i s  something one  can have a  

conversa t ion  about .  

 The  rea l  problem is  the  ac t ions  or  the  s t ra tegies  tha t  they seek to  

employ to  defend what  they bel ieve  i s  the i r  sovere ign r ight ,  and i t ' s  

these  ac t ions  to  the  degree  tha t  they des t roy the  not ion of  space  as  a  

sanctuary  tha t  become problemat ic  for  us .  

 I f  we can a l l  agree  tha t  i t  i s  in  our  common in teres t ,  both  

Chinese  and the  U.S.  and global ly ,  tha t  we protec t  space  asse ts  

because  i t ' s  not  only  re levant  to  mi l i tary  opera t ions  but  a lso  to  la rger  

economic  i ssues ,  I  th ink we would  a l l  come out  ahead.  

 The ques t ion is  what  do you do when you are  confronted wi th  a  

r i s ing  power  tha t  has  very  s t rong pol i t ica l  equi t ies  tha t  a re  

nonnegot iable  and seeks  to  defend these  pol i t ica l  equi t ies  f rom what  i s  

essent ia l ly  a  pos i t ion  of  convent ional  mi l i ta ry  weakness?   And because  

China  faces  i t se l f ,  f inds  i t se l f  in  th is  s i tua t ion ,  i t  looks  for  work-

arounds  tha t  a l low i t  to  overcome the  l imi ta t ions  of  convent ional  

mi l i ta ry  weakness .  

 And what  i t  i s  doing in  space  i s  essent ia l ly  des igned to  equal ize  

the  d isadvantages  tha t  i t  current ly  confronts .   And so  i t ' s  the  ac t ions  

taken in  defense  of  sovere ignty  ra ther  than some a typica l  not ion  of  
sovere ignty  i t se l f  tha t  I  th ink i s  a t  the  hear t  of  the  problem.  

 COMMISSIONER VIDENIEKS:   Thank you.  



 

 

 HEARING COCHAIR BROOKES:   Thank you.   Commiss ioner  
Mul loy.  
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 COMMISSIONER MULLOY:  Thank you,  Mr.  Chairman.   Thank 

you a l l  for  be ing here  wi th  th is  very  helpful  tes t imony.   

 Mr.  Scot t ,  on  page four  of  your  tes t imony,  you te l l  us  

"his tor ica l ly  China  has  been a  major  wor ld  power ,"  and "many Chinese  

bel ieve  the  per iod f rom 1860 to  1949 was  an  aberra t ion  in  China 's  long 

his tory ,  an  inward- looking phase  tha t  a l lowed others  to  become world  

powers ."  

 And you say that  China  i s  now "resuming i t s  r ight fu l  p lace  as  a  
wor ld  power ."   At  leas t  tha t ' s  the i r  unders tanding of  what  they ' re  

about .  

 You fur ther  te l l  us  tha t  "America ,  in  China 's  eyes ,  i s  an  

immature  la tecomer ,"  "a  na t ion  tha t  somehow rose  to  grea tness  despi te  

i t s  seemingly  chaot ic  uns table  two-par ty  pol i t ica l  sys tem."   So i t  

seems to  me the  way you 've  phrased tha t ,  tha t  a  two-par ty  democracy 

isn ' t  somet imes  where  they aspi re  to  because  they look a t  i t  as  chaot ic  

and unstable .  

 Mr.  Tel l i s ,  you make a  s imi lar  point ,  on  page two of  your  

tes t imony.   I  want  to  put  th is  in  a  la rger  context  to  what  we ' re  doing 

here .   You say,  "China 's  space  program represents  a  major  inves tment  
a imed a t  enabl ing  Bei j ing  to  u t i l ize  space  in  expanding i t s  na t ional  

power ."   And you say,  and we 've  heard  th is  before ,  " the  expansion of  

comprehensive  nat ional  power  has  been China 's  grand s t ra tegic  

objec t ive  s ince  a t  leas t  the  reform per iod in i t ia ted  in  1978,"  and tha t  

th is  i s  c r i t ica l  to  China  to  recover  the  grea tness  tha t  i t  en joyed for  a  
mi l lennium.    

 So  here  have  a  country  tha t  seems to  have  a  game plan ,  and the  

game plan  i s  to  achieve  and res tore  i t se l f  to  k ind of  "numero uno,"  I  

th ink.  

 Now,  i s  i t  in  the  Uni ted  Sta tes '  na t ional  in teres t  to  he lp  China  

expand i t s  na t ional  power?   I ' l l  s ta r t  wi th  you,  Mr.  Tel l i s ,  and then Mr.  
Scot t ,  and then,  Genera l ,  p lease  fee l  f ree  to  comment .   I  know you 're  

under  const ra in ts  when you get  in to  th is  k ind of  th ing.  

 DR.  TELLIS:   I  th ink the  shor t  answer  to  tha t  ques t ion  i s  no .   

The long answer  i s  a  l i t t le  more  compl ica ted  because  i f  i t  was  a  b inary  

choice  between helping them increase  the i r  na t ional  power  versus  not  
he lp ing them increase  the i r  na t ional  power ,  the  answer  I  th ink to  me a t  

leas t  would  be  obvious .   You don ' t .  

 COMMISSIONER MULLOY:  Mr.  Scot t ,  can  you answer?   Do 

you th ink i t ' s  in  our  in teres ts  to  he lp  China  increase  i t s  na t ional  

power?  

 MR.  SCOTT:   I 'd  have  to  s tep  s ideways  on that ,  s i r ,  and say I  

don ' t  th ink we have a  choice .   They ' re  on t rack to  do tha t  sor t  of  th ing.   



 

 

 COMMISSIONER MULLOY:  Right .  
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 MR.  SCOTT:   Then I  th ink we go back to  what  Dr .  Tel l i s  was  
ta lk ing about :  how do you work wi th  tha t  and how do you manage as  

much as  you can  manage and deal  wi th  i t?  
 COMMISSIONER MULLOY:  Here ' s  my sense .   China  has  a  

game plan .   I  don ' t  mind tha t ,  and,  I 'm not  hos t i le  to  them growing,  as  

long as  i t ' s  not  a t  our  expense .   But  I  ge t  a  sense  tha t  there 's  a  

t remendous  t ransformat ion going on here ,  and economic ,  

technologica l ,  o ther  power  i s  moving across  the  Paci f ic  a t  a  pre t ty  

rapid  pace .   They have a  game plan .   My sense  i s  we have none and 

tha t  some of  our  pol ic ies  are  ass is t ing  them in  achieving the i r  and 

growing the i r  na t ional  power  qui te  rapidly  and maybe diminishing our  
own.  

 Do you have any comments  on that ,  Mr.  Tel l i s  and Mr.  Scot t?   I s  

tha t  a  correc t  percept ion?  

 DR.  TELLIS:   Let  me ref rame the  problem.   This  i s  the  point  I  

wanted  to  make ear l ie r .   When I  sa id  i t ' s  not  a  b inary  choice  between 

helping them or  not  he lp ing them,  I  th ink i t ' s  not  a  b inary  choice  
because  the i r  growth today is  inext r icably  l inked wi th  our  own.   

 This  i s  what  g lobal iza t ion  seems to  have  done to  the  

in ternat ional  sys tem:  tha t  i t  has  made the i r  growth fundamenta l ly  

dependent  on  the i r  connect iv i ty  wi th  an  open economic  sys tem,  which 

we value ,  which we protec t ,  and which we encourage,  and so  i f  one  

t r ied  to  prevent  China 's  growth,  I  th ink we need to  be  hones t  enough to  
recognize  tha t  there  would  be  a  penal ty  tha t  we would  pay in  terms of  

our  own economic  advantage .   There  i s  no  way to  avoid  tha t  s i tua t ion .  

 So in  th is  envi ronment ,  what  does  one  do?  I  mean th is  i s  rea l ly  a  

ques t ion  of  grand s t ra tegy.  What  k ind of  a  grand s t ra tegy do you 

pursue  when you have pol i t ica l  compet i t ion  in  an  in terdependent  

wor ld?  

 I  don ' t  have  a  perfec t ly  thought- through end- to-end answer ,  but  I  

th ink there  are  two or  three  e lements  tha t  I  th ink we need to  pay 

a t tent ion  to .    

 The f i rs t  th ing we need to  do i s  make cer ta in  tha t  our  crown 

jewels  are  not  d i f fused.   So I  do  bel ieve  tha t  there  are  some 

technologica l  capabi l i t ies  tha t  the  Uni ted  Sta tes  has  which no mat ter  

what  our  commitment  to  f ree  t rade  i s  ought  not  to  be  f ree ly  t raded 

away.    

 The second e lement  i s  I  th ink we need to  pursue  some kind of  a  

compet i t ive  s t ra tegies  approach,  which i s  even as  China  grows through 

i t s  connect iv i ty  wi th  the  in ternat ional  sys tem including our  own 

economy,  we need to  make cer ta in  tha t  we can s tay  ahead of  the  game 

and,  in  fac t ,  increase  the  d is tance  tha t  we have between ourse lves  and 

a l l  the  res t  coming behind.  



 

 

 And you do th is  essent ia l ly  through fundamenta l  changes  tha t  
you make wi th in  the  Uni ted  Sta tes ,  in  our  innovat ion sys tem,  in  our  

inves tments  in  h igher  educat ion ,  especia l ly  sc ience  and mathemat ics  
and engineer ing,  th ings  l ike  tha t .  
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 The  th i rd  e lement  of  the  pol icy  tha t  I  th ink you fo l low is  tha t  

you t ry  and mainta in  re la t ions  between the  U.S.  and China  and 

re la t ions  wi th  o ther  countr ies  around China 's  per iphery  on what  I  th ink 
of  as  an  equi l ibr ium.   You don ' t  want  re la t ions  between the  U.S.  and 

China  to ,  in  essence ,  s ink  or  end up in  a  conf l ic tual  s i tua t ion  i f  we can 

avoid  i t .  

 But  a  key e lement  to  secur ing tha t  outcome I  th ink i s  to  make 

cer ta in  tha t  the  a l l iance  re la t ionships  tha t  we current ly  have  wi th  

var ious  countr ies  in  Asia  and the  proto-a l l iances  tha t  we are  bui ld ing 

in  d i f ferent  ways  wi th  countr ies  who are  not  formal  a l l ies  remain  in  

very  good repai r .    

 And I  th ink i t ' s  some combinat ion  of  these  three  e lements  tha t  

a l lows you to  deal  wi th  the  i ssue  of  compet i t ion  in  a  wor ld  of  

in terdependence .  

 COMMISSIONER MULLOY:  Thank you.  

 HEARING COCHAIR BROOKES:   Thank you.    Commiss ioner  

Esper .  

 COMMISSIONER ESPER:  Wel l ,  thank you,  Dr .  Tel l i s .   You 

answered the  ques t ion  I  was  going to  ask ,  and tha t  I 'd  s t i l l  l ike  to  ask  

of  the  o ther  two,  and that  i s :  g iven the  Commiss ion 's  mandate  to  make 

recommendat ions  to  Congress  on ways  to  improve our  pos i t ion  v is -a-

vis  China ,  what  pol icy  recommendat ions  would  you make?    

 So I 'd  l ike  to  hear  f rom Mr.  Scot t  and Genera l  Horne  on tha t  

ques t ion ,  and then take  i t  one  s tep  fur ther  for  Dr .  Tel l i s  on  h is  las t  

answer .  And that  i s ,  g iven the  points  you made about  grand s t ra tegy,  

and they make perfec t  sense ,  how then in  a  g lobal ized wor ld  does  the  

Uni ted  Sta tes  harmonize  i t s  pol ic ies  and pos i t ions  v is -a-vis  China  wi th  

i t s  a l l ies  and fore ign par tners?   Speci f ica l ly ,  how do we work wi th  the  

EU so  tha t  there  i s  a  mutual  apprecia t ion  of  th is  ongoing compet i t ion  
and where  tha t  may end up for  a l l  the  Western  countr ies .  

 So i t ' s  a  two-par t  ques t ion ,  Mr.  Scot t ,  but  Genera l  Horne ,  i f  you 

can answer  f i rs t ,  what  two or  three  pol icy  recommendat ions  might  you 

make to  Congress  to  address  the  i ssues  we 've  been discuss ing th is  

morning?   And then las t ly  for  Dr .  Tel l i s ,  the  harmonizat ion  ques t ion .  

 MR.  SCOTT:   I  would  jus t  go  back to  deciding which i t  i s :  

engagement  or  conta inment?   And le t  whatever  the  decis ion i s  guide  

our  pol ic ies .   

 To br ing i t  down,  though,  to  a  very  bas ic  level”  Genera l  Bob 

Stewar t - -he  was  the  Army's  f i r s t  as t ronaut ,  f lew the  shut t le  and was  a  

spacewalker ,  too--summed i t  up  very  n ice ly  for  me.   He sa id  i t  rea l ly  



 

 

comes down to  th is :   there 's  room on the  wor ld  s tage  for  any number  of  
la rge  powers ,  and as  long as  we help  shape  a  percept ion  tha t  i t ' s  not  a  

zero  sum game - -   e i ther  you ' re  number  one  or  we ' re  number  one ,  tha t  

sor t  of  th ing - -  an  engagement  approach helps  us  work on that .  
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 But  he  sa id  the  o ther  th ing we rea l ly  have  to  keep in  mind is  tha t  

China  i s  huge in  many,  many ways .   He sa id  they have  three  t imes  as  

many people  as  we do,  so  you want  to  avoid  conf l ic t  i f  you can.   
Always  deal ing wi th  a  smi le  on your  face  and f i rmness  as  wel l  i s  

probably  the  bes t  way.   Now how you shape tha t  in to  pol ic ies  i s  a  

chal lenge,  I  unders tand,  but  f i rs t  we have to  have  a  guiding pr incip le :  

i s  i t  engagement  or  i s  i t  conta inment?   And I  th ink we rea l ly  don ' t  have  

a  lo t  of  choice  but  to  work towards  engagement  where  we can.  

 BRIGADIER GENERAL HORNE:  Okay.   I ' l l  be  the  f i rs t  to  say  

I 'm going to  speak to  you as  a  so ld ier .   I 'm not  going to  speak to  you 

as  a  pol icymaker  and I  wouldn ' t  be  so  presumptuous  as  to  say  I  should  

make pol icy  recommendat ions  f rom th is  point  because  I 'm in  an  

opera t ional  environment  today.  

 I  th ink the  advice  tha t  was  jus t  de l ivered  i s  probably  pre t ty  

sound f rom the  s tandpoint  tha t  th is  i s  a  very ,  very  large ,  potent ia l ly  

very  powerful  member  of  the  in ternat ional  communi ty .   And foremost ,  

you have to  take  on the  aspects  of  what  i s  a  pragmat ic  prudent  

approach to  deal ing  wi th  tha t  potent ia l  foe .    

 To put  a  l i t t le  b i t  of  a  sp in  on a  very  wel l -known comment ,  keep 

your  f r iends  c lose  and those  you ' re  not  sure  about  c loser .   So I  would  

encourage  t ransparency on the  Chinese  par t .   I  would  encourage  us  to  

have a  methodology of  d iscuss ing concerns  tha t  we have in  a  way 

tha t ' s  he lpful .  

 And I  would  a lways  keep in  the  forefront  of  our  mind that  when 

you have something you depend on,  then you protec t  i t  as  i f  your  l i fe  

depended on i t ,  and I  would  ensure  tha t  we have the  abi l i ty  to  do tha t .  

 And i f  for  some reason that ' s  threa tened,  I  would  ensure  tha t  you have 

abi l i ty  to  respond both  in  ac t ive  and pass ive  ways ,  but  cer ta in ly  be  

able  to  reconst i tu te  the  capabi l i ty  tha t  you had so  tha t  you can 
cont inue  to  prosecute  and defend your  popula t ion .  

 And las t ly ,  I 'd  say  we 're  engaged in  a  war ,  a  war  on ter ror ,  and I  

th ink a t  the  forefront  of  tha t  i s  what  our  country  i s  based on,  and that  

i s  the  f reedom to  pursue  your  l i fe  the  way that  you want  and to  

mainta in  human r ights ,  and I  be l ieve  tha t  might  be  the  th ing tha t  
guides  us  in  our  re la t ionships  wi th  o thers .   As  long as  we 're  engaging 

f rom that  aspect ,  tha t  we ' re  t ry ing to  promote  the  very  values  tha t  our  

volunteer  force  serves  under  everyday to  protec t  our  country ,  and we 

engage to  promote  tha t  f i r s t ,  and then to  ensure  our  abi l i ty  to  protec t  

those  c i t izens ,  then tha t ' s  probably  where  we need to  be .  

 So i f  any country  i s  promot ing those  type  of  values ,  we work 



 

 

with  them a  cer ta in  way.   I f  they ' re  not ,  we f igure  out  what  the  
advantages  are  to  both ,  and we deal  wi th  i t  in  a  prudent  fashion.  That  
may be  a  l i t t le  b i t  vague and obtuse ,  but  f rom someone who 's  been in  
harm's  way recent ly ,  i t ' s  rea l ly  bas ic .  
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 When you look a t  our  sold iers ,  sa i lors ,  a i rmen,  and Marines  and 

c iv i l ians  tha t  a re  serving overseas  as  contrac tors  and what  not ,  in  the  

end,  a l l  they want  to  read in  the  newspaper  i s  tha t  the i r  country  i s  
doing the  r ight  th ing by others  everyday,  and they know that  they ' re  

out  there  f ight ing for  tha t  everyday.   And when they see  tha t ,  they ' l l  

go  on forever .  

 So jus t  make sure  tha t  we come across ,  as  we have wi th  many of  
our  ac t ions ,  tha t  we ' re  preserving human l i fe  and the  r ight  to  d igni ty  

and pursue  your  r ights  everyday of  your  l i fe ,  and we ' l l  a lways  be  on 

the  h igh ground.  

 Thank you.  

 DR.  TELLIS:   You 've  asked the  most  d i f f icul t  ques t ion  because  I  
th ink i t  chal lenges  us  to  th ink about  how we can advance  those  

objec t ives  tha t  I  jus t  la id  out  a  few minutes  ago,  and I  th ink there  are  

three  broad dimensions  I  want  to  f lag .  

 One is  we can ' t  do  i t  uni la tera l ly  because  g lobal iza t ion  has  put  

us  in  th is  box.   I  mean in  some sense  deal ing  wi th  the  Sovie t  Union 

was  so  much eas ier  because  we were  not  in terdependent ,  and so  

conta inment  was  so  easy  to  opera t ional ize .   We don ' t  have  tha t  opt ion  

today.   So the  a l l ies  become re levant  because  g lobal iza t ion  g ives  the  

Chinese  the  oppor tuni ty  tha t  i f  we ac ted  uni la tera l ly ,  they could  go to  

o thers .  

 And they wi l l  go  to  o thers  to  get  technology,  to  ge t  access ,  to  

get  a  whole  range of  th ings .   So how one manages  our  re la t ionships  

wi th  a l l ies  becomes cr i t ica l .   I  would  argue  tha t  there  are  severa l  

e lements  here  tha t  we need to  keep in  mind.  

 The f i rs t  i s  tha t  we need to  have  a  sus ta ined conversa t ion  wi th  

our  a l l ies  about  what  the  s takes  are .   That  i s  we need to  reach a  

common unders tanding of  what  the  r i se  of  China  means  not  s imply  for  
the  Uni ted  Sta tes  but  a lso  for  the i r  own secur i ty  in teres ts .   There 's  

of ten  a  tempta t ion ,  pr imar i ly  among our  European a l l ies ,  to  th ink of  

the  r i se  of  China  as  something happening out  there .  You know i t ' s  in  

Paci f ic  Asia ;  i t  doesn ' t  a f fec t  us  d i rec t ly .   You don ' t  have  to  convince  

the  Japanese  and the  Russ ians  and the  Indians  tha t  th is  i s  s igni f icant ,  
but  the  Europeans  are  a  d i f ferent  mat ter .  

 And the  Europeans  become cr i t ica l  because  they rea l ly  are  a  

reposi tory  of  h igh technologies .   This  i s  a  center  of  innovat ion in  the  

g lobal  sys tem of  some consequence .   So we need to  ta lk  to  our  f r iends  
and a l l ies ,  especia l ly  the  Europeans ,  about  what  the  s takes  are ,  and the  

need to  be  able  to  develop a t  leas t  some minimal  common bas is  for  



 

 

how one deals  wi th  China .  
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 At  the  very  leas t ,  to  my mind,  what  th is  conversa t ion  must  end 
up wi th  i s  an  unders tanding about  how we manage technology t ransfers  

and arms sa les  because  we don ' t  want  to  be  in  a  pos i t ion  where  as  we 

are  a t tempt ing to  protec t  our  in teres ts  wi th  China  in  the  Asia  Paci f ic ,  

o ther  doors  get  opened to  the  Chinese  wi th  respect  to  tech  t ransfers  
and arms sa les  tha t  complete ly  undermine  the  ef for ts  tha t  we are  

making in  terms of  controls .  

 This  i s  ext remely  unfashionable ,  and people  don ' t  want  to  hear  

th is ,  but  I  rea l ly  th ink we have to  th ink of  some successor  to  the  
CoCom arrangement ,  not  a imed necessar i ly  a t  the  Chinese  a lone ,  but  

essent ia l ly  what  are  the  crown jewels  tha t  we col lec t ive ly  want  to  

protec t  because  they ' re  impor tant  to  us .   So  I  th ink tha t  i s  cer ta in ly  an  

e lement .  

 There 's  another  e lement  of  working wi th  a l l ies ,  and tha t  i s  we 've  

got  to  make fundamenta l  pol i t ica l  commitments  to  s t rengthening our  

a l l ies  themselves  as  they seek to  develop,  you know,  a  good working 

re la t ionship  wi th  China .   And we 've  got  to  work wi th  our  a l l ies  to  

s t rengthen others  who may not  be  formal  a l l ies  of  the  Uni ted  Sta tes  but  

are  very  impor tant  for  the  outcomes tha t  we want  to  secure  in  the  Asia  

Paci f ic .  

 And again ,  we can ' t  do  th is  s i t t ing  out  of  Washington.   I t  has  to  

be  done wi th  rea l  engagement  wi th  our  European and our  Asian  

par tners .   

 The  las t  e lement  I  th ink tha t  completes  the  whole  s tory  i s  tha t  

we 've  got  to  cont inue  to  engage wi th  China .   We've  got  to  cont inue  to  
emphasize  tha t  an  open economy,  a  pol i t ica l  evolut ion  tha t  goes  in  the  

d i rec t ion  tha t  the  Genera l  jus t  emphasized,  respect  for  persons  

u l t imate ly ,  i s  something tha t ' s  going to  make the  U.S. -China  

re la t ionship  more  manageable .  

 I  mean to  the  degree  tha t  China  evolves  in  tha t  d i rec t ion ,  many 

of  our  concerns  about  China ,  they won ' t  d isappear ,  but  they wi l l  
cer ta in ly  be  a t tenuated .   And so  I  th ink what  you need is ,  in  a  sense ,  

th is  package deal  where  we conscious ly  renounce uni la tera l i sm 

because  i t ' s  not  going to  succeed on th is  ques t ion .   

 We work wi th  the  a l l ies  in  terms of  unders tanding s takes ,  

developing regimes  tha t  he lp  protec t  our  in teres ts ,  and involve  
commitments  to  both  s t rengthening the  a l l ies  and working wi th  the  

a l l ies  to  s t rengthen others ,  and then we f ina l ly  cont inue  to  work wi th  

the  Chinese  themselves  in  the  hope tha t  the i r  evolut ion  wi l l  move in  a  

d i rec t ion  where  they become ful l  par tners  in  a  way that  we hope they 

can be .  

 COMMISSIONER ESPER:  Great .   Thank you a l l .  

 HEARING COCHAIR BROOKES:  Thank you,  and I  want  to  



 

 

thank our  wi tnesses  for  shar ing the i r  thoughts  wi th  us  today in  th is  
very  impor tant  i ssue .  
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 The Commiss ion wi l l  reconvene a t  one  p .m.  for  the  panel  on  

cyberspace .  

 [Whereupon,  a t  12:05 p .m. ,  the  hear ing recessed,  to  reconvene a t  

1 :00 p .m. ,  th is  same day. ]  
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A F T E R N O O N   S  E S S I  O N 
                                       

PANEL III:   PRC CYBER SPACE CAPABILITIES 

 

 HEARING COCHAIR BROOKES:  Good af ternoon.  Welcome to  
U.S. -China  Commiss ion and Panel  I I I .   I  wi l l  turn  th ings  over  to  

Commiss ioner  Reinsch.  

 HEARING COCHAIR REINSCH:  Thank you.   I  d idn ' t  make a  

s ta tement  th is  morning.   I  made one on behal f  of  Vice  Chairman 
Bar tholomew so I  d id  want  to  open the  af ternoon wi th  a  shor t  

comment ,  i f  I  may.  

 Welcome back to  the  audience .   I 'm pleased to  cochai r  th is  

hear ing on the  topics  tha t  we se t  for th  th is  morning.   In  our  f i rs t  panel  

th is  af ternoon,  the  Commiss ion is  going to  explore  China 's  cyber  
warfare  ac t iv i t ies .   The Commiss ion has  found that  Chinese  mi l i ta ry  

s t ra tegis ts  have  embraced the  use  of  cyber  a t tacks  as  a  mi l i ta ry  tac t ic  

and par t  of  the  Chinese  mi l i ta ry  doct r ine .  

 Such a t tacks  i f  car r ied  out  s t ra tegica l ly  on  a  la rge  sca le  could  

have  ca tas t rophic  ef fec ts  on  the  target  country 's  c r i t ica l  inf ras t ructure .  

 The purpose  of  th is  panel  i s  to  examine what  capabi l i t ies  the  

Chinese  mi l i ta ry  has  developed and what  the  impact  of  a  potent ia l  

a t tack  would  be  on U.S.  secur i ty  and cr i t ica l  inf ras t ructure .  

 Our  las t  panel  of  the  day wi l l  examine China 's  prol i fera t ion  

prac t ices  and nonprol i fera t ion  commitments .   Las t  year ,  in  i t s  annual  

repor t ,  the  Commiss ion concluded that  China 's  nonprol i fera t ion  record  

has  improved,  especia l ly  af ter  the  es tabl ishment  of  i t s  domest ic  expor t  

contro l  sys tem.   However ,  ser ious  concerns  remain  about  the  cont inued 

t ransfer  of  weapons  and technology.  

 China  i s  a  par ty  to  numerous  nonprol i fera t ion  agreements  which 

crea te  obl iga t ions  to  prevent  the  use  of  weapons  of  mass  des t ruct ion 

and a lso  to  prevent  the  spread of  WMD technology,  mater ia ls  and 
del ivery  sys tems.    

 The  Uni ted  Sta tes  a lso  i s  a  par ty  to  i t s  in ternat ional  agreements  

on  nonprol i fera t ion  and can play  a  pos i t ive  ro le  in  encouraging China 's  

compl iance .   I  look to  the  tes t imony of  our  exper t  wi tnesses  and to  the  

recommendat ions  tha t  they may provide  for  considera t ion  by the  

Commiss ion.  

 Thank you again  for  par t ic ipat ing  in  the  hear ing,  and we ' l l  re turn  

to  Commiss ioner  Brookes .  

 HEARING COCHAIR BROOKES:   Thank you.    

 Our  next  panel ,  th is  panel ,  wi l l  examine China 's  computer  

ne twork and cyber  warfare  capabi l i t ies .    

 Our  f i rs t  speaker  i s  Colonel  Gary McAlum.  He 's  the  Direc tor  of  

Opera t ions  over  the  Join t  Task Force  for  Network Opera t ions  a t  the  

 

 

 

 

  



 

 

United  Sta tes  St ra tegic  Command.  
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 Colonel  McAlum leads  a  d iverse  group of  over  400 profess ionals  
across  key funct ional  areas  inc luding opera t ions ,  legal ,  in te l l igence ,  

in ternat ional  re la t ions ,  and s t ra tegic  p lanning in  suppor t  of  JTF-GNO's  

miss ion to  d i rec t  the  opera t ion  and defense  of  the  Depar tment  of  

Defense 's  g lobal  informat ion technology enterpr ise ,  the  Global  

Informat ion Grid .  

 Mr.  Timothy Thomas is  an  analys t  a t  the  Fore ign Mil i ta ry  

Studies  Off ice  in  For t  Leavenworth ,  Kansas ,  and a  re t i red  U.S.  Army 

Lieutenant  Colonel .   Mr.  Thomas has  done extens ive  research and 

publ ishing in  the  areas  of  peacekeeping,  informat ion war ,  

psychologica l  opera t ions ,  low in tens i ty  confl ic t  and pol i t ica l -mi l i ta ry  

af fa i rs .  

 And our  th i rd  wi tness  today is  Dr .  James  Mulvenon.   He is  the  

Direc tor  of  Advanced Studies  and Analys is  a t  Defense  Group,  
Incorpora ted ,  in  Washington,  D.C.  

 As  a  specia l i s t  on  the  Chinese  mi l i ta ry ,  Dr .  Mulvenon 's  research 

focuses  on Chinese  C4ISR,  defense  research/development /acquis i t ion  

organiza t ions ,  and pol icy ,  s t ra tegic  weapons  programs,  cryptography,  

and the  mi l i ta ry  and c iv i l ian  impl ica t ions  of  the  informat ion revolut ion  

in  China .  

 Thank you a l l  for  jo in ing us .   We ' l l  begin  wi th  Colonel  McAlum.  
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 COLONEL McALUM:  Good af ternoon,  and on behal f  of  Genera l  

Croom,  the  Director  of  Defense  Informat ion Systems Agency,  and a lso  

dual -hat ted  as  the  commander  of  the  Joint  Task Force  Global  Network 
Opera t ions ,  apprecia te  the  oppor tuni ty  to  spend a  l i t t le  t ime wi th  you 

th is  af ternoon.  

 I  a lso  want  to  take  an  oppor tuni ty  to  say  I  apprecia te  the  

oppor tuni ty  to  br ief  you in  a  c lass i f ied  sess ion yes terday and as  I  
ment ioned yes terday,    I  jus t  want  to  remind you that  much of  what  we 

may ta lk  about  today I 'm not  going to  be  able  to  go in to  in  any great  

level  of  de ta i l .   The th ings  tha t  I  wi l l  d iscuss  today were  der ived f rom 

open source  mater ia l  or  mater ia l  tha t  has  previous ly  been tes t i f ied  to  

you in  open hear ings .   

 Anything tha t  needs  to  go c lass i f ied ,  I 'd  be  wi l l ing  to  take  tha t  

of f l ine  and take  i t  for  the  record .   So I ' l l  do  my bes t  to  answer  your  

ques t ions  today.   I  look forward to  the  d ia logue,  but  again  I  jus t  want  



 

 

to  emphasize  much of  what  we ' re  ta lk ing about  here  today can very  
quickly  go c lass i f ied .  
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 As  a  way of  background,  I  jus t  want  to  c lar i fy  for  base l in ing 

purposes ,  one  s l ight  correc t ion .   I 'm the  Chief  of  Staff  of  the  JTF-

GNO. I  was  previously  the  Direc tor  of  Opera t ions  so  I  have  four  years  

of  exper ience  in  the  cyber  secur i ty  bus iness  wi th in  the  DoD and 

in teragency world .  

 So I  do  have  a  perspect ive  tha t  I 'm happy to  share .   I t ' s  a lso  

impor tant  to  know that  the  organizat ion  I  represent ,  the  JTF-GNO, is  a  

component  under  U.S.  St ra tegic  Command,  and Genera l  Chi l ton  as  the  

Commander  of  St ra tegic  Command has  the  ass igned miss ion wi th in  the  

Depar tment  of  Defense  to  d i rec t  the  opera t ion and defense  of  DoD 

networks .  

 I  know you had some ques t ions  about  organiza t ional  const ructs .   

Our  Ti t le  10  service  components ,  the  Air  Force ,  the  Navy,  the  Army,  

and so  for th ,  a re  ass igned to  under  an  opera t ional  re la t ionship  known 

as  “OPCON” or  opera t ional  contro l  f rom a  cyber  secur i ty  perspect ive .   

So something l ike  the  Air  Force  cyber  command provides  forces  to  

JTF-GNO in  execut ing the  secur i ty  por t ion  of  the i r  miss ion.   

 Today,  I  have  a  couple  of  s l ides  tha t   I  was  prepared to  br ief  

you.   Rather  than walking through a  prepared tes t imony,  I 'd  l ike  to  use  

the  br ief ing  as  an  out l ine .  

 I f  you could  turn  to  the  f i rs t  s l ide ,  I  th ink i t ' s  t i t led  "An Old 

Chinese  Saying,"  and the  quote  on there  i s  " I f  you don ' t  go  in to  the  

cave  of  the  t iger ,  how are  you going to  get  i t s  cub."   And I  th ink tha t ' s  

a  rea l ly  good backdrop for  much of  what  you ' re  looking a t  today.  

 As  prepara t ion  for  th is  tes t imony and in  a t tempt ing to  make sure  

I  was  value  added for  th is  Commiss ion,  I  looked a t  a  couple  of  o ld  

repor ts .   I  looked a t  your  las t  repor t  to  Congress  back in  November  of  

2007,  and I  a lso  looked a t  your  record of  hear ing f rom las t  May as  

wel l .  

 But  I  went  back a  l i t t le  b i t  fur ther .   I  went  back to  a  

Congress ional  Research Service  repor t  back dated  2001,  June  2001,  on  

cyber  warfare ,  and i t  was  a  l i t t le  b i t  amazing to  me tha t  the  

conclus ions  tha t  were  reached back in  2001,  which ac tual ly  took about  

two years  of  work to  develop for  CRS were  much of  the  same th ings  

tha t  you came to  conclude in  your  2007 repor t  and a lso  reemphasized 
back in  your  record  of  hear ings .  

 So I  would  te l l  you up f ront  not  a  lo t  has  changed.   Genera l  

Car twright  in  h is  tes t imony to  you las t  year  when he  was  the  St ra tegic  

Command Commander  a t  tha t  t ime sa id  in  open source  hear ing,  

unclass i f ied ,  China  i s  conduct ing s igni f icant  amounts  of  cyber  
reconnaissance  of  many networks  to  inc lude  the  Depar tment  of  

Defense .  Thei r  purpose  i s  pr imar i ly  data  mining,  which we cont inue  to  



 

 

see  today,  as  wel l  as  mapping of  ne tworks  and ident i fy ing potent ia l  
weak points  in  a  network.  
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 So  I  would  te l l  you that  today we would  cont inue  to  say  tha t  i s  

s t i l l  the  case .   We see  a  s igni f icant  amount  of  ac t iv i ty  a long those  

l ines  today.   For  what  purpose?   We cer ta in ly  can ' t  specula te  a t  th is  

point  in  t ime.  

 I  would  a lso  point  out  on  th is  s l ide  tha t  i t ' s  rea l ly  impor tant  to  

get  the  lexicon r ight .   In  the  open source  media  and other  forums,  you 

hear  the  term "cyber  a t tack"  used ra ther  l ibera l ly ,  and you won ' t  hear  

anyone in  the  Depar tment  of  Defense  use  tha t  te rm in  the  context  of  

cyber  reconnaissance  or  ne twork in t rus ions .   What  we are  see ing today 

are  network in t rus ions .  

 Some people  might  c lass i fy  tha t  as  a  form of  cyber  espionage.   I  

would  not  have  a  problem wi th  tha t  character iza t ion ,  but  the  terms 

"a t tack"  and " in t rus ion"  are  very  d i f ferent  and the  d i f ferences  are  

s igni f icant  in  many cases .   So,  for  example ,  someone breaking on to  an  

Air  Force  base  wi th  a  camera  and a  backpack is  a  ser ious  event ,  very  

ser ious ,  and is  going to  get  the  secur i ty  forces  and a  lo t  of  leadership 's  

a t tent ion .  

 However ,  tha t ' s  much di f ferent  than someone breaking in to  an  

Air  Force  base  wi th  a  sa tchel  charge  ready to  p lant  i t  somewhere  and 
blow something up.   Those  are  sor t  of  the  nuanced di f ferences  tha t  I  

th ink the  lexicon discuss ion has  to  take  in to  account .  

 The  o ther  th ing I  wi l l  te l l  you is  t iming.  In  the  wor ld  tha t  we 

l ive  in ,  f rom an In ternet  perspect ive ,  the  cyber  wor ld ,  the  effor t  tha t  i t  

takes  to  conduct  cyber  espionage by any ac tor  whether  i t ' s  a  wel l -
funded nat ion  s ta te  or  a  t ransnat ional  organiza t ion  or  a  joyr id ing 

hacker ,  the  t ime tha t  i t  takes  in  some cases  to  go  f rom col lec t ing  data  

and mining data  to  being dis rupt ive ,  e i ther  acc identa l ly  or  on  purpose ,  

can  be  very  shor t  so  there in  l ies  some of  our  concerns  f rom a  DoD 

perspect ive ,  the  ins igni f icant  amount  of  t ime tha t  i t  takes  to  very  

quickly  swi tch  f rom pass ive  to  d is rupt ive ,  i f  des i red .  

 Next  s l ide ,  p lease .   I  want  to  spend a  couple  of  s l ides  ta lk ing to  

you about  the  In ternet  in  genera l  because  for  us  we see  the  In ternet  as  

a  grea t  source  of  informat ion.   I t  enables  many of  our  Net-cent r ic  

opera t ions .   We depend on i t  in  many ways ,  but  a t  the  same t ime,  the  

In ternet  in  many ways  i s  the  Wild  West .   I t ' s  a  launching pad for  many 
bad th ings  tha t  happen agains t  not  jus t  Depar tment  of  Defense  

networks  but  a lso  U.S.  government  and pr ivate  networks .   I t ' s  a  

breeding ground for  lo ts  of  bad th ings  l ike  mal ic ious  sof tware  and 

cybercr iminal  ac t iv i ty .  

 I f  you look a t  the  "Top Ten Network Threats ,"  put  out  by  SANS 
Ins t i tu te  for  2008,  you ' l l  recognize  many of  the  th ings  tha t  have  been 

discussed in  open source ,  in  open repor t ing .   Some of  these  I  ta lked 



 

 

about  in  more  deta i l  in  yes terday’s  c lass i f ied  sess ion as  wel l ,  but  these  
are  the  same th ings  tha t  t rans la te  in to  ser ious  threa ts  agains t  

Depar tment  of  Defense  networks .  
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 Many of  these  techniques  and tools  and technologies  can be  

enhanced through wel l - funded ef for ts ,  especia l ly  a  na t ion  s ta te  level  of  

ef for t ,  among many countr ies  tha t  have  those  capabi l i t ies ,  and some of  

these  cases  would  be  countr ies  l ike  China  as  wel l  as  o thers .   There  are  
a lso  many t ransnat ional  organiza t ions ,  c r iminal  e lements  out  there ,  
tha t  use  many of  these  same techniques  as  wel l .  
 There 's  a  huge prof i t  in  the  cyber  cr ime world ,  i t ’ s  a  booming 
economy.   They ' re  making money because  they ' re  able  to  compromise  
banking and personal  ident i f iable  informat ion and then turn  around and 
se l l  i t  in  an  underground market .   So  there 's  an  economic  aspect  tha t ' s  

dr iv ing the  cyber  cr iminal  e lement  in  the  In ternet  as  wel l .   
 Then there 's  a lways  the  nat ion  s ta te  concern .   And many of  these  

th ings  we see  por t  d i rec t ly  over  in to  Depar tment  of  Defense  networks .  
 Next  s l ide .   Ti t led  "The In ternet  Wild  West ."   Jus t  a  couple  of  

metr ics  for  you.   These  metr ics  were  gathered by working through 
in teragency as  wel l  as  working wi th  Depar tment  of  Homeland Secur i ty ,  

and I  th ink the  take-away here  i s  tha t  we are  see ing a  s igni f icant  
increase  in  the  amount  of  mal ic ious  ac t iv i ty  tha t  we get  by  in terac t ing  
wi th  the  In ternet .  
 And there 's  lo ts  of  reasons  for  tha t .   Symantec 's  las t  In ternet  

secur i ty  threa t  repor t  tha t  they  jus t  put  out  a  couple  of  months  ago sa id  

in  the  las t  ha l f  of  2007,  they detec ted  a lmost  a  ha l f  a  mi l l ion  new 

mal ic ious  code e lements  out  there  on the  In ternet .   That  was  a  571 
percent  increase  f rom a  year  before .   That  i s  absolute ly  phenomenal .   
So when you s tar t  th inking about  technology solut ions  to  cyber  

secur i ty  i ssues ,  whether  they come f rom a  t ransnat ional  organiza t ion  
or  a  na t ion  s ta te  threa t ,  the  present  day se ts  of  tools  by  themselves  are  

not  enough to  deal  wi th  the  threa t  tha t  we ' re  see ing f rom the  In ternet  

today.  
 So again  a  foot  s tomper  here .   Mal ic ious  ac t iv i ty ,  whether  i t ' s  
sof tware  or  whether  i t ' s  ac tual  hacking,  i s  s igni f icant ly  increas ing on 

the  In ternet ,  and tha t  again  poses  a  s igni f icant  r i sk  to  not  only  the  

Depar tment  of  Defense  networks  but  a lso  U.S.  government  and even 
pr ivate  indust ry  as  wel l .   They ' re  see ing the  same th ing.   So cyber  
secur i ty  i s  b ig  bus iness  today and i t ' s  a lso  a  huge,  ongoing chal lenge.  
 Next  s l ide .   One of  our  goals  in  the  Depar tment  of  Defense  i s  to  
ensure  tha t  we can cont inue  to  conduct  Net-cent r ic  opera t ions .   We 

ca l l  i t  miss ion assurance .  
 Much of  what  we do on our  unclass i f ied  networks  depends  on the  
In ternet .   So  a t  the  same t ime we need to  in terac t  wi th  the  In ternet  a t  

la rge  for  lo ts  of  good reasons ,  we a lso  want  to  do some th ings  to  



 

 

reduce  our  exposure  to  tha t  environment  out  there  which as  I  sa id  
before  could  be  character ized as  to  Wild  West ,  and when I  say  reduce  

our  exposure ,  these  are  the  sor ts  of  th ings  on th is  s l ide  tha t  we want  to  

t ry  to  minimize  in  terms of  making thei r  way on to  DoD networks ,  

th ings  l ike  root  k i t s ,  v i rus /worms,  spyware/adware ,  and the  most  

d i f f icul t  one  tha t  we ' re  a l l  fac ing,  both  on the  indust ry  s ide  as  wel l  as  

the  U.S.  government  s ide ,  a re  socia l ly  engineered e-mai l  or  phishing 

a t tacks ,  very  d i f f icul t  problem today,  especia l ly  for  fo lks  tha t  a re  able  

to  rea l ly  do reconnaissance  and unders tand an  organiza t ion ,  the i r  

TTPs,  how they do business .   They unders tand the  people  in  those  

organiza t ions  so  tha t  when you or  I  rece ive  an  e-mai l  tha t  looks  l ike  

i t ' s  coming f rom our  boss ,  why wouldn ' t  we open i t?  
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 And in  many cases ,  tha t  socia l ly-engineered e-mai l  has  mal ic ious  

sof tware  or  payload tha t  takes  you to  a  s i te  tha t  a l lows your  computer  

to  be  compromised,  many t imes  unbeknownst  to  you.  

 So there  are  lo ts  of  reasons  tha t  we want  to  contro l  our  

in terac t ion  between the  DoD networks  as  wel l  as  wi th  the  In ternet .  

 Next  s l ide .   This  i s  our  foot -s tomper  for  why we want  to  do that .  
 Our  unclass i f ied  network,  the  NIPRNet  i s  a  warf ight ing  sys tem.   

However ,  today,  i t  wasn ' t  bui l t  a long those  l ines .   I t  grew up over  

t ime;  i t  evolved over  t ime to  be  a  s igni f icant  capabi l i ty  tha t  we have  to  

have  avai lable  dur ing t imes  of  war  as  wel l  as  t imes  of  peace .  

 I  l i s ted  many of  the  funct ions  tha t  a re  out  there  today.   We pay 

our  b i l l s  onl ine .   We do contrac t ing .   We order  spare  par ts .   We work 

deployment  orders  on the  NIPRNet .  

 DLA,  Defense  Logis t ics  Agency,  Defense  Finance  and 

Account ing Service ,  Transpor ta t ion  Command,  many,  many other  

organiza t ions  depend on appl ica t ions  and services  tha t  have  to  in terac t  

wi th  the  In ternet  as  wel l  as  wi th  pr ivate  indust ry  in  many cases .   So 

we are  very  concerned about  our  exposure  to  the  NIPRNet  for  a l l  those  
reasons  I 've  ta lked about ,  but  a t  the  same t ime you can see  tha t  a  wel l -

funded nat ion s ta te  among some of  those  tha t  we have ta lked about ,  

inc luding China ,  a re  cer ta in ly  able  to  exploi t  tha t  same level  of  access  

f rom the  In ternet  to  our  networks ,  should  they choose   So a  huge 

concern .  

 Next  s l ide .   There 's  a  person tha t  I  thought  would  be  invi ted  to  

tes t i fy  before  the  Commiss ion a t  some point ,  Mr.  Kevin  Coleman.   He 's  

a  Senior  Fel low a t  the  Technolyt ics  Ins t i tu te ,  recent ly  put  out  an  

in teres t ing  open source  repor t  ca l led  the  China  Cyber  Warfare  

Capabi l i t ies  Es t imate .  

 I  jus t  want  to  quote  h im a  couple  t imes  because  I  th ink there 's  a  

lo t  of  in teres t ing  ins ight  to  ga in f rom his  repor t .   He points  out  

r ight fu l ly  tha t  cyber  a t tacks  are  a  major  menace  in  the  21s t  century  

because  of  our  dependence  on the  In ternet .   We 've  ta lked about  i t  f rom 



 

 

a  Depar tment  of  Defense  perspect ive ,  but  of  course  look a t  how 
indust ry  uses  i t  today,  whether  i t ' s  banking,  whether  i t ' s  commerce ,  

whether  i t ' s  na t ional  secur i ty .   We are  to ta l ly  dependent  on  the  

In ternet  and the  abi l i ty  to  in terac t  across  ne tworks .  
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 So  i t ' s  a  huge target .   I t ' s  a  h igh value  target  for  those  tha t  might  

want  to  e i ther  exploi t  i t  for  da ta  mining purposes  or  potent ia l ly  exploi t  

i t  f rom a  d is rupt ive  perspect ive .   And I  th ink tha t  the  rea l ly  key point  
tha t  I  ext rac ted  f rom his  repor t  was  f rom al l  avai lable  informat ion,  one  

could  only  conclude  as  he  points  out ,  quote ,  " tha t  China  has  the  in tent  
and technologica l  capabi l i t ies  necessary  to  car ry  out  a  cyber  a t tack  
anywhere  in  the  wor ld  a t  any t ime."  
 And to  fo l low back up on Genera l  Car twright 's  tes t imony las t  
year ,  he  ta lked about  China  cont inues  to  look for  asymmetr ic  

advantage  and ways  to  overcome our  technologica l  mi l i ta ry  advantage  
tha t  we cer ta in ly  have  today.   So we see  them in  doct r ine ,  we see  them 
in  ac t ion  pursuing those  capabi l i t ies ,  and I  th ink tha t  Mr.  Coleman 's  
repor t  jus t  emphasizes  what  we have a l ready seen.  
 Next  s l ide ,  p lease .   And I  ext rac ted  a  couple  of  key points  out  

there  jus t  for  emphasis ,  and I  th ink we 've  touched on these  a l ready.   

Cyber  espionage ef for ts .   I  th ink i t ' s  been wel l -known and discussed in  

many forums that  China  i s  ac t ive ly  employed in  those .   I  would  s imply  

agree  wi th  those  observat ions .  
 “Aims to  achieve  g lobal  e lec t ronic  dominance  by 2050.”   I  th ink 
fo lks  wi th  var ious  degrees  of  ins ight  might  d iscuss  tha t  da te  in  
d i f ferent  forums as  wel l .   So the  date  tha t  they come up wi th  i s  an  

in teres t ing  date .   I  th ink we could  have a  d iscuss ion off l ine  on that  i f  

you were  in teres ted  in  ta lk ing about  tha t .  
 “Signi f icant  weapons  and in te l l igence  and inf ras t ructure  in  p lace  
today.”   I  would  a lso  say  I  don ' t  th ink tha t  there 's  any reason to  not  

th ink tha t  i s  the  case  based on the  th ings  tha t  we 've  seen in  the  open 

source  repor t ing .  
 And they a lso  have money.   So th is  i s  a  lo t  about  organiza t ions  

and nat ion  s ta tes  having the  funding and the  resourc ing and the  
wherewi thal  to  pursue  the  technologies  and the  capabi l i t ies  tha t  a re  

a l ready very  prevalent  on  the  In ternet ,  but  wi th  wel l - resourced backing 

and funding and technological  know-how,  you ' re  able  to  take  those  

capabi l i t ies  to  a  level  tha t  i s  not  eas i ly  dectec ted  nor  countered .  
 Next  s l ide .   Las t  couple  of  s l ides ,  I  jus t  want  to  ta lk  a  l i t t le  b i t  
about  in  genera l ,  about  what  the  Depar tment  of  Defense  i s  doing f rom 

a  cyber  secur i ty  perspect ive ,  and I  won ' t  ge t  in to  any deta i l s  on  these .  
  
 Our  approach in  the  Depar tment  of  Defense  i s  based on defense-
in-depth .   In  o ther  words ,  we do not  be l ieve  tha t  there  i s  any one  th ing 
that  you can do to  go out  and buy cyber  secur i ty .   We bel ieve  i t  spans  



 

 

the  spect rum of  technology,  tac t ics ,  techniques ,  procedures ,  pol icy ,  
and most  impor tant ly ,  i t  requi res  a  cul ture  change.  

- 52 - 

 

 

 

  

 

 In  today 's  Web 2 .0  wor ld ,  people  require  ins tantaneous  access  to  

informat ion.   They demand ins tant  connect iv i ty .   That  crea tes  a  na tura l  

tens ion wi th  the  cyber  secur i ty  fo lks .   So as  you t ry  to  make a  more  

secure  environment  to  conduct  mi l i ta ry  opera t ions  and suppor t  mi l i ta ry  
opera t ions ,  adequate  secur i ty  measures  needed to  be  fac tored  in  to  the  
equat ion.  
 There  i s  some inherent  tens ion in  tha t  e ffor t  tha t  we ' re  
exper iencing in  the  DoD as  we t ry  to  f ind  the  r ight  ba lance .  
 Some of  the  th ings  tha t  we want  to  do speci f ica l ly  are ,  for  
example ,  we want  to  improve per imeter  secur i ty ,  but  i f  anyone th inks  

they can bui ld  a  cyber  Maginot  Line ,  tha t ' s  imposs ib le  to  do,  but  

there 's  a  lo t  of  th ings  tha t  we a l low in to  the  Depar tment  of  Defense  

networks  today because  we 're  not  doing a  very  good job f i l te r ing  them 
out  a t  the  per imeter .   We have some exci t ing  ef for ts  underway.  We 
ta lked about  those  yes terday in  a  c lass i f ied  sess ion.    
 Ident i ty  management ,  authent ica t ion  and access  contro l ,  a re  
absolute ly  foundat ional  to  any cyber  secur i ty  ef for t ,  whether  i t ' s  in  the  
Depar tment  of  Defense ,  U.S.  government  or  pr iva te  indust ry .   We 've  

made some great  progress  wi th  us ing publ ic  key inf ras t ructure  and the  
common access  card  to  bet ter  contro l  access  to  our  ne tworks .   We've  
seen some great  resul ts  f rom that  a l ready.   We have a  long way to  go,  
but  ident i ty  management  i s  very  cr i t ica l  to  what  we ' re  doing.  
 We bel ieve  deploying bet ter  enterpr ise  tools  and s tandardiz ing in  
some cases  the  type  of  tools  tha t  we ' re  deploying and as  much as  
poss ib le ,  where  we can,  take  the  human out  of  the  decis ion loop,  are  

a lso  going to  help  us  make some progress  in  th is  regard .  
 I  ta lked about  a  tool  yes terday ca l led  the  hos t -based secur i ty  
sys tem.   That  i s  an  end point  so lu t ion .   I t ' s  meant  to  be  on every  

works ta t ion  a t  some point .   The idea  there  i s  to  take  a  lo t  of  decis ion-

making out  of  the  end user  as  much as  poss ib le ,  b lock bad th ings  
coming in  and not  have  them have to  make a  decis ion whether  or  not  

something looks  r ight .  
 By i t se l f ,  i t ' s  not  a  perfec t  solu t ion  but  coupled wi th  the  o ther  

defense- in-depth  in i t ia t ives ,  i t  wi l l  improve the  s i tua t ion  grea t ly  and i t  

shows great  promise  in  improving overa l l  DoD secur i ty .  
 We ta lked a lso  yes terday about  da ta  a t  res t .   You have to  be  able  
to  secure  the  informat ion.   You cannot  bui ld  100 percent  secure  
network and s t i l l  s tay  connected  to  the  In ternet .   So  we 're  going to  put  
more  emphasis  on  secur ing data .   Pr imar i ly  in  the  shor t  te rm,  our  focus  

i s  going to  be  on data  a t  res t ,  on  mobi le  and removable  media  devices  
such as  thumb dr ives  and laptop computers ,  but  eventual ly  we want  to  

put  tha t  same level  of  emphasis  on  our  work s ta t ion  data  and data  in  



 

 

t rans i t  as  much as  poss ib le .  
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 And then I  would  jus t  te l l  you the  foot  s tomper  i s  cul ture  change 
to  inc lude  focus  on t ra in ing,  educat ion,  awareness .  Changing the  

cul ture  of  how our  network is  used today as  wel l  as  how i t ' s  managed 

to  one  tha t ' s  much more  d isc ip l ined l ike  a  weapon sys tem.    

 Next  s l ide .   I  ta lked a  l i t t le  b i t  about  th is  yes terday.   I  want  to  

emphasize  the  team spor t  na ture  of  cybersecur i ty .   Within  the  

Depar tment  of  Defense ,  we work wi th  a  var ie ty  of  organiza t ions  on a  

day- to-day bas is .  The in te l l igence  communi ty ,  Depar tment  of  

Homeland Secur i ty ,  law enforcement ,  absolute ly  cr i t ica l ,  and a  var ie ty  
of  o ther  organiza t ions .  

 No one inc luding the  U.S.  government  can do th is  by  themselves ,  

and we depend heavi ly  on indust ry  in  many cases  to  unders tand the  

nature  of  threa ts ,  not  only  to  our  ne tworks  but  to  our  cr i t ica l  

infras t ructure  in  some cases .   That  wi l l  cont inue  to  be  very  impor tant  
to  anything that  you would  recommend in  the  fu ture .  

 And then the  las t  s l ide .   I  would  jus t  l ike  to  jus t  use  an  excerpt  

f rom the  repor t  tha t  you put  out  las t  year ,  which I  found very  

in teres t ing ,  very  ins ight fu l  and enl ightening.   Again ,  I  would  jus t  say  

here  tha t  I 've  seen nothing here  tha t  has  changed.  

 Your  repor t  concluded tha t  China  cont inues  to  pursue  d is rupt ive  
means  and capabi l i t ies  in  the  cyber  warfare  arena .  I  would  jus t  d i t to  

tha t .   And I  a lso  agree  wi th  one  of  your  ten  recommendat ions  which is  

to  t rea t  th is  as  a  hol is t ic  problem.   I t ' s  not  a  DoD problem;  i t ' s  a  

na t ional  level  i ssue  tha t  has  not  jus t  U.S.  government  impl ica t ions ,  but  

a lso  has  impl ica t ions  for  indust ry  and our  economic  sys tem as  wel l .  

 That  concludes  my s l ides .   I  am happy to  answer  ques t ions  e i ther  

now or  la ter .   Thank you.  

  HEARING COCHAIR BROOKES:   Thank you very  much,  

Colonel .   We ' l l  do  ques t ions  a t  the  end.   

 Mr.  Thomas.  

 

STATEMENT OF MR. TIMOTHY L.  THOMAS 

ANALYST, FOREIGN MILITARY STUDIES OFFICE 

FORT LEAVENWORTH, KANSAS 

  

 MR.  THOMAS:  Thank you.   My name is  Tim Thomas.   I  work a t  

a  p lace  ca l led  the  Fore ign Mil i ta ry  Studies  Off ice  out  a t  For t  

Leavenworth ,  Kansas .   Years  ago we were  known as  the  Sovie t  Army 

Studies  Off ice ,  SASO,  and when the  wor ld  changed in  1990-91,  wi th  

the  fa l l  of  the  Sovie t  Union,  we had to  change our  focus ,  too ,  so  we 

focused on emerging threats .   One of  those  was  the  informat ion 
warfare  fac tor .   That ' s  bas ica l ly  a  l i t t le  b i t  of  background on how I ,  a  

Russ ian  specia l i s t ,  got  in to  the  China  area .  



 

 

 Everything that  we do in  our  off ice  i s  unclass i f ied .   We are  able  
on occas ion,  I  won ' t  say  of ten ,  but  on  occas ion,  two or  three  t imes  a  

year ,  to  have  the  oppor tuni ty  to  par t ic ipate  in  some conferences  wi th  

the  Chinese .   That  i s  where  the  major i ty  of  our  informat ion comes 

f rom.   I t ' s  usual ly  f i rs t -hand informat ion.  
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 So  what  I  of fered you in  the  books tha t  I  sent  to  you ear l ie r  a re  

rea l ly  a  resul t  of  e i ther  us  doing book buying over  there  or  d iscuss ions  
wi th  Chinese  IW exper ts .  

 I  th ink the  th ing tha t  I  would  l ike  to  focus  on in  the  next  few 

minutes  i s  jus t  the  fac t  tha t  f rom my own opinion,  based on what  I 've  

read,  the  Chinese  approach to  informat ion warfare  and informat ion 

opera t ions  i s  rea l ly  qui te  d i f ferent  than ours ,  and i t  has  to  do wi th  

the i r  cul tura l  t ransformat ion,  the i r  h is tory .   For  example ,  they tend to  

look for  s t ra tagem-technology l inks .  

 In  th is  country ,  we tend to  focus  an  awful  lo t  on  technology,  

per iod.   In  the  pas t ,  the  Chinese  focused on s t ra tagems as  par t  of  the i r  
h is tor ica l  development .   Now,  they rea l ly  seem to  be  t ry ing to  l ink  

technology to  s t ra tagems.  For  example ,  how do the  Chinese  use  

packets  of  e lec t rons  as  s t ra tagems?  The most  recent  s t ra tagem 

technology l ink  tha t  I  saw open source  was  in  February  of  th is  year  

where  one  of  the  people  who wri te  of ten  on informat ion topics  l i s ted  a  

ser ies  of  s t ra tagems:  cross ing the  sea  under  camouflage ,  and then he  
sa id  tha t  would  be  a  da ta  dr iven a t tack;  loot ing  a  burning house  would  

be  the  i l legal  use  of  sys tem f i les ;  revers ing the  pos i t ions  of  the  hos t  

and the  gues t  would  be  taking over  control  of  the  sys tem.  

 We see  th is  type  of  l ink  a l l  the  t ime.   Now,  i t ' s  a  l i t t le  b i t  eas ier ,  

I  th ink,  to  ta lk  about  packets  of  e lec t rons  i f  I  g ive  you a  l i t t le  b i t  
d i f ferent  type  of  example .   That  would  be  something l ike  “ki l l  wi th  a  

borrowed sword.”    

 We might  th ink in  th is  country  qui te  of ten  tha t ,  yes ,  i t ' s  easy  for  

Country  A to  run e lec t rons  through Country  B to  a t tack Country  C,  but  

we probably  wouldn ' t  th ink of  i t  in  te rms of  a  s t ra tagem,  “ki l l  wi th  a  

borrowed sword.”    

 We might  not  th ink in  terms of  something l ike  “ to  ca tch  

something,  f i r s t  le t  i t  go .”   An example  would  be  es tabl ish  a  honey pot  

of  informat ion,  see  what  someone comes in  and takes  or  leaves ,  and 

then ca tch  them at  the  t ime of  your  choosing.  

 So tha t  i s  one  of  the  areas  tha t  I  th ink i s  rea l ly  d i f ferent  about  
the  way they ' re  doing business .  

 A second area  i s  tha t  i f  you ' re  looking for  some impl ied  

recogni t ion  of  the i r  computer  v i rus  development  and a t tack  methods ,  i f  

you look a t  some of  the  teachings  in  the i r  univers i t ies ,  you do see  tha t  

ref lec ted  in  the  courses  tha t  they offer .  

 In  the  book that  I  gave  you cal led  Decoding the  Vir tual  Dragon,  



 

 

on page 154,  they l i s t  a  ser ies  of  courses  tha t  a re  being taught  in  one  
semester ,  and those  courses  inc lude  informat ion a t tack and defense  

tac t ics ,  a  s tudy of  hacker  a t tack methods ,  computer  v i rus  program 

des ign and appl ica t ion ,  ne twork secur i ty  protocols ,  and the  l i s t  goes  on 
and on.  
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 So  there  i s  some evidence  there  tha t  they ' re  rea l ly  focused on 

th is  area  of  informat ion secur i ty  and reconnaissance .  

 One f ina l  th ing tha t  I 'd  l ike  to  ment ion,  and tha t  i s  the  area  of  

reconnaissance .   People  have been ta lk ing qui te  of ten ,  as  you know,  

about  a l l  the  a t tacks  now agains t  England,  Germany,  New Zealand,  

Aust ra l ia ,  South  Korea ,  Japan,  Taiwan,  and the  Uni ted  Sta tes ,  which 
seem to  have  the i r  or ig in  in  China .  

 Reconnaissance  i s  a  very  impor tant  par t  of  the  informat ion 

warfare  technology s t ra tegy of  China .   I f  you go back to  an  o ld  

s t ra tagem that  says ,  “a t ta in  v ic tory  before  the  f i rs t  ba t t le ,”  tha t  would  

be  exact ly  what  they ' re  t ry ing to  do as  they recon s i tes .   They ' re  t ry ing 
to  put  the  p ieces  before  the  f i rs t  ba t t le  so  tha t  i f ,  in  fac t ,  something 

ever  came to  a  confl ic t ,  they would  have the  abi l i ty  to  go out  and 

exploi t  those  vulnerabi l i t ies  tha t  they 've  uncovered.  

 So those  are  the  opening comments  tha t  I  wanted to  leave  wi th  

you.   I f  you ' re  rea l ly  cur ious  about  jus t  how deep these  guys  do th ink,  

I  would  ask  you to  go to  page 245 of  the  book cal led  Decoding the  
Vir tua l  Dragon.   I  put  in  there  the  table  of  contents  f rom a  book ca l led  

400 Quest ions  of  Informat ion Opera t ions ,  and for  each ques t ion ,  the  

Chinese  gave about  a  paragraph or  two answer  to  each ques t ion ,  and 

you wi l l  see  the  type  of  ques t ions  they ' re  asking one  another  and the  

explanat ions  they ' re  g iv ing.  

 I t ' s  not  jus t  about  China  but  about  Russ ia  and India  and Japan 

and the  Uni ted  Sta tes ,  as  wel l  as  informat ion opera t ions  in  genera l  or  

cyber  opera t ions .   

 Thank you.  

 HEARING COCHAIR BROOKES:   Thank you,  Mr.  Thomas.    

 Dr .  Mulvenon.  
 

STATEMENT OF DR. JAMES MULVENON 

DIRECTOR, ADVANCED STUDIES AND ANALYSIS 

DEFENSE GROUP, INC. ,  WASHINGTON, D.C.  

 

 DR.  MULVENON:  Thank you,  Mr.  Chairman.   As  background,  I  

am a  Chinese  l inguis t .   At  the  Center  for  In te l l igence  Research and 

Analys is ,  I  run  a  team of  12 c leared Chinese  l inguis ts  where  we do 

contrac t  research  for  the  in te l l igence  communi ty .  

 Those  of  you famil iar  wi th  my career  know that  a  lo t  of  my work 

over  the  years  has  been done in  th is  cyber  area .   I  am a lso  the  



 

 

chai rman of  the  board  of  an  organiza t ion  tha t  was  se t  up  by Dick 
Clarke  when he  was  a t  the  Whi te  House  ca l led  the  Cyber  Conf l ic t  

S tudies  Associa t ion  tha t  i s  seeking to  t ry  and bui ld  an  academic  f ie ld  

or  d isc ip l ine  in  the  Uni ted  Sta tes  dedica ted  to  cyber  conf l ic t  s tudies ,  

much as  we did  in  the  '50s  and '60s  on nuclear  warfare .  
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 And f inal ly ,  par t  of  my bona f ides  today is  tha t  I  am a lso  a  

v ic t im on a  regular  bas is  of  Chinese  cyber  warfare .   Most  of  the  China  
specia l i s t s  in  the  Washington,  D.C.  area  on a  regular  bas is  for  the  las t  

18  to  24 months  have  been receiving in  many cases  c lumsi ly  craf ted  

wi th  bad Chingl ish  e-mai ls  but  wi th  very  potent  malware  a t tached to  

them that  i s  des igned,  in  my view,  to  exploi t  poss ib ly  some of  the  
sens i t ive  but  unclass i f ied  mater ia l  tha t  might  be  on our  machines  about  

the  dai ly  workings  of  what  we do here  in  Washington.  

 Today,  I 'd  l ike  to  br ief ly  address  four  ques t ions .   My remarks  

tha t  I 've  submit ted  for  the  record  go in to  th is  in  much more  deta i l .   

The four  ques t ions  are  why is  China  so  focused on cyber?   What  i s  

the i r  objec t ive?   How are  they doing i t?   And f ina l ly ,  jus t  some in i t ia l  

words  about  what  we can do about  i t .  

 China  i s  focused on cyber ,  as  the  previous  speakers  have  a l luded 

to ,  because  of  i t s  asymmetr ic  capabi l i ty .   Of  course ,  I  th ink 

asymmetr ic  i s  an  overused word.   I  would  def ine  a l l  successful  warfare  

as  asymmetr ic  warfare  in  one  sense  or  another .   There 's  nothing 

uniquely  Chinese  about  i t ,  but  what 's  a lso  a t t rac t ive  to  the  Chinese  

about  cyber  warfare  i s  the  very  nature  of  the  In ternet ,  the  d i f f icul ty  of  

what  we ca l l  the  a t t r ibut ion  problem,  which provides  a  layer  of  

p laus ib le  deniabi l i ty  for  cyber  a t tacks ,  for  computer  ne twork a t tack ,  

tha t  we s imply  d idn ' t  have  in  o ther  s t ra tegic  rea lms l ike  nuclear  

warfare ,  where  we had sys tems that  a t  leas t  could  te l l  us  the  or ig ins  of  

cer ta in  a t tacks .  

 I  ca l l  th is  the  Tarzana ,  Cal i fornia  problem because  in  the  

absence  of  anything other  than log  data ,  i t ' s  of ten  ext remely  d i f f icul t  

to  te l l  whether  tha t  a t tack  i s  ac tual ly  coming from China  or  whether  

i t ' s  some punk kid  in  Tarzana,  Cal i fornia  who is  spoof ing off  an  
insecure  Chinese  server  and hacking back in to  the  Depar tment 's  

ne tworks .  

 That  sa id ,  there  have  been a  very  smal l  number  of  cases  over  the  

years  tha t  we 've  looked a t  where  we 've  been able  to  do tha t ,  but  i t  was  

because  the  Chinese  were  very  c lumsy in  tha t  sense .  I t ' s  an  impor tant  

pr inc ip le  to  unders tand.   Having looked a t  over  a  thousand in t rus ion 

forens ics  of  Chinese  or ig in  a t tacks  agains t  the  DoD sys tems over  the  

years ,  they ' re  not  going to  be  a t tacking us  f rom a  dot .mi l  domain .  

 Some of  the  key e lements  tha t  we 've  come to  re ly  upon in  the  
pas t  to  separa te  mi l i ta ry-or iented  a t tacks  f rom non-mil i ta ry  or iented  

a t tacks  are  not  re levant .   And more  t roubl ing than tha t ,  a t  leas t  one  



 

 

in ternal  Chinese  mi l i ta ry  source  tha t  we 've  looked a t  over  the  years  
ta lks  about  how they ac tual ly  would  exploi t  the  jur isd ic t ional  problems 

that  we would  have in  the  Uni ted  Sta tes  by  or ig inat ing  the  a t tack  f rom 

within  CONUS,  but  knowing that  a  complete ly  separa te  law 

enforcement  appara tus  would  respond to  tha t  a t tack ,  and in  the  window 
between the  t ime when we ac tual ly  f igured out  whether  i t  was  ac tual ly  

on behal f  of  a  fore ign power ,  tha t  tha t ' s  prec ise ly  the  window that  they 

would  need to  achieve  the i r  s t ra tegic  objec t ive ,  which I ' l l  ta lk  about  in  
a  minute .  
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 F inal ly ,  the  Chinese  mi l i ta ry  in  par t icular  i s  focused on cyber  

warfare  as  a  complement  to  i t s  o ther  capabi l i t ies  because  of  i t s  des i re  

to  be  able  to  projec t  power ,  par t icular ly  agains t  U.S.  mi l i ta ry  asse ts  in  

the  cont inenta l  Uni ted  Sta tes  and other  areas .  

 What  i s  the i r  objec t ive?   I  would  argue  in  peacet ime,  i t ' s  

pr imar i ly  a  cyber  espionage ef for t ,  computer  ne twork exploi t  e f for t ,  

which i s  compl ica ted ,  as  o ther  members  of  th is  Commiss ion know,  
when you look a t  China  as  the  wor ld 's  informat ion communicat ion  

technology workshop,  when you th ink about  the  expor t  control  regime,  

our  supply  chains  for  a l l  the  China  or ig in  informat ion technologies ,  

and even Chinese  ownership  of  submarine  cable  infras t ructure  in  the  

Paci f ic  and the  impl ica t ions  tha t  tha t  has .  

 But  the  o ther  focus ,  par t icular ly  in  the  mi l i ta ry  l i te ra ture  tha t  

we 've  been col lec t ing ,  and we have a  very  large  col lec t ion  of  Chinese  

language in ternal  mi l i ta ry  wri t ings  on this  topic ,  deals  wi th  a  scenar io  

tha t  f rankly  I 've  been descr ib ing to  var ious  audiences  s ince  the  la te  

1990s ,  and for  me i t ' s  been a  long t r ip  between there  and here ,  but  as  

ear ly  as  the  la te  1990s ,  the  Chinese  mi l i ta ry  was  descr ib ing a  scenar io ,  

based on thei r  analys is  of  the  fundamenta l  what  the i r  v iew was ,  the  
Achi l les '  heel  of  the  U.S.  mi l i ta ry ,  looking a t  Deser t  S torm forward,  

which in  the i r  v iew was  the  deployment  phase ,  par t icular ly  our  

re l iance  on c iv i l ian  communicat ions  backbone,  our  re l iance  on the  

NIPRNet ,  on  the  unclass i f ied  network,  and  par t icular ly  the  automated 

logis t ics  funct ions  tha t  r ide  on tha t  in  suppor t  of  the  t ime phased force  

deployment  l i s t  and o ther  th ings  re la ted  to  poss ib le  mi l i ta ry  

cont ingency in  the  Western  Paci f ic  involving Taiwan.  

 Thei r  a rgument  was  very  much a long the  l ines  of  what  you would  

f ind on the  PACOM Web s i te  where  PACOM ta lks  about  the  tyranny of  

d is tance  in  the  Paci f ic .  

 When they layer  upon that  th ings  about  our ,  you know,  in  my 

view,  some mispercept ions  about  our  casual ty  avers ion,  our  avers ion to  

put t ing  forces  in  harm's  way wi thout  a  fu l l  force  protec t ion  package in  

p lace ,  the  argument  i s  tha t  by  d is rupt ing th is  unclass i f ied  network,  by  

d is rupt ing tha t ,  and taking advantage  of  our  s tandard  opera t ing  
procedures  would  be  to  take  the  network down and go through i t  wi th  a  



 

 

ni t  comb looking for  Trojans  and back doors  and everything e lse ,  tha t  
they could  ac tual ly  crea te  a  window in  which they would  delay  our  

deployment  to  a  Taiwan scenar io  suff ic ient  tha t  when combined wi th  

k inet ic  a t tacks  agains t  Taiwan,  psychologica l  opera t ions ,  specia l  

forces ,  cyber  a t tacks ,  tha t  the  Taiwans  would  look to  the  eas t  for  the  
caval ry ,  would  see  tha t  the  caval ry  wasn ' t  going to  be  there  in  t ime,  

and they would  capi tu la te  to  Bei j ing .  
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 So  i t ' s  not  a  defea t ,  i t ' s  not  a  des t ruct  miss ion.   What 's  very  

s t r ik ing in  the  mi l i ta ry  l i te ra ture  i s  the  argument  tha t  they make tha t ,  

in  fac t ,  the  wors t  th ing they could  do would  be  to  carry  out  la rge-scale  

computer  ne twork a t tacks  agains t  U.S.  cr i t ica l  infras t ructure ,  f inancia l  
ne tworks ,  da ta  and power  gr ids .  
 They want  to  do a  very  precise  a t tack  agains t  unclass i f ied  

mi l i ta ry  networks .   Thei r  a rgument  i s  i f  they a t tack  those  o ther  

networks ,  they wi l l ,  in  fac t ,  undermine  the i r  s t ra tegic  objec t ive  by,  

quote ,  "s t i f fening the  backbone of  the  American people  and arousing 
the i r  na tura l  tendency for  vengeance ,"  which is  a lways  one  of  my 
favor i te  Chinese  quotes .  
 Now how do they do th is  or  how do they p lan  to  do  th is?   I  th ink  

tha t  the  evidence  i s  pre t ty  c lear  tha t  the  s ta te  versus  non-s ta te  ac tor  

d is t inc t ion  i s  a  fa lse  one ,  tha t  in  the  Chinese  case  as  in  the  Russ ia  and 
Estonia  case  f rom las t  year ,  we ' re  confronted  wi th  a  hybr id  threa t  
which makes  the  a t t r ibut ion  problem even more  d i f f icul t ,  par t icular ly  

the  pat r io t ic  hacker  phenomenon in  China  which we 've  looked a t  very  

c lose ly .  
 I 've  a lways  argued tha t  I  do  not  be l ieve  the  pat r io t ic  hackers  are  
dedica ted  government  agents ,  but  I  do  bel ieve  tha t  they are  t rea ted  as  
useful  id io ts  by  the  Chinese  regime,  and tha t  the  Chinese  regime has  
f igured out  a  rough method,  us ing the  propaganda appara tus ,  to  shape 
the  behavior  of  these  pat r io t ic  hacker  groups ,  many of  whom are  

get t ing  o lder  and going f rom black hat  to  gray  hat  to  whi te  ha t ,  and 

they want  wives  and jobs  and houses ,  and the  only  way to  get  cer t i f ied  

as  an  informat ion secur i ty  profess ional  in  China  i s  to  be  cer t i f ied  by 
the  minis t r ies  of  publ ic  and s ta te  secur i ty .  
 And so  there  i s  a  t rend l ine  over  t ime tha t  br ings  groups  l ike  X 
Focus  and NSFOCUS and other  of  those  bet ter  pa t r io t ic  hacker  groups  

c loser  to  the  government ,  but  I  would  argue  tha t  they a lso  present  a  

very  in teres t ing  command and control  problem for  Bei j ing  tha t  Bei j ing  
has  s t ruggles  about  and wri tes  about .   
 In  o ther  words ,  i f  they ' re  t ry ing to  carry  out  some kind of  

careful ly  ca l ibra ted  coerc ion campaign agains t  Taiwan,  the  noise  tha t  

the  pat r io t ic  hackers  have  crea ted  in  the  cr ises  we 've  had over  the  las t  
ten  years  in  some cases  could  obfuscate  some of  the  s ignal ing f rom 
Bei j ing .  



 

 

 So  they argue  tha t  the  pat r io t ic  hackers  are  not  a lways  working 
on the  same purpose  as  the  mi l i ta ry  and,  in  fac t ,  have  to  be ,  the i r  

behavior  has  to  be  shaped because  i t  could ,  in  fac t ,  undermine  the  

mi l i ta ry  objec t ive .  
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 In  te rms of  capabi l i t ies ,  therefore ,  I  would  sugges t  not  tha t  we 

re i fy  the  Russ ians  in  e legant  coding and a l l  the i r  mathemat ic ians  and 

everything e lse ,  but  in  fac t  we apply  a  s imple  means/ends  tes t .   That  
we take  what  the  Chinese  wri te  about  what  they want  to  do in  the  

mi l i ta ry  rea lm,  what  they need to  do i t ,  and what  we would  f ind  i s  we 

can lower  the  bar  s igni f icant ly  on our  capabi l i t ies  assessment  because  

of ten  what  they descr ibe  s imply  requires  access  to  the  In ternet ,  some 

dis t r ibuted  denia l  of  service  tools  tha t  can be  downloaded off  

thousands  of  s i tes  anywhere  around the  wor ld ,  and do not  necessar i ly  

require  h igh levels  of  sophis t ica t ion .  

 On the  espionage and exploi t  s ide ,  however ,  i t  does  require ,  I  

th ink,  a  h igher  degree  of  sophis t ica t ion ,  and so  there  are  some 
in teres t ing  cross-cut t ing  analys is  tha t  we 've  done looking a t  those  two 

th ings .  

 F inal ly ,  what  can we do about  i t?   I  agree  110 percent  wi th  the  

colonel ,  per imeter  defense  i s  never  enough.   Defense- in-depth  i s  

impor tant ,  i s  absolute ly  cr i t ica l .   Frankly ,  changing the  mind-se t  tha t  

we ' re  going to  be  opera t ing  in  a  wor ld  in  which the  potent ia l  adversary  
i s  a lways  going to  be  ins ide  the  fence  l ine ,  ra ther  than one  in  which we 

can fantas ize  about  them being outs ide  the  fence  l ine .  

 Now,  the  more  controvers ia l  aspect  of  i t ,  and tha t  we can ' t  go  

in to  today,  i s  tha t  in  some cases ,  the  bes t  defense  i s  a  good offense ,  

and tha t  the  c loser  you are  to  the  point  of  or ig in  of  the  a t tack,  the  
eas ier  i t  i s  to  potent ia l ly  mi t iga te  some of  the  a t t r ibut ion  problem that  

led  you down th is  road in  the  f i rs t  p lace .  

 But  jus t  to  c lose ,  I  remember  being asked once  by a  PACOM 

commander  in  1997 i f  we have th is  a t t r ibut ion  problem,  but  I  see  the  

Chinese  engaging in  miss i le  exerc ises  and saber  ra t t l ing  and they ' re  

t ry ing to  in t imidate  the  Taiwans  and everything e lse  i s  going on,  and 
a t  the  same t ime I  see  a  d is t r ibuted  denia l  of  service  a t tack  agains t  

PACOM's  NIPRNet  networks  tha t  looks  l ike  i t ' s  des igned to  d isable  my 

abi l i ty  to  do logis t ics  deployment ,  does  the  a t t r ibut ion  problem rea l ly  

mat ter  a l l  tha t  much? 

 And my answer  was  "No,  Admira l ,  two plus  two equals  47;  Katy ,  
bar  the  door ."   So there 's  a  point  a t  which I  th ink the  a t t r ibut ion  

problem can cease  to  be  re levant  in  a  war t ime environment ,  but  in  a  

peacet ime environment ,  i t ' s  absolute ly  cr i t ica l ,  par t icular ly  g iven the  

fac t  tha t  China  has  so  many insecure  networks  and is  so  wel l -known 
now for  be ing engaged in  ac t iv i t ies  involving U.S.  servers ,  tha t  we 

now have to  ponder  the  poss ib i l i ty  tha t  o ther  adversar ies ,  in  fac t ,  a re  



 

 

rout ing the i r  t raf f ic  through China ,  through insecure  servers  in  China ,  
and fur ther  compl ica t ing  the  a t t r ibut ion  of  those  k inds  of  ac t iv i t ies .  
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 But  I  look forward to  your  ques t ions .   Thank you very  much.  

 

Prepared Statement  of  Dr.  James Mulvenon 

Director ,  Advanced Studies  and Analys is  

Defense  Group,  Inc . ,  Washington,  D.C.  

 
Thank you, Mr. Chairman and the other members of the U.S.-China Economic and Security Review 

Commission for the opportunity to take part in the hearings you are holding today on the topic of “China’s 

Proliferation Practices and the Development of its Cyber and Space Warfare Capabilities.” My remarks 

will focus on Chinese cyber capabilities. 

 

Before looking at Chinese thinking and capabilities on computer network operations, however, it is 

important to contextualize Beijing’s interest in the subject within the larger strategic context. In the minds 

of the Chinese leadership, the available evidence suggests that the most important political-military 

challenge and the most likely flashpoint for Sino-US conflict is Taiwan. In seeking to reunify the island 

with the mainland, however, it is important to note that the PRC has a political strategy with a military 

component, not a military strategy with a political component. The PRC would prefer to win without 

fighting, since Beijing's worst case outcome is a failed operation that would result in de facto independence 

for Taiwan. Also, the leadership realizes that attacking Taiwan with kinetic weapons will result in 

significant international opprobrium and make the native population ungovernable. These assumptions 

explain why China until recently maintained a "wait and see" attitude towards Taiwan, even though the 

island elected a President from a party committed previously to independence. From 2000 until late 2003, 

China eschewed saber-rattling in favor of economic enticement and “united front” cooperation with the 

Pan-Blue opposition, both of which were believed to be working successfully. In November 2003, in 

response to perceived provocations by Taiwan President Chen Shui-bian, Beijing once again revived the 

threat of military force to deter what it saw as further slippage towards independence, dramatically 

increasing tensions in the U.S., China, Taiwan triangle. 

 

Should the situation deteriorate into direct military conflict, the PLA since 1992 has been hard at work 

bolstering the hedging options of the leadership, developing advanced campaign doctrines, testing the 

concepts in increasingly complex training and exercises, and integrating new indigenous and imported 

weapons systems. At the strategic level, the writings of Chinese military authors suggest that there are two 

main centers of gravity in a Taiwan scenario. The first of these is the will of the Taiwanese people, which 

they hope to undermine through exercises, missile attacks, SOF operations, and other operations that have 

a psyop focus. Based on intelligence from the 1995-1996 exercises, as well as public opinion polling in 

Taiwan, China appears to have concluded that the Taiwanese people do not have the stomach for conflict 

and will therefore sue for peace after suffering only a small amount of pain. The second center of gravity is 

the will and capability of the United States to intervene decisively in a cross-strait conflict. In a strategic 

sense, China has traditionally believed that its ICBM inventory, which is capable of striking CONUS, will 

serve as a deterrent to US intervention or at least a brake on escalation. Closer to Taiwan, the PLA has 

been engaged in an active program of equipment modernization, purchasing niche anti-access, area-denial 

capabilities such as long-range cruise missiles and submarines to shape the operational calculus of the 

American carrier battle group commander on station. At the same time, a key lesson learned from 

analyzing U.S. military operations since DESERT STORM was the vulnerability of the logistics and 

deployment system. 



 

 

CENTER OF GRAVITY NUMBER ONE: THE WILL OF THE PEOPLE ON TAIWAN 
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Chinese strategies to manipulate the national psychology of the populace and leadership on Taiwan involve 

the full spectrum of information operations, including psychological operations, special operations, 

computer network operations, and intelligence operations. To this end, Beijing can employ all of the social, 

economic, political and military tools of Chinese national power, as well as enlist the assistance of private 

sector players and sympathetic co-conspirators on Taiwan. The goal of these efforts is to shake the widely 

perceived psychological fragility of the populace, causing the government to prematurely capitulate to 

political negotiations with the mainland. In a sense, China seeks to use the immaturity of Taiwanese 

democracy against itself. 

 

Analysis of both Beijing’s strategies in this arena as well as Taipei’s ability to resist such methods confirms 

Taiwan’s high level vulnerability to Chinese soft coercion, and raises major questions about the island’s 

viability in the opening phase of a PRC coercion campaign, their credibility as an source of intelligence 

information on the mainland and a keeper of U.S. secrets, and their expected ability to interoperate 

successfully with U.S. forces in a crisis.  

 

Taiwan’s vulnerabilities in the critical infrastructure protection arena can be divided into two categories: 

informational and physical. On the information side, Taiwan is a highly information-dependent society 

with a relatively low level of information or computer security. Significant disruptions in information 

systems could have major negative effects on the island, particularly in the economic and financial realms, 

and increase fear and panic among the population. Past Chinese uses of regional media to send 

psychological operations messages have also enjoyed success in affecting popular morale and public 

opinion. For example, an Internet rumor in 1999 that a Chinese Su-27 had shot down a Taiwan aircraft 

caused the Taipei stock market to drop more than two percent in less than four hours. 

 

On the physical side of the equation, Taiwan’s current capability and readiness level is much lower than 

one might expect for a state under such a direct level of threat, especially when compared with other 

“national security states” like Israel or South Korea. Critical infrastructure protection has been a low 

priority for the government, and Taiwan is acutely vulnerable to Spetnaz-like or fifth column operations, 

aided significantly by ethnic and linguistic homogeneity and significant cross-border flows, which facilitate 

entry and access to potential targets. In terms of civilian infrastructure, Taiwan’s telecommunications, 

electric power, and transportation infrastructure are all highly susceptible to sabotage. These weaknesses 

have been indirectly exposed by periodic natural disasters, such as the September 1999 earthquake and the 

September 2001 typhoon, when the communications infrastructure effectively collapsed. Taiwan’s ports, 

including Su’ao, Jeelung, and Gaoxiong (the third highest volume container port in the world), are 

attractive targets. Port charts and ship movements are available on the Internet, and Gaoxiong in particular 

has two narrow mouths that could easily be blocked with scuttled vessels. Taiwan’s highways are a 

vulnerable bottleneck, particularly given the large number of undefended mountain tunnels and bridges that 

could be destroyed by SOF units. Finally, the power grid is known to be fragile, marked by numerous 

single-point failure nodes, and no cross-hatching of sub-grids to form redundancy. The loss of a single 

tower in the central mountainous region, thanks to a landslide, knocked out ninety percent of the grid a 

couple of years ago, and delays in construction of a fourth nuclear plan have constrained capacity. 

 

Special operations forces and fifth column are also a major threat for disruption of military command and 

control and decapitation of the national command authority, as well as providing reconnaissance for initial 

missile and air strikes and battle damage assessments (BDA) for follow-on strikes. Entry into the country 

for special operations forces is not a substantial obstacle, thanks to ethnic and linguistic homogeneity and 

the dramatic increases in cross-strait people flows. Between 1988 and October 2002, for example, more 

than 828,000 mainlanders visited the island. Moreover, these special forces could also facilitate control of 

key civilian and military airfields and ports that could be used as points of entry for invading forces. The 



 

 

lack of operational security at key facilities is particularly inexplicable and appalling. Visits to national 

political and military command centers reveal them to relatively unguarded with poor information security 

practices, including the use of personal cell phones in supposedly secure areas. The Presidential Palace in 

downtown Taipei, home to the President and his key staff, has no fenceline and no security checkpoints. 

Building information, including the location of the President’s office, is openly available on the Internet. 

Given the poor performance of President Chen’s personal security detail during the recent assassination 

attempt on his life, the possibility of elimination of the top leadership through direct action cannot be 

discounted. 
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Finally, there is substantial open source evidence to suggest that China is winning the intelligence war 

across the strait, raising serious doubts about the purity of Taiwanese intelligence proffered to the U.S., the 

safety of advanced military technologies transferred to the island, and the ability of official Taiwan 

interlocutors to safeguard shared U.S. secrets about intelligence collection or joint warplanning. In the last 

five years, a steady series of leaked stories have appeared in the Taiwan and other regional media, 

describing either the rounding up of Taiwanese agent networks on the mainland or the unmasking of high-

ranking Taiwanese agents in the military, with similar successes a rarity on the Taiwan side, despite 

significant political incentive to publicize such discoveries. Reported examples since only early 2003 

include the arrest of the president of the PLA Air Force Command Academy, Major-Genera Liu Guangzhi, 

his former deputy, Major-General Li Suolin, and ten of their subordinates; the arrest of 24 Taiwanese and 

19 mainlanders in late 2003; the arrest of Chang Hsu-min, 27, and his 24-year-old girlfriend Yu Shi-ping; 

the arrest of Xu Jianchi; the arrest of Ma Peiming in February 2003; and the arrest and conviction to life 

imprisonment of Petty officer first class Liu Yueh-lung for passing naval communications codes to the 

PRC. Farther back, high-profile intelligence losses include the discovery, arrest and execution of General 

Logistics Department Lieutenant-General Liu Liankun and Senior Colonel Shao Zhengzhong as a result of 

Taiwanese government intelligence disclosures about the fact that warheads on Chinese missiles fired near 

the island in 1996 were unarmed, the arrest and sentencing of Hainan Province deputy head Lin Kecheng 

and nine others in 1999 for providing economic, political and other kinds of intelligence to the Taiwan 

Military Intelligence Bureau, and the arrest and imprisonment of a local official in Nanchong, Sichuan 

named Wang Ping for allegedly also working for the MIB. In addition, retired senior Taiwan intelligence 

officials, including National Security Bureau personnel chief Pan Hsi-hsien and at least one former J-2, 

continue to travel to and often residence in China despite Taiwan regulations barring such movement for 

three years after retirement. At the same time, Taiwan and international media is regularly filled with leaks 

about sensitive U.S.-Taiwan military interactions or weapons transfers, sourced to either legislators or 

standing Taiwan government officials. Examples include disclosures about possible deployment of an 

Integrated Underwater Surveillance System (IUSS) north and south of the island to detect Chinese 

submarines, the provision of early warning data on Chinese missile attack from the Defense Support 

Program (DSP) satellite constellation, and the alleged SIGINT cooperation between the National Security 

Agency and Taiwan on Yangming Mountain. All of these possible compromises raise serious concerns 

about future technology or information sharing with Taiwan. 

CENTER OF GRAVITY NUMBER TWO: U.S. MILITARY INTERVENTION 

Strategies for Attacking U.S. Logistics 

When Chinese strategists contemplate how to affect U.S. deployments, they confront the limitations of 

their current conventional force, which does not have range sufficient to interdict U.S. facilities or assets 

beyond the Japanese home islands. Nuclear options, while theoretically available, are nonetheless far too 

escalatory to be used so early in the conflict. Theater missile systems, which are possibly moving to a 

mixture of conventional and nuclear warheads, could be used against Japan or Guam, but uncertainties 

about the nature of a given warhead would likely generate responses similar to the nuclear scenario.  

According to the predictable cadre of “true believers,” both of the centers of gravity identified above can 



 

 

be attacked using computer network operations. In the first case, the Chinese IO community believes that 

CNO will play a useful psychological role in undermining the will of the Taiwanese people by attacking 

infrastructure and economic vitality. In the second case, the Chinese IO community envisions computer 

network effectively deterring or delaying US intervention and cause pain sufficient to compel Taipei to 

capitulate before the US arrives. The remainder of this section outlines how these IO theorists propose 

operationalizing such a strategy. 

- 63 - 

 

 

 

  

 

General IO and Computer Network Attack Analysis 

Before examining this scenario in detail, it is first necessary to provide some background regarding 

Chinese views of information operations in general, and computer network operations in particular. At the 

strategic level, contemporary writers view IO and CNO as a useful supplements to conventional 

warfighting capability, and powerful asymmetric options for "overcoming the superior with the inferior.” 

According to one PRC author, "computer network attack is one of the most effective means for a weak 

military to fight a strong one.” Yet another important theme in Chinese writings on CNO is the use of 

computer network attack as the spearpoint of deterrence. Emphasizing the potential role of CNA in this 

type of signaling, a PRC strategist writes that "We must send a message to the enemy through computer 

network attack, forcing the enemy to give up without fighting.” Computer network attack is particularly 

attractive to the PLA, since it has a longer range than their conventional power projection assets. This 

allows the PLA to "reach out and touch" the U.S., even in the continental United States. "Thanks to 

computers," one strategist writes, " long-distance surveillance and accurate, powerful and long-distance 

attacks are now available to our military.” Yet computer network attack is also believed to enjoy a high 

degree of “plausible deniability,” rendering it a possible tool of strategic denial and deception. As one 

source notes, "An information war is inexpensive, as the enemy country can receive a paralyzing blow 

through the Internet, and the party on the receiving end will not be able to tell whether it is a child's prank 

or an attack from an enemy.”  

 

It is important to note that Chinese CNA doctrine focuses on disruption and paralysis, not destruction. 

Philosophically and historically, the evolving doctrine draws inspiration from Mao Zedong' theory of 

"protracted war," in which he argued that "we must as far as possible seal up the enemies' eyes and ears, 

and make them become blind and deaf, and we must as far as possible confuse the minds of their 

commanders and turn them into madmen, using this to achieve our own victory." In the modem age, one 

authoritative source states: “computer warfare targets computers - the core of weapons systems and C4I 

systems - in order to paralyze the enemy.” The goal of this paralyzing attack is to inflict a "mortal blow" 

[zhiming daji  致命打 ], though this does not necessarily refer to defeat. Instead, Chinese analysts often 

speak of using these attacks to deter the enemy, or to raise the costs of conflict to an unacceptable level. 

Specifically, computer network attacks on non-military targets are designed to "...shake war resoluteness, 

destroy war potential and win the upper hand in war," thus undermining the political will of the population 

for participation in military conflict. 

 

At an operational level, the emerging Chinese IO strategy has five key features. First, Chinese authors 

emphasize defense as the top priority, and chastise American theorists for their "fetish of the offensive." In 

interviews, analysts assert their belief that the US is already carrying out extensive computer network 

exploit activities against Chinese servers. As a result, CND must be the highest priority in peacetime, and 

only after that problem is solved can they consider "tactical counteroffensives." Second, IW is viewed as 

an unconventional warfare weapon to be used in the opening phase of the conflict, not a battlefield force 

multiplier that can be employed during every phase of the war. PLA analysts believe that a bolt from the 

blue at the beginning is necessary, because the enemy may simply unplug the network, denying them 

access to the target set, or patch the relevant vulnerabilities, thus obviating all prior intelligence preparation 

of the battlefield. Third, IW is seen as a tool to permit China to fight and win an information campaign, 

precluding the need for conventional military action. Fourth, China's enemies, in particular the United 



 

 

States, are seen as "information dependent," while China is not. This latter point is an interesting 

misperception, given that the current Chinese C4I modernization is paradoxically making them more 

vulnerable to US methods.  
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Perhaps most significant, computer network attack is characterized as a preemption weapon to be used 

under the rubric of the rising Chinese strategy of xianfa zhiren, or "gaining mastery before the enemy has 

struck." Preemption [xianfa zhiren 先 制人] is a core concept of emerging Chinese military doctrine. One 

author recommends that an effective strategy by which the weaker party can overcome its more powerful 

enemy is "to take advantage of serious gaps in the deployment of forces by the enemy with a high tech 

edge by launching a preemptive strike during the early phase of the war or in the preparations leading to 

the offensive." Confirming earlier analysis of Chinese views of U.S. operational vulnerabilities in the 

deployment phase, the reason for striking is that the "enemy is most vulnerable during the early phase of 

the war." In terms of specific targets, the author asserts that "we should zero in on the hubs and other 

crucial links in the system that moves enemy troops as well as the war-making machine, such as harbors, 

airports, means of transportation, battlefield installations, and the communications, command and control 

and information systems." If these targets are not attacked or the attack fails, the "high-tech equipped 

enemy" will amass troops and deploy hardware swiftly to the war zone, where it will carry out "large-scale 

airstrikes in an attempt to weaken...China's combat capability." More recent and authoritative sources 

expand on this view. "In order to control information power," one source states, "there must also be 

preemption.. .information offensives mainly rely on distant battle and stealth in order to be effective, and 

are best used as a surprise...Therefore, it is clear that whoever strikes first has the advantage.” "The best 

defense is offense," according to the authors of Information Operations. "We must launch preemptive 

attacks to disrupt and destroy enemy computer systems." 

Specific Targeting Analysis of Network Attacks Against Logistics 

There are two macro-level targets for Chinese computer network operations: military network information 

and military information stored on networks. Computer network attack seeks to use the former to degrade 

the latter. Like US doctrine, Chinese CNA targeting therefore focuses specifically on "enemy C2 centers," 

especially "enemy information systems." Of these information systems, PLA writings and interviews 

suggest that logistics computer systems are a top military target. According to one PLA source, "we must 

zero in on the...crucial links in the system that move enemy troops... such as information systems." Another 

source writes, “we must attack system information accuracy, timeliness of information, and reliability of 

information.” In addition to logistics computer systems, another key military target for Chinese CNA is 

military reliance on civilian communications systems. 

These concepts, combined with the earlier analysis of the PLA view that the main US weakness is the 

deployment phase, lead PLA IO theorists to conclude that US dependence on computer systems, 

particularly logistics systems, is a weak link that could potentially be exploited through computer network 

attack. Specifically, Chinese authors highlight DoD’s need to use the civilian backbone and unclassified 

computer networks (i.e., NIPRNET) as an "Achilles Heel." There is also recognition of the fact that 

operations in the Pacific are especially reliant on precisely coordinated transportation, communications, 

and logistics networks, given the “tyranny of distance” in the theater. PLA strategists believe that a 

disruptive computer network attack against these systems or affiliated civilian systems could potentially 

delay or degrade U.S. force deployment to the region while allowing the PRC to maintain a degree of 

plausible deniability. 

 

The Chinese are right to highlight the NIPRNET as an attractive and accessible target, unlike its classified 

counterparts. It is attractive because it contains and transmits critical deployment information in the all-

important TPFDL (time-phased force deployment list), which is valuable for both intelligence-gathering 

about US military operations but also a lucrative target for disruptive attacks. In terms of accessibility, it is 

relatively easy to gather data about the NIRPNET from open sources, at least before 9/11. Moreover, the 

very nature of system is the source of its vulnerabilities, since it has to be unclassified and connected to the 



 

 

greater global network, albeit through protected gateways. To migrate all of the NIPRNET to a secure, air-

gapped network would likely tax the resources and bandwidth of DOD's military networks.  
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DoD’s classified networks, on the other hand, are an attractive but less accessible target for the Chinese. 

On the one hand, these networks would be an intelligence gold mine, and is likely a priority computer 

network exploit target. On the other hand, they are a less attractive computer network attack target, 

however, thanks to the difficulty of penetrating its defenses. Any overall Chinese military strategy 

predicated on a high degree of success in penetrating these networks during crisis or war is a high-risk 

venture, and increases the chances of failure of the overall effort to an unacceptable level. Moreover, 

internal PRC writings on information warfare show no confidence in the PRC's ability to get inside 

network-centric warfare aboard deployed ships or other self-contained operational units. Instead, the 

literature is focused on preventing the units from deploying in the first place, and thereafter breaking the 

C4I linkages between the ships and their headquarters. 

 

Chinese CNE or CNA operations against logistics networks could have a detrimental impact on US 

logistics support to operations. PRC computer network exploit activities directed against US military 

logistics networks could reveal force deployment information, such as the names of ships deployed, 

readiness status of various units, timing and destination of deployments, and rendezvous schedules. This is 

especially important for the Chinese in times of crisis, since the PRC in peacetime utilizes US military web 

sites and newspapers as a principal source for deployment information. An article in October 2001 in 

People's Daily, for example, explicitly cited US Navy web sites for information about the origins, 

destination and purpose of two carrier battle groups exercising in the South China Sea. Since the quantity 

and quality of deployment information on open websites has been dramatically reduced after 9/11, the 

intelligence benefits (necessity?) of exploiting the NIPRNET have become even more paramount. 

Computer network attack could also delay re-supply to the theater by misdirecting stores, fuel, and 

munitions, corrupting or deleting inventory files, and thereby hindering mission capability. 

 

The advantages to this strategy are numerous: (1) it is available to the PLA in the near-term; (2) it does not 

require the PLA to be able to attack/invade Taiwan with air/sea assets; (3) it has a reasonable level of 

deniability, provided that the attack is sophisticated enough to prevent tracing; (4) it exploits perceived US 

casualty aversion, over-attention to force protection, the tyranny of distance in the Pacific, and US 

dependence on information systems; and (5) it could achieve the desired operational and psychological 

effects: deterrence of US response or degrading of deployments. 

CONCLUSIONS: IS THE SCENARIO REALISTIC? 

Chinese IO theorists assert that computer networks attacks against unclassified computer systems or 

affiliated civilian systems, combined with a coordinated campaign of short-range ballistic missile attacks, 

"fifth column," and IW attacks against Taiwanese critical infrastructure, could quickly force Taiwan to 

capitulate to Beijing. This strategy exploits serious vulnerabilities, particularly with regards to Taiwanese 

critical infrastructure and U.S. military reliance on the NIPRNET, but is also partially predicated on a set 

of misunderstandings, misperceptions, and exaggerations of both U.S. logistics operations and the efficacy 

of PLA information operations. This final section assesses the balance of these perceptions and 

misperceptions, concluding with an evaluation of the cost-benefit calculus for the PLA in undertaking such 

an effort. 

Chinese Strategies Against U.S. Logistics Systems and Operations 
 

The Chinese are correct to point to the NIPRNET as a potential vulnerability, but would such an attack 

actually produce the desired effect? First, there is the issue of the "ready" carrier battle group at Yokusuka, 

which is only a few days steam away from Taiwan. Though extended re-supply might be degraded, the 

group’s arrival time would not be heavily affected by attacks on the NIPRNET, undermining a strategic 



 

 

goal of the attacks in the first place. In response, PLA analysts point to times in the last several years when 

there was no ready carrier in the Pacific because it was “gapped” in the Mediterranean or in the Persian 

Gulf. More recently, PLA analysts took note of the DOD's formal revision of its strategy from 2 MTWs to 

1 MTW. In both cases, they could envision scenarios in which US forces would require seven or more days 

to arrive near Taiwan, potentially providing China with a "window of opportunity" to carry out rapid 

coercive operations against Taiwan. 

- 66 - 

 

 

 

  

 

 

Second, there is the issue of Chinese characterizations of the U.S. logistics system itself. The Chinese tend 

to overemphasize the U.S. reliance on computers. The writings of some Chinese strategists indicate that 

they believe the U.S. system cannot function effectively without these computer networks. Moreover, PRC 

strategists generally underestimate the capacity of the system to use paper, pencil, fax and phone if 

necessary. In fact, interviews with current logistics personnel suggest that downtime on these systems is a 

regular occurrence, forcing US logistics personnel to periodically employ non-computerized solutions. At 

the same time, there is also evidence that U.S. logistics systems are moving toward increasing automation, 

which would increase the potential impact of an attack against the NIPRNET. 

Third, Chinese analysis seems predicated on questionable assumptions about American casualty aversion, 

particularly the notion that U.S. forces would not deploy to a Taiwan contingency until all of the assets 

were in place. If logistics delays meant that some part of the force protection package would not be 

available, they assume, then U.S. forces would wait until they arrived before intervening in the conflict. 

This is a debatable assumption, particularly given the precedence of the two CVBG deployment in 1996 

and Washington’s considerable interests in the maintenance of peace and stability in the Strait. 

 

Could the Chinese Actually Do It?  

 

In terms of courses of action, interviews and classified writings reveal interest in the full spectrum of 

computer network attack tools, including hacking, viruses, physical attack, insider sabotage, and 

electromagnetic attack. One of the most difficult challenges of this type of analysis is measuring China’s 

actual computer network attack capability. In rough terms, a computer network attack capability requires 

four things, three of which are easy to obtain and one of which is harder. The easy three are a computer, an 

Internet connection, and hacker tools, thousands of which can be downloaded from enthusiast sites around 

the globe. The more difficult piece of the puzzle to acquire is the operator himself, the computer hacker. 

While individuals of this ilk are abundant in China’s urban centers, they are also correctly perceived to be a 

social group unlikely to relish military or governmental service.  

 

The answer may be found in the rise of “patriotic hacking” by increasingly sophisticated, nationalistic 

hacker groups. As demonstrated by the "hacker wars" that followed former Taiwan President Lee Teng-

hui's announcement of "special state-to-state relations," the US bombing of the Chinese Embassy in 

Yugoslavia, and the EP-3 crisis, patriotic hacking appears to have become a permanent feature of Chinese 

foreign and security policy crises in recent years. One the one hand, the emergence of this trend presents 

the PRC military and political leadership with serious command and control problems. Specifically, 

uncontrolled hacking by irregulars against the US and Taiwan could potentially undermine a PRC political-

military coercive diplomacy strategy vis-a-vis Taiwan and the United States during a crisis. Unlike 

traditional military instruments such as missiles, many of the levers of computer network operations by 

"unofficial means" are beyond the control of the Chinese government. This could negate the intended 

impact of strategic pausing and other political signals during a crisis. Yet at the same time patriotic hacking 

offers several new opportunities for the PRC. First, it increases plausible deniability for official Chinese 

CNA/CNE. Second, it has the potential to create a large, if unsophisticated set of operators who could 

engage in disruption activities against US and Taiwan networks. One classified PLA document obtained by 

Taiwan intelligence emphasizes the use of the "unofficial power of IW" and highlights the role of non-state 

actors in achieving state coercion goals. 

 



 

 

For these reasons, some Western analysts have been tempted to assert that the patriotic hackers are 

“controlled” by Beijing. Among the arguments marshaled to support this thesis is the fact that consistently 

harsh punishments are meted out to individuals in China committing relatively minor computer crimes, 

while patriotic hackers appear to suffer no sanction for their brazen contravention of Chinese law. Other 

analysts begin from the specious premise that since the Chinese government “owns” the Internet in China, 

therefore patriotic hackers must work for the state. Still others correctly point to the fact that a number of 

these groups, such as Xfocus and NSFocus, appear to be morphing into “white-hat” hackers (i.e., becoming 

professional information security professionals), often developing relationships with companies associated 

with the Ministry of Public Security or the ministry itself. Yet interviews with hackers and officials 

strongly suggest that the groups truly are independent actors, more correctly labeled “state-tolerated” or 

“state-encouraged.” They are tolerated because are “useful idiots” for the regime, but they are also careful 

not to pursue domestic hacking activities that might threaten “internal stability” and thereby activate the 

repression apparatus. Indeed, most of the groups have issued constitutions or other organizing documents 

that specifically prohibit members from attacking Chinese web sites or networks.  
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Even if it is true that patriotic hacker groups are not controlled by the state, Beijing is still worried about 

the possible effect of their behavior in a crisis with the United States and/or Taiwan. Analysis of several 

recent "hacker wars" over the last two years suggests an evolving mechanism for shaping the activities of 

"patriotic hackers.” In August 1999, after the conclusion of the cross-strait hacker skirmish that erupted in 

the wake of Taiwan President Li Teng-hui's declaration that the island's relationship to the mainland was a 

"state-to-state relationship," a Liberation Army Daily article lauded the "patriotic hackers" and encouraged 

other hackers to join-in during the next crisis with Taiwan. In April 2001, Guangzhou Daily reprinted 

without attribution a Wired article on the impending outbreak of a "hacker war" between Chinese and 

American hackers, which many hackers saw as a sign of government backing. A media-generated hacker 

war thereafter ensued, with Chinese and American hackers defacing hundreds, if not thousands, of web 

sites. In May 2001, however, an authoritative People's Daily article rebuked both Western and Chinese 

hackers, calling activities by both sides "illegal." This signaled to the hackers that the state had withdrawn 

its sanction of their activities, and hacker activity quickly tapered off in response to the warning.  

 

A year later, patriotic hacker chat rooms were filled with discussion and planning for a “first anniversary” 

hacker war. In late April 2002, on the eve of the proposed conflict, People’s Daily published another 

unsigned editorial on the subject, decrying the loose talk about a hacker war and warning of serious 

consequences. Participants in the hacker chat rooms quickly recognized the signal, and the plans for a new 

hacker war were abandoned. In neither case could this dynamic be called control, but instead reflects the 

population’s keen sensitivity to the subtle messages in government propaganda, which continues to 

successfully create a Leninist climate of self-deterrence and self-censorship that is more powerful than 

active state repression. As some groups move into “white-hat” positions, however, the relationship might 

actually transition from a ruler-ruled dynamic to a partnership motivated by reasons ranging from 

nationalism to naked self-interest. 

 

A final issue related to measuring capability involves the assessment of a group or country’s ability to 

generate new attack tools or exploits. Outside analysts, many of whom are programmers themselves, tend 

to reify countries like Russia that abound with highly talented programmers, and look down upon countries 

or individuals that simply use off-the-shelf “script kiddie” tools like distributed denial of service (DDOS) 

programs. DDOS is admittedly a blunt instrument, but a fixation on finding more sophisticated attacks, 

which reflects the widely-held but logically tenuous assumption that state-sponsorship correlates with 

sophistication, may be counterproductive. Instead, analysts should employ a simple “means-ends” test. In 

the Chinese case, DDOS, despite its relatively simplicity, looks like the right tool for the right mission. 

From the Chinese point of view, for example, hammering the NIPRNET and forcing it to be taken down 

for repairs would be considered an operational success, since it could potentially delay or degrade U.S. 

logistics deployments to Taiwan. 
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In conclusion, therefore, a strategy to disrupt U.S. logistics systems with computer network attack seems 

well-matched to U.S. vulnerabilities and Chinese capabilities, though the final operational impact of the 

effort may be undermined by important Chinese misperceptions about political will and the nature of U.S. 

logistics operations. 

 
 

Panel  III:   Discuss ion,  Quest ions  and Answers  

 

 HEARING COCHAIR BROOKES:   Thank you.  
 I  have  a  few commiss ioners  wi th  ques t ions .  I 'm going to  s tar t .   I  
open th is  up  to  the  panel ,  whoever  would  l ike  to  respond.   Do we have 

any sense  of  the  amount  of  resources  in  terms of  personnel ,  schools ,  
budget ,  tha t  China  i s  devot ing to  cyber  warfare?  
 DR.  MULVENON:  I t  i s  in teres t ing .   There  i s  a  t remendous  
amount  of  informat ion avai lable  about  cer ta in  ins t i tu t ions  in  China .   I  

th ink we have a  very  good unders tanding wi th in  China  of  which 
ins t i tu t ions  are  involved in  cyber  warfare- re la ted  R&D, par t icular ly  
good unders tanding of  where  i t  happens  wi th in  the  profess ional  

mi l i ta ry  educat ion  f ramework,  p laces  l ike  the  Wuhan Communicat ions  
Command Academy,  whose  curr icula  came in to  our  hands  through open 
sources  a t  one  point .  
 Again ,  I  share  Tim Thomas '  v iew that  the  level  of  de ta i l  and 

sophis t ica t ion  in  tha t  curr iculum was  ac tual ly  qui te  as tonishing.   
Cer ta in ly  changed our  assessment  of  where  we thought  the  Chinese  

were  in  terms of  sophis t ica t ion .  
 But  I  would  s imply  caut ion tha t  we of ten  get  in to  a  game wi th  
China  of  sor t  of  thousands  and thousands ,  there  are  50,000 In ternet  
pol ice ,  there  are  50,000 Chinese  mi l i ta ry  hackers  be ing t ra ined,  when 
in  fac t  I  would  argue,  and perhaps  th is  jus t  ref lec ts  my own misspent  

youth  as  a  computer  hacker ,  tha t  a  very  smal l  number  of  people  

opera t ing  in  a  h ighly  secure  compar tmented way can have a  pre t ty  
devas ta t ing  ef fec t ,  and I 'm not  te r r ib ly  in teres ted  in  how many zeroes  
there  are  af ter  the  number  of  personnel  tha t  a re  involved in  i t .  
 The Chinese  wri te  about  how they want  th is  to  be  a  careful ly  
contro l led  nat ional  ac t iv i ty .   I  th ink there 's  a  lo t  of  mis informat ion on 

the  s t ree t  about  Chinese  informat ion warfare  mi l i t ias  opera t ing  in  rura l  
a reas  conduct ing computer  ne twork a t tack .  
 I  th ink there 's  a  lo t  of  misunders tanding about  some of  tha t  da ta ,  
but  f rom a  resource  perspect ive ,  we do see  a  very  robust ,  for  ins tance ,  
R&D funding ef for t  underway under  por t ions  of  the  863 Program and 

other  na t ional  defense  S&T programs,  to  be  able  to  fund on the  
technica l  s ide  as  wel l  as  the  technique s ide  and even on the  defens ive  

s ide  to  improve the  Chinese  mi l i ta ry 's  abi l i ty  to  conduct  computer  



 

 

network opera t ions .  
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 HEARING COCHAIR BROOKES:  Mr.  Thomas,  do  you have 
anything to  add to  tha t?  

 MR.  THOMAS:  Yes .   One of  the  ques t ions  we ' re  of ten  asked is  

what 's  the  purpose  of  a l l  these  numbers?   Like  James  has  sa id ,  you 

know,  we hear  the  30,000,  the  50,000 a l l  the  t ime.   I  th ink the  las t  I  

heard  on computer  hackers  was  250 groups .   People  have  asked is  th is  

par t  of  the i r  informat ion deter rence  theory  as  wel l?  By get t ing  us  to  

th ink there  are  so  many people  or  groups  involved there ,  tha t  we then 

overes t imate  the i r  capabi l i t ies  and,  in  fac t ,  then become par t  and 

parcel  of  the i r  informat ion deter rence  under taking.  

 So I  would  have to  go a long wi th  what  James  sa id  on tha t  

because  i t ' s  qui te  s tunning when you look around a t  the  number  of  

groups  tha t  they profess  to  have  a l l  the  t ime.  

 The o ther  th ing tha t  was  in teres t ing ,  s ince  James  ment ioned the  
Wuhan curr iculum,  the  o ther  th ing tha t  was  in teres t ing  to  me from the  

curr iculum here  was  the  course  t i t led  “An in t roduct ion to  U.S.  and 

Taiwanese  socia l  informat ion sys tems.”   Taiwan and the  U.S.  were  the  

only  two countr ies  ment ioned in  a l l  of  these  four  semesters  of  courses .  

A reference  to  socia l  sys tems means  they may be  looking a t  th ings  l ike  

Facebook and others  as  wel l .  

 So  the  recrui t ing  effor t  or  the  abi l i ty  to  ge t  in  and manipula te  or  

f ind  what  some young person who is  connected  to  someone on th is  

Commiss ion might  be  th inking,  you know,  there 's  o ther  areas  here  

where  they may be  probing as  wel l .  That ' s  about  a l l  I  would  have to  

add.  

 HEARING COCHAIR BROOKES:  I  have  one  quick  ques t ion .   

Do we,  when we ta lk  about  computer  ne twork opera t ions  or  ac t iv i t ies ,  

have  we given much thought  to  what  const i tu tes  aggress ion or  

hos t i l i ty?  

 I  open tha t  up  to  the  panel  as  wel l .  

 COLONEL McALUM:  I  th ink that  ge ts  back very  much to  the  

point  of  d iscuss ion on lexicon,  ge t t ing  tha t  r ight .   For  us ,  f rom the  

Depar tment  of  Defense  perspect ive ,  when something becomes 

d is rupt ive ,  I  th ink you s tar t  to  ge t  in to  the  point  where  tha t  ac t ion  

could  become something ca l led  an  a t tack  or  maybe not  even dis rupt ive  

in  the  sense  tha t  we ' re  going to  deny service ,  but  i f  you begin  
manipula t ing  informat ion or  cause  a  loss  of  conf idence  in  your  

informat ion or  your  informat ion sys tems,  I  th ink we would  s tar t  to  ge t  

in to  an  area  tha t  we would  have to  ta lk  about  be ing,  again  f rom a  

d is rupt ive  perspect ive ,  something much more  f i t s  tha t  model  versus  the  

data  mining,  da ta  col lec t ion ,  reconnaissance  th ings  we 've  been ta lk ing 

about .  

 MR.  THOMAS:  I  could  add a  l i t t le  b i t  here  f rom a  Russ ian  



 

 

perspect ive  tha t  t ies  in to  the  Chinese ,  and that  i s  the  focus  of  what 's  
going on in  Russ ia  r ight  now.   They are  ser ious ly  looking a t  how to  

def ine  informat ion aggress ion,  informat ion ter r i tory .   I  know th is  

morning you had a  br ief  d iscuss ion about  te r r i tory .  
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 The  Russ ians  make a  point  tha t  they ' re  l inking up wi th  the  

Chinese  and the  Shanghai  Coopera t ion  Organizat ion  and other  areas  

where  they ' re  ta lk ing about  these  i ssues ,  and I  don ' t  know who wi th in  

the  Sta te  Depar tment  i s  par t  of  tha t  d iscuss ion,  but  I  would  hope tha t  

they s tay  in  touch wi th  th is  i ssue ,  because  i t  i s  impor tant  to  f ind  out  

where  these  i ssues  are  being taken by the  in ternat ional  communi ty .  

 In  fac t ,  wi th  Russ ia ,  I  would  say  tha t  tha t  i s  one  of  the i r  b igger  
goals ,  to  shape tha t  argument .  

 DR.  MULVENON:  Commiss ioner ,  you ra ise  one  of  the  key 

issues  tha t ' s  so  d i f f icul t  to  ta lk  about  in  th is  area .   The Cyber  Conf l ic t  

S tudies  Associa t ion  for  the  las t  year  has  been running a  ser ies  of  

workshops  on cyber  deter rence  and t ry ing to  apply  the  tools  of  Tom 
Schel l ing  and Herman Kahn and others ,  you know,  " the  greats ,"  to  th is  

problem,  and f inding,  much to  our  f rus t ra t ion ,  tha t  many of  those  

tools ,  those  s t ra tegic  concepts ,  those  s t ra tegic  pr incip les ,  fa l l  down 

wi th  the  technica l  rea l i t ies  of  cyber  warfare ,  and par t icular ly  the  

a t t r ibut ion problem we 're  f inding undermines  many i f  not  a l l  of  the  

p i l la rs  tha t  we 've  come to  re ly  on.  

 I f  you don ' t  know who is  a t tacking you,  then i t ' s  very  d i f f icul t  to  

be  able  to  f igure  out  how to  respond.   I f  you can ' t  be  guaranteed of  

ef fec t ,  which is  a  problem wi th  computer  ne twork a t tack,  then you 

can ' t  develop e i ther  propor t ional  or  d ispropor t ional  response  and re ly  

on i t  in  the  way that  we could  re ly  on the  ef fec ts  of  nuclear  weapons  

1977 and the  wheel  of  death  to  assure  us  tha t  th is  amount  of  pounds  

per  square  inch of  overpressure  was  going to  do the  fo l lowing to  the  

fo l lowing type  of  bui ld ing.  

 In  tha t  k ind of  rea lm,  f igur ing how we poss ib ly  could  e i ther  

de ter  or  compel  and where  tha t  l ine  of  aggress ion is ,  g iven the  

d i f f icul t ies  we have wi th  a t t r ibut ion,  becomes very ,  very  d i f f icul t ,  

par t icular ly  i f ,  as  I  sa id ,  you consider  a  scenar io  in  which the  Chinese  

in i t ia te  the  a t tack,  for  ins tance ,  wi th in  CONUS.  How is  tha t  def ined?  

 HEARING COCHAIR BROOKES:   This  ques t ion  came up 

recent ly  wi th  the  denia l  of  service  a t tacks  on Estonia .  The defense  

minis ter ,  i f  I  remember  correc t ly ,  ta lked about  invoking Art ic le  5  of  
NATO.  So th is  i s  a  b ig  ques t ion,  th is  ques t ion  of  escala t ion ,  moving 

f rom non-kinet ic  to  k inet ic .   But  these  are  some th ings  we should  be  

th inking about .  

 Commiss ioner  Blumenthal .  
 COMMISSIONER BLUMENTHAL:  Thank you.   I 'm 

Commiss ioner  Blumenthal  and I  too  have been a  v ic t im of  Chinese  



 

 

cyber  cr ime in  the  in teres t  of  fu l l  confess ional ,  and I  have  an  appet i te  
for  vengeance  mysel f ,  but  I 'm subl imat ing i t .  
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 There  are  cer ta in  concepts- - I 'm looking for  the  r ight  analog and I  

asked th is  of  the  space  people  ear l ier  today--and the  Colonel  

ment ioned today th is  ques t ion  of  an  in t rus ion in to  an  Air  Force  base  

versus  an  a t tack  on an  Air  Force  base ,  ment ioned the  words  "e lec t ronic  
dominance  in  2050."  

 Dr .  Mulvenon ment ioned the  Cyber  Conf l ic t  S tudies  Associa t ion  

wi th  a l l  the  analogs  to  ear l ier  RAND studies  of  de ter rence .   But- - th is  

i s  a  ques t ion  I  asked of  the  space  people  too-- in  a  war t ime s i tua t ion ,  i s  

i t  even poss ib le  for  the  Uni ted  Sta tes  to  gain  supremacy or  dominance  

or  super ior i ty  over  the  e lec t romagnet ic  spect rum?  Or  anyone to  

ac tual ly  gain  dominance  over  i t  in  a  way that  we would  want  to  in  

o ther  domains  to  conduct  opera t ions?  

 And what  do  the  Chinese  mean by e lec t ronic  dominance  in  2050?  

 Two re la ted  ques t ions .  

 COLONEL McALUM:  Wel l ,  i t ' s  a  grea t  ques t ion ,  s i r ,  and our  

depending on the  type  of  e lec t ronic  and network sys tems that  require  

the  medium that  we ' re  ta lk ing about  here ,  i t ' s  a  s igni f icant  chal lenge.   

I 'm sure  you heard  about  our  concerns  about  jamming of  sa te l l i te  

communicat ions  as  wel l  as  o ther  space-based capabi l i t ies .    

 When you ro l l  in  the  abi l i ty  to  d is rupt  the  f low of  b i t s  and bytes  

and informat ion across  data  networks ,  whether  those  are  deployment  

orders  or  spare  par t  orders  or  whatever ,  or  the  f low of  imagery  f rom 

UAVs in  over  one  par t  of  the  wor ld  back to  the  s ta tes ,  I  th ink tha t  the  

concept  of  e lec t ronic  magnet ic  dominance  means  the  abi l i ty  f rom an 

adversary 's  perspect ive  i s  to  prevent  our  use  of  those  capabi l i t ies  or  

s igni f icant ly  h inder  our  fu l l  abi l i ty  to  use  i t  to  our  benef i t .  

 I 'm not  sure  tha t  any adversary  could  expect  to  lay  to ta l  c la im to  

any of  those  mediums and a t  the  same t ime deny our  use  of  i t .   So  I  

th ink i t ' s  a  case  of  those  how much can they d is rupt  our  abi l i ty  to  take  

advantage  of  i t  and add disrupt ion in to  our  sys tems and processes  
versus  somehow lay  c la im and dominate  i t  as  we would  the  a i rspace  

over  a  par t icular  ta rget .  

  COMMISSIONER BLUMENTHAL:  What  about  ourse lves?  

 Can we dominate ,  i f  we wanted to ,  in  war t ime?  I s  tha t  even 

something tha t ' s  a t ta inable ,  the  dominance  of  the  e lec t romagnet ic  

spect rum?   

 COLONEL McALUM:  I  would  fee l  more  comfor table  ta lk ing 

about  tha t  one  off l ine  or  taking i t  for  the  record .  

 DR.  MULVENON:  I  would  s imply offer  a  s l ight ly  d i f ferent  

perspect ive  as  wel l ,  which i s  to  say  tha t  in  a  recent  of fs i te  I  a t tended 

for  OSD,  tha t  was  looking a t  th is  cyber  de ter rence  i ssue ,  i t  was  pos i ted  

tha t  we shouldn ' t  t rap  ourse lves  into  th inking about  cyber- for-cyber ,  



 

 

elec t ronic- for-e lec t ronic ,  but  we should ,  in  fac t ,  begin  wi th  the  
premise  tha t  we have a l l  of  the  tools  of  the  fu l l  spect rum of  U.S.  

na t ional  power ,  and tha t  in  many cases ,  i t  may not  be  to  the  U.S.  

advantage  to  respond to  an  e lec t ronic  or  a  cyber  in t rus ion or  cyber  

a t tack  s imply  in  tha t  rea lm,  but  tha t  we may in  fac t  want  to  take  
advantage  of  escala t ion  dominance  tha t  we have in  o ther  e lements  of  

na t ional  power ,  whether  i t ' s  mi l i ta ry  or  economic ,  and tha t  we should  

look a t  tha t  toolki t  the  ent i re  t ime.   

- 72 - 

 

 

 

  

 

 And so  whi le  there  may be  a  problem in  the  e lec t ronic  area ,  the  

bes t  way for  us  to  repel  tha t  a t tack  or  to  compel  i t  to  s top  would  be  in  

o ther  areas  of  na t ional  power .  
 As  for  the  Chinese  def in i t ion  of  e lec t ronic  dominance ,  I  f ind  

them to  be  qui te  confused and sca t tered  on the  i ssue .   I 've  read 

everything f rom i t  be ing def ined as  s imply  being able  to  carry  out  area  
or  access  denia l ,  e lec t ronic  dominance  in  a  cer ta in  area  c lose  to  

China 's  borders  around Taiwan in  terms of  e lec t ronic  warfare  
dominance .  
 I 've  seen i t  descr ibed wi th in  the  informat iza t ion  l i te ra ture  as  

China  i s  pushing i t s  own var iance  of  a l l  of  the  wor ld 's  informat ion 

communicat ion  protocols ,  us ing the i r  market  access  as  leverage  to  

fo is t  bas ica l ly  VHS upon a  Betamax world ,  to  br ing infer ior  s tandards ,  
because  so  much of  the  equipment  i s  made in  China ,  to  inf ras t ructure  
dominance .  
 There 's  a  la rge  debate  about  what  percentage  of  the  submarine  
cables  in  the  Paci f ic  are  ac tual ly  control led  by Chinese  or  Chinese-

aff i l ia ted  ent i t ies  and whether  tha t  infras t ructure  dominance  could  be  
leveraged in  war t ime.   So I  th ink i t  works  a t  a  lo t  of  d i f ferent  levels .  
 COMMISSIONER BLUMENTHAL:  But  jus t  to  pursue  th is  
ques t ion  of  when you look a t  China  and the  ant i -access  threa t ,  in  war  
t ime,  when i t  comes to  a i r  defenses  and so  for th ,  and anyone taking on 
China  in  a  conf l ic t  would  want  to  suppress  those ,  would  we have the  

same capabi l i ty  to  suppress  a t tacks  on our  abi l i ty  to  opera te  wi th in  the  

e lec t romagnet ic  spect rum from radio  f requency to  NIPR and SIPR?  
 Again ,  i s  tha t  an  a t ta inable  goal  on  our  par t  as ,  le t ' s  say ,  

suppress ing an  a i r  defense  sys tem would  be?   I s  tha t  a  correc t  way to  

even th ink about  i t?    
 DR.  MULVENON:  I  agree  tha t  our  speci f ic  capabi l i t ies  in  tha t  
a rea  are  probably  bes t  d iscussed off l ine ,  but  I  would  jus t  s imply  
h ighl ight  a  key di f ference  between the  Chinese  and U.S.  sys tems,  

which is  tha t  as  i s  wel l -known,  more  than 90 percent  of  our  cr i t ica l  

inf ras t ructure ,  upon which a  lo t  of  our  unclass i f ied  capabi l i ty  in  

par t icular  r ides ,  i s  in  pr iva te  sec tor  hands ,  whereas  in  the  Chinese  
case ,  the  inf ras t ructure  backbone tha t  they opera te  on  in  in ter ior  l ines  
i s  quas i -publ ic .  



 

 

 And so  the  extent  to  which tha t ' s  leverageable  in  a  war t ime 
scenar io  or ,  to  use  the  correc t  Chinese  phrase ,  to  be  able  to  be  

mobi l ized  in  a  Taiwan scenar io  i s  a  fundamenta l ly  d i f ferent  s t ructura l  

aspect  of  our  two countr ies .  
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 COMMISSIONER BLUMENTHAL:  Thank you.  

 HEARING COCHAIR BROOKES:   Thank you.   Commiss ioner  

Wessel .  

 COMMISSIONER WESSEL:   Thank you for  be ing here .   I t ' s  a  

fasc inat ing subject ,  and as  you pointed  out ,  having read a  2001 CRS 

repor t ,  I 'm sure  tha t  we wi l l  cont inue  to  be  deal ing  wi th  th is  topic  for  

qui te  some t ime.  

 I 'd  l ike  to  chal lenge the  not ion  of  per imeter  secur i ty  in  a  way 

and going off  of  Mr.  Thomas,  who had a  number  of  sayings ,  i t  sounds  

to  me l ike  the  Chinese  are  speaking sof t ly  but  se l l ing  us  the i r  b ig  

s t ick .  

 We saw Lenovo two years  ago t ry ing to  se l l  roughly  a  thousand 

computers  especia l ly  des ignated  for  the  SIPRNET at  the  Sta te  

Depar tment .   Ul t imate ly ,  tha t  sa le  d id  not  go  through.  

 I f  you look a t  Cisco and many other  router  companies  and others ,  

much of  the  inf ras t ructure ,  much of  the  per imeter  you ta lked about ,  i s ,  

in  fac t ,  be ing produced offshore  and a  s igni f icant  amount  of  tha t  

increas ingly  in  China .  

 I  saw press  repor ts  ear l ie r  th is  year ,  tha t  there  were  up to  

300,000 hard  dr ives  tha t  had been re turned to  an  Asian  country  for  

concerns  about  whether  there  was  imbedded sof tware  in  those  hard  

dr ives  or  in  the  BIOS,  as  I  reca l l .   Should  we be  looking a t  a  d i f ferent  

def in i t ion?   Can we,  in  fac t ,  have  a  secure  per imeter  i f ,  in  fac t ,  the  
Chinese  are  he lp ing to  bui ld  tha t  per imeter?  

 COLONEL McALUM:  I ' l l  s tar t  of f  on  that  one ,  s i r .   I  would  

agree .   I 'm not  sure  you could  put  a  lo t  of  s tock in  bui ld ing a  secure  

per imeter .  I  don ' t  l ike  to  th ink of  i t  so  much as  a  fence  as  ra ther  more  

as  a  f i l te r .   And so  f rom a  DoD perspect ive ,  we see  the  per imeter  as  an  

oppor tuni ty  to  f i l te r  out  some noise .  

 We ta lked about  the  s igni f icant  increase  in  mal ic ious  sof tware  

and ac t iv i ty  on the  In ternet ,  so  f rom our  perspect ive ,  today we le t  a  lo t  

of  tha t  in  our  per imeter  for  technologica l  reasons  of  how i t  was  

archi tec ted  f rom the  beginning.  

 Based on some of  the  capabi l i t ies  tha t  we have in  p lace  and are  

deploying,  and not  a l l  of  tha t  i s  necessar i ly  commercia l  of f - the-shel f  

technology,  we see  an  oppor tuni ty  to  s tar t  f i l te r ing  down and reducing 

what  we ca l l  the  whi te  space  in  order  to  focus  on those  more  ser ious  

problems that  wi l l  undoubtedly  pass  through.  

 Again ,  the  idea  of  a  fence ,  agreed.   I  don ' t  th ink tha t ' s  something 

tha t  we look a t  i t  f rom a  per imeter  secur i ty  perspect ive ,  more  as  an  



 

 

oppor tuni ty  to  f i l te r ,  and we are  concerned about  the  type  of  
inf ras t ructure  tha t  would  be  in  p lace .  
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 COMMISSIONER WESSEL:   But  f rom a  g lobal  sourc ing 

perspect ive  and going off  of  the  PC World  or  PC Magazine ,  th ings  tha t  

are  commonly known,  not  a l l  open source ,  you have remote ly- t r iggered 

v i ruses ,  remote ly- t r iggered exf i l t ra t ion  devices ,  e t  ce tera .   Much of  
tha t  can  be  bui l t  in to  the  hardware ,  the  chips ,  e t  ce tera .   As  I  reca l l ,  
we have one t rus ted  foundry and that ' s  for  hardened chips ,  not  for  

des igning sof tware  control  chips .  
 What  are  we doing about  the  g lobal iza t ion  of  the  supply  chain  
for  th is  per imeter  because  i t ' s  not  secure ,  jus t  as  you descr ibed.   There  
could  be ,  in  fac t ,  la tent  problems that  can  be  t r iggered la ter  on .  
 COLONEL McALUM:  You 've  asked a  tough ques t ion,  f rom a  

supply  chain  perspect ive  in  a  g lobal ized economy,  very ,  very  d i f f icul t .  

 I  can  only  speak f rom the  Depar tment  of  Defense  perspect ive .   Much 
of  what  we deploy,  and again ,  I ' l l  jus t  ta lk  in  genera l i t ies  here ,  f rom 

sof tware ,  enterpr ise  sof tware  capabi l i t ies ,  and some of  the  
inf ras t ructure  tha t  we ' re  deploying,  we put  a  lo t  of  emphasis  on  t ry ing 

to  unders tand where  i t  came f rom and who 's  touched i t .  
 We can ' t  do  i t  a l l ,  but  we put  again ,  f rom a  r i sk  management  
perspect ive ,  you put  more  emphasis  on  cer ta in  par ts  of  your  
inf ras t ructure  than o thers ,  but  i t ' s  a  very  b ig  chal lenge in  a  g lobal ized 
world .  
 COMMISSIONER WESSEL:   Ei ther  of  the  o ther  wi tnesses?  
 DR.  MULVENON:  Commiss ioner ,  I  would  obviously  agree  tha t  

supply  chain  i s  a  b ig  problem,  par t icular ly  g iven the  increas ing 
percentage  of  these  products  tha t  a re  being manufactured in  China ,  the  

pressure  tha t ' s  be ing put  on  some of  these  companies  to  inc lude  

Chinese  s tandards ,  which involves  g iv ing up source  code for  Chinese-
des ignated  companies  to  then be  able  to  bui ld  the  APIs  to  make them 

compat ib le  wi th  those  Chinese  s tandards .  
 But ,  we should  a lso  look c loser  to  home as  wel l  as  in  the  sense  
tha t ,  as  a  Mac user  s ince  '87 ,  I  can  te l l  you tha t  Microsof t  and i t s  

buggy code probably  represents  a  far  graver  informat ion warfare  threa t  

to  the  Uni ted  Sta tes  than a  lo t  of  backdoor  Chinese  equipment .   But  as  
long as  we have a  low bid  acquis i t ion  s t ra tegy in  tha t  a rea ,  we ' re  going 

to  go down that  road,  and i t  requires  much more  a t tent ion  to  code 
audi t ing  and hardware  audi t ing  than we do r ight  now.  
 I  th ink people  are  only  beginning to  rea l ize  the  imbedded 

vulnerabi l i t ies  tha t  we have  because  of  those  supply  chains  and I  th ink 

a  lo t  of  the  recent  changes  in  the  expor t  cont ro l  regimes  are  a  
ref lec t ion  of  people 's  concerns  about  tha t .   But  i t ' s  not  moving near ly  
as  quickly  as  I 'd  l ike .  
 COMMISSIONER WESSEL:   Thank you.  



 

 

 HEARING COCHAIR BROOKES:   Thank you.   Commiss ioner  
Fiedler .  
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 COMMISSIONER FIEDLER:  I 'd  l ike  to  get  back to  the  

a t t r ibut ion  problem.   I t  s t r ikes  me tha t  a t t r ibut ion  i s  a  problem in  

peacet ime and less  of  a  problem as  we are  approaching conf l ic t  

because  there  would  l ike ly  be  o ther  ac t iv i t ies  and informat ion 

avai lable  to  us  to  indica te  who the  culpr i t  i s .   Am I  wrong?  

 COLONEL McALUM:  That ' s  a  grea t  point .   I  want  to  

d i f ferent ia te  or  add a  l i t t le  b i t  to  what  was  previous ly  d iscussed on 

a t t r ibut ion .   So there  are  rea l ly  two aspects  of  a t t r ibut ion .   There 's  a  

technica l  a t t r ibut ion  problem which i s  what 's  the  las t  box of  or ig in  or  

where  i s  the  box physica l ly  located?   The box might  be  located  on an  

educat ional  ne twork or  a  commercia l ized  P  in  some other  country ,  but  

then there  i s  the  problem of  ac tor  a t t r ibut ion ,  whose  f ingers  are  on the  

keyboard .   And that  ge ts  in to  who 's  caus ing tha t  box to  be  a  problem 
for  you,  and they may be  s i t t ing  somewhere  e lse .  

 Then,  you have to  unders tand in tent  and so  for th .   So ac tor ,  the  

technica l  a t t r ibut ion  and the  ac tor  a t t r ibut ion  are  d i f ferent ,  and one  

may be  eas ier  to  de termine  than the  o ther ,  and in  a  cr i s i s  s i tua t ion  or  a  

ramp-up to  a  cr i s i s  s i tua t ion ,  I  would  only  ta lk  in  genera l i t ies ,  tha t  

cer ta in ly  there  would  be  a  lo t  more  emphasis  on  in te l l igence ,  

indica t ions  of  warning,  and other  assets  tha t  might  be  able  to  he lp  

speed up tha t  process ,  but  ident i fy ing technica l  a t t r ibut ion  i s  one  

problem.   I t  may happen quicker  than the  o ther  par t  of  the  ac tor  and 

in tent  and so  for th .  

 DR.  MULVENON:  I  would  agree  wi th  tha t  complete ly .   I  th ink 

there  would  be  a  lo t  of  o ther  indica tors  and warning in  a  cr is i s  in  a  

war t ime s i tua t ion .   I  would  say ,  though,  f rom my own personal  

exper ience ,  even looking a t  the  in t rus ion forens ics  agains t  my own 

personal  sys tems ra ther  than the  work we 've  done wi th  the  Depar tment ,  

tha t  f rom log data  a lone ,  i t ' s  very ,  very  d i f f icul t  to  f igure  out  what 's  

going on because  a l l  you see  i s  tha t  las t  hop.  

 The sof tware  i s  usual ly  a  cut -  and-pas te  pas t iche  of  a  thousand 

di f ferent  authors ,  but  I  wi l l  say  tha t  in  the  absence  then of  compel l ing  

smoking gun evidence ,  we of ten  s i t  back and we say to  ourse lves  "cui  

bono,"  who would  benef i t  f rom this  sor t  of  th ing?   Your  average  

hacker  i s  very  in teres ted  in  credi t  card  numbers ,  they ' re  very  

in teres ted  in  buying and rent ing  botnets  to  organized cr ime and a  

number  of  o ther  th ings .  

 They tend not  to  be  as  fasc inated  wi th  mind-numbingly  bor ing 

NIPRNet  conf igura t ion f i les  publ ished by Transcom.   So in  tha t  

s i tua t ion ,  I  tend to  ask  mysel f  who in  the  wor ld  would  be  in teres ted  in  

th is  sor t  of  th ing?   And there ,  suspic ion of ten  moves  to  the  people  who 

expl ic i t ly  wr i te  about  the  extent  to  which NIPRNet  and those  types  of  



 

 

unclass i f ied  sys tems tha t  run  logis t ics  informat ion on them would  be  
pr ime targets  in  a  war t ime scenar io .  
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 I t  may not  be  the  Chinese  government  i t se l f  tha t  i s  doing i t .   I t  

may be  proxies .   I t  may be ,  as  we 've  seen in  the  China  espionage 

wor ld ,  what  I  ca l l  espionage ent repreneurs ,  people  who acquire  th ings  

and then go looking for  a  cus tomer  for  them.   They may not  be  d i rec ted  
to  acquire  tha t  informat ion,  but  they know that  i t  has  value ,  and then 

again  in  addi t ion  to  who benef i t s ,  i t ' s  where  does  i t  end up and who 

could  i t  poss ib ly  benef i t?  

 So in  the  absence  of  technical  a t t r ibut ion ,  which i s  a  very  

d i f f icul t  problem that ' s  endemic  to  the  nature  of  the  way the  In ternet  i s  

a rchi tec ted  and has  been archi tec ted for  i t s  h is tory ,  we fa l l  back on 

more  socia l  e lements  and t ry ing to  unders tand mot ivat ion  and 

in tent ion .  

 COMMISSIONER FIEDLER:  Thank you.   Another  ques t ion on 
cr i t ica l  inf ras t ructure .   We 've  ta lked a  lo t  about  in t rus ions  in to  

government  ne tworks .   What  about  in t rus ions  in to  our  cr i t ica l  

inf ras t ructure  and the  re la t ionship  tha t  our  government  has  wi th  our  

pr ivate  sec tor  providers  of  power?  

 COLONEL McALUM:  I ' l l  jus t  add a  l i t t le  b i t  to  tha t  one .   I  

would  te l l  you that  Depar tment  of  Homeland Secur i ty  would  be  the  
bes t  to  d iscuss  tha t  in  de ta i l .   I  wi l l  te l l  you f rom my own knowledge 

tha t  there  has  been a  cer ta in  amount  of  ac t iv i ty  and ef for t  working 

wi th  indust ry  and the  Depar tment  of  Homeland Secur i ty  and law 

enforcement  to  take  a  look a t  vulnerable  sys tems tha t  a re  suppor t ing  

our  cr i t ica l  inf ras t ructure  to  inc lude  SCADA-l ike  sys tems,  Supervisory  

Control  and Data  Acquis i t ion  sys tems,  very  impor tant  to  a  lo t  of  our  

indust r ia l  opera t ions .  

 I  would  a lso  point  out  anything tha t ' s  connected  to  the  In ternet ,  

tha t ' s  access ib le  f rom the  In ternet  remote ly ,  i s  potent ia l ly  vulnerable .   

And so  there  i s  a  lo t  of  concern  about  what  might  those  type  of  

sys tems out  there  today tha t  a re  many t imes  bui l t ,  s tovepipe  sys tems 
bui l t  over  t ime,  legacy sys tems,  tha t  may not  have  been bui l t  wi th  

secur i ty  in  mind,  how vulnerable  might  they be  to  some types  of  cyber  

compromise?  

 So a  lo t  of  ef for t  I  th ink has  gone in to  tha t  and I  would  jus t  

point  you in  the  d i rec t ion  of  the  Depar tment  of  Homeland Secur i ty  I  

th ink for  more  informat ion.  

 COMMISSIONER FIEDLER:  Anybody e lse?   Thank you.  

 HEARING COCHAIR BROOKES:   Thank you.   Commiss ioner  

Reinsch.  

 HEARING COCHAIR REINSCH:  Thank you.   I  wasn ' t  going to  
get  in to  th is ,  but  s ince  Commiss ioner  Fiedler  ra ised  i t ,  le t  me pursue  

tha t  las t  l ine  for  a  minute .   Dr .  Mulvenon,  you might  want  to  have  a  



 

 

comment  as  wel l  as  Colonel  McAlum.  
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 Cr i t ica l  infras t ructure  in  the  pr iva te  sec tor  i s  something I  
worked on when I  was  in  the  Cl in ton adminis t ra t ion  where  we t r ied  to  
get  the  re la t ionship  between the  government  and the  pr ivate  par t ies  
organized so  the  la t ter  could  do a  bet ter  job  of  protec t ing  themselves .  
 My impress ion jus t  f rom open sources  and media  i s  tha t  th ings  
haven ' t  progressed a l l  tha t  much in  the  las t  ten  years .   Am I  wrong 

about  tha t?  
 DR.  MULVENON:  Wel l ,  s i r ,  I  would  say  tha t  in  par t  there ' s  a  

number  of  thorny issues  tha t  you ' re  very  wel l  aware  of ,  par t icular ly  the  
l iabi l i ty  problem.   In  the  conference  we had in  February  a t  Georgetown 

on the  Estonia  a t tacks ,  we had a  panel  devoted  to  the  pr ivate  sec tor ,  

and they were  as  scared  as  ca ts  in  a  rocking chai r  fac tory  to  ta lk  about  

the  extent  to  which they should  be  held  l iable  for  e i ther  he lp ing or  not  

he lp ing the  government  ident i fy  b lue  versus  red  packets  because  they 
sa id  we can do tha t ,  but  are  you going to  protec t  us  on the  l iabi l i ty  
s ide?  
 I  th ink the  unspoken message was  we went  down that  road wi th  
the  a l leged ter ror is t  wire tapping program and don ' t  l ike  where  tha t  led ,  
and so  the  idea  tha t  we ' re  going to  get  on  board  again  of  the  

potent ia l ly  h igh l iabi l i ty  s i tua t ion  involving cr i t ica l  inf ras t ructure  
protec t ion  agains t  cyber  a t tack ,  you know,  met  wi th  a  lo t  of  
skept ic ism.  
 I  th ink tha t  tha t  pr iva te  sec tor  par tnership ,  I  th ink there 's  a  grea t  

amount  of  d issa t i s fac t ion  on a l l  s ides  wi th  the  current  s i tua t ion  wi th  
the  inf ras t ructure  vendors  bas ica l ly  saying for  our  own market - re la ted  
reasons ,  we ' re  going to  take  care  of  our  own network and we don ' t  

rea l ly  want  to  be  involved in  some larger  scheme.   I  th ink tha t ' s  the  
rea l  point  of  tens ion.  
 HEARING COCHAIR REINSCH:  Colonel  McAlum,  I  saw you 

get  an  infus ion of  wisdom there .   Do you want  to  add anything?  
 COLONEL McALUM:  No,  s i r ,  I  have  nothing to  add.   Thank 
you.  
 COMMISSIONER BLUMENTHAL:  That  was  the  wisdom.  
 COLONEL McALUM:  Lawyers .  
 HEARING COCHAIR REINSCH:  That  may have been the  bes t  
advice  you 've  got ten  a l l  day.  
 Going back to  Dr .  Mulvenon,  then tha t  sugges ts  tha t  the  bes t  
th ing the  government  can do is  nothing.  
 DR.  MULVENON:  Wel l ,  I  don ' t  th ink the  bes t  th ing to  do is  
nothing.   I  th ink tha t  there  i s  a  p lace-- I 'm not ,  I  be l ieve  in  the  f ree  

market .   Let  me put  i t  tha t  way.   But  I  do  bel ieve  tha t  cer ta in  s tandards  
wi th in  the  f ree  market  of  qual i ty  of  service  can be  guaranteed s t i l l  
wi th in  a  market  context ,  and par t icular ly  when we 're  looking a t  these  



 

 

cr i t ica l  inf ras t ructure  providers  going global .  
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 I  know we 've  had a  number  of  nas ty  tuss les  about  CFIUS and 
Chinese  purchase  of  var ious  th ings .   But  th is  i s  going to  be  nothing 

compared to  when the  China  Inves tment  Corpora t ion  and i t s  $400 
bi l l ion  wor th  of  fore ign exchange comes shopping,  par t icular ly  for  
inf ras t ructure ,  and we 're  going to  have  a  lo t  of  ques t ions  about  tha t  
because  I  don ' t  th ink we can imagine  a  fu ture  in  which a l l  of  the  
inf ras t ructure  i s  owned by blue  even wi th in  the  cont inenta l  Uni ted  

Sta tes .  
 And so  what  do we do in  tha t  s i tua t ion  in  terms of  government  
coopera t ion ,  par t icular ly  wi th  a  fore ign owner  of  inf ras t ructure?  
 HEARING COCHAIR REINSCH:  We' l l  send them to  your  
company when they come shopping.   I t  might  provide  an  oppor tuni ty .  
 DR.  MULVENON:  Yes ,  cash only .  
 HEARING COCHAIR REINSCH:  RMB or  dol lars?  Colonel  
McAlum--actual ly  any of  you,  but  Colonel  McAlum in  par t icular - -
when Representa t ive  Lofgren was  here  th is  morning,  she  made 
reference  to  one  of  the  per imeter  defense  i ssues ,  which has  been 

publ ic ly  repor ted ,  as  reducing the  number  of  In ternet  por ta ls ,  access  
por ta ls .   And we then had a  br ief  conversa t ion  about  whether  tha t  was  

wise  or  not  and what  some of  the  down s ides  of  tha t  are .  
 Can you expla in  in  a  l i t t le  b i t  grea ter  de ta i l  why that ' s  a  good 

idea  and what  some of  the  consequences  might  be?  
 COLONEL McALUM:  Sure .   From an opera t ional  perspect ive ,  
decreas ing the  number  of  access  points  in  and out  of  your  network is  a  

very  good th ing especia l ly  i f  you put  the  r ight  sensors  in  and improve 
your  s i tua t ional  awareness  and your  abi l i ty  to  do  something about  i t .   I  

th ink the  open source  repor t ing  sa id  there 's  l i te ra l ly  tens  of  thousands  
of  access  points  in  and out  of  government  networks .   That ’s  a  huge 

number  to  t ry  and moni tor  f rom a  s i tua t ional  awareness  perspect ive .  
 In  the  Depar tment  of  Defense ,  we have 17 In ternet  access  points  

be tween the  NIPRNet  and the  In ternet ,  and we 're  decreas ing tha t  
number .   
 Those  are  huge in terac t ion  points  and again  depending on the  

type  of  technology we deploy a t  those  s i tes ,  our  s i tua t ional  awareness  
of  what 's  coming and going could  be  very ,  very  useful .   We obviously  

wouldn ' t  want  to  decrease  i t  to  a  number  tha t  becomes a  l iabi l i ty  in  the  
sense  of  chokepoints ,  but  I  th ink there  i s  a  r ight  ba lance  there .  
 So tens  of  thousands  i s  probably  too  many and very  hard  to  

contro l  f rom a  governance  perspect ive ,  and one or  two is  probably  way 

too few f rom a  re l iabi l i ty / redundancy perspect ive ,  but  there 's  a  lo t  of  
reasons  to  do tha t ,  and get t ing  a  handle  on your  enterpr ise ,  you have to  
decrease  the  number  of  those  ent ry  points  and contro l  them.  
 HEARING COCHAIR REINSCH:  Would  you put  the  number  now 



 

 

in  the  tens  of  thousands?  
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 COLONEL McALUM:  What ' s  been repor ted  in  the  open press  i s  
tha t  there 's  tens  of  thousands  of  connect ions  between government  

networks  and the  In ternet .  

 HEARING COCHAIR REINSCH:  I  jus t  th ink  i t  e l iminates  

redundancies  and crea tes  some vulnerabi l i t ies ,  but  your  point  i s  wel l -

taken.   Maybe I 'm th inking of  when i t ' s  one  or  two,  but  I  take  your  

point .   Thank you.  

 HEARING COCHAIR BROOKES:   Thank you.  

 DR.  MULVENON:  Commiss ioner ,  what  you need to  unders tand 

about  tha t  jus t  br ief ly  i s  the  dot .gov domain  i s  not  cent ra l ly  managed.   

I t ' s  been managed on an  ISP by ISP bas is ,  and the  proposal  i s  to  

cent ra l ly  manage the  dot .gov domain  so  tha t  you could  then have those  

k inds  of  access  points ,  but  r ight  now there  i s  no  abi l i ty  to  ac tual ly  

cent ra l ly  manage i t .  

 HEARING COCHAIR REINSCH:  Yes ,  thank you.  I  guess  I 'm 

ques t ioning whether  tha t ' s  a  good th ing or  not ,  but  we could  have tha t  

d iscuss ion la ter .  

 HEARING COCHAIR BROOKES:   Thank you.   Commiss ioner  

Mul loy.  

 COMMISSIONER MULLOY:  Thank you,  Mr.  Chairman.   Do we 
have domest ic  laws tha t  prevent  companies  f rom cyber  a t tacking other  

companies?    DR.  MULVENON:  Yes ,  s i r ,  I 'm 

in t imate ly  famil iar  wi th  i t .   I t ' s  the  1986 Computer  Fraud and Abuse  

Act ,  which argues  tha t  any unauthor ized in t rus ion in to  another  

person 's  server  i s  i l legal ,  and tha t  inc ludes  servers  abroad because  

obviously  when you 're  a  U.S.  person and you 're  ac t ing  abroad,  you ' re  

s t i l l  governed by U.S.  law.  

 And so  tha t  i s  the  opera t ive  law.   I t ' s  been revised  many t imes  to  

ref lec t  changes  in  technology and everything e lse ,  but  i t  a l so  governs--

i t  a lso  i s  the  law governing our  abi l i ty  potent ia l ly  to  conduct  computer  

ne twork opera t ions  abroad and the  need for  pres ident ia l  cover t  ac t ion  
f indings  and the  l ike .  

 COMMISSIONER MULLOY:  Okay.   So we 've  found a  way to  t ry  

and contro l  th is  domest ica l ly  insofar  as  domest ic  companies  maybe 

doing i t  to  one  another?  

 In  one  of  our  br ief ing papers  for  th is  hear ing ,  there 's  an  ar t ic le  
f rom the  Chr is t ian  Science  Moni tor ,  da ted  September  14,  2007,  "China  

Emerges  as  Leader  in  Cyber  Warfare ."   And then the  ar t ic le  goes  on to  

say  tha t  China  i s  hardly  the  only  s ta te  conduct ing cyber  espionage.   

Everybody is  a t tacking everybody.  

 Then the  ar t ic le  goes  on to  say  tha t  German Chancel lor  Angela  

Merkel  ra ised  the  i ssue  of  cyber  a t tacks  on her  country  f rom China  

wi th  Chinese  Premier  Wen J iabao,  and then i t  goes  on to  fur ther  s ta te  



 

 

tha t  Pres ident  Bush ra ised  the  i ssue  wi th  Pres ident  Hu J in tao  when he  
met  wi th  h im in  Aust ra l ia ,  point ing  out  tha t  computer  sys tems,  respect  

for  computer  sys tems is ,  quote ,  "what  we expect  f rom people  wi th  

whom we t rade ."  
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 I  go  back and I  th ink about  in ternat ional  environment ,  when 

pol lu t ion  came f rom one country  and began to  impact  on  another  

country ,  and people  sa id ,  wel l  we ought  to  control  th is ,  so  we had a  
conference ,  Fi rs t  U.N.  Conference  on the  Human Environment ,  in  '72 ,  
and then legal  pr inc ip les  began to  emerge  and we t r ied  and now we 

bui ld  on those .  
 Why is  there  not  an  effor t  in  the  in ternat ional  communi ty ,  
ins tead of  spending a l l  th is  money defending ourse lves ,  why don ' t  we 

get  a  t rea ty  tha t  bans  th is  k ind of  s tuff?   And do i t  tha t  way and put  i t  

on  the  obl iga t ion  of  the  s ta te  to  control  i t s  own people ,  the  way 

presumably  we do,  a t  leas t  domest ica l ly?  
 DR.  MULVENON:  There  i s  some in teres t ing  th inking in  th is  
area .   I  would  ref ine  your  th inking a  l i t t le  b i t  in  the  sense  tha t  the  

th inking is  tha t  you would  hold  countr ies  responsible  not  for  the  

ac t ions  of  the i r  people ,  s ince  the  a t t r ibut ion  problem prevents  us  f rom 
actual ly  a t t r ibut ing  tha t  a  Chinese  person or  a  Romanian person 
ac tual ly  d id  something,  but  making a  country  or  service  providers  or  

inf ras t ructure  providers  responsible  for  the  packets  exi t ing  the i r  
ne twork.  
 And that  ne tworks  and infras t ruc ture  tha t  don ' t  adhere  to  those  

ru les  are  then denied  pr iv i leged peer ing access  in to  o ther  ne tworks .   

So i t  c rea tes  a  market  dynamic  whereby i f  you want  to  cont inue  to  

have  peer ing and in terconnect ion access  to  o ther  ne tworks  around the  
wor ld  for  your  bus iness  model ,  you need to  then se l f -pol ice  yourse l f  to  

be  able  to  make sure  tha t  hos t i le  packets  are  not  leaving your  network.  
 COMMISSIONER MULLOY:  What  do you other  two th ink wi th  
the  idea  he  jus t  proposed?   Is  tha t  a  good way to  go?  
 COLONEL McALUM:  I  th ink i t ' s  a  grea t  way to  go.   I t ' s  not  the  
only  solut ion  to  a  problem,  but  going back to  the  service  providers  
themselves  and put t ing  more  of  the  onus  on them is  a  grea t  idea .  
 I f  I  have  an  MSN account  l ike  I  do  a t  home,  I  do  get  malware  a t  

home,  and i f  I  don ' t  have  my defenses  on my computer  se t  up ,  I 'm 
infected  and I 'm compromised.   But  a t  the  same t ime,  MSN has  no 

l iabi l i ty  for  tha t .   So  i f  they are  going to  provide  a  level  of  secur i ty  
tha t  I  would  expect  they ' re  probably  going to  charge  for  i t ,  and I 'm 

wi l l ing  to  pay for  i t .  
 So  they ' re  going to  have to  put  the  tools  and the  capabi l i t ies  in  

p lace  to  be  able  to  provide  tha t .   I  th ink the  model  he 's  ta lked about  i s  
a  rough para l le l  to  what  happens  in  the  a i r  t raf f ic  contro l  bus iness .   I f  

an  a i rpor t  doesn ' t  measure  up to  cer ta in  secur i ty  s tandards ,  okay,  for  



 

 

whatever  reason,  e i ther  they fa i led  an  inspect ion  or  there 's  been an  
inc ident  there ,  tha t  a i rpor t  wi l l  not  be  sui table  for  landing r ights  unt i l  

they f ix  the i r  problems and so  they wi l l  not  be  a l lowed to  be  par t  of  

the  in ternat ional  a i r  t raff ic  cont ro l  sys tem.  
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 Same sor t  of  concept .   I f  an  ISP or  any sor t  of  provider ,  whether  

i t ' s  a  dot .edu or  a  dot .com or  a  dot .  whatever ,  i s  a  source  of  the  

problem because  they ' re  not  pol ic ing up thei r  t raf f ic ,  you know,  one  
way to  enforce  tha t  would  be  you ' re  not  par t  of  the  In ternet  communi ty  

t i l l  you solve  your  problem.   So very  s impl is t ic  approach,  but  there 's  a  

lo t  to  be  sa id  for  tha t .  

 COMMISSIONER MULLOY:  Jus t  one  las t  ques t ion .   I s  there  
any effor t  wi th in  th is  adminis t ra t ion  to  lead  an  in ternat ional  e ffor t  to  

t ry  and get  some legal  t rea ty  or  ef for t  to  s top  th is  type  of  behavior?  

 DR.  MULVENON:  Wel l ,  s i r ,  the  Sta te  Depar tment  under  the  

capable  leadership  of  people  l ike  Michele  Markoff  for  many,  many 

years  conducted  in ternat ional  cr i t ica l  inf ras t ructure  protec t ion  

coordinat ion  meet ings  wi th  countr ies  around the  g lobe  seeking in  a  

sys temat ic  in teragency/ in terdepar tmenta l  way to  harmonize  domest ic  

laws in  o ther  countr ies  to  make i t  eas ier  for  us  to  ext radi te  people ,  to  

be  able  to  prosecute  people .  

 And that  ef for t  i s  ongoing,  and I  th ink there  were  some rea l  

successes  in  tha t  a rea ,  par t icular ly  wi th  a l l ies ,  and you saw that  in  the  
Estonia  case  in  terms of  the  k inds  of  coordinat ion  inf ras t ructure  tha t  

had been bui l t  be tween l ike-minded countr ies  to  be  able  to  par t ic ipa te  

in  these  th ings  together ,  yes .  

 COMMISSIONER MULLOY:  Thank you very  much.  

 HEARING COCHAIR BROOKES:  Thank you.   I  th ink we ' re  
going to  s tar t  a  second round of  ques t ioning i f  we could .  

 I  have  a  couple  of  quick  ques t ions ,  and I  open th is  up  to  the  

panel .   Can we expect  any indica t ions  and warning,  s t ra tegic  

indica t ions  and warning of  a  cyber  a t tack?   Or  i s  i t  bas ica l ly  a  bol t  

f rom the  b lue  wi thout  any warning?   Is  there  anything tha t ,  in  te rms of  

convent ional  warfare- -  we of ten  have indica t ions  of  warning of  a  
potent ia l  a t tack  or  imminence--  would  have  in  terms of  cyberspace?  

 COLONEL McALUM:  I t ' s  hard  to  draw the  para l le l  to  the  

k inet ic  wor ld .   You know in  the  nuclear  bus iness  you see  the  miss i le  

be ing moved to  the  launch pad,  i t ' s  be ing fueled ,  i t  jus t  le f t  the  pad,  

i t ' s  15  minutes  out ,  here 's  where  we th ink i t ' s  going to  impact ,  e tc . ,  

e tc .   You know that ' s  a  ser ia l  process  in  the  k inet ic  wor ld .  

 In  the  cyber  wor ld ,  you don ' t  necessar i ly  get  the  not i f ica t ion ,  

wel l ,  the  zero  day exploi t  has  jus t  been loaded on a  computer ,  he 's  

about  to  h i t  the  send but ton,  here  i t  comes,  here  i s  where  i t ' s  going,  

e tc . ,  e tc .  

 The  t ime var iable  i s  the  b igges t  th ing tha t  probably  d iscounts  



 

 

tha t  in  many ways .   Again ,  we would  expect  tha t  many di f ferent  forms 
of  in te l l igence  would  be  suppor t ing  the  indica t ions  of  warning in  a  

pre-cr is i s  or  a  bui ld-up to  an  event ,  but  zero  warning,  s tar t  to  f in ish ,  

in  the  mi l l i second world  tha t  we l ive  in  on the  In ternet ,  tha t  could  be  

very  d i f f icul t  to  a t ta in ,  but  we 'd  l ike  to  bel ieve  tha t  we 'd  have  a  good 
sense  of  something bad happening and be  able  to  a t  leas t  focus  the  

r ight  asse ts  toward tha t .  
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 HEARING COCHAIR BROOKES:  So i t ' s  i ssues  outs ide  of  

cyberspace?   In  o ther  words ,  you ' re  saying an  i ssue  such as  pol i t ica l  

tens ions  would  be  an  indica t ion ,  but  tha t  we may have none in  

cyberspace?  

 COLONEL McALUM:  I 'm not  going to  say  we don ' t  have  these .  

 I 'm jus t  saying i t  might  be  a  chal lenge.  

 HEARING COCHAIR BROOKES:  Okay.   Would  anybody e lse  

l ike  to  weigh in  on  tha t?  

 DR.  MULVENON:  I  would  jus t  say  tha t  one  of  the  in teres t ing  
ins ights  f rom the  Chinese  l i te ra ture  where  I  th ink in  many ways  they 

may be  ahead of  us  about  th is  i s  when they of ten  argue  tha t  a  computer  

ne twork a t tack  wi l l  by  necess i ty  be  a  bol t  f rom the  b lue ,  par t icular ly  

agains t  a  h igh tech enemy,  because  tha t ' s  the  only  p lace  tha t  you can 

get  an  advantage ,  and tha t  you have to  do very  met iculous  computer  

ne twork reconnaissance  to  be  able  to  assess  the  vulnerabi l i t ies  for  

tha t .  

 People  can disagree  about  whether  you would  have a  conf idence  

level  in  carry ing out  tha t  k ind of  a t tack  s imply  wi th  pass ive  network 

reconnaissance  or  whether  you ac tual ly  need to  reach out  and touch 

th ings .  

 But  what  the  Chinese  mi l i ta ry  argues  in  i t s  in ternal  wr i t ings  i s  

tha t  tha t ' s  a l l  you ' re  going to  get ,  i s  the  bol t  f rom the  b lue ,  because  

unl ike  in  our  sys tem where  we potent ia l ly  see  i t  as  a  force  mul t ip l ie r  

a t  every  s tage  of  Netcent r ic  warfare ,  because  of  the  fac t  tha t  a l l  of  tha t  

ne twork reconnaissance  wi l l  then go out  the  window,  because  the  

adversary  wi l l  e i ther  then patch  the  target  se t ,  take  the  target  se t  

of f l ine  and unplug i t  i f  you can i f  i t ' s  not  miss ion cr i t ica l .  

 But  whatever  i s  going to  happen,  you have a  much lower  level  of  

conf idence  you can communicate  to  your  leadership  tha t  in  rea l  t ime 

agains t  an  adversary  tha t  has  fu l l  sh ie lds  up,  24-hour  a ler t ,  tha t  you ' re  

then going to  be  able  to  f ind  new fresh  zero  day vulnerabi l i t ies  agains t  

tha t  ne twork wi th  which to  exploi t ,  or  tha t  you ' re  even going to  be  able  

to  use  the  potent ia l  malware  tha t  you have  imbedded in  the  sys tem 

because  of  the  nature  of  the  network.  

 And so  they argue  the  bol t  f rom the  b lue  i s  rea l ly  to  kneecap the  

h igh- tech adversary  a t  f i r s t ,  but  not  necessar i ly  be  able  to  conduct  
those  a t tacks  throughout  the  whole  course  of  the  conf l ic t .  



 

 

 HEARING COCHAIR BROOKES:   Mr.  Thomas.  
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 MR.  THOMAS:  Taking a  l i t t le  d i f ferent  approach on th is ,  i f  you 
were  looking a t  what  they ' re  saying in ternal ly ,  they ' re  a lso  saying we 

don ' t  even want  the  o ther  s ide  to  know that  a  bol t  f rom the  b lue  

happened,  tha t  there  would  be  no indica t ion  and warning.  The example  

tha t  they give  qui te  of ten  i s ,  “how do you make a  ca t  ea t  a  hot  
pepper?”   
 And they re la te  tha t  “you can jam the  pepper  down the  ca t ’s  
throat ,  you can wrap i t  in  cheese ,  or  you can crush i t ,  spread i t  on  i t s  
back and le t  the  ca t  l ick  i t se l f .”  This  se l f -accommodat ing idea  i s  
s t ra tegy,  tha t  you got  the  ca t  to  do what  you wanted i t  to  do wi thout  

the  ca t   rea l iz ing what  had happened.  
 So th is  whole  se l f -accommodat ing idea  f i t s  very  wel l  wi th in  tha t  

bol t  f rom the  b lue .   The Chinese  do ta lk  about  the  fac t  tha t  

reconnaissance  offers  you the  abi l i ty  to  take  the  in i t ia t ive ,  and more  
the  abi l i ty ,  l ike  J im was  saying,  to  know where  those  holes  are  and the  
vulnerabi l i t ies .    But  tha t ' s  jus t  a  l i t t le  b i t  d i f ferent  take  on what  they 
had to  say .  
 HEARING COCHAIR BROOKES:   Are  we going to  see  

reconnaissance?   How does  a  cyber  a t tack  evolve?   Would  we see  

reconnaissance  f i rs t?   I s  there  something or  i s  tha t  not  necessary?  
 COLONEL McALUM:  I  would  say  sure ,  you might  see  some 

scanning take  p lace .   I  would  te l l  you tha t ' s  going on a l l  the  t ime.   I t ' s  

h igh volume every  s ingle  day,  not  jus t  agains t  DoD but  throughout  
U.S.  government .   
 I  would  a lso  te l l  you there 's  a  lo t  of  th ings  you can discover  
wi thout  ever  penet ra t ing  another  person 's  ne twork.   Those  
vulnerabi l i t ies ,  you could  do a  lo t  of  research on your  own open source  

to  d iscover  vulnerabi l i t ies  tha t  could  be  exploi ted  a t  another  t ime.  
 As  previous ly  ment ioned,  I  would  re i tera te  there 's  an  
underground market  for  zero  day vulnerabi l i t ies  tha t  can  be  sold  and 
then s tockpi led  for  la ter  use .   So reconnaissance  could  be  one  form of  
some sor t  of  indica t ions  and warning.   You probably  wouldn ' t  see  i t  in  
the  noise  level  tha t  we ' re  deal ing  wi th  today,  but  you might ,  so  I  
would  jus t  say  there 's  mul t ip le  ways  to  gain  ins ight  tha t  something is  

about  to  happen.  
 HEARING COCHAIR BROOKES:   Anything e lse?    
 MR.  THOMAS:  A di rec t  quote  f rom the  former  Direc tor  of  the  

Third  Depar tment ,  the  Informat ion Warfare  Depar tment :  "Computer  
ne twork reconnaissance  i s  the  prerequis i te  for  se iz ing v ic tory  in  

warfare .   I t  he lps  to  choose  oppor tune  moments ,  p laces  and measures  

for  a t tack ."  
 And he  ta lks  about  i t  qui te  openly .  
 HEARING COCHAIR BROOKES:   Okay.   Commiss ioner  Fiedler .  



 

 

 COMMISSIONER FIEDLER:  A couple  of  th ings .  I 'm going to  
re turn  for  a  moment  to  the  cr i t ica l  inf ras t ructure  ques t ion ,  and s ince  

most  of  you are  DoD or iented ,  le t  me ask  i t  th is  way.   I s  every  defense  

contrac tor  required  to  repor t  in t rus ions  wi th in  a  shor t  t ime per iod?  
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 DR.  MULVENON:  Wel l ,  s i r ,  as  someone who recent ly  in  the  las t  

three  years  bui l t  20 ,000 square  foot  of  defense  secur i ty  service  

cer t i f ied  space ,  I  can  te l l  you yes .   I f  those  defense  contrac tors  have  in  
par t icular  cont rac ts  wi th  the  Depar tment ,  in  par t icular  i f  they have  a  

secur i ty  c learance  through the  Depar tment ,  they are  absolute ly  

obl iga ted  under  the i r  AIS plan  to  repor t  any and a l l  of  those  

in t rus ions .  

 COMMISSIONER FIEDLER:  Within  how long?  

 DR.  MULVENON:  I  couldn ' t  te l l  you how long i t  i s ,  but  the  

longer  you wai t ,  the  more  suspic ious  i t  looks .  

 COMMISSIONER FIEDLER:  I  do  know that .   Do you know,  

Colonel?  

 COLONEL McALUM:  No,  s i r ,  I  can ' t  te l l  you exact ly .   I  do  

know that  there 's  an  ef for t  underway that ' s  hos ted  over  a t  the  OSD 

level  working wi th  defense  indust r ia l  base  companies  to  improve the  

repor t ing  processes  tha t  a re  out  there  today and hopeful ly  to  speed up 

tha t  process .   I  can ' t  te l l  you exact ly  what  the  requirement  i s .  

 COMMISSIONER FIEDLER:  Okay.   Then I  suspect  the  answer  

to  my ques t ion  about  whether  or  not  power  companies  are  required  to  

repor t  in t rus ions  to  the  Depar tment  of  Homeland Secur i ty  i s  probably  

nonexis tent ;  i s  tha t  correc t?   Anybody know? 

 COLONEL McALUM:  Si r ,  I  don ' t  know.   I  would  refer  back to  

Pres ident ia l  Decis ion Direc t ive  63.   I t  ta lks  about  cr i t ica l  
inf ras t ructure  protec t ion .   There 's  a  ser ies  of  informat ion shar ing and 

analys is  centers  across  cr i t ica l  inf ras t ructures .   I  suspect  repor t ing  of  

tha t  type ,  i f  i t ' s  taking place ,  would  probably  come through that  

channel ,  which is  not  necessar i ly  off ic ia l  repor t ing .  

 COMMISSIONER FIEDLER:  And le t  me t ry  to  put  the  recon 

issue  in to  perspect ive .   Everything you 've  ta lked about  opera t ing  a t  the  
speed of  l ight  here  or  fas ter  wi th  computers  seems to  me to  make 

people 's  reconnaissance  somewhat  obsole te  rapidly ,  therefore  

necess i ta t ing  constant  reconnaissance .  

 Am I  miss ing something here?   On vulnerabi l i t ies  of  ne tworks?  

 DR.  MULVENON:  Wel l ,  no ,  but  there ' s  a  rea l  tens ion there .   In  
d i f ferent  communi t ies  wi th in  the  sys tem,  you ' l l  hear  people  say  p lease  

don ' t  le t  your  computer  ne twork a t tack  opera t ions  screw up my 

computer  ne twork exploi t  opera t ion  in  the  sense  tha t  the  more  

computer  ne twork reconnaissance  you do,  the  more  danger  you arouse  
of  the  adversary  potent ia l ly  detec t ing  tha t  reconnaissance  and patching 

the  very  vulnerabi l i t ies  you were  p lanning on exploi t ing .  



 

 

 So  there 's  a  rea l  cos t  curve  there  tha t  you have to  deal  wi th ,  and 
you don ' t  want  to  obvia te  the  value  of  a l l  tha t  computer  ne twork 

reconnaissance  tha t  you had jus t  done.    
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 So  now,  i t  may,  in  fac t ,  i f  you are  a  smal ler  power ,  a  less  

capable  power ,  i t  may in  fac t  not  necessar i ly  be  agains t  your  in teres ts  

for  the  adversary  to  know you 're  engaged in  tha t  k ind of  probing 

because ,  as  Tim sa id ,  i t  may in  fac t  be  par t  of  your  informat ion 
deter rence  campaign.  

 I t  may be  des igned to  keep you guess ing about  jus t  exact ly  where  

people  might  be  in  your  network and reduce  your  conf idence  level  in  

the  performance of  those  networks .  

 But  a t  the  same t ime i f  you rea l ly  want  to  use  i t  in  a  warf ight ing 

context ,  tha t ' s  why these  types  of  ac t iv i t ies ,  i f  they go on wi th in  our  

sys tem,  are  very  h ighly  c lass i f ied  and compar tmented.  

 COMMISSIONER FIEDLER:  Thank you.  

 HEARING COCHAIR BROOKES:  We have jus t  a  few moments  
lef t  so  maybe i f  we could  get  both  Commiss ioners  Wessel  and 

Blumenthal  to  g ive  the i r  ques t ions  and then le t  them answer ,  tha t  

might  be  the  most  expedi t ious .  

 COMMISSIONER WESSEL:   That ' s  f ine .   I  wanted to  fo l low up 

br ief ly  on the  l ine  of  ques t ioning tha t  Commiss ioner  Mul loy,  who is  

gone now for  a  moment ,  had ra ised  about  poss ib le  l iabi l i ty  and other  
i ssues  because  there  seemed to  be  some view that  imposing the  burden 

on ISPs  to  look a t  outbound t raf f ic  might  be  an  appropr ia te  way of  

ensur ing greater  secur i ty  on the  network.  

 I  th ink we 've  seen a  problem wi th  tha t  in  China  where  nat ional  

secur i ty  has  been so  broadly  def ined that  the  Chinese  want  ISPs  and 
rout ing companies  to  l imi t  the  words  "Tiananmen,"  " f reedom,"  and 

other  i ssues ,  which has  ra ised  concerns  here  in  the  U.S.  

 I 'm not  necessar i ly  looking a t  an  ISP looking a t  a l l  of  the  t raf f ic  

going in to  my network or  my home computer  to  review whether  there  

are  p ixela ted  v i ruses  or  whether  whatever  s tandard  there  i s .   I  th ink 

i t ' s  ac tual ly  in tended on the  user .   That ' s  where  the  l iabi l i ty  i s .  

 But  there  seemed to  be  some recept iv i ty ,  I  jus t  wanted  to  ra ise  a  

ques t ion  as  to  whether  there  are  broader  i ssues  here  we should  be  

looking a t  in  depth?  

 COMMISSIONER BLUMENTHAL:  I  a lso  wanted to  fo l low up 

on some of  the  legal  i ssues  tha t  th is  new type  of  conf l ic t  might  ra ise ,  
more  in  terms of  opera t ional  law and recommendat ions  we can make to  

the  Congress .  

 I t  seems l ike  on the  spect rum of  conf l ic t ,  reconnaissance  and 

espionage that ' s  going on everyday,  as  we 've  heard ,  there 's  probably  
not - -you can correc t  me-- I 'm making kind of  proposi t ions  and 

assumpt ions  tha t  may not  be  correc t - -but  there 's  probably  not  too  much 



 

 

mil i tary  or  opera t ional  law that  covers  those  types  of  ac t iv i t ies  in  
terms of  the  types  of  responses  we can take .  
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 But  i f  you move down the  spect rum from denia l  of  service ,  

imaginable  hypothet ica ls ,  the  d is rupt ion of  e lec t r ic i ty  in  the  Uni ted  

Sta tes  or  in  a l l ied  ter r i tory  tha t  ac tual ly  ends  up k i l l ing  or  harming 

people  because  of  the  denia l  of  service ,  tha t  can  somehow be 
a t t r ibutable  to  the  Chinese ,  have  we developed our  opera t ional  laws in  

ways  tha t  we would  have a  f ramework for  response  and a  way that  we 

can go to  the  Chinese  and say i f  such and such happens  under  the  laws 

of  armed conf l ic t ,  we can take  a  k inet ic  response  in  cer ta in  
c i rcumstances?  
 And i f  not ,  where  do we need to  develop those  areas  of  law and 
par t icular ly  sugges t ions  we can make to  the  Congress  to  pursue  those  
areas  of  law in  th is  new area  of  conf l ic t?  
 DR.  MULVENON:  I  would  say that  on  the  ISP burden issue ,  in  
many ways ,  the  i rony is  tha t  the  Chinese ,  we ta lked about  50,000 
In ternet  pol ice .   That ' s  not  the  secre t  of  Chinese  In ternet  censorship .   

The secre t  to  Chinese  In ternet  censorship  in  addi t ion  to  the  very  

technica l ly  capable  f i rewal l ,  which came la ter ,  was  in i t ia l ly  very  
successful  because  they wrote  an  ISP law that  sa id  an  ISP was  s imply  

responsible  for  the  ac t iv i t ies  of  a l l  of  i t s  subscr ibers .  
 And so  what  the  ISPs  d id  was  they h i red  people  to  s i t  in  chat  

rooms and bul le t in  boards ,  which is  a  fa te  worse  than death  as  far  as  I  

could  te l l ,  but  to  jus t  s i t  there  and kick  people  off  who engaged in  

pol i t ica l  content  and everything e lse ,  and so  they pushed the  burden 

down to  the  ISP level ,  now,  admit tedly ,  used for  evi l  purposes ,  but  a  
market -based solut ion  nonetheless  because  what  they sa id  they would  

do is  they would  put  the  ISP out  of  bus iness  i f  i t  v io la ted  tha t  

par t icular  ru le .  
 I  can  imagine  one  governed by perhaps  a  b i t  more  of  an  

enl ightened pr incip le  such as  the  defense  of  the  Uni ted  Sta tes  tha t  
might  work a  l i t t le  b i t  be t ter .  
 On the  legal  s ide ,  Commiss ioner  Blumenthal ,  there 's  been a  
t remendous  amount  of  work done on th is  over  the  las t  ten  or  15  years  
in  the  Depar tment ,  but  I  would  s t i l l  say  tha t  there  i s  a lso  s t i l l  

t remendous  ambigui ty  and lack of  assur i ty  tha t  the  legal  f rameworks  
are  in  p lace  in  many cases  for  this  to  move forward,  but  those  
d iscuss ions  about  where  those  l ines  are  and what  the  cr i te r ia  are  and 

everything e lse  I  th ink are  being addressed by the  current  pres ident ia l  

in i t ia t ive  and are  cer ta in ly  very  sens i t ive .  
 COMMISSIONER BLUMENTHAL:  Anyone e lse  on that?  
 COLONEL McALUM:  Going back to  the  i tem on the  ISPs ,  I  
th ink i t  would  be  a  ques t ion  of  degree .  I  th ink the  genera l  publ ic  

percept ion i s  i f  ISPs  get  involved and are  l iable ,  I 'm going to  g ive  up 



 

 

pr ivacy,  and I  th ink i t ' s  a  ques t ion  of  degree ,  who 's  reading my e-mai l?  
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 There 's  cer ta in  types  of  mal ic ious  sof tware  and packets  and 

a t tachments  tha t  nobody has  to  open up to  f igure  out  they’re  bad.   

There  are  tools  tha t  wi l l  a l low you to  scan i t  and determine  i t ' s  bad.   

Why would  you ever  a l low a  buffer  overf low at tack come in to  the  

network?   You can s top tha t  ups t ream,  not  a  problem.    

 Again ,  I  th ink i t ' s  rea l ly  a  ques t ion  of  degree .   I  th ink ISPs  can 

be  held  l iable  to  a  cer ta in  degree  for  a  cer ta in  type  or  level  of  bad 

t raf f ic ,  and then beyond that ,  I  th ink we would  have to  progress  and 
evolve  on how much exact ly  we would  want  them to  be  l iable  for .   I  

th ink i t  would  have to  be  wel l  def ined up f ront ,  and I  have  nothing to  

add on the  opera t ional  law.  

 COMMISSIONER WESSEL:   No.   My comment  was  th is  i s  

s imply  a  more  in-depth  conversa t ion  we need to  have  tha t  there  i s  no  
easy  answer ,  and Dr .  Mulvenon,  I  guess  the  ques t ion  of  enl ightened 

implementa t ion ,  there 's  been some ques t ions  of  the  enl ightened 

implementa t ion  of  the  Pat r io t  Act  tha t  some have had.   So there  are  

s tandards  tha t  have  to  be  looked a t  very  careful ly .  

 DR.  MULVENON:  Commiss ioner ,  a l l  I  would  te l l  you is  tha t  as  

a  c iv i l  l iber tar ian ,  I 'm a  robust  user  of  personal  encrypt ion .  

 HEARING COCHAIR BROOKES:  We' l l  end the  panel  on  tha t  

note .   Thank you very  much for  your  tes t imony on th is  very  impor tant  

i ssue .  

 We' l l  adjourn  for  f ive  minutes  before  we s tar t  the  next  panel .  

 [Whereupon,  a  shor t  recess  was  taken. ]  

 

PANEL IV:  ADMINISTRATION PERSPECTIVES 

 

 HEARING COCHAIR REINSCH:  In  our  never-ending bat t le  to  

keep on schedule ,  we ' re  going to  reconvene.  

 The next  panel  i s  not  a  panel ;  i t ' s  an  individual .   We are  happy 

to  welcome Ms.  Pat r ic ia  McNerney,  who serves  as  Pr incipal  Deputy  

Ass is tant  Secre tary  of  Sta te  for  In ternat ional  Secur i ty  and 

Nonprol i fera t ion .  

 Her  key responsibi l i t ies  involve  d ip lomat ic  ef for ts  to  address  the  
prol i fera t ion  chal lenges  inc luding I ran  and Nor th  Korea;  

counterprol i fera t ion  ef for ts  to  address  the  prol i fera t ion  ac t iv i t ies  of  

s ta tes  of  prol i fera t ion  concern  and ter ror is ts ;  implementa t ion  of  

mul t i la tera l  t rea t ies  and in i t ia t ives  and ass is tance  programs;  and 

suppor t  for  c iv i l  nuclear  programs consis tent  wi th  nonprol i fera t ion  

pr incip les .  

 Previously ,  she  served as  the  Senior  Advisor  to  the  Under  

Secre tary  of  Sta te  for  Arms Control  and In ternat ional  Secur i ty  Affa i rs ,  



 

 

and served as  the  Republ ican Staf f  Direc tor  to  the  Senate  Selec t  
Commit tee  on In te l l igence ,  and the  Chief  Counsel  to  the  Senate  

Commit tee  on Fore ign Rela t ions .  
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 Thank you for  being wi th  us  today.   As  per  our  ru les ,  your  fu l l  

s ta tement  wi l l  be  p laced in  the  record ,  and we 'd  ask  you to  l imi t  your  

ora l  remarks  to  seven minutes  so  tha t  we have p lenty  of  t ime for  

ques t ions .   

 Thank you very  much.  

 

STATEMENT OF MS.  PATRICIA McNERNEY, PRINCIPAL 

DEPUTY ASSISTANT SECRETARY OF STATE FOR 

INTERNATIONAL SECURITY AND NONPROLIFERATION 

WASHINGTON, D.C.  

  

 MS.  McNERNEY:  Thank you,  Mr.  Chairman,  and thank you for  

the  oppor tuni ty  to  appear  before  you today to  d iscuss  China 's  

nonprol i fera t ion  prac t ices .  

 In  my opening remarks ,  I 'd  l ike  to  point  out  a  few areas  where  

the  U.S.  and China  have successful ly  coopera ted  on mat ters  of  

nonprol i fera t ion ,  areas  of  some cont inuing concern ,  as  wel l  as  some 

promis ing areas  for  new coopera t ion .  

 Let  me say  a t  the  outse t  tha t  the  Uni ted  Sta tes  remains  

commit ted  to  working toward a  re la t ionship  wi th  China  tha t  enhances  

America 's  secur i ty ,  addresses  China 's  legi t imate  concerns ,  and 

suppor ts  the  secur i ty  in teres ts  of  our  f r iends  and a l l ies .  

 We cont inue  to  engage China  on nonprol i fera t ion  mat ters  in  a  

const ruct ive  and for thr ight  manner ,  bui ld ing upon shared in teres ts  

when poss ib le ,  and ra is ing concerns  when necessary .  

 For  i t s  par t ,  Bei j ing  now recognizes  tha t  i t  has  fundamenta l  

secur i ty  in teres ts  in  prevent ing  the  spread of  weapons  of  mass  

des t ruct ion .   I t ' s  now a  par ty  to  the  Nuclear  Nonprol i fera t ion  Treaty ,  

the  Biologica l  and Toxin  Weapons  Convent ion,  the  Chemical  Weapons  
Convent ion,  i s  a  member  of  the  Nuclear  Suppl iers  Group and the  

Zangger  Commit tee .  

 China  has  been coopera t ive  on ef for ts  re la t ing  to  Nor th  Korea  

and I ran .   In  the  case  of  Nor th  Korea ,  China  has  made i t  c lear  tha t  i t  

does  not  condone Pyongyang 's  nuclear  aspi ra t ions .   They have jo ined 
the  Secur i ty  Counci l  in  unanimous  votes  to  adopt  sanct ions  

resolut ions ,  par t icular ly  1718,  fo l lowing the  Nor th  Korean nuclear  

tes ts ,  and they 've  cont inued to  serve  as  the  hos t  of  the  Six  Par ty  Talks .  

 With  regard  to  I ran ,  China  shares  our  goal  of  prevent ing Tehran 's  

acquis i t ion  of  a  nuclear  weapons  capabi l i ty .   Though di f ferences  of  
opinion remain  on how bes t  to  achieve  th is  end,  China  has  jo ined wi th  

the  o ther  members  of  the  Secur i ty  Counci l  in  adopt ing Secur i ty  



 

 

Counci l  Resolut ions  1713,  1747,  and jus t  recent ly  1803.  As  a  member  
of  the  so-cal led  P5+1,  China  has  re i tera ted  tha t  should  I ran  cont inue  to  

refuse  to  ver i f ica t ion  and compl iance ,  addi t ional  sanct ions  wi l l  be  

necessary  to  augment  those  tha t  a re  a l ready in  p lace .  

- 89 - 

 

 

 

  

 

 Beyond th is  mul t i la tera l  coopera t ion ,  China  has  expressed an  

in teres t  and,  in  fac t ,  taken ac t ions  wi th  regard  to  expor t  cont ro l  

coopera t ion  inc luding technica l  exchanges  and t ra in ing.  To the  extent  
tha t  i t ' s  permiss ib le  wi th in  the  law,  we have endeavored to  provide  

such ass is tance .   For  example ,  we have worked through our  Expor t  

Control  and Rela ted  Border  Secur i ty  Program to  provide  t ra in ing to  

Chinese  l icens ing and enforcement  off ic ia ls  in  areas  such as  prac t ica l  
inspect ion ,  ta rget ing  and inves t iga t ion  techniques .  

 Chinese  nonprol i fera t ion  pol ic ies  have  improved.   However ,  a  

number  of  Chinese  ent i t ies  cont inue  to  supply  to  regimes  of  concern  

i tems and technologies  useful  in  the  weapons  of  mass  des t ruct ion ,  the i r  

means  of  de l ivery  and advanced convent ional  weapons .  China  

cont inues  to  have  impor tant  def ic iencies  in  i t s  expor t  cont ro l  sys tem,  

par t icular ly  wi th  regard  to  thorough implementa t ion ,  t ransparent  

enforcement ,  and poss ib ly  wi l l ingness .  We s t i l l  observe  Chinese  f i rms 

and individuals  t ransfer r ing  a  wide  var ie ty  of  weapons-re la ted  mater ia l  

and technologies  to  cus tomers  around the  wor ld  inc luding Burma,  

Cuba,  I ran ,  Sudan and Syr ia .  We 're  par t icular ly  concerned tha t  Chinese  
f i rms have cont inued to  supply  I ran  wi th  a  range of  convent ional  

mi l i ta ry  goods  and services  in  contravent ion of  the  res t r ic t ions  of  the  

Secur i ty  Counci l  resolut ions .  Evidence  indica tes  tha t  I ran  has  

t ransfer red  weapons  to  Shia  mi l i tants  in  I raq  as  wel l  as  te r ror is ts  

groups  such as  Hezbol lah  and the  Tal iban.  For  example ,  an  I ranian  
vers ion of  the  Chinese  MANPADS system was  used in  I raq  in  2004.   In  

addi t ion ,  a  Chinese  QW-1,  tha t  we  bel ieve  was  provided by I ran ,  was  

recovered in  Basra  jus t  th is  pas t  Apr i l .  We sanct ioned a  number  of  

Chinese  ent i t ies  under  the  I ran  and Syr ia  Nonprol i fera t ion  Act  and 

pursuant  to  Execut ive  Order  13382 for  the  sa le  of  i tems on mul t i la tera l  

cont ro l  l i s t s  or  i tems wi th  the  potent ia l  to  make a  mater ia l  cont r ibut ion  
to  bal l i s t ic  or  cru ise  miss i le  programs or  WMD programs.  

 China  must  devote  addi t ional  resources  to  increased 

enforcement ,  r igorous  implementa t ion  of  ca tch-a l l  provis ions ,  and 

more  inves t iga t ions  and prosecut ions  of  v io la tors  of  the i r  laws.   

Moreover ,  China  should  share  t imely  and substant ive  informat ion on 

ac t ions  the  government  has  taken in  response  to  U.S.  reques ts .   We 

wi l l  cont inue  as  warranted  to  impose  sanct ions  agains t  Chinese  ent i t ies  

engaged in  prol i fera t ion  and wi l l  cont inue  to  h ighl ight  our  ongoing 

concerns  about  China 's  prol i fera t ion  record  wi th  the  government .  

 Sanct ions ,  of  course ,  a lways  remain  an  opt ion to  deter  

prol i fera t ion  behavior .   We a lso  need to  develop ef fec t ive  inducements  



 

 

tha t  make c lear  i t  i s  in  the  bes t  interes ts  of  China  to  enact  and enforce  
r igorous  nonprol i fera t ion  pol ic ies .  I 'd  l ike  to  d iscuss  one  par t icular  

in i t ia t ive  tha t  my bureau has  pursued.    
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 There  are  a  number  of  Chinese  ent i t ies  tha t  a f ter  be ing 

sanct ioned by the  Uni ted  Sta tes  for  prol i fera t ion  re la ted  ac t iv i ty  have  

seen the i r  in ternat ional  reputa t ions  damaged and the i r  expor ts  

dramat ica l ly  reduced.   Severa l  sanct ioned f i rms have expressed an  

in teres t  in  taking ac t ions  tha t  would  resul t  in  the  re l ief  f rom these  

sanct ions .  

 This  des i re  to  come out  f rom under  sanct ions  g ives  us  grea t  

leverage .   As  par t  of  a  broader  nonprol i fera t ion  s t ra tegy,  we 've  held  
d iscuss ions  wi th  two major  Chinese  companies :  the  China  Nor th  

Indust r ies  Corpora t ion ,  or  NORINCO, and the  China  Great  Wal l  

Indust r ies  Company,  both  of  whom have been sanct ioned in  the  pas t  

for  the i r  prol i fera t ion-re la ted  ac t iv i t ies .  We 've  made absolute ly  c lear  

to  these  ent i t ies  tha t  any t rade  in  technologies  useful  in  WMD 
programs or  de l ivery  sys tems would  const i tu te  prol i fera t ion-re la ted  

behavior  and would  subjec t  them to  poss ib le  fu ture  sanct ions .  But  

we 've  a lso  indica ted  tha t  the i r  decis ion to  cease  such prol i fera t ion  

ac t iv i ty  would  be  recognized by the  Uni ted  Sta tes .   A commitment  to  

end prol i fera t ion-re la ted  ac t iv i ty  would  increase  prospects  tha t  

Western  companies  and in ternat ional  f inancia l  ins t i tu t ions  would  

consider  them to  be  legi t imate  corpora te  ent i t ies .  

 The response  thus  far  has  been very  encouraging.   The ef for t  i s ,  

of  course ,  only  in  i t s  ear ly  s tages .   We need to  ensure  tha t  these  

ent i t ies  ac tual ly  perform as  they have p ledged.   However ,  the  poss ib le  

impact  of  success  would  be  dramat ic .  To have NORINCO, a  f i rm that  
has  been sanct ioned seven t imes  s ince  2001,  ge t  out  of  the  

prol i fera t ion  bus iness  would  be  a  very  pos i t ive  development  and one  

tha t  could  serve  as  an  example  to  o ther  Chinese  companies .  

 In  conclus ion,  the  Uni ted  Sta tes  wi l l  cont inue  to  press  China  to  

implement  ef fec t ive ly  i t s  expor t  cont ro l  regula t ions ,  e l iminate  

loopholes  in  i t s  laws,  and re ign in  the  prol i fera t ion  ac t iv i t ies  of  
cer ta in  companies ,  and we ' l l  cont inue  to  work wi th  Chinese  ent i t ies  

tha t  have  a  ser ious  des i re  to  become corpora te  c i t izens  of  the  

in ternat ional  bus iness  communi ty .  

 Cont inued prol i fera t ion  by Chinese  ent i t ies  to  countr ies  of  

concern  i s  ne i ther  in  the  U.S.  in teres ts  nor  in  China 's .   Working 

together ,  however ,  we bel ieve  we can bui ld  upon a  shared commitment  

to  ensure  an  end to  such prol i fera t ion  ac t iv i ty .  

 Thank you.  

 [The s ta tement  fo l lows:]  

 

Prepared Statement  of  Ms.  Patric ia  McNerney,  Principal  Deputy 
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Assistant  Secretary of  State  For Internat ional  Security  and 

Nonprol i ferat ion,  Washington,  D.C.  

 
Chairman Reinschmmissioner Brookes, Commissioners of the U.S.-China Economic and Security Review 

Commission, I’d like to express my appreciation for the opportunity to appear before you today and 

discuss China’s nonproliferation practices.  In my opening remarks I’d like to point out areas where the 

United States and China have successfully cooperated on matters of nonproliferation, areas of continuing 

concern, and some promising areas for new cooperation. 

 

Let me say at the outset that the United States remains committed to working toward a relationship with 

China that enhances America’s security, addresses China’s legitimate concerns, and supports the security 

interests of our friends and allies.  To that end, we continue to engage China on nonproliferation matters in 

a constructive and forthright manner – building upon shared interests when possible and raising concerns 

when necessary.  We remain committed to expanding our areas of common interest with China, and 

improving our existing cooperation on nonproliferation.  At the same time, we have serious concerns about 

the proliferation activities of certain Chinese entities and we continue, when necessary, to take action in 

response to those activities.  We work constructively with China on a number of important proliferation 

issues, yet we also have made it clear that China must do more to halt the spread of WMD, missiles, and 

conventional weapons and related technologies.   

 

Areas of Chinese Cooperation 

The Government of China has come to recognize that it has a fundamental security interest in preventing 

the spread of weapons of mass destruction.  In many ways, it has demonstrated its interest in becoming a 

responsible nonproliferation partner.  It is now a party to many international nonproliferation instruments, 

including the Nuclear Nonproliferation Treaty (NPT), the Biological and Toxin Weapons Convention 

(BWC), the Chemical Weapons Convention (CWC), and is also a member of the Nuclear Suppliers Group 

(NSG) and the Zangger Committee.  China has adopted export controls similar to the Australia Group 

control lists on chemical and biological related items, and has enacted missile-related export controls.  And, 

the Government of China has approved a series of new laws and regulations designed to establish 

comprehensive national export control regulations.  

 

China has cooperated in efforts to put pressure on Iran and North Korea via their role in the Six Party 

Talks.  In the case of North Korea, China has made it clear that it does not condone Pyongyang’s nuclear 

aspirations but admittedly has not actively cooperated to ensure closure of North Korean front companies 

inside China that facilitate proliferation or the Chinese companies that supply them.  Following North 

Korea’s missile launches of July 2006, and its October 2006 nuclear test, China joined in the Security 

Council’s unanimous vote to adopt strong measures under UNSCR 1695 and UNSCR 1718, the latter of 

which imposed Chapter VII sanctions including a prohibition on transfers to North Korea of a broad range 

of conventional weapons, WMD-related items and luxury goods.  China continues to serve as host to the 

Six-Party Talks, and has played a constructive role in formulating and implementing both the February 13, 

2007 Initial Actions and the October 3, 2007 Second-Phase Actions agreements.  With Chinese 

cooperation, the Six-Party process has brought us to the point where North Korea has agreed and begun to 

disable the three core facilities at Yongbyon -- the 5MW(e) Experimental Reactor, the Reprocessing Plant 

(Radiochemical Laboratory), and the Nuclear Fuel Rod Fabrication Facility.  As we work to ensure that 

North Korea honors its commitments, continued Chinese support is pivotal in maintaining a united front.   

 

With regard to Iran, China shares our goal of preventing Tehran’s acquisition of a nuclear weapons 

capability.  Though differences of opinion remain on how to best achieve this end, China has supported 

sanctions as a mechanism to increase pressure on Iran.  China joined the other members of the Security 

Council in adopting UN Security Council Resolutions 1737 and 1747, and, just this March, UNSCR 1803. 

 

 

 

 

  



 

 

 These Security Council resolutions impose a series of Chapter VII sanctions on Iran.  Among other things, 

these resolutions require Member States to prevent the supply to Iran of certain items, technology, training 

or financial assistance that could contribute to its proliferation-sensitive nuclear activities or its 

development of a nuclear weapon delivery system.  The resolutions also require Member States to freeze 

the assets of entities and individuals who are identified in the UNSCR Annexes as having a significant role 

in Iran’s nuclear and missile programs, and those acting on their behalf, or owned or controlled by them.  

Moreover, these resolutions prohibit Iran from exporting arms, urge Member States to restrict heavy arms 

transfers to Iran, and call for vigilance in the activities of financial institutions in their territories with all 

banks domiciled in Iran and their branches and subsidiaries abroad.  Resolution 1803 calls on states to 

inspect certain cargo to and from Iran to prevent trafficking in the items prohibited under the relevant 

resolutions, and also targets those who have assisted designated entities and individuals in evading or 

violating UNSC sanctions.  As a member of the P5+1, China has reiterated that, should Iran continue to 

refuse verification and compliance negotiations, additional sanctions will be necessary to augment those 

already in place.    
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These Chapter VII sanctions imposed on Iran and the DPRK send a clear and compelling signal that the 

international community will not tolerate the proliferation of weapons of mass destruction.  And it is up to 

the entire international community to remain unified and consistent in its message to North Korea and Iran 

that international concerns regarding their nuclear and missile ambitions must be resolved.   

 

Beyond our cooperation in multi-lateral venues that address proliferation, there are a number of instances 

where the Chinese have expressed an interest in export control cooperation, including technical exchanges 

and training.  To the extent that it is permissible within the law, we have endeavored to provide such 

assistance.    

 

One such example is the State Department’s Export Control and Related Border Security (EXBS) Program, 

which has supported training for Chinese licensing and enforcement officials.  Since 2006, the EXBS 

program has coordinated two training events to help Chinese Customs officers identify controlled 

commodities.  These events were sponsored by the Department of Energy’s International Nonproliferation 

Export Control Program (INECP) and took place in Shanghai and Dalian, focusing on training Chinese 

frontline Customs enforcement officials and technical experts responsible for interdicting illicit shipments 

of WMD-related, “dual-use,” strategic commodities.  EXBS also plans to offer Chinese Customs seaport 

interdiction training at the working seaport in Charleston, South Carolina.    

 

Other interdiction-related activities include China’s participation in the Department of Homeland 

Security’s Container Security Initiative and the Department of Energy’s Megaports Initiative.  Both 

initiatives are aimed at improving detection of radiological and nuclear items at seaports.   

 

In the area of industry-related export control-related training, EXBS sponsored a successful “Industry-

Government Forum” for Chinese inter-ministry participation in mid-January, and plans to work with China 

on its development of an industry “Internal Control Program.”   Additionally, in coordination with the 

EXBS program, the INECP program is collaborating with the China Atomic Energy Authority (CAEA) 

within the CAEA-DOE Peaceful Uses of Nuclear Technology (PUNT) framework on the development of 

technical guides on nuclear and nuclear dual-use materials, equipment and technology.  It is expected that 

these guides will enhance the capacity of Chinese licensing and industry specialist to evaluate export 

license applications and train Chinese industry and enforcement officials.   

 

For the future, we expect China will agree to further exchanges on a wide variety of legal regulatory, 

industry outreach and enforcement issues, including practical inspection, targeting, and investigation 

techniques.   

 



 

 

In addition to bilateral training initiatives, we also hope that China will join the Proliferation Security 

Initiative (PSI), which was created by President Bush to facilitate cooperation in the interdiction of nuclear, 

chemical and biological weapons, their delivery systems, and related technologies.  The hallmark of the 

PSI is the close, innovative interaction between diplomatic, military, intelligence, law enforcement, and 

economic tools to combat proliferation.  The PSI has become an important tool to interdict shipments, 

disrupt networks, and hold companies accountable for their activities.  Beijing has thus far been reluctant to 

join with the almost 90 nations participating in the PSI, citing legal concerns. It also is quite possible that 

Beijing feels it must take regional concerns into account regarding its participation in the PSI, even though 

we have repeatedly clarified that PSI is not directed at any particular country.  China’s commitment and 

participation in the PSI effort would be in keeping with China’s stated commitment to nonproliferation and 

would be a valuable contribution to international security.   We will continue to address Beijing’s concerns 

and emphasize that all PSI actions are taken in accordance with states’ domestic authorities and 

international law.  
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Real Concerns Remain 

The proliferation policies of the Government of China have improved.  However, a number of Chinese 

entities continue to supply items and technologies useful in weapons of mass destruction, their means of 

delivery, and advanced conventional weapons to regimes of concern.  We continue to find that China has 

important deficiencies in translating its declared nonproliferation objectives into its export control system, 

particularly with regard to thorough implementation, transparent enforcement and possibly, willingness.   

 

We continue to engage the Chinese government in an effort to halt commercial transactions that violate 

UNSC Chapter VII sanctions, nonproliferation norms, and Chinese law, but our efforts are met with mixed 

results.  We still observe Chinese firms and individuals transferring a wide variety of weapons-related 

materials and technologies to customers around the world that we judge would use or retransfer the 

weapons in a manner that threatens regional stability and international security – including to Burma, 

Cuba, Iran, Sudan and Syria.   

  

In addition, we have raised with the Chinese government our concerns that Chinese seaport facilities and 

international airports are transit and transshipment points for governments and entities that wish to ship 

sensitive materials to programs of proliferation concern.  Certainly we would hope that China wishes to 

avoid a global reputation as a safe transit and transshipment point for foreign proliferators.   

 

Judging the extent to which the Chinese government or Chinese officials are witting of the proliferation 

activity of Chinese entities is difficult given the lack of transparency noted earlier.  One factor enabling 

proliferation activities is the decentralization that has become a key feature of China’s economic reform.  

We simply do not know enough about China’s export control regime, and cannot assess the level of control 

or awareness that Chinese officials have over increasingly free-wheeling companies that trade in dual-use 

materials applicable to WMD and their delivery systems.  These transfers remain a serious concern, and we 

will continue to press Chinese officials to be vigilant and act vigorously to investigate and enforce their 

export control regulations.  

 

We are particularly concerned that Chinese firms have continued to supply Iran with a range of 

conventional military goods and services in contravention of the restrictions within these UN Security 

Council Resolutions.  Inevitably, some of this weaponry has found its way to insurgents and militants 

operating in Iraq, as well as Hizballah terrorists in the Levant. The United States has sanctioned a number 

of Chinese entities under the Iran and Syria Nonproliferation Act and Executive Order 13382 for the sale 

of items on multilateral control lists or items with the potential to make a material contribution to ballistic 

or cruise missile programs or WMD programs.   

 



 

 

With specific reference to conventional weapons, China, like many other countries, views its trade in 

conventional weapons as helping nations to meet their perceived defense needs and asserts that these 

transfers are in accordance with international norms.  Despite this assertion, evidence indicates that Iran 

has transferred Chinese weapons to Shia militants in Iraq as well as terrorist groups such as Hizballah.  For 

example, the Misagh-1 (the Iranian version of a Chinese MANPADS with Chinese components) was used 

in Iraq in 2004.  In 2006, a Chinese C-802 anti-ship cruise missile, which has been supplied only to Iran in 

the region, was used by Hizballah to attack an Israeli naval vessel.  China appears to accept at face value 

the end-use assurances and pledges against retransfers it receives from its customers, despite the fact that 

some of its customers have links to terrorists and have records as unreliable end-users, such as Iran.  

Nevertheless, China has demonstrated sensitivity to growing international concerns about recipients of 

some of its arms sales, notably Sudan.  We continue to seek greater Chinese cooperation in curtailing 

transfers to state sponsors of terrorism and in stricter and more uniform application of its export control 

safeguards.              
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We have discussed with China the importance of addressing its weak export control enforcement and 

detection capabilities in order to rein in the proliferation activities of certain Chinese companies.  If China 

is to have in place a rigorous export control system, it must devote additional resources, increased 

enforcement, rigorous implementation of catch-all provisions, and more investigations and prosecutions of 

violators of its export control laws.  Moreover, we have encouraged China to share timely and substantive 

information on actions the government has taken in response to U.S. demarches.  A level of transparency in 

China’s nonproliferation activity is absolutely essential; heretofore this has been notably lacking.  We will 

continue, as warranted, to impose sanctions against Chinese entities engaged in proliferation and will 

continue to highlight our ongoing concerns about China’s proliferation record with the Chinese 

government.   

An area of potential concern is possible additional Chinese support for Pakistan’s civil nuclear program.  

As a member of both the NPT and the NSG, China has shown its commitment to enforcing international 

nonproliferation and export control norms.  When China joined the NSG in 2004, it made a statement 

regarding the safeguarded nuclear facilities in Pakistan it would continue to support as “grandfathered.”  

These are: the Karachi nuclear power plant; Chasma nuclear power plants 1 and 2; and Parr research 

reactors 1 and 2.  Recently, Pakistan has expressed interest in increasing domestic nuclear power 

generation and has made overtures to China for support.  This is something we continue to watch closely to 

ensure both that China abides by its commitments to the NSG and to ensure that ongoing Chinese 

cooperation with Pakistan does not support Pakistan’s un-safeguarded nuclear weapons program. 

 

 

Areas of Promising New Cooperation 

Sanctions, of course, always remain an option to deter proliferating behavior.  We have made an effort to 

use these sanctions in a targeted and constructive way.  Avoiding those sanctions is a strong inducement 

for legitimate Chinese corporations to enact and enforce rigorous nonproliferation policies.  As an 

alternative to sanctions, we have worked to encourage China to become a willing partner in addressing a 

common nonproliferation agenda.   

 

Mr. Chairman, to this end, I would like to discuss one particular initiative that my bureau has pursued.  As 

I have already noted, there are a number of Chinese entities who, after being sanctioned by the U.S. for 

proliferation related activity, have seen their international reputations damaged and their exports 

dramatically reduced.  Several Chinese firms sanctioned under U.S. law or Executive Order have expressed 

an interest in taking actions that would result in relief from the sanctions.  We can leverage this desire by 

Chinese firms to come out from under sanctions and advertise the tangible benefits that can accrue to 

companies that wish to abandon proliferation. 

 

As part of a broader nonproliferation strategy that we devised last year, we held discussions with two major 

Chinese companies – the China North Industries Corporation (NORINCO) and the China Great Wall 



 

 

Industries Company (CGWIC) – both of whom have been sanctioned repeatedly in the past for 

proliferation-related activities.  We have made absolutely clear to these entities that any trade in 

technologies useful in WMD programs or delivery systems would constitute proliferation-related behavior, 

and would subject them to possible future sanctions.  We also continue to make it clear to them that any 

conventional arms transfers to countries such as North Korea and Iran are equally unacceptable.  But, we 

have indicated that their decision to cease such proliferation activity would be recognized by the United 

States.  A commitment to end their proliferation-related activity and concrete, positive action towards this 

end would likewise increase prospects that Western companies and international financial institutions 

would have no concerns in developing broad economic and trade ties with these Chinese companies.   
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The response of NORINCO and CGWIC has been very encouraging.  Both companies have adopted 

comprehensive internal compliance programs and are implementing policies to ensure that inadvertent 

transactions do not occur.  NORINCO, for example, has committed to refrain from selling armaments to 

North Korea or Iran and claims to have turned down over $100 million in potential contracts with 

sanctioned regimes.  And there are indications that the positive results are not limited only to these two 

companies.  I fully anticipate that if tangible benefits of a solid nonproliferation record begin to accrue, 

additional Chinese companies will seek to emulate the nonproliferation policies of NORINCO and 

CGWIC.  

 

This effort is, of course, only in its early stages.  We need to ensure that these entities actually perform as 

they have pledged.  We need to make sure they do not simply spin-off their proliferation-related activity to 

subsidiaries or sister companies so that the problem remains under another guise.  And, these companies 

need to demonstrate that they are committed to the path of good corporate citizenship over the long haul.  

However, the possible impact of success would be dramatic.  To have a commitment from a company such 

as NORINCO, a firm that has been sanctioned seven times since 2001, to get out of the proliferation 

business is a very positive development and one that could serve as an example to other Chinese 

companies.  I am guardedly optimistic that our efforts can bring about meaningful results. 

 

Conclusion 

The United States will continue to press China to implement effectively its export control regulations, 

eliminate loopholes, and reign in the proliferation activities of certain companies.  And we will continue to 

work with Chinese entities that have a serious desire to become good corporate citizens of the international 

business community.  Continued proliferation by Chinese entities to countries of concern is neither in U.S. 

interests, nor China’s.  Working together, we can build upon our shared commitment to ensure an end to 

such proliferation activity. 

 

  

 

Panel  IV:   Discuss ion,  Quest ions  and Answers  

 

 HEARING COCHAIR REINSCH:  Thank you.  

 Commiss ioner  Videnieks .  

 COMMISSIONER VIDENIEKS:   What  i s  the  scope or  how do we 

def ine  prol i fera t ion  now?  I  jus t  heard  you ment ion advanced 

convent ional  weapons  as  being inc luded.   I t  used to  be  jus t  WMD and 
CBR maybe.   So that ' s  the  ques t ion bas ica l ly .   What  i s  the  scope and 

when did  advanced convent ional  weapons--  and what  are  they--get  

added,  and how about  the  AK-47s?  

 MS.  McNERNEY:  Yes .   Obviously ,  we 've  a lways  obviously  been 



 

 

concerned about  chemical ,  b io logica l  and nuclear  ba l l i s t ic  miss i le  
sys tems,  but  the  I ran ,  Syr ia ,  Nonprol i fera t ion  Act ,  now the  I ran ,  Nor th  

Korea ,  Syr ia  Nonprol i fera t ion  Act  added convent ional  weapons  as  an  
area  tha t  we have to  review for  sanct ions  ac t iv i ty .  As  a  resul t  of  tha t  

ac t  of  Congress ,  Chinese  companies  tha t  a re  supplying convent ional  
weapons  to  I ran  are  subjec t  to  sanct ions  under  U.S.  law.
 COMMISSIONER VIDENIEKS:   How about  the  fore ign mi l i ta ry  

sa les?   How does  tha t  f i t  in to-- I  mean a  sa le  i s  a  method of  

prol i fera t ion .   I t ' s  a  tool .  
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 MS.  McNERNEY:  Sure .   Yes .  

 COMMISSIONER VIDENIEKS:   I  guess  the  rec ip ient  i s  the  one  
tha t  de termines  whether  i t ' s  negat ive  or  pos i t ive ;  r ight?  

 MS.  McNERNEY:  Yes .   For  example ,  take  NORINCO. They 

have long-s tanding contrac ts  wi th  I ran  for  convent ional  weapons .  That  

has  been an  area  tha t  we have  t r ied  to  encourage  China  to  get  out  of  

the  bus iness  of  se l l ing  weapons ,  even convent ional  weapons ,  to  I ran ,  
to  Syr ia ,  to  Nor th  Korea ,  because  of  the  des tabi l iz ing inf luence  of  

those  weapons .  And even when NORINCO does  se l l  the  weapons ,  they 

are  consis tent  wi th  what  they perceive  as  the i r  laws and 

responsibi l i t ies .  We f ind  they take  for  granted  when I ran  assures  them 

that  the  end-user  i s ,  indeed,  I ran  and that  the  weapons  are  for  

defens ive  capabi l i t ies .  Yet  we f ind  them in  I raq  on the  bat t le f ie ld .   We 

f ind them with  Hezbol lah .  So the  proposi t ion  tha t  I ran  i s  a  responsible  

ac tor ,  or  the  argument  tha t  convent ional  arms sa les  to  I ran  would  be  

considered  t radi t ional  defens ive  capabi l i t ies ,  jus t  doesn ' t  p lay  out  

when you look a t  the  fac ts  on  the  ground.  

 COMMISSIONER VIDENIEKS:   Thank you.  

 HEARING COCHAIR REINSCH:  Commiss ioner  Wessel .  

 COMMISSIONER WESSEL:   Thank you for  being here .   Two,  I  

th ink,  re la t ive ly  quick  ques t ions .  

 You ment ioned shipments  to  Cuba,  tha t  those  had been discussed 

wi th  China .   Can you le t  us  know what  the  nature  of  those  shipments  

were  because  you ment ioned advanced weaponry and the  o ther  

ca tegor ies?  

 MS.  McNERNEY:  Maybe I  can get  back to  you sor t  of  what  

speci f ica l ly  we 've  seen.   I  don ' t  th ink we 've  seen anything beyond,  you 

know,  sor t  of  s tandard  convent ional  arms tha t  have  gone to  Cuba.  

Cer ta in ly  we wouldn ' t  put  tha t  in  the  WMD or  bal l i s t ic  miss i le  

ca tegory .  

 COMMISSIONER WESSEL:   Okay.   I f  you could  get  back to  us  

on tha t ,  tha t  would  be  apprecia ted .  

 MS.  McNERNEY:  We' l l  ge t  tha t  to  you.  

 COMMISSIONER WESSEL:   Also ,  as  we look a t  the  broad 
inf ras t ructure  laws,  are  you a lso  engaged in  Expor t  Control  Act  pos t -



 

 

ver i f ica t ion  reviews?   Is  your  off ice  aware  of  tha t?   And what  has  been 
the  Chinese  implementa t ion  of  the  pos t -ver i f ica t ion  review process  in  

the  las t  year  or  two?  
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 MS.  McNERNEY:  Yes .   We do a  l i t t le  b i t  less  of  tha t .   We refer  

to  our  Pol i t ica l  Mil i ta ry  Bureau for  implement ing the  mi l i ta ry  s ide  of  

pos t -shipment  ver i f ica t ion ,  but  we do obviously  work wi th  the  

Commerce  Depar tment  and the  o ther  par ts  of  the  Sta te  Depar tment  to  
look a t  which ent i t ies  are  ac tual ly  fo l lowing through on the  expor t  

requi rements .  

 For  example ,  i f  we se l l  a  mi l i ta ry-re la ted  i tem that  could  be  used 

for  dual -use  purposes ,  and those  companies  then are  re t ransfer r ing  

them to  countr ies  of  concern ,  we’d obviously  look a t  i t  for  sanct ions  

poss ib i l i t ies  as  wel l  as  s imply  to  t ry  to  s top  the  re t ransfer  ac t iv i ty .  We 

would  ta lk  to  the  Chinese  government  about  the  ac t iv i ty .  But  my 

bureau wouldn ' t  ge t  in  the  bus iness  of  the  sor t  of  regula tory  aspects  of  

U.S.  expor t  law.  

 COMMISSIONER WESSEL:   Unders tand.   But  as  i t  re la tes  to  

ver i f ica t ion ,  the  ac tual  v is i t s  in  China  which could ,  as  you pointed  

out -  

 MS.  McNERNEY:  Yes .  

 COMMISSIONER WESSEL:   - - resul t  in  t ransshipment  and 

potent ia l  problems or  misuse  in  the  dual -use  area ,  has  China  changed 

i t s  prac t ices  or  are  they a l lowing more  ver i f ica t ion  v is i t s?   Has  tha t  

accelera ted?   What 's  been the  exper ience  in  the  las t  couple  of  years?  

 MS.  McNERNEY:  Some countr ies  are  more  forward leaning than 

China  about  opening up the i r  books .   I  th ink you 'd  have  to  ta lk  to  our  

Commerce  Depar tment  fo lks  who ac tual ly  in i t ia te  the  v is i t s ,  but  I  

th ink i t ' s  not  a lways  as  open as  we would  l ike  wi th  a l l  Chinese  

ent i t ies .   So probably  a  mixed bag.  

 COMMISSIONER WESSEL:   Okay.   Thank you.  

 HEARING COCHAIR REINSCH:  Commiss ioner  Fiedler .  

 COMMISSIONER FIEDLER:  I 'd  l ike  to  p ick  up on your  

NORINCO discuss ion.   So NORINCO gets  sanct ioned seven t imes  and 
now says  i t ' s  a  good ac tor  and coopera tes  wi th  t ra in ing and other  

th ings  wi th  us  in  the  Uni ted  Sta tes  I  th ink a t  the  Univers i ty  of  Georgia  

or  somewhere .  

 I s  the i r  former  ac t iv i ty  s imply  being picked up by 

Polytechnologies  or  some other  bad ac tor  in  China?   So whereas  
NORINCO has  got ten  out  of  the  bus iness ,  has  some other  ent i ty  got ten  

in  and we don ' t  see  a  d iminut ion?  

 MS.  McNERNEY:  Yes .   That ' s  one  of  the  th ings  tha t  I  worry  

about  when we 're  looking a t  engaging a  Chinese  company.  I  th ink on 

one level ,  you want  NORINCO obviously  to  c lean i t s  ac t  up  and we 

need to  do everything we can to  g ive  i t  sor t  of  tha t  gold  s tar .  But  i t ' s  
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 COMMISSIONER FIEDLER:  Oh,  no,  I  unders tand.  
 MS.  McNERNEY:  - -but  ac tual ly  see ing the  exper ience .   But  tha t  

sa id ,  because  of  the  s t ruc ture  of  Chinese  s ta te-owned corpora t ions ,  you 

can s imply  move the  sanct ionable  ac t iv i ty  to  an  ent i ty  you don ' t  care  

about  ge t t ing  sanct ioned and therefore  be  able  to  cont inue  the  bus iness  
and avoid  the  sanct ions .  That ’s  something tha t  we 've  rea l ly  focused in  

on.  I t ’ s  not  only  c leaning up the  ent i t ies  but  a lso  changing the  Chinese  

pol ic ies  and sor t  of  mind-se t  about  who are  val id  cus tomers  for  some 
of  these  mi l i ta ry-re la ted  goods .  For  example ,  we don ' t  th ink any 
Chinese  ent i ty  should  be  se l l ing  convent ional  arms to  I ran  a t  th is  t ime.  
 That ’s  cer ta in ly  our  s t rong message to  China  on the  pol icy  f ront .  

We’re  t ry ing to  a lso  get  the  companies  involved.  
 One of  the  th ings  tha t  NORINCO has  been doing which is  

impress ive  i s  se t t ing  up an  In ternal  Compl iance  Program,  l ike  any 
other  mul t i la tera l  or  mul t ina t ional  company would  do in  the  Uni ted  
Sta tes ,  Europe,  or  any other  normal  Western- l ike  companies .  We th ink 

tha t ' s  a  rea l ly  impor tant  move.  I f  i t  s ta r t s  to  become a  way of  
opera t ing ,  a  bus iness  model  for  Chinese  companies  down the  l ine ,  I  
th ink tha t ' s  a l l  to  the  good and cer ta in ly  improves  these  larger  
companies  as  ac tors .  
 But  there  s t i l l  i s  tha t  i ssue  obviously  of  the  Chinese  pol icy  and 
what  they see  as  a  legi t imate  and val id  sa le .  That ,  I  th ink,  i s  what  

you ' re  get t ing  a t ,  which is  tha t  we don ' t  want  a  shel l  game where  they 

jus t  k ind of  move i t  over  to  another  company.  
 COMMISSIONER FIEDLER:  Have we seen a  d iminut ion in  the i r  
convent ional  arms t rading wi th  I ran?  
 MS.  McNERNEY:  We have,  and I  th ink i t ' s  fa i r  to  say  the  
Chinese ,  too ,  f ind  the  image they want  to  por t ray  to  the  wor ld  an  

image tha t  they are  not  se l l ing  arms tha t  a re  k i l l ing  American sold iers  
in  I raq .   So there  i s  sens i t iv i ty  on the i r  par t  to  making sure  the i r  

companies  are  not  engaged in  ac t iv i t ies  tha t  a re  ending up in  
re t ransfers  f rom Iran .  
 I  th ink  t ime wi l l  te l l  whether  th is  i s  something they are  s imply  

doing in  advance  of  the  Olympics  in  order  to  embarrassment  dur ing 
such a  h igh prof i le  ac t iv i ty .   We're  going to  want  to  see  th is  ac t iv i ty  
beyond then and see  i f  i t ' s  going to  hold  more  permanent ly .  
 COMMISSIONER FIEDLER:  Thank you.  
 HEARING COCHAIR REINSCH:  Commiss ioner  Mul loy.  
 COMMISSIONER MULLOY:  Thank you,  Mr.  Chairman.   Thank 

you for  being here ,  Ms.  McNerney.  
 On page four  of  your  tes t imony,  you te l l  us  tha t  we cont inue  to  
engage the  Chinese  government  in  an  ef for t  to  ha l t  commercia l  
t ransact ions  tha t  v io la te  UNSC,  meaning U.N.  Secur i ty  Counci l ,  
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 Are  these  sanct ions  tha t  we have put  on I ran  to  t ry  and head off  
I ran  f rom pursuing the  development  of  nuclear  weapons?  

 MS.  McNERNEY:  Yes .    

 COMMISSIONER MULLOY:  Yes .   Then,  la ter  you say we are  

par t icular ly  concerned--so  the  Chinese  must  have  voted  in  favor  of  

those  sanct ions?  

 MS.  McNERNEY:  Yes .   I  want  to  be  careful  tha t  we ' re  ta lk ing 

about  Chinese  ent i t ies  and not  the  Chinese  government  tha t  a re  

engaged in  tha t  ac t iv i ty .   There  are  a  number  of  Chinese  ent i t ies  tha t  

we th ink are  s t i l l  engaged in  sa le  of  dual -use  technologies  tha t  might  

end up,  for  example ,  in  the  nuclear  program.  The Chinese  I  th ink f rom 

a  legal  s tandpoint  would  say:  “Look,  we 've  got  the  laws in  p lace ,  we ' re  

going to  enforce  th is ,  but  we ' re  s t i l l  see ing some of  those  ent i t ies  

evading those  ru les  and enforcement  mechanisms.”  

 COMMISSIONER MULLOY:  Did  the  sanct ion adopted by the  

Secur i ty  Counci l ,  and the  Chinese  must  have  voted  for  i t  i f  i t  was  

adopted ,  or  a t  leas t - -  

 MS.  McNERNEY:  They did ,  yes .  

 COMMISSIONER MULLOY:  Yes .   Did  tha t  cover  convent ional  

weapon sa les  to  I ran?  

 MS.  McNERNEY:  On the  convent ional  s ide ,  the  Secur i ty  

Counci l  Resolut ions  ask  countr ies  to  be  very  wary of  any sa les  in  the  

convent ional  s ide ,  and to  I  th ink i t ' s  “vig i lance  and res t ra in t”  or  some 

terminology l ike  tha t .   And we cer ta in ly  have  pressed countr ies ,  

inc luding Russ ia  as  wel l ,  tha t  v ig i lance  and res t ra in t  g iven the  fac ts  on  

the  ground,  par t icular ly  in  l ight  of  t ransshipments  or  t ransfers  to  

te r ror is t  organiza t ions ,  means  tha t  they shouldn ' t  se l l  anything.   But  

the  resolut ions  do not  say  tha t .  

 COMMISSIONER MULLOY:  Do they disagree  that  th is  i s  

covered by the  Secur i ty  Counci l  Resolut ion?  

 MS.  McNERNEY:  They bel ieve  tha t  they are  ac t ing  wi th  
appropr ia te  res t ra in t  and vig i lance ,  yes .  

 COMMISSIONER MULLOY:  Okay.   Then one o ther  ques t ion .   

You ment ioned the  Prol i fera t ion  Secur i ty  In i t ia t ive ,  and you ment ioned 

tha t  the  Chinese  have  been re luctant  to  jo in  the  o ther  90  nat ions  tha t  

a re  par t  of  tha t ,  and you say  tha t  they c i te  legal  concerns .   What  are  

those  legal  concerns?  

 MS.  McNERNEY:  The Prol i fera t ion  Secur i ty  In i t ia t ive  

s ta tement  of  pr inc ip les  says  tha t  we ' re  going to  take  a l l  ac t ions  

consis tent  wi th  nat ional  legal  author i t ies  and in ternat ional  law.  In  the  

f ive  years  now that  the  PSI  has  exis ted ,  we rea l ly  have  ac ted  in  tha t  
manner .  The Chinese  s t i l l  a re  concerned tha t  we ' re  going to  use  i t  to  

jus t i fy  a t -sea  boardings  tha t  a re  outs ide  of  in ternat ional  legal  
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 COMMISSIONER MULLOY:  Boarding ships?  
 MS.  McNERNEY:  Yes .   Cer ta in ly  there  are  obvious ly  legal  

requirements  i f  one  were  to  ac tual ly  board  a  ship  on the  h igh seas .  
There’s  a  Chinese  concern  tha t  PSI  would  be  seen as  a  green l ight  for  

broader  enforcement  ac t ions  than are  current ly  required  under  
in ternat ional  law.  
 COMMISSIONER MULLOY:  I  see .   Thank you very  much.  
 HEARING COCHAIR REINSCH:  Commiss ioner  Esper .  
 COMMISSIONER ESPER:  Thank you,  Ms.  McNerney,  for  being 
here  th is  af ternoon.  
 I  got  a  couple  ques t ions .   F i rs t  of  a l l ,  I ’m t ry ing to  connect  the  
dots  be tween what  we discussed in  th is  morning 's  panels ,  and tha t  

involved space  i ssues  and space  technologies ,  and your  tes t imony.  
Within  the  por t fo l io  of  your  d iv is ion,  your  bureau,  do  you see  any 
Chinese  shipment  or  the  receip t  of  space-re la ted  i tems or  components  
tha t  may help  the  PRC advance  i t s  space  capabi l i t ies?   Are  you see ing 
any type  of  t rade  such as  tha t?  
 MS.  McNERNEY:  You know,  I  th ink in  previous  t imes  there  was  
a  l i t t le  more  of  I  th ink some viola t ions  of  our  own expor t  contro l  laws,  
but  I  don ' t  th ink there  have  been any high prof i le  cases  of  tha t  na ture  
in  the  las t  severa l  years .  
 For  China  Great  Wal l ,  commercia l  space  sa te l l i te  launch service  
i s  the i r  bus iness .   They are  under  sanct ions .   They 'd  very  much l ike  to  
get  out  f rom under  tha t  sanct ioning so  tha t  they can engage in  

legi t imate  c iv i l ian  launch ac t iv i t ies ,  and so--  
 COMMISSIONER ESPER:  They ' re  under  U.S.  sanct ion?  
 MS.  McNERNEY:  They 're  under  our  Execut ive  Order  13382 
deal ing  wi th  prol i fera t ion  f inance .  That ’s  been a  rea l  impediment  as  
they do business  around the  wor ld .   Banks  don ' t  want  to  do business  
wi th  companies  on  those  l i s t s .   So  there 's  rea l  incent ive  for  them to  get  

back in to  the  bus iness .  That ’s  par t  of  the  reason there 's  a  lo t  of  ef for t  
to  c lean up the i r  prol i fera t ion  prac t ices .  
 Yes ,  our  own expor t  contro l  law enforcement  measures  are  not  an  

area  tha t  my bureau t racks  as  much so  I  wouldn ' t  have  as  much 

famil iar i ty .  
 COMMISSIONER ESPER:  Right .   The o ther  par t  of  th is  
morning’s  hear ing was  focused on t ry ing to  f igure  out  what  China  i s  

doing in  the  domains  of  space  and cyberspace ,  what  the i r  grand 
s t ra tegy is ,  and what  the i r  ambi t ions  and a ims are .  
 From your  perspect ive ,  wi th  regard  to  prol i fera t ion ,  what  
conclus ions  do you draw?  Are  they hones t ly  t ry ing to  contro l  ent i t ies  
tha t  a re  prol i fera t ing  or  do  you th ink the i r  ac t ions  are  par t  of  a  broader  

s t ra tegy?   Has  your  bureau drawn any conclus ions  about  what  you may 
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 MS.  McNERNEY:  Where  we 've  looked a t  th is  in  more  deta i l  i s  
the  recent  ant i -sa te l l i te  tes t  tha t  they d id  about  a  year-and-a-hal f  ago.  

We saw that  as  very  problemat ic .  They didn ' t  not i fy  anyone pr ior  to  

the  tes t ,  there  was  no t ransparency,  the  debr is  tha t  i s  up  there  could  be  

there  for  over  a  hundred years ,  and tha t  could  have  impact  on  c iv i l ian  
asse ts  in  space .  We’ve  pressed them very  hard  on tha t  s ide  of  i t .   

 Meanwhi le ,  they 've  pressed for  a  t rea ty  in  the  Conference  on 

Disarmament  context  tha t  we th ink ac tual ly  doesn ' t  address  some of  

the  rea l  i ssues  tha t  we ' re  deal ing  wi th  in  te rms of  the  ant i -sa te l l i te  
tes t ing  and so  for th .  The Chinese  space  arms contro l  proposal  looks  to  

control  and pul l  back some of  our  own broader  space  ac t iv i t ies .  So,  

tha t ' s  one  area  where  obviously  they ' re  looking to  accelera te  the i r  own 

technica l  capabi l i t ies  in  space ,  but  t ry  to  do  so  in  a  way tha t  hems in  

some of  the  ac t iv i t ies  tha t  o thers  are  engaged in .  

 Any kind of  sa les  to  I ran ,  for  example ,  which i s  in teres ted  in  

space-based capabi l i t ies ,  would  be  a  v io la t ion  of  the  Secur i ty  Counci l  

Resolut ions .   That ' s  an  area  where  some Chinese  companies  might  be  

engaged in  expor t ing  some of  the  mater ia ls .   So  tha t  would  be  another  

focus  for  ac t iv i ty .  

 But  space  obviously  i s  an  area  where  there 's  a  lo t  of  in teres t  and 

movement ,  and you know I 'm sure  tha t  our  Pol i t ica l  Mil i ta ry  Affa i rs  

Bureau col leagues  or  our  Commerce  col leagues  can ta lk  more  about  

what  China  i s  doing in  the  Uni ted  Sta tes  to  gain  some of  tha t  

capabi l i ty  here .  

 COMMISSIONER ESPER:  What 's  your  overa l l  scorecard  though,  
for  China  on prol i fera t ion?   We've  d iscussed th is  now over  a t  leas t  a  

decade .   I s  i t  be t ter  than i t  was  and get t ing  bet ter  and therefore  i t  

re f lec ts  the i r  des i re  to  be  a  responsible  s takeholder ,  as  the  saying 

goes?   Or  do you see  i t  as  unchanged and unclear  why i t ' s  not  changing 

or  improving?  

 MS.  McNERNEY:  I  th ink i t ' s  be t ter .   I  th ink they are  def in i te ly  
making progress  legal ly  across  the  board .  They’ve  got  laws in  p lace  

now.   Even on speci f ic  areas ,  when they rea l ly  want  to  send down an 

edic t  to  s top  a  cer ta in  k ind of  shipment ,  somehow that  ac t iv i ty  does  

dry  up a  b i t .  

 We 've  had a  lo t  of  success  where  these  Chinese  companies  and 

banks  want  to  ge t  in to  in ternat ional  f inancia l  markets ,  where  they want  

to  p lay  on a  f ie ld  tha t  a l lows them the  access .   So Chinese  f inancia l  

ins t i tu t ions  are  probably  more  aggress ive  in  te rms of  not  engaging 

wi th  sanct ioned ent i t ies  tha t  could  then cut  them off  f inancia l ly  f rom 

Europe or  f rom the  Uni ted  Sta tes .  

 The companies  themselves ,  as  I  ment ioned,  have  a  s imi lar  sor t  of  

a  s imi lar  ca lculus .  At  the  same t ime,  there  are  a  lo t  of  these  smal ler  



 

 

actors  tha t  seem to  jus t  cont inue  wi th  the  prol i fera t ion  ac t iv i t ies  and 
seem to  get  away wi th  i t .   We’d l ike  to  see  more  ef for t  focused on the  

enforcement  s ide  because  there  seems to  be  the  abi l i ty  of  these  k inds  

of  companies  tha t  want  to  ac t  outs ide  Chinese  expor t  cont ro l  law to  get  

the i r  goods  to  market .  That ’s  rea l ly  where  we 've  focused a  lo t  of  our  
energy and a t tent ion .  
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 COMMISSIONER ESPER:  Okay.   Good.   Thank you.  
 HEARING COCHAIR REINSCH:  Thank you.   Commiss ioner  
Shea .  
 COMMISSIONER SHEA:  Thank you very  much for  be ing here  

th is  af ternoon.   Jus t  two quick quest ions .   F i rs t  of  a l l ,  would  you l ike  
to  have  any addi t ional  tools  or  author i t ies  so  tha t  you could  do your  

job  a t  curbing prol i fera t ion  of  weapons ,  so  they can do i t  more  

ef fec t ive ly?   That ' s  my f i rs t  ques t ion .  
 And secondly ,  we recent ly  saw China  t ry ing-- I  guess  i t ' s  a  
Chinese  company--Polytechnologies- - t ry ing to  ship  convent ional  arms 
to  Zimbabwe.   I  be l ieve  tha t  sh ipment  was  s topped in  South  Afr ica  by-

-  
 MS.  McNERNEY:  I t ' s  ac tual ly  in  Angola .  
 COMMISSIONER SHEA:  Angola .   Thank you.   Do you--and 

then sent  back home--do you see  any reassessment  among the  Chinese  
leadership  tha t  maybe these  types  of  ac t iv i t ies  are  not  good for  the  
brand?   That  maybe,  you know,  in  the  shor t  run  or  in  the  long run or  

even the  shor t  run ,  th is  i s  not  a  useful  ac t iv i ty  to  be  engaged in ,  not  
benef ic ia l  for  China 's  image? 
 MS.  McNERNEY:  Yes .   Jus t  on  the  f i rs t  ques t ion  regarding the  
tools .  I  do  th ink we have pre t ty  broad sanct ions  author i t ies  i f  we need 

them,  wi th  the  Execut ive  Orders  tha t  ta rget  f inancing.   That ' s  been a  
rea l ly  valuable  tool  s ince  the  Pres ident  i ssued tha t  order .  
 A lo t  of  i t  i s  pol i t ica l  wi l l  and dia logue,  and highl ight ing the  

i ssue  and jus t  cont inuing to  press  away.  Frankly  I  th ink the  Chinese  
government  ac ts  more  when these  th ings  are  h ighl ighted  in  a  publ ic  
way and they see  the  down s ides  such as  those  tha t  you ment ioned 
about  the  shipment .  
 The arms shipment  to  Zimbabwe would  have gone had i t  not  been 

for  th is  in ternat ional  scrut iny  and a t tent ion .   So I  th ink a l l  of  th is  k ind 

of  d iscuss ion rea l ly  i s  va luable  in  te rms of  augment ing the  legal  tools .  

 I  don ' t  th ink there 's  some tool  miss ing tha t  we ' re  hoping for .  
 Regarding that  second point ,  we have seen some decrease .   What  

we ' re  concerned is  tha t  improvements  in  Chinese  nonprol i fera t ion  
prac t ices  are  because  of  publ ic  a t tent ion  tha t  i s  the  resul t  of  a  l i t t le  

more  a t tent ion  on the  Olympics  and anything tha t ' s  h igh prof i le  na ture .  
But ,  they have pul led  back some f rom Iran .   They don ' t  se l l  as  much to  
Nor th  Korea  or  a l low thei r  companies  to  se l l  spare  par ts ,  tha t  sor t  of  
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 At  the  same t ime,  you know,  I  th ink they come under  t remendous  
pressure  f rom thei r  bus inesses  to  crea te  jobs  and get  sa les  out  the  door  

and increase  expor ts ,  jus t  l ike  most  governments  would .  That  rea l ly  

requires  some s t rong posi t ions  f rom the  government  to  sor t  of  push 

back on those  k inds  of  sa les .  I t ’ s  a  chal lenge.  They perceive  tha t  
legi t imate  defens ive  weapons  are  not  sanct ionable  or  not  prohibi ted  

under  the i r  laws and,  therefore ,  we ' re  ac t ing  ext ra- legal ly  by applying 

these  sanct ions .   Obviously ,  we disagree .  We th ink i t ' s  impor tant  to  

take  a  s tand when you ta lk  about  se l l ing  arms to  such regimes .   But  i t  
i s  an  area  tha t  we tend to  d i f fer .  

 COMMISSIONER SHEA:  Thank you.  

 HEARING COCHAIR REINSCH:  I  have  a  couple  of  ques t ions  

and then we ' l l  have  a  second round.   We have a t  leas t  one  

commiss ioner  who has  an  addi t ional  ques t ion .  

 With  respect  to  the  convent ional  arms t ransfers  tha t  you a l luded 

to ,  Cuba,  wherever ,  I  unders tand those  are  th ings  tha t  we wouldn ' t  

want  them to  do as  a  mat ter  of  pol icy .   Are  those  a lso  v io la t ions  of  

mul t i la tera l  obl iga t ions  the  Chinese  have  under taken? 

 MS.  McNERNEY:  No,  I  th ink I 'd  put  i t  in  the  ca tegory  I  jus t  

ment ioned,  tha t  our  own sanct ions  laws would  look a t  t ransfers  to  
s ta tes  tha t  we l i s t  as  s ta te  sponsors  of  concern ,  the  ter ror is t  l i s t  

des ignated  countr ies .  Where  we put  our  focus  and energy f rankly  i s  

I ran ,  Nor th  Korea ,  Syr ia  - -  countr ies  where  we t ru ly  see  a  secur i ty  

threa t .  Then there  are  o thers  who would  focus  a  l i t t le  more  on some of  

the  countr ies  wi th  humani tar ian  concerns ,  l ike  a  Sudan or  Zimbabwe.  

 So I  th ink tha t ' s  probably  where  the  focus  of  ef for ts  and energy 

in  terms of  ta lk ing to  the  Chinese  about  these  sa les  would  go.  

 HEARING COCHAIR REINSCH:  Okay.   I  was  t ry ing to  draw the  

d is t inc t ion  between s i tua t ions  where  they v io la te  obl iga t ions  they 've  

under taken and s i tua t ions  where  they ' re  s imply  doing something we 

don ' t  l ike .  

 MS.  McNERNEY:  Yes .   I  mean I  th ink that ' s  how they would  

present  i t  to  us ,  tha t  they ' re  not  v io la t ing  any in ternat ional  legal  

requirement .   I  th ink they would  say  tha t  we ' re  ac t ing  ext ra legal ly  by 

imposing sanct ions  on such t ransfers .   We have to  look a t  th is  f rom our  

context  of  our  own laws and responsibi l i t ies .  

 HEARING COCHAIR REINSCH:  Would  you suppor t  t ry ing to  

br ing them in to  the  Wassenaar  Arrangement?  

 MS.  McNERNEY:  I ' l l  have  to  double-check whether  they ' re  in  

Wassenaar  or  not .  

 HEARING COCHAIR REINSCH:  No.  

 MS.  McNERNEY:  They are  not  in  Wassenaar .   They are  

obviously  in  the  NSG at  th is  point ,  but  one  of  the  th ings  to  —gain  



 

 

membership  i s  obvious ly  the  abi l i ty  to  meet  cer ta in  s tandards .   Unt i l  
they ' re  ready to  meet  those  s tandards ,  there  i s  unl ike ly  to  be  consensus  

to  get  in to  any of  the  ar rangements .   
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 MTCR is  another  one  where  there 's  an  in teres t  for  them to  jo in ,  

but  we bel ieve  tha t  they,  or  some of  the i r  companies ,  a re  s t i l l  se l l ing  

miss i les .  Thei r  companies  are  se l l ing  i tems tha t  a re  going in to ,  for  

example ,  I ran 's  or  Syr ia’s  ba l l i s t ic  miss i le  programs,  and so  for th .   So 
unt i l  we get  these  ent i t ies  rea l ly  ac t ing  in  a  way tha t  meets  what  we 

would  see  as  the  legal  base l ine ,  then I  th ink we 'd  be  unwil l ing  in  the  

Wassenaar  or  MTCR context  to  be  suppor t ive .  

 HEARING COCHAIR REINSCH:  You jus t  sa id  one  of  the  magic  
words ,  which i s  the i r  companies  are  se l l ing .   The i ssue  tha t  comes up 

every  t ime we have th is  d iscuss ion is  the  extent  to  which the  t ransfers ,  

for  lack  of  a  be t ter  te rm,  are  a t  the  d i rec t ion  of  or  knowledge of  the  

Chinese  government  or  whether  they are  ent repreneur ia l ,  i f  tha t ' s  the  

r ight  word,  by  people  t ry ing to  make money or  t ry ing to  achieve  o ther  
objec t ives .  

 Do you have a  v iew on the  extent  to  which i t  i s  one  or  the  o ther?  

 MS.  McNERNEY:  I  th ink Chinese  government  on WMD and 

bal l i s t ic  miss i le  k inds  of  t ransfers  has  a  pre t ty  f i rm pol icy  not  to  be  

suppor t ing  the  prol i fera t ion  of  those  programs,  but  i t ' s  a  number  of  

these  ent i t ies  tha t  a re  engaged in  th is  bus iness .  

 Where  we press  the  Chinese  i s  the  enforcement  or  the  fo l low-up 

s ide .  That ’s  where  i t ' s  somet imes  a  chal lenge  for  the  Chinese  ent i t ies  

to  take  our  word for  i t  tha t  we th ink the  end-user  i s  a  bad ac tor  and not  

jus t  a  legi t imate  k ind of  bus iness  engaged in  something tha t  wouldn ' t  

be  seen as  a  v io la t ion  of  the  Secur i ty  Counci l  resolut ions .  

 A lo t  of  t imes  the  I ranian  ent i t ies ,  for  example ,  wi l l  mask who 

they are  when they approach these  Chinese  companies .  I ranian  ent i t ies  

wi l l  present  d i f ferent  f ront  names  and wi l l  look l ike  a  legi t imate  

t ransact ion .   But  some Chinese  companies  cont inue  to  engage in  

prohibi ted  sa les  wi th  I ranian  f ront  companies  even af ter  be ing made 

aware  of  some of  th is  informat ion.  That ’s  when you know i t ' s  a  wi l l fu l  
ignorance  in  terms of  what  the  end use  i s .  

 HEARING COCHAIR REINSCH:  And do you f ind s i tuat ions  in  

tha t  ca tegory  where  the  Chinese  government  ends  up coopera t ing  and 

taking some act ion  agains t  i t s  own,  i t s  company or  ent i ty?  

 MS.  McNERNEY:  Yes ,  I  th ink somet imes  the i r  approach is  less  
of  enforcement  the  way we would  expect  when there 's  a  U.S.  company 

that  v io la tes  these  laws.   In  the  Uni ted  Sta tes  we’ve  got  rea l  

enforcement  ac t ions  and tools .  There’s  a  sense  I  th ink on the  Chinese  

s ide  tha t  tha t  would  somet imes  br ing embarrassment .   They t ry  to  deal  
wi th  i t  maybe more  quie t ly  ta lk ing to  the  company,  t ry ing to  change 

the i r  mechanism,  the i r  ways .  I t ’ s  a  d i f ferent  approach,  and obviously  



 

 

we've  encouraged them to  be  a  l i t t le  more  forceful  on  the  enforcement  
s ide  of  the i r  laws.  
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 HEARING COCHAIR REINSCH:  Yes .   Thank you for  that .  

 Commiss ioner  Fiedler .  

 COMMISSIONER FIEDLER:  You ment ioned br ief ly  in  your  

tes t imony about  the  Por t  Secur i ty  In i t ia t ive .   Could  you give  us  a  

quick  update- -we got  in to  i t  a  l i t t le  b i t  las t  year- - in  a  s ta t i s t ica l  sor t  of  

way,  not  the  number  of  por ts  tha t  they are  coopera t ing  wi th  us  on,  but  

what  tha t  represents  as  the  percentage  of  conta iner  t raf f ic ,  which is  

probably  the  more  meaningful  number?  

 MS.  McNERNEY:  Yes ,  I  th ink I  ta lked about  the  Prol i fera t ion  

Secur i ty  In i t ia t ive  in  my tes t imony.   

 COMMISSIONER FIEDLER:  Wel l ,  any--  

 MS.  McNERNEY:  Other  agencies  of  the  U.S.  Government  rea l ly  

run those  programs so  I  can  get  you those  s ta t i s t ics .   I  wouldn ' t  have  
them off  the  cuff .  

 COMMISSIONER FIEDLER:  Okay.  

 MS.  McNERNEY:  Yes .  

 COMMISSIONER FIEDLER:  Al l  r ight .   Thank you.  

 HEARING COCHAIR REINSCH:  I  th ink we have jus t  t ime for  

one  ques t ion  each i f  tha t ' s  a l l  r ight .   Commiss ioner  Mul loy f i rs t  and 
then Commiss ioner  Esper .  

 COMMISSIONER MULLOY:  Ms.  McNerney,  I  d id  want  to  thank 

you for  your  many years  of  d is t inguished service  to  the  Republ ic  in  a  

lo t  of  d i f ferent  publ ic  pol icy  pos i t ions .  

 In  the  convent ional  weapons ,  Commiss ioner  Videnieks  and I  

were  jus t  ta lk ing about  tha t .   The Uni ted  Sta tes ,  I  be l ieve ,  i s  the  

larges t  convent ional  arms se l ler  in  the  wor ld .  

 MS.  McNERNEY:  That ' s  r ight .  

 COMMISSIONER MULLOY:  Is  tha t  your  unders tanding?  

 MS.  McNERNEY:  I  th ink that ' s  probably  accura te .  

 COMMISSIONER MULLOY:  Now,  are  there  mul t i la tera l  agreed 

res t r ic t ions  on the  sa le  of  convent ional  arms?    

 MS.  McNERNEY:  There  i s  the  Wassenaar  Arrangement  which 

se ts  out  the  condi t ions  mul t i la teral ly  by which we as  a  nat ion  a long 

wi th  o ther  Wassenaar  par tners  have  agreed to  make such sa les  so  we 

obvious ly  t ry  to  meet  a l l  those  mul t i la tera l  requi rements  we 've  agreed 

for  ourse lves .   The U.N.  a lso  has  convent ional  l i s t s  in  arms obviously  

tha t  requi re  grea ter  scrut iny  and grea ter  de ta i l .  As  for  countr ies  tha t  

are  under  U.N.  sanct ions ,  i t  does  seem odd to  be  engaged in  arms 

ac t iv i t ies  wi th  those  countr ies  whi le  they ' re  under  U.N.  Secur i ty  

Counci l  sanct ions .  

 COMMISSIONER MULLOY:  Okay.   Thank you very  much.  

 HEARING COCHAIR REINSCH:  Commiss ioner  Esper .  



 

 

 COMMISSIONER ESPER:  On your  point  wi th  regard  to  
enforcement  and implementa t ion  tha t  you answered for  me and 
Commiss ioner  Fiedler ,  do  you have any sense  of  how many people  or  

how large  the  bureaus  are  in  China  for  expor t  contro l  enforcement  and 
implementa t ion?    
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 MS.  McNERNEY:  Why don ' t  I  get  you those  numbers?   I t ' s  a  

d i f ferent  agency outs ide  the  Fore ign Minis t ry  tha t  would  handle  tha t  
obviously .  

 COMMISSIONER ESPER:  Right .  

 MS.  McNERNEY:  Let  us  look a t  those .  

 COMMISSIONER ESPER:  Okay.   I  jus t  ask  the  ques t ion  to  a lso  
sugges t  tha t  I  th ink i t ' s  s igni f icant ly  lower  than the  30,000 or  40,000 

tha t  a re  repor tedly  moni tor ing the  In ternet  and would  ques t ion ,  

therefore ,  whether  i t ' s  a  mat ter  of  pr ior i ty  for  Bei j ing  to  ensure  

implementa t ion  and enforcement  of  the i r  expor t  cont ro l  pol ic ies ,  laws 

and regula t ions . .  So,  for  the  record ,  I  throw that  out  there .   Maybe we 
can d iscuss  i t  some other  t ime.  

 HEARING COCHAIR REINSCH:  I  th ink we can safe ly  say i t ' s  a  

smal ler  number  than the i r  number  of  people  working on the  In ternet .  

 Thank you very  much,  Ms.  McNerney,  for  your  t ime.   We 

apprecia te  i t  and we apprecia te  your  s taying wi th  us .  

 We ' l l  move now to  the  next  panel  i f  they ' l l  come forward.    
 

PANEL V:  CHINA’S PROLIFERATION PRACTICES 

 

 HEARING COCHAIR REINSCH:  Al l  r ight .   I f  the  wi tnesses  wi l l  

take  the i r  sea ts ,  we ' l l  ge t  s tar ted ,  and i t ' s  my pleasure  to  in t roduce  
them for  our  las t  panel  which wi l l  examine China 's  prol i fera t ion  

prac t ices  and nonprol i fera t ion  commitments  and pol ic ies .  

 Our  f i rs t  wi tness  i s  the  Honorable  Stephen Rademaker ,  who is  

current ly  Senior  Counsel  a t  BGR Holding,  LLC,  here  in  Washington.   

 From 2002 to  2006,  he  served as  Ass is tant  Secre tary  of  Sta te  
heading a t  var ious  t imes  three  bureaus  inc luding the  Bureau of  Arms 

Control  and the  Bureau of  In ternat ional  Secur i ty  and Nonprol i fera t ion .  

 He di rec ted  nonprol i fera t ion  pol icy  toward I ran  and North  Korea  as  

wel l  as  the  Prol i fera t ion  Secur i ty  In i t ia t ive .  

 Not  sure  you 'd  want  to  put  a l l  of  tha t  in  your  resume,  but  there  i t  
i s .   He a lso  had an  extens ive  career  wi th  the  House  of  Representa t ives  

Fore ign Affa i rs  Commit tee ,  as  I  reca l l .  

 Henry Sokolski  i s  the  Execut ive  Direc tor  of  the  Nonprol i fera t ion  

Pol icy  Educat ion Center ,  a  Washington-based nonprof i t  organiza t ion  

founded in  1994,  to  promote  a  bet ter  unders tanding of  s t ra tegic  

weapons  prol i fera t ion  issues  for  academics ,  pol icymakers  and the  

media .  



 

 

 He served f rom 1989 to  1993 as  Deputy  for  Nonprol i fera t ion  
Pol icy  in  the  Off ice  of  the  Secre tary  of  Defense  and received the  

Secre tary  of  Defense 's  Medal  for  Outs tanding Publ ic  Service .  
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 I  would  say  i t ' s  n ice  to  see  you Henry.   We have not  of ten  agreed 

over  the  years ,  but  I  a lways  learn  something when I  l i s ten  to  you,  and 

I 'm looking forward to  learning something again  today.  

 Thank you both  for  tes t i fy ing.   As  wi th  the  las t  panel ,  we ' l l  put  

your  fu l l  s ta tements  in  the  record .   You have seven minutes  each and 

then we ' l l  have  t ime f rom the  looks  of  th ings  severa l  rounds  of  

ques t ions ,  and we ' l l  begin  wi th  Mr.  Rademaker .  

 

STATEMENT OF THE HONORABLE STEPHEN G.  RADEMAKER 

SENIOR COUNSEL, BGR HOLDING, LLC 

WASHINGTON, D.C.  

 

 MR.  RADEMAKER:  Thank you,  Cochai rman Reinsch.   I  see  tha t  

Cochai rman Brookes  does  not  appear  to  be  here .   He 's  a  former  

col league of  mine .  

 HEARING COCHAIR REINSCH:  Don ' t  take  i t  personal ly .  

 MR.  RADEMAKER:  I  wi l l  not .  

 HEARING COCHAIR REINSCH:  He 's  t ravel ing  and had to  leave  
a  l i t t le  ear ly .  

 MR.  RADEMAKER:  Unders tood.   I  appeared before  th is  

Commiss ion in  2005.   At  tha t  t ime,  I  was  ac tual ly  in  the  pos i t ion  tha t  

Pat r ic ia  McNerney is  now in ,  and so  I  spoke to  you as  an  

adminis t ra t ion  wi tness .  

 HEARING COCHAIR REINSCH:  And yet  we invi ted  you back.  

 MR.  RADEMAKER:  Yes .  

 HEARING COCHAIR REINSCH:  Congratula t ions .  

 MR.  RADEMAKER:  Don ' t  know what  possessed you.  I  now 

speak only  on behal f  of  mysel f .   That  means  I 'm f ree  to  say  whatever  I  

ac tual ly  th ink as  opposed to  what  the  in teragency consensus  i s  about  
the  mat ters  before  th is  Commiss ion.  

 COMMISSIONER FIEDLER:  You 're  f ree  to  add to  your  previous  

tes t imony.  

 MR.  RADEMAKER:  Wel l ,  i t ' s  been a  few years  so  I  don ' t  rea l ly  

recal l  what  I  sa id  three  years  ago,  but  I  would  say  the  d isadvantage  of  
appear ing on your  own behal f  i s  tha t  you don ' t  have  a  s taf f  to  prepare  

your  remarks  for  you,  so  you get  to  say  what  you want  to  say ,  but  i t  

proves  to  be  much more  t ime consuming to  th ink through what  you 

want  to  say .  

 I 've  prepared a  wr i t ten  s ta tement  which I  have  submit ted .   I  wi l l  

do  you the  cour tesy  of  not  reading i t  to  you.   You may read i t  a t  your  

le isure ,  but  I  wi l l  s imply  summarize  some of  my main  points  now.  



 

 

 I  noted  a t  the  outse t  of  my tes t imony tha t  I 'm not  current ly  
reading in te l l igence  about  China 's  prol i fera t ion  prac t ices  so  I 'm not  in  

a  pos i t ion  to  g ive  you an  up- to-date  assessment  of  what  China  i s  doing 

today.  
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 I  thought  what  I  could  most  useful ly  do  i s  ta lk  a  l i t t le  b i t  about  

my exper ience  as  a  U.S.  government  off ic ia l  wi th  responsibi l i ty  for  

ta lk ing to  the  Chinese  government  about  prol i fera t ion  problems,  and 

give  you a  fee l  for  what  tha t  was  l ike ,  and share  wi th  you some of  my 

observat ions  and conclus ions  on the  bas is  of  tha t  exper ience .  

 One of  the  main  points  I  make in  my tes t imony is  tha t  as  a  U.S.  

government  off ic ia l  charged wi th  ta lk ing to  the  Chinese  government  
about  nonprol i fera t ion  i ssues ,  I  ta lked to  my counterpar ts ,  and a lmost  

wi thout  except ion my counterpar ts  were  out  of  the  Chinese  Fore ign 

Minis t ry ,  and I  found them to  be  good,  ser ious ,  in ter locutors  who I  

came to  bel ieve  over  t ime rea l ly  wanted  to  do  the  r ight  th ing in  the  

area  of  nonprol i fera t ion .   I  had every  reason to  bel ieve  tha t  they 
shared the  phi losophy under ly ing nonprol i fera t ion .  

 But  over  t ime I  a lso  came to  the  v iew that  they were  not  the  

u l t imate  author i ty  wi th in  the  Chinese  government ,  and par t icular ly  

wi th  some of  the  problem cases  tha t  we deal t  wi th  repeatedly  in  our  

d iscuss ions  wi th  them,  my conclus ion ul t imate ly  was  tha t  they s imply  

d id  not  have  the  author i ty  wi th in  the i r  sys tem to  address  the  problem.  
What  exact ly  the  nature  of  the  problem was  wi th in  the  Chinese  

government  I 'm not  in  a  pos i t ion  to  be  able  to  say  wi th  cer ta in ty ,  but  I  

th ink the  resul ts  speak for  themselves .  There  were  cases ,  and we ca l led  

them the  ser ia l  prol i fera tors ,  where  we essent ia l ly  ran  in to  a  br ick  

wal l .  

 So the  only  pol icy  resor t  tha t  we wi th in  the  U.S.  government  had 

in  such cases  was  to  resor t  to  the  imposi t ion  of  sanct ions  pursuant  to  

U.S.  law or  U.S.  execut ive  order .  Chinese  government  off ic ia ls  would  

a lways  become upset  a t  tha t .   They would  see  tha t  as  an  af f ront ,  as  

uni la tera l i sm.  We ta lk  less  today about  American uni la tera l i sm than we 

did  a  few years  ago,  but  the  Chinese  would  of ten  use  tha t  te rm wi th  us .  

 I  was  deeply  gra t i f ied  to  read in  Secre tary  McNerney 's  tes t imony 

about  two of  the  companies  tha t  we regarded as  ser ia l  prol i fera tors  

dur ing my t ime a t  the  Sta te  Depar tment  and how they have apparent ly  

of  the i r  own accord  entered  in to  d ia logues  wi th  the  U.S.  government  

about  how to  avoid  being sanct ioned going forward.  To my mind,  tha t  
i s  perhaps  the  bes t  adver t i sement  I 've  ever  seen for  the  U.S.  pol icy  of  

imposing sanct ions  on fore ign ent i t ies  tha t  engage in  unacceptable  

prol i fera t ion  prac t ices .  

 The phi losophy under ly ing the  imposi t ion  of  sanct ions  and our  

sanct ions  laws is  not ,  as  I  point  out  in  my tes t imony,  to  ac tual ly  

impose  sanct ions ;  i t  i s  to  change behavior .   And in  tha t  sense ,  any t ime 



 

 

we have to  ac tual ly  impose  sanct ions ,  tha t ' s  fundamenta l ly  a  fa i lure  of  
our  pol icy  because  again  our  pol icy  i s  not  to  impose  the  sanct ions ;  i t ' s  

to  g ive  r i se  to  a  wor ld  in  which i t ' s  unnecessary  to  impose  sanct ions  

because  companies  are  behaving.  
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 The  fac t  tha t  two of  the  ser ia l  prol i fera tors  are  now ta lk ing to  

the  Uni ted  Sta tes  government  about  how to  behave bet ter  in  the  fu ture  

i s  exact ly  the  k ind of  conduct  tha t  these  laws are  in tended to  promote ,  
and so  I  read  tha t  wi th  grea t  sa t i s fac t ion .  I  can  recal l  in  the  wake of  

the  enactment  of  some of  these  laws,  and I  was  a  congress ional  s taf fer  

a t  the  t ime and had some hand in  help ing craf t  these  laws,  there  was  a  
debate  about  the  ef f icacy of  sanct ions :  does  th is  approach make sense?  
  
 And there  were  voices  tha t  sa id  no,  i t  does  not  make sense .   I  

th ink Secre tary  McNerney 's  tes t imony s tands  for  the  proposi t ion  tha t ,  

in  fac t ,  you can see  resul ts  as  a  consequence of  U.S.  sanct ions  laws.  
 One other  i ssue  tha t  I  address  in  my tes t imony is  tha t  of  
f inancia l  sanct ions .  I  would  ca l l  th is  a  new front ier  in  U.S.  sanct ions  

pol icy .   I t ' s  a  f ront ier  tha t  rea l ly  was  opened dur ing the  Bush 
adminis t ra t ion .  There  was  the  execut ive  order  on WMD f inancing,  

Execut ive  Order  13382,  which issued in  2005,  as  wel l  as  a  near  
s imul taneous  ac t ion  under  Sect ion 311 of  the  U.S.A.  Pat r io t  Act  to  
declare  Banco Del ta  Asia  a  pr imary money launder ing concern  because  
of  i t s  involvement  in  i l l ic i t  t ransact ions  involving the  Nor th  Korean 

government .  
 I  can  te l l  you as  someone who was  in  the  U.S.  government  a t  the  
t ime tha t  these  two in i t ia t ives  were  under taken tha t  they rea l ly  got  the  

a t tent ion of  the  Chinese  government .   The Chinese  government  d id  not  
know what  to  make of  the  ac t ions  of  the  U.S.  government ,  but  I  th ink 

i t  perce ived tha t  they potent ia l ly  could  inf l ic t  rea l  economic  pain ,  
perhaps  not  on  the  Chinese  economy wri t  la rge ,  but  on  an  addi t ional  
sec tor  of  the  Chinese  economy that  in  the  pas t  had not  fe l t  any 

exposure  or  any r i sk  of  exposure  because  of  misconduct  in  the  area  of  

prol i fera t ion ,  and that  was  the  f inancia l  sec tor  of  the  Chinese  
economy.  
 I  descr ibe  in  my tes t imony how in  the  next  regular ly  scheduled  
consul ta t ion  between the  U.S.  government  and the  Chinese  government  
fo l lowing the  adopt ion of  these  two measures ,  for  the  f i rs t  t ime ever ,  

our  Chinese  counterpar ts  f rom the  Fore ign Minis t ry  ar r ived in  the  
company of  Chinese  banking off ic ia ls  who had lo ts  of  ques t ions  about  

what  i t  was  we were  up to .  What  s tandards  were  we applying?  What  

was  i t  tha t  they had to  do to  avoid  f inding themselves  in  the  pos i t ion  

of  Banco Del ta  Asia?  What  cr i te r ia  would  be  appl ied  in  the  f reezing of  
asse ts?  
 With  the  ass is tance  of  of f ic ia ls  of  the  U.S.  Depar tment  of  



 

 

Treasury ,  we very  pat ient ly  descr ibed to  them what  the  U.S.  pol icy  was  
about ,  how the  execut ive  order  worked,  how Sect ion 311 worked.  
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 Subsequent ly ,  the  U.S.  Congress  amended Sect ion 311 to  make i t  

even more  readi ly  avai lable  in  cases  of  WMD prol i fera t ion .   That  

occurred  dur ing the  per iod of  t ime tha t  I  was  working for  Major i ty  

Leader  Fr is t ,  and I  thought  i t  was  a  sens ib le  in i t ia t ive  a t  the  t ime.  

 I  do  not  be l ieve  tha t  tha t  author i ty  has  been used by the  Bush 

adminis t ra t ion  s ince  i t  was  g iven to  the  Bush adminis t ra t ion  in  

September  of  2006.  But  f rom my f i rs t -hand observat ion of  the  Chinese  

react ion  the  f i rs t  t ime the  Sect ion  311 t r igger  was  pul led  in  connect ion 
wi th  prol i fera t ion ,  I  th ink any sugges t ion  by the  Bush adminis t ra t ion  

tha t  they were  th inking of  us ing the  expanded author i ty  now avai lable  

under  Sect ion 311 would  cer ta in ly  get  the  a t tent ion  of  f inancia l  

ins t i tu t ions ,  not  jus t  in  China ,  but  in  any country  where  prol i fera t ion  

i s  a  problem.  

 [The s ta tement  fo l lows:]  

 

Prepared Statement  of  the  Honorable  Stephen G.  Rademaker 

Senior  Counsel ,  BGR Holding,  LLC 

Washington,  D.C.  

 
Co-Chairmen Reinsch and Brookes, Members of the Commission, I am honored to appear again before you 

to discuss China’s proliferation practices.  When I last appeared here in 2005 I spoke on behalf of the Bush 

Administration; today I will speak on behalf of only myself.  While my remarks today will be less 

authoritative, I will try to make them more interesting. 

 

It has been two years since I was regularly reading the current intelligence on China’s proliferation 

practices, so I must defer to others on the latest developments and trends in that regard.  I think what I can 

most usefully present to the Commission is a description of what it was like as a U.S. diplomat to talk 

regularly to the Chinese government about arms control and nonproliferation matters from 2002 to 2006, 

and some of the principal conclusions I draw from that experience. 

 

America’s Nonproliferation Dialogue with China 

As a U.S. diplomat, my engagement with China on these issues was—with one major exception that I will 

describe in a moment—with diplomats from the Chinese foreign ministry.  Formal bilateral consultations 

on arms control and nonproliferation issues took place roughly twice a year, more frequently in Beijing 

than in Washington, but sometimes here as well.  My Chinese counterparts were hard-working, earnest, 

and knew how to speak the language of nonproliferation.   

In these consultations, the U.S. side would often present the basic facts of proliferation cases involving 

specific Chinese companies, and ask the Chinese side to investigate and stop the proliferation activity.  Our 

Chinese counterparts would always appear to take the information seriously and promise to get back to us 

with their findings.  In a number of cases, when they got back to us they said that they had confirmed our 

information and acted against the company in question.  Usually this did not mean that someone had been 

prosecuted, but it did appear to mean that the company had been told to stop proliferating, and so far as I 

am aware, usually they did. 

 

There was, however, a class of cases—what we came to refer to as the “serial proliferators”—where no 



 

 

progress was ever made during my time at the State Department.  Typically with regard to this class of 

cases, our Chinese counterparts would report back that they had been unable to confirm our information, 

that they were still investigating, and could we help them by providing more detailed information to 

substantiate our allegations?  Often in these cases we would impose sanctions pursuant to the Iran 

Nonproliferation Act or similar legal authorities, which would lead the Chinese to complain that we were 

acting imperiously and without regard for Chinese sovereignty or goodwill.  There was often the implicit 

threat that they might begin to withhold nonproliferation cooperation in other areas if we continued to act 

unilaterally against Chinese companies.   
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I may be reading something into these discussions that was not really there, but I often got the sense from 

body language and other nonverbal cues that our foreign ministry counterparts were uncomfortable talking 

to us about these cases.  They conveyed a sense of pride and accomplishment when they could report to us 

that they had made progress on other cases.  That same sense was always lacking in any discussion of the 

serial proliferators, for obvious reasons.  

 

I never knew for sure what to make of the serial proliferator problem.  I ultimately came to the conclusion 

that the companies in question probably enjoyed some sort of “protection” within the Chinese political 

system.  Either they were owned or controlled by the People’s Liberation Army, were closely connected to 

the Communist Party, or had some powerful patron somewhere within the government.  Whatever the 

reason, it appeared to me that stopping the proliferation activities of these companies was beyond the 

bureaucratic power of our counterparts in the Foreign Ministry.  In other words, by the time I left the State 

Department I had come to the conclusion that the problem with the serial proliferators was not that our 

nonproliferation counterparts within the Chinese government were uninterested in reining in these 

companies, but rather that they were unable to do so. 

 

While this was frustrating, it nevertheless was, to my mind, a sign of progress.  When I first began 

following these issues as a congressional staffer in the 1990s, I would not have said that there was anyone 

in the Chinese government who genuinely saw proliferation as a problem or cared to do anything about it.  

By the time I left the State Department I thought this had changed.   

 

I would offer the same general characterization of China’s cooperation with the U.S. Government in other 

proliferation-related areas during my time at the State Department.  As you know, China has not been very 

helpful at the U.N. Security Council in ratcheting up pressure on Iran to comply with previous Security 

Council demands that Iran suspend uranium enrichment.  Nevertheless, China has, at various times, 

provided unexpected help to the International Atomic Energy Agency in uncovering the history of Iran’s 

nuclear activities.   

 

With regard to the interdiction of proliferation-related shipments, China has rejected repeated U.S. requests 

that it join the Proliferation Security Initiative.  On the other hand, there were times when, in response, to 

U.S. requests, China cooperated in particular interdiction efforts.  There were also many times when China 

declined to cooperate.  But the fact that China cooperated at all—and was willing to sustain the inevitable 

damage to its bilateral relations with the countries against which it was cooperating—was, to my mind, a 

promising sign.  

 

What to Do? 

While I believe we have made progress with China on nonproliferation issues, there obviously remains 

much room for improvement.  We have no alternative, however, but to continue working with China in 

these matters.  As we have seen with regard to proliferation activity by Chinese entities, it is possible to 

make progress through firm and patient efforts.  With regard to these entities, I see two ways to make 

additional progress.  One is to figure out how to empower those within the Chinese government who are 

prepared to work with us to stop proliferation.  The other is to directly change the risk/reward calculus of 



 

 

the Chinese entities in question.   
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I am not sufficiently expert on the internal dynamics of the Chinese government to make recommendations 

on how to strengthen one bureaucratic faction at the expense of others.  As far as changing the calculus of 

Chinese entities, however, the record is clear that vigorous enforcement of U.S. sanctions laws and policies 

can make a big difference.  U.S. sanctions may not make a big difference to individuals and to small 

enterprises that do not worry about their reputation and their ability to conduct business internationally, but 

sanctions can make a big difference to larger Chinese companies.  Most of the serial proliferators from my 

time at State—companies such as China North Industries Corp. (NORINCO), Zibo Chemet Equipment 

Co., China National Precision Machinery Import/Export Corp. (CPMIEC), China Great Wall Industries 

Corp. (CGWIC), and Xinshidai—fall into the latter category. 

   

The efficacy of U.S. sanctions is underscored by the State Department’s testimony today that two of these 

companies—NORINCO and CGWIC—have in the past year begun a dialogue with the U.S. Government 

about how to avoid conduct that could result in their being sanctioned in the future.  This is precisely the 

kind of result that U.S. nonproliferation sanctions laws are designed to achieve.  The objective of these 

laws is not to punish foreign entities for proliferating, but rather to change the behavior of such entities so 

they do not proliferate in the first place.  In this sense, the imposition of sanctions reflects a failure of these 

laws rather than a success.  The Executive branch should continue to apply U.S. sanctions laws vigorously 

so as to encourage additional Chinese companies to follow the example of these two. 

 

In this connection, I would also note that, in my opinion, we have only begun to explore the potential for 

financial sanctions to affect the behavior of proliferating entities.  Two new tools were introduced during 

my time at the State Department that immediately got the attention of the Chinese.  These were the 

issuance of Executive Order 13382 on proliferation financing on June 29, 2005, and the designation of 

Banco Delta Asia as a “primary money laundering concern” under section 311 of the USA Patriot Act on 

September 15, 2005.  The Chinese government did not know what to make of these actions, but it found 

them alarming.   

This was underscored to me in November 2005, when we had another round of nonproliferation 

consultations with the Chinese.  For the first time ever, our foreign ministry counterparts were joined in 

these meetings by representatives of the China Banking Regulatory Commission and the People’s Bank of 

China (i.e., the central bank of China).  These banking officials were clearly eager to learn more about 

what we had done, what it meant for the ability of Chinese banks to do business in the future with entities 

that have been sanctioned by the United States for proliferation, and how great the risk was that Chinese 

banks themselves might be sanctioned  by the United States.   

 

With the assistance of the Department of the Treasury, we explained to these Chinese banking officials 

how the new U.S. tools worked and tried to answer their questions.  They were surprised to learn, for 

example, that the freezing of assets under Executive Order 13382 extends to all financial transfers by 

designated entities, not just transfers that the U.S. Government can demonstrate were related to 

proliferation activity.   They seemed especially worried about the broad authority available under section 

311 of the USA Patriot Act, having seen how the application of this authority to Banco Delta Asia had had 

devastating consequences for that Macau-based financial institution. 

Congress subsequently amended section 311 to make it more readily available for use against banks that 

conduct proliferation-related transactions.  This was done in section 501 of the Iran Freedom Support Act, 

which was signed into law in September 2006.  To my knowledge, this expanded authority has never been 

employed, but the prospect that it might be used would certainly get the attention of all foreign banks that 

service customers involved in proliferation.  This in turn could compromise the ability of proliferating 

entities to conduct business through normal banking channels. 

 

China’s Diplomatic and Economic Role 



 

 

In addition to doing more to restrain proliferation by Chinese entities, the Chinese government needs to do 

more diplomatically to help confront the hard cases in proliferation.  I have been particularly disappointed 

by the level of cooperation China has provided with respect to North Korea and Iran.  I do not share the 

Administration’s optimistic assessment of Chinese cooperation in these two cases, and I do not expect us to 

be able to achieve acceptable diplomatic resolutions in either case until China agrees to do more. 
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With regard to North Korea, I will observe only that China has far more leverage over that country than 

anyone else, and it has consistently declined to bring that leverage fully to bear.  The diplomatic course that 

we are on today with North Korea has as its premise—borne of nearly two decades of frustration—that 

China is simply unwilling to use all the influence at its disposal to require more responsible behavior by 

Pyongyang. 

 

With regard to Iran, ideally the U.N. Security Council would continue tightening sanctions until the Iranian 

regime agrees to comply with the Council’s demand that it suspend uranium enrichment activities.  Russia 

has been the principal obstacle at the Council to the imposition of tougher sanctions on Iran, but China 

generally has backed Russia’s position.  Perhaps even more damaging, China has recently become much 

more aggressive in seeking to advance its economic interests in Iran.  This has provided many U.S. allies in 

Europe and elsewhere with a new reason not to join in efforts to apply multilateral economic pressure on 

Iran outside of the context of Security Council-imposed sanctions.  Why deny ourselves the benefits of 

trade with and investment in Iran, they ask, if the Chinese are going to simply step in and pick up the 

contracts that we walk away from?  This concern on the part of our allies is not illogical, and is proving 

highly damaging to our efforts to build multilateral pressure on Iran. 

 

China’s aggressive pursuit of economic advantage in Iran is part of a larger pattern that we are witnessing 

in Sudan, Zimbabwe, Burma, and elsewhere.  We can all appreciate the resource requirements of China’s 

growing economy, but we are entitled to expect China to act more responsibly in all these cases. 

Thank you. 

 

 

 HEARING COCHAIR REINSCH:  Thank you very  much.  

 Mr.  Sokolski .  

 

STATEMENT OF MR. HENRY SOKOLSKI 

EXECUTIVE DIRECTOR, THE NONPROLIFERATION POLICY 

EDUCATION CENTER, WASHINGTON, D.C.  

 

 

 MR.  SOKOLSKI:   Maybe i t ' s  because  I 've  been out  of  

government  for  a  longer  per iod of  t ime,  I  ge t  nervous  so  I  am going to  
read my tes t imony.   I  f ind  tha t  the  longer  you ' re  away f rom 

government ,  the  more  compl ica ted  th ings  get .   You read more .   I ' l l  t ry  
to  keep th is  s imple  though.  
 F i rs t  of  a l l ,  I  th ink the  work you fo lks  are  doing ac tual ly  i s  more  

impor tant  than even most  people  th ink.   The overs ight  funct ion  in  
Congress  i s  I  th ink imploding,  and so  the  impor tance  of  th ings  l ike  

th is  Commiss ion ac tual ly  are  going up.  
 They don ' t  hold  hear ings ,  not  rout ine  ones ,  and cer ta in ly  not  on  
th is  ser ies  of  topics ,  as  much as  I  th ink they need to .   So I  fee l  



 

 

honored to  be  asked to  come here .  
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 I  guess  the  message  I 'm going to  t ry  to  convey today is  
everything you jus t  heard ,  absolute ly  correc t ,  but  we ' re  going to  have  

to  do a  lo t  more  and th ink b igger  about  the  problem bes ides  looking 

for  v io la t ions  of  in ternat ional  and U.S.  nonprol i fera t ion  ru les  by the  

Chinese .    
 I  th ink i t  would  be  n ice  i f  nuclear  prol i fera tors  went  out  of  the i r  

way to  v io la te  these  ru les ,  but  I  th ink they ' re  ge t t ing  smar ter ,  so  China  
doesn ' t  rea l ly  offer  M-9 miss i les  to  countr ies  l ike  Syr ia  anymore .   

Why?   Wel l ,  tha t  would  t r igger  sanct ions .  
 On the  o ther  hand,  Chinese  f ront  companies  recent ly  funneled  
Nor th  Korean-purchased dual -use  nuclear  goods  to  th is  Syr ian  reactor  

projec t .   I t ' s  far  harder  to  t rack and a lmost  cer ta in  to  go unsanct ioned.  
 So should  we reduce  our  ef for ts  to  moni tor  such t ransact ions?   I  
th ink as  Steve  la id  out ,  of  course  not .   But  i f  you want  to  assure  tha t  
we ' re  doing a l l  we can to  reduce  fur ther  Chinese- induced prol i fera t ion ,  
I  th ink you ' re  going to  have  to  t rack some addi t ional  t rends .  
 Bes ides  increas ing cover t  and indi rec t  s t ra tegic  technology 
t ransfers  to  countr ies  l ike  Pakis tan  and I ran ,  we wi l l  now also  need to  

worry  about  how Bei j ing  might  d iv ide  us  f rom our  c loses t  Asian  

secur i ty  a l l ies .   I 'm ta lk ing about  Japan,  Taiwan,  and South  Korea  - -  
governments  tha t  so  far  have  skipped going nuclear  or  ba l l i s t ic .  
 In  addi t ion  what  choices  China  makes  to  expand i t s  domest ic  
c iv i l ian  and nuclear  expor t  programs wi l l  have  a  major  impact  on  how 
much more  nuclear  weapons  capable  Pakis tan ,  I ran ,  Saudi  Arabia  and 
other  Middle  Eas tern  s ta tes  are  l ike ly  to  become.   
 F inal ly ,  whether  and how China  decides  to  increase  i t s  own 
nuclear  weapons  deployments  wi l l  d i rec t ly  inf luence  the  weapons  
ambi t ions ,  not  only  of  Bei j ing 's  Eas t  Asian  neighbors ,  but  of  India ,  

Pakis tan ,  Russ ia ,  France ,  the  UK,  and the  U.S.  
 This  i s  another  way of  saying China  now is  a  ser ious  nat ion.   I t ' s  
not  jus t  a  cheater ;  i t ' s  a  p layer .   So you have to  worry  about  i t  as  i f  i t  
was  more  l ike  Russ ia  in  an  ac t ive  sense .   This  g ives  r i se ,  I  th ink,  to  
three  sugges t ions .  
 By the  way I  go  in to  grea t  de ta i l  in  the  tes t imony on what  they ' re  
doing in  Eas t  Asia  and the  Paci f ic  and other  p laces ,  not  so  much to  say  
oh,  wel l ,  i t ' s  obvious  they ' re  going in  a  bad di rec t ion ,  but  ra ther  to  
show you what  they ' re  worr ied  about  and how cont ingent  th ings  are ,  

and therefore  i t ' s  wor th  watching these  b igger  t rends .  
 In  addi t ion ,  I 'm going to  g ive  you three  b ig  ideas ,  maybe a  l i t t le  
wooly-headed,  but  I  th ink impor tant  for  modifying or  adjus t ing  our  

pol ic ies  to  deal  wi th  these  b igger  cont ingencies .  
 F i rs t ,  I  th ink we need to  encourage  China  to  cap i t s  fur ther  

product ion of  nuclear  weapons  usable  fuels .   Our  current  pol ic ies  are  



 

 

near ly  doing the  reverse .   On the  one  hand,  our  Depar tment  of  Energy 
is  ac t ive ly  promot ing uneconomical  commercia l  spent  fue l  recycl ing  
projec ts  and the  use  of  near-nuclear  weapons-usable  p lu tonium-based 

reactor  fue ls  domest ica l ly ,  as  wel l  as  in  Japan,  South  Korea ,  and wi th  

th is  most  recent  nuclear  coopera t ive  agreement  in  Russ ia .  
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 Our  U.S.  Sta te  Depar tment ,  meanwhi le ,  i s  doing l i t t le  to  pressure  

China  to  announce tha t  i t  wi l l  no  longer  produce  f i ss i le  mater ia ls  for  

mi l i ta ry  purposes ,  even though the  o ther  Permanent  Members  of  the  

U.N.  a l ready have.   

 The indi rec t  compound effec t  of  these  two pol ic ies  of  the  U.S.  i s  

to  fos ter  the  cont inued growth of  a  nuclear  powder  keg of  p lu tonium in  
the  Far  Eas t ,  one  tha t  i s  sure  to  have negat ive  knock-on ef fec ts  on  

India  and Pakis tan 's  own nuclear  weapons  aspi ra t ions .  

 I t  would  be  preferable  for  China  to  announce tha t  i t  wi l l  suspend 

any fur ther  product ion of  f i ss ionable  mater ia ls  for  mi l i ta ry  purposes .   

By the  way,  most  exper ts  say  they don ' t  make i t  anyway.   So making 
the  announcement ,  you would  th ink,  would  not  be  heroic .   That  would  

be  preferable .   And that  i t  shelve  i t s  immedia te  commercia l  p lans  to  

produce  p lu tonium-based fuels  for  i t s  breeder  reac tor  and i t s  l ight  

water  reactor  programs.   I t ' s  not  necessary .   

 They can have nuclear  power  wi thout  those  dangerous  fuels .   

This ,  in  turn ,  could  be  used to  pressure  Pakis tan  and India  to  swear  off  
making f i ss i le  mater ia ls  for  mi l i ta ry  purposes ,  something our  

government  c la ims i t ' s  dedica ted  to  doing.   That 's  our  pol icy .   We want  

India  and Pakis tan  to  make that  announcement  too .  

 To leverage  such resul ts ,  Washington might  sugges t  tha t  Japan 

s imul taneously  suspend i t s  own uneconomical  product ion of  

p lu tonium-based reactor  fuels  a t  Rokkasho-mura  and defer  a l l  U.S.  

government- funded ef for ts  to  do so  domest ica l ly .  

 We have programs that  Congress  i s  looking a t  spending more  

money to  make plutonium-based c iv i l ian  reactor  fuels  which are  

gross ly  uneconomical .   To do so  jo in t ly  wi th  Russ ia ,  which is  par t  of  

th is  123 Agreement  tha t ' s  be ing announced-- I  th ink i t  was  announced 

las t  week--and bi la tera l ly  we have  a  program wi th  pyroreprocess ing 

wi th  South  Korea ,  which has  got  everybody looking a t  everybody 

nervously .  

 Let  me go over  the  las t  two and s tay  wi th in  l imi t .   I 've  got  51  

seconds .   I  th ink we should  encourage  China  only  to  push nuclear  

projec ts  tha t  are  unambiguously  prof i table .   By the  way,  i f  we ask  

them to  do i t ,  we might  th ink about  doing tha t  ourse lves .   We are  

subsid iz ing the  dayl ights  out  of  our  own nuclear  programs.   Now,  

admit tedly  we 're  doing th is  a lso  wi th  non-nuclear  programs.  

 We need to  s top  p i l ing  on these  subsid ies  and we need to  get  

cer ta in  pr inc ip les  tha t  a re  embodied in  in ternat ional  agreements  we 



 

 

cla im we back,  ca l led  the  Char ter  Energy Treaty  and the  Global  
Char ter  for  Susta inable  Energy Development ,  to  be  the  new norm,  and 

tha t  norm would  be  s ta te  the  fu l l  pr ice  of  th ings ,  compete  them openly  

in ternat ional ly ,  and tha t  goes  for  energy projec ts .  
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 As  we move,  as  apparent ly  a l l  three  of  the  candidates  for  

pres ident  say  we 're  going towards  a  pos t -Kyoto  Protocol  protocol ,  

we ' re  going to  want  to  do th is  anyway.   We 're  going to  want  to  have 
open market  compet i t ion  and t ry  to  f igure  out  how to  lower  carbon 

emiss ions  the  most  economical  way.  

 F inal ly ,  I  recommend in  here  tha t  hencefor th  the  U.S.  should  

d iscourage  s ta te  t ransfers  of  nuclear  weapons  to  o ther  s ta te  so i l  in  
peacet ime.   Why?  The Pakis tanis  have  approached me pr ivate ly .   They 

want  to  know i f  there  are  some things  the  Uni ted  Sta tes  would  do i f  

Pakis tan  d id  something di f ferent  wi th  regard  to  i t s  nuclear  weapons  

arsenal?  

 And the  only  idea  tha t  I  could  come up wi th  i s  would  they 

promise  not  to  t ransfer  nuclear  weapons  to  Saudi  Arabia  i f  we 

promised not  to  t ransfer  any more  nuclear  weapons  to  Europe and 

ac tual ly  reduced our  own tac t ica l  deployments .   They expressed some 

in teres t  in  tha t .  

 I  th ink we need to  s tar t  th inking about  the  cont ingencies  of  

China  and Pakis tan  moving weapons  to o ther  countr ies '  so i l  l ike  we did  
in  the  '50s  because  they ' re  ta lk ing about  i t ,  and tha t  wi l l  produce  a  rea l  

problem.  

 One f ina l  comment  and then I ' l l  c lose  out .  I  d id  go over  the  

l imi t .   I  apologize .   Al l  of  these  pol icy  adjus tments  should  be  taken in  

addi t ion  to  the  k inds  of  th ings  tha t  S teve  ra ised .  Cer ta in ly  i f  we fa i l  to  
take  these  addi t ional  s teps  I  lay  out ,  I  th ink China  wi l l  keep press ing 

i t s  own nuclear  pol ic ies  domest ica l ly  in  Eas t  Asia  and Middle  Eas t  in  a  

way that  wi l l  come in  d i rec t  col l i s ion  wi th  our  secur i ty  in teres ts .  

 For tunate ly ,  none of  the  adjus tments  I  recommend enta i l s  much 

r i sk .   Al l  of  them can be  begun and even completed  wi thout  

negot ia t ing  new t rea t ies .   Each would  save  mi l l ions  or  even bi l l ions  of  
dol lars  of  wasteful  government  spending and I  th ink they a l l  would  

make us  safer .  

 With  tha t ,  I  conclude.   Thank you.  

 [The s ta tement  fo l lows:] 2 
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 Commiss ioner  Fiedler .  
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 COMMISSIONER FIEDLER:  Thank you.    
 Let  me re turn  to  something f rom the  previous  panel ,  which i s  the  
ques t ion  of  Chinese  government  involvement  in  i t s  companies '  
prol i fera t ion .   I  unders tand the  d ip lomat ic  or  perhaps  unders tand the  
d ip lomat ic  necess i ty  of  avoiding the  ques t ion  d i rec t ly  of  whether  the  
Chinese  government  i s  le t t ing  th is  happen or  not ,  in  o ther  words ,  
a l lowing the  f ic t ion  of- - the  pers is tent  f ic t ion  of  government  ent i t ies  

constant ly  v io la t ing .  
 NORINCO isn ' t  a  l i t t le  ac tor .   So seven t imes  being sanct ioned 
indica tes  the  Chinese  government  d idn ' t  c rack down on them and 
a l lowed i t  to  cont inue  to  happen.    
 Now,  the  ques t ion  becomes is  i t  jus t  somebody e lse  doing i t?   
And so  do we have anything but  a  shor t - term solut ion  to  the  problem 

via  the  sanct ions  which I  endorse?   I  jus t  don ' t  endorse  the i r  e f fec t  a l l  
tha t  much;  I  mean the i r  long- term effec t  a l l  tha t  much.   So le t ' s  d iscuss  

government  culpabi l i ty  here  in  rea l i ty  as  opposed to  d ip lomat ica l ly .   
I ran--you know.  
 MR.  SOKOLSKI:   My approach in  the  tes t imony is  to  t ry  to  lay  

out  why the  government  of  China  has  an  in teres t  in  he lp ing out  wi th  

miss i les  and nuclear-capable  sys tems.   I t ' s  pre t ty  c lear  in  each case  
what  i t  i s .   Because  of  tha t ,  I  th ink the  odds  of  the  government  not  

be ing aware  of  the  ac t iv i t ies ,  even of  smal l  f ront  companies ,  i s  
probably  pre t ty  low--  
 COMMISSIONER FIEDLER:  Yes .  
 MR.  SOKOLSKI:   - -because  i t  makes  sense .   I t ' s  not  er rant  
behavior .   I t ' s  cons is tent  wi th  cer ta in  dominant  in teres ts .   I  th ink 
unless  you can approach the  government  and make c lear  to  them why i t  
might  make more  sense  to  do something di f ferent ly  or  put  the i r  
th inking in  some other  context  they hadn ' t  thought  about ,  you may not  

ge t  much t rac t ion .  
 COMMISSIONER FIEDLER:  Mr.  Rademaker .   I ' l l  come back to  
you.  
 MR.  RADEMAKER:  Thank you.   Let  me concede a t  the  outse t  
tha t  I  do  not  know the  answer  to  your  ques t ion .   I  th ink i t ' s  an  

impor tant  ques t ion .   I  th ink i t ' s  cer ta in ly  the  case  in  the  pas t  tha t  as  a  

mat ter  of  s t ra tegic  in teres t ,  the  Chinese  government  must  have  
condoned cer ta in  types  of  prol i fera t ion .   I  cannot  be l ieve  tha t  M-11 
miss i les  were  shipped to  Pakis tan  by some rogue corpora te  ent i ty  tha t  

was  out  to  make a  fas t  buck.   
 I  can ' t  be l ieve  tha t  the  nuclear  weapons  des ign wi th  Chinese  
characters  found in  Libya s l ipped out  of  China .   I  th ink there  was  a  
per iod when cer ta in ly  the  Chinese  government  was  condoning,  and 
presumably  not  jus t  author iz ing,  but  ac tual ly  making these  t ransfers .  



 

 

 I 'm not  aware  tha t  there  i s  a  lo t  of  evidence  of  tha t  k ind of  
ac t iv i ty  today,  s t ra tegica l ly  based prol i fera t ion  by the  Chinese  

government .   What  we have ins tead are  ins tances  in  which corpora te  

ent i t ies  have  been engaging in  prol i fera t ion ,  and your  ques t ion  i s  a re  

they doing th is  as  an  economic  mat ter  to  make money or  i s  th is  jus t  a  
new form of  a  government  pol icy  tha t  permits  them to  go forward?  
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 I  don ' t  know,  but  I  would  make a  couple  of  observat ions .   F i rs t ,  I  
th ink China  i s  a  b ig  country  and i t ' s  a  b ig  government ,  and even 

though there  i s  one-par ty  ru le ,  I  don ' t  th ink tha t  means  tha t  i t ' s  Nor th  

Korea .   In  Nor th  Korea ,  there 's  one  man whose  word is  the  law,  and 

everything pre t ty  much fol lows f rom him.   I 've  never  had tha t  sense  in  
China  tha t  there  i s  tha t  degree  of  cent ra l iza t ion  where  everything goes  

back to  a  s ingle  decis ion-maker .  

 I f  tha t  were  the  case ,  I 'd  l ike  to  know who he  i s  because  we 

could  go ta lk  to  h im about  prol i fera t ion .   My sense  i s  tha t  there  are  

d iscre te  power  centers  in  China ,  and as  I  expla ined in  my tes t imony,  

my fundamenta l  take  on what 's  been happening in  recent  years  in  the  

prol i fera t ion  area  i s  tha t  there 's  not  fu l l  agreement  among these  power  

centers  about  what  to  do.  Some are  more  wi l l ing  to  see  th ings  our  way 

than others .  In  some cases ,  those  who see  th ings  our  way seem to  get  

the  upper  hand and t ransfers  ge t  turned off ,  and in  o ther  cases ,  they 

seem not  to  get  the  upper  hand,  and t ransfers  don ' t  ge t  turned off .  

 I  suppose  you could  say  tha t  in  those  cases  where  t ransfers  don ' t  

ge t  turned off ,  the  government  i s  condoning i t .   I  guess  there  i s  no  

o ther  way to  in terpre t  tha t ,  but  I  th ink i t ' s  a  l i t t le  b i t  d i f ferent  than in  

the  pas t  when i t  would  appear  there  was  a  c lear ,  a f f i rmat ive  decis ion 

by the  the  government  wri t  la rge  to  engage in  prol i fera t ion .    

 I  th ink what  may be  happening now is  tha t  in  cer ta in  cases ,  as  I  

sugges t  in  my tes t imony,  because  of  the  backing of  powerful  pa t rons ,  

cer ta in  companies  are  able  to  cont inue  to  prol i fera te  because  nobody is  

in  a  pos i t ion  to  say  they can ' t .  And what  we 'd  l ike  to  do is  change tha t ,  

and ideal ly  the  way we would  change tha t  i s  by  get t ing  the  ear  of  a l l  

these  power  centers  in  the  Chinese  government  and persuading a l l  of  
them that  i t ' s  in  the i r  na t ional  in teres t  to  s top  th is  k ind of  conduct .  

 As  I  point  out  in  my tes t imony,  I  th ink we have made progress  

over  the  las t  ten  or  20  years .   When I  f i r s t  began cover ing these  k inds  

of  i ssues  as  a  congress ional  s taf fer - - i t  wi l l  soon be  20 years  ago-- i t  

was  not  my view that  anybody in  China  rea l ly  cared  to  s top  
prol i fera t ion .   I  th ink that ' s  d i f ferent  today.   I  th ink there 's  been 

considerable  evolut ion  in  China ,  and today there  are  cer ta in ly  people  

wi th in  the  government  in  key pos i t ions  who would  s top th is  i f  they 

could .  

 So tha t ' s  considerable  progress  f rom where  we 've  been,  and what  

we would  l ike  to  do i s  make sure  tha t  progress  cont inues  to  a  logica l  



 

 

conclus ion where  the  ent i re  government  i s  on  board  wi th  the  
impor tance  of  th is  as  a  na t ional  pol icy .  
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 But  we ' re  not  there  yet ,  in  my judgment ,  and unt i l  we get  there ,  

the  bes t  tool  I 'm aware  of  i s  the  cont inued appl ica t ion  of  our  sanct ions  

laws which in  a t  leas t  some cases  seem to  be  changing the  r i sk-benef i t ,  

r i sk-reward ca lcula t ions  of  economic  enterpr ises .   

 Unless  I 'm misreading Secre tary  McNerney 's  tes t imony,  

NORINCO did  not  come to  the  U.S.  government  because  they were  

being pressured by the  Chinese  government  to  ta lk  to  the  U.S.  

government .   My reading of  her  tes t imony is  they made an  economic  
judgment  tha t  as  an  enterpr ise ,  they were  los ing money because  of  U.S.  

sanct ions  and they wanted to  do something to  f ix  tha t .  

 So  unt i l  we get  to  the  point  where  the  Chinese  government  as  a  

whole  i s  commit ted  to  doing the  r ight  th ing in  every  case ,  sanct ions  

appear  to  be  the  bes t  tool  tha t  we have to  address  the  remaining 
problems on a  case-by-case  bas is .  

 COMMISSIONER FIEDLER:  Thank you.  

 HEARING COCHAIR REINSCH:  Thank you.  

 COMMISSIONER FIEDLER:  I ' l l  come back on a  second.  

 HEARING COCHAIR REINSCH:  I f  we have one.  Commiss ioner  

Mul loy.  

 COMMISSIONER MULLOY:  I 've  read your  b ios .  You both  have 

rea l ly  done a  lo t  of  grea t  work for  the  Republ ic  so  we thank you both  

for  d is t inguished service .  

 I  wanted to  ask  you both  th is  ques t ion .   Mr.  Rademaker ,  maybe 

you f i rs t .   Ms.  McNerney ta lked about  tha t  the  U.N.  Secur i ty  Counci l  
had agreed to  put  sanct ions  on I ran  to  help  persuade I ran  not  to  pursue  

the  nuclear  weapons  development .  I s ,  as  far  as  you can te l l ,  i s  China  

l iv ing up to  the  obl iga t ions  tha t  i t  assumed in  vot ing  for  those  

sanct ions  in  the  Secur i ty  Counci l?  

 MR.  RADEMAKER:  I  don ' t  personal ly  have any informat ion to  

sugges t  tha t  they are  v io la t ing  the  legal  obl iga t ions  tha t  they have  
under  exis t ing  U.N.  Secur i ty  Counci l  resolut ions .  

 One of  the  points  I  make in  my tes t imony,  however  i s  tha t  China  

has  been unhelpful  in  help ing us  br ing to  bear  maximum economic  

pressure  through the  Uni ted  Nat ions  Secur i ty  Counci l .   They 've  never  

exerc ised  the i r  ve to ,  which I  guess  would  be  c lear  proof  tha t  China  
was  prevent ing more  ser ious  ac t ion  by the  Secur i ty  Counci l ,  but  my 

unders tanding of  the  dynamic  wi th in  the  Secur i ty  Counci l  i s  tha t  

Russ ia  has  on occas ion threa tened to  veto  more  ser ious  ac t ion ,  and by 

a l l  appearances ,  China  was  suppor t ive  of  Russ ia 's  pos i t ion  in  those  

d iscuss ions .  

 So I  th ink the  complain t  tha t  I  have  about  China  and I ran  on the  

d ip lomat ic  level  these  days  i s  tha t  they,  wel l ,  my complain t  i s  twofold .  



 

 

 F i rs t ,  tha t  they are  not  suppor t ing  our  ef for ts  and those  of  l ike-minded 
Western  countr ies  on  the  Secur i ty  Counci l  to  persuade the  Counci l  to  
take  more  ser ious  ac t ion  tha t  would  get  I ran 's  a t tent ion  and perhaps  

make a  d i f ference ,  perhaps  g ive  the  I ranian  government  reason to  
re th ink i t s  nuclear  pol ic ies .  
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 But  then,  secondly ,  an  addi t ional  point  tha t  I  make in  my 

tes t imony,  China  increas ingly  i s  pursuing i t s  own economic  advantage  

in  I ran ,  and th is  has  become the  leading explanat ion  tha t  one  receives  

these  days  f rom our  European a l l ies  when they are  asked why don ' t  you 

ac t  e i ther  uni la tera l ly  or  mul t i la tera l ly  wi th  us  to  impose  addi t ional  

measures  on I ran  outs ide  of  the  Secur i ty  Counci l?  

 Assuming we cont inue  to  have problems persuading Russ ia  and 

perhaps  China  to  agree  to  more  meaningful  Secur i ty  Counci l  ac t ion ,  

le t ' s  ac t  on  our  own to  make I ran  pay an  economic  pr ice .   Let ' s  cur ta i l  

inves tment .   Let ' s  cur ta i l  t rade  credi ts .   

 The European governments  cont inue to  subs id ize  both  inves tment  
and t rade  wi th  I ran ,  and the  jus t i f ica t ion  or  the  ra t ional iza t ion  tha t  one  

of ten  hears  today f rom Europeans  for  the i r  cont inued pursui t  of  those  

k inds  of  pol ic ies  i s ,  what  would  be  the  point  of  our  g iv ing up those  

markets  or  foregoing those  inves tments  because  we 've  seen when we 

pul l  out ,  the  Chinese  immedia te ly  s tep  in?  

 I  don ' t  happen to  agree  tha t  tha t ' s  a  suff ic ient  reason for  the  

Europeans  not  to  do more ,  but  I  would  accept  tha t  there  i s  a  cer ta in  

logic  to  the  pos i t ion ,  and our  abi l i ty  to  mul t i la tera l ly  impose  

meaningful  measures  on I ran  in  concer t  wi th  our  European a l l ies  and 

the  Japanese  i s  very  much undermined i f  China  for  reasons  of  

economic  se l f - in teres t  i s  going to  s tep  in  every  case  and replace  the  
inves tment  or  replace  the  t rade  tha t  we want  to  wi thhold .  

 COMMISSIONER MULLOY:  Good.   Mr.  Sokolski .  

 MR.  SOKOLSKI:   I  th ink i t ' s  even worse  than that .    

 COMMISSIONER MULLOY:  No,  but  are  they viola t ing?  

 MR.  SOKOLSKI:   Let  me answer .   F i rs t ,  i f  you take  a  look a t  the  

sanct ions ,  they are  in  some ins tances  speci f ic  enough never  to  be  
v io la ted  and vague enough never  to  be  enforced.   So f i rs t  cut ,  you ' re  

probably  not  going to  get  anybody red-handed on th is  one .   So that ' s  

point  one .  

 I 'd  say  i t ' s  worse  than even Steve  has  la id  out  because  the  

Chinese  have made a  lo t  of  bad inves tments  in  I ran .   I t ' s  k ind of  l ike  
American companies  tha t  over inves t  technology in  China  and they have  

to  get  the i r  money out ,  and i t  takes  awhi le .   They 've  done the  same 

th ing in  I ran ,  most ly  because  the  inves tments  are  be ing d ic ta ted  by th is  

des i re  by  the  s ta te  to  have  a  s t ra tegic  connect ion  wi th  I ran .  

 Wel l ,  but  i t  has  th is  perverse  ef fec t .   They have to  somehow get  

leverage  over  the  I ranians .   One of  the  ways  to  do th is  i s  to  have  t rade  



 

 

tha t  i s  c r i t ica l ly  dependent  on  the  Chinese  supplying cer ta in  th ings .   
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 Now,  they ' re  going to  be  very  careful  to  f ly  below the  radar  
screen as  much as  poss ib le  of  anything tha t ' s  sanct ionable  ac t iv i ty .   I  

mean th is  example  I  used in  my ora l  presenta t ion  jus t  a t  the  beginning 

goes  to  th is .   Front  companies  tha t  ac ted  as  brokers  for  the  Nor th  

Koreans  to  get  i tems to  the  Syr ian  reactor  projec t ,  the  fo lks  tha t  were  
in teres ted  in  tha t  projec t  know how impor tant  those  f ront  companies  

were .   Did  they viola te  any ru les?  No.  

 So they ' re  going to  have  an  in teres t  to  cont inue  to  do th is .   

Tiananmen Square  and the  sanct ions  tha t  fo l lowed f rom Tiananmen 
Square  are  very  much on the i r  mind and why they are  so  a l igned wi th  

the  Russ ians  in  opposing sanct ions .   When you put  those  fac tors  tha t  

I 've  la id  out  a l l  together ,  i t  sugges ts  a  k ind of  prevai l ing  s t ra tegic  

in teres t  in  p laying the  game a t  the  margin .  

 So we 're  going to  have  to  be  more  c lever  in  ident i fy ing what 's  

sanct ionable ,  number  one .   Number  two,  we ' re  going to  have to  t ry  to  

f igure  out  how to  get  the  Chinese  interes ted  in  something other  than 

jus t  ge t t ing  the i r  money out  of  I ran ,  and f ina l ly ,  I  th ink we 're  going to  

have  to  jus t  more  genera l ly  impress  upon them how r isky th is  bus iness  

i s .  

 HEARING COCHAIR REINSCH:  Thank you.  

 Commiss ioner  Wessel .  

 COMMISSIONER WESSEL:   Thank you.    

 I  want  to  chal lenge two i tems,  Mr.  Sokolski ,  not  in  a  b ig  way.   

You sa id  tha t  China  wants  to  get  i t s  money out  of  I ran .   I  be l ieve  

they ' re  going to  get  o i l  out  of  I ran ,  and so  there  i s  a  long- term 
economic  benef i t  for  what  they ' re  doing.   Thei r  MOU re la t ing  to  access  

to  the  f ie lds  i s  I  th ink ra ther  aggress ive ,  as  I  unders tand i t ,  number  

one .  

 Number  two,  you sa id  ear ly  on in  your  tes t imony that  China  

should  move towards  a  more  prof i t -based approach as  i t  re la tes ,  I  

be l ieve ,  to  nuclear  power  development ,  e t  ce tera ,  and I 'm reminded I  
be l ieve  i t  was  of  J im Fal low's  book many years  ago,  More  Like  Us,  

tha t  we cont inual ly  have  th is  mind-se t  tha t  we want  to  impose  on 

China  as  to  how they address  th ings .   I t ' s  a  non-market  economy.   

Prof i t  i s  a t  t imes  an  a l ien  concept  to  how one develops  economic  

models  there .   

 So  chal lenging those  two issues .   But  more  impor tant ly ,  and the  

ques t ion  was  made of  the  ear l ier  panel  I  be l ieve  by Mr.  Shea ,  

Commiss ioner  Shea ,  what  addi t ional  tools  ra ther  than jus t  opera t ion  

under  the  current  tools- -you 've  ta lked about  speci f ic i ty ,  e t  ce tera- -

what  addi t ional  tools  do  you th ink we should  be  looking a t ,  Congress  
should  be  looking a t ,  to  g ive  to  the  adminis t ra t ion ,  i f  any,  to  enhance  

our  success  in  th is  impor tant  area?   



 

 

 For  both  wi tnesses ,  tha t  las t  ques t ion .  
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 MR.  SOKOLSKI:   S ince  I 'm chal lenged--  
 COMMISSIONER WESSEL:   Chal lenged in  a  non-
confronta t ional  way,  i f  you wi l l .  
 MR.  SOKOLSKI:   Okay.   Wel l ,  le t  me answer  in  a  

nonconfronta t ional  way.  
 COMMISSIONER WESSEL:   Yes ,  p lease .   
 MR.  SOKOLSKI:   Yes .   They want  to  get  the  o i l .   The  ques t ion  

i s  when are  they going to  get  i t  and a t  what  cos t?   And so  far ,  i t ' s  a  
long ways  away and cos ts  lo ts  more  than they hoped i t  would .   I t ' s  one  
of  the  reasons  th ings  aren ' t  working out  qui te  as  wel l  as  they want .  
 COMMISSIONER WESSEL:   Okay.  
 MR.  SOKOLSKI:   With  regard  to  More  Like  Us,  i t ' s  a  fa i r  point .  

 However ,  i t ' s  not  l ike  we 're  doing much in  the  way of  market  
mechanisms to  make big  energy capi ta l  cons t ruct ion  decis ions  these  
days .   I  mean af ter  the  ca tas t rophic  Cal i fornia  exper ience ,  we 've  been 
rac ing perhaps  too  much in  the  opposi te  d i rec t ion  of  t ry ing to- -  
 COMMISSIONER WESSEL:   No argument  wi th  regard  to  what  
we do here .  
 MR.  SOKOLSKI:   Yes .  
 COMMISSIONER WESSEL:   And the  fa i lure  of  an  energy-- lack 
of  an  energy pol icy .  
 MR.  SOKOLSKI:   No,  no.   I 'm ra ther  sugges t ing  tha t  we have 

perhaps  too  much of  a  des i re  to  fo l low the  models .   As  one indust ry  

wag a t  the  Nuclear  Conference  I  was  a t  recent ly  sa id ,  we need to  

fo l low the  Russ ian  and the  French model  and the  Chinese  model ,  
var ious ly  Mao,  Sta l in  and Louis  XIV.   I 'm agains t  i t .  
 But  tha t  sa id ,  I  wouldn ' t  sugges t  tha t  they fo l low us .   And that  

wasn ' t  my suggest ion .   Because  I  don ' t  th ink we 're  doing very  wel l  
here .   I  th ink,  th ink of  the  fo l low-on to  Kyoto  as  a  problem for  
everybody,  tha t  people  are  going to  have to ,  as  governments ,  come to  

conclus ions  about  what  they ' re  going to  inves t  in  to  reduce  the i r  
emiss ions .   
 You want  people  to  make the  decis ions  on the  bas is  of  what 's  
quickes t ,  cheapes t .   I t ' s  a  compound.   So you ' re  not  in teres ted  in  lunar  
power ,  for  example ,  even though i t  might  be  the  c leanes t  but  i t ' s  
ne i ther  quick  nor  cheap.   
 To make those  decis ions ,  i t  would  be  useful  i f  the  in ternat ional  

norms,  not  American norms,  of  open bidding and in ternat ional  
compet i t ion  and c lear ly  s ta t ing  as  much as  poss ib le  what  th ings  cos t ,  
was  something we encouraged.  
 The more  we do tha t ,  the  bet ter  whatever  the  resul t  i s  l ike ly  to  
be ,  and i f  something is  dumb,  i t  wi l l  become evident  tha t  i t ' s  dumb 
quicker  and then you can make a  change.  



 

 

 COMMISSIONER WESSEL:   No argument  there .  
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 MR.  SOKOLSKI:   In  answer  to  your  ques t ion,  I  th ink the  s ingle-
most  impor tant  th ing Congress  could  do to  g ive  our  execut ive  branch 

the  tools  i t  needs  i s  less  money.   This  i s  counter in tu i t ive .   I  th ink 

when you keep sending money to  the  Energy Depar tment ,  i t  keeps  
coming up wi th  ideas  of  how to  spend i t  tha t  don ' t  make sense .  
 I t  would  be  helpful  to  send less .   And par t icular ly ,  the  programs 

that  they ' re  engaged in  wi th  South  Korea ,  wi th  th is  pyroreprocess ing 

program,  which i s  rea l ly  jus t  some addi t ional  s teps  to  regular  

reprocess ing,  i s  making i t  very  c lear  tha t  we ' re  prepared to  see  South  
Korea  come very  near  nuclear  weapons  technica l  capabi l i ty .  
 S imi lar ly ,  the  money tha t  i s  be ing proposed to  be  spent  on  the  
Global  Nuclear  Energy Par tnership  wi th  Russ ia  on fuel -making 

ac t iv i t ies  tha t  a re  uneconomical  in  the  ext reme probably  doesn ' t  do  
anything to  d iscourage  China  to  th ink about  what  i t ' s  doing tha t ' s  
s imi lar .  
 And then f ina l ly  I  th ink the  b igges t  incent ive ,  separa te  f rom 

what  we give  tools  to  our  government  to  do,  I  th ink Japan is  in  a  rea l  
b ind r ight  now.   I t  has  spent  $20 bi l l ion  on a  s ingle  p lant  to  make-- I  

mean i t ' s  jus t  an  enormous  amount  of  separa ted  p lu tonium per  year .   I  

th ink in  the  tes t imony I  have  the  f igure .   I t ' s  mind-boggl ing.  
 I f  you hold  on,  i t ' s  mind-boggl ing enough I  want  to  ac tual ly  c i te  

i t  here  for  the  record .  
 COMMISSIONER WESSEL:   2 ,000 tons ;  i s  tha t  the--  
 MR.  SOKOLSKI:   Wel l ,  hang on here .   Let ' s  see  here .  
 COMMISSIONER MULLOY:  20 bi l l ion .  
 MR.  SOKOLSKI:   Wel l ,  tha t ' s  the  amount  for  the  p lant ,  but  the  

amount  of  separa ted  p lu tonium th is  th ing produces  per  year  i s  equal ly  

as  in teres t ing .   Here  we go.   Right .   I t  produces  f ive  metr ic  tons  of  

separa ted  p lu tonium annual ly .   That ' s  enough for  a  thousand nuclear  

weapons  per  year .  
 Now,  i f  you th ink for  a  moment  tha t  the  Chinese  don ' t  pay 
a t tent ion  to  tha t ,  you haven ' t  been reading the  news.   The Chinese  have  
volunteered  tha t  they don ' t  want  to  engage in  a  nuclear  arms race  in  

the  region.   What 's  tha t  about?  
 Par t ly  th is .   I t  would  be  n ice  to  g ive  Japan some way to  

reasonably  back off  th is  projec t  and give  China  some reason why i t  
doesn ' t  have  to  go forward copying the  Japanese ,  and for  us  perhaps  
not  to  go down th is  road as  much as  the  Depar tment  of  Energy is  

encouraging us  to  do.  
 I  th ink i t ' s  a long those  l ines  tha t  you want  to  see  t rends  move in  

a  d i f ferent  d i rec t ion  because  where  we 're  headed is  a  compet i t ion  in  
tha t  region and beyond that  wi l l  end up making us  having to  arm more  
in  the  nuclear  arena  which i s  rea l ly  qui te  s tupendous .   I  mean we 



 

 

haven ' t  done tha t  s ince-- I  don ' t  know--when was  the  las t  t ime we made 
a  nuclear  weapon?   I  mean i t ' s  1980 something.  
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 MR.  RADEMAKER:  Depends  on your  def in i t ion  of- -  

 MR.  SOKOLSKI:   Wel l ,  i t ' s  been awhi le ,  and bes t  not  to  go back 

to  tha t ,  I  th ink.   Yes .  

 HEARING COCHAIR REINSCH:  Okay.   Thank you very  much.    

 Commiss ioner  Slane .  

 COMMISSIONER SLANE:  Thank you.   I sn ' t  th is  rea l ly  a l l  about  

China 's  overwhelming demand for  resources  and the i r  dr ive  to  capture  

resources ,  and as  the  demand wi l l  cont inue ,  in  my opinion,  as  the i r  
middle  c lass  grows,  the  problem that  we ' re  ta lk ing about  today is  going 

to  ge t  worse?  

 MR.  RADEMAKER:  Commiss ioner ,  I  guess  I  wouldn ' t  agree  tha t  

everything i s  about  the  resource  i ssue ,  but  I  do  in  my tes t imony adver t  

to  the  fac t  tha t  the  pol icy  tha t  we current ly  see ,  tha t  I  jus t  compla ined 
about ,  of  China  s tepping in  to  gain  economic  advantage  in  I ran ,  when 

in  those  cases  where  Europeans  or  o thers  pul l  out ,  there  are  analogs  to  

tha t  in  o ther  countr ies- -Sudan,  Zimbabwe,  Burma--where  China  i s  

taking advantage  of  the  fac t  tha t  these  are  essent ia l ly  par iah  regimes  

tha t  no  one  in  the  res t  of  the  wor ld  wi l l  deal  wi th  economical ly .  

 And they are  s tepping in  to  win  o i l  concess ions ,  minera l  

concess ions ,  inves t ,  and otherwise  take  advantage  of  the  absence  of  

compet i t ion ,  and i t  would  appear  tha t  the  explanat ion  for  th is  i s  

prec ise ly  as  you sugges t ,  tha t  they 've  made a  s t ra tegic  judgment  tha t  

wi th  the i r  growing economy and thei r  voracious  appet i te  for  o i l  and 

minera l  resources  to  fuel  tha t  economy,  they need to  s tep  in to  the  
in ternat ional  arena  and inves t  and develop re la t ions  even wi th  par iah  

regimes ,  and tha t  i s ,  in  fac t ,  a  huge problem.  

 I t ' s  a  huge problem for  the  pol icy  we are  current ly  pursuing wi th  

our  a l l ies  to  persuade I ran  to  abandon i t s  nuclear  weapons  ambi t ions  

and i t ' s  a  problem to  the  extent  we ' re  t ry ing to  do something about  the  

s i tua t ion  in  Darfur  or  we ' re  t ry ing to  do something about  Mr.  Mugabe 

in  Zimbabwe,  and in  every  case  the  explanat ion i s  the  same.  

 I  th ink on the  ques t ion  of  what  to  do about  i t ,  China  needs  to  be  

persuaded tha t  whatever  very  narrow economic  advantage  i t  might  ga in  

by taking advantage  of  the  pol i t ica l  s i tua t ion  in  these  countr ies  to  

ingra t ia te  i t se l f  wi th  an  unsavory  regime,  they wi l l  pay a  h igher  pr ice  
in  o ther  areas  for  having done so .  

 MR.  SOKOLSKI:   I f  I  may,  I  think tha t  las t  point  i s  very  

impor tant .   I  spent  a  week a t  RAND with  some off ic ia ls  f rom the  

People 's  Libera t ion  Army,  and we were  t ry ing to  expla in  to  them that  

when they went  out  and captured markets ,  as  you descr ibe ,  and got  
these  long- term contrac ts ,  a l l  they were  doing was  making i t  more  

expensive  in  the  long haul  for  them to  ext rac t  those  resources  than i t  



 

 

would be  i f  they put  more  fa i th  in  sor t  of  the  in ternat ional  market  for  
whatever  tha t  resource  was .  
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 Now par t  of  i t  i s  a  d is t rus t  of  the  in ternat ional  market .   They 

fee l  l ike  they can ' t  p lay ,  and you 'd  have  to  ask  exper ts  about  tha t  and 

as  to  what  can be  done or  not  done and why th ings  are  done and why 

they fee l  tha t  way.   But  genera l ly ,  we fought  the  Second World  War ,  

las t  I  checked,  to  make everybody have access  to  everybody e lse 's  

markets  ra ther  than to  t ry  to  have  energy independence  or  food 

independence  a long the  l ines  of  Hirohi to  and Hi t ler  who decided the  

only  way to  do that  was  to  invade the  wor ld .  

 We have an  in teres t  in  them seeing the  prof i t  of  re ly ing on the  

market ,  and I  th ink tha t  i s  a  separa te  l ine  of  inquiry  I 'm not  the  exper t  

to  go in to  th is ,  but  tha t ' s  what  you would  want  to  get  more  informat ion 

on:  how do you persuade them that  they ' re  ac tual ly  making l i fe  more  

expensive  for  themselves  when they proceed the  way they do in  
captur ing  markets?  

 COMMISSIONER SLANE:  I  complete ly  agree  wi th  you.   But  

what  worr ies  me is  i f  we don ' t  form some coopera t ive  agreement  or  

convince  them that  there 's  another  way to  go,  tha t  th is  s i tua t ion  i s  jus t  

going to  get  worse .  

 MR.  SOKOLSKI:   I t  might ,  yes .  

 HEARING COCHAIR REINSCH:  Thank you.  

 Mr.  Sokolski ' s  tes t imony reminds  me of  a  s imula t ion  game I  

p layed the  weekend before  las t ,  which concluded wi th  a  reunif ied  

nuclear  Korea  under  a  mi l i ta ry  government  and a  nervous  Japan tha t  

had made a  deal  wi th  the  Russ ians  to  acquire  nuclear  weapons ,  which 

was  not  the  wor ld  tha t  we ant ic ipated  a t  the  beginning of  the  game.  

 Mr.  Rademaker  might  be  in teres ted  to  know that  a l l  those  th ings  

happened af ter  we had e lec ted  Gardner  Peckham pres ident  of  the  

Uni ted  Sta tes ,  a l though I  wouldn ' t  say  tha t  he  gets  the  b lame for  tha t  

par t icular  conclus ion.  

 That  was  apropos  of  nothing except  to  say  tha t  I  th ink your  point  
about  the  consequences  of  not  thinking through a  prol i fera t ion  pol icy  

are  wel l  taken,  and tha t  there  i s  a  wider  var ie ty  of  outcomes out  there  

than people  might  th ink.  

 In  the  game context ,  which took us  16 years  in to  the  fu ture ,  i t  

was  not  ent i re ly  an  unreal i s t ic  conclus ion given what  had happened in  
the  previous  12 years  tha t  I  d idn’ t  ta lk  about .    

 Let  me ask  in  tha t  context ,  Mr.  Sokolski ,  k ind of  an  er rant  

ques t ion  but  one  I  th ink you might  want  to  comment  on,  which is  the  

Indian  nuclear  deal  f rom a  prol i fera t ion  s tandpoint .   Do you have a  

v iew about  tha t?   I  would  assume you do.  

 MR.  SOKOLSKI:   I 'm going to  t ry  to  res t ra in  mysel f .  

 HEARING COCHAIR REINSCH:  Wel l ,  in  a  hundred words  or  
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less .  
 MR.  SOKOLSKI:   Wel l ,  emot ional  outburs ts  wi l l  be  repressed as  

wel l .   I t  was  a  very  unnecessary  agreement ,  one  tha t  we did  not  need to  

do to  promote  good t rade  or  good re la t ions  wi th  India  tha t  weakened 

the  nuclear  ru les  even more .   And that ’s  not  grea t .  
 Now,  my hunch is ,  i s  tha t  we ' re  going to  have  to  repress  the  

spread of  nuclear  technology and even nuclear  capable  miss i les  wi th  
reference  to  economics  more  as  a  resul t  of  what  we did  there .  
 What  I 'm t ry ing to  say  i s  we have re l ied  on the  NPT,  Nuclear  
Suppl iers  Group,  Miss i le  Technology Control  Regime,  you know,  a l l  

the  th ings  tha t  you and I  used to  s t ruggle  wi th  when we were  in  

government ,  r ight ,  to  somehow ei ther  res t ra in  t rade  in  these  dangerous  
technologies  or  a t  leas t  g ive  the  appearance  of  res t ra in t .  
 That ' s  not  looking so  good.   I t ' s  k ind of  f raying and par t ly  
because  of  the  Indian  deal  and deals  l ike  i t .   Where  I  th ink we 're  going 
to  have  to  pay more  a t tent ion  therefore ,  bes ides  not  weakening these  

th ings  any fur ther  and t ry ing to  shore  them up,  i s  to  t ry  to  f igure  out  

where  God 's  invis ib le  hand is  t ry ing to  help  us .    
 Where  th ings  are  gross ly  uneconomical  as  compared to  the i r  
a l ternat ives ,  where  those  th ings  are  dangerous ,  we need to  be  point ing  
tha t  out .   We need to  s top spending ext ra  money on those  th ings  and 

promot ing the i r  expor t .   I  th ink i f  we do tha t ,  we may s t i l l  be  safe ,  but  
i f  we don ' t ,  the  ru les  as  a  resul t  of  the  Indian  agreement  have  taken 

qui te  a  hard ,  so l id  h i t .  
 They 've  been worn down over  the  years  previously ,  but  th is  was  
k ind of  an  addi t ional  s lap  in  the  face ,  and so  i t ' s  going to  make i t  more  
impor tant  to  do these  o ther  th ings  than ever  before .  
 HEARING COCHAIR REINSCH:  Thank you.   And I  th ink on 

tha t  note ,  le t  me thank our  wi tnesses  and a l l  the  panels  for  a  very  
useful  and informat ive  hear ing,  and we 're  adjourned.  
 [Whereupon,  a t  4 :05 p .m. ,  the  hear ing was  adjourned. ]  


