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About DART

An online application for National Data
Systems (NDS) for IRB Research data access
approvals - Not Operations nor Preparatory to
Research

Collects study information and
documentation via a 4-screen “Wizard”
Determines required documentation based on
Wizard entries

Distributes the request to approving
authorities

Authorities approve online
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DART Features

Contains Communications utility to capture
discussions between Requestor and Approvers
Has step-by-step email notifications of
progress

Captures every event for tracking History
Displays actual and average approval times
Allows for request amendments online




DART Paperwork

B Studies generally need the following:

Research Request Memo (DART User Guide Appendix A)
IRB Approval letter

HIPAA Consent/Authorization OR Waiver
Research & Development Committee letter
Research Protocol

Real SSN Access Request (For Real SSN identifiers)

VA Form 9957 (DART User Guide Appendix B)

B Forms can be found on the VHA Data Portal
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DART Forms on VHA Data Porta

http://vaww.vhadataportal.med.va.gov
I -

UHA Data Fr:: rtal

Home Data Sources Data Access Tools Resources Training AboutlUs Support

Welcome to the VHA Data Portal!
The one-stop-shop for gata users’ needs, \ ' ‘ Data Access:
The VHA Data Poral s & collsbaratres effort amang the follewing program offices : Visit the

o provade 3 central gateway 1o nformation about WVHA data:

+ VHA Mational Data Systems (NDS)

« VA Information Resource Center (VIReC)

« VA Informatics and Computing Infrastructure (VINCI)

« VHA Data Quality Program
Qur mession is o promole a knowledge-sharing culture that supports fhe nesds of
WHA data vsers The portal integrates minmmation from multiple sources inte a

comenon format and single location fo promote 2 comprehensive knowledge basa
and to facilitate a posdve end-user expanenca

Change in Real 55N Research Data VIReD t‘ybersem:nirs Data Access Request Tracker (DAR
Reguest Process Mov 3 Renueuling Ascews b VA Dei
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CRDO has instiuted a change in the approval - LA L DO e ms
process for resaarchars’ requasts for data with

Mov 18; Uses of Mabile Texd Messaging to « Launeh DWAT Application K"

rgal 55Ms, Maw and B-Erb:llng D.ﬁ.RT naquasts i Pl P
will ba requined to submit 1]19 Heal AccEss i . " Resources
Regus fc-rm ‘ul"slt the Real 554 ".=- Dec 1 ’_ I N . porate Databases Manogeaph
i Request | 5 page on VJRBC's website for Feaill Lare Lise
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http://vaww.vhadataportal.med.va.gov/

DART Forms on VHA Data Portal

Data Request Forms

» Research Request Memo %X — NEW — This replaces the DUA for ALL Research requests after June 2, 2014
» VA 9957 Form 713

» Real 55N Access Request @] — NEW — required for access to real 55Ns

+ Data Use Agreement (DUA) @] — NO LONGER REQUIRED after June 2, 2014 for research requests

= OEF/OIF/OND DUA Instructions @l — OEF/OIF/OND Roster File only

+ OEF/OIF/OND DUA ] — OEF/QIF/OND Roster File only

» CDW Domain Check List T — CDW dafa only

= Vital Status Rules of Behavior & — Vital Status File only

» Special User Access Request Form for Researchers TX) — CAPRI and VistAWeb only
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VA Form 9957

B The 9957 form is usually required for Pl and
always required for anyone requesting AITC
Mainframe access

B If not everyone needs mainframe access, in
section 3, put “Does not need mainframe
access”

B Cannot use a 9957 from a different study

QE.\ Department of Velerans Affairs ACCESS FORM

PRIVACY ACT STATEMENT: The information 15 solcited under authorty of Tule 38, Uiiled States Code and Execuitive Ouder 9397 and i
necessary to accomplish the setion requested by the requester, meloding establishung. modifying or deleting a Customer Account. Furnashung the
information on this form 15 voluntary; however, if the information 1 not fumishad, we will be unable to take further action on your request

NOTE: Information from this form is used to establish Vd Acconniz or te grant access to Vd roseurces
ARE ¥YOU CURREMT ONYOUR | TYPE OF ACCESS TYPE OF ACTHON REQUESTED
SHENEN LN B 0F HEHAYI R

CYBER SECURITY AND OS5 iMamfrome) WINDUWS EMAIL CGRLATE NOW CUSTOMCR
FRIVACY TRAINING?

UNIX DATADASC LAN ACCOUNT MULIEY EXISTING CUSIOMER

YES WO UsD (I HFH (Spesifil DOLLCTC CHISTING CUSTOMCR

2 CUSTOMER INFORMATION
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VA Form 9957

B Top Section

® Current on Security and Privacy training?
® Type of Access

= Select Z0OS for mainframe access

= Select OTHER and specify “CDW” for CDW data
® Type of Action Requested

= |f mainframe data and new to mainframe, then
CREATE

= If you already have mainframe access, then MODIFY
= |f not mainframe, then CREATE

NOTE: Information from this form is used to establish VA Accounts or to grant access to VA resources.
ARE ¥YOU CURRENT ON YOUR | TYPE OF ACCESS
SIGNED RULES OF BEHAVIOR;

CYBER SECURITY AND ¥ ZOS (Mainframe) WINDOWS I EMAIL X CREATE NEW CUSTOMER
PRIVACY TRAINING?

TYPE OF ACTION REQUESTED

| X YES T NO UsSD % OTHER (Specify) CDW . DELETE EXISTING CUSTOMER
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T —
":'-"r;f.: ..k‘-“"‘ﬁ:{




VA Form 9957

B Section 2 - Customer Information
® Person requesting access to data
® Must be entirely filled-out
® 2B - If mainframe, enter TSO account number

2. CUSTOMER INFORMATION

A. NAME Last, First, Middle Initial) B. CUSTOMER ID C. TELEPHONE NUMBER (Tnclude Area Code)
smith, John . Mainframe ID .
! a (800) 555-1212

D STATION (FACILITY) NUMBER E. MAIL ROUTING SYMBOL |F. JOB TITLE

- OR STOP CODE Research Associate

660 .

121

G. CONTRACTOR, OR IF TEMPORARY ACCESS, SHOW H. GOVERNMENT ORGANIZATION, CONTRACTOR NAME EMPLOYER OR OTHER

EXPIRATION DATE (Month, day, yvear) .
VHA Salt Lake City HCS

I. CONTRACTOR OR OTHER GOVERNMENT ORGANIZATION, J_ACTIVE DIRECTORY (AD) USERNAME [K_ACTIVE DIRECTORY (AD) DOMAIN
OFFICE ADDRESS (Street, City, State, Zip Code) . . -

500 Foothill St., vhaslcsmithj vhal9

Salt Lake City, UT 84113

L. E-MAIL ADDRESS
john.smith708va.gov

NOTE: See reverse for instructions.
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VA Form 9957

B Section 3 - Access Requested
® Must match the DART request Data Sources

3. ACCESS REQUESTED

CHECK
APPROPRIATE | NAME OF FUNCTIONAL TASK CODES; FROFILES, WEB | hrpiygE | EVEL OF ACCESS REQUESTED OR CONCURRING SYSTEM MANAGER OF
BOX SERVERS; UNIX ACCOUNTS: DATABASE OR OTHER RECORD (SMR) DESIGNEE SIGNATURE AND TITLE (If required)
ADD (DELETE
Real and Scrambled SEN access to John Quinn III, Director of NDS
CDW Producticn and Raw
Feal and Scrambled SSHN access to John Quinn III, Director of NDS
K | O |cow pss woE
E] [] Real 55N access to CDW TIU Hotes John Quinn III, Director of NDS
Feal and Scrambled 55N access to John Quinn III, Director of NDS
B | O |cow pss wDE (legacy)
E] [] F=al 55N access to Vital Status John Quinn III, Director of NDS
Crosswalk File
MedSAS including VetsWNet Files for |John Quinn III, Director of NDS
E] [] National Lewel Real 55MN (1100TT01)
MedsShS Files for VISN Lewel Real John Quinn III, Director of NDS
E] E] 55N (1100TTOS

pvalay
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B Section 4 - Signatures (can be ink or digital)

VA Form 9957

® 4A - Person requesting access with this form
® 4C - Person’s immediate VA supervisor or the PI
= |If person is Pl, use immediate VA supervisor

® 4E - Second official per local regulations (Usually
ACOS-R or Facility Director)

'® 4G - Facility ISO (required)

4. SIGNATURES

(—

A REQUESTING OFFICIAL & TITLE [ B.DATE
C. APPROVING OFFICIAL & TITLE = D DATE
E. SECOND APPROVING OFFICIAL & TITLE (If required) | F.DATE
G. NAME AND TITLE OF FACILITY POINT OF CONTACT OR INFORMATION SECUF‘;I'I'Y OFFICER G. DATE

e 1 ) - ——

I e e,
':-' r;f \ﬁ‘.‘“‘:‘ﬁ
“arprrt®

11




Routing of VA Form 9957

B Route after signatures

B If requesting Mainframe, send to local Customer

User Provisioning System (CUPS) Point of
Contact (POC) first to create mainframe Time
Sharing Option (TSO) account and enters
Functional Task Codes (FTC) requested

B If no mainframe or after CUPS, upload in DART

......
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DART Access from VHA Data Porta

http://vaww.vhadataportal.med.va.gov

'}/ VHA Data Portal

Home Data Sources Data Access Tools Resources Training About Us Suppor

elcome to the VHA Data Portal!
The ane-stop-shop for data users’ peeds, [ ' . Data Access:
The WHA Data Portal is & collaborative effort amaong the fobowing program offices . X Visrt the

o provide a ceniral galevwisy 1o inloimabon aboul VHA data

- VHA Natlonal Data Systems (NDS)

« VA Information Resource Center (VIReC)

« VA Informatics and Computing Infrastructure (VINCI)
- WHA Data Quality Program

D mission i 1o promole o knowlesdge-sharmng cullune that supparts Be needs of
WHA data users. The portal integrates mformation from mulbple soues o 8
common farmal and snghs locaton o pramols 3 comgpreherese knowledge base
anid to facilitate & posilive end-user experence

Upcoming Events Popular Links

Change in Real 55N Research Data ViReC Cyberseminars Data Access Request Tracker (DART)
Request Process Now 3 Requesting Access o Wi Dt fr g &
QRD has mséituied a changs in the approval eanaeh & Opamitiona = OART Ovarvsew and Famm
proceas for resaarchers” negueseats for data wath Now 18- Lisess of Mot e 3 A
real 53N Mew and pending DART requests | - k e ¢ : .I i Seasagn v Luusmets [EART Anple st
mlll:-ejeqwed a 5|.i!|'|'||r1hé teal S5H Acce ' — Resources
st foemn. Wisit the B D 1: Assesnmg npabant and Oulpabent VA G na I 1
Lot 1Pres pag&m\.ilneu.wn-nsnehr Haalih Can: L >
forrmati th e i e T
inl -:-n.on B new procedures and how VNG {:yberﬂmmirs « HERDsks-L Lintaar fme
N they might affect your resaarch project i :
._u.u J:u.;.J Maow 6 [LAR The Diata Access Aaquas . D BAME
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DART Access from VINCI Cen

tral

http://vaww.vinci.med.va.gov
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Learn About VINCI

Abdul VNG Workspoce - Softwise  Availaiie Dat

L2
@ | Want to Use VINCI
\V,

My Collaborsiscn Sites
WINCE Woikspacs
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WIRAL
HSEDmbs-1 Lisisery

GHck fawre I PeInesT access i sho WVING) Warkspace

| Am a Current User

Sorapow Tiaimdog  VINGT Goides  SAS Guaoes - FAQs

Rk fee fo LPLOSD e 5o o VINGT Workisnace peoect fodder

AsnnanrsmeTis
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http://vaww.vinci.med.va.gov/

DART Login

B https://vhacdwtest02.vha.med.va.gov:8443
/vinci_dart_client/dart9/index.html

B Enter User Name = VA Login User Name

B Enter VA Password

VINCI Please Login

SSSSSSSSS

NOTE: Data Access Request Iracker authentica Bio
TEQUINES domam sgecific VA Network credenrims

Wil
‘-db\.'ln . :":'.l‘ql
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https://vhacdwtest02.vha.med.va.gov:8443/vinci_dart_client/dart9/index.html
https://vhacdwtest02.vha.med.va.gov:8443/vinci_dart_client/dart9/index.html

DART Demonstration - Requestor

T~ GDAY Production Domasns (Mus! comgriete COW Producton Domam Chockbsl)
T GO Raw et {Mus] (oempiebe CEINY Raa [ CRsciie)

m Famcpans Oala Oatiamants Sun
Sligioay Canenimeannn
L ; tind (s o CLA bty e En L@
" m - Blinirivy
O Activity Information
PO TION
Shint Mame* | BISL Demo of DART
|RB Numbar* | {756 o Lzl s &
il
IRE Expiation * |l (MADCHG
PR o R IR
Sl Due W asieona | 2L & ol deflrey
EndiDate* | W CA9CT0ET
e eam ol fave Dl Mgt

T rrsrmomir i

o
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s CURdaneG honms
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DART Dashboard

B Displays To-Do List tab and Requests tab
B Create a New Request on Requests tab

ToDoList)  Requests @

Requests © Create a New Request «

Filter All Research Operations

Showing 1to2of 2 Search;
Tracking # 4 Hame Type Contact Submitted Status Actions
2013-12-001-D Drocument Rezearch Data Trautman, Timothy N NOT SUBMITTED L Actions

requirements lestng ALcCess

by data source

2014-04-005-D BISL Demo of DART  Research Dala Scehnet, Jelfrey NOT SUBMITTED 1 Actions
ALCCRSS
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DART “Wizard” Initiate

B [nitiate

® Study Official Name (AKA - Protocol name)
® Request Type - Research Data Access

2 New Request

Official Name ~ BISL Training Demo

Request Type * Please select a Request Type j
“IPlease select a Request Type

Research
* Research Data Access
Non-Research

Operations Data Access (not in use at this time)

Cancel Create Request
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DART “Wizard” Step 1

B Activity Information
® Study Short Name (Nickname)

® |RB Number

® |RB Expiration

® Start Date °
® End Date

© Activity Information

;'-'31: 1111



DART “Wizard” Step 2

B Participants
® Add names of study personnel & location
® Specify Principal Investigator
® Specify Primary Location

‘:_&\."'u .I \‘1«':-.,
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DART “Wizard” Step 3

B Data Sources

® Specify data storage location

® Specify ldentifiers

® Select available data sources

® Specify HIPAA consent OR waiver

i= Data Sources
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DART “Wizard” Step 4

B Documents
® Displays requirec
® Displays requirec

® Allows for uploac

study documents
participant documents
and replacement (versions)

SR . ]

& Documents

| mama 1k, Pire i s
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DART Processing

B NDS approval takes approximately 14 days
from submission to approval if paperwork and
submission are in order

B Requests for changes adds additional time on
behalf of the Requestor

Initial NDS . Additional . Final NDS
Review Reviews Review

Wkl
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DART Processing - Initial NDS Review

B Upon submission, the request is sent for an
Initial NDS Review

Verify completeness of request

Verify documentation is valid

Determine appropriate approvals needed
Submit to additional reviewers as needed
Request Changes as needed

Deny the request if inappropriate use of DART

Initial NDS
I]f{e]view . .
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DART Processing - Added Reviews

B Reviews often include the need for approval
oy additional authorities such as ORD (for

Real SSN requests), Privacy, Security, and
other Data Stewards

B Reviews documentation relevant to them
® Request Changes as needed
® Deny their portion of the request as needed

® Approve their portion of the request
B Upload approval documentation

Additional
. Reviews .

Wikl
.....
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DART Processing - Final NDS Review

Upon approval by additional reviewers, NDS
conducts a Final NDS Review

Ensures completeness

Upload approval documentation

Approves request

DART automatically notifies study of approval
After approval, Requestor can amend request

as needed
. Final NDS
Review

»

piilag
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Post-DART Approval

B Mainframe requests are routed to CDW who
activates the previously requested Functional
Task Codes. CDW will contact you when done

B CDW/VINCI data requests are sent to VINCI
for fulfillment. A VINCI Data Manager will
contact you within a few days

B “Other” data requests are routed to their
respective data stewards for fulfillment

B If VINCI Workspace is requested, VINCI will
set up the study and then send out access
information to individuals

'''''
''''''''
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QUESTIONS?

VINCl@va.gov
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