Google Hacking

Search Engine Black-Ops

Joshua Brashars



Obligatory C.Y.A. Disclaimer:

| am in NO way, shape, or form affiliated with the
almighty Google. Google is a registered
trademark, owned by people that are almost
completely, but not at all like me. Void where
prohibited, actual colors may vary, see your
dealer for details, batteries not included. So
please, Google, don’t sue me or pull the plug on
me. | can’'t imagine a life without Google, and
trying to makes me cry, just like at the end of Old
Yeller. What a great movie.




Now that that's out of the way...



Who the heck is this guy?

m Based out of San Diego

m A moderator of http://johnny.ihackstuff.com/
m [T Support and Network Security

m A heck of a dancer

m Not as funny as he thinks he is...




Google Hacking?!

m \What it is not:

NOT hacking into Google itself!

NOT something that requires “leet skillz”
NOT limited to security!

NOT related to the O'Reilly Book about SEO




Ok, so what is it then?

Simply put, mining data the Google search
engine has already indexed.

m YES! Itis easy...

m YES! Anyone can do it...

m YES! It can be very dangerous...

m YES! Itis a great book written by Johnny Long...
m YES! That was a shameless plug...



"
Advanced Operators
m Before we can walk, we must learn to run.

In Google’s terms, this means
understanding advanced operators.



" I
Advanced Operators

m  Google advanced operators help refine searches.
m They are included as part of the standard Google Query.
m Advanced operators use syntax such as the following:

Operator:search_term

There’s no space between the operator, the colon, and the search term!



" I
Advanced Operators at a glance

m intitle: - Search page title

m inurl: - Search URL

m site: - limit results to a specific site

m link: - other sites that link to our subject
m inanchor: - search within hyperlinks

m filetype: - Starting to see a patern yet?



A note on numrange...

m Received a lot of press in the past

m Used for credit card and social security
number searches.

m Sorry, that type of stuff is beyond the
scope of this talk.



"

A crash course in Advanced Googling

) Google - Mozilla Firefox O] =|
File Edit Miew Go  Bookmarks  Tools  Help

‘(:E' T E> - @ @ | hikp: v, google.camyf j @ Go ||Q,:F" inkesxt: "navigate"

Weh Images Groups MNews Froogle Local  more »

Advanced Search
FPreferences

Google Search | I'm Feeling Lucky Language Tools

intitle:"i hack stuff" inurl:"ihackstuf" intexd:"nawvigate"

- Business Solutions - About Google

E2005 Foogle - Searching 8,058,044,651 web pages




"
Advanced Google Searching

J]ohnn'_lr |hackstuffcnm Irn ]l]hnnyr Ihack stuff andla Flrefm:
' s = - —__ intitle:"1 hack stuff




Google Hacking Basics

Putting advanced operators together in
intelligent ways can cause a seemingly
INnnocuous query...

Wehbh Images Groups  MNews  Froogle  Local more »

GO L nge iinurl:admin inutl:arders filetype:php Search ??;Z'::::iearch




Google Hacking Basics

...can have devastating results!

& oscommerce

Configuration

My Store
Minimum Yaluas
Maxirmurm Values
Images

Custorner Details
Shipping/Pack aging
Produdt Listing
Stock

Lagging

Cache

E-Mail Options
Download

GZip Compression

Orders

2" mike maon
2 Keith Berman

= mike rmoon

Dizplaying 1 to 3 (of 2 orders)

437,35
425,35

$17.60

10/08/2004 02126144
08/23/2004 04:25:18

04/27/2004 03:03:23

W
2

ﬁh ; Q j

Order 10 I
Status: I All Orders 'I

FErE [ invoice H packing sip ]
Pending @

Page 1 of 1 Date Created: 10/06/2004

Payment Method: Cradit Card
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Basic Domain Crawling

m The site: operator narrows a search to a particular site,
domain, or sub domain.

m Consider, site:umich.edu...

£3 Google - Mozilla Firefox o el |
File Edit “ew Go Bookmarks Tools Help

<:§| - [L: - @ f:l E’h ||E| hiktp: [, google ;com/ j @ G0 ||_CJ|,I‘ inkext:"navigake”

Wehbh |Images Groups News Froogle Local more »

sitecurmich.edy|

Google Search | I'm Feeling Lucksy Language Tools

- Business Solutions - About Google

E2005 Google - Searching 2,052,044,651 web pages




) site:umich.edu - Google Search - Mozilla Firefox -|0] x|
File Edt “ew Go Bookmarks Tools  Help

QE v E'> - @ @ I hittp: feies, google, com/search?g=site%e3dumich. edufsourceid=mozila-searchistat=08start=08e=utf-Sane=utf-Sdchent=Ffirefox-atrls=org mozila:en-Us official j @ @n I@,site:umich.edu

| »

Web Images Groups Mews Froogle Local more »

GO L)Sle |site:umi|:h.edu Search |Ap—rd:f2'::§:e§emh

Web Results 1 - 10 of about 8,100,000 from umich.edu for . (0.66 seconds)

How 1o Apply

UM Chemical Biology. How to Apply. IT 13 RECOMMENDED THAT ARPLICANTS APPLY ONLIME.
This will ensure the fastest response to your application. ..

wais, chermbio. umich. edufapply/ - 3k - Cached - Similar pages

UM SOE: Administration

Cuick Links. Dean's Office - Student Travel Reimbursement - Educational and Soc.
Justice Committes - Prospective Students - Wha we are ...

i, s0e. Urnich. edu/administrations - 14k - Cached - Similar pages

UM Office of the Provost Arthur E. Thurau Professorship

Arthur F. Thurnau Prafessarship. General Infarmation. The Thumau Professorships
are named after Ahur F. Thumau, a student at the University of Michigan ...
wain. provost. umich. edu/programs/thurnan - 14k - Cached - Similar pages

The University Record

The University of Michigan - Mews Senices - The University Recard Online. search,
front - accolades - briefs - view events - submit events - UM employment ...

wnand, Umich. edu/~urecordfevents_submission.shiml - 18k - Cached - Similar pages

YWelcome UM Comprehensive Cancer Center

Institutional information about this Ann Atbor, Michigan facility, including
access to the Patient Education Resource Center,

weww, cancer med. umichoedod - 12k - Jul 31, 2005 - Cached - Similar pages




Basic Domain Crawling

m Most obvious stuff floats to the top

m As a security tester (or an attacker) we
need to get to the less obvious stuff

m Www.umich.edu is way too obvious.
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Basic Domain Filter

m [o get rid of the most obvious junk, do a
negative search!

m Site:umich.edu —site:www.umich.edu

%9 Google - Mozilla Firefox -0l x|
Filz=  Edit “iew Go Bookmarks Tools  Help

qzl - Cl;, . @ l-:l @ ||E| btk f v, google, comf j @ Go ||£_;|r:':" intext:"navigate”

Web Ilmages Groups MNews  Froogle Local more »

site:umich.edu -site:umich.edu

n
Google Search | I''n Feeling Lucky Language Tools

- Business Solutions - About Google

E2005 Google - Searching 8,052,044,651 web pages




Web Images Groups News Froogle Local more »

‘ ;0()8[6 |site:umi|:h.edu-site:ww.umich.edu Search |Ap—rd;z::::e§emh

(et the Google Toolhar

Web

UN-SSW Information Request

Admigsions and Financial Aid Links About the Area. About the Area. Admissions,
MW Prograrn - Doctoral Program - Non-degree Enrallmert. Fees & Expenses ...
ey, 5. Urnich. edufadmissions-doctoralfinfoform. html - 20k - Cached - Similar pages

UM School of Music - Prospective Students

Welcome to the University of Michigan School of Music! We look farward to warking

with you during your time &t the UM. You probably have many questions that ...

wiin, music. umich. edufprospective_studentsfadmitted htm - Sdk - Jul 31, 2005 - Cached - Similar pages

JOBS at the University of Michigan

University of Michigan Archived Posting (For Infarmation Only. Do NOT Apply.)

Printable Version [opens new window). Posting No: T-045873-DW ...

websves.ites.umich. edufjobnetfjob_posting. php?postingnumber=045873 - Bk - Cached - Sirnilar pages

U | hMuseurn of Art {UMMA]

search - e-news - become a member - UMMA Logo - Exhibitions - Collections Galleries -
Coming Soon - Past Exhibitions - For Students ...

iy, Unrna. umich. edufview/past html - 10k - Cached - Similar pages

How to Apply
UM Chernical Biology. How to Apply. IT 15 RECOMMENDED THAT APPLICANTS APPLY ONLINE.

This will ensure the fastest respanse to your application. ...
wiiny, chembio. umich, edufapply/ - Sk - Cached - Similar pages

Results 1- 10 of about 5,340,000 from umich.edu for site:www.umich.edu. (0.31 seconds)



"
Basic Domain Filter

m This has several benefits:
Low profile. The target can’t see the activity.
Results are “ranked” by Google. This means that the most public
stuff floats to the top. Some more interesting stuff trolls to the
bottom.
Leads for follow up recon. You aren'’t just getting hosts and
domain names, you get application data just by looking at the

results snippet. One page of results can contain tons of info,
such as e-mail addresses, names, eftc...

We can explore non-obvious relationships. This is HUGE!



You're ranting, Josh...

m [here are downsides, though.

In many cases it would be faster and easier
as a good guy to use traditional techniques
and tools that connect to the target, but
remember — the bad guys can still find and
target you through Google.



"
Google Translation as a proxy

m Use Google to do your work

m English to English translation
Still get the content, still readable, not your IP!

http://www.google.com/translate?u=http%3A%2F %2Fwww.umic
h.edu&langpair=en%7Cen&hl=en&ie=UTF8

3 Translated version of http:/ /'www.umich.edu/ - Mozilla Firefox = II:IIﬁI

File Edit Mew Go EBookmarks Tools Help

Cenghl=endie=UTF j @ o I@,:du inkitle: "indes . of"

EFrintable Wersion
FElBack to Results

™ This page has been automatically translated from German.
L
GD “816’ View Original Web Page

-flazh ho |:I I:I+ _____

PROSPECTIVE STUDENTS CURRENT STUDENTS FACULTY & STAFF ALUMPMNI, DONORS, & PARENTS

ACADEMICS & RESEARtHh UNDERGRADUATE i
Al \TION GRADUATE

ACADEMIC UNITS

LIBRARIES & ACADEMIC RESOURCES

SPECIAL PROGRAMS

SUMMER PROGRAMS

i i 2 s : ENT
5= o - El
INTERNATIONAL RESOURCE RESEARCH ACTIVITIES
o - o meE - TP LIERARIE MUSEUMS, CULTURAL ATTRACTIONS RESEARCH ADMIMISTRATION
YOGPER Michigan's second NEWS & EVENT TECH TRANSFER

TransFerring data Fromm wwe.umich.edu, ..

a0
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Google translation as a proxy

m The Caveat — Images

Not truly anonymous

Images requested from the site will still be
processed with our |P address

Still, it's a creative use of Google

Always test your proxies!
= www.whatismyip.com




Server ldentification

m Intitle:”index.of” “server at”

m There are two ways this is useful

f an attacker knows what version a server is,
ne may be able to locate an exploit for it

f an attacker has an exploit for a certain type
of server, Google can ferret out some
vulnerable hosts




erver ldentification

€9 Index of /staffhp/tupac - Mozilla Firefox = IEllil

File Edit Mew Go  Eookmarks  Tools  Help

- Er,:‘ - %1 |'_{_T_,";j| @ ||Q http:,l',l'?Z.14.20?.1D4Isearch?q=cache:VathUTrRr.ﬂ.J:www.uprud.j @ (=T} I,_C‘,'udex.uf”“server at”
Al

Index of /staffhp/tupac

Name Last modified Jize Description

FParent Directory l6-Mar-2005 17:10 b
Tserdelections. txt 15-Mar-z2005 15:24 1k
images/ 15-Mar-2Z005 15:30 -
index. hti 15-Mar-2005 15:23 gk
index £.htm 15-Mar-2005 15:23 gk
index 3.htm 15-Mar-2005 15:24 gk
index 4.htm 15-Mar-2005 15:24 gk
Ll e s e
index 5.htm 15-Mar-2005 15:24 2k
| krtupac. jpg 07-May-1999 17:52 109k
EB pagea/ 15-Mar-z2005 15:23 -
Fileeaass
Ej psp0Z14.JPG 11-Mar-2005 14:06 Z.91
Eﬁ thuwbnails/ 15-Mar-z2005 15:30 T
Apackell. 353 Server af www.uprod. music.umich.edu Fard 16080

l |

| Dane

Safl
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More server identification queries

I3«

m "Apache/” “server at” intitle:"index.of”
m “Microsoft-11S/* server at” intitle:”index.of”

m "Oracle HTTP Server Powered by Apache
intitle:"index.of”

m ‘Red Hat Secure/3.0 server at”
intitle:”index.of”

m "Apache Tomcat/” intitle:"index.of”
m "‘AnWeb/1.42h" intitle:"index.of”

N



"
Finding specific files

m The filetype: operator allows us to find
specific types of files.

m Consider log files, such as ws_ftp.log

Log files often contain juicy info such as IP
addresses, directory structures, and more...

Site:umich.edu filetype:log



"
site:umich.edu filetype:log

I Mozilla Firefox o ]
File Edit Wiew Go  Bookmarks  Tools  Help

<Z| - E> - @ @ IU ikt f fraen-personal .umich, eduf ~ecsew fhngdfd-appendix-bfw's_FTP.LOG

j @ Go I@,lich.edufiletype:lug

103.03.30 14:10 B C:yDocuments and Jectings’ Chuck) Desktoph hngz' d-appendix-bhy wman-sppendix-b-v00.doc --> wwy.hetfact.comw /Inetcpubh/ vwwroc
103.03.30 14:10 B C:hDocuwments and Settingsh Chuckh Desktoph hngzh d-sppendix-bhy zap-final.jpy —-» wyw.netfact.com /Inetpub/wywroot/ netfact
103.03.30 14:10 B C:hDocuments and Settingsh Chuckh Desktoph hngzh d-appendix-bY zap.jpy —-» wuw.netfact.com [ Inetpub/wwwroot, netfact, wmony c
103.03.30 14:10 B C:yDocuments and Settingsh Chuck) Desktoph hng2' d-appendix-byzapl.jpg —--> wow.netfact.com /Inetpub/wywroot/netfact/ wmm/
103.03.30 14:10 B C:%Documents and Jettingsh ChuckhDesktoph hng2'd-appendix-bh zap3.jpy —-> wyw.netfact.com /Inetpub/wywroot/ netfact/ man
a | ol
| Cane 4
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Directory Transversal

m inurl:"php?page=" inurl:html

inurl:"php?page="inurk:html - Google Search - Mozilla Firefox - |EI|5|

File Edit Yew Go Bookmarks Tools Help

<Z| - E> - @ O @ I http:Il',l'www.gnagle.camIl'search?hs=53R&hI=enﬁdr=&£2c0FF=1&J:Iient=ﬂref0x-a&rls=0rg.mDziIIa%3.0.en-LIS%SF\DFFiciaI&q=inurI°.-*o3F\°:j @ G0 IGLinurI:"php?FiIe="

Web |mages Groups Mews Froogle Local more »

GO L_jgle finurl:"php ?page=" inurlhtrm| Search w

Web Results 1 - 10 of about 346,000 for inurl:"php?page=" inurl:html. (0.99 seconds)
Tip: Have a question? Ask the researchers at Google Answers.

Scilab Download Pages

Downloads. Scilab versions:. Stable - Unstable - CW5S - Old wersions - Contributions -

Documentation - Related Tools - Mirror sites ...

scilabzoft.inna fridownload/index_download. php?page=release. himl - 15k - Aug 1, 2005 - Cached - Similar pages

html form printed to php page

help with html form printed to php page. ... </HTML> This is the results page of

the submitted form, php page (partial): <HTML=<title=Print Auto Repair ...

forums. devarticles. comfarchivedt-4 106/t ml-farm-printed-ta-php-page - 21k - Cached - Similar pages

Deploying BIET
Since a BIRT design is XML, and ¥ML is close enough to HTML for FHP, ...
The following PHP code redirects the output of 2 PHP page, template.inc | into a ...



Directory Transversal
m This...

3 peploying BIRT - Mozilla Firefox ;IQ'

File Edit Mew Go

Bookmarks  Tools  Help

@&

r -
eclipse

Iifil @’ |H hittps /e eclipse, orgfbirtiinde:x. php?page=deploy vizwer-php. hkml j @ G0 |@,inurl:"php?ﬂle="

Eclipse home

Integrating BIRT

Integrating BIRT with PHP
wiewer setup

eru%g& Contents

using PHP Mot ivatior

design engine AP
report engine AP

setup

Funning & Report

Pazsing Parameters

FParameter Form

Generating Repotts Dynamically

Motivation

BIRT is designed ta be integrated into a J2EE web application. But, what if your chosen development environment is samething else, such as PHE? Can you
still use BIRT? es, you can. This page discusses how to use BIRT from PHP, but the techniques apply to any server-side scripting environment.



Directory Transversal

m ...becomes this!

) root:x:0:0:root: /root: /bin /bash - Mozilla Firefox

Ele Edif Wiew @o

Bookmarks Tools  Help

=lof

<EI - '|_L_,> - [%1 I';':'-] f?ﬂ IE hktp: | v, eclipse, argfbirkfindesx. php?page=. 0./, 0. 0L 0L Tetcipasswd

j (] GO |@,inur|:"php?ﬂle="

Eclipse home

BIRT home

introductian
download
instal
tutorial
sample db
examples
irtegration
fag

wiki
community
reference
project
building bir
search

root:x:0:0:root:/root:/bin/bash

bin:x:1:1:bin:/bin:/binfbash
daernon:x:2:2:Daemon:isbin:/binfbash

lpzw:d:7: Printing daemon:fvar/spoolflpd: /binfbash
mail:x:8:12: Mailer daemon:fvar'spooliclientmqueue:/binfalse
news:x:9:13: Mews systemn/ete/news: /binfbash

uucp 1014 Unix-to-Unix CoPy system:fetciuucpi/bin/bash
games:x:12:100: Games account:/var/games:/binfbash
man:x:13:62:Manual pages viewer varfcachedman:/bin/bash
atx:25:25:Batch jobs daemon:var/spool/atjobs:/bin/bash
wwnwerun: 1:30:3: WA daemon apache:varlibisseewrun:/bindbash
ftpa40:49:FTP account:/srfftp:/binfbash
postfivx:a1:51:Postfix Daemon:Avar/spool/postiix:/binfalse
sshd:x:71:65:55H daemon:fvarflib/sshd: fbinfalse

nobody: x:65534:65533: nobody: Avarlib/nobody/binfbash
tomeat:x:100:101:: fhomeldatalusersftomcat:/binfbash
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Social Engineering

Resumes can be valuable!

“curriculum vitae” site:umich.edu

€3 “curriculum vitae” site:urnich.edu - Google Search - Mezilla Firefox

File- Edit ‘Yew @ Bookmarks Tools  Help

=101 x|

(‘:3 ¥ ‘|_L_';~.. - %1 I'_::'I f?l\[ IIQ__l http:,l',l'www.gu:u:ugle.cu:um,l'search?hs=02?&hl=en8dj @ @o |@ritae”site:umich.edu

Weh Images Groups MNews Froogle

Local

More » :l

|”|:urri|:ulum witae” site:umich.edu

Gougle

Advanced Search
Freferances

Search |

et the Google Toolbar

Web

Mary E. Gallagher: Curriculum Vitae

Curriculum Vitae. Selected Publications - Works in Progress - Course
yllabi -

Link: PolSci Faculty Site - Personal. Mary E. Gallagher. Curriculum
Vitae ...

sitemaker.umich. edu/maryegallagher/curriculum_vitae - 9k -

Cached - Similar pages

Curriculum Vitae

Curriculum Vitae. In various farmats:. HTML - POF - gzipped PostSeript.

Mote that
this version may not be fully up-to-date; if you're seriously interested, ...
cscs umich eduf~crshalizifcw! - 1k - Cached - Similar pages

Curriculum Vitae

Results 1 - 10 of about 11,800 frarm umich.edu for "curriculum vitae™. (0.30 seconds)

=ponsored Links

Free Instant &% Builder

Follow the simple instructions to
create your Cv in mins & for free.
wanwy, - Ch'g net

Curriculum Vitae

Free and Straightforward Guide to
Writing an Effective Resume
wisegeek. com

Curriculum vitae
Find Curriculum vitae
Employment Web Sites. |

W AR g TR TR

| Done

S
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robots.txt

m Robots.txt can provide a roadmap for unknown, and potentially
sensitive, directories and files.

m Robots.txt should not be spidered by the web server... but is that
always the case?

Web Images Groups  Mews  Froogle Local more »
Advanced Search

GO ngle |5ite:umin:h.edu inurl:robots td search | S —

Web Fesults 1- 5 of 3 from umich.edu for inurlzrobots.txt (0.19 seconds)




User-agent: *

Disallow: /htbin/

Disallow: /shtbin/

Disallow: /stats/dynamic/

Disallow: /stats/static/

Disallow: /search/

Disallow: /caen/EITC2004/
Disallow: /ipe/studyabroad/funding/scholarships/
Disallow: /caen/news/Volume 18/
Disallow: /caen/news/Volume 19/
Disallow: /caen/news/Volume_ 20/
Disallow: /admin/dean/

Disallow: /caen/systems/

Disallow: /caen/staff/

Disallow: /lost/

Disallow: /class/eecs381/
Disallow: /class/eecs493/



Zero-Packet Port Scanning

Why get your hands dirty when someone
else will do it for you?
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Whatchoo talkin’ bout, Willis?

m Ok, before you throw things at me, allow me to
clear up a few things about the phrase “zero
packet” in this context:

Passive techniques are truly zero-packet. That's not
what I'm talking about.

I’'m talking about zero packets directly from source to
target. Think proxy. It's about staying out of the
targets logs.

Um... plus this is a talk about Google Hacking,
sheesh!

Oh, come on, it’s silly but it's still fun!



"
Zero-packet verification

m SO, it takes a few packets from us to the
target to verify and fingerprint hosts.

m Now, DNS resolution is no big deal, but
port scanning is. This flags IDS systems.

m |s there an interesting way to do traditional
recon without sending any packets directly
from us to the target?



Everyone, say it with me...

(yes, even you in the front. Say it with me...)



Old School! Finger...

m inurl:/cqgi-bin/finger?”in real life”

¥ Mozilla Firefox =10l x|

File Edit Wiew Go EBookmarks Tools  Help

<Z| - L:> - @ O @ I'Q http: f e, o5, wisc edufcai-bingFinger Ptimc@tornado j @ G0 I@,site:umich.edu

[timcltornado.cs.wisc.edu] j—

Login name: time In real life: Tim Czerwonka
Directory: Ju/t/i/time Shell: /binfksh
On gince Aug 1 16:59:37 on pts/1l from monrwibas0l-poolS-alS.monrwi.tds.net 1 hour 37 minutes Idle Time
Project: <A HREF="http://wvw.cz2.visc.edus/ ~Cime">
Plan:
Tim Czerwonka, WO9U (timclcs.wisc.edu) 608-239-3696, home/cell

Tue=sday, 10:00 3310 software staff meeting

http://www.cs. wise . edu/ ~time

3373 Computer Sciences and 3tatistics

1210 West Davtonh Street —
Madison, WI 53708

Phone: 605-Z62-6610

FAX: 605-Z262-6626

In windows:

Why is the minimize button beside the close button on the title bhar? This is
equivalent to hawve the eject seat button right bheside the light switch in an
asroplane.

—— Michi Henning

If it takes a hacksaw to open something, there's probably a reason for it.
You'll be needing a hacksaw to figure it out.

Alkert Einstein, when asked to descrike radio, replied:
"You see, wire telegraph is & kind of a wvery, very long cat. You pull his -
4| | 3




PHP Ping
. "Enter ip" inurl:"php_ping.php"

¥ Mozilla Firefos

File Edt View Go EBookmarks Tools Help

=10l x|

<]3| M Elr> T @ O @ ||_| hittp:ffdima.gaziz. cafphpfping. php j @ Go I@,nurl:"php-ping.php"

Enter ip address or FQODIN to ping

TOUR INPUT: johnny.ihackstuff.com

PING johnny.ihackstuff.com (216.133.72.171) from 24.81.102.254 : 56(34) bvtes of data.
64 bytes from earth.nexus.net (216.133.72.171): icwp seq=1 trl=54 time=120 ms3

64 bytes from earth.nexus.net (216.133.72.171): icwmp seq=2 ttl=54 time=115 ms

64 bytes from earth.nexus.net (216.133.72.171): icmp seq=3 ttl=54 time=113 ms

64 bytes from earth.nexus.net (216.133.72.171): icwp seq=4 trl=54 time=117 ms

—-—— johnny. ihackstuff.com ping statistics —-——
4 packets transwmitted, 4 received, 0% loss, time 3037ms
rtt mindavg/max/mdev = 113.225/116.678/120.751/2.766 ms
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PHP Port Scanner

m inurl:portscan.php "from port"|"Port Range"

9 PHPort Scanner - Mozilla Firefox =10 =]
Eile© Edit Miew Go  Bookmarks Tools.  Help

il =
QEI = B - @ |;{] @ ||_| http:,l',l'www.afterdarkstudios.net,l'php,l’apps,l’phport,l’[j @ G0 |EL|port"|"Port Range"

Ernter Scanning Argurmenis

Target: 68.101.182.205
Port Range Start:

Port Range Finish:

Timeout (Secs):

Protocol Selection:
TCP @
DP =

Oatput Selection:
Tlinimal ®
Verbose ©

Very Verhose ®

Timing Selection:

Sl Find: [elast () Find Mext () Find Previous | =] Highlight [ mMatch case

| Cione -




Yet another port scanner

"server status

3 Web Server Status - Mozilla Firefox

enter domain below"

=10 x|
File. Edit ‘Wiew Go Bookmarks Tools Help
L .
<EI r g - @ I\_.:'-_l f__?;j ||_| httpe: v, bible-Facts . orgfportscanfindex . php j @ G |@,jmain below"
Port Scan

Server Stats

Enter Domain Below

huhnnyjhacksnﬁfcurn
CMddhwl

IDENT HHNTF RPLC

@ @ -
113 113 135
UFnP

@
5000

@ - on @ - oFF 02:02:23 - 1P address 62.104.182.205 - HOST *.5d.sd. cosnet

PORT

HetBio=
a
129

“nil=

IMaP
@
143

FTP

21

LOAF
@
283

TELHET SMTF ONS Fimger

22 25 a2 T4

HTTFS MSFTDS MS LS DCOM H.323

445 1002 1024 1720

HTTF

a0

PPTP

1722

FOF3

140

MY SEL
@
3308

stats for johnny.ihackstuff.com

s

Done

N K




Locating proxy servers

m (intitle:"502 Proxy Error")|(intitle:"503 Proxy Error") "The proxy server could
not handle the request"

¥ (intitle:" 502 Proxy Error™}| {intitle:"503 Proxy Error”) "The proxy seryver could n - |EI|5|

File Edit Miew Go Bookmarks Tools  Help

QEI - LL\) - %] O @ I http:,l',l'www.gu:ungle.u:c:m,l'searu:h?‘q=°.-’c~28intitle°.-"o3.ﬁ.°.-'ij @ Go I@,handle the request”

Web Images Groups Mews Froogle Local more » —

GO (_nge ||:intitle:"5I]2 Froxy Errar")|iintitle:"503 Proxy Erm ~ Search w

Web Results 1- 10 of about 616 for {intitle:"502 Proxy Error"j|{intitle:"503 Proxy Error”) "The proxy server

[4suite] 502 proxy error on 4suite.org & fourthought.com
p= The proxy server could not handle the request <em>=<a
HREF="/">GET&nbsp;/<fa==/em> <p> Reason: <strong=Could not connect to remote

machine: Caonnection ...
lists fourthought. comdpipermailfd suited2003-0ctober012306. html - 4k - Cached - Similar pages

502 Proxy Error when using an anonymous IFP

The proxy server could not handle the request GET http:/feevnwr webrmasterwaorld.
comfforumY2!. Reason: DMS lookup failure for: waww webmasterwarld. com ...

whatey weebmastenwarld. comffarum32/3864 . htm - Similar pages

502 Proxy Error

The proxy server could not handle the request GET fdemo/product. php. Reason:
Could not connect to remote machine: Cperation timed out ...

wewnwr ¥-cart. comddemol/catalog/lamp-p-196.html - Tk - Cached - Similar pages ﬂ




" S
CGIProxy

m intitle:"start using cgiproxy" no scripts ads

£ Start Using CGIProxy - Mozilla Firefox - 0| x|
File Edit Wiew Go Bookmarks Tools  Help

Qzl - El;,.r\/‘ - @ @ @ ||_| http: f frmachination. no-ip. infojcgi-bindnph-pross:., coi j @ G0 I@,ruxy" no scripks ads

CGIProxy

Begin browsing




" S
WebULl

m inurl:webutil.pl

¥ webutil - Mozilla Firefox

File Edit Wiew Go Bookmarks Tools  Help

=10l %]

QZl - |:> - @ @ I& Rkt feawa, jim-dauglas, comjcgi-binfwebutil, pl j @ fete} I@,inurl:webutil.pl

WebUtil Version: 2.7

By The Puppet Master

Make Your Choice Below

Al

Maote: Depending on present net traffic and the speed of vour link,

ping
traceroute
whols
finger
nslookup
host
dnsoquery
dig
calendar
uptime

* & & &+ & ¥ 2 ¥ + &

WeblTtil @ Copyright 1992-2001 The Puppet Master
Parsformplls @ Copyright The COLTerd Cookbook

some of these commands may take a long tine. Patience 15 a virtue.




" S
Network Query Tool

m intitle:"network query tool”

I Network Query Tool - Mozilla Firefox -0l x|
File Edit Wiew Go Bookmarks Tools  Help

(:EI - |:> - @ @ ||_| hkkp:finoc. nekesc. orgingt. php j @ G0 I@,inurl:nqp.php

Network Query Tool

Host Information Host Connectivity

" Resolve/Reverse T check port: IBEI
Lookup " Ping host

" Get DNS Records " Traceroute to host
' whois (Weh) & Do it all

" whois (IP owner)

IEnterhu:ust ar P Do It |




"
Cache is your friend!

£ INetwork Query Tool - Mozilla Firefox 10| x|

File Edit Yiew Go Bookmarks Tools  Help

<§| - |:> - @ @ I http:,l',l'64.233.161.1D4,|'searu:h?q=u:a-:he:H45'-.-'-.-'S-::Rtw1|:J:nu:uc.nekﬂsc.u:urg,l'nqt.php+ij @ G0 IGL|

This is G o o g | e's cache of http /fnoc. nekesc. orginagt. php as retrieved on Jul 26, 2005 09:57:57 GMT.

G o ogle's cache is the snapshot that we took of the page as we crawled the weh,

The page may have changed since that time. Click here for the current page without highlighting.

This cached page may reference images which are no longer available. Click here for the cached text only.

Ta link ta or bookmark this page, use the fallowing url:
hstp: f F v google . com’ search?g=cache : H25WFoRtwlc T inoc nekesc . org/ ngt .phpt intitle: $2Enetworht quaryttool #28Lh]l Senicl ient=firefox-a

Gexagde is wet gffiliested with e custfuns of (005 page s pespemsidie fov it covtherat,

These search terms have been highlighted: network query tool




" S
Zero-packet Recon

m [he point is, Google can be used as an
Interesting, low-profile alternative to traditional
recon techniques. We've used Google queries

for low profile alternatives to

= DNS resolution

m Unix service queries

s Network Recon

m Web-based proxy services
s Web crawling via cache



" S
Directory Listings, a Google
hackers best friend!

I3«

m intitle:”index of” “last modified”

Virtual file server, can reveal sensitive files
web surfers shouldn’t see

Index listings provide an x-ray into the
system. Just because our target doesn't
necessarily have directory listings, other sites
with the same web apps might. This is handy!



m This helps narrow down server structure when
we know which applications are installed...

3 Index of /phpbb - Mozilla Firefox O] x|

Eile Edit Wiew &Go Bookmarks Tools  Help

QZI T Elr> : @ O @ ||_| http:/{asu.mephi.rufphpbb) j @ o I@':le:"index.nF" phpbb
Index of /phpbb

MName Last modified Fize Description

a Parent Directory S

@ admin/ O7-Febh-2005 17:45 S .
@ Ccontoh. php 13-Mavy-zZ00z 17:15 5.4K

@ config.php 24-Mar-2003 2Z0:44 232

L:.B contrih/ 07-Feh-2005 17:43 =

@ di/ O7-Febh-2005 17:49 S

docs/ 07-Febh-2005 17:49 =

extension. inc 04-Apr-2002 15:52 835

@ fag.php 31-Mar-2002 03:06 3.7K

rrhitrit . hhn AO0—Maw—20n2 ng:*1 4 5 F ;I




Who needs Kazaa?

m Peer to peer applications use non-
standard ports.

m Not always possible to install with given
access.

m P2P Ports can be blocked at the firewall
level.



Google to the rescue!

”:
I

m intitle:"index.of” Green Day mp3 last modified

¥ 1ndex of /mp3,/Green Day,/Shenanigans - Mozilla Firefox - |EI|5|

File Edit Wiew @o Bookmarks Tools Help

<:E| - L:;> - %] O @ ||_| http:,l',l'melissa.is-a-geek.cnm:‘?JEI,I'mpS,I'Green“:-"o:j @ G0 I@, mp3 "last modified"

F

Index of /mp3/Green Day/Shenanigans

MName Last modified Size

ts

Parent Directory S

sreen Day - Desensitized.mp3 23-Nov-zZ004 17:34 Z.6H
sreen Day - Desensitized 1124155129 .mp3 24-Nowv-zZ004 15:54 Z.e8H
Green Day — Do Da Da.mp3 23-MNow-2004 17:57 1.4M
creen Day — Do Da Da 1124161449 .mp3 24-Nowv-2004 1le:le 1.4H
sreen Day — Don't Wanha Fall in Love.mp3 23-Nowv-zZ004 17:41 1.5H

Green Day - Don't Wanna Fall in Love 1124155903 .mps Z24-Nowv-Z004 16:00 2 1.5H

Green Day - Espionage.mpi 23-MNow-2004 17:45 3J.1M

)

sreen Day — Ezspionage 1124160042 ..mp3 24-Nowv-z2004 1e:04 3.1H-J:J
[

F




Google Hacking

Showcase, 2005!

Let the games begin!

Each of these screenshots were found using nothing
but Google.

Here’s some of the best of the worst:;



" S
intitle:"VNC Viewer for Java"

L3 ¥NC viewer for Java - Mozilla Firefox

=10f x|
File Edit Wiew Go Bookmarks Tools Help

QZl - |:> - @ @ @ ||_| http:/flightning.dateg.net: 5302
REAL

Vn

WHC Viewer Free Edition 4.1
Copyright §C) 2002-2004 RealWhC Lid.
See hitp it realvnc.com for information on WYKC,

=l O |ic.

i YNC Yiewer : Connection Details - |EI|5|

Bewer:|Iightning.dateq.net2

Encwptinn:|Nntsuppnned =l

Ahout... | Optiuns...l ] | Cancel |




" A
intitle:"toshiba network camera - user login”

I hetp://67:98.89.205 - =T

TOSHIBA D |

ol foom out |

TOSHIBA




=101 x|

File: Edit Wiew Fawarites Tools Help | ﬂ'
7 3 | A, [ _-'-L_: 5 % . ] s e il oy

Qesck - Q) - [x] B | POswer Formanes €] (201 - JH B

Address @htl:p:,l',l'EuEu.BS.16.16?I5tart.htm?scrw=ﬂ x| 4 so |Link5 ”| iieh assistant g~

005 00:d: 3¢

amera 2

2005 0z

Catnera 4

i

||| |4 Internet

‘xl_ll




"

intitle:"Speedstream Router Management Interface”

J speedStream Router Management Interface - Mozilla Firefox =10l x|
File Edit Mew Go  Bookmarks  Tools  Help ‘:::'

@~ - & 0 Q) [RR rtpgrate.217.28.145 | © e |[CL agement mnterface"

SpeedStream’

System Summary

System Type: SpeedStream S5100-Zeres
Config Part #: 003-6105-G01
Firmware Part #. 004-E142-A16

MAC Address: O0:0B: 22 C3371E

RFC2684 Connection Summary:

I 2684(0) 0/35 2162179174
R|

m Find: Iuser @ Fird Mexk @ Find Previous Highlight T Match case




intitle:"Setup Home

"change

¥3Router Setup Home - Mozilla Firefox

settings”

"You will need to log in before”

File Edit Yiew Go

EBookmarks

Tools  Help

—igix

v I:> : [\:}‘\I @ IU hitkp: f fravaw mezco, comy

j @ (_30 I@,"change" "zettings"

@ T Coble/DSL Goteway Rowter Setup ULLlity

LAH Settings
DHCP Client List
Internet WAH
Connection Type
DHS

MAC Address

Wireless

Channel and S5ID
Encryption

Use as Access Point

Application Gateways
Virtual Servers

Client IP Filters

MAC Address Filtering
DMZ

WaHN Ping Blocking
Security Log

Parental Control
Restart Router

Status

Home |Help | Login  Interhet Status:

“ou will need to log in befare you can change any settings.

Version Info

Firmware ¥Yersion
Boot ¥Yersion
Hatpare

Serial Mo.

wE.00.002
w0.00.010
ROL
S425027987

Internet Settings

WAN MAC address
Connection Type
‘Subnet mask

Wan IP

Default gateway
DNS Address

0O0-30-BO-CA-FO-15
STATIC
255.255,255.0
66.9.153.201
66.9,153.1
160,79.5.130

LAH Settings
LAN/WLAN MAC
IP address
‘Subnet mask
DHl.:P”Seruer

Features
NAT
Firewall Settings
51D '
Encryption

00-30-B0-C4-FD-1d
192.1e8.2.1
255.255.255.0.
Disabled

Enabled
Disabled
Zukerman
128-Auto

=

Find: Iuser

() Find Wext (O Find Frevious |=| Highliaht [ Match case




inurl:SUSAdmin intitle:"Microsoft Software Update Services"
=[Ol x|

File Edit Yiew Favorites Tools  Help .-‘?,.

Qo= - @ - [x] [&] | Pt Sormentes @3- 12wl - | JE B

Address @ htkp: [y, ack. edu. sa)/SUSadmin/def ault. asp

a Microsoft Software Update Services - Microsoft Internet Explorer

Links ** | Weh assistant g~

~ ; Microsoft

Software Update Services

Software Update Services Welcome

Il Software pdate Services bo skay informed about current security issues and get the updates you
need to protect vour network, Synchronize your server with Windows Update to download the latest
updates, and then approve the updates for diskribukion to wour clients,

[ welcarme
[] Synchrorize server

[] approve updates The latest news From Microsoft:

Other Options

; i Welcome to Microsoft Software Update Services —
] Wiew svnchronization lag

] Wiew approval log

[ set options Microsoft Sofbware Update Services (SUS) now provides wWindows service packs £3Ps), in
addition ko critical and security updates, SUS will deliver Windaows ¥P SP1, Windows 2000
5P4, and all future service packs For Windows 2000, Windows %P, and the Windows

Server™ 2003 Family of products,

L] Moritor server

See Also
[ about Software Update Services
] Microsaft Windows Update

[ Microsaft Security

IJsing Microsoft Saftware Update Services vou can easily download and distribute the latest
security patches and critical updates to computers in your organization that run Windows L
2000, Windows ¥P, and \Windows \MET Server,

[ Micrasaft Suppart Knowledae Base It is recommended that vou read the following documents before deploying this technalogy in

a production environmenk;

@ 2002 Micrdsoft Carparation, All fights reserued, Terms of use.  Accassibility,

@ T T T T ok 7




" JEEE
"set up administrator user” inurl:pivot

File Edit ‘iew Go Bookmarks Tools  Help

@ - ‘:% = g @ | hkkp: f fvneva, skeFanleur  nifblog)pivat| li @IED |@,utor uset" inurl:pivat

Username: |

I Set up the Administrator User

Password: |

Pivot

Email: |

|
|
Password (cunfirm}:| |
|
|

Mickname: |

proceed to Iug]nl

[ Find: Juser (D) Find Next (5 Find Previous || Highlight [~ Match case




"
inurl:webArch/MainFrame.cgi

3 web Image Monitor - Mozilla Firefox o =] s
File: Edit Wiew Go Bookmarks Tools  Help

ol =
- I_l:.‘ - @ I';-f] @ ||_| http:/fglocalnet.orgfwebfuser fenfwebsys webarchfmainFrame. cai j @ g |@,inFrame.cgi

RIBODE Aficio 1515 [English x| [TopPag [ Administrator Mode [Help [URL

Top Page Click [Refresh] to display current status,

3 Status £| Refesh

3 Tab welk

3 Configuration ® Device Name : BIGDONGS
® Comment : Fire the IS person u got hacked

® Status
Ponter .:} Energy Saver Mode
Copler . jl Energy Saver Maode
Fax ; .:} Energy Saver Mode
SLAanner ; . } Energy Saver Mode
® Detal

Poumt to each function with mouse pointer
to display details:

L« |

[ Find: Juser Find Mext () Find Previous | =| Highlight [~ Match case




intitle:"EpsonNet WebAssist" intitle:"Rev"

¥ EpsonNet WebAssist Rev.4.1bE - Mozilla Firefox

File Edit Wiew

iao  Bookmarks

Tools  Help

=181 ]

<&| - LIL - @ | X f\_/;} |=_, httpeffkerr udg. es)

[Home] [Help]

Informationg

&' Printer

[About WebAssist] [Link to EPSON]  [Favorite]

= TCP/IP

Get TP Address
IP Address
Subnet Mak

Drevrice

S Consumahkles
Input

Print
Emulation

| Intesface

W Network

Default Gateway

Use a private IP address

Set by PING

Greneral

| MetWare
TCRAP
AppleTallk

| HetBEUL
IFF

- SHMEP

Universal Plug and Play
Universal Phug and Play Device Name.

=

when an IP address cannot be assigned by the DHCP serve

'_Manual
120.206.124 187
| 255.255.254.0
120,206,124 .1

. Diizable
1

Dizable

Tusable
|AT-C1900-22139D

@ Find: Iuser

"'3' Find hexk '-':;l Find Previous | =| Highlight T Match case




= I
Nessus Scan output! ext:nbe nbe

9 Mozilla Firefox =10l %]

File Edit Mew Go Bookmarks Tools  Help
: -
<:Z| v Ll;> - l%] |_| @ ||_, httpsffdeus. et budelft . nlf~sleight frange36. nbe j @ co I@,ext:nl:ue nbe

timestawps| | | scan start|Thu Oct 30 14:30:11 2003 il
result=|130.161.36|130.161.36.6|33h (22/tcp)
result=s| 130.161.36|130.161.36.3[=2h (Z2/tcp)
result=|130.161.36|130.161.36.10|=ssh (22 /tcp)
results|130.161.36|130.161.36.9 | tcime (37 tcp)
result=s|130.161.36|130.161.36. 6| £inger (79/tcp)
result=z| 130.161.36|130.161.36.3 | http (80/tcp)
result=z|130.161.36|130.161.36.10| http (807 tcn)
result=s|130.161.36|130.161.36.9|telnet (23/tcp)
results|130.161.36|130.161.36.6|3unrpe [(111/tep)
result=s| 130.161.36|130.161.36.10|auth (113/tcp)
result=s| 130.161.36]130.161.36.9|=2h (Z2/tcp)
result=s|130.161.36|130.161.36.3 |sunrpe (111/tep)
results|130.161.36|130.161.36.3|£tp (Z1/tcp)
result=|130.161.36]130.161.36. 6| netbios-ssn (139/top)
results|130.161.36]130.161.36.3 | loc—-srv (1357 tcp)
result=|130.161.36|130.161.36.9 | chargen (19/tcp)
result=s|130.161.36|130.161.36.9 | daytime (13/tcp)
result=s|130.161.36]130.161.36.9 | discard (9/tcp)
results|130.161.36]130.161.36.9|echo (7/tcp)
result=|130.161.36|130.161.36. 6| printer (515/tcp)
result=s|130.161.36|130.161.36.3 |printer (515/tcp)
results|130.161.36|130.161.36.6|3hell (514/tcp)
resultz|130.161.36|130.161.36.9|sunrpe (1117 tep)
result=s|130.161.36|130.161.36.9|auth (113/tcp)
result=s|130.161.36|130.161.36.6|rtip (771/tcp)
result=s|130.161.36|130.161.36.9| loc—srv [135/tcp)
results|130.161.36|130.161.36. 6| phonehook (767/tcp)
result=s| 130.161.36|130.161.36.3 |diagmond (15057 tcop)
jﬁs.ul..tcﬁ.l..l.3..|:!.,...1..ﬁ.l.,..S.ﬁ.1..1..3..':!.,..:l..ﬁ.1..,...3..ﬁ.,..l.l:!.l.m&fﬁ.l:t..l.......[.3..3..':!.&z.’..tc.c:.u.'l _ILI
4 3

@ Find: Iuser @ Find Mext @ Find Previous |=| Highlight T Match case




VPN User Profiles
intext:Host="." intext:UserPassword=" ext:pcf

¥ Mozilla Firefox o ]
File Edit ‘ew Go Bookmatks Tools  Help

<E| - |:> - @ @ Iu http:,l',l'www.inFu:urmatik.uni—Freiburg.u:Ie,l'Nstamer,l'vpn_r:j @ Go I@,:Userlﬂasswurd=* =

[twain] —
Description=Wlan Tni Freiburg
Host=ipsec-r=z.wvph.uni-freiburg.de
LuthType=1

Grouplame=campus

GroupPuwd=campus
EnablelZPConhect=0
IGPConnectType=0

IZPConnect=

ISPCotmand=

Usernatne=user
UserPassword=passwort | WHOOPS!
GJavelserPassword=1

EnableBackup=0

Eackupl3erver=

EnablelNat=0

Cert3tore=0

CertNatne=

CertPath=

Cert3ubjectiame=
Cert3erialHash=000000000000000000000000000000080
DHGroup=2

ForceKeepllives=0

NTDowain=

EnableMZLogon=1

H3LogonType=0

TunnelingMode=0

TepTunne lingPort=10000
FendCertChain=0

VerifyCert D=

PeerTitmecut=90 j

@ Find: Iuser @ Find Rext @ Find Previous |=| Highlight [~ Match case




" A
adminpassword sysprep filetype:inf

€9 Mozilla Firefox -0 x|
File Edit Miew Go Bookmarks Tools Help

<]ZI - E[) - @ O @ | http:jf&4.233. 167, 104/search?q=cache: RILEBYdR ¥vs. j @ o ||Q,

sSetupMgrTag

[Mnattended]
OemikipEula=Yes=
CemPnPDriversPath=C:\drivers
InztallFilezPath=C:%\ sysprep’ i336

[GU[LUIEL_EEIIM—"
AdminPassword=ElviiLivesd

AutoLogon=Ye=
AutoLogonCount=1

OEM3kipRegional=1
TimeZone=35
DemSkipWe leome=1 |

[UzerData]

Product ID=T'?QH2—EGF4D
FulllName="Employese of"

Orglagne=TWVL

ComputerNagne=

[Display]
EitsPerPel=1g
Xresolution=10z4
¥YResolution=765
Vrefresh=7:2

[FetupMgr]
DiztFolder=C:h syspreph i3ga
ist3hare=win2000di=st

4| | 5

@ Find: |user @ Find Mesxt @ Find Frevious |=| Highlight [ Match case




intext:SQLiteManager inurl:main.php

9 Mozilla Firefox il =0 xi

Eii.é.. Edt ‘Yew Go Bookmarks Tools Help

b E:} b @ |;§] @ ||__| https ffFreddy 758, dyndns, orgfsglitemanager fmain. php j @ G0 -EIEIEr' inurl:main.

Welcome to SQLiteManager version 1.0.5
SQLite version 2.8.14 / PHP version 5.0.4

Create or add new database

MHame ;
| Laniguage : | English =
| Browsze... I
Thems : IGreen ‘I
Path: [T Upload Database
% SQLite Documentation

| #» SQL Language

Find: [user () Find Next (©) Find Previous || Highlight T~ Match case




" J
intitle:phpMyAdmin "Welcome to phpMyAdmin
root@™"

nxn n

running on * as

3 www.sulsters.net == localhost | phpMyAdmin 2.6.0-pl2 - Mozilla Firefox o m] 4

File: Edit Wiew Go Bookmarks Tools  Help

- I_:; - @ |j] @ I j @ o “C_Lingun*asrnat@*"

php Iy b dimin - ;!

Welcome to phpMyAdmin 2.6.0-pl2 Logo

BySOQL 3.23.58 running on localhost as root(@localhost

MySQL phpMyAdmin
Create  Create new database Docuomentation [ | Language [: [ English (er-iso-8859-1) |
HEw | Create |
database [ | Theme / Style: | Original |
2how
]f-inging QBL S ye Ol pusbine bt [ | phpMyAdmin documentation
T [ | Show PHP information
information

[ [_ Official phphdyAdimn Homepage

Show My2OL system
variables Documentation [Changelog] [CWE] [Lists]

Show processes Documentation
Eeload MySOQL Documentation
Privileges

Databases

I g O A

Export

Tour configuration file contatns settings (root with no password) that correspond to the default MyS QL privileged account
Your My20QL server 15 runmng with this default, 15 open to mtrusion, and you really should fix this securtty hole,

L4]




"
intitle:"Sipura.SPA.Configuration" -.pdf

-1o] x|

¥ sipura SPA Configuration - Mozilla Firefox

File Edt Yew Go Bookmarks. Tools  Help

b e . -
QZI - _L: - [gl |_._-| @ Ii_l http:/thome, surreality, us: 8030/ advanced

j @ @0 |@,Cnnfiguratinn"-.pdf

SIPURA

technology, Inc,

Router |

| Status | Wwan Setup | Lan Setup | Application

Product Information

Yoice

Sipura Phone Adapter Configuration

Admin Login  basic | adwanced

|Product Marme: SPA-2100 Zerial Nurmber: B8013SEQFSET
‘Zoftware Mersion: 2.0.50a) Hardware Mersion: 1.0.008970)
IMAC Address: OODEDBEATCEZ Client Certificate: Installed
ICustarnization: Zustornized

iSystem Status

[Current Time: B8/3/2005 01:29:358 Elapsed Time: 01:29:49

IWan Connection Type! DHCP Current IF; 59.160,159.112
Host Mare: zipura Drarmain! broadvaice .com
[Current Netmask: 255.,255.254.0 Current Gateway: 69.160.155.1
Prirnary DM, 147.135.0.6

(Secondary DNS; 147.135.8.6

ILaM IP Address: 172.16.0.1 Broadcast Pkts Sent: 2

|Broadcast Bytes Sent! G Ed Broadcast Plits Reoy: 169293
|Broadcast Bytes Recy: 10197078 Broadcast Plits Dropped: 0

\Broadcast Bytes Dropped: 0

Admin Login  basic | adwvanced

Undo ' All Changes

submit All Changes

Carsenabt 210007 Sinoma Tachnolaow 8l Rinkts Bacancad




intitle:"EverFocus” intitle:"Applet"

¥)EverFocus EDSR Applet {1.4) - Mozilla Firefox
Fil=  Edit Wew Go Bookmatks Took Help

PLA




Even UMich is vulnerable...

) -==MORDCCO.SECURITY.RULZ=- - Mozilla Firefox (=]
Eile Edit Wwiew @o Bookmarks Tools  Help

<‘::| - - [%] éjn\[ Im http:,II,IIEI'Itit‘:.-'.LII'I'II'I'ILI.LIITIiIZh.Edu}'s‘:.fntﬂq',l'admil'l,l'l:l:j @ G0 IlGL

oY

@ Find: Iuser 152 Find Mext ':;.' Find Previous |=| Highlight [~ Match case




intitle:"TANDBERG" "This page requires a frame capable
browser!” site:umich.edu

Setup System Diagnostics Admin Home Place a Call View a Presentation Select a Presentation
= s bl 2 3 = : !

\ L -~ = . - [
e Ko 1 3 ==

System Name: Media Union PolyCom Three
Statistics , Address Book Global Address Book Manual Dial

P magw s m .

Polycom Japan IP Name; Univ, of Michigan CR3
Remote Cantrol Polycom Milpitas Lobby
Polycom Milpitas USA
Polycom Southern Europe
Shared Codec UM
UMN Geology and Geophysics Lab

R3 [ call this site |

141.213.30.154

Call Log

Home

=

NewascrptDispeyEneyl localaddrsu 200l S - [ —



" S
intitle:"Big Brother - Status” inurl:bb

¥ yellow : Big Brother - Status @ Tue Aug 2 23:48:02 EDT 2005 - Mozilla Firefos o ]

File. Edit Mew Go  Bookmarks Tools.  Help

<::| * II - @ | T“_;\f !._i http:,l',l'pythagl:uras.its.umd.umich.edu,l'l:ul:u,l'Sun,l'S:J @ G0 I[Qj,edu inurl; roboks bk
Big brother last update
A =l ® Tue Aug 2 23:48:02 EDT 2005

W b

Tobeinstalled

mars.umd.umich.edu
backup.its.umd.umich.edu
vega.umd.umich.edu
compassion.its umd.umich.edu
spica.its.umd.umich.edu

@ Find; Iuser 'f'} Find Mexk '.:J Find Previous |=| Highlight [~ Match case




intitle:Remote.Desktop.Web.Connection inurl:tsweb

I Remote Desktop Web Connection - Mozilla Firefox A I Ol x|

File  Edit Miew  Go Bookmarks  Tools  Help

Q&_ﬂ - $ - @ |:,;] @ ||_| http:/ftsveb . bF .umich. edu) j @ el |@,edu inurl: roboks  bxk

Windows

Remote Desktop Web Connection

melect the name of the remote computer

you want to gse, select the s!:reen size for s | e BE et j
your connection, and then click Connect. - . _
Size: |BOD by 600 ¥

™ Zend logon mformation for this
connection

Connect

Diownload the "Sunphfy Prnting' remote
print client mstaller here

e

E Fird: Iuser @ Find Mext @ Find Frevious |=| Hii;hiight [T Match case




"
+intext:"webalizer" +intext."Total
Usernames" +intext:"Usage Statistics for"

10| x|
I:roboks. Ext
]
IIIIIIdI“mIII IIIIIIFr .
4 Find: fuser = .Flnu:l Mext OFlnd Previous |High||ght [T Match case




"
inurl:/tmp

¥ Mozilla Firefox =10l x|

File Edt Yew Go Bookmarks Tools  Help

<E| - E:> - @ @ @ ||_| http:,l',l'www.umiu:h.edu,l'Nthailand,l'tmp,l'TS.ﬁ._cnnj @ Go I@,edu inurlsroboks, Exk

Directory of Thai Ztudent Association
The Tniversity of Michigan at Ann Arhor

2004-2005
Nicknsame Wame Phone Number Email
A Jupat Supatsssssfihotmail .. com
hLak Charuwan ckritprafumich.edu
Add Sarawut ddafhotmail.com, ddaarchiuwnich.edu
Air Vorakalya wohovichAumich. edu
Ry Ry akuledumich. edu
Arng Angkana angnakafumich. edu
Ann FPiyvarat prattanafumich. edu
Arm Jasawat sasavatf@wnich. edu
Art Thanapun thanapunfumich.edu
Aun Nonglak nonglakmiumich. edu
Lye Fujinart rujinartfumich.edu
Bee Benita
Belle Wannasiri bellevanfumich.edu
Een Eenjamin bpjacksofumich.edu
Ele Thanasak twongtanfumich. edu
Bowr Jirimon sirimonofdwnich.edu
{I.HIF'F' Trrirhnt idamrnnaienmin. umich. edn _}ILI

£ Find: |user (2 Find Mext (2 Find Previous |—| Highlight [~ Match case




"

"please log In"

€% www.biokids.umich.edu - Mozilla Firefox =) IEllﬁl

File Er:iit ‘Wigw  Go Bookmarks intuls_ Help

QEI hi EI;P bod |3| ||_| hikkps § e, Biokids, umich, edu)login_Form j @ G0 I{_—_;l edu inurl:roboks, Exk

SEdTCTe

Please log in |

To access this part of the site, yvou need to log in with your
username and password,

User |
Name:

Password: |

M Remember my name.
Setting the 'Remember my name' option will create a cookie with

wour username, When you log in later, your user name will already
be filled in for you,

Login |

Forgotten yvour password? Click here to have it mailed to yvou.

Find: [user () Find Mext () Find Previous || Highlight [~ Match case




Intitle:intranet inurl:intranet +intext:"human resources”

EIMAIS Intranet - A-Z Site Index - Mozilla Firefox -0 x|

File Edit Miew Go  Bookmarks  Tools  Help

<]E| - E:> - @ O @ ||_| https:}fintranet, mais, umich, edu/LAfAZ_Site. ﬂj @ G0 I@,edu inurl: roboks bk
£ -l

Additional Software Warkstations > Wark

Administrative Data Reporting Roadmap Maintenance
Procedures.doc

Agenda/Report Template. doc Templates & Forms =
Agenda/Report Template (Department Specific). doc Templates & Forms >

American &ssociation of Collegiate Registrars and
Admissions Officials

Supported Systerms >

Links > Qutside UM L

ASE 1st Floor Map.pdf & Faciliies = Building Ir
ASE 2nd Floor Map. pdf & Faciiies = Building Ir
A5SB 3rd Floor Map. pdf & Facilities = Building Ir
B
Batch Scheduling (Unicenter) & Supported Systems > Pr
BFIT-4%B Home Page workstations = wWaorksta
Boyver &ll Floors Map, pdf & I Facilities > Building Infu_rlu;l
4 3

£l Find: |user () Find Mext (2 Find Previous |=| Highlight [~ Match case




inurl:"exchange/logon.asp" OR intitle:"Microsoft Outlook
Web Access - Logon"

£IMicrosoft Dutlook Web Access - Mozilla Firefox (=]
Flle Edt ‘Wiew Go Bockmarks Tools  Help

- E:> - @ I;?] @ |L| https; fimail.ist, urnich, edufexchweb bin/autt ﬂj @ G0 I@,edu inurl;roboks, Fxk

i

OQutiook Web Access (https://mail.lsr.umich.edu)

Iser I0: ||

Password; I Log On | p.

Security
f* Public or shared computer

Select this option if vou use Outlook Web Access on a public computer,
" Private computer

Select this option if vou are the only person who uses this computer,

[ Find: fuser () Find Mext () Find Previous |=| Highlight [~ Match case




m My personal favorite...



"
site:umich.edu filetype:mbox

E)Mozilla Firefox

File Edit Yew Go Bookmarks Tools Help

el () G (s

http: - .urnich. edujpipermailfmailman. mbox mailman. mbox

Haly| amail - Inbox htkp:f mbox/mailman. mbox
L e e e

Lizt-Subscribe: <http://fp2.fp.wed.umwich.edu/mailman/listinfo/mailmans,
<wailtoimailman-requestifpZ . £p.med. umich.edu?subject=subscrihe>
¥-List-Received-Date: Wed, 07 Jul 2004 23:44:45 -0000

__===============92453380050?133?4::
Content-Type: multipart/signed; micalg=shal; boundary=Aipple-Nail-17--73Z2470200;
protocol="application/pkosT-signature™

——Ahpple-Mail-17--732470900

Content-Transfer-Encoding: 7hit

Content-Type: text/plain:
charset=U3-43CTI:;
format=£flowed

I beliewve this iz up and running. Instructions on administering the
mailmwan server can be found at:

http://staff. imsa.edu/~ckolar/mailman/mai lman-admin-quickref-0.2 . html
http://staff. imsa.edu/~ckolar/mailman/mailman-administration-vz .html
http://www.gnu.org/softvare/mailmwan/site. html

http://wuw.gnu.org/ softvare/mai lman/mai lman-member/ index . html

mailman-.umich.edu is the adwin user with the password goblue.

——Jason
——lLpple-Mail-17--732470900




» I
So, what can be done?

m Preventative maintenance
Disable directory listings if you do not need them.

Password protect sensitive directories

Robots.txt
s But don’t let Google crawl it ;)
Don’t use default passwords!
m Do | really need to say this?

Google’s removal page
m http://www.google.com/remove.html



Go hack yourself, pal!

m \Wikto from Sensepost.
m Athena

m Gooscan

Note: Gooscan violates Google’'s TOS

= You really do not want Google pissed at you.
Remember Old Yeller? Sadder than that.



" S
WIKTO, by Sensepost

m Automates Google Hack Scanning

m Available for free from
www.sensepost.com

m Requires a valid Google API Key

m Designed to allow site owners to test
themselves for vulnerabilities




Wikt
Wikto by SensePost

Mirr & Fingerprint | Googler \ BackEnd | Wikt | [ GoogleHacks | SystemCorfig \

15X

"wachezervereport for' ''Thiz analyziz was produced by calamaris”
intitle:"'G anglia’ "Cluster Repart for'

intitle:"Index of' dbcorvert. exe chats

intitle;"dpache HT TP Server’ intitle:"documentation '

"Error Diagnostic Information'" intitle:"Error Ocourred Whils!!

intitle: Tndex of'' finanice. xls

intitle:indesx. of finances. xls

" Durnping data for table"

intithe;index. of .bazh_hiztary

z rr|i|::| edu;

hittp: fcsce. umich. edusuzage. 10302002 Auzage_ 200202, html
hittp: /fesce.umich, edusuzage 10302002 Auzage 200204, html
hittp: Afcscs umich. eduduzage. 10302002 Auzage_ 200203 html
hittp: A cscs umich. edusuzage 10302002 Ausage_ 200209 html

“robote. bt 'Dizallow:" filetype: bt

; ich edudobots
v zoe umich, edudrobots, bt
hittp: 4w, citi. umich. edu/ apollo-archive/robots, tat
hiktp: 4w, engin, umich, edudrobots bt

1 "“wfarning: Cannot modify header information - headers aleady zent”




Thanks!

UMich for having me out
Johnny Long for being a mentor and a friend
The whole team at http://johnny.ihackstuff.com

The endless (misguided?) loving support of my family and friends,
and co-workers

The 7-11 by my house, for always being there for me when | need
them.

Without the help of all of these people and more, none of this would
be possible and | might still be jockeying tapes at the video store.



