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HSCETC-08-F-00033 
CLAUSES 

This order is being issued in accordance with clauses applicable to the terms and conditions of contracts 
issued under Schedule 70 of GSA. 

52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998) 
This contract incorporates one or more clauses by reference, with the same force and effect as if they were 
given in full text. Upon request, the Contracting Officer will make their full text available. Also, the full text of 

a clause may be accessed electronically at this address www.amet.gov/far/ 

CLAUSE 
NUMBER 

52.202-1 
52.203-3 
52.203-5 

52.203-6 
52.203-7 

52.203-8 

52.203-10 
52.203-11 

52-203-12 

52.203-13 
52.204-2 
52.204-4 
52.204-6 

52.204-7 

52.204-8 
52.204-9 

52.204-10 
52.209-5 

52.214-34 
52.215-2 

52.216-24 

52.217-3 

CLAUSE 
TITLE 

Definitions 
Gratuities 
Covenant Against Contingent Fees 

Restrictions on Subcontractor Sales to the Government 
Anti-Kickback Procedures 

Cancellation, Rescission, and Recovery of Funds for Illegal or 
Improper Activity 

Price or Fee Adjustment for Illegal or Improper Activity 
Certification and Disclosure Regarding Payments to Influence 
Certain Federal Transactions 

CLAUSE 
DATE 

(JULY 2004) 
(APRIL 1984) 
(APRIL 1984) 
(SEPTEMBER 2006) 

(JUL Y 1995) 
(JANUARY 1997) 

(JANUARY 1997) 

(SEPTEMBER 2007) 

Limitation on Payments to Influence Certain Federal Transactions (SEPTEMBER 2007) 
Contractor Code of Business Ethics and Conduct (DECEMBER 2007) 
Security Requirements (AUGUST 1996) 

Printed or Copied Double-Sided on Recycled Paper (AUGUST 2000) 
Data Universal Numbering System (DUNS) Number (OCTOBER 2003) 

Central Contractor Registration (JULY 2006) 
Annual Representations and Certifications (JANUARY 2006) 

Personal Identity Verification of Contractor Personnel (SEPTEMBER 2007) 
Reporting Subcontract A wards (SEPTEMBER 2007) 

Certification Regarding Debarment, Suspension, Proposed (DECEMBER 2001) 
Debarment, and Other Responsibility Matters 

Submission of Offers in the English Language 
Audit and Records-Negotiation 

Limitation of Government Liability 
Evaluation of Options 

(APRIL 1991) 

(JUNE 1999) 

(APRIL 1984) 
(JULY 1990) 

52.217-8 Option to Extend Services (NOVEMBER 1999) 

The Goverument may require continued performance of any services within the limits and at the rates specified 

in the contract. These rates may be adjusted only as a result of revisions to prevailing labor rates provided by 

the Secretary of Labor. The option provision may be exercised more than once, but the total extension of 

performance hereunder shall not exceed 6 months. The Contracting Officer may exercise the option by written 

notice to the Contractor within 60 days. 
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HSCETC-OB-F-00033 

CLAUSES 

5.217-9 Option to Extend the Term of the Contract (MARCH 2000) 

(a) The Government may extend the term of this contract by written notice to the Contractor within 30 days; 

. provided that the Government gives the Contractor a preliminary written notice of its intent to extend at least 60 

days before the contract expires. The preliminary notice does not commit the Government to an extension. 

(b) If the Government exercises this option, the extended contract shall be considered to include this option 

clause. 

(c) The total duration of this contract, including the exercise of any options under this clause, shall not exceed 

35 months. 

52.222-3 

52.223-13 
52.223-14 
52.223-15 

52.225-13 
52.232-33 

52.233-2 
52.233-3 
52.233-4 

52.237~2 

52.239-1 

52.243-3 

52.246-6 

52.249-14 

Convict Labor 
Certification of Toxic Chemical Release Reporting 

Toxic Chemical Release Reporting 
Energy Efficiency in Energy Consuming Products 
Restrictions on Certain Foreign Purchases 

Payment By Electronic Funds Transfer--Central Contractor 
Registration 
Service of Protest 

Protest after Award 
Applicable Law for Breach of Contract Claim 
Protection of Government Buildings, Equipment and Vegetation 

Privacy or Security Safeguards 

Changes-Time-and-Materials or Labor-Hours 

Inspection Time-and Material and Labor-Hour 
Excusable Delays 

HSAR CLAUSES: 

. CLAUSE CLAUSE 

NUMBER TITLE 

3052.204-70 Security Requirements for Unclassified Information, 

Technology Resources 

3052.204-71 Contractor Employee Access, Alternate I 

(JUNE 2003) 

(AUGUST 2003) 
(AUGUST 2003) 
(DECMBER 2007) 

(JUNE 2008) 
(OCTOBER 2003) 

(SEPTEMBER 2006) 
(AUGUST 1996) 
(OCTOBER 2004) 

(APRIL 1984) 

(AUGUST 1996) 

(SEPTEMBER 2000) 

(MAY 2001) 
(APRIL 1984) 

CLAUSE 

DATE 

(JUNE 2006) 

(JUNE 2006) 

a) Sensitive Information, as used in this Chapter, means any information, the loss, misuse,disclosure, or 

unauthorized access to or modification of which could adversely affect the nationalor homeland security 
interest, or the conduct of Federal programs, or the privacy to which individuals are entitled under section 552a 

of title 5, United States Code (the Privacy Act), but which has not been specifically authorized under criteria 
established by an Executive Order or an Act of Congress to be kept secret in the interest of national 
defense,homeland security or foreign policy. This definition includes the following categories of information: 
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HSCETC-08-F-00033 
CLAUSES 

(1) Protected Critical Infrastructure Information (PC II) as set out in the Critical Infrastructure Information Act 

of2002 (Title II, Subtitle B, of the Homeland Security Act, Public Law 107-296, 196 Stat. 2135), as amended, 

the implementing regulations thereto (Title 6, Code of Federal Regulations, Part 29) as amended, the applicable 

PCII Procedures Manual, as amended, and any supplementary guidance officially communicated by an 

authorized official of the Department of Homeland Security (including the PCII Program Manager or hislher 

designee); 

(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal Regulations, Part 1520, as 

amended, "Policies and Procedures of Safeguarding and Control of SSI," as amended, and any supplementary 

guidance officially communicated by an authorized official of the Department of Homeland Security (including 

the Assistant Secretary for the Transportation Security Administration or hislher designee); 

(3) Information designated as "For Official Use Only," which is unclassified information of a sensitive nature 

and the unauthorized disclosure of which could adversely impact a person's privacy or welfare, the conduct of 

Federal programs, or other programs or operations essential to the nationalor homeland security interest; and 

(4) Any information that is designated "sensitive" or subject to other controls, safeguards or protections in 

accordance with subsequently adopted homeland security information handling procedures. 

(b) "Information Technology Resources" include, but are not limited to, computer equipment, networking 

equipment, telecommunications equipment, cabling, network drives, computer drives, network software, 

computer software, software programs, intranet sites, and internet sites. 

(c) Contractor employees working on this contract must complete such forms as may be necessary for security 

or other reasons, including the conduct of background investigations to determine suitability. Completed forms 

shall be submitted as directed by the Contracting Officer. Upon the Contracting Officer's request, the 

Contractor's employees shall be fingerprinted, or subject to other investigations as required. All contractor 

employees requiring recurring access to Goverument facilities or access to sensitive information or IT resources 

are required to have a favorably adjudicated background investigation prior to commencing work on this 

contract unless this requirement is waived under Departmental procedures. 

(d) The Contracting Officer may require the contractor to prohibit individuals from working on the contract if 

the goverument deems their initial or continued employment contrary to the public interest for any reason, 

including, but not limited to, carelessness, insubordination, incompetence, or security concerns. 

( e) Work under this contract may involve access to sensitive information. Therefore, the Contractor shall not 

disclose, orally or in writing, any sensitive information to any person unless authorized in writing by the 

Contracting Officer. For those contractor employees authorized access to sensitive information, the contractor 

shall ensure that these persons receive training concerning the protection and disclosure of sensitive information 

both during and after contract performance. 

(f) The Contractor shall include the substance ofthis clause in all subcontracts at any tier where the 

subcontractor may have access to Goverument facilities, sensitive information, or resources. 

(End of clause) 

9 











ICE Office Of the ChiefInformation Officer (OCIO) 

U_S. Department of Homeland Security (DHS) 

Immigration and Customs Enforcement (ICE) 

Office ofthe ChiefInformation Officer (OCIO) 

Information Assurance Division (lAD) 

Statement of Work 

HSCETC-08-F-00033 

Security Management Oversight and Compliance (SMOC) 

Office of the Chief Information Officer 

801 I Street, N.W. 

Washington, D.C. 20536 

8/28/2008 update, revision 2 

Procurement Sensitive - See FAR 3.104 11 



TABLE OF CONTENTS 

1.0 PROJECT TITLE ......... ; ......................................................................................................... 13 

2.0 BACKGROUND ...................................................................................................................... 13 

3.0 SCOPE OF WORK ................................................................................................................. 13 

4.0 REFERENCES ........................................................................................................................ 14 

5.0 SPECIFIC TASKS ................................................................................................................... 15 

6.0 STAFFING ...................................................................... ; ........................................................ 26 

7.0 DELIVERABLES AND DELIVERY SCHEDULE ............................................................. 27 

8.0 PROJECT PLAN AND SCHEDULE .................................................................................... 34 

9.0 WORK PRODUCTS AND DELIVERY SCHEDULE ....•..........•.....••.........•.....•....•....•.•...... 34 

10.0 PROGRESS REPORTS, STATUS REPORTS & PROGRAM REVIEWS .......•.•.••••.•.•... 35 

11.0 PRODUCT ACCEPTANCE; •••••••••••••••.••••••••••••••••••••••••••••••••••••••••••••••••• 37 

12.0 GOVERNMENT FURNISHED EQUIPMENT AND INFORMATION .......................... 37 

13.0 PLACE OF PERFORMANCE .............................................................................................. 37 

14.0 HOURS OF OPERATION .................................................................................................... 37 

15.0 PERIOD OF PERFORMANCE ........................................................................ : .................... 37 

16.0 TRAVEL AND OTHER DIRECT COSTS (ODCS) ........................................................... 38 

17.0 ACCESSIBILITY REQUIREMENTS ................................................................................. 38 

18.0 SECURITY REQUIREMENTS ............................................................................................ 40 

19.0 HOMELAND SECURITY ENTERPRISE ARCHITECTURE COMPLIANCE ..•.•....•... 46 

20.0 USE OF PERSONALLY OWNED EQUIPMENT AND SOFTWARE 

(NOT OWNED BY OR CONTRACTED FOR BY THE GOVERNMENT) •••••••• 46 

21.0 GOVERNMENT POINTS OF CONTACT ......................................................................... 47 

APPENDIX A - List of Acronyms ................................................................................................... 48 

ATTACHMENT A - TRAVEL AUTHORIZATIONS IN APPROVAL FORM ........................ 51 

ATTACHMENT B - ODC APPROVAL FORM ........................................................................... 52 

Procurement Sensitive - See FAR 3.104 12 

-----------,~--,-~,-.-------



1.0 PROJECT TITLE 

Security Management Oversight and Compliance Services (SMOC) 

2.0 BACKGROUND 

The Information Assurance Division (IAD) (formerly Office of the Information System Security 
Manager) was established in 2004 to coordinate the development and implementation of 
computer and network security policies, products, and services across Immigration and Customs 
Enforcement (ICE). 

Emphasis was placed upon establishing security teams at field offices and certifying and 
accrediting those field offices, as well as major applications at headquarters (HQ). The program 
widened its scope to address auditing, secure remote access, identity management, public key 
infrastructure, security operations, security monitoring, National Security Information (NSI) 
systems, and to provide support for the Department of Homeland Security (DHS). 

The need for expanded information sharing and collaboration amongst Govermnent and non­
Govermnent entities requires the careful application of confidentiality, integrity, and availability 
of services ,to ensure the protection of mission-critical information assets. The overall areas 
addressed under lAD have expanded significantly since its inception and will continue to expand 
in the future. Key lAD functions have been aligned to the Information Technology (IT) Security 

-Program Areas defined by the DHS Office of the Chief Information Security Officer (CISO), 
including the following: 

• Program Management and Integration Support 

• Compliance and Oversight 

• Information Assurance Policy 

• Cyber Identity 

3.0 SCOPE OF WORK 

The objective of the proposed task order is to provide lAD with products and services that 
support the DHS/ICE initiatives and ensure compliance with the mandated information assurance -
requirements as established by the Federal Information Security Management Act (FISMA); 
DHS, ICE; the Department of Commerce's National Institute of Standards and Technology 
(NIST); the Office of Management and Budget (OMB); as well as other federal agencies, laws, 
and regulations. ICE management shall approve staffing levels proposed by the Contractor. The 
Contractor shall provide the technical personnel sufficient to support the Office of Immigration 

and Customs Enforcement's (ICE) Information Assurance Division (lAD). 

lAD has primary responsibility for: coordinating the development and implementation of 
computer and network information assurance policies across Immigration and Customs 
Enforcement (ICE); certifying and accrediting (C&A) field offices, general support systems and 
major applications at ICE headquarters; and implementing cyber identity services. 
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The lAD program scope includes auditing National Security Information (NSI) systems, 
providing a liaison to DHS on security policies and issues, and providing policy for· secure 
remote access. 

The need for expanded information sharing and collaboration amongst Government and non­
Government entities requires the careful application of confidentiality, integrity, and availability 
of services to ensure the protection of mission-critical information assets. A primary goal is to 
achieve cost effective and efficient compliance with information security mandates that meet 
DRS and ICE lAD program performance metrics. 

The Contractor shall propose Project Managers that will monitor the contract team's policy 
compliance, prepare and distribute team schedules, monitor/report team activities, advise 
Government personnel of the status of projects/deliverables, and ensure deliverable quality. The 
Government shall approve the Contractor's proposed key personnel. The Contractor shall 
closely monitor tasks and provide notification of any deviation from budget, schedule, or 
resources. 

The. Contractor shall be responsible for the delivery and coordination of all deliverables defined 
in Section 7.0 ofthis Statement of Work (SOW). 

4.0 REFERENCES 

• National Industrial Security Program Operating Manual (NISPOM) 

.• DHS Management Directive (MO) 4300, IT Systems Security Publication 

• System Lifecycle Management (SLM) Handbook 

• Federal Information Security Management Act (FISMA), November 22, 2002 

• Federal Information Technology Security Assessment Framework (FITSAF), November 28, 
2000 

• Office of Management and Budget (OMB) Circular A-127, Financial Management Systems 

• OMB Circular A-130, Management of Federal lriformation Resources 

• Computer Security Act of 1987 

• National Institute of Standards and Technology (NIST) Compilter Security Resource Center 
(CSRC) 

Standards 

Guidelines 

Special Publications 

• Privacy Act of1974 

• DHS Management Directives Volume 11000 - Security 

• DRS 4300A Sensitive Systems Handbook 
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. I 

• DHS 4300B National Security Systems Handbook 

• DHS Technical Reference Model 

• National Institute of Standards and Technology (NIST) Special Publication 800-37, Guide 

for the Certification and Accreditation of Federal Iriformation Systems 

• International Information Systems Security Certification Consortium (lSC
2

) Standards 

• DHS Management Directive (MD) 4010.2 (DRAFT), Section 508 Program Management 

Office & Electronic and Information Technology Accessibility 

• Section 508 1194.2, Section 508 of the Rehabilitation Act (29 U,S.C. 794d), as amended by 
the Workforce Investment Act of 1998 (P.L. 105-220) 

5.0 SPECIFIC TASKS 

5.1 Transition Support 

The Contractor shall create a transition support plan to ensure that lAD does not have any 

significant degradation in its security oversight and compliance supporting services. This plan 
will be evaluated in the source selection process and incorporated into the contract. 

The Contractor shall complete the transition of all technical activities. The Contractor shall 

complete the transition within 60 days of TO award. The activities included as part of the 

transition are as follows: 

• Inventory and orderly transfer of all Government Furnished EquipmentlProperty 
(GFE/GFP), software and licenses; 

• Transfer of documentation currently in process; and 

• Coordinating the work with the current Contractor. 

the Contractor's transition plan shall contain a milestone schedule of events. The transition plan 

shall transition work with no disruption in operational services. To ensure the necessary 

continuity of services and to maintain the current level of support, ICE will retain services of the 

incumbent Contractor for the transition period, if required. 

The transition plan (no more than 2 pages) shall include major milestones that meet the 
following schedule for adding resources and transitioning support responsibilities: 

30 Days into Transition 25% 10% 

45 Days into Transition 75% 50% 

60 Days into Transition 100% 100% 
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At the completion of the period of performance of this TO, the Contractor shall fully support the 
transition of the lAD requirements to the successor. Activities include supporting all of the 
activities listed above by making available personnel and documentation required to facilitate a 
successful transition. 

Upon completion of the period of performance, the CO may issue a modification to fund the 
transition period. 

5.2 Program Management Support 

5.2.1 Details 

The Contractor shall provide a Program Manager responsible for the oversight of the SMOC 
contract including the high-level program management support. The Program Manager's duties 
shall include assuring that projects are managed according to best business practices (Project 
Management International standards). These will include schedules, resources allocation tables, 
work breakdown structures, and project plans. The Program Manager is also responsible for 
ensuring that all activities are accomplished within the general scope of the task order, 
monitoring adequate availability of the funds for authorized work, resolving management and 
programmatic issues, monitoring/ensuring performance within budget and schedule, monitoring 
appropriate approval procedures for the authorization of the Other Direct Costs (ODCs), and 
facilitating/maintaining effective interaction and coordination between ICE project leads and the 
Contractor project leads. Given the dynamic environment within ICE, the Program Manager 
shall closely monitor all work within the SMOC contract support and provide advanced 
notification of any deviation from budget, schedule, or resources. 

The Program Manager (or an authorized designee) shall provide weekly status reports to the 
COTR that includes individual project schedules with weekly progress tracking, status of 
ongoing activities, issues, recommendations for problem resolution, and upcoming 
projects/activities. Additionally the Contractor shall deliver weekly project/activity quad charts 

. for ICE OCIO reporting. 

The Program Manager/designee shall meet with the COTR on a weekly or ad hoc basis. All 
meetings shall have agendas if planned in advance. Meeting minutes shall be provided for all 
formal meetings. The meeting minutes will capture the following information: subject, date, 
attendees, major decisions, areas of non-agreement, and any action items assigned during the 
meeting. A master action item list will be maintained by the Program Manager. The Program 
Manager will facilitate the coordination of meetings (lAD will identity meeting spaces and the 
Contractor will send out invitation and background information.) Crosscutting issues/risks 
identified in meetings will be promulgated to the appropriate lAD representative. The Contractor 
shall maintain and populate a meeting minute's repository. 

The Program Manager/designee shall monitor the performance of their personnel, identity any 
degraded quality of service, and propose corrective actions to the Contracting Officer's 
Technical Representative (COTR) up to and including employee termination. 
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