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Disclaimer

TheU.S.EnvironmentalProtectionAgencythroughitsOfficeofResearchandDevelopmentfundedandcollaboratedinthe
researchdescribedhereinunderContractNumber68-C-02-067toScienceApplicationsInternationalCorporation.Ithasbeen
subjectedtotheAgency’speerandadministrativereviewandhasbeenapprovedforpublicationasanEPAdocument.Mentionof
tradenamesorcommercialproductsdoesnotconstituteendorsementorrecommendationforuse.
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Abstract

Thisreportsummarizesresultsfromthreewatersecurityriskcommunicationmessagemappingworkshopsconductedby
U.S.EPA’sNationalHomelandSecurityResearchCenterduring2005/2006.Itprovidesinformationabouteffectivemessage
developmentanddeliverythatcouldbeusefultowatersectororganizationsastheydeveloptheirrespectiveriskcommunication
plans.

Messagemappingisaprocessbywhichuserscanpredict95percentofquestionslikelytobeaskedbythemediaandothers
followinganincident,prepareclearandconciseanswerstothequestionsalongwithsupportinginformationaheadoftime,and
practiceeffectivemessagedeliverybeforeacrisisoccurs.

TheworkshopswerefacilitatedbyDr.VincentCovello,internationallyknowncrisiscommunicationexpertandDirectorofthe
CenterforRiskCommunicationinNewYorkCity.Invitedworkshopparticipantsrepresentedacross-sectionofwaterutilities
fromvariousregionsoftheUnitedStates;local,state,andfederalgovernmentagencies;emergencyresponseorganizations;public
healthofficials;lawenforcementagencies;andwatersectorprofessionalassociations.
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1.Introduction

RiskCommunication

Theinteractiveprocessofexchanginginformationandopinionamongindividuals,groups,
andinstitutionsinvolvingmultiplemessagesaboutthenatureofrisk...

–TheNationalResearchCouncil

EPAWorkshops
Riskcommunicationskillsareimperativeforthesuccessful
managementofcrises.RecentU.S.andglobaleventshave
resultedinheightenedrecognitionbypublicofficialsand
othersresponsibleforcrisismanagementoftheneedto
evaluateandrefinetheseskills.Messagemapping(described
inSection2)hasbecomewidelyacceptedasamethodof
preparingaheadoftimeforcrisiscommunicationthatwill
benecessaryduringvarioustypesofpotentialincidents,
includingthoseaffectingdrinkingwaterandwastewater
utilities.Forthisreason,theU.S.EnvironmentalProtection
Agency(EPA)hassponsoredmessagemappingworkshops
focusingonseveralcategoriesofwaterinfrastructurecrises.
Thesewereconductedinthefollowinglocations:

 Atlanta,GA  March2-3,2005
 Washington,DC August17-19,2005
 Alexandria,VA February14-15,2006

Thisreportpresentsinformationfromtheworkshopsthat
couldbeusefultowatersectororganizationsastheydevelop
orimprovetheirrespectiveriskcommunicationplans.

RiskCommunicationPlan*
Thetechniquesfordevelopinganddeliveringeffectivecrisis
messagesdescribedinthisreportshouldbeconsideredwithin
thecontextofacomprehensivewrittenriskcommunication
planpreparedbythewatersectororganizationinadvance.
Suchplansallowforaproactive,quick,andeffective
responseduringanemergencysincemanyofthenecessary
communicationdecisionsandactivitieswillhavealreadybeen
decidedupon.Ifcarefullydesigned,ariskcommunication
plancansaveprecioustimewhenanemergencyoccursand
enableleadersandspokespersonstofocusonparticularsof
theemergencyathandandthequality,accuracy,andspeedof
theirresponses.

Toshowthecontextofmessagingaspartoftheoverall
plan,thefollowingdescribeswhatacomprehensiverisk
communicationplanshoulddo.

*Source:AdaptedfromHyerRN,CovelloVT.EffectiveMedia

CommunicationduringPublicHealthEmergencies:AWHOHandbook,

WHO/CDS/2005.31,WorldHealthOrganization,Geneva,2005(www.who.

int/csr/resources/publications/WHO_CDS_2005_31/en/)

• Describeanddesignatestaffrolesand
responsibilitiesfordifferentemergencyscenarios

•Designatewhoisaccountableforleadingthe
response

•Designatewhoisresponsibleforimplementing
variousactions

•Designatewhoneedstobeconsultedduringthe
process

•Designatewhoneedstobeinformedaboutwhatis
takingplace

•Designatewhowillbetheleadspokespersonand
backupfordifferentscenarios

• Includeproceduresforinformationverification,
clearance,andapproval

• Includeproceduresforcoordinatingwithimportant
stakeholdersandpartners(forexample,with
otherwaterutilities,healthagencies,emergency
responders,lawenforcement,electedofficials,and
stateandfederalgovernmentagencies)

• Includeprocedurestosecuretherequiredhuman,
financial,logistical,andphysicalsupportand
resources(suchaspeople,space,equipmentand
food)forcommunicationoperationsduringashort,
mediumandprolongedevent(24hoursaday,7days
aweekifneeded)

• Includeagreementsonreleasinginformationandon
whoreleaseswhat,when,andhow

• Includepolicesandproceduresregardingemployee
contactsfromthemedia

•Outlinewellthoughtoutcommunication
contingencyplansforvariousscenarios

• Includeregularlycheckedandupdatedmedia
contactlists(includingafter-hoursnewsdesks)
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• Includeregularlycheckedandupdatedpartner
contactlists(dayandnight)

• Outlineexercisesanddrillsfortestingthe
communicationplanaspartoflargerpreparedness
andresponsetraining

• Identifysubject-matterexperts(forexample,
universityprofessors)willingtocollaborateduring
anemergency,anddevelopandtestcontactlists(day
andnight);knowtheirperspectivesinadvance

• Identifytargetaudiences

• Identifypreferredcommunicationchannels(for
example,telephonehotlines,radioannouncements,
newsconferences,Websiteupdates,andfaxes)to
communicatewiththepublic,keystakeholdersand
partners

• Containmessagemaps,includingholding
statements,coremessages,messagetemplates,and
messagemapswithanswerstofrequentlyasked
questions

• Containfactsheets,question-and-answersheets,
talkingpointsandothersupplementarymaterialsfor
potentialscenarios

• Containasignedendorsementofthecommunication
planfromtheagency’sdirector

• Containproceduresforposting/updatinginformation
onaWebsite

• Containtaskchecklistsforthefirst2,4,8,12,16,24,
and48hours

• Containproceduresforevaluating,revising,and
updatingthecommunicationplanonaregularbasis

WorkshopProceedings
Dr.VincentCovello,internationallyrecognizedcrisis
communicationexpertandDirectoroftheCenterforRisk
CommunicationinNewYorkCity,facilitatedtheworkshops.
Dr.Covellohasconsultedforseveralhundredpublicand
privatesectororganizationsoverthepast30years,including
theEPA,CentersforDiseaseControlandPrevention(CDC),
DepartmentofDefense,DepartmentofHealthandHuman
Services,andtheWorldHealthOrganization.Hehasprovided
expertconsultationsrelatedtosuchthreatsasbioterrorism,
WestNilevirus,smallpox,SARS,andpandemicflu,andhas
authoredoreditedmorethan25booksand75articlesoncrisis
communication.

Invitedworkshopparticipants(seeAppendixB)represented
across-sectionofwaterutilitiesfromvariousregionsofthe
UnitedStates;local,state,andfederalgovernmentagencies;
emergencyresponseorganizations;publichealthofficials;
lawenforcementagencies;andwatersectorprofessional
associations.

Followinganoverviewofriskcommunicationandmessage
mappingprinciplesbyDr.Covello,participantworkgroups
producedseveralmessagemapsforeachofthefollowingsix
hypotheticalscenarios:

(1)Possiblechemicalcontaminationofareservoir
(2)Physicalattack—bombexplosion
(3)Crediblethreat—unknownagentandlocation
(4)Lossofelectricalpowerimpactingwaterdelivery 
 systems
(5)Pesticidecontamination
(6)Biologicalcontamination

Productsgeneratedbyworkshopparticipantsinclude:

■ Alistofstakeholderswhowillneedinformationduringa
watersectorcrisis

■ Alistofanticipatedquestionsorconcernsfromthe
publicandmediaforeachofthesixscenarios

■ Messagemapsforasmallsubsetofanticipatedquestions
foreachscenario

ReportOrganization
Thisreportisorganizedintofoursections.Section1,
Introduction,providesabriefoverviewofworkshoplocations,
proceedings,andscenarios.Section2,GuidetoMessage
Mapping,providesa“howto”guideoutliningthebackground,
benefits,andstepstomessagemapping.Section3,Message
MappingWorkshopProducts,provideslistsofpotential
questionsandasubsetofmessagemapsproducedforeach
scenario.Section4,Conclusion,providesabriefdiscussion
ofthisandotherriskcommunicationtoolsavailablefrom
EPA.AppendixApresentssevenbestpracticesforeffective
riskcommunication,AppendixBprovidesalistofworkshop
participants,andAppendixCincludesalistofreferences.
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2.GuidetoMessageMapping

Authors
VincentT.Covello,CenterforRiskCommunication
ScottMinamyer,U.S.EnvironmentalProtectionAgency

“Wehaveonlyrecentlycometounderstandthatcommunicationsareascriticaltooutbreak
controlaslaboratoryanalysesorepidemiology.”

–Dr.LeeJong-wook,Director-General,
WorldHealthOrganization,September2004

Background
Undernormalcircumstances,theelaborateinfrastructuresand
mechanismsthatprotectthenation’swatersystemsgenerally
gounnoticed.Inthemiddleofawatersecuritycrisis,
however,suchasanattackagainstawatertreatmentplantor
contaminationofthedrinkingwaterwithanaturallyoccurring
organismlikecryptosporidium,theywillbeofintenseinterest.
Riskcommunicationduringsuchemergencieswilldirectly
influenceevents.Poorriskcommunicationcanfanemotions
andunderminepublictrustandconfidenceatbest,andat
worst,incitehightensions,misinformation,andadditional
crisesthatneedtobehandled.Goodriskcommunication
canrallysupport,calmanervouspublic,provideneeded
information,encouragecooperativebehaviors,andpotentially
helpsavelives.

Effectiveriskcommunicationisakeyresponsibilityofwater
utilityofficialsandpublicinformationofficersintimesofcrisis.
Thepublic,newsmedia,policy-makers,andotherstakeholders
willexpecttimelyandqualityinformationfromwaterutilities,
regulatoryagencies,publichealthofficials,andotherauthorities
aboutthesituation.Aspokespersonwhocommunicatesbadly
maybeperceivedasincompetent,uncaring,ordishonest,thus
losingtrust.Onewhocommunicateswell,however,canreach
largenumbersofpeoplewithclearandcrediblehealth,safety,
andsecuritymessages.

Whilethespecificsofwatersecuritycrisesaredifficultto
predict,riskcommunicationstrategiesforsucheventscan
beplannedbeforeacrisisoccurs.Suchplanninggreatly
increasesthelikelihoodthatcommunicationwillfurtherhealth
andsafetyinterestsandcontributepositivelytoemergency
responseefforts.Well-constructed,practiced,anddelivered
messageswillinformthepublic,reducemisinformation,and
provideavaluablefoundationforinformeddecisionmaking.

WhatIsRiskCommunication?
Riskcommunicationisascience-basedapproachfor
communicatingeffectivelyandaccuratelytodiverseaudiences
insituationsthatarehigh-concern,high-stress,emotionally
charged,and/orhighlycontroversial.Itspurposeistoenhance
knowledgeandunderstanding,buildtrustandcredibility,
encourageconstructivedialogue,produceappropriatelevels
ofconcern,andprovideguidanceonappropriateprotective

behaviorandactionsfollowingacrisisincident.Although
muchaboutriskcommunicationinvolveselementsofcommon
sense,itsprinciplesaresupportedbyaconsiderablebodyof
scientificresearchasreflectedinmorethan8,000articlesin
peer-reviewedscientificjournals,2,000publishedbooks,and
anumberofpublishedliteraturereviewsbymajorscientific
organizationssuchastheNationalAcademyofSciences.

MentalNoise:WhyRiskCommunication
MattersDuringaCrisis
Mentalnoisetheory,oneofthemainconstructsofrisk
communication,indicatesthatwhenpeoplearehighly
upset,theyoftenhavedifficultyhearing,understanding,
andrememberinginformation.Researchshowsthatmental
noisecanreduceaperson’sabilitytoprocessinformationby
morethan80percent.Thisismostlyduetotraumaanda
heightenedemotionalstateduringacrisis.Factorsthatcause
thehighestlevelsofworry,anxiety,andmentalnoiseduringa
crisisincludebutarenotlimitedtoperceptionsthat:

 ■ Thesituationisunderthecontrolofothers,especially
thosewedonottrust

 ■ Thesituationisinvoluntary
 ■ Thesituationisinescapable
 ■ Thecrisisisofhumanoriginversusnature
 ■ Thecrisisinvolvessomethingthatisunfamiliarorexotic
 ■ Thecrisisthreatensaformofinjuryordeaththat
isdreaded

 ■ Thereisagreatdealofuncertainty
 ■ Victimsincludechildren,pregnantwomen,orother
vulnerablepopulations

 ■ Thereareuntrustworthysourcesofinformation

Thechallengeforrisk
communicatorsistoovercomethe
communicationbarrierscreatedby
mentalnoise.Solutionsinclude
developingalimitednumberofkey
messagesthatarebrief,credible,
andclearlyunderstandable.Oneof
themostpowerfultoolsavailableto
riskcommunicatorsforthispurpose
is“messagemapping.”
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MessageMap

Audience/Stakeholder:____________________________
Spokesperson:_____________________________________

QuestionorConcern:_____________________________________________________

KeyMessage1
■ SupportingInformation1-1
■ SupportingInformation1-2
■ SupportingInformation1-3

KeyMessage2
■ SupportingInformation2-1
■ SupportingInformation2-2
■ SupportingInformation2-3

KeyMessage3
■ SupportingInformation3-1
■ SupportingInformation3-2
■ SupportingInformation3-3

Figure2-1.MessageMapTemplate.

MessageMapping
Messagemappingisaseven-stepprocessbywhichuserscan:

■ Predict95percentofquestionslikelytobeaskedbythe
mediaandothersfollowinganincident

■ Prepareclearandconciseanswerstothequestionsalong
withsupportinginformationaheadoftime

■ Practiceeffectivemessagedeliverybeforeacrisisoccurs

Messagemapsareviabletoolsforcommunicatinginformation
aboutterroristattacksandothermanmadeornatural
emergencies.Theyensurethatriskinformationhasthe
optimumchanceofbeingheard,understood,andremembered.
Messagemapsalloworganizationstoconveytimely,accurate,
clear,andcredibleinformation.Theyenableaudiences
tobetterunderstandissues,actconstructivelyuponthe
informationprovided,recovermorequicklyfromthestressof
theevent,andgainorregaintrustinriskmanagers.

Theprocesshasbeenusedforsometimebyoutstandingrisk
communicatorssuchasMayorRudolphGiuliani;mostnotably
incommunicatingabouttheattacksontheWorldTrade
CenterinNewYorkCityonSeptember11,2001.Message
mapspresentconcise,detailed,andhierarchicallyorganized
responsestoanticipatedquestionsorconcerns.Theyare
visualaidsthatcanhighlightataglancetheorganization’s
messagesforkeyissuesofconcern.

AsshowninthetemplateinFigure2-1,thetopportion
ofamessagemapidentifiestheintendedaudience,the
spokesperson,andthespecificquestionorconcernthemap
isintendedtoaddress.Thenextlayerofthemessagemap
containsthreekeymessagesinresponsetothequestion.Key
messagesareintendedtoaddresstheinformationneedsofa

widevarietyofaudiences.Thethreekeymessagescanalso
servesingularlyorcollectivelyasamediasoundbite(avery
shortcommentorphrasesuitableforuseinabroadcastor
printnewsstory).Soundbitesarecriticaltosuccessfulmedia
interviews.Thebottomtierofthemessagemapcontains
supportinginformation,blockedingroupsofthreeunderthe
keymessages.Supportingmessagesamplifythekeymessages
andprovideadditionalfactsordetails.

BenefitsofUsingMessageMaps
Asastrategictool,amessagemapaffordsmultiplebenefits.
Itprovidesahandyreferenceforwatersecurityleadersand
spokespersonswhomustrespondswiftlytoquestionson
topicswheretimelinessandaccuracyarecritical.Multiple
spokespersonscanworkfromthesamemessagemaptoensure
rapiddisseminationofconsistentmessagesacrossawide
spectrumofcommunicationoutlets.Messagemapsprovide
aunifyingframeworkfordisseminatinginformationabouta
widerangeofwatersecurityissues.

Whenusedconsistently,messagemapspromotemultiplepartners
“speakingwithonevoice.”Messagemapsalsominimize
chancesof“speaker’sregret,”whichincludesregrettingsaying
somethinginappropriateorregrettingnotsayingsomething
thatshouldhavebeensaid.Aprintedcopyofthemessagemap
enablesspokespeopleto“checkoff ”thetalkingpointstheywant
toaddressduringinterviews,inorderoftheirimportance.This
helpspreventomissionsofkeyfactsormisstatementsthatcould
provokemisunderstandingsorcontroversy.

Messagemappingpermitsorganizationstodevelopmessages
inadvanceforpotentialemergenciesandcrises,suchasa
terroristattack.Messagemapscanbetailoredtothespecifics
oftheeventwhenthecrisisoccurs.Oncedeveloped,the
effectivenessofmessagemapscanbetestedthroughfocus
groupsandpractice.
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UsesofMessageMaps
Messagemapscanbeusedforeffectivelysharinginformation
innewsconferences,mediainterviews,stakeholder
informationexchanges,publicmeetings,Websites,telephone
hotlinescripts,andfactsheets.

HistoryofMessageMaps
MessagemapsweredevelopedbyDr.VincentCovellointhe
early1990sasaspecializedtoolforcommunicatingeffectively
inhigh-stress,high-concern,oremotionallycharged
situations.Messagemappingwasfirstadoptedasapublic
healthtoolintheaftermathoftheU.S.anthraxattacksinthe
fallof2001.Earlyin2002,theCDCconductedanintensive
messagemappingsessionfocusedonthecommunication
challengesposedbyapotentialsmallpoxattack.Aproductof
thisworkshopwasseveralhundredsmallpoxmessagemaps.
Figure2-2(below)providesoneexample.

Since2002,agenciesatthenational,regional,state,and
locallevelshaveconducteddozensofmessagemapping
workshopsfocusedonawidevarietyofemergencyevents.
Forexample,emergencyeventsthathavealreadybeen
mappedincludebioterrorism,pandemicinfluenza,exposure
toanthrax,smallpox,plague,botulism,viralhemorrhagic
fevers,tularemia,andradiation.EPAhasconductedmessage
mappingworkshopsfocusingonwatersectorincidents;crises
involvingindoorfacilitiessuchasbuildings,schools,or
arenas;anddecontaminationfollowinganincident.

Severalimportantoutcomeshaveresultedfromthesemapping
efforts.Theseincludeidentificationofkeystakeholdersearly

intheriskcommunicationprocess,anticipationofstakeholder
questionsandconcernsbeforetheyareraised,internaland
externalpartneringinthedevelopmentofmessages,and
avettedcentralrepositoryofclear,concise,andaccurate
informationforthemajortypesofemergencyevents.

StepsinDevelopingMessageMaps
Therearesevenstepsinvolvedinthemessagemapping
process.Theseinclude:(1)identifyingstakeholders,(2)
identifyingstakeholderquestions,(3)analyzingthequestions
toidentifytheunderlyingconcerns,(4)developingkey
messages,(5)developingsupportingfactsforthekey
messages,(6)testingandpracticingmessages,and(7)
deliveringmapsthroughtheappropriateinformationchannels.

Figure2-2.SampleSmallpoxMessageMapDevelopedbyCDC.

MessageMapExample

Stakeholder:GeneralPublic
Spokesperson:PublicHealthOfficial

QuestionorConcern:Howcontagiousissmallpox?

KeyMessage1:Smallpoxspreadsslowlycomparedtomanyotherdiseases.
■ Peopleareinfectiousonlywhentherashappears.
■ Smallpoxtypicallyrequireshoursofface-to-facecontact.
■ Therearenocarrierswithoutsymptoms.

KeyMessage2:Thisallowstimetotracethosewhohavecomeincontactwiththedisease.
■ Theincubationperiodforthediseaseis10-14days.
■ Resourcesareavailablefortracingcontacts.
■ Findingpeoplewhohavebeenexposedandvaccinatingthemhasprovedsuccessfulinthepast.

KeyMessage3:Thosewhohavebeentracedcanbevaccinatedtopreventillness.
■ Peoplewhohaveneverbeenvaccinatedarethemostimportanttovaccinate.
■ Adultswhowerevaccinatedaschildrenmaystillhavesomeimmunity.
■ Adequatevaccineisonhand.
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Step1.IdentifyPotentialStakeholders

Thefirststepinmessagemappingistoidentifypotential
stakeholdersforaselectedissueortopic,suchasaterrorist
attackagainstawatertreatmentplantorthediscoveryofa
contaminantinthewatersystem.Stakeholdersincludethe
publicatlargeaswellasallinterested,affected,orinfluential
parties(local,state,andfederal;includinglawenforcement,
publichealth,andelectedofficials).

Everyemergencyeventinvolvesadistinctivesetof
stakeholders.Eachstakeholdermayhaveadifferentsetof
questionsandconcernsthatmaybevoiced.Thefollowingis
alist(inalphabeticalorder)ofpotentialstakeholdersfora
watersecurityemergencyidentifiedbyEPAMessageMapping
Workshopparticipants.Thislistisintendedtoprovide
examplesofpotentialstakeholders.Individualwaterutilities
orotherwatersectororganizationsmaychoosetoinclude
additionalordifferentstakeholdersintheirrespectiverisk
communicationplansthanthoseinthislist.

■ advisorypanels
■ businessleadersandbusinesscommunity
■ consultants
■ contractors
■ disabledpopulations
■ educationalleadersandeducationalcommunity
■ elderlypopulations
■ emergencyresponsepersonnel
■ employeesofotherrespondingorganizations
■ environmentalofficials
■ ethnicpopulations
■ familiesofemergencyresponders,lawenforcement
personnel,hospitalpersonnel,andhealthagency
employees

■ firedepartmentpersonnel
■ governmentagencies
■ homeboundpopulations
■ homelesspeople
■ hospitalpersonnel
■ illiteratepopulations
■ institutionalizedpopulations
■ lawenforcementpersonnel
■ legalprofessionals
■ localresidentswhoareoutoftownandtheirrelatives
■ media,printandelectronic
■ militaryleaders
■ minoritypopulations
■ non-Englishspeakinggroups

 ■ non-governmentalorganizations
■ otherwaterutilities
■ physicians,nurses,paramedics,andother
healthcarepersonnel

■ politicians/legislators/electedofficials
■ professionalsocieties
■ public-at-large
■ public-at-risk
■ publichealthofficials
■ religiousgroups
■ scientificleadersandscientificcommunity

■ securitypersonnel
■ serviceandmaintenancepersonnel
■ suppliers/vendors
■ touristsorbusinesstravelersandtheirrelatives
■ unionofficialsandlaboradvocates
■ veterinarians
■ victims
■ victims’families
■ waterutilityemployees

Aspartofthisfirststepofmessagemapping,stakeholderscan
befurtherdistinguishedandcategorizedaccordingto:(1)their
potentialtoaffectoutcomes;(2)theircredibilityamongother
stakeholders;and(3)whethertheyarelikelytobeapathetic,
neutral,supportive,non-supportive,adversarial,orundecided
regardingissuesonthetable.

Itisimportanttonotethatmapsneednotbedevelopedfor
everystakeholdergrouponthelist.Providinginformationto
themedia,forexample,willgetinformationtomanyofthe
otherstakeholderslisted.Additionally,thesamemessagescan
beusedformultiplestakeholders.

Step2.IdentifyPotentialStakeholderQuestions

Thesecondstepistoidentifyascompletealistofpotential
questionsandconcernsforeachstakeholdergroupaspossible.
Questionsandconcernstypicallyfallintothreecategories:

■ OverarchingQuestions:forexample,“Whatdopeople
needtoknow?”

■ InformationalQuestions:forexample,“Whenwillthe
waterbesafetouse?”

■ ChallengingQuestions:forexample,“Whyshouldwe
trustwhatyouaretellingus?”

Thequestionscanbefurtherrefinedbygroupingthem
accordingtothemes(forexample,whethertheincident
involveschemical,biological,physical,orradiologicalagents;
thelikelyorganizationresponsibleforansweringthequestions;
certaintyoruncertaintythattheeventhasoccurred;andthe
levelofprotectiveactions).

HowtoDevelopListsofQuestions

Listsofspecificstakeholderquestionsandconcernscanbe
generatedthroughresearch,including:

■ Mediacontentanalysis(printandbroadcast)
■ Analysisofwebsitematerial
■ Documentreview,includingpublicmeetingrecords,
publichearingrecords,andlegislativetranscripts

■ Reviewsofcomplaintlogs,hotlinelogs,toll-freenumber
logs,andmedialogs

■ Focusedinterviewswithsubjectmatterexperts
■ Facilitatedworkshopsordiscussionsessionswith
individualsintimatelyfamiliarwiththeissues

■ Focusgroups
■ Surveys
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The77MostFrequentlyAskedQuestionsbyMedia
FollowingCrisisIncidents

RecentresearchconductedbytheCenterforRisk
Communicationandothergroupsindicatesthatquestionsand
concernsraisedbystakeholdersinemergencysituationscan
beidentifiedinadvanceusingthetechniquesdescribedabove.
Forexample,thefollowingisalistofthe77mostfrequently
askedquestionsbyjournalistsduringacrisis.Thelistwas
generatedbyresearchingalargedatabaseofquestionsposed
byjournalistsatnewsconferencesimmediatelyfollowinga
disasteranddistillingthelargerlistinto77questions.Thisis
anexcellentresourceforidentifyingpotentialquestionsfor
whichmessagemapsshouldbedeveloped.

Whatisyournameandtitle?

Whatareyourjobresponsibilities?

Whatareyourqualifications?

Canyoutelluswhathappened?

Whendidithappen?

Wheredidithappen?

Whowasharmed?

Howmanypeoplewereharmed?

Arethosethatwereharmedgettinghelp?

Howcertainareyouaboutthisinformation?

Howarethosewhowereharmedgettinghelp?

Isthesituationundercontrol?

Howcertainareyouthatthesituationisunder
control?

Isthereanyimmediatedanger?

Whatisbeingdoneinresponsetowhat
happened?

Whoisincharge?

Whatcanweexpectnext?

Whatareyouadvisingpeopletodo?What
canpeopledotoprotectthemselvesandtheir
families–nowandinthefuture–fromharm?

Howlongwillitbebeforethesituationreturns
tonormal?

Whathelphasbeenrequestedorofferedfrom
others?

Whatresponseshaveyoureceived?

Canyoubespecificaboutthetypesofharm
thatoccurred?

Whatarethenamesofthosethatwereharmed?

Canwetalktothem?

Howmuchdamageoccurred?

Whatotherdamagemayhaveoccurred?

Howcertainareyouaboutdamages?

Howmuchdamagedoyouexpect?

Whatareyoudoingnow?

Whoelseisinvolvedintheresponse?

Whydidthishappen?

Whatwasthecause?

Didyouhaveanyforewarningthatthismight
happen?

Whywasn’tthispreventedfromhappening?
Couldthishavebeenavoided?

Howcouldthishavebeenavoided?

Whatelsecangowrong?

Ifyouarenotsureofthecause,whatisyour
bestguess?

Whocausedthistohappen?

Whoistoblame?

Doyouthinkthoseinvolvedhandledthe
situationwellenough?Whatmorecould/should
thosewhohandledthesituationhavedone?

Whendidyourresponsetothisbegin?

Whenwereyounotifiedthatsomethinghad
happened?

Didyouandotherorganizationsdisclose
informationpromptly?Haveyouandother
organizationsbeentransparent?

Whoisconductingtheinvestigation?Willthe
outcomebereportedtothepublic?

Whatareyougoingtodoaftertheinvestigation?

Whathaveyoufoundoutsofar?

Whywasmorenotdonetopreventthisfrom
happening?

Whatisyourpersonalopinion?

Whatareyoutellingyourownfamily?

Areallthoseinvolvedinagreement?

Arepeopleover-reacting?

Whichlawsareapplicable?

Hasanyonebrokenthelaw?

Howcertainareyouaboutwhetherlawshave
beenbroken?

Hasanyonemademistakes?

Howcertainareyouthatmistakeshavenotbeen
made?

Haveyoutolduseverythingyouknow?

Whatareyounottellingus?

Whateffectswillthishaveonthepeople
involved?

Whatprecautionarymeasuresweretaken?

Doyouacceptresponsibilityforwhat
happened?

Hasthiseverhappenedbefore?

Canthishappenelsewhere?

Whatistheworst-casescenario?
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Whatlessonswerelearned?

Werethoselessonsimplemented?Arethey
beingimplementednow?

Whatcanbedonenowtopreventthisfrom
happeningagain?Whatstepsneedtobetakento
avoidasimilarevent?

Whatwouldyouliketosaytothosewhohave
beenharmedandtotheirfamilies?

Isthereanycontinuingdanger?

Arepeopleoutofdanger?Arepeoplesafe?Will
therebeinconveniencetoemployeesortothe
public?

Howmuchwillallthiscost?

Areyouableandwillingtopaythecosts?

Whoelsewillpaythecosts?

Whenwillwefindoutmore?

Havethesestepsalreadybeentaken?Ifnot,why
not?

Whyshouldwetrustyou?

Whatdoesthisallmean?

Step3.AnalyzeQuestionstoIdentify
CommonSetsofConcerns

Thethirdstepinmessagemapconstructionisto
analyzethelistsofquestionstoidentifycommonsets
ofconcernsinordertofocusonthemostsalientissues.
Casestudiesindicatethatquestionscantypicallybe
categorizedinto15to25overarchingareasofconcern.
Thefollowingisasamplelist,inalphabeticalorder,
ofcategoriesofconcernthatcouldbeconsideredfor
awatersecurityevent.Thislistisintendedtoprovide
examplesofpotentialcategoriesofconcern.Individual
organizationsmaychoosetouseadditionalordifferent
categoriesthancontainedinthislisting.

 ■ Accountability(whoisresponsible)
 ■ BasicInformational–Who,What,Where,When,
Why,How

 ■ ChangesintheStatusQuo
 ■ Control(whoisincharge)
 ■ Duration/Recovery/Decontamination
 ■ Ecological/Environmental
 ■ Economic

■ EffectsonChildren/FutureGenerations/Elderly
 ■ Equity/Fairness
 ■ Ethics/Morality
 ■ Expertise
 ■ Honesty

■HumanHealthConcerns
  -one’sown
  -children
  -parents
  -friendsandfamily
  -elderlypersons
  -expectantmothers
  -specialpopulations
  -others

■ Irreversibility
■ Legal/Regulatory
■ Listening/Caring/Empathy
■ Openness/Transparency/AccesstoInformation
■ Options/Alternatives
■ Organizational(forexample,who’sincharge)
■ QualityofLife
■ Safety
■ Trust
■ Unfamiliarity
■ Voluntariness

Oncecommonconcernsarelistedandanalyzed,ausefulnext
stepistoconstructamatrix(Figure2-3)thatcontainsalist
ofstakeholdersononeaxisandalistofstakeholderquestions
andconcernsontheotheraxis.Withintheboxesofthe
matrix,stakeholderquestionsandconcernscanbedesignated
as:(1)highconcern;(2)mediumconcern;(3)lowconcern;(4)
notapplicable.Oneofthemostimportantusesoftheresulting
matrixisasaresourceallocationguide.Boxesthathavethe
highestnumberofentriesorareofthehighestconcernshould
bethefirstaddressed.
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Step4.DevelopKeyMessages

Thefourthstepinmessagemappingistodevelopkey
messagesinresponsetoeachstakeholderquestionorconcern.
Keymessagesshouldbebasedonwhatthetargetaudience
mostneedstoknowormostwantstoknow.

Keymessagescanmosteffectivelybedevelopedthrough
brainstormingsessionswithamessagemappingteam.The
messagemappingteamtypicallyconsistsofsubjectmatter
experts,communicationspecialists,policy/legal/management
experts,andafacilitator.Thebrainstormingsessionsproduce
messagenarratives,usuallyintheformofcompletesentences.
Thesesentencesarethenenteredaskeymessagesontothe
messagemaptemplate.

Constructionofthemessagemapkeymessagesshouldbe
guidedbytheoriesandprinciplesofriskcommunication,
includingmentalnoisediscussedpreviously.Studiesrecently
conductedbytheCenterforRiskCommunication,for
example,indicatethatitiscrucialforkeymessagestobe
conciselystatediftheyareofferedtothenewsmediaassound
bitesorquotes.Basedonananalysisof10yearsofprintand
mediacoverageofemergenciesandcrisesintheUnitedStates:

■ Theaveragelengthofasoundbiteintheprintmedia
is27words

■ Theaveragedurationofasoundbiteinthebroadcast
mediaisnineseconds

■ Theaveragenumberofmessagesreportedinboththe
printandbroadcastmediaisthree

■ Quotesmostlikelytobeusedassoundbitescontained
compassion,conviction,andoptimism.

Withthisinmind,thekeymessagesshouldbeorganizedinto
soundbiteswithatotalofthreebulletscontainingamaximum
of27words(combined)thatcanbespokeninnineseconds.
Eachofthethreebulletsshouldbesupportedbythree
additionalsupportingfacts,asdescribedinStepFive.Avoid
longexplanations.Adherencetothe27words/9second/3
messagelimitation,or27/9/3template,helpsensurethat
spokespersonsarequotedaccuratelyandcompletelyinmedia
interviews.

Itisoftenappropriatetoprovideabriefpreambletothe
messagemaporkeymessagesthatindicatesauthentic
empathyandcompassion,whicharecrucialfactorsin
establishingtrustinhigh-concern,high-stresssituations.The
greatertheextenttowhichindividualsandorganizations
areperceivedtobegenuinelyempathic,thelesslikelyitis
thatmentalnoisewillinterferewiththeaudience’sabilityto
comprehendmessages.ThisisreferredtoastheCompassion,
Conviction,andOptimism(CCO)templateinrisk
communication.Thispreambledoesnotcountinthe27/9/3
message.

AnexampleoftheCCOtemplatewastheresponseoffered
byMayorGiulianiinNewYorkCityfollowingtheterrorist
attacksontheWorldTradeCenteronSeptember11,2001.At
thefirstnewsconferencefollowingthecollapseofthesecond
Tower,theMayorsaid:“Thenumberofcasualtiesismorethan
anyofuscanbearultimately.”Hedeliveredhismessageswith
theperfectbalanceofcompassion,conviction,andoptimism.

AdditionalKeyMessageTemplatesandPrinciples

Professionalriskcommunicatorshavedevelopedseveral
additionaltemplatesfordevelopingeffectivemessages,
includingthefollowing:

Ruleof3:Inhigh-stresssituations,peoplecanprocessonly
threemessagesatatimeinsteadoftheseventheycould
normallyprocess.Thisiswhymessagemapshavethreekey
messages.

Primacy/Recency:Spokespersonsshouldstatethemost
importantmessagesfirstandlast.Inhigh-stresssituations,listeners
tendtorememberthatwhichtheyhearfirstandlast.Messagesin
themiddleofalistareoftennotheardorremembered.

AverageGradeLevelMinus4(AGL-4):Duringcrises,
messagesshouldbeattheaveragegradeleveloftheintended
audience,minusfour.Forexample,messagemapsproduced
forpopulationsinindustrializednationsduringcrisesaretypically
constructedtobeeasilyunderstoodbyanadultwitha6thto8th

gradeeducation,insteadofthenormal10thto12thgradelevel.

TripleTModel:Whentimepermits,presentthefullmessage
mapusingtherepetitivestructurefoundinthe“Tellme,Tell
memore,Tellmeagainmodel,”or“TripleTModel”:(1)Tell
peoplewhatyouaregoingtotelltheminsummaryform,i.e.,
thethreekeymessages;(2)Tellthemmore,i.e.,thesupporting
information;(3)Tellpeopleagainwhatyoutoldthemin
summaryform,i.e.,repeatthethreekeymessages.Thegreater
theextenttowhichmessagesarerepeatedandheardthrough
variouschannels,thelesslikelyitisthatmentalnoisewill
interferewiththeabilitytocomprehendmessages.

NegativeDominance(1N=3P):Accordingtorisk
communicationtheory,peopletendtofocusmoreonthe
negativethanonthepositiveinemotionallychargedsituations.
Forthisreason,itisimportanttobalancenegativekey
messageswithpositive,constructive,orsolution-oriented
keymessages;offeringthreepositivemessagesforevery
onenegative.Also,itisimportanttoavoidunnecessary,
indefensible,ornon-productiveusesofabsolutesandofthe
words“no,”“not,””never,”“nothing,”or“none.”

Anticipate,Prepare,Practice(APP):Spokespersonsshould
anticipatequestions,prepareanswers,andpracticedelivery
aheadoftime(neverwingit).
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CiteThirdParties:Spokespersonsshouldcitethirdpartiesor
sourcesthatwouldbeperceivedascrediblebythereceiving
audience.Thegreatertheextenttowhichmessagesare
supportedandcorroboratedbycrediblethirdpartysources,the
greaterthetrustandthelesslikelyitisthatmentalnoisewill
interferewiththeabilitytocomprehendmessages.

AddressRiskPerceptions:Keymessagesandsupporting
informationshouldaddressemotionallychargedfactors
thatinfluencethewaypeopleperceiverisks,suchaslack
ofcontrol,dread,unfamiliarity,uncertainty,andeffectson
children.Researchindicatesthatthegreatertheextentto
whichriskperceptionfactorsareaddressedinmessaging,the
lesslikelythatmentalnoisewillinterferewiththeabilityto
comprehendmessages.

UseGraphicsandOtherVisualAids:Theuseofgraphics,
visualaids,analogies,andnarratives(e.g.,personalstories)
canincreaseanindividual’sabilitytohear,understand,and
recallamessagebymorethan50percent.Moreover,because
visualaidsareprocessedbyadifferentpartofthebrain
thanwordmessages,theypresenttheopportunitytoprovide
informationthatcanbeprocessedinadditiontothe27/9/3
messages.

Step5.DevelopSupportingFacts

Thefifthstepinmessagemapconstructionistodevelopthree
supportingfacts,information,orproofsforeachofthethree
bulletsinthe27/9/3keymessage.Thesameprinciplesthat
guidekeymessageconstructionguidethedevelopmentof
supportinginformation.

Step6.TestandPracticeMessages

Thesixthstepistoconductsystematicmessagetestingusing
standardizedtestingprocedures.Messagetestingshould
beginbyaskingsubjectmatterexpertswhoarenotdirectly
involvedintheoriginalmessagemappingprocesstovalidate
theaccuracyofinformationcontainedinthemessagemaps.
Messagetestingshouldthenbedonewithindividualsorgroups
whohavethecharacteristicstoserveassurrogatesforkeyinternal
andexternaltargetaudiencesandwithpartnerorganizations.
Sharingandtestingmessageswithpartnerspromotesmessage
consistencyandcoordinationacrossorganizations.

Step7.DeliverMapsThroughAppropriate
InformationChannels

Theseventhandfinalstepistoplanforthedeliveryofthe
preparedmessagemapsthrough:(1)trainedspokespersons,
(2)trustedindividualsororganizations,and(3)chosen
communicationchannels.

Intheeventofasignificantthreatorwatersecurity
incident,thewaterutilitywillworkcollaborativelywith
otherresponsibleagenciesinmanagingtheresponseand
communicatingrisk.Dependingonthetypeofincident,
thismayincludelocalgovernmentofficials;stateandlocal
publichealthdepartments;thestatewaterprimacyagency;
emergencyresponders;lawenforcement;andpertinent
federalagencies.Coordinationamongthepartneragenciesin
selectingtheappropriatespokespersonsanddeliveringclear
andconsistentmessagesacrossorganizationswillenhance
communicationeffectiveness.Havingexpertsavailablefrom
thevariousorganizationstoverifyinformationoranswer
questionspertainingtotheirareasofresponsibilitieswillalso
increasecredibilitywhendeliveringmessages.

Asmentionedpreviously,oncedeveloped,messagemaps
canbeusedtostructurenewsconferences,mediainterviews,
informationforumsandexchanges,publicmeetings,websites,
telephonehotlinescripts,andfactsheetsorbrochuresfocused
onfrequentlyaskedquestions.

TrustFactorsforEffectiveDelivery

Trustfactorsareextremelycriticalforeffectivelydelivering
messagesduringacrisisincident.Undernon-stressful
circumstances,peoplebaseopinionsregardingthe
trustworthinessofaspokespersonlargelyoncompetenceand
expertise.Duringacrisis,however,factorsthatmostinfluence
whetherornotpeopletrustthespeakerchangeprimarilyto
perceptionsofempathyandtrust.WillRogers,thefamous
Americanhumoristofthe1930s,putitwellwhenhesaid
“Whenpeoplearestressedandupset,theywanttoknowthat
youcarebeforetheycareaboutwhatyouknow.”

Researchindicatesthatduringacrisis,listenerswillbasetheir
opinionofthetrustworthinessofaspeakeronthefollowing:

Competence/
Expertise
15-20%

Listening/Caring/Empathy
50%

Honesty/
Openess
15-20%

Dedication/
Commitment

15-20%
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Itisimportanttonotethatduringcrises,peoplejudgethe
messengerbeforethemessageandtheybasetheirjudgmentin
termsoftrust,formingtheirimpressionswithinthefirst
9to30seconds.Trustisjudgedprimarilythroughactions,
bodylanguage,andverbalcommunication.InWestern
culture,non-verbalcuesthatcommunicatewhenaspeaker
isattentiveandempatheticincludemaintainingeyecontact,
keepinghandsabovethewaistandvisible,andmaintaining
bodyposturethatsignalsthatthespeakerislisteningsuchas
standingstraightorleaningslightlytowardtheaudiencewhile
sitting.Othernon-verbalfactorsthathaveaninfluenceinclude
dress,appearance,andvoiceinflection.

CrisisMessageDeliveryTemplates

Thefollowingfivetemplateswillassistineffectivemessage
deliveryduringcrisissituations.

1.BridgingTemplates:Spokespersonsshouldusestatements
suchasthefollowingtoreturntothekeypointsortoredirect
thecommunicationwhenthediscussionmovesoffcourse:

■ “However,whatismoreimportanttolookatis...”
■ “However,therealissuehereis...”
■ “Andwhat’smostimportanttorememberis...”
■ “Withthisinmind,ifwetakealookback...”
■ “Ifwetakeabroaderperspective,...”
■ “Letmeputallthisinperspectivebysaying...”
■ “Beforewecontinue,letmetakeastepbackand
repeatthat...”

■ “Thisisanimportantpointbecause...”
■ “Whatthisallboilsdowntois...”
■ “Whatmattersmostinthissituationis...”
■ “Letmejustaddtothisthat...”
■ “Ithinkitwouldbemorecorrecttosay...”
■ “Inthiscontext,itisessentialthatInote...”
■ “Anotherthingtorememberis...”
■ “Beforeweleavethesubject,letmeaddthat...”
■ “Andthatremindsme...”
■ “While...isimportant,itisalsoimportanttoremember...”
■ “It’struethat...butitisalsotruethat...”

2.IDK(IDon’tKnow)Template:Spokespersonsshoulduse
thisapproachwhentheydonotknowtheanswertoaquestion,
cannotanswer,orarenotthebestsourcefortheanswer:

Steps
■ Repeatthequestion(withoutnegatives)
■ Say“IwishIcouldanswer;”or“Myabilitytoansweris 
limited;”or“Idon’tknow”(lesspreferred)

■ Saywhyyoucannotanswer
■ Giveafollowupwithadeadline(formediaquestion)
■ Bridgetowhatyoucansay

Example:(1)“You’veaskedmeabout...;(2)IwishIcould
answer;(3)We’restilllookingintoit;(4)Iexpecttobeableto
tellyoumoreby...;(5)WhatIcantellyouis...”

3.GuaranteeTemplate:Spokespersonsshouldusethis
templatewhenaskedtoguaranteeaneventoroutcome:

Steps
■ Indicatethatthequestionisaboutthefuture
■ Indicatethatthepast/presentpredictthefuture
■ Bridgetoknownfacts,processesoractions

Example:(1)“You’veaskedmeforaguarantee,topromise
somethingaboutthefuture;(2)ThebestwayIknowtotalk
aboutthefutureistotalkaboutwhatweknowfromthepast
andthepresent;(3)Andwhatweknowis...”OR
“WhatIcanguarantee[assure;promise;tellyou]is...”

4.“WhatIf”Template:Spokespersonsshouldusethiswhen
askeda“whatif,whatmighthappen”question:

Steps:
■ Repeatthequestion(withoutnegatives)
■ Bridgeto“whatis”
■ Statewhatisknownfactually

Example:(1)“You’veaskedmewhatmighthappenif...;(2)I
believethereisvaluetotalkaboutwhatis,whatweknownow;
(3)Andwhatweknowis...”

5.FalseAllegationTemplate:Spokespersonsshoulduse
thiswhenrespondingtoahostilequestion,falseallegation,or
criticism.

Steps
■ Repeat/paraphrasethequestionwithoutrepeatingthe
negative;repeatinsteadtheopposite;theunderlying
value,orusemoreneutrallanguage

■ Indicatethattheissueisimportant
■ Indicatewhathasbeendoneorwillbedonetoaddressthe
issue

Example:(1)“You’veraisedaseriousquestionabout“x;”
(2)“x”isimportanttome;(3)Wehavedonethefollowingto
address“x.”

OtherResources
AppendixApresentssevenbestpracticesforeffectiverisk
communication.Otherresourcesareavailableintheliterature
andontheweb.AppendixClistsaselectionofreferences
usedindevelopingthisreport.
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3.MessageMappingWorkshopProducts

AsmentionedinSection1,sixhypotheticalscenariosdealing
withwaterinfrastructurecrisisincidentsweredeveloped
fortheEPAMessageMappingWorkshopsandpresentedto
participants.Theseincludeincidentsinvolvingthefollowing:

1.Potentialchemicalcontaminationofareservoir
2.Physicalattack/bombexplosion
3.Acrediblethreatinvolvinganunknownagentandlocation
4.Thelossofelectricalpowerimpactingwaterdelivery
systems
5.Pesticidecontamination
6.Biologicalcontamination

Foreachofthescenarios,workgroupsbrainstormedto
developlistsofanticipatedquestionsandexamplemessage
mapsforaselectedsubsetoftheanticipatedquestions.
Workgroupsincludedfivetosevensubjectmatterexperts
representingvarioussizedwaterutilities,publichealth,
emergencyresponse,lawenforcement,watersector
professionalorganizations,andlocal/state/federalwater
agencies;publicinformationofficersandothercommunication
specialists;andpolicyandmanagementexperts.

StageofCrisisDesignation

Workgroupmembersrecognizedthatthefocusofrisk
communicationmaychangeasagivencrisissituation
unfolds.Thevariousstagesofanincident,asdefinedinEPA’s
ResponseProtocolToolbox(http://www.epa.gov/safewater/),
includethefollowing:

Possible:Anincidentisconsideredfeasibleunderthe
circumstances

Credible:Evidenceisavailableindicatingthatanincident
couldhaveoccurred

Confirmed:Analysisandotherevidenceverifiesthatan
incidenthasoccurred

RemediationandRecovery:Stagebeginsafteranincidenthas
beencontained.

Themessagemapsincludedinthissectionlistthestageofthe
incidentatwhichworkshopparticipantsintendedthemapsto
bedelivered.

Scenarios,Questions,andMessageMaps

Descriptionsofthesixindividualscenarios,alongwithlists
ofpotentialquestionsandasetofmessagemapsdeveloped
foreach,areprovidedbelow.Thesummariesofthescenarios
presentedareintentionallybriefandgeneralinnaturefor
securitypurposes.Theyareintendedtoprovidethebroad
contextunderwhichthequestionsandmapsweredeveloped.

WorkshopSubjectMatterExpertsCollaboratetoDevelop
MessageMaps.

NOTE

Becauseofthelimitedtimeavailableduringthe
workshops,thegroupsfocusedondevelopingasmall
subsetofmessagemapsforpotentialquestionsthatmay
beaskedbythemedia.Themapshavebeenreviewedby
technicalexpertsbutnottestedasindicatedinStep6of
themessagemappingprocess.

IMPORTANT

Questionsandmessagemapsincludedinthisreportare
intendedtoserveasexampleswatersectororganizations
canrefertowhiledevelopingquestionsandmapsaspart
oftheirowncrisiscommunicationplanning.

Organizationsshouldusethemessagemappingprocess
describedinSection2toidentifytheirownrespective
keystakeholders,compilelistsofpertinentanticipated
questions,anddevelopmessagestheywouldmostlikely
needtodeliverundervariouscrisissituationstheymay
confront.



3-2

Thefollowingscenariosrepresenthypotheticalnarrativesand
innowayrepresentEPAintelligenceoropinionrelatedto
eventsperceivedasthemostprobabletooccur.

Scenario1:HypotheticalCredibleThreat
InvolvingChemicalContaminationofa
Reservoir
SummaryofScenario:Securityguardsatalocalcountry
clubnoticedtwopeopledrivingagolfcartalongtheclub
fencelineinthemiddleofthenight.Thefencewherethe
peoplewerespottedseparatesthecountryclubfromadrinking
waterreservoir.Atdaybreak,thegolfcourse’sgroundscrew
notifiessecuritythattheyhavefoundseveralemptyplastic
five-galloncontainersintheareawheretheintruderswere
spottedandthattherearedeadsquirrelsinthisarea.The
policefindthecartusedbytheintrudersintheclubservice
lot.Hazardousmaterialsrespondersarecalledinandtheir
equipmentindicatesthepresenceof[insertnerveagent]inthe
containersbythefence.Theincidentisinthecrediblestage
sinceithasnotbeenverifiedthatthewatersupplyhasbeen
contaminated.

HypotheticalCredibleThreatInvolvingChemical
ContaminationofaReservoirQuestions
(alphabeticalorder)

Referalsotothelistof77mostfrequentlyaskedquestionsin
Section2ofthisreport.

Arepeoplesafewholivenearthereservoir?

Areyouworriedabouthowbadthiscouldget?

Canpeopledrinkthewater?

Canpeopleusethewateratalland,ifso,forwhat?

Canyouadequatelytreatthosewhohavebeenexposed?

Canyoucleanthedistributionsystemtomakeitsafeagain
and,ifso,how?

Canyouguaranteethatthewaterinareasoutsideofthe
contaminationzoneissafetodrink?

Canyouguaranteethatthiswillnothappenagain?

Canyouprovidespecificsaboutthepotentialwater
contaminationincident?

Hasthishappenedanywherebefore?

Haveyoucalledexpertstrainedinsafelydealingwith[insert
chemicalagent]toassist?

Howdoyouknowwhattodo?

Howlongwillthe[insertimpactedarea]remainclosed?

Howmanypeoplehavebeenharmedorkilled?

Howmuchwillitcosttocleanthesystem?

Howwillyouknowwhenthewaterissafeaftercleanup?

Isthedistributionsystemcontaminatedand,ifso,howmuch
ofit?

Isthisanisolatedincident?

Shouldpeoplebeworriedaboutourdrinkingwater?

Wasthisaterroristattack?

Whataboutpeople’spets?

Whatarethesymptomsof[insertchemicalagent]exposure?

Whatareyoudoingaboutthesituationnow?

Whatcouldyouhavedonetopreventthis?

Whatshouldpeopledoiftheythinktheyhavebeen
exposed?

Whatshouldpeopledotoprotectchildrenandtheelderly?

Whatshouldpeopleknowabout[insertchemicalagent]
poisoning?

Whattypeofsecuritydoyouhaveinplacetoprotectthe
reservoir?

Whatwillhappentowildlife,suchasgeese,thatliveonthe
reservoir?

Whatwouldyoulikepeopletoknow?

Wherecanpeopleinthecontaminatedareagetwaterfrom
nowuntilaftercleanup?

Whereshouldthereportersgo,orcall,tofindupdated
information?

Whoelseisworkingwithyoutodealwiththecrisis?

Whoaremostatriskiftheyhavebeenexposedto
contaminatedwater?

Whoisinchargerightnow?

Whoisresponsibleforcontaminatingthewater?

Willthereservoirbedrained?

MessageMaps

Forthisscenario,workshopparticipantsdevelopedmapsfor
thefollowingquestions(seemapsonfollowingpages):

 1.Canyouprovidespecificsaboutthepotentialwater
contaminationincident?

 2.Whatareyoudoingaboutthesituationrightnow?
 3. Shouldpeoplebeworriedaboutthedrinkingwater?
 4.Whoaremostatriskiftheyhavebeenexposedto
contaminatedwater?

 5.Whatarethesymptomsofexposure?
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CredibleThreatInvolvingChemicalContaminationofaReservoirMessageMap1

Audience/Stakeholder:Public/Media
Spokesperson:WaterUtility,CityManager,orPolice
StageofCrisis:__PossibleXCredible__Confirmed__Remediation/Recovery

Question:Canyouprovidespecificsaboutthepotentialwatercontaminationincident?

Containerswith[insertagentname]residuewerefoundnearthewaterreservoirat[insertlocation].
■ [Insertchemicalagentname]isachemicalaffectingthecentralnervoussystem.
■ Lawenforcementandhealthofficialshavebegunafullinvestigation.
■ Lawenforcementandpublichealthwillbeprovidingcontinuousupdatesontheinvestigation.[Refertolawenforcement

andpublichealth].

Wearetestingtheentirewatersystemfor[insertchemicalagentname].
■ Thewaterutilityissamplingthewaterinthereservoirandthroughoutthesystem.
■ TheyarefollowingtestingproceduresrecommendedbytheU.S.EnvironmentalProtectionAgency.
■ Wewillprovideupdatesasresultsbecomeavailable.

Peopleshouldnotusethewateruntiltheinvestigationiscomplete.
■ Bottledwatershouldbeusedfordrinking,cooking,andbathing.
■ Waterdistributionpointswillbesetupat[insertlocation]by[inserttime].
■ Peopleshouldcall[insertnumber]orgoto[insertWebsitename]foradditionalinformation.

CredibleThreatInvolvingChemicalContaminationofaReservoirMessageMap2

Audience/Stakeholder:Public/Media
Spokesperson:WaterUtility,CityManager,Mayor,PublicHealth,and/orEMADirector
StageofCrisis:__PossibleXCredible__Confirmed__Remediation/Recovery

Question:Whatareyoudoingaboutthesituationrightnow?

Weareadvisingpeoplein[insertarea]nottodrinkorusethewateruntilfurthernotice.
■ Weareprovidingbottledwatertopeopleintheimpactedarea.
■ Wehavesetupdistributioncentersthroughouttheaffectedareaat[insertlocations],andtheyareopen[inserttimes].
■ Call[insertnumber]foradditionalinformationabout[insertchemicalname]orvisitthecity’sWebsiteat[insertWeb

address]forthemostup-to-dateinformationaboutthesituation.

Wearetestingtheentiresystem.
■ Testingwillverifywhether[insertchemicalagentname]ispresentinthewater.
■ Wearesamplingandtestingwaterthroughoutthewaterdistributionsystem.
■ WearefollowingtestingproceduresrecommendedbytheU.S.EnvironmentalProtectionAgency.

Wearecoordinatingouremergencyresponseactionswithpartneragencies.
■ OurfederalpartnersincludetheEnvironmentalProtectionAgency,theFBI,theDepartmentofHomelandSecurity,andthe

CentersforDiseaseControlandPrevention(CDC).
■ Ourpartnersatthestateandlocallevelincludethestatehealthdepartment,thepolice,localhospitals,andlocal

healthcareproviders.
■ Wewillhaveupdatesforthemediaaswegetmoreinformation.



3-4

CredibleThreatInvolvingChemicalContaminationofaReservoirMessageMap3

Audience/Stakeholder:Public/Media
Spokesperson:WaterUtility,CityManager,Mayor,PublicHealth,and/orEMADirector
StageofCrisis:__PossibleXCredible__Confirmed__Remediation/Recovery

Question:Shouldpeoplebeworriedaboutthedrinkingwater?

Weareconcernedaboutanythreattoourwatersystem.
■ Weareworkingcloselywithpublichealthandotherstominimizeanypotentialharm.
■ Wehaveexpertsonstafftrainedtorespondtoeventssuchasthis.
■ Weareusingallavailableresourcestoprotectpublichealth.

Wearetestingthewatersystemforthepresenceof[insertchemicalname].
■ Wearetestingthewaterinthereservoirandallassociateddistributionpoints.
■ Wehavehighlyqualifiedpeopletakingsamples.
■ WearefollowingtestingproceduresrecommendedbytheU.S.EnvironmentalProtectionAgency.

Weaskyoubealertandstaytunedforupdates.
■ Peopleshouldcall[insertnumber]orgoto[insertWebsitename]formoreinformation.
■ Peopleshouldstaytunedtolocalradioortelevision.
■ Untilweknowmore,peopleintheimpactedarea[insertarea]shoulduseanalternativesupplyofwater.

CredibleThreatInvolvingChemicalContaminationofaReservoirMessageMap4

Audience/Stakeholder:Public/Media
Spokesperson:PublicHealth,CityManager,and/orMayor
StageofCrisis:__PossibleXCredible__Confirmed__Remediation/Recovery

Question:Whoaremostatriskiftheyhavebeenexposedtocontaminatedwater?

Children,theelderly,andotherswithweakerimmunesystemsaremostat-risk.
■ Childrenhavelessdevelopedbodydefenses.
■ TheelderlyandpeoplewithdiseasessuchasHIV/AIDSorhepatitismayhaveweakenedimmunesystems.
■ Suchindividualsshouldtakeextraprecautions.

At-riskpersonsshouldavoidcontactwithtapwater.
■ Parentsshouldnotprepareinfantformulaorcookfoodusingthewater.
■ Childrenandtheelderlyshouldnotdrinkbeveragespreparedwiththewater.
■ Bottledwaterwillbedistributedat[insertlocationsandtimes].

At-riskpersonswithsymptomsshouldcall911orgotothenearestemergencyroom.
■ Earlysymptomsinclude[insertsymptoms].
■ Achildorelderlypersonwhohasbeenexposedshouldnotbeencouragedtovomit.
■ Achildorelderlypersonwhohasbeenexposedshouldnotbegivenliquids.
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CredibleThreatInvolvingChemicalContaminationofaReservoirMessageMap5

Audience/Stakeholder:Public/Media
Spokesperson:PublicHealth
StageofCrisis:__PossibleXCredible__Confirmed__Remediation/Recovery

Question:Whatarethesymptomsofexposure?

Theextentofhealtheffectsdependsontheextentofexposure.
■ Peoplemaynotknowtheywereexposedbecause[insertchemicalagentname]hasnotasteorodor.
■ Peopleexposedtoalowormoderatedosemayexperiencesymptomswithinsecondstohoursofexposuresuchasrunny

nose,blurredvision,excessivesweating,chesttightness,rapidbreathing,confusion,headache,ornausea.
■ Exposuretolargedosesbyanyroutemayresultinlossofconsciousness,convulsions,paralysis,orrespiratoryfailure

possiblyleadingtodeath.

Antidotesareavailable.
■ Treatmentconsistsofremoving[insertchemicalagentname]fromthebodyassoonaspossibleandprovidingsupportive

medicalcareinahospitalsetting.
■ Antidotesareavailablefor[insertchemicalagentname].
■ Theyaremostusefulifgivenassoonaspossibleafterexposure.

Mildormoderatelyexposedpeopleusuallyrecovercompletely.
■ Thesetypesofchemicalagentshavenotbeenassociatedwithneurologicalproblemslastingmorethanonetotwoweeks

aftertheexposure.
■ Severelyexposedpeoplearenotlikelytosurvive.

NOTE:Amessagemapforeachagentcanbepreparedregardingsymptoms,treatment,andotherhealtheffects.CDCfact
sheets,athttp://www.bt.cdc.gov/agent/,providethehealtheffectsforvariousspecificagents.
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Scenario2:HypotheticalPhysical
Attack—BombExplosion
SummaryofScenario:Aterroristgroupdrivesasuicide
truckbombdirectlythroughsecurityfencingsurrounding
thewatertreatmentplant.Thetruckbombdetonatesupon
impact,causingsignificantdamageandrupturingchlorine
gascanisterswithintheplant,causingachlorineleak.The
incidentisattheconfirmedstage.

HypotheticalPhysicalAttackQuestions
(alphabeticalorder)

Referalsotothelistof77mostfrequentlyaskedquestionsin
Section2ofthisreport.

Areanyotherwatersystemsimpacted?

Arepeopleintheimpactedareassafe?

Canpeoplehavecontactwiththewater?

Canpeopleusethewaterfordrinking?

Canpeopleusethewaterforwashing,bathing,irrigation,
andotherpurposes?

Couldthishavebeenpreventedfromhappening?

Dopeopleneedpotassiumiodidetablets?

Dopeopleneedtowashtheirpets’fur?

Hasanyonedied?

Haveyoucalledforassistance?

Haveyousampledthewater?

Howcanpeoplegetmoreinformation?

Howdidtheattackersdoit?

Howlargeanareahasbeenaffected?

Howlongwillpeoplebewithoutwater?

Howmanypeopleareatrisk?

Howmuchwillitcosttofix?

Howwillapersonknowiftheyhavebeenexposed?

Howwilllow-incomepeoplegetbottledwater?

Howwillpeoplewhoaresickordisabledgetbottledwater?

Howwillyoucleanupthewater?

Howwillyoudealwithcontaminationinpeople’sappliances
(waterheateroricemaker)?

Howwillyoudealwithcontaminationinpeople’splumbing
systems?

Isanyonesick?

Isbottledwateravailable?

Isthesituationundercontrol?

Isthereenoughbottledwater?

Isthisanisolatedincident?

Shouldpeopleevacuateorstayinside?

Whataboutpeoplewhoalreadydrankthewater?

Whataboutpeoplewhoalreadyusedthewaterforother
purposes?

Whatarethealternatesourcesofwater?

Whatarethedangersforthoseclosetothesceneofthe
incident?

Whatarethedangersofthechlorinerelease?

Whatarethedangerstovulnerablepopulations,suchas
theelderly,children,pregnantwomen,andthosewithweak
immunesystems?

Whatarethelong-termeffectsofexposuretochlorine?

Whatarethepossiblehealtheffectsofexposurefollowing
thebombexplosion?

Whatarethesampleanalysisresults?

Whatarethesymptomsofexposuretochlorine?

Whatareyoudoingaboutthebombexplosionatthewater
treatmentplantrightnow?

Whatareyoudoingtofixthewatersystem?

Whatareyoudoingtoprotectourwater?

Whatdopeopleneedtoknowaboutthisincidentasitrelates
toourwatersupply?

Whatdopeopleneedtoknowanddoinordertoprotect
themselvesfromcontaminatedwater?

Whatdoyouwantpeopletodonowaboutthechlorinegas
release?

Whathappened?

Whatimpactwillthishaveonpeople’splumbingsystems?

Whatisthedangerofbeingexposedtothechlorine?

Whatisthedangerofbreathingtheair?

Whatisthedangerofdrinkingthewater?

Whatisthedangerofusingthewaterforotherpurposes?

Whatisthestateofthetreatmentplant?

Whatistheworstcase–howbadcouldthingsget?

Whatprecautionsshouldresponderstaketobesafe?

Whatshouldpeopledotoprotectthemselvesfromthe
chlorinerelease?

Whatshouldpeopledowhoarelocateddownwindofthe
cloud?

Whatshouldpeopledowhoareunabletoevacuate?

Whenwillthesituationbebroughtbacktonormal?

Whenwillthewaterbesafetouse?

Wherecanpeoplegetsafewater?

Wheredopeoplegetalternatesourcesofwater?

Whichwayisthechlorinecloudgoing?

Whocausedtheincident?

Whoisatthegreatestrisk?

Whoistoblame?
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Whowillpaythecosts?

Whydidtheydoit?

Whyshouldwebelieveyou?

Willhometreatmentdeviceswork?

Willpeoplegetsickordie?

Willthecloudresiduethatfallsinmyyardbedangerous?

Willwaterbillsgoup?

Willyoubeabletosupplywatertoemergencyservices,
hospitals,nursinghomes,andothercriticalfacilities?

MessageMaps

Forthisscenario,workshopparticipantsdevelopedmapsforthe
followingquestions(seemapsbelowandonfollowingpages):

1. Whatdopeopleneedtoknowaboutthisincidentasit
relatestothewatersupply?
2. Whatareyoudoingaboutthebombexplosionatthewater
treatmentplantrightnow?
3. Whatareyoudoingtofixthewatersystem?
4. Howlongwillwebewithoutwater?
5. Whatisthestateofthewatertreatmentplant?
6. Isthesituationundercontrol?
7. Willyoubeabletosupplywatertoemergencyservices,
hospitals,nursinghomes,andothercriticalfacilities?
8. Whatdoyouwantpeopletodonowaboutthechlorine
gasrelease?
9. Whatarethepossiblehealtheffectsofexposure
tochlorine?
10. Whatdopeopleneedtoknowanddotoprotect
themselvesfromcontaminatedwater?

PhysicalAttackMessageMap1

Audience/Stakeholder:Public/Media
Spokesperson:WaterUtility,CityManager,and/orMayor
StageofCrisis:__Possible__CredibleXConfirmed__Remediation/Recoveryrmedrmed

Question:Whatdopeopleneedtoknowaboutthisincidentasitrelatestothewatersupply?

Therehasbeenabombattackatthe[insertname]treatmentplantlocatedat[insertlocation].
■ Therewerecasualtiesasaresultoftheattackandwewillprovidemoreinformationwhenwehaveit.
■ Theplanthasbeenheavilydamagedandwillbeinoperableforanunspecifiedperiodoftime.
■ Theexplosioncausedachlorineleakaffectinganareaofthecity[defineboundaries].

Weaskyounottousethewateratthistime.
■ Thewatercouldbecontaminated,sopeopleshouldnotdrinkthewater.
■ Thelossofthetreatmentplantmeanstheonlysupplysourceforourcityisnotavailable.
■ Weneedtoconservewaternowinthesystemforemergencies—suchasfirefighting.

Wewillprovideinformationassoonaspossibleonthedistributionofemergencywatersupplies.
■ Wehavecontingencyplanstoestablishemergencywatersuppliesfortheentireaffectedarea.
■ PeopleshouldstaytunedtoradioorTVforinformationonwherewaterwillbesupplied.
■ Wewillcontinuetokeeppeopleinformedthroughthemedia.

XConfiXConfi

PhysicalAttackMessageMap2

Audience/Stakeholder:Public/Media
Spokesperson:WaterUtility,CityManager,and/orMayor
StageofCrisis:__Possible__CredibleXConfirmed__Remediation/Recovery

Question:Whatareyoudoingaboutthebombexplosionatthewatertreatmentplantrightnow?

Wearecoordinatingseveralactivitiestoassesstheimpact,restoreservice,andprovidesafealternativ
drinkingwater.

■ Becauseoftheattack,thewatermaybeunsafetodrinkorusesopeopleshouldonlyusealternativewatersupplies.
■ Werecommendthatpeopleavoiddrinkingandusingthewateruntilfurthernotice.
■ Weneedtoconservewaternowinthesystemforemergencies—suchasfirefighting.

Teamsspecializedinhandlinghazardousmaterialsareassessingthedamage.
■ Thetreatmentplantandsurroundingareahavebeenisolated.
■ Thetreatmentplanthasbeenshutdown.
■ Watersupplylinesandotherfacilitiesarebeinginspected.

Wearecurrentlymakingarrangementsforalternatedrinkingwatersupplies.
■ Freebottledwaterwillbeprovidedatvariouslocationsthroughouttheimpactedareastartingthisafternoon.
■ Pleasecall[insertnumber]orvisittheWebsiteat[insertWebaddress]fordistributionsitelocations.
■ Additionalpublicannouncementswillbemadeasmoreinformationbecomesavailable.

e
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PhysicalAttackMessageMap3

Audience/Stakeholder:Public/Media
Spokesperson:WaterUtilityand/orCityManagerorMayor
StageofCrisis:__Possible__CredibleXConfirmed__Remediation/Recoveryrmedrmed

Question:Whatareyoudoingtofixthewatersystem?

Weareassessingtheblastdamagetothesysteminordertobeginrepair.
■ Somepartsareclearlydestroyed.
■ Somepartsofthetreatmentplantmaybedamagedbeyonduse.
■ Muchmaybeuseable.

Wearedeterminingwhetherthedistributionsystemhasbeencontaminated.
■ Wearetestingwaterinthedistributionsystemandstoragetanks.
■ Wewillhaveresultsformostthingsinacoupleofdays.
■ Wewilltellyoumoreassoonasweknow.

Wearecoordinatingresponseeffortswiththeemergencyoperationscenter.
■ Technicalexpertsareonsiteandinthefieldtodeterminethescopeofimpact.
■ Afteraninitialdeterminationofimpact,wewillimplementaplanofaction.
■ Local,state,andfederalexpertscontinuetoactivelyworkonasolutiontotheproblem.

XConfiXConfi

PhysicalAttackMessageMap4

Audience/Stakeholder:Public/Media
Spokesperson:WaterUtility,CityManager,Mayor,and/orEMADirector
StageofCrisis:__Possible__CredibleXConfirmed__Remediation/RecoveryrmedrmedXConfiXConfi

Question:Howlongwillpeoplebewithoutwater?

Crewsareworkingveryhardtodeterminetheextentofdamagetoquicklyandsafelyrestorewaterservice.
■ Local,state,andfederalteamsareinthefieldactivelyinspectingandassessingthesystem.
■ Thisisanongoinginspectionandwillcontinueuntilthesystemisfullyrestored.
■ Wewillprovideanupdateonwaterrestorationat[inserttime]thisafternoon.

Drinkingwaterisbeingsuppliedatdesignatedsitesintheaffectedarea.
■ Wehaveacoordinatedefforttoprovidedrinkingwatertoservethoseaffected.
■ Waterisavailableatpointsofdistributionaslistedon[insertWebsite]andannouncedonradioandTV.
■ Pleasecall[insert800-number]foradditionalinformation.

Drinkingwaterwillbeprovideduntiltheproblemcanberesolved.
■ Peopleshouldavoiddrinkingandusingtapwateruntilfurthernoticetopreventcontamination.
■ Peopleshouldonlyusealternativewatersuppliesforalluses.
■ Peopleshouldusealternativewatersuppliesforpets.
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PhysicalAttackMessageMap5

Audience/Stakeholder:Public/Media
Spokesperson:WaterUtility,CityManager,and/orMayor
StageofCrisis:__Possible__CredibleXConfirmed__Remediation/Recovery

Question:Whatisthestateofthewatertreatmentplant?

Thewatertreatmentplantiscurrentlyinoperable.
■ Weareworkingtodeterminewhenwecansafelyre-entertheplanttoassessdamage.
■ Lawenforcementhasconfirmedthatatruckbombcausedthedamage.
■ Chlorinegascanisterswithintheplantrupturedandhaveleakedchlorine.

Local,state,andfederalteamsareinthefieldactivelyinspectingandassessingthesystem.
■ Theseteamsareworkingveryhardtodeterminetheextentofdamageandquicklyandsafelyrestorewaterservice.
■ Thisisanongoinginspectionandwillcontinueuntilthesystemisfullyrestored.
■ Wewillprovideanupdateonthestatusofthewatertreatmentplantat[inserttime]thisafternoon.

Sincethewaterisnolongerbeingtreated,itmaybecontaminated.
■ Weareaskingthepublicnottodrinkthewater.
■ Thisincludesanywaterremaininginwaterpipesorfaucets.
■ The“donotuseorder”willremainineffectuntiltestsconfirmthatthewaterissafetouse.

PhysicalAttackMessageMap6

Audience/Stakeholder:Public/Media
Spokesperson:WaterUtility,CityManager,EMADirector,and/orMayor
StageofCrisis:__Possible__CredibleXConfirmed__Remediation/RecoveryrmedrmedXConfiXConfi

Question:Isthesituationundercontrol?

Emergencyresponseplansatthelocal,state,andfederallevelsareineffect.
■ Ouremergencyresponseplancontainsproceduresforrespondingtoabombattack.
■ Weareworkingcloselywithouremergencyresponsepartners,includinglawenforcementandpublichealth.
■ Anemergencyoperationscenterhasbeenopenedtobettercoordinateresourcesandresponseefforts.

Weareconductinganassessmenttodeterminetheimpact.
■ Wearecheckingtanksandwaterlinesfordamageandcontamination.
■ Wearetakingwatersamplesatpointsthroughoutthesystemtotestforpossiblecontamination.
■ Weexpecttohaveadditionalinformationtosharewithyouinthenextfewhours.

Weareworkingtoprovidewatertoourcustomers.
■ Currentsuppliesofbottledwaterwillbedistributedat[insertlocations].
■ Additionalsuppliesofbottledwaterareenroutefromotherlocations.
■ Theplanforprovidingemergencysuppliesforcriticalfacilities,suchashospitals,hasbeenactivated.
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PhysicalAttackMessageMap7

Audience/Stakeholder:Public/Media
Spokesperson:Fire,CityManager,Mayor,EMADirector,and/orPolice
StageofCrisis:__Possible__CredibleXConfirmed__Remediation/Recovery

Question:Willyoubeabletosupplywatertoemergencyservices,hospitals,nursinghomes,andothercriticalfacilities?

Wearesupportingcriticalfacilitiesthatprovidebasicemergencyservices.
■ Wehavenotifiedschools,daycarecenters,andothercriticalfacilities.
■ Wehavenotifiedfoodmanufacturingfacilities.
■ Wehavenotifiedhospitals,nursinghomes,andotherhealthcarefacilities.

Wehaveworkedwithhospitalstoprepareforwateremergencies.
■ Hospitalsinourareamaintainaback-upwatersupply.
■ Hospitalsarecurrentlyusingtheseback-upwatersupplies.
■ Whenwaterserviceisbeingrestored,hospitalswillhavehighpriority.

WehaveactivatedtheStateFireResponsePlantoimmediatelyrequestneededemergencyresources.
■ Pumpstationsshouldbeabletoprovideenoughwaterforfirefighting.
■ Thefiredepartmenthascontingencyplanstohandlelossofwatersupply.
■ Specialistteamsareassessingthecontaminationriskofusingthewatertofightfires.

PhysicalAttackMessageMap8

Audience/Stakeholder:Public/Media
Spokesperson:Fire,CityManager,Mayor,EMADirector,and/orPolice
StageofCrisis:__Possible__CredibleXConfirmed__Remediation/RecoveryrmedrmedXConfiXConfi

Question:Whatdoyouwantpeopletodonowaboutthechlorinegasrelease?

Thechlorinereleasehasbeenstopped.
■ Thebombdamagetothechlorinecanisterswasnotextensive.
■ Thechlorinegasreleasedwaseasytotrackbecauseofthecolorandodor.
■ Ourbestinformationavailableindicatesthatthechlorinegashasdispersedtoinsignificantlevels.

Thechlorinereleaseaffectedonlyasmallportionofthecommunity[usemaptoshowboundaries].
■ Theaffectedpopulationhasbeenadvisedtostayinside.
■ Emergencyresponsepersonnelcontinuetoadviseresidents.
■ Thegasreleasewillhavenolastingeffectsontheimpactedarea.

Thoseintheareaofthereleaseshouldremainindoors.
■ Weareaskingresidentsinthe[identifyarea]areatoremainindoorsforalittlelonger.
■ Wewillmakeanannouncementwhenitissafeforresidentsinthisareatogooutdoorsagain.
■ Ifadditionalinformationisneeded,pleasecontacttheemergencyhotlineat[insertnumber].
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PhysicalAttackMessageMap9

Audience/Stakeholder:Public/Media
Spokesperson:PublicHealth
StageofCrisis:__Possible__CredibleXConfirmed__Remediation/Recovery

Question:Whatarethepossiblehealtheffectsofexposuretochlorine?

Theextentofhealtheffectsdependsontheextentofexposure.
■ Symptomsincludecoughing,chesttightness,blurredvision,nausea,orblistersontheskin.
■ Othersymptomsaredifficultybreathingorfluidinthelungs.
■ Havingsymptomsdoesnotnecessarilymeanthatapersonhasbeenexposed.

Noantidoteexistsforchlorineexposure.
■ Treatmentconsistsofremovingthechlorinefromthebodyassoonaspossibleandprovidingsupportivemedicalcareina

hospitalsetting.

Long-termhealtheffectsrarelyoccur.
■ Long-termcomplicationsfromchlorineexposurearenotfoundinpeoplewhosurviveasuddenexposure.
■ However,insomecases,complicationssuchaspneumoniamayoccurduringtherapy.
■ Chronicbronchitismaydevelopinpeoplewhodeveloppneumoniaduringtherapy.

PhysicalAttackMessageMap10

Audience/Stakeholder:Public/Media
Spokesperson:Fire,CityManager,Mayor,EMADirector,PublicHealth,and/orPolice
StageofCrisis:__Possible__CredibleXConfirmed__Remediation/Recoveryrmedrmed

Question:Whatdopeopleneedtoknowanddotoprotectthemselvesfromcontaminatedwater?

Peopleshouldusealternativewatersuppliesuntilfurthernotice.
■ Donotdrinkthewateruntilfurthernotice.
■ Avoidusingwaterforpets,laundry,bathing,andotherhouseholdpurposesuntilfurthernotice.
■ Avoidusingwaterforwashingcars,wateringlawns,orotheroutdoorpurposesuntilfurthernotice.

Samplesarebeinganalyzedtodetermineifthewaterhasbeenaffected.
■ Wewillcontinuetocollectandtestwatersamples.
■ Wewillhaveresultsfromthelatestroundoftestsavailableat[inserttime].
■ Wewillprovideanupdateatournextscheduledbriefingat[inserttimeandplace].

Ifyouhavehealthconcerns,contactyourhealthcareprovider.
■ Urinesamplingcanshowwhetheryouhavebeencontaminated.
■ Yourhealthcareprovidercanadviseyouabouturinesampling.
■ AdditionalinformationispostedonourWebsiteat[insertWebaddress],orcallthehotlineat[insertnumber].

XConfiXConfi
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Scenario3:HypotheticalCredibleThreat
SummaryofScenario:Thewaterutilityreceivedathreat
noteindicatingthatterroristshadcontaminatedthewater.The
notedoesnotspecifytheriskagent,time,orexactlocation.
Lawenforcementhas,however,identifiedthethreatas
“credibleandpossible.”Theincidenthasnotbeenconfirmed
asanactualattackatthispoint.

HypotheticalCredibleThreatQuestions
(alphabeticalorder)

Referalsotothelistof77mostfrequentlyaskedquestionsin
Section2ofthisreport.

Arepeopleindanger?

Arethereplanstoturnoffthewater?

Areyoutestingforeverythingthatcouldcauseharm?

Canpeopleusethewater?

Canyouconfirmthattherehasbeenathreattothe
watersupply?

Dopeopleneedtobuybottledwater?

Dothepolicehaveanyleads?

Doyouhavein-linemonitoring?Whatdoesitshow?

Doyouthinkthethreatisreal?

Haveanyothersystemsreceivedsimilarnotes?

Havetherebeenanyreportsofanyunusualpatterns
ofsickness?

Havetherebeenanysimilarthreatstootherwatersystems?
Ifso,whathappened?

Haveyouactivatedyouremergencyresponseplan?Ifnot,
whynot?

Haveyouaddedextrasecurity?

Haveyoucalledforassistance?

HaveyoucalledintheFBI?

Haveyouhadanyunusualevents?

Haveyounotifiedcriticalinstitutions,suchashospitals,
schools,andnursinghomes?

Haveyousampledthewater?

Haveyoutestedthesystem?

Haveyourfacilitiesbeenshutdown?

Howareyourespondingtothethreat?

Howcanpeopleprotectthemselves?

Howcanyoutellifthesystemhasbeencompromised?

Howeffectiveisyoursecurity?

Howsureareyouthatthewaterissaferightnow?

Howwasthethreatmade(e.g.,letterorcall)?

Howwillpeopleknowiftheirwateriscontaminated?

Howwillyoualertthepublicifyoufindsomething
iswrong?

Howwillyouknowwhenorifanattackhasoccurred?

Ifapersonfeelsill,whoshouldtheycontact?

Isitacrediblethreat?Ifso,whatmakesitcredible?

Isthewatersaferightnow?

Isthereanyevidencethewatersystemhasbeen
compromised?

Isthereanythingelsepeopleshouldknow?

Shouldpeopleboilthewater?

Shouldpeoplestopusingthewater?

Shouldthepublicbeafraid?

Wasthethreatdirectedspecificallyatthewatersystem?

Wasthethreatspecificastothenatureofharm?

Whatarethemostlikelyplacesforanattack?

Whataretheresultsfromyourpreliminarytests?

Whatareyoudoingnowtoensurethatthewaterissafe?

Whatareyoudoingtoinformthepublic?

Whatareyoutellingyourownfamily?

Whatcanthepublicdotohelp?

Whatcanyoutellusaboutthesafetyofthewatersystem
rightnow?

Whatcanyoutellusaboutthethreattothewatersupply?

Whatcontaminantsareyoulookingforinyoursampling?

Whatexactlydidthenotesay?

Whathaveyoulearnedfrompreviousthreatssuchasthis?

Whatisthenatureofthethreat?

Whatistheworstcasescenario?

Whatotheragenciesareinvolved?

Whatwillyourresponsebeifthethreatisreal?

Whendidlawenforcementlearnofthethreat?

Whenwereyounotifiedofthethreat?

Wherewasthenotefound?

Whomadethethreat?

Who’sincharge?

Whyisourwatersystemsovulnerabletothistypeofthreat?
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CredibleThreatMessageMap1

Audience/Stakeholder:Public/Media
Spokesperson:WaterUtility
StageofCrisis:__PossibleXCredible__Confirmed__Remediation/Recovery

Question:Whatcanyoutellusaboutthethreattothewatersupply?

Awrittennotewasreceivedthreateningthewatersupplyandlawenforcementbelievesthethreattobe
credible.

■ Thewrittenthreatwasreceivedthismorninginthewaterutility’snormalmaildelivery.
■ Thewritersofthenotethreatenedtocontaminatethewatersystem,butdidnotspecifywhereorwhatkindofcontaminant

wouldbeused.
■ Wehaveinitiatedourthreatresponseproceduresandprotocols.

Wehaveimplementedouremergencyresponseplan.
■ Weimmediatelycontactedlocallawenforcementafterwereceivedthisthreat.
■ Weareinformedbythepolicethattheybelievethisthreatiscredibleandneedstobeaddressed.
■ Theyarecurrentlyconductinganinvestigationtodeterminewhomayhavesentthisnote.

Atthistime,wehavenotdetectedanycontamination.
■ Weareinspectingfacilitiesforbreachesandmonitoringforcontaminationwithinthesystem.
■ Wearecollectinginformationtodetermineanywatersystemimpacts.
■ Wewillprovidemoreinformationasitbecomesavailable.

CredibleThreatMessageMap2


Audience/Stakeholder:Public/Media
Spokesperson:WaterUtility
StageofCrisis:__PossibleXCredible__Confirmed__Remediation/Recovery

Question:Whatcanyoutellusaboutthesafetyofthewatersystemrightnow?

Thethreatisconsideredcredible.
■ Weimmediatelyactivatedouremergencyresponseplan.
■ Weareworkingcloselywithlawenforcement,thehealthdepartment,emergencyresponseorganizations,andlocal

officials.
■ Weareincommunicationwithcriticalinstitutions,includinghospitals,schools,andnursinghomes.

Weareinvestigatingthesituationwiththesupportofpartneragencies.
■ Wehaveincreasedsecurityatkeylocationsbyworkingwithlocallawenforcement.
■ Wewillprovidethemediaupdatesasinformationbecomesavailable.
■ Weareaskingthepublicfortheirassistancebyreportinganysuspiciousactivitiestolawenforcementauthoritiesat

[inserttelephonenumber].

Ourinitialinspectionindicatesthatthesystemissecure.
■ Wehaveinspectedthewatertreatmentplant,pumpstations,andtanks.
■ Watersampleshavebeentestedfromthroughoutthesystem.
■ Wewillcontinuetoconductinspectionsandtakesamples.

MessageMaps

Forthisscenario,workshopparticipantsdevelopedmessage
mapsforthefollowingquestions(seemapsbelowandon
followingpages):

1. Whatcanyoutellusaboutthethreattothewatersupply?
2. Whatcanyoutellusaboutthesafetyofthewatersystem
rightnow?

3. Howwillyouknowwhenorifanattackhasoccurred?
4. Whatwillyourresponsebeifthethreatisrealto
thewater?
5. Howareyourespondingtothethreat?
6. Whatareyoudoingnowtoensurethatthewaterissafe?
7. Whyisourwatersystemsovulnerabletothistype
ofthreat?
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CredibleThreatMessageMap4

Audience/Stakeholder:Public/Media
Spokesperson:WaterUtility
StageofCrisis:__PossibleXCredible__Confirmed__Remediation/Recovery

Question:Whatwillyourresponsebeifthethreatisrealtothewater?

Protectingpublichealthisourtoppriority,sowetakeallcrediblethreatsseriously.
■ Weareworkingcloselywithourpartnersinpublichealth.
■ Weareworkingcloselywithourpartnersinlawenforcement.
■ Weareworkingcloselywithcriticalinstitutions,includingthefiredepartment,hospitals,andschools.

Wehavealreadyactivatedouremergencyresponseplan.
■ Weareworkingwithlocal,state,andfederalemergencyresponseagencies.
■ Wehavealertedagenciesthathavealternativesourcesofwateraboutthesituation.
■ Utilitypersonnelhavebeenplacedonalert.

Waterusemayberestricted.
■ Bottleddrinkingwaterwillbesuppliedifneeded.
■ Waterwillbeavailableatdesignateddistributionsites.
■ PeoplecanobtainadditionalinformationfromourWebsite[insertWebsite]ortoll-freenumber[insertnumber].

CredibleThreatMessageMap3

Audience/Stakeholder:Public/Media
Spokesperson:WaterUtility
StageofCrisis:__PossibleXCredible__Confirmed__Remediation/Recovery

Question:Howwillyouknowwhenorifanattackhasoccurred?

Hopefully,wewillbeabletopreventorminimizetheimpactofanattack.
■ Wehavesecuritypersonnelpatrollingoursystem.
■ Wehavealertedthepublictobevigilantandreportsuspiciousactivities.
■ LawenforcementandtheFBIarefollowingthethreatleads.

Wehaveongoingwaterqualitytestingthroughoutoursystem.
■ Weareusinganumberofmicrobiologicaltestsforharmfulbiologicalagents.
■ Weareconductingbroadtestingforchemicalcontaminantsandotherindicators.
■ Wehavelaboratoriesonstandbytoanalyzeanythingunusualwediscover.

Wearecloselymonitoringoperations.
■ Wearelookingforunusualchangesinthingswenormallymonitor,suchasdissolvedoxygenlevels.
■ Wearetrackingdisinfectionandotherdistributionsystemwaterqualitymarkers.
■ Wehavealsoincreasedlevelsofdisinfectantsasanadditionalprotection.
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CredibleThreatMessageMap5

Audience/Stakeholder:Public/Media
Spokesperson:WaterUtility
StageofCrisis:__PossibleXCredible__Confirmed__Remediation/Recovery

Question:Howareyourespondingtothethreat?

Wehavetakenallreasonablemeasurestoensurethesafetyofthewatersystem.
■ Ourstaffistrainedandhaspracticedapplyingsecuritymeasures.
■ Forsecurityreasons,specificmeasureswehavetakenmustremainconfidential.
■ Weareconductingsecurityactivitiesjointlywithlawenforcementatthelocal,state,andfederallevels.

Initialtestingshowsnosignsofcontamination.
■ Ourstaffiswelltrainedinconductinginspectionsandmonitoring.
■ Ourstaffiswelltrainedintakingwatersamples.
■ Sampleshavebeensenttostateandfederallaboratoriesforadditionaltesting.

Wewillcontinuallymonitorthesafetyofthesystem.
■ Wehaveaskedhospitalstobealertforunusualpatternsofillness.
■ Wehaveaskedourpartnersinpublichealthtobealertforunusualpatternsofillness.
■ Wehaveaskedourpartnersinlawenforcementtoprovideadditionalsecurity.

CredibleThreatMessageMap6

Audience/Stakeholder:Public/Media
Spokesperson:WaterUtility
StageofCrisis:__PossibleXCredible__Confirmed__Remediation/Recovery

Question:Whatareyoudoingnowtoensurethatthewaterissafe?

Atthistime,wehavenoevidencethatanyeventhasoccurred.
■ Lawenforcementbelievesthatthethreatiscredible.
■ Wetakeanythreattothewatersystemseriously.
■ Theinvestigationisongoing.

Wehaveactivatedouremergencyresponseplan.
■ Aspartofouremergencyresponseplan,wearecollaboratingwithemergencyresponseagencies.
■ Weareworkingcloselywithotherlocalandstateofficials,includingpublichealth.
■ Wehavealertedagenciesthatsupplyemergencywatersupplies,emergencyanalyticalstaff,andlaboratories.

Wehaveincreasedourinspection,monitoring,andsamplingactivities.
■ Wehaveelevatedoursecuritylevel.
■ Weareconductingadditionalinspection,monitoring,andsamplingactivities.
■ Weencouragepeopletoreportanysuspiciousactivitybycalling[insertnumber].



3-16

CredibleThreatMessageMap7

Audience/Stakeholder:Public/Media
Spokesperson:WaterUtility
StageofCrisis:__PossibleXCredible__Confirmed__Remediation/Recovery

Question:Whyisourwatersystemsovulnerabletothistypeofthreat?

Oursystemhashundredsofmilesofpipelineandthousandsofconnections.
■ Thewaterutilitysupplieswaterto[insertnames]Countiesin[insertstate]and[insertnames]Countiesin[insertstate].
■ Inordertoprovideservicetothisarea,therearenumerousconnectionstothesystem.
■ Theseconnectionsincludesuchthingsashydrants,watermeters,andtransmissionlines.

Wehaveacomprehensiveemergencyresponseplanforhandlingcrisisevents.
■ Weconductdrillsandexercisesonaregularbasistotestouremergencyresponseplan.
■ Wepartnerwithlocalofficialsinmonitoringandsampling.
■ Ourplanwillremainactivateduntilthethreathasbeencleared.

Sincetheattacksof9/11,wehaveworkedvigorouslytoenhancesystemsecurity.
■ Wehaveinspection,monitoring,sampling,andtestingprogramstoprotectthesystem.
■ Weworkcloselywiththepoliceandhaveanactiveneighborhoodwaterwatchprogram.
■ Ouremployeesgothroughextensivetrainingforvarioussecurityscenarios.
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Scenario4:HypotheticalPowerLoss
Incident
SummaryofScenario:Therehasbeenalossofpower,due
toamajorstorm,thathasimpactedthewaterdistribution
systemforawaterutility.Halfofthewaterutility’spumps
arecurrentlyrunningonback-uppowerandtheremaining
pumpstationsweredamagedordestroyedbythestormand
areinoperable.Thepowerutilityestimatesaminimumofthree
daysbeforepowerwillberestored.Back-upgeneratorswill
providepowerforapproximately36hours.Theincidentisat
theconfirmedstage.

HypotheticalPowerLossQuestions
(alphabeticalorder)

Referalsotothelistof77mostfrequentlyaskedquestionsin
Section2ofthisreport.

Areotherlocalutilities(powerandwater)helping?

Canwaterbebroughtinfromothercommunities?

Canyouguaranteethatnormalwaterservicewillresume
oncethepowercomesbackon?

Couldyoudomoretohelpthesituation?

Hasanyofthewaterbeencontaminated?

Hasthepowerutilityisolatedthesource(s)oftheproblem?

Haveyoupreparedfortheworst-casescenario?

Howcouldyouhavepreventedthiseffectonthe
distributionsystem?

Howdopeopleknowiftheirareaisaffected?

Howdoyouknowthewaterissafetodrink?

Howlongcanthewaterutilityprovidewaterusingtheback-
upgenerators?

Howlonguntilthepumpstationsarerepaired?

Howmuchdamagetothewatersystemdoyouexpect?

Howwillthedamagedroadsimpactyourrepairefforts?

Howwillyouknowthewaterissafewhenthepowercomes
backon?

Isitsafetodrink,cook,andbathe?

Theweatherisstillbad;whathappensifwegethitby
anotherstorm?

Wasanyoneharmed?

Whatdoesvoluntaryconservationmean?

Whathappensifthepowerisnotbackupin
[insertnumber]days?

Whatifyouneedgeneratorpowerforlongerthan[insert
number]hours?

Whatisthewaterutilitydoingtoaddressthisproblem?

Whatistheworst-casescenario?

Whatprecautionsshouldpeopletakewiththewaterduring
thepoweroutage?

Whatshouldpeopleknowaboutthesituationregardingthe
watersupply?

Whatwasthecauseofthepoweroutage?

Whatwillyoudotobetterprepareforeventsofthisnature
inthefuture?

Whenwereyounotifiedsomethinghappened?

Whowillprovidewaterandhowwillitbedistributed?

Whyareyoumandatingconservation?

Whydoesn’ttheutilityhavemorethan[insertnumberof
hours]supplyofpower?

Willpeople’swaterbillsincrease?

MessageMaps

Forthisscenario,workshopparticipantsdevelopedmessage
mapsforthefollowingquestions(seemapsonthefollowing
pages):

1. Howlongcanthewaterutilityprovidewaterusingthe
back-upgenerators?
2. Canwaterbebroughtinfromothercommunities?
3. Haveyoupreparedfortheworst-casescenario?
4. Canyouguaranteenormalwaterservicewillresume
whenpowercomesbackon?
5. Whatshouldpeopleknowaboutthesituationregarding
thewatersupply?
6. Whatisthewaterutilitydoingtoaddresstheproblem?
7. Whyareyoumandatingconservation?
8. Whatcanyoutellusaboutthesituation?
9. Howwillyouknowthewaterissafewhenthepower
comesbackon?
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PowerLossMessageMap1

Audience/Stakeholder:Public/Media
Spokesperson:WaterUtility,CityManager,Mayor,and/orEMADirector
StageofCrisis:__Possible__CredibleXConfirmed__Remediation/Recoveryrmedrmed

Question:Howlongcanthewaterutilityprovidewaterusingtheback-upgenerators?

Ourgeneratorswillenableustoprovidewaterfor36hours.
■ Ourgeneratorsarefunctioningproperly.
■ Ourgeneratorsaredesignedtoprovideback-uppowerifthereisapoweroutage.
■ Wecanoperateat100percentcapacityusingourgenerators.

Wewillresumenormaloperationswhenfullpowerisrestored.
■ Treatedwaterwillbeavailablesoonafterpowerisrestored.
■ Wewilluseallavailableresourcestoresumeoperationsasquicklyaspossible.
■ Waterwillbesafetodrinkwhennormaloperationsresume.

Peoplecanhelpbyconservingwater.
■ Conservationeffortswillhelpextendthetimewaterisavailable.
■ Peopleshouldnotstorewateruntilthesystemisbacktonormal.
■ Peopleshouldstaytunedtolocalradiostationsforupdates.

XConfiXConfi

PowerLossMessageMap2

Audience/Stakeholder:Public/Media
Spokesperson:WaterUtility,CityManager,Mayor,and/orEMADirector
StageofCrisis:__Possible__CredibleXConfirmed__Remediation/Recovery

Question:Canwaterbebroughtinfromothercommunities?

Weareincontactwithnearbywaterutilities.
■ Weareconductinganinventoryofwateravailablefromothersources.
■ Wearereviewingvariouswatertransportationoptions.
■ Wearereviewingvariouswaterstorageoptions.

Thestatehealthdepartmentishelpinginthiseffort.
■ Wehaveastatehealthofficialonsiteattheutility.
■ Thestatehealthdepartmenthasprovidedusadditionalresources.
■ Wearejointlyreviewingthestateemergencyplanincaseofneed.

Weexpecttohavereservewateron-sitewithin[inserttime].
■ [insertnumber]watertankersarecurrentlyontheirwayfrom[insertlocationandsupplier].
■ Weareidentifyinglocationstodistributewatertoourcustomers.
■ [Insertnumber]morewatertankersareontheway.
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PowerLossMessageMap3

Audience/Stakeholder:Public/Media
Spokesperson:WaterUtility,CityManager,and/orMayor
StageofCrisis:__Possible__CredibleXConfirmed__Remediation/Recoveryrmedrmed

Question:Haveyoupreparedfortheworst-casescenario?

Ourback-upsystemisdesignedtoprovidesafewaterfor[inserttimeperiod].
■ Wearecommittedtoprovidingsafewatertothecommunity.
■ Weareabletoprovidewaterfromseveralsources.
■ Throughconservationandcooperation,theeffectsofthepoweroutagecanbeminimized.

Weareevaluatingtheneedforadditionalresources.
■ Weareworkingwithotheragenciestomaintainwaterservicetoourcustomers.
■ Weareactivatingourownreserveresources.
■ Aspecialtaskforceisdeterminingifadditionalresourcesareneeded.

State,regional,andfederalsupportisavailableifneeded.
■ Wehavecooperativeagreementswithotheragenciestohelpintimesofneed.
■ Wehavemadearrangementstoreceivesupportfromotherorganizations.

XConfiXConfi

PowerLossMessageMap4

Audience/Stakeholder:Public/Media
Spokesperson:WaterUtility,CityManager,Mayor,and/orEMADirector
StageofCrisis:__Possible__CredibleXConfirmed__Remediation/Recoveryrmedrmed

Question:Canyouguaranteenormalwaterservicewillresumewhenpowercomesbackon?

Waterserviceisdependentuponelectricity.
■ Allavailableresourceshavebeencommittedtotherecoveryeffort.
■ Back-upgeneratorswilloperatefor[inserttime].
■ Wehavepartnershipagreementswithotherutilitiestoprovidereservewaterifneeded.

Weareworkingtominimizeimpactsonourcustomers.
■ Wehaverequestedthatourcustomersconservewaterasmuchaspossible.
■ Weareworkingwiththelocalandstatehealthdepartmentstomakesurehospitalsandfacilitieshavethewatertheyneed.
■ Wearecoordinatingoureffortswiththefiredepartmenttoensurethatfireprotectionismaintained.

Normalwaterserviceshouldresumesoonafterpowerisrestored.
■ Wearecoordinatingoureffortswiththepowercompany.
■ Onceelectricityisrestored,ittypicallytakes[inserttime]fornormalwaterservicetoresume.
■ Wewillprovideupdatesthroughthemedia,ourWebsiteat[insertaddress],andourtelephonehotlineat[insertnumber].

XConfiXConfi
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PowerLossMessageMap5

Audience/Stakeholder:Public/Media
Spokesperson:WaterUtility,CityManager,Mayor,and/orEMADirector
StageofCrisis:__Possible__CredibleXConfirmed__Remediation/Recoveryrmedrmed

Question:Whatshouldpeopleknowaboutthesituationregardingthewatersupply?

Thepoweroutagehasaffectedoperationsofthewatersystem.
■ Weareoperatingundamagedpumpstationsusingemergencygeneratorsthatwillprovideback-uppowerforonly[insert

timeperiod].
■ Weestimatethatthereis[inserttimeperiodhere]supplyinthesystemwithconservationmeasures.
■ Thepowerutilityestimatesthatitwilltake[inserttimeperiodhere]torestoreservice.

Thelimitedwatersupplyavailableuntilpowerisrestoredmustbeconservedforemergencyservices.
■ Emergencyservicesincludefiresuppressionandhealthcarefacilities.
■ Weareworkingwithothersupportagenciestoensurehospitalandfiresuppliesremainavailable.

Weareimplementingmandatorywateruserestrictions.
■ Wateruseshouldbelimitedtopersonalhygiene,cookingandhealthcare.
■ Wearemakingarrangementsforalternatesupplysourcesofwater,ifneeded.
■ Wewillcommunicateupdatesthroughthemedia,ourWebsiteat[insertaddress],andourtelephonehotlineat[insert

number].

XConfiXConfi

PowerLossMessageMap6

Audience/Stakeholder:Public/Media
Spokesperson:WaterUtility
StageofCrisis:__Possible__CredibleXConfirmed__Remediation/Recoveryrmedrmed

Question:Whatisthewaterutilitydoingtoaddresstheproblem?

Wearefollowingproceduresspecifiedinourresponseplan.
■ Wehaveanemergencyresponseplanforthistypeofsituation.
■ Ourplancallsformandatoryconservationtomaintaincriticalservices.
■ Wewillmodifyoperationsasnecessarytomaintainwaterquality.

Wearecoordinatingourresponseeffortswithotherorganizations.
■ Weareworkingcloselywiththepowercompany.
■ Weareworkingwiththelocalandstateemergencyresponseagenciestoprovidealternatesupplysources.
■ Weareworkingwiththehealthdepartmenttoensurethesafetyofthewater.

Wewillresumenormaloperationssoonafterpowerisrestored.
■ Responsecrewsareworkingaroundtheclock.
■ Weexpecttoresumenormaloperationswithin[inserttime]afterpowerisrestored.
■ Wewillworkwithpublichealthtocontinuewatertestingafterserviceisrestored.

XConfiXConfi
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PowerLossMessageMap7

Audience/Stakeholder:Public/Media
Spokesperson:WaterUtility,CityManager,Mayor,and/orEMADirector
StageofCrisis:__Possible__CredibleXConfirmed__Remediation/Recoveryrmedrmed

Question:Whyareyoumandatingconservation?

Withoutpowersources,thereisnowaytoaddmorewatertothesystem.
■ Electricpumpsareusedtorefilltanksandreservoirs.
■ Withouttheabilitytorefill,suppliescouldbeexhausted.
■ Previousoutageselsewherehavedemonstratedthatweshouldprepareforthepowernotbeingrestoredintime.

Somewaterneedsaremorepressingthanothers.
■ Conservationisimportanttomeettheneedsoffirefighters.
■ Conservationisimportanttomeettheneedsofhealthcarefacilities.
■ Householduseotherthanfordrinkingcanbetemporarilyreduced.

Conservationcanhelpmeettheseneedsaslongaspossible.
■ Undernormaluse,weanticipatedepletionofsuppliesinaslittleasoneday.
■ Undernormalcases,peopleuseabout100gallonsbutdrinkonlyabouthalfagallonofwaterperday.
■ Conservationcansubstantiallylengthenthetimewecangowithoutnewwater.

XConfiXConfi

PowerLossMessageMap8

Audience/Stakeholder:Public/Media
Spokesperson:WaterUtility
StageofCrisis:__Possible__CredibleXConfirmed__Remediation/Recoveryrmedrmed

Question:Whatcanyoutellusaboutthesituation?

Astormcamethroughthearea[insertwhenstormhit].
■ Thestormcauseddamagetothepowersystem.
■ Thepoweroutageaffectedallpartsofthecommunity.
■ Thepowercompanyestimatesthatpowerwillberestoredin[inserttime].

Wecanoperateongeneratorsfor[inserttimeperiod].
■ Ourgeneratorsarereliableandrunongasoline.
■ Severalpumpsweredamagedbutwehaveenoughpumpstooperatethesystem.
■ Ourgeneratorswereautomaticallytriggeredresultinginnolossofserviceforthetimebeing.

Wewillresumenormaloperationssoonafterpowerisrestored.
■ Responsecrewsareworkingaroundtheclock.
■ Weexpecttoresumenormaloperationswithin[inserttime]afterpowerisrestored.
■ Wewillworkwithpublichealthtocontinuewatertestingafterserviceisrestored.

XConfiXConfi
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PowerLossMessageMap9

Audience/Stakeholder:Public/Media
Spokesperson:WaterUtility,CityManager,and/orMayor
StageofCrisis:__Possible__CredibleXConfirmed__Remediation/Recoveryrmedrmed

Question:Howwillyouknowthewaterissafewhenthepowercomesbackon?

Werunmanyteststoensurewatersafety.
■ Ourexpertsareexperiencedinwateranalysis.
■ AllanalyseswillbeperformedaccordingtostandardEPAmethods.
■ Stateandfederalapprovedlabsarepreparedtohelpuswithconfirmingwatersafety.

Ouremergencyplanscoverrestoringthesystem.
■ Waterwillbetreatedtomeetfederalstandards.
■ Ourworkcrewsareexperiencedwithrestoringservicefollowingothertypesofdisruptions,suchaspumpfailuresand

mainbreaks.
■ Plansmeetorexceedindustrystandardsandlocal,stateandfederalrequirements.

Wewillletyouknowwhenthewaterissafe.
■ Yoursafetyisourfirstpriority.
■ Oncepowerisrestored,wewillworkashardaspossibletorestorethewaterquickly.
■ Wewillprovideupdatesthroughthemedia,ourWebsite[insertWebaddress]andourtelephonehotlineat[insertnumber].

XConfiXConfi
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Scenario5:HypotheticalPesticide
ContaminationIncident
SummaryofScenario:Thewaterutilityisreceivingseveral
tasteandodorcomplaintsaboutthewater.Inaddition,the
localhealthdepartmentand911arereceivingcallsaboutthe
watermakingresidentsill.Inresponsetothecomplaints,the
waterutilitycollectedandanalyzednumeroussamples.The
laboratoryanalysisindicatedthat[insertpesticidename]is
presentinthedrinkingwater;however,thesourceandextent
ofcontaminationisunknown.Theincidentisintheconfirmed
stage.

HypotheticalPesticideContaminationIncident
Questions(alphabeticalorder)

Referalsotothelistof77mostfrequentlyaskedquestionsin
Section2ofthisreport.

Canpeopledrinkthewater?

Canpeopleusethewaterfortheirpets?

Canpeopleusethewaterontheirlawns?

Canthewaterbeusedforfirefighting?

Canyoucleanthedistributionsystemtomakeitsafeagain?

Couldthishavebeenprevented?

Doyouacceptresponsibilityforwhathappened?

Howareyougoingtocleanthesystem?

Howdidthishappen?

Howdoyounormallyknowthatthewaterissafetodrink?

Howlongwillitbeuntilpeoplecanusethewateragain?

Howmanypeopleareaffected?

Howmanypeoplemayhavebeencontaminated?

Howmuchwillthiscosttocleanup?Willitresultinhigher
waterbills?

Howwillyouknowthatthewaterissafetodrink?

Ifpeoplecannotdrinkortouchthewater,isthereanything
peoplecandowithit?

Onceitiscleaned,howwillyouknowthewatersystemis
safe?

Wasthisaterroristattack?

Whatarethesymptomsofexposure?

Whatareyoudoingaboutthesituation?

Whatareyoudoingtohelpbusinessesaffectedbythe
situation?

Whatareyourqualificationsforhandlingthiskindof
situation?

Whatcanresidentsdotohelp?

Whatcanyoutellusaboutthewatercontamination?

Whatdoyoumostwantpeopletoknowaboutthesituation?

Whatelsecangowrong?

Whatimpactwillthiscontaminationhaveontheplumbing
andwaterheatersinpeople’shomes?

Whatis[insertpesticide],howisitused,andwhatimpact
doesithaveonpeoplewhodrinkit?

Whatistheextentofthedamagetothewatersupply?

Whatisthewaterutilitydoingnowaboutthepesticide
contamination?

Whatiswrongwiththewater?

Whatkindoftreatmentisnecessaryforpeoplewhohave
beenexposedtocontaminatedwater?

Whatshouldpeopledoiftheywashedclotheswiththe
contaminatedwater?

Whatshouldpeopledonowforsafewater?

Whatshouldpeopledotoprotectchildrenandtheelderly?

Whatwillhappentopeoplewhohavedrunkcontaminated
water?

Whatwillhappentothepeopleexposedtothepesticide?

Whendidthishappen?

Whenwillthewaterbesafetouse?

Whenwillyouprovideupdates?

Wheredopeopleintheimpactedareasgetwater?

Whoisincharge?

Whoisresponsible?Whoistoblame?

Whowilldecidethatthewaterissafetouseaftercleanup?

Whywasn’tthisprevented?

Willthewatercontaminationaffectneighboring
communities?

Willthisincidentresultinhigherwaterbills?

MessageMaps

Forthisscenario,workshopparticipantsdevelopedmessage
mapsforthefollowingquestions(seemapsonthefollowing
pages):

1. Whatcanyoutellusaboutthewatercontamination?
2. Whatisthewaterutilitydoingnowaboutthe
pesticidecontamination?
3. Howmanypeoplemayhavebeencontaminated?
4. Whatarethesymptomsofexposure?
5. Whatshouldpeopledotoprotectchildrenand
theelderly?
6. Ifpeoplecannotdrinkortouchthewater,isthereanything
peoplecandowithit?
7. Whatshouldpeopledonowforwater?
8. Doyouacceptresponsibilityforwhathappened?
9. Howareyougoingtocleanthesystem?
10. Onceitiscleaned,howwillyouknowifthewater
systemissafe?
11. Howdoyounormallyknowthewaterissafe
todrink?
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PesticideContaminationIncidentMessageMap1

Audience/Stakeholder:Public/Media
Spokesperson:CityManagerand/orMayor
StageofCrisis:__Possible__CredibleXConfirmed__Remediation/Recovery

Question:Whatcanyoutellusaboutthewatercontamination?

Wehaveconfirmedthepresenceofapesticideinthedrinkingwater.
■ Thepesticideis[insertnameofpesticide],whichisusedfor[insertuse].
■ Levelsofthepesticideareaboverecommendeddrinkingwaterstandards.
■ Thedrinkingwaterinthefollowinglocationshasbeenaffected[insertlocations].

Aninvestigationisunderwaytodeterminethesourceandamountofthepesticide.
■ Wearetakingsamplesandconductingteststhroughoutthesystem.
■ Publichealthandhospitalsaretrackingandtreatingthosewhoareill.
■ Lawenforcementisinvestigatingthecause.

Effectiveimmediately,peopleshouldnotusethewater.
■ Peopleandpetsshouldnotdrinkthewater.
■ Peopleshouldnotusethewatertobathe,shower,orwash.
■ Alternativesourcesofdrinkingwaterwillbemadeavailableatthefollowinglocations[insertlocationsandshowmap].

PesticideContaminationIncidentMessageMap2

Audience/Stakeholder:Public/Media
Spokesperson:WaterUtility
StageofCrisis:__Possible__CredibleXConfirmed__Remediation/Recovery

Question:Whatisthewaterutilitydoingnowaboutthepesticidecontamination?

Wearetestingwaterqualitythroughoutthesystem.
■ Wearetakingsamplesatvariouslocations.
■ [Insertlaboratoryname]istestingthosesamples.
■ Theresultsofthesetestswilldetermineournextsteps.

Wehavebegunrecoveryoperations.
■ Ourrecoveryoperationsarebeingcoordinatedwithlocal,state,andfederalagencies.
■ TheCDCandotherpublichealthexpertsareadvisingusonpotentialhealtheffects.
■ TheUSEnvironmentalProtectionAgencyandotherexpertsareadvisingusonhowtocleanthesystem.

Effectiveimmediately,peopleshouldnotusethewater.
■ Peopleshouldnotdrinkthewater.
■ Peopleshouldnotusethewatertobathe,shower,orwash.
■ Alternativesourcesofdrinkingwaterwillbemadeavailableatthefollowinglocations[insertlocations].
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PesticideContaminationIncidentMessageMap3

Audience/Stakeholder:Public/Media
Spokesperson:PublicHealth
StageofCrisis:__Possible__CredibleXConfirmed__Remediation/Recovery

Question:Howmanypeoplemayhavebeencontaminated?

Weareassessingthenumberofpeoplewhomightbeaffected.
■ Healthofficialsaretrackingcallsandcomplaints.
■ Sampleshavebeensenttostatelaboratoriesfortesting.
■ Resultsofthetestswillhelpusbetterdetermineaffectedareas.

Weareworkingcloselywithlocalhospitals.
■ Hospitalsarepreparedtoprovidetreatment.
■ Hospitalsarealsoprovidingmedicaladvice.
■ TheCDCisprovidingadvicetousandthehospitals.

Wearecoordinatingourresponseeffortswithotherorganizations.
■ Inspecialcases,wewillmakedoor-to-doorvisits.
■ Hospitalsandnursinghomeswillreceivepriorityattention.
■ Othercommunitieshaveofferedresourcesandsupport.

PesticideContaminationIncidentMessageMap4

Audience/Stakeholder:Public/Media
Spokesperson:PublicHealth
StageofCrisis:__Possible__CredibleXConfirmed__Remediation/Recovery

Question:Whatarethesymptomsofexposure?

Symptomsdependonexposure.
■ Becauseoftheunusualsmellandtaste,mostpeoplewillnotdrinkthewater.
■ Becauseofthesmallamountsofpesticideinvolved,mostpeoplewillnotbreatheamountslargeenoughtocauseharm.
■ Skinpenetrationisunlikelyunlesstherehasbeenprolongedcontactwiththewater.

Thepesticidecanenterthebodythroughdrinking,breathing,orskincontact.
■ Exposureistypicallynotlifethreatening.
■ Mostpeoplewhohavebeenexposedandhavesymptomswillfullyrecover.
■ Thebiggestconcernisexposurebydrinkingalargeamountofcontaminatedwater.

Therearemanysymptoms.
■ Peoplewhodrankmorethanaquartofthewatermayexperiencenausea,anupsetstomach,andvomiting.
■ Peoplewhoareexperiencingsymptomsshouldnotbeencouragedtovomit.
■ Call911immediatelyorgotoanemergencyroomifyouhavesymptoms.
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PesticideContaminationIncidentMessageMap5

Audience/Stakeholder:Public/Media
Spokesperson:PublicHealth
StageofCrisis:__Possible__CredibleXConfirmed__Remediation/Recoveryrmedrmed

Question:Whatshouldpeopledotoprotectchildrenandtheelderly?

Childrenandtheelderlyneedspecialprotection.
■ Childrenandtheelderlyaremorevulnerabletoillnessthanotherpopulations.
■ Childrenaremorevulnerablebecausetheyhavelessdevelopedbodydefenses.
■ Theelderlyaremorevulnerablebecausetheymayhaveweakenedimmunesystems.

Childrenandtheelderlyshouldbeespeciallycarefulnottocontactthewater.
■ Childrenandtheelderlyshouldnotbatheusingthewater.
■ Childrenandtheelderlyshouldnotswiminthewater.
■ Childrenandtheelderlyshouldnotwashdishesusingthewaterorusedisheswashedinthewater.

Childrenandtheelderlyshouldbeespeciallycarefulnottodrinkthewater.
■ Childrenandelderlyshoulddrinkonlybottledwater.
■ Childrenandtheelderlyshouldnotdrinkbeveragespreparedwiththewater.
■ Parentsshouldnotprepareinfantformulausingthewater.

XConfiXConfi

PesticideContaminationIncidentMessageMap6

Audience/Stakeholder:Public/Media
Spokesperson:PublicHealth
StageofCrisis:__Possible__CredibleXConfirmed__Remediation/Recoveryrmedrmed

Question:Ifpeoplecannotdrinkortouchthewater,isthereanythingpeoplecandowithit?

Ourprimaryconcernisthepesticideenteringthebodythroughdrinking.
■ Peopleshouldnotdrinkthewaterorcookwithit.Boilingdoesnotremoveapesticide.
■ Peopleshouldnotdrinkbeveragespreparedwiththewaterormakeinfantformula.
■ Peopleshouldkeepchildrenandpetsawayfromthewater.

Peoplecanwatertheirplants,gardens,andlawnswiththewater.
■ Peopleshouldwearglovestopreventskincontactwiththewaterwhenusingahose.
■ Avoidbreathingaerosolizedwaterfromsprinklers.
■ Avoidcreatingrun-offthatcouldcontaminatethesewersystem.

Skincontactshouldbeavoided,especiallyifcontactisprolonged.
■ Peopleshouldnotusethewaterforwashingdishes.
■ Peopleshouldnotusethewatertotakebathsorshowers.
■ Itisokaytoflushtoilets.

XConfiXConfi
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PesticideContaminationIncidentMessageMap7

Audience/Stakeholder:Public/Media
Spokesperson:WaterUtility
StageofCrisis:__Possible__CredibleXConfirmed__Remediation/Recoveryrmedrmed

Question:Whatshouldpeopledonowforwater?

Atthistime,peopleshouldnotusethewater.
■ Peopleshouldnotdrinkthewater.
■ Peopleshouldnotusethewatertobathe,shower,orwash.
■ Boilingthewaterwillnotmakeitsafe.

Wewillprovideregularupdatesonourtesting.
■ UpdatesareavailableonourWebsite[insertWebsite].
■ UpdateswillbebroadcastthroughlocalradioandTV.
■ Updatesareavailablefromourinformationlineat[insertnumber].

Peoplefromaffectedareasshoulddrinkonlybottledwater.
■ Freebottledwaterwillbeavailableatthefollowinglocations[insertlocation]at[inserttimes].
■ Bottledwatershouldbeusedforcookingandotheruses.
■ Bottledwatershouldbeusedforpets.

PesticideContaminationIncidentMessageMap8

Audience/Stakeholder:Public/Media
Spokesperson:CityManager
StageofCrisis:__Possible__CredibleXConfirmed__Remediation/Recovery

Question:Doyouacceptresponsibilityforwhathappened?

Ourmostimmediateconcernisthesafetyofthewater.
■ Weareworkingtoidentifyimpactedareas.
■ Weareworkingtominimizethespreadofthepesticideinthesystem.
■ Ourgoalistorestorenormalservicethroughoutthesystemasquicklyandsafelyaspossible.

Wewillhelpdeterminethecauseoftheincident.
■ Itispossiblethatthecontaminationwasunintentional.
■ Weareworkingcloselywithlawenforcementastheyconducttheirinvestigationoftheincident.
■ Theinvestigationshouldidentifythesourceofcontamination.

Weareresponsibleformakingchangesinouroperations,ifneeded.
■ Aftertheincidenthasbeenaddressed,standardprocedureistoreviewouremergencyresponseplanandmakeany

necessarychangestoimproveit.
■ Wewillreviewtheactionswetookfollowingthediscoveryofthepesticide.
■ Wewillknowmoreoncetheinvestigationiscomplete.

XConfiXConfi
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PesticideContaminationIncidentMessageMap9

Audience/Stakeholder:Public/Media
Spokesperson:WaterUtility
StageofCrisis:__Possible__CredibleXConfirmed__Remediation/Recoveryrmedrmed

Question:Howareyougoingtocleanthesystem?

Weareevaluatingwhichpartsofthedistributionsystemneedtobecleaned.
■ Wewilltakesamplesfromthroughoutthedistributionsystem.
■ Wewillanalyzethesamplestodeterminewherepesticideispresentinthesystem
■ Wewillalsousewater-flowmodelstodeterminewhichpartsareaffected.

Wewilluseflushingandothercleaningmethodsasapplicable.
■ Weareconsultingwithexpertsatfederal,state,andlocalagencies.
■ Wewillselectmethodsthataresafeandeffectivefordealingwithpesticides.
■ Wewillselectcleaningmethodsthatwillenableustomeetregulatoryrequirementsforthispesticide.

Wewillselectivelyreplacepipesifneeded.
■ Wewillreplacepipesbasedonresultsfromthetestingprogram.
■ Replacementpipesarereadilyavailable.
■ Wehaveextensiveexperiencereplacingpipes.

XConfiXConfi

PesticideContaminationIncidentMessageMap10

Audience/Stakeholder:Public/Media
Spokesperson:WaterUtility
StageofCrisis:__Possible__CredibleXConfirmed__Remediation/Recoveryrmedrmed

Question:Onceitiscleanedup,howwillyouknowifthewatersystemissafe?

Testingwillconfirmtheabsenceofharmfullevels.
■ Wewillcollectwatersamplesatmultiplelocationsalongthedistributionsystem.
■ Sampleswillbetestedfor[insertpesticidename]atlaboratories.
■ Thetestsarehighlyaccurateindetectingthepesticide.

Federalandstateagenciesdeterminewhatlevelisconsideredsafe.
■ Thewatersystemwillnotbeputbackintoserviceuntilthecontaminationisreducedbelowthislevel.
■ Thiscleanuplevelisbasedonprotectinghumanhealthagainstlong-termeffectsforallagegroups.
■ Thepublichealthdepartmentwillverifythatlevelsaresafe.

Wewillcontinuetestingtoensurethatlevelsremainsafe.
■ Wewillmonitorforelevatedlevelsofthepesticide.
■ Wewillreportanyproblemsandtakenecessaryactions.
■ Waterusersshouldreportanyunusualodors,coloration,orotherproblemsbycallingourhotlineat[insertnumber].

XConfiXConfi
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PesticideContaminationIncidentMessageMap11

Audience/Stakeholder:Public/Media
Spokesperson:WaterUtility
StageofCrisis:__Possible__CredibleXConfirmed__Remediation/Recoveryrmedrmed

Question:Howdoyounormallyknowthewaterissafetodrink?

Wecontinuouslytestthewaterforsafety.
■ Thelawrequiresustocheckwatersafetydaily.
■ WecontinuallymeetordobetterthanwaterqualitystandardssetbytheU.S.EnvironmentalProtectionAgency.

Testingisdoneinpartnershipwiththelocalhealthdepartment.
■ Thewaterutilityandthelocalhealthdepartmenthaveexpertsonstaffwithspecializedknowledgeoftestingprocedures.
■ Ourexpertstestthewaterdaily.

Wewillinformyouwhentestingshowsthatthewaterissafetodrinkanduse.
■ Wewillprovideupdatesthroughthemedia.
■ WealsopostupdatesonwaterqualityonourWebsiteat[insertWebaddress].
■ Peoplecanalsocallourtelephonehotlineforupdatesat[insertnumber].

XConfiXConfi
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Scenario6:HypotheticalIntentional
BiologicalContaminationIncident
SummaryofScenario:Theeventisfirstdiscoveredwhena
highnumberofresidentsfromaneighborhoodvisitlocaldrug
stores,doctoroffices,andemergencyroomscomplainingof
gastrointestinalsymptoms.Lawenforcementdiscoversthat
someonehasintroducedabacterialagentintothedistribution
system.Theincidentisattheconfirmedstage.

HypotheticalIntentionalBiologicalAttackQuestions
(alphabeticalorder)

Referalsotothelistof77mostfrequentlyaskedquestionsin
Section2ofthisreport.

Areanyotherwatersystemsimpacted?

Arepeoplegoingtogetsick?

Arethereanyhealtheffectsassociatedwiththeuse
ofchlorine?

Aretherelong-termeffectsofexposure?

Canithappenagain?

Canpeoplestayinthearea?

Canpeopleusethewateratall(bathing,washingdishes,
makingcoffee)?

Canpeopleusewaterfromtheirwaterheaters?

Canthefiredepartmentusethewatertofightfires?

Cantheillnessspread?

Canyouguaranteethatthesampling/testingwilldetectall
casesofcontamination?

Doyouknowexactlywherethecontaminantiswithinthe
drinkingwatersystem?

Doesthecontaminantreactdifferentlywhenheated—such
aswhenthewaterisusedtofightfires?

Hasanyonedied?

Hasthishappenedbefore–hereorelsewhere?

Havepeoplebeendrinkingcontaminatedwater?

Havetheperpetratorsbeencaught?

Haveyousampled/testedallthewater?

Howcanpeopledecontaminatetheirappliances(suchasthe
waterheateroricemaker)?

Howcanyoubesurethiswon’thappenagain?

Howcontagiousistheillnesscausedbytheaffectedwater?

Howdidpublichealthfindoutthatthereiscontamination?

Howdidthecityfindoutthatthereiscontamination?

Howdidtheterroristsdoit?

Howdidtheygetthebiologicalagent?

Howdidthishappen?

Howdopeopleknowiftheyhavebeenharmed?

Howdopeopletreatwaterintheirhomes?

Howfarhasthecontaminatedwaterspread?

Howlongdidittakeforyoutofindit?

Howlonghasthecontaminantbeeninthewater?

Howlongwillitbeuntilpeoplecanusethewater?

Howmanypeopleareill?

Howorwherecanpeopleintheaffectedareagetsafewater?

Howwilllow-incomepeoplegetbottledwater?

Howwillpeopleknowiftheyhavebeenexposed?

Howwillpeoplewhoaresickordisabledgetbottledwater?

Ifpeopleleavetheareatostaywithrelatives,willthepeople
theyvisitgetsick?

Isitsafetodrinkthewater?

Isthecontaminationcontained?

Isthecontaminationharmfultospecialpopulations(e.g.,
children,theelderly,peoplewhohaveweakimmunesystems
andpregnantwomen)?

Isthesituationundercontrol?

Isthereenoughbottledwater?

Isthisaterroristact?

Whataboutpeople’skids?

Whataboutpeople’spets?

Whataboutthewatersupplytohospitalandnursinghomes?

Whatarethehealtheffectsassociatedwithexposureto
[insertbiologicalagent]?

Whataretheresultsfromthesampling/testing?

Whatareyouadvisingpeopletodo?

Whatareyoudoingtofixit?

Whatareyoudoingtopreventthisinthefuture?

Whatareyoudoingtostopthespreadofthecontaminant?

Whatareyounottellingus?

Whatareyourqualificationstohandlethesituation?

Whatcanweexpectnext?

Whatcanyoutellusaboutthiscontaminationevent?

Whatcautionsshouldpeopletaketobesafe?

Whatdopeopledoiftheyaresick?

Whatdopeopledoiftheythinktheirhomesare
contaminated?

Whatdoyounotknowyet?

Whateffectwillthishaveonwaterbills?

Whateffectswillthishaveontheplumbingsystemsof
peopleintheimpactedareas?
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Whatistheworstcase–howbadcouldthingsget?

Whatstepsarebeingtakentomakesurethiswillnot
happenagain?

Whencanpeopledrinkthewater?

Whendidyoufindoutitwasaterroristact?

Whenisthesystemgoingtobefixed?

Wherecanpeoplegetmoreinformation?

Wheredopeoplegoformedicalattention?

Wherewillpeopleintheimpactedareasgetwater?

Whodidit?

Whoisatgreatestrisk?

Whoisgoingtopaytofixtheproblem?

Whoisinchargeoftheinvestigation?

Whoisinchargeoftheoverallresponse?

Whoistakingcareoftheproblem–lawenforcement,public
health,theutility?

Whoistoblame?

Whyshouldwebelieveyou?

Whywasn’titprevented?

Willpeoplebeabletodrinkthewater?

Willpeoplebeabletousethewaterforotherthandrinking
purposes?

Willpeoplebeallowedtostayinthearea?

MessageMaps

Forthisscenario,workshopparticipantsdevelopedmessage
mapsforthefollowingquestions(seemapsbelowandon
followingpages):

1. Whathappened?
2. Whatcanyoutellusaboutthiscontaminationevent?
3. Doyouknowexactlywherethecontaminantiswithinthe
drinkingwatersystem?
4. Howdidpublichealthfindouttherewascontamination?
5. Canpeopleintheaffectedareausethewateratall
(bathing,washingdishes,makingcoffee)?
6. Whatarethehealtheffectsassociatedwithexposureto
[insertbiologicalagent]?
7. Howdidthecityfindouttherewascontamination?
8. Howorwherecanpeopleintheaffectedareaget
safewater?
9. Howdidthishappen?

BiologicalAttackMessageMap1

Audience/Stakeholder:Public/Media
Spokesperson:WaterUtility
StageofCrisis:__Possible__CredibleXConfirmed__Remediation/Recoveryrmedrmed

Question:Whathappened?

Terroristscontaminatedpartofthewatersystemwith[insertbiologicalagent].
■ Peoplehavereportedgastrointestinalillness.
■ [Insertbiologicalagent]causesnausea,vomiting,anddiarrhea,butitisgenerallynotlifethreatening.
■ Ifyouareexperiencingsymptoms,pleaseseekimmediatemedicalattention.

Wehavecontainedthecontamination[insertmapshowingsystemandindicatingaffectedarea].
■ Theaffectedareahasbeenisolatedfromtherestofthewatersystem.
■ Samplingforadditionalcontaminantsiscurrentlybeingperformed.
■ Additionalpublicannouncementswillbemadeasmoreinformationbecomesavailable.

Werecommendpeoplelivinginthisarea[insertboundaries]boiltheirwater.
■ Bringyourwatertoarollingboilfor[insertnumber]minutesandletcoolbeforedrinking.
■ FactsheetsandotherinformationareavailableonthefollowingWebsite[insertWebsite]oratourtoll-freetelephoneline

[inserttelephonenumber].
■ Alternativedrinkingwaterisavailableat[insertaddressoflocation].

XConfiXConfi
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BiologicalAttackMessageMap3

Audience/Stakeholder:Public/Media
Spokesperson:WaterUtility
StageofCrisis:__Possible__CredibleXConfirmed__Remediation/Recoveryrmedrmed

Question:Doyouknowexactlywherethecontaminantiswithinthedrinkingwatersystem?

Weknowthesourceofthecontamination.
■ ThepoliceandFBIhaveidentifiedalocationinthe[insertname]neighborhoodwherethecontaminantwasintroduced.
■ Thepolicearecurrentlytreatingthiscontaminationeventasanactofterrorism.
■ Evidencecollectedatthesceneconfirmsthatthesourceofthewatercontaminationcamefromthislocation.

Wearecurrentlyworkingtoclearlydefinetheareaaffected.
■ Wearesamplingandanalyzingthewatersystemaroundthatlocation.
■ Wearelookingatthewaterdistributionsystemtospecificallydefinetheaffectedarea.
■ Sampleresultscanbeexpectedfromthelaboratorywithin48hours.

Atthistime,illnesshasbeenreportedonlyinthisarea[insertboundaries].
■ Inadditiontothelocalizedsampling,wearesamplingthroughoutthesystemforevidenceofcontamination.
■ Preliminarywaterqualitytestingindicatesthatthiscontaminationhasnotspreadthroughoutthesystem.
■ Ifyouhavequestionsastowhetherornotyoumaybeaffectedbythisevent,pleasecallour24hourhotlineat[insert

number].

XConfiXConfi

BiologicalAttackMessageMap2

Audience/Stakeholder:Public/Media
Spokesperson:WaterUtility
StageofCrisis:__Possible__CredibleXConfirmed__Remediation/Recoveryrmedrmed

Question:Whatcanyoutellusaboutthiscontaminationevent?

Therehasbeenanintentionalcontaminationofthewatersystem.
■ WearecurrentlyworkingwithlocallawenforcementandtheFBIinresponsetothisevent.
■ Weknowthelocationofthepointofintroduction[insertlocation],andarecurrentlyworkingtodefinetheareaaffected.
■ Wearealsoworkingtosampleourentiresystemforindicationofotherareasthatmaybecontaminated.

Mostpeopleinfectedwiththisbacteriumwillhavemildtomoderateillness.
■ [Insertbiologicalagent]infectioncancausediarrheaandvomiting.
■ Theveryyoungandold,andpeoplewithweakenedimmunesystemsaretypicallymostatrisk.
■ Ifpeoplearehavingsymptoms,theyshouldconsulttheirphysicians.

Wehaveissueda“donotuse”noticeinresponse.
■ “DoNotUse”meansdonotusethewaterfordrinking,bathing,orcooking.Itissafetoflushtoilets.
■ Wearerecommendingtheuseofalternativesources(suchasbottledwater)untilweliftthe“donotuse”notice.
■ Weareworkingtocontainandcleanupthiscontaminationandwillprovidemoreinformationassoonasitbecomes

available.

XConfiXConfi
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BiologicalAttackMessageMap4

Audience/Stakeholder:Public/Media
Spokesperson:PublicHealth
StageofCrisis:__Possible__CredibleXConfirmed__Remediation/Recoveryrmedrmed

Question:Howdidpublichealthfindouttherewascontamination?

RODS–ourpublichealthsurveillancesystem–showedahigherthannormalnumberofillnessesinthe
community.

■ TheReal-timeOutbreakDiseaseSurveillance(RODS)systemexaminesemergencydepartmentdatafromareahospitals
andover-the-counterdrugsales.

■ RecentRODSdatahasshownanincreaseinthenumberofemergencyroompatientswithdiarrheaandGIsymptoms.
■ RODSdatahasalsoshownanincreaseinthesaleofover-the-counteranti-diarrhealmedicationsfromlocaldrugstores.

Watersampleswerecollectedbythewaterutility.
■ Sampleswerecollectedwithintheimpactedareas.
■ Sampleswerecollectedthroughoutthedistributionsystem.
■ Additionalsamplingandanalysiswillbeconductedasneeded.

Furtherinvestigationindicatesthatthepublicwatersystemisthelikelysource.
■ Thehealthdepartmentinterviewedpatientstoinvestigatethecauseoftheirillness.
■ Clinicallaboratorytestssupportedthediagnosis.
■ Thehealthdepartmentworkedwiththewaterdepartmenttoverifythecasesoccurredwithinthewaterdepartment’s

servicearea.

XConfiXConfi

BiologicalAttackMessageMap5

Audience/Stakeholder:Public/Media
Spokesperson:WaterUtility
StageofCrisis:__Possible__CredibleXConfirmed__Remediation/Recovery

Question:Canpeopleintheaffectedareausethewateratall(bathing,washingdishes,makingcoffee)?

Ifyouliveintheaffectedarea(seemap),yourwatermaystillcontain[insertbiologicalagent].
■ Thisbacteriumcancauseillnesswhenpeoplecomeindirectcontactwithit.
■ The“donotuse”noticeisbasedontakingaconservativestancetoprotectagainstanyresultingillness.
■ Theprotectionofpublichealthandsafetyisthebasisforallaspectsofthisadvisoryandresponse.

Thisshouldnotaffectfirefighting.
■ Thefiredepartmenthasinformedusthattheywillcontinuetousethiswaterasneededtofightfires.
■ Bacteriologicalcontaminationofthistypedoesnotprohibititsuseforfirefightingpurposes.
■ Fireprotectionwillcontinueduringtheemergency.

Peopleshouldavoiddirectcontactwiththiswateratthistime.
■ Peopleinthisareaareadvisedtonotdrink,cook,bathe,givetopets,orotherwiseusethewaterwherepersonalcontact

mayoccur.
■ Weareworkingasquicklyaspossibletoresolvethisissueandrestorefulluseofthedrinkingwatersystemintheaffected

areas.
■ Wewillinformyouofanychangeintheuseadvisory.
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BiologicalAttackMessageMap6

Audience/Stakeholder:Public/Media
Spokesperson:PublicHealth
StageofCrisis:__Possible__CredibleXConfirmed__Remediation/Recoveryrmedrmed

Question:Whatarethehealtheffectsassociatedwithexposureto[Insertbiologicalagent]

[Insertagent]isabacteriathataffectsthegastrointestinalsystem.
■ Frequenthandwashingwillhelpcontrolthespreadof[insertagent].
■ Thewaterutilityhastreatedthewaterwithhigherbutsafelevelsofchlorinetokillthe[insertagent].
■ Usealcohol-basedhandcleanersuntilthewaterissafetodrink.

Symptomswillgenerallylastfor7–10days.
■ Primarysymptomsincludenausea,vomiting,anddiarrhea.
■ Peoplewithsymptomsshouldcontacttheirhealthcareprovidersfortreatmentinformation.
■ Peoplecancallthepublichealthhotlineat[insertnumber]formoreinformationabout[insertbiologicalcontaminant].

[Insertagent]doesnottypicallycauselong-termhealtheffects.
■ [Insertagent]isgenerallynotlifethreatening.
■ Themostvulnerablegroupsincludesmallchildren,theelderly,andpeoplewithweakimmunesystems.
■ [Insertbiologicalcontaminant]infectionistreatableby[inserttreatment].

NOTE:Amessagemapforeachagentcanbepreparedregardingsymptoms,treatment,andotherhealtheffects.CDCfact
sheets,athttp://www.bt.cdc.gov/agent/,providethehealtheffectsforvariousspecificagents.

XConfiXConfi

BiologicalAttackMessageMap7

Audience/Stakeholder:Public/Media
Spokesperson:CityManager
StageofCrisis:__Possible__CredibleXConfirmed__Remediation/Recoveryrmedrmed

Question:Howdidthecityfindouttherewascontamination?

Hospitalreportsfrom[insertnamesofhospitals]indicatehighernumbersofcasesofillpatientsthan
normal.

■ [Insertnumber]hospitalshavereportedatotalof[insertnumber]casesduringa[insertnumber]-dayperiod.
■ Thenumberofhospitalpatientswithgastrointestinalsymptomsiswellabovenormal.
■ Thereportswereprovidedtothehealthdepartmentaspartofthecommunity’smedicaltrackingsystem.

Thehealthdepartmentidentified[insertbiologicalcontaminant]inthewatersystemasthecause.
■ Thehealthdepartmentconductedinterviewswithillpatientstodeterminethecause.
■ Thehealthdepartment’sinvestigationalsoincludedlaboratorytests.
■ Thehealthdepartmentcontactedthewaterauthoritiesandindicatedtheremaybeawaterborneproblem.

Thewaterutilityreports[insertbiologicalcontaminant]insamplescollectedfromthewatersystem.
■ Thewaterutilityinitiatedtestingafternotificationfromthehealthdepartment.
■ Thewaterutilityisidentifyingimpactedareas.
■ Thewaterutilitywillcontinuetosampleandtestthewater,andwewillkeepyouposted.

XConfiXConfi
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BiologicalAttackMessageMap8

Audience/Stakeholder:Public/Media
Spokesperson:CityManager
StageofCrisis:__Possible__CredibleXConfirmed__Remediation/Recoveryrmedrmed

Question:Howorwherecanpeopleintheaffectedareagetsafewater?

Waterisbeingmadeavailabletohouseholdsintheaffectedarea[insertboundaries].
■ Thecityissettingupdistributioncentersfortheaffectedarea.
■ Weareabletodistribute[insertnumber]gallonsofwaterperperson.
■ Disabledorotherindividualswhocannotgettoadistributioncentershouldcall[insertnumber]forassistance.

Hospitalsintheaffectedareawillhavesuppliesofsafedrinkingwater.
■ Thewaterutilityhasarrangedfortheprovisionofwatertreatmentunitsforthehospitalsystem.
■ Peopleshouldnotgotoahospitalfortheirhousehold’ssupplyofemergencywater.
■ Healthclinicsintheareaarealsoreceivingsuppliesofemergencydrinkingwater.

Pleasefollowthe“donotuse”drinkingwaterorder.
■ Peoplearenottousethewaterforcooking,bathing,oranyotherpersonalcontactuses,includingforpets.
■ Ongoingsamplesofthewatersystemarebeingtaken.
■ Wewillletyouknowwhenthewaterisagainsafetouse.

XConfiXConfi

BiologicalAttackMessageMap9

Audience/Stakeholder:Public/Media
Spokesperson:LawEnforcement
StageofCrisis:__Possible__CredibleXConfirmed__Remediation/Recovery

Question:Howdidthishappen?

Aterroristgrouphasclaimedresponsibility.
■ Policefoundanoteat[insertlocation].
■ ThegroupwholeftthenoteisontheFBIwatchlist.
■ Theinvestigationtofindtheperpetratorsisongoing.

Terroristsintroducedthebacteriaintothelocation’splumbingsystem.
■ Policefoundequipmentatthelocation.
■ Laboratoryresultsverifytracesof[insertbacterialagent]incontainersneartheequipment.
■ Initialtestsbythewaterutilityconfirmtracesof[insertbacterialagent]inthewatersysteminthevicinityofthislocation.

Authoritieshavefoundthecontaminationsource.
■ Residentsreportedsuspiciousactivitiesinandaroundthislocation.
■ Equipmentatthelocationisconsistentwiththiskindofattack
■ Factsheetsrelatedto[insertbiologicalagent]bacteriawerefoundaswell.
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4.Conclusion

Successfulimplementationoftheguidelinesfordeveloping
anddeliveringmessagemapspresentedinthisreportwill
improvetheeffectivenessofriskcommunicationduring
crisissituations.Amidtheuncertaintyandhighstress
ofsuchevents,goodriskcommunicationwillminimize
negativeimpactsoffearandconcern,increaseknowledge
andunderstanding,enhancetrustandcredibility,encourage
appropriatebehaviors,andpotentiallyhelpsavelives.

Aswithmanyotheractivities,goodriskcommunication
requiresanticipation,preparation,andpractice.Thisinvolves
anticipatingscenariosrequiringriskcommunication,preparing
keymessages,andpracticingdeliveryinadvanceofcrisis
events.Preparingforeffectiveriskcommunicationisan
ongoingprocessthatshouldbeanintegralcomponentof
overallcrisisresponseplanning.

TheUnitedStatesEnvironmentalProtectionAgency’sNational
HomelandSecurityResearchCenter(NHSRC)hasresearched
thestateofthescienceinriskcommunicationandproduceda
setoftoolsandreferencematerialstoassistthoseresponsible
forprovidinginformationduringemergencyevents.

Inadditiontoconductingmessagemappingworkshopsand
publishingthisreport,NHSRChasconductedaNational
WaterSecurityRiskCommunicationSymposium
(proceedingsavailableonCD)andproducedaDVDvideo
presentationofbasicprinciplesofcrisiscommunicationbyDr.
VincentCovello.PleasevisittheWebsiteathttp://www.epa.
gov/nhsrcformoreinformation.
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AppendixA

SevenGeneralRulesofRiskCommunication
ThefollowingaresevenbestpracticesforeffectiveriskcommunicationdevelopedbyDr.VincentCovello.

1.Acceptandinvolvestakeholdersas
legitimatepartners

■ Demonstraterespectforthoseaffectedbyrisk
managementdecisionsbyinvolvingpeopleearly,before
importantdecisionsaremade

■ Includeinthedecision-makingprocessthebroadrangeof
factorsinvolvedindeterminingpublicperceptionsofrisk,
concern,andoutrage

■ Involveallpartiesthathaveaninterestorastakeinthe
riskinquestion

■ Useawiderangeofcommunicationchannelstoengage
andinvolvepeople

■ Adheretohighestethicalstandards:recognizethatpeople
holdyouprofessionallyandethicallyaccountable

■ Striveforwin-winoutcomes

2.Listentopeople

■ Donotmakeassumptionsaboutwhatpeopleknow,think
orwantdoneaboutrisks

■ Takethetimebeforetakingactiontofindoutwhatpeople
arethinking:usetechniquessuchasinterviews,facilitated
discussiongroups,informationexchanges,availability
sessions,advisorygroups,toll-freenumbers,andsurveys

■ Letallpartieswhohaveaninterestorastakeintheissue
beheard

■ Letpeopleknowthatwhattheysaidhasbeenunderstood
andwhatactionswillfollow

■ Identifywithyouraudienceandtryempatheticallytoput
yourselfintheirplace

■ Acknowledgethevalidityofpeople’semotions

■ Emphasizecommunicationchannelsthatencourage
listening,feedback,participation,anddialogue

■ Recognizethatcompetingagendas,symbolicmeanings,
andbroadersocial,cultural,economic,orpolitical
considerationsoftenexistandcomplicatethetaskofrisk
communication

3.Betruthful,honest,frank,andopen

■ Ifananswerisunknownoruncertain,expresswillingness
togetbacktothequestionerwitharesponsewithinan
agreed-upondeadline

■ Discloseriskinformationassoonaspossible
(emphasizingappropriatereservationsaboutreliability);
fillinformationvacuums

■ Donotminimizeorexaggeratethelevelofrisk;donot
overreassure

■ Makecorrectionsquicklyiferrorsaremade

■ Ifindoubt,leantowardsharingmoreinformation,not
less–orpeoplemaythinksomethingsignificantisbeing
hiddenorwithheld

■ Discussdataandinformationuncertainties,strengths
andweaknesses–includingtheonesidentifiedbyother
crediblesources

■ Identifyworst-caseestimatesassuch,andciterangesof
riskestimateswhenappropriate

■ Donotspeculate,especiallyaboutworstcases

4.Coordinate,collaborate,andpartnerwithother
crediblesources

■ Takethetimetocoordinateallinter-organizationaland
intra-organizationalcommunications

■ Devoteeffortandresourcestotheslow,hardworkof
buildingbridges,partnerships,andallianceswithother
organizations

■ Usecredibleandauthoritativeintermediariesbetweenyou
andyourtargetaudience

■ Consultwithotherstodeterminewhoisbestabletotake
theleadinrespondingtoquestionsorconcernsabout
risks:establishanddocumentagreements

■ Donotattackthosewithhigherperceivedcredibility

■ Citecrediblesourcesthatbelievewhatyoubelieve;
issuecommunicationstogetherwith,orthrough,other
trustworthysources
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5.Meettheneedsofthemedia

■ Beaccessibletoreporters;respecttheirdeadlines

■ Preparealimitednumberofkeymessagesinadvance
ofmediainteractions;takecontroloftheinterviewand
repeatorbridgetoyourkeymessagesseveraltimes

■ Provideinformationtailoredtotheneedsofeachtypeof
media,suchassoundbitesandvisualsfortelevision

■ Providebackgroundmaterialsoncomplexriskissues

■ Sayonlythosethingsthatyouarewillingtohaverepeated
bythemedia:everythingyousayisontherecord

■ Keepinterviewsshort:agreewiththereporterinadvance
aboutthespecifictopicoftheinterviewandsticktothis
topicduringtheinterview

■ Alwaystellthetruth

■ Ifyoudonotknowtheanswertoaquestion,focuson
whatyoudoknowandtellthereporterwhatactionsyou
willtaketogetananswer

■ Stayonmessage;bridgetoimportantmessages

■ Beawareof,andrespondeffectivelytomediapitfallsand
trapquestions

■ Avoidsaying“nocomment”

■ Followuponstorieswithpraiseorcriticism,aswarranted

■ Worktoestablishlong-termrelationshipsoftrustwith
specificeditorsandreporters

6.Speakclearlyandwithcompassion

■ Useclear,non-technicallanguageappropriatetothetarget
audience

■ Usegraphicsandotherpictorialmaterialtoclarify
messages

■ Avoidembarrassingpeople

■ Respecttheuniquecommunicationneedsofspecialand
diverseaudiences

■ Understandthattrustisearned–donotaskorexpectto
betrustedbythepublic

■ Expressgenuineempathy;acknowledge,andsay,thatany
illness,injury,ordeathisatragedyandtobeavoided

■ Personalizeriskdata:usestories,narratives,examples,
andanecdotesthatmaketechnicaldatacomealive

■ Avoiddistant,abstract,unfeelinglanguageaboutharm,
deaths,injuries,andillnesses

■ Acknowledgeandrespond(inwords,gestures,and
actions)toemotionsthatpeopleexpress,suchasanxiety,
fear,anger,outrage,andhelplessness

■ Acknowledgeandrespondtothedistinctionsthatthe
publicviewsasimportantinevaluatingrisks

■ Useriskcomparisonstohelpputrisksinperspective;
avoidcomparisonsthatignoredistinctionspeople
considerimportant

■ Identifyspecificactionsthatpeoplecantaketoprotect
themselvesandtomaintaincontrolofthesituationathand

■ Besensitivetolocalnorms,suchasspeechanddress

■ Striveforbrevity,butrespectaperson’sdesirefor
informationandoffertoprovideneededinformation
withinaspecifiedperiodoftime

■ Alwaystrytoincludeadiscussionofactionsthatare
underwayorcanbetaken

■ Promiseonlythatwhichcanbedelivered,then
followthrough

7.Planthoroughlyandcarefully

■ Beginwithclear,explicitobjectives–suchasproviding
information,establishingtrust,encouragingappropriate
actions,stimulatingemergencyresponse,orinvolving
stakeholdersindialogue,partnerships,andjointproblem
solving

■ Identifyimportantstakeholdersandsubgroupswithinthe
audience–respectdiversityanddesigncommunications
forspecificstakeholders

■ Recruitspokespersonswitheffectivepresentationand
personalinteractionskills

■ Trainstaff–includingtechnicalstaff–inbasic,
intermediate,andadvancedriskandcrisiscommunication
skills:recognizeandrewardoutstandingperformance

■ Anticipatequestionsandissues

■ Prepareandpretestmessages

■ Carefullyevaluateriskcommunicationeffortsandlearn
frommistakes

■ Sharewhatyouhavelearnedwithothers
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AppendixB

WaterSecurityMessageMappingWorkshopParticipants

BradAddison
AssistantBranchChief
GeorgiaDNR,DrinkingWaterComplianceProgram,Water
ResourcesBranch,EnvironmentalProtectionDivision
2MartinLutherKingJr.Dr.SE
Suite1362East
Atlanta,GA30334-9000
Phone:404-651-5155
Email:brad_addison@dnr.state.ga.us

SteveAllgeier
WaterSentinelImplementationCoordinator
U.S.EPA,OfficeofGroundWaterand
DrinkingWater(OGWDW)
26WestMartinLutherKingDrive
Cincinnati,OH45268
Phone:513-596-7131
Email:allgeier.steve@epa.gov

VernaArnette
SeniorEngineer
GreaterCincinnatiWaterWorks(GCWW)
5651KelloggAvenue
Cincinnati,OH45228
Phone:513-624-5624
Email:verna.arnette@cincinnati-oh.gov

BretAtkins
PublicInformationOfficer
OhioDepartmentofHealth
246NorthHighStreet
Columbus,OH43215
Phone:614-644-8562
Email:bret.atkins@odh.ohio.gov
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