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Introduction

The Office of State Finance and the statewide Cyber Security Focus group have completed a set
of templates that can be used to develop or update business continuity and disaster recovery
plans. The following is a description of the contents of the package we have compiled. The
purpose of this documentation package is to provide all state entities a common source of
planning tools to address Business Continuity and Disaster Recovery requirements. Since there
are a wide range of differences between agencies, higher education institutions and other state
organizations, we have provided three (3) different templates. We have also provided a Tool-kit
from the National Association of State Chief Information Officers (NASCIO) that explains the
strategic importance and the tactical value of preparing and developing these plans.

These documents, including the tool-kit, are designed around checklists that can be used to
prepare your plan(s). We recommend that you review the attached tool-kit first to familiarize
yourself with the process in general, which can help you select the template that best fits your
needs. The templates are designed to be modular and to address the areas of consequence for
both business and technology functions.

The first template, the Continuity of Operations Plan (COOP), can be used by organizations of all
sizes. It is based on an original format provided by the Federal Emergency Management Agency
(FEMA) to establish the basic policies, definitions, and assumptions that form the framework for
the planning process. The COOP format has been modified to include some of the basic aspects
of “emergency preparedness”, in addition to the original intent of being the overarching plan that
combines all aspects of continuity planning. This can make it appealing to smaller organizations
and for remote segments of larger organizations.

The second template, the Business Continuity plan, focuses on preparing for the recovery of
“critical business functions and processes”, in the absence or loss of the normal office
environment (business work areas) and/or the loss of the technology tools and services typically
used in daily business operations. It is designed to address any business interruption that
renders the facility inoperable or unusable. The purpose of this planning process is to ensure: 1)
the safety of employees and visitors; 2) that threats are identified and restricted before they cause
damage or disruption; 3) that plans are prepared in advance to allow business functions to
continue with the least amount of interruption; and 4) that plans and procedures are documented
to provide quick and effective execution of recovery strategies.

The third template, the Disaster Recovery plan, focuses on the recovery of “technology assets
and services” required to support critical business functions. This plan is intended to restore the
operability of designated systems and applications typically found in a data center facility. The
objective of this plan is “to protect technology assets and employees and to safeguard vital
records”. IT is the custodian of information processing assets and must ensure the continued
availability of essential services. The goal of this plan is to document the pre-agreed procedures
for responding to a disaster involving a partial or total loss of the data center and its services.
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Access to the Templates

1. Login to SharePoint Portal

All templates have been stored on the statewide Cyber Security portal; this portal can be accessed by
navigating to your entities portal located at:

https://www.cybersecurity.ok.gov/entity name

Where entity_name is your agency number followed by an acronym, such as 000testcase.

{f‘l‘r'uu are nol authonzed to view this page - Windowe Internet Explorer
@:r - |g https:.-".-"www.c_l,ll:uersecurity.nk.guv#ﬂﬂﬂtestcase
i:\.f ﬁ L_:,E Connecting. .. | |

Note: Internet Explorer must be used in order to access this site. This is a requirement of SharePoint and not the
Office of State Finance.

Once the URL is entered, the user will be prompted to enter their user name and Password. Each state
entity has a unique entity_name and password combination associated with their webpage. These were
used last year to access and review the results of the 2006 risk assessment results.

Connect to cybersecurity.ok.gov 2 x|

‘Connecting ko cybersecurity.ok.goy.

Liser name: [ € oootestcase =l J

Ea_ss(wﬁf_d.' I TITITIIY

™ Remember my password

ok | cancel

If you need to verify your login credentials, please contact the OSF Help Desk at helpdesk@osf.ok.qov,
405-521-2444 or 866-521-2444.
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2. Navigate to Shared Documents

Once the user has successfully logged on, they can navigate to the statewide portal by clicking on the
“Up to State of Oklahoma SharePoint Portal” in the upper right corner of the page. —¢

7§ Home Documentsand Lists Create Site Settings Help

&)

Documents
shared Documents
Pictures
Lists
Contacts
Tasks
Discussions
General Discussion

Surveys

Up to State of Oklahoma SharePaoint Porta

000TESTCASE
Home
Modify Shared Page v
Test Case
Announcements

There are currently no active announcements. To add a new , click "Add new " below.

® Add new announcement

Events
There are currently no upcoming events. To add a new event, click "Add new event” below.

o Add new event

The user may see get a “Security Information” window, this window informs the user that there are both
secure and non-secure items on the page; Click “Yes” to display the page.

Security Information Bl I

rir“l This page containg both secure and nonsecure
?. items.

Do you want to display the nonzecure items?

No | HMare Info |

Once you have been directed to the State of Oklahoma SharePoint Portal, you can navigate to the

— templates by clicking on the “Shared Documents” link located within the “Quick Launch” toolbar.

Surveys

f} State of Oklahoma SharePoint Portal
\_) Home
Documents Announcements

Shared Documents 2007 Statewide Cyber Security Seminar Documents

—p by Sean Engelbrecht

Lists used during this year's annual Cyber Security Seminar held on 7 Dec 2007.
Contacts
All Documents are located within the "2007...
Tasks
Discussions 7 Jan 2008 SQL Injection via Internet Explorer and RealPlayer

General Discussion

The Shared Documents link in the Quick Launch bar on the left contains the prese

by Ken Ontko

Cn January 5, 2008 US-CERT has confirmed that a number of commercial, state a
compromised with malicious JavaScript entries referencing malicious domain ucg0
izsuing this notice...

October is Mational Cyber Security Awareness Month @
by Ken Onthko

M Petohge 2 9007 Sovarnore Brad Hanos ciaonad a0 avacsnbivig reaclamation 0 m
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— Click on the “Statewide Templates” folder, and then click on the “Business Continuity and Disaster
Recovery” folder:

#%' Home Documents and Lists Create

State of Oklahoma SharePoint Portal

i ) Shared Documents
]

Select a View Share a document with the team by adding it to this document library.

Drocum:

Explorer View

‘ [} New Document | [3 Upload Document | CiNew Folder | YFilter | .EEdit in Datasheet

Type Name Modified & Modified By
State of Oklahoma InfoSec Document (Final 31iMarch2 8/8/2007 5:27 PM Ken Ontko
Actions
Cd 2006 Cyber Security Seminar 1/12/2007 9:41 AM OSF_SPS\administrat
o Alert me
006 Security Risk Assessmen : Ken On
O Cd 2006 Security Risk Assessment 1/12/2007 9:49 AM en Ontko
spreadshest e | 007 Cyber Secunty Seminar 1/4/2008 12:26 PM Ken Ontko
PR » -
=P M[J Statewide Templates 1/8/2008 10:43 AM Ken Ontko
and cclumns

Documents and Lists Create Site Settings Help

State of Oklahoma SharePoint Portal
= Shared Documents
[ statewide Templates

Select a View

Al Documernfs

Explorer Wiejw

Meodified
—>I ] Susiness Continuity and Disaster Recovery ||

Share a document with the team by adding it to this document library.

[[@ New Bocument | [ Upload Document | (M Up | i New Folder | ¥Filter | EAEdit in Datashect

1/16/2008 3:04 PM
Actions

= Alert me

= Export to
spreadshee

2 Modify settiggs

Home Documents and Lists Create Site Settings Help

State of Oklahoma SharePoint Portal

g Shared Documents

[ Statewide Templates/Business Continuity and Disaster Recovery
Select a View

All Document]

Excplorar Wiew

Share a document with the team by adding it to this document library.

[} mew Document | [ Upload Document | CRUp | £ New Folder | Y rFilter | A Edit in Datasheet

Modified
1/8/2008 11:16 AM

Actions
= Alert me >
B Export to

spreadshect

1/8/2008 11:16 AM

1/8/2008 11:16 AM

1/8/2008 11:16 AM
1/8/2008 11:16 AM
1/8/2008 11:16 AM

= Modify settings
and columns

EFEEEE

Statewide COCP Plan Template (Final Oct2007)

Then click on the file you want to open from the list. Depending on the version of Windows and Internet
Explorer you are using, you will see a warning message about opening unknown files:

Home Documents and

State of Oklahoma SharePoint Portal

) Shared Documents

1 Statewide Templates/Business Continuity and Disaster Recovery

Select a View Share a document with the team by adding it to this document library.

All Documents

Explorer View

|j New Document | [} Upload Document | TR Up | Cif New Felder | ﬁFlIter | .EEd\tm Cratasheet

Type Name Modified
M Business Continuity Flan (Final Oct20 1/8/2008 11:16 AM
Actions
IE_I] Continuity Flanning Overview (Final Qct20 1/8/2008 11:16 AM
o Alert me
@ Export to IE_] Dizgster Recov lan Final Oct2007) windows Internet Explorer x|

spreadshest ®] DRI Glossary of Terms Nov20

<P Some files can harm your computer, IF the file infarmation looks suspicious
(o] Mcddlfylsettlngs NASCIO DR ToolKit (June20 \O/ ar vau do not Fully trust the source, do not open the file,
and columns

M) statewide COOP Plan Template (Final Oct2( ¥ou are opening the Following file:

File name: Statewide COOP Plan Template (Final Oct2007), doc
From: wwww . cybersecurity, ok, goy
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Click the “OK” button (above) to proceed. You will get another Security Alert about trusting information
from websites with questionable security certificates. Respond “Yes” to the “Do you want to proceed?”
question.

1 microsoft Word

pening: https: . cybersecurity. ok, goviShared
Docurments/Statewide Templates/Business Continuity snd Disaster
Recowery/Statewide COOR Plan Template (Final Oct2007).doc’

[ Cancel |

Security Alert 1N x|

[T, Information wou exchange with this site cannot be viewed or
T chenged by others However, there is a problem with the site's.
= secuily ceificate. - ' -

.The.setwik_y,celt\hca!g.was issued by & company you have
nat chasen to tust, Visw the certificats o determine whether
pou want to trust the certifying authority,

The security ceitificate date is valid.

. Therame on the secuity cerifizate is invaid or daes not
match the name of the site

Doyou watt to proceed?

‘as Il Mo I “Wigw Certificate

If this is the first file you have opened with an Office product (Word, Excel, etc.), you may be prompted to
reenter your logon credentials.

Connect to cybersecurity.ok.go¥
\ F
"ﬂﬁk

Connecting ko cybersecurity.ok.gov.

Lser name: |§ O00testcase j J

i Passward' I sessenes

2]

I Remember my password

After re-authentication, Microsoft Word will open the document selected (in Read Only) mode. If you want
to save a copy, please use the “File, Save As” option in Word to your preferred storage location.

[E Statewide COOP Plan Template (Final OctZ2007).d

| File igdit Wiew  Imsert  Format  Tools  Table
H |j Mew. ..
[ Cpen...

Close
H ave

You can repeat the steps above for each document you want to review and/or save to a new location.
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