
Security Breaches 

 
Security breaches can take several 

form s. The best  defense against  

security breaches are conscient ious 

and alert  users. You are the m ost  

im portant  person for early detect ion and prevent ion. Exam ples 

of breaches include:  

 

• Dam age to equipm ent , facilit ies or ut ilit ies. 

• Loss or m isplacem ent  of m edia (e.g. disks, tapes, paper)  

containing confident ial/ highly rest r icted inform at ion. 

• I nappropriate use of the com put ing environm ent . 

• Unauthorized access or at tem pted unauthorized access to 

inform at ion or com put ing resources. 

I f you discover a security breach, you should report  the breach 

to your I nform at ion Security Officer or m anager im m ediately.   
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I nt roduct ion 
 

I nform at ion is a cr it ical asset . Therefore, it  m ust  be protected 

from  unauthorized m odificat ion, dest ruct ion and disclosure. This 

brochure describes inform at ion security concepts and defines 

steps required to properly safeguard inform at ion. I t  is the 

responsibilit y of everyone-  -  each employee and home user—-to 

become fam iliar with good security pr inciples and to follow the 

inform at ion protect ion t ips.   

 

Did You Know? 

 

Based on recent  stat ist ics:  

That  the average unprotected com puter can be comprom ised in 

a m at ter of m inutes. 

 

The majority of individuals who thought  their com puters were 

safe… were wrong. 

User I Ds and Passw ords 

 
Your user I D is your ident ificat ion, and it ’s 

what  links you to your act ions on the system . 

Your password authent icates your user I D.  

Protect  your I D and password. Remember, 

generally, you are responsible for act ions 

taken with your I D and password.  Follow these best  pract ices:  

1. Your password should be changed periodically. 

2. Don’t  reuse your previous passwords. 

3. Don’t  use the sam e password for each of your accounts. 

4. NEVER tell or share your password with ANYONE. 

5. When your com puter prom pts you to save your  password, 

click on  “No.”    

6. Never use a word found in a dict ionary (English or 

foreign.)  

7. I f you think your password has been com prom ised, change 

it  im m ediately.  Em ployees should not ify the inform at ion  

security officer or m anager at  their  organizat ion. 
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2. For older software, the software vendor typically m akes the      

patches available on their web site. Check the web site at  

least  once a m onth for updates and follow the inst ruct ions to 

apply them .  I f the vendor provides email not ificat ion, sub-

scribe to the not ificat ions and follow the inst ruct ions in the 

em ail to apply the patch as soon as possible. 

3. Many organizat ions m ay already have a process for  auto-

m at ically applying patches so check with your help desk be-

fore applying patches on your work com puter. 

Possible Sym ptom s of a  Com prom ised Com puter 

 
I s your m achine:  

• Slow or non-responsive?  Experiencing unexpected behav-

ior? 

• Running  program s that  you weren’t  expect ing?  

• Showing signs of high level of act ivity to the hard dr ive that  

is not  the result  of anything you init iated? 

• Displaying m essages on your screen that  you haven’t  seen 

before? 

• Running out  of disk space unexpectedly?   

• Unable to run a program  because you don’t  have enough 

m em ory – and this hasn’t  happened before?  

• Program  constant ly crashing?  

• Reject ing a valid and correct ly entered password?  

 

I s your organizat ion:  

• Finding all of its em ail refused (bounced back)?   

• No longer receiving any em ail or visitors to your web site?   

• Experiencing a num ber of em ployees calling the help desk 

saying their password doesn’t  work anym ore?   

• Receiving com plaints from  the system  adm inist rators that  

their  passwords don’t  work anym ore? 

• Get t ing com plaints from  your users that  the network has 

slow response t im e? 

• Finding there are  new processes running on the web 

server?   

 
Hom e users m ay wish to call their  ISP and/ or ant i-virus vendor. 
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2. Em ployees should report  any suspicious calls   

to the appropriate individual in your organiza-

t ion.   

3. Before opening an em ail at tachm ent  or click-

ing on a link, ver ify it  is from  som eone you 

know, ensure your ant i-virus software is cur-

rent  and that  the m essage in the em ail m akes sense for you 

to receive.  I f all the parts don’t  add up, the at tachm ent  

m ay contain a virus.  Delete it .  

Phishing is a scam  in which an em ail m essage 

directs the em ail recipient  to click on a link that  

takes them  to a web site where they are 

prom pted for personal inform at ion such as a pin 

num ber, social security num ber, bank account  

num ber or credit  card num ber. Both the link 

and web site m ay closely resem ble an authent ic 

web site however, they are not  legit imate.  I f  the phishing scam  

is successful,  personal accounts m ay be accessed.  I f you re-

ceive one of these emails:  

1. Do not  click on the link. I n som e cases, doing so m ay cause 

m alicious software to be downloaded to your com puter.    

2. Delete the email message. 

3. Do not  provide any personal inform at ion in response to any 

email if you are not  the init iator of the request . 

Patching 

People are constant ly finding security holes ( i.e. vulnerabilit ies)  

in com puter software which could be used to infect  your com -

puter with a virus, spyware or worse.  When vulnerabilit ies are 

discovered, the software vendor typically issues a fix ( i.e. patch)  

to correct  the problem .  This fix should be applied as soon as 

possible because the average t ime for someone to t ry to exploit  

this security hole can be as lit t le as a few days.  

1. Newer software and operat ing system s can be set  to auto-

m at ically apply updates.  I f your software supports this, set  

up the autom at ic updates.   
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8. Make your password as long as possible -  -  eight  or m ore 

characters.  Create a password that ’s hard to guess but  easy 

for you to rem em ber. When possible, use a m ix of num bers 

and let ters, special characters or use only the consonants of 

a word. I f you have difficulty in thinking of a password that  

you can rem em ber, t ry using the first  let ter of each word in 

a phrase, song, quote or sentence.  For exam ple, “The big  

Red fox jum ped over the Fence to get  the hen?”   becom es 

TbRfjotF2gth?.  

Hom e Com puter Protect ion  

 
Properly safeguarding your personal com puter (PC)  is one of the 

m ost  im portant  ways of protect ing your inform at ion from  

corrupt ion or loss. 

1. Log off or lock your com puter when you 

are away from  your PC.  I n m ost  cases 

hit t ing the  “Cont rol-Alt -Delete”  keys and 

then select ing “Lock Com puter”  will keep 

others out .  You will need your password 

to sign back in, but  doing this several 

t im es a day will help you to rem em ber 

your password. 

2. I f you have a m odem , m ake sure it  does not  accept  

incom ing calls (auto-answer should be off) .   

3. When possible, remove your personal or sensit ive 

inform at ion before allowing your workstat ion equipm ent  to 

be repaired off-site or replaced by an outside vendor.  I f 

your hom e com puter is being used for work purposes, 

consult  your m anager on how best  to do this.   

4. I nstall firewall and ant i-virus software.  I f you have m ult iple 

m achines, have this software on all of them . 

Protect ing your I nform at ion 

During an em ergency or disrupt ion, cr it ical inform at ion -  -  the 

inform at ion necessary to run your organizat ion’s system s, 

record act ivit ies or sat isfy legal and/ or business requirem ents—-   

m ay be dam aged. The best  way to protect  inform at ion is to copy 

it  and store it  in a secure locat ion. 
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1. I f you are connected to a network, store your files in folders 

set  aside for you.  (For em ployees, check with your LAN ad-

m inist rator for the schedule of backups) . 

2. I f you are not  connected to a network, save your files to 

CDs or floppy disks regularly. 

3. Ensure that  backups reflect  the m ost  current  inform at ion by 

copying the data on a regular basis, and after all significant  

changes. The frequency of the backup cycle should be con-

sistent  with the frequency with which you m odify the infor-

m at ion.  

4. Save your or iginal installat ion CDs/ disket tes to use as the 

backup for your PC software.   

 

Firew alls 

 
Any m achine connect ing to the I nternet  should ut ilize a firewall.  

There are two types of firewalls.  Software firewalls usually run 

on PCs.  Hardware firewalls are separate devices designed to 

efficient ly protect  computers.  They are usually used by busi-

nesses, organizat ions, schools and governm ents.  All firewall 

protect ion creates a barr ier between the computers and the 

I nternet .  Firewalls should be configured to filter out  unauthor-

ized or dangerous informat ion and prevent  int ruders from  scan-

ning and ret r ieving personal or sensit ive inform at ion from  the 

com puter.  Periodically check your firewall m anufacturer ’s web 

site for product  updates and patches. 

 

Malicious Code Protect ion 

 
Malicious code can take form s such as a virus, worm  or Trojan.  

I t   can hide behind an infected web page or disguise itself in a 

downloadable gam e, screen saver or em ail at tachment .   

 

   

 

 

 

Published by: The Multi-State Information Sharing and Analysis Center  
(MS-ISAC) — http://www.cscic.state.ny.us/msisac/index.html 

Page 8 

Office of Enterprise Technology

4. Turn on encrypt ion -  Encrypt ion set t ings should be set  for 

the st rongest  encrypt ion available in the product .   

 

5. Change the default  cryptographic key -  Many vendors use 

ident ical shared keys in their factory set t ings.  

 

6. Use MAC ACL filter ing -  Networks use a unique hardware 

address ident ifier called a MAC, to help regulate communi-

cat ions between m achines on the sam e network.  The MAC 

Access Cont rol List  (ACL)  can perm it  certain MAC addresses 

access to the network while denying access to other MAC 

addresses, lim it ing access to only authorized com puters. 

 

7. Organizat ions should have a policy regarding use of wireless 

devices.   

 
Rem ote Access allows users to access data from  outside loca-

t ions using dial-up equipment  and public telephone lines or cel-

lular/ wireless phones on the I nternet . Because this form  of ac-

cess is designed for off-site use that  m ay extend after norm al 

business hours, ext ra m easures are required to prevent  unau-

thorized access. 

 

1. Keep dial-up numbers confident ial.  

2. Rem ote access to the office via the I nternet  should use en-

crypt ion such as Secure Socket  Layer (SSL)  or Virtual Pri-

vate Network (VPN) . 

 

Social Engineering is an approach to gain ac-

cess to inform at ion through m isrepresentat ion. 

I t  is the conscious m anipulat ion of people to 

obtain informat ion without  their realizing that  a 

security breach is occurring.  I t  m ay take the 

form  of im personat ion via telephone or in per-

son and through em ail.  Som e em ails ent ice the 

recipient  into opening an at tachm ent  that  act i-

vates a virus.   

1. Before providing inform at ion to a telephone caller, check if 

the individual is authorized to receive that  inform at ion. 
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I f you use a laptop, rem em ber the following:  

 

1. Secure it  with a cable lock or store it  in 

a locked area or locked drawer.   

2. Backup your data.   

3. Encrypt  confident ial inform at ion stored 

on it .    

4. Keep it  with you during air  and vehicle 

t ravel unt il it  can be locked up safely.  

Do not  forget  to ret r ieve it  after passing 

through airport  security.  

Treat  all your portable devices in the sam e careful manner you use 

with your laptop and keep an eye on them .  

W ireless Security 

 
Wireless networks and laptops are very 

popular for their ease of use and portabil-

ity.  The I nternet  can be reached via radio 

waves without  having to plug your m achine 

into a network.  I t  is with the sam e ease of 

connect ing that  m alicious individuals con-

nect  to unprotected networks.  At tackers 

conduct  dr ive-by eavesdropping, called 

“war dr iving”  to listen in on unsecured de-

vices in hom es and businesses.   Take the following steps to secure 

any wireless equipm ent . Consult  your equipm ent ’s m anual for spe-

cific details. 

 

1. Change the default  passwords and default  SSI D, which is an 

ident ifier that  is som et im es referred to as the “network nam e” .  

Each wireless device com es with its own default  set t ings, som e 

of which inherent ly contain security vulnerabilit ies.  Most  de-

fault  passwords are known to hackers. 

 
2. SSI Ds should not  contain the organizat ion’s nam e or any other 

ident ifying inform at ion about  the organizat ion, the departm ent  

in which it  is located, or its funct ion. 

 

3. Turn off broadcast ing the SSI D if possible;  this will m ake it  

m ore difficult  for a hacker to gather your SSI D inform at ion.  
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Com puter viruses are programs that  spread or self- replicate. 

They usually require interact ion from  som eone to be act ivated.  

The virus m ay arrive in an em ail m essage as an at tachm ent  or 

be act ivated by simply opening a message or visit ing a malicious 

web site.  Som e viruses consum e storage space or sim ply cause 

unusual screen displays.  Others dest roy inform at ion. I f a virus 

infects your PC, all the inform at ion on your hard dr ive m ay be 

lost  and/ or com prom ised. Also, a virus in your PC m ay easily 

spread to other m achines that  share the inform at ion you access.   

 

Viruses can exhibit  m any different  sym ptom s.   I f  your com -

puter behaves errat ically, em ployees are advised to contact  

their organizat ion com puter support  representat ive.   At  hom e, 

disconnect  the PC from  the I nternet  and run a full virus scan.   

 

1. Check that  your ant i-virus software is updated at  least  every 

week or set  it  for autom at ic updates.  New, fast  spreading 

worms and viruses are released 

every day.  

2.  Before implement ing or using soft -

ware from  any source, check it  for 

viruses with a current  virus scanner.   

Em ployees, if you do not  have a vi-

rus scanner installed on your PC, call 

your organizat ion representat ive. 

3. Store removable media, such as CDs/ thumb drives/ disket tes   

as "write protected" whenever possible to help prevent  in-

fect ion by viruses.  

4. Do not  load free software on your com puter from  an       

unt rusted source. 

5. Consider blocking extensions such as:  .bat , .cm d,  .exe, .pif,  

.scr, or .zip through content  filtering software.  

6. Depending on the extent  of the infect ion, you may need to 

re- install your operat ing system . 

 

Office of Enterprise Technology
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W orm s are sim ilar to viruses because they self–replicate,  how-

ever, they do not  require any user interact ion to be act ivated.  

Worm s spread because of vulnerabilit ies or “holes”  in software.     

1. I nstall either a software or hardware fire-

wall.   A well configured firewall can help 

stop propagat ion of a worm . 

2. Ant i-virus software will often detect  

worm s. Keep your ant i-virus software up-

to-date. 

3. Know where to find your ant i-virus vendor’s “ rescue”  web 

site for your hom e com puter. 

4. Keep your PC and servers “patched.”   

 

Trojans (also known as backdoors)  are m alicious code hidden in 

a legit im ate program  that , when executed, perform s som e un-

authorized act ivity or funct ion.  This can range from  stealing 

your password and credit  card inform at ion to allow-

ing som eone to take cont rol of your com puter.  To 

prevent  installat ion of Trojans on your m achine:  

1. Run ant i-virus software on your desktop and 

follow the best  pract ices for using it .   

2. Be careful about  downloading gam es, screensavers and 

other files.  Download only from t rusted I nternet  sources.   

3. Be careful about  file and m usic sharing services because you 

can inadvertent ly share files you did not  intend to share.  

Downloaded files can contain viruses and other m alicious 

code. 

A denial- of- service at tack  is an assault  upon a network or 

web site that  floods it  with so many addit ional requests that  

regular services are either slow or com pletely interrupted.  I n 

som e instances, a group of rem otely cont rolled, com prom ised 

desktops are com bined to joint ly at tack a target  system .   
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Spyw are and related “adware,”  are software som et im es 

downloaded from  a web page, by following a link in an em ail or 

are installed with freeware or shareware software without  the 

user’s knowledge.  Spyware is used  to t rack your I nternet  act iv-

ity, redirect  your browser to certain web sites or m onitor sites 

you visit .   Spyware m ay also record your passwords and per-

sonal inform at ion to send to a m alicious web site.   

 

1. Read the freeware and shareware license agreem ent   to see 

if  adware or spyware is ment ioned before installing the soft -

ware. 

2. Choose to “Close”   any pop up windows by clicking on the 

“X.”   

3. Do not  respond to any dialogue boxes that  appear unexpect -

edly;  click on “X” .  Clicking on “No”  or “Cancel”  somet im es 

installs spyware.  

4. Beware of visit ing web pages which are unt rusted. 

5. I nstall software to detect  spyware and adware on your PC. 

 

Hoaxes are em ail m essages that  resem ble chain let ters, offer 

free m oney, or contain dire warnings and offers that  seem  to be  

too good to be t rue.  I f you receive a hoax via em ail,   delete it .  

Sharing hoaxes slows down m ail servers and m ay be a cover for 

a hidden virus or worm .   

 

Mobile Com put ing Security 

Computers are now accessible via a variety of 

m eans.  A person can even download data 

from  the I nternet  to a cell phone.  While con-

venient  and fun to use, som e good pract ices 

will help protect  your inform at ion. 

 

Laptops, PDAs and Cell Phones are m ore easily stolen or 

m isplaced because of their size. Rem em ber, if your laptop is 

gone, your data is too. Sm all com puter devices carry inform a-

t ion that  m ust  be protected.   
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