
BUSI NESS ASSOCI ATE AGREEMENT

This Business Associate Agreem ent  ( the “Agreem ent ” )  is entered into this         day of                       ,

20     ,  by and between                                                                                                                

( “Covered Ent ity” )  and the University of Maine System , act ing through the University of                      

                                                ( “Business Associate” ) .

WHEREAS, Covered Ent ity and Business Associate are part ies to an agreem ent  ( the “Underlying

Agreem ent ” ) , under which Business Associate provides certain services to Covered Ent ity and, in

connect ion with those services, Covered Ent ity discloses to Business Associate and/ or Business

Associate discloses and/ or uses certain protected health inform at ion ( “PHI ” )  that  is subject  to

protect ion under the Health I nsurance Portabilit y and Accountabilit y Act  of 1996, as am ended from

t im e to t im e ( “HI PAA” ) ;

WHEREAS, the part ies desire to com ply with the HI PAA standards for the pr ivacy and security of PHI

of I ndividuals at  Covered Ent ity;

NOW THEREFORE, for and in considerat ion of the recitals above and the m utual covenants and

condit ions herein contained, Covered Ent ity and Business Associate enter into this Agreem ent  to

provide a full statem ent  of their  respect ive responsibilit ies.

SECTI ON I  -  DEFI NI TI ONS

Unless otherwise provided herein, capitalized term s shall have the sam e m eaning as set  forth in

HI PAA, as am ended, and its im plem ent ing regulat ions.

ARRA shall m ean the Health I nform at ion Technology for Econom ic and Clinical Health Act  provisions

of the Am erican Recovery and Reinvestm ent  Act  of 2009, Pub. Law No. 111-5 and its im plem ent ing

regulat ions. References in this Agreem ent  to a sect ion or subsect ion of t it le 42 of the United States

Code are references to sect ions of ARRA, and any reference to provisions of ARRA in this Agreem ent

shall be deem ed a reference to that  provision and its exist ing and future im plem ent ing regulat ions,

when and as each is effect ive.

Com pliance Date shall m ean in each case the date by which com pliance is required under the

referenced provision of ARRA.

HI PAA -  The term  “HI PAA”  shall m ean the Health I nsurance Portabilit y and Accountabilit y Act  of

1996, as am ended from  t im e to t im e.

I ndividual -  The term  “ I ndividual”  shall have the sam e m eaning as the term  “ I ndividual”  in 45 CFR

Sect ion 160.103 and shall include a person who qualifies as a personal representat ive in accordance

with 45 CFR §164.502(g) .

Privacy Rule  -  The term  “Privacy Rule”  shall m ean the Standards for Privacy of I ndividually

I dent ifiable Health I nform at ion at  45 CFR Part  160 and Part  164, Subparts A, D and E.

Protected Health I nform at ion or PHI  -  The term  “Protected Health I nform at ion”  or “PHI ”  shall

have the sam e m eaning as the term  “Protected Health I nform at ion”  in 45 CFR §160.103, lim ited to

the inform at ion created or received by Business Associate from  or on behalf of Covered Ent ity.

Required by Law  -  The term  “ required by law”  shall have the sam e m eaning as the term  “ required

by law”  in 45 CFR §164.103.

Secretary  -  The term  “Secretary”  shall m ean the Secretary of the United States Departm ent  of Health

and Hum an Services or his/ her designee.

Security Rule  -  The term  “Security Rule”  shall m ean the Security Standards for the Protect ion of

Elect ronic Protected Health I nform at ion at  45 CFR Parts 160, 162 and 164, Subpart  C.



Underlying Agreem ent  -  The term  “underlying agreem ent ”  shall m ean that  certain agreem ent  dated 

                                            ,  20      under which Business Associate provides certain services to

Covered Ent ity and, in connect ion with those services, Business Associate uses or discloses certain PHI

that  is subject  to protect ion under HI PAA from  or on behalf of Covered Ent ity. 

SECTI ON I I  -  OBLI GATI ONS AND ACTI VI TI ES OF BUSI NESS ASSOCI ATE

2.1 Perform ance of Agreem ent .  Business Associate, its agents and em ployees (collect ively

referred to as “Business Associate” )  agrees not  to use or further disclose PHI  other than as

perm it ted or required by this Agreem ent  or as Required by Law. 

2.2 Safeguards for Protect ion of PHI .  Business Associate shall develop, im plem ent , m aintain and

use appropriate adm inist rat ive, technical and physical safeguards to prevent  the use or

disclosure of PHI , in any form  or m edia, received from , or created or received by Business

Associate on behalf of, the Covered Ent ity, other than as provided for by this Agreem ent .

Business Associate shall docum ent  and keep such security m easures current .

2.3 Report ing of Unauthorized Use and/ or Security Breach.  Business Associate will prom pt ly

report  to Covered Ent ity any breach of security or use or disclosure of PHI  not  provided for in

this Agreem ent  upon becom ing aware of it ,  as soon as possible and in no case later than sixty

(60)  calendar days after discovery, and all in accordance with 42 USC § 17932(b)  as of its

Com pliance Date. Business Associate agrees to m it igate, to the extent  pract icable, any

harm ful effect  that  is known to Business Associate of a security breach or use or disclosure of

PHI  by Business Associate in violat ion of the requirem ents of this Agreem ent .

2.4 Use of Subcont ractors.  Business Associate agrees to ensure that  any agent  and/ or

subcont ractor, to whom  it  provides PHI  received from , or created or received by Business

Associate on behalf of, Covered Ent ity, adheres to the sam e rest r ict ions and condit ions that

apply through this Agreem ent  to Business Associate with respect  to such inform at ion.

2.5 Access to PHI .  Business Associate agrees to provide access to PHI  in a Designated Record Set

in order to m eet  the requirem ents under 45 CFR §164.524 and Maine law. I n the event  that

Business Associate, in connect ion with the services, uses or m aintains an Elect ronic Health

Record of inform at ion of or about  an I ndividual, then the Business Associate shall upon

request  by the Covered Ent ity provide an elect ronic copy of the PHI  to the Covered Ent ity or to

the I ndividual or a third party designated by the I ndividual, all in accordance with 42 USC

§17935(e) , as of its Com pliance Date.

2.6 Am endm ents by Business Associate.  Business Associate agrees to m ake available for

am endm ent  and incorporate any am endm ent (s)  to PHI  in a Designated Record Set  that  the

Covered Ent ity directs or agrees to pursuant  to 45 CFR §164.526.

2.7 Access by DHHS.  Business Associate agrees to m ake internal pract ices, books and records

including policies and procedures and PHI  relat ing to the use and disclosure of PHI  received

from , or created or received by Business Associate on behalf of, Covered Ent ity available to

the Covered Ent ity, or to the Secretary, in a t im e and m anner designated by the Covered

Ent ity or the Secretary, for the purposes of the Secretary determ ining Covered Ent ity’s and

Business Associate’s com pliance with HI PAA and its im plem ent ing regulat ions.

2.8 Docum entat ion of Disclosures.  Business Associate agrees to docum ent  such disclosures of PHI

and inform at ion related to such disclosures and to m ake such inform at ion available as would

be required for Covered Ent ity to respond to a request  by an I ndividual for an account ing of

disclosures of PHI  in accordance with 45 CFR §164.528 and, as of its Com pliance Date, in

accordance with 42 USC §17935(c) .

2.9 Security of Elect ronic I nform at ion. Business Associate shall develop, im plem ent , m aintain and

use appropriate adm inist rat ive, technical and physical security m easures to preserve the

confident iality, integrity and availabilit y of all elect ronically m aintained or t ransm it ted health

inform at ion received from , or created or received by Business Associate on behalf of, the



Covered Ent ity, which pertains to an I ndividual. As of the Com pliance Date of 42 USC §17931,

Business Associate shall com ply with the requirem ents set  forth in 45 CFR §§164.308,

164.310, 164.312 and 164.316.

2.10 Elect ronic Transact ions and Code Set  Standards. I f Business Associate conducts any Standard

Transact ion for, or on behalf of, the Covered Ent ity, Business Associate shall com ply, and shall

require any subcont ractor or agent  conduct ing such Standard Transact ion to com ply, with

each applicable requirem ent  of 45 CFR Part  162.

SECTI ON I I I  -  PERMI TTED USES AND DI SCLOSURES BY BUSI NESS ASSOCI ATE

3.1 General.  Except  as otherwise lim ited in this Agreem ent  or as provided in sect ion 3.2, Business

Associate m ay use or disclose PHI  to perform  funct ions, act ivit ies, or services for, or on behalf

of, Covered Ent ity as specified in the Underlying Agreem ent , provided that  such use or

disclosure would not  violate HI PAA if done by Covered Ent ity or the “m inim um  necessary”

policies and procedures of the Covered Ent ity. Except  as perm it ted by this Agreem ent , the

Covered Ent ity shall not  request  or require Business Associate to use or disclose PHI  in any

m anner that  would not  be perm issible under HI PAA if done by the Covered Ent ity.

3.2 Specific.  Except  as otherwise lim ited in this Agreem ent , Business Associate m ay use PHI  if

necessary for the proper m anagem ent  and adm inist rat ion of the Business Associate or to carry

out  the legal responsibilit ies of the Business Associate.  Except  as otherwise lim ited in this

Agreem ent , Business Associate m ay disclose PHI  if necessary for the proper m anagem ent  and

adm inist rat ion of the Business Associate, or to carry out  the legal responsibilit ies of the

Business Associate, provided that  disclosure is required by law, or Business Associate obtains

reasonable assurances from  the person to whom  the inform at ion is disclosed that  it  will

rem ain confident ial and used or further disclosed only as required by law or for the purpose

for which it  was disclosed to the person, and the person not ifies the Business Associate of any

instances of which it  is aware in which the confident iality of the inform at ion has been

breached.  Except  as otherwise lim ited in this Agreem ent , Business Associate m ay use PHI  to

provide Data Aggregat ion services to Covered Ent ity as perm it ted by 45 CFR

§164.503(e) (2) ( i) (B) .  Business Associate m ay use PHI  to report  violat ions of law to

appropriate Federal and State authorit ies, consistent  with 45 CFR §164.502( j ) (1) .

3.3 Minim um  Necessary. Business Associate shall request , use and/ or disclose only the m inim um

am ount  of PHI  necessary to accom plish the purpose of the request , use and/ or disclosure;

provided that  it  shall com ply with 42 U.S.C. §17935(b)  as of it  Com pliance Date.

3.4 Rem unerat ion. Business Associate shall not  direct ly or indirect ly receive rem unerat ion in

exchange for any PHI  in accordance with 42 USC §17935(d)  as of its Com pliance Date.

3.5 Market ing. Business Associate shall not  m ake or cause to be m ade any com m unicat ion about  a

product  or service that  is prohibited by 42 USC §17936(a)  as of its Com pliance Date.

3.6 Fund-Raising. Business Associate shall not  m ake or cause to be m ade any writ ten fund- raising

com m unicat ion that  is prohibited by 42 USC §17936(b)  as of its Com pliance Date.

SECTI ON I V -  OBLI GATI ONS OF COVERED ENTI TY

4.1 Consent . Covered Ent ity agrees to obtain any consent , authorizat ion or perm ission that  m ay

be required by the Privacy Rule or applicable state laws and/ or regulat ions pr ior to furnishing

Business Associate the PHI  pertaining to an I ndividual. The Covered Ent ity will not ify Business

Associate of any changes in, or revocat ion of, perm ission by the I ndividual to use or disclose

PHI , to the extent  that  such changes m ay affect  Business Associate’s use or disclosure of PHI .

4.2 Rest r ict ions. Covered Ent ity agrees that  it  will inform  Business Associate of any PHI  that  is

subject  to any arrangem ents perm it ted or required of Covered Ent ity under the Privacy Rule

that  m ay m aterially im pact  in any m anner the use and/ or disclosure of PHI  by Business

Associate under this Agreem ent , including, but  not  lim ited to, rest r ict ions on the use and/ or



disclosure of PHI  as provided for in 45 CFR §164.522 or 42 USC §17935(a)  as of its

Com pliance Date.

4.3 Not ice of Privacy Pract ices. Covered Ent ity agrees that  it  will not ify Business Associate of any

lim itat ion(s)  in its Not ice of Privacy Pract ices of the Covered Ent ity in accordance with 45 CFR

§164.520, to the extent  that  such lim itat ion m ay affect  Business Associate’s use or disclosure

of PHI .

4.4 Minim um  Necessary. Covered Ent ity shall request , use and/ or disclose only the m inim um

am ount  of PHI  necessary to accom plish the purpose of the request , use and/ or disclosure;

provided that  it  shall com ply with 42 U.S.C. §17935(b)  as of it  Com pliance Date.

4.5 I ndem nificat ion.  Covered Ent ity shall indem nify, defend, and hold Business Associate and its

em ployees, directors, t rustees, officers, representat ives and agents (collect ively the

I ndem nitees)  harm less from  and against  all claim s, causes of act ion, liabilit ies, j udgm ents,

fines, assessm ents, penalt ies, dam ages, awards or other expenses, of any kind or nature

whatsoever, including, without  lim itat ion, at torneys’ fees, expert  witness fees, and costs of

invest igat ion, lit igat ion or dispute resolut ion, incurred by the I ndem nitees and relat ing to or

arising out  of any breach or alleged breach of the term s of this Agreem ent  by Covered Ent ity

or any other act  or om ission of Covered Ent ity, its em ployees or agents.

4.6 Perm ission. Covered Ent ity will not ify Business Associate of any changes in, or revocat ion of,

perm ission by the I ndividual to use or disclose PHI , to the extent  that  such changes m ay

affect  the Business Associate’s use or disclosure of PHI .

SECTI ON V -  TERM/ TERMI NATI ON

5.1 Term  and Term inat ion.  The term  of this Agreem ent  shall be effect ive as of ___________ and

shall term inate when all of the PHI  provided by Covered Ent ity to Business Associate, or

created or received by Business Associate on behalf of, Covered Ent ity is dest royed or

returned to Covered Ent ity, or, if it  is infeasible to return or dest roy the PHI , protect ions are

extended to such PHI  in accordance with the term inat ion provisions in this sect ion.

5.2 Term inat ion for Cause.  I f either party knows of a pat tern of act ivity or pract ice of the other

party that  const itutes a m aterial breach or violat ion of this Agreem ent , then the non-breaching

party shall either:

    A. Provide an opportunity for the other party to cure the breach or end the violat ion

and term inate this Agreem ent  if the other party does not  cure the breach or end the

violat ion within the t im e specified;

    B. I m m ediately term inate this Agreem ent  if the other party has breached a m aterial

term  of this Agreem ent  and cure is not  possible;  or

    C. I f neither term inat ion nor cure are feasible, the non-breaching party shall report  the

violat ion to the Secretary.

5.3 Effect  of Term inat ion:

5.3.1 Except  as provided in Sect ion 5.3.2, upon term inat ion of this Agreem ent , for any

reason, Business Associate shall cease and desist  all uses and disclosures of Covered

Ent ity’s PHI  and shall im m ediately return or dest roy ( if Covered Ent ity gives writ ten

perm ission to dest roy)  in a reasonable m anner consistent  with HI PAA, all PHI  received

from  Covered Ent ity, or created or received by Business Associate on behalf of

Covered Ent ity, provided, however that  Business Associate shall cooperate with

Covered Ent ity to ensure that  no or iginal PHI  records are dest royed.  This provision

shall apply to PHI  that  is in the possession of subcont ractors or agents of Business

Associate.  Except  as provided in Sect ion 5.3.2, Business Associate shall retain no

copies of the PHI .  Except  as provided in Sect ion 5.3.2, Business Associate shall cert ify

to Covered Ent ity that  all PHI  has been returned (or dest royed)  within 30 days after

term inat ion or expirat ion of this Agreem ent .



5.3.2 I n the event  that  Business Associate determ ines that  returning or dest roying the PHI  is

infeasible, Business Associate shall provide to Covered Ent ity not ificat ion of the

condit ions that  m ake return or dest ruct ion infeasible.  Upon m utual agreem ent  of the

Part ies that  return or dest ruct ion of PHI  is infeasible, Business Associate shall extend

the protect ions of this Agreem ent  to such PHI  and lim it  further uses and disclosures of

such PHI  to those purposes that  m ake the return or dest ruct ion infeasible, for so long

as Business Associate m aintains such PHI .

SECTI ON VI  -  MI SCELLANEOUS

6.1 Const ruct ion.  This Agreem ent  shall be const rued as broadly as necessary to im plem ent  and

com ply with HI PAA, ARRA and the HI PAA regulat ions.  The part ies agree that  any am biguity in

this Agreem ent  shall be resolved in favor of a m eaning that  com plies and is consistent  with

HI PAA, ARRA and HI PAA regulat ions.

6.2 Not ice.  Any not ice or other com m unicat ion required, or which m ay be given, pursuant  to this

Agreem ent , shall be in writ ing.  Any such not ice shall be deem ed delivered ( i)  on the day of

delivery in person;  ( ii)  f ive (5)  days after deposit  in first  class registered m ail,  with return

receipt  requested;  ( iii)  on the actual delivery date if deposited with an overnight  courier;  or

( iv)  on the date sent  by facsim ile, if confirm ed with a copy sent  contem poraneously by first

class, cert if ied, registered or express m ail;  in each case properly posted and fully prepaid to

the appropriate address set  forth below, or such other address of which a party m ay provide

not ice in accordance with this sect ion:

                                                                                    

                                                                                                      

                                                                                       

                                                                                    

6.3 Modificat ion of Agreem ent .  The part ies recognize that  this Agreem ent  m ay need to be

m odified from  t im e to t im e to ensure consistency with am endm ents to and changes in

applicable federal and state laws and regulat ions, including, but  not  lim ited to HI PAA.  The

part ies agree to execute any addit ional am endm ents to this Agreem ent  reasonably necessary

for each party to com ply with HI PAA.  This Agreem ent  shall not  be waived, am ended or

altered, in whole or in part ,  except  in writ ing signed by the part ies.

6.4 Transferabilit y.  Covered Ent ity has entered into this Agreem ent  in specific reliance on the

expert ise and qualificat ions of Business Associate.  Consequent ly, Business Associate’s interest

and obligat ions under this Agreem ent  m ay not  be t ransferred or assigned or assum ed by any

other person, in whole or in part , without  the pr ior writ ten consent  of Covered Ent ity.

6.5 Governing Law and Venue.  This Agreem ent  shall be governed by, and interpreted in

accordance with, the internal laws of the State of Maine, except  that  its conflicts of law

provisions shall not  apply.

6.6 Binding Effect .  This Agreem ent  shall be binding upon, and shall extend to the benefit  of, the

part ies hereto and their respect ive perm it ted successors and assigns.

6.7 Execut ion.  This Agreem ent  m ay be executed in m ult iple counterparts, each of which shall

const itute an original and all of which shall const itute but  one Agreem ent .

6.8 Regulatory References.  A reference in this Agreem ent  to a sect ion in the Privacy Rule or

Security Rule m eans the sect ion as in effect  or as am ended.

6.9 Relat ionship of Part ies. Business Associate is an independent  cont ractor of the Covered Ent ity,

not  a partner, agent  or joint  venturer of the Covered Ent ity and neither party shall hold itself

out  cont rary to these term s by advert ising or otherwise, nor shall either party be bound by

any representat ion, act  or om ission whatsoever of the other.



6.10 Survival.  The respect ive r ights and obligat ions of the part ies under sect ions 4.5 and 5.3 of

this Agreem ent  shall survive the term inat ion of this Agreem ent .

6.11 Prior ity of Agreem ent .  I f any port ion of this Agreem ent  is inconsistent  with the term s of the

Underlying Agreem ent , the term s of this Agreem ent  shall prevail.   Except  as set  forth above,

the rem aining provisions of the Underlying Agreem ent  shall rem ain unchanged.

6.12 Non-Discrim inat ion. The part ies shall not  discr im inate and shall com ply with applicable laws

prohibit ing discr im inat ion on the basis of race, color, religion, sex, sexual or ientat ion,

including t ransgender status or gender expression, nat ional or igin or cit izenship status, age,

disability, or veteran status. Business Associate encourages the em ploym ent  of individuals

with disabilit ies.

68.13 Non-waiver. The failure of either party to exercise any of its r ights under this Agreem ent  for a

breach thereof shall not  be deem ed to be a waiver of such r ights, and no waiver by either

party, whether writ ten or oral, express or im plied, of any r ights under or ar ising from  this

Agreem ent  shall be binding on any subsequent  occasion;  and no concession by either party

shall be t reated as an im plied m odificat ion of the Agreem ent  unless specifically agreed in

writ ing.

66.14 Severability. I n the event  one or m ore clauses of this Agreem ent  are declared invalid, void,

unenforceable or illegal, that  shall not  affect  the validity of the rem aining port ions of this

Agreem ent .

6.15 Ent ire Agreem ent . This Agreem ent  sets forth the ent ire agreement  of the part ies, and replaces

and supersedes any previous agreem ent  between the part ies on the subject , whether oral or

writ ten, express or im plied.

6.16 Force Majeure. Neither party to this Agreem ent  shall be liable for non-perform ance of any

obligat ion under this Agreem ent  if such non-perform ance is caused by a Force Majeure. "Force

Majeure" m eans an unforeseeable cause beyond the cont rol of and without  the negligence of

the party claim ing Force Majeure, including, but  not  lim ited to, fire, flood, other severe

weather, acts of God, labor st r ikes, interrupt ion of ut ilit y services, war, acts of terror ism , and

other unforeseeable accidents.

6.17 Docum entat ion. Both part ies shall retain all docum entat ion required by HI PAA for six years

from  the date of its creat ion or the date when the docum ent  was last  in effect , whichever is

later 

I N WI TNESS WHEREOF, the part ies hereto have set  their hands effect ive the day and year first  above

writ ten.

UNI VERSI TY OF MAI NE SYSTEM COVERED ENTI TY

________________________

By: _______________________________ By:  ____________________________

Name: Name:

Tit le: Tit le:

Date: Date:

Revised 02/ 09/ 2010


