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BACKGROUND 

 
This session draws on the work of Dr. Latanya Sweeney, who dem onst rated that  by 
linking three shared variables (data of bir th, a port ion of a ZI P code, and gender)  
from  two sets of data (voter list  and m edical data) , apparent ly anonym ous m edical 
data could be re- ident ified.  This study relied on the general availabilit y of a 
m atching data source, which in this case was a voter list  that  could be purchased 
for $20.1  Dr. Sweeny uses the term  quasi- ident ifiers for those variables that , while 
not  explicit  like a nam e or address, can nevertheless, in com binat ion with an 
external data source, be used to re- ident ify data.  I n her work on k-anonym ity,2 Dr. 
Sweeny notes that  data-holders who wish to release data anonym ously often do not  
know what  data sources are available to the data recipient  and are therefore 
unaware of which quasi- ident ifiers in their  data set  are r isky.  Consequent ly,  
release of data could be re- ident ified through the use of quasi- ident ifiers.  Although 
Dr. Sweeney focused on externally (publicly)  available data-sources, her insight  
with respect  to the abilit y to re- ident ify through the use of quasi- ident ifiers would 
be equally applicable to the com binat ion of two (or m ore)  pr ivate data sets. 
 
Dr. Khaled El Em am  has t r ied to replicate Dr. Sweeney’s research in Ontario using 
her three variables, data of bir th, postal code and gender.  He has found that  there 
is no com parable data set  that  is externally available to enable the sam e re- linking 
in the case of m edical data.  His study did find, however, that  readily available 
inform at ion for doctors and lawyers (at  a cost )  did perm it  replicat ion of Dr. 
Sweeny’s work. 
 
Dr. El Em am  has also conducted a qualitat ive study on how persons engaged in 
clinical research perceive privacy r isks. Through interviews with 20 persons – 
invest igators, study coordinators, Research Ethics Board (REB)  m em bers and I T 
personnel – Dr. El Em am  found that  while REBs m ay require anonym izat ion there is 
no system at ic or evidence-based approach concerning how this will be achieved.  
For exam ple, although data lim itat ion (data with som e variables elim inated)  was 
the m ethod used for anonym izat ion, knowledge of which variables to rem ove or 

                                                 
1
 L. Sweeney, Uniqueness of Simple Demographics in the U.S. Populat ion ,  LI DAPWP4. 

Carnegie Mellon University, Laboratory for I nternat ional Data Privacy, 
Pit t sburgh, PA:  2000. 
2 L. Sweeney. k-anonym ity:  a m odel for protect ing pr ivacy. I nternat ional Journal on Uncertainty, 

Fuzziness and Knowledge-based System s, 10 (5) , 2002;  557-570, online:  
< ht tp: / / pr ivacy.cs.cmu.edu/ datapr ivacy/ projects/ kanonym ity/ kanonym ity.pdf> . 

 

 



 2

which variables were high- r isk was lacking and there was wide variat ion am ong 
pract ices.  I n general, decisions were m ade on the basis of intuit ion and hearsay 
rather than just if ied according to evidence.  He also found that  no one used 
stat ist ical m ethods extensively.  Dr. El Em an’s findings are supported by the study 
of REB chairs and coordinators by Don Willison and others, which found 
considerable variat ion in the abilit y to recognize the potent ial for  re- ident ificat ion 
through the com binat ion of var iables. 
 
LEGAL AND POLI CY DI MENSI ONS 

 
The following provides a cursory overview of the guidance found in Canadian 
legislat ion with respect  to anonym izat ion or de- ident ificat ion and raises issues in 
connect ion with these statutory schem es, part icular ly as concerns clar ity and 
im plicat ions.  This is followed by three exam ples of approaches taken to what  is 
considered anonym ous inform at ion, which are included to further inform  
considerat ion of the quest ions for this session. 
 

1 .1  The com plex legislat ive landscape 

 
The privacy legislat ive landscape in Canada is, to say the least , very com plex and 
far from  uniform .  This is part icular ly relevant  in the health inform at ion context  
because in different  Canadian jur isdict ions different  rules apply, and it  cannot  be 
assum ed that  health informat ion is protected according to a com m on (or sim ilar)  
legislat ive regim e. 
 
Beginning with public sector legislat ion, which is found in all fourteen jur isdict ions 
(often com bined with general, access to governm ent  inform at ion provisions) , and 
which varies from  jur isdict ion to jur isdict ion in term s of scope.  For exam ple, som e 
jur isdict ions include inst itut ions like hospitals, regional health authorit ies or 
universit ies under its coverage, while others do not .   
 
Next  we now have federal legislat ion (PI PEDA) 3 that  applies nat ionally to the 
pr ivate sector when engaged in com m ercial act ivit ies, which probably includes key 
players in the health sector including physicians and pharm acists unless they are 
captured under other, m ore recent ly enacted legislat ive regim es.  We also have 
general, pr ivate sector legislat ion in three provinces,4 which, like PI PEDA m ay have 
applicat ion to health inform at ion for som e purposes.  And finally we have health-
sector specific legislat ion in four provinces,5 which m ore direct ly addresses all 
com ponents of health care inform at ion whether in public or pr ivate set t ings.     
   

1 .1 .1  Provisions of pr ivacy law s 

 
What  all of these statutes have in com m on is that  they apply to certain types of 
inform at ion and not  to others.  I nform at ion that  is linked to ident ity is generally 

                                                 
3 Personal I nformat ion Protect ion and Elect ronic Docum ents Act , S.C. 2000, c.5. 
4 Alberta, B.C. and Quebec. 
5 Alberta, Manitoba, Saskatchewan and Ontario 
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what  these laws seek to protect  and inform at ion that  doesn’t  m eet  this cr iter ion 
would likely not  be subject  to their  provisions, which would include anonym ous 
inform at ion that  is anonym ous (or de- ident ified)  according to the specific Act ’s 
provisions.  This is im portant  to underscore because it  has im plicat ions for what  
lat itude a person who is in possession of the ‘anonym ous’ inform at ion has in 
connect ion with its use (or disclosure) .  I f it  is anonym ous, then statutory 
provisions relat ing to ident ifiable inform at ion will generally be inapplicable and the 
requirem ents of these statutes (consent , authorizat ions, approvals etc.)  will also be 
inapplicable.   
 
Herein lies the difficulty.  Most  of the statutes do not  define what  is m eant  by 
anonym ous or de- ident ified inform at ion, rather this m ust  be determ ined by 
reference to the definit ion of inform at ion that  is covered by the Act  and what  the 
definit ion infers about  what  is excluded.  This is m ade m ore difficult  because 
definit ions vary.   
 
I n som e cases, a general definit ion is contained in the Act , for exam ple, in the case 
of PI PEDA the definit ion is, “ inform at ion about  an ident ifiable individual, but  does 
not  include the nam e, t it le or business address or telephone num ber of an 
em ployee of an organizat ion.”  By way of cont rast , the definit ion in the Quebec 
legislat ion is “ inform at ion concerning a natural person which allows the person to 
be ident ified.”    
 
Other legislat ion will contain a general definit ion that  is sim ilar to the definit ion 
found in PI PEDA (about  an ident ifiable individual) , and will then go on to list  the 
types of inform at ion included within the definit ion (see appendix A for the types of 
inform at ion that  is t ypically listed here) .   These lists contain qualitat ively different  
types of inform at ion;  for exam ple, sensit ive inform at ion that  if linked to ident ity 
would be problem at ic, inform at ion that  can be used to uniquely ident ify (such as 
assigned num bers or biom et r ics such as fingerprints or genet ic m aterial) , and 
inform at ion that  m ay be both sensit ive and ident ifying, for exam ple, ethnicity. 
 
Yet  other legislat ion m akes express provision to exclude anonym ous or de- ident ified 
inform at ion and provides a descript ion of what  this m eans.  Here too the standard 
varies.  For exam ple, the Saskatchewan health-sector legislat ion specifically 
excludes de- ident ified personal health inform at ion and defines this to m ean 
“personal health inform at ion from  which any inform at ion that  m ay reasonably be 
expected to ident ify an individual has been rem oved.” 6 By way of cont rast , Alberta’s 
health-sector specific legislat ion defines non- ident ifying inform at ion to m ean “ that  
the ident ity of the individual who is the subject  of the inform at ion cannot  be readily 
ascertained from  the inform at ion” , and Ontario’s legislat ion states that  ident ifying 
inform at ion m eans “ inform at ion that  ident ifies an individual or for which it  is 
reasonably foreseeable in the circum stances that  it  could be ut ilized, either alone or 
with other inform at ion, to ident ify an individual.” 7  

                                                 
6 Note that  this also includes when used in combinat ion with other data. 
7 De- ident if icat ion is also defined in the Act  to mean:  “  to remove any informat ion that  ident ifies the individual or 
for which it  is reasonably foreseeable in the circum stances that  it  could be ut ilized, either alone or with other 
informat ion, to ident ify the individual, and “de- ident ificat ion”  has a corresponding m eaning.”  
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1 .1 .2  Addit ional Reasons to Know  the Legal Standard 

 
Although knowing whether or not  specific inform at ion has been properly 
anonym ized so as to rem ove it  from  the am bit  of a statute is an im portant  
considerat ion, there are other aspects of pr ivacy legislat ion that  also relate to 
anonym izat ion or de- ident ificat ion that  are relevant .   For exam ple, frequent ly when 
inform at ion is provided for research purposes in ident ifiable form  there is a 
legislat ive requirem ent  to rem ove ident ifiers at  the earliest  opportunity,  but  lit t le 
guidance given as to what  const itutes an ident ifier.  Another exam ple is the 
requirem ent  in Alberta’s health-sector legislat ion pertaining to research that  
prohibits the publicat ion of “health inform at ion in a form  that  could reasonably 
enable the ident ity of an individual who is the subject  of the inform at ion to be 
readily ascertained.”   Alberta’s statute also carr ies a general expectat ion that  
collect ion, use and disclosure will occur with the “highest  degree of anonym ity that  
is possible in the circum stances.”  

 
1 .1 .3  The Authority to Anonym ize 

 
Although it  appears to be com m only assum ed that  the act  of anonym izing 
inform at ion is unproblem at ic, that  is, that  it  can occur without  legislat ive const raint  
– this is by no m eans clear.  Most  pr ivacy legislat ion does not  address this point  
direct ly and it  could be argued that  the act  of anonym izat ion const itutes a use of 
inform at ion that  is governed by pr ivacy laws.  Whether such an argum ent  would 
succeed is a quest ion.  When a sim ilar quest ion was raised before the U.K. Court  of 
Appeal, the act  of anonym izing data was seen to be unproblem at ic.  There are also 
decisions by the federal and Alberta pr ivacy com m issioners that  could be seen to 
im ply that  the act  is unproblem at ic with respect  to pat ient  prescript ion data that  
has been de- ident ified.   I t  is interest ing to note that  recent  legislat ion pays m ore 
at tent ion to this point  and expressly includes the act  of anonym izing data as a 
perm it ted use under the legislat ion, which further raises the quest ion about  the 
status of the act  of anonym izing when the Act  is silent . 
 

1 .2  Guidelines and Other Regim es 

 
The Canadian I nst itutes of Health Research (CI HR)  in its Best  Pract ices for 

Protect ing Privacy in Health Research (Septem ber 2005) ,  as a general pr inciple and 
along sim ilar lines to pr ivacy legislat ion and the advice of others, counsels data 
lim itat ion as a first  pr inciple (e.g. aggregated data or non- ident ified data is 
preferred to ident ifying data) .  The docum ent  provides a rank order of data 
ident ifiabilit y according to the capacity to re- ident ify as follows:  
 

I . Direct ly ident ifiable :  The data contains direct  ident ifiers of an individual 
(e.g. nam e, address, health num ber) . 

I I . Coded:   
a.  Single coded :  A part icipant ’s data are assigned a random  code. Direct  

ident ifiers are rem oved from  the dataset  and held separately.  The key 
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linking the code back to direct  ident ifiers is available only to a lim ited 
num ber (e.g. senior m em bers)  of the research team . 

b.  Double or  m ult iple coded :  Two or m ore codes are assigned to the 
sam e part icipant ’s data held in different  datasets (e.g. health 
adm inist rat ive data, clinical data, genet ic sam ples and data) .  The key 
connect ing the codes back to part icipants’ direct  ident ifiers is held by a 
third party (such as the data holder)  and is not  available to the 
researchers. 

I I I . Not  direct ly ident ifiable and not  coded :  Direct  ident ifiers were never 
collected or have been deleted, and there is no code linking the data back 
to the individual’s ident ity. 

I V. Non- ident ifiable :  Any elem ent  or com binat ion of elem ents that  allows 
direct  or indirect  ident ificat ion of an individual was never collected or has 
been rem oved, although som e elem ents m ay indirect ly ident ify a group or 
region.  There is no code linking the data back to the individual’s ident ity.8 

 
The CI HR docum ent  dist inguishes between direct  and indirect  ident ificat ion as 
follows:  
 

I dent ifiable personal inform at ion m ay contain a direct  link to a specific 
individual (e.g. nam e and st reet  address, personal health num ber, etc.)  or 
any elem ent  or a com binat ion of elem ents that  allows indirect  ident ificat ion 
of an individual (e.g. if bir th date com bined with postal code and other 
personal inform at ion on the record such as ethnicit y could lead to the 
ident ificat ion of an individual) .9   

 
These term s are further defined in the glossary as follows:   
 

Direct  ident ifiers.  These are variables such as nam e and address, health 
insurance num ber, etc., that  provide an explicit  link to a respondent .  
(Stat ist ics Canada)   
 
I ndirect  ident ifiers.  These are variables such as date of bir th, sex, m arital 
status, area of residence, occupat ion, type of business, etc. that , in 
com binat ion, could be used to ident ify an individual. (Adapted from  Stat ist ics 
Canada) 10 

 

The U.S., in it s 1996 Health I nsurance Portabilit y and Accountabilit y Act  (HI PAA) ,  
has taken a som ewhat  different  approach. Like Canadian legislat ion it  governs 
ident ifiable inform at ion;  however, it  goes a further step and list  18 elem ents and 
considers that  if one or m ore of these elem ents is contained in the data then the 
inform at ion is ident ifiable for the purposes of HI PAA.   The 18 elem ents are 
contained in Appendix B. 
 

                                                 
8 Canadian I nst itutes of Health Research, Best  Pract ices for Protect ing Pr ivacy in Health Research (Ot tawa:  Public 
Works and Governm ent  Services, September 2005)  p.33. 
9 Ibid. p.19. 
10 Ibid. p.111. 
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Finally, in the U.K. the data com m issioner has taken a fair ly st rong posit ion on the 
issue of what  will count  as anonym ized data for the purposes of excluding it  from  
the Data Protect ion Act :  
 

The Com m issioner considers anonym isat ion of personal data difficult  to 
achieve because the data cont roller m ay retain the or iginal data set  from  
which the personal ident ifiers have been st r ipped to create the “anonym ised”  
data. The fact  that  the data cont roller is in possession of this data set  which, 
if linked to the data which have been st r ipped of all personal ident ifiers, will 
enable a liv ing individual to be ident ified, m eans that  all the data, including 
the data st r ipped of personal ident ifiers, rem ain personal data in the hands of 
the data cont roller and cannot  be said to have been anonym ised. The fact  
that  the data cont roller m ay have no intent ion of linking these two data sets 
is im m ater ial. 11 

 

                                                 
11 U.K. I nformat ion Com m issioner Data Protect ion Act  1998:  Legal Guidance (London:  I nform at ion Com m issioner, 
2002) .  A lengthier excerpt  of this guidance is contained in Appendix C. 
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QUESTI ONS 
 
Quest ion 1 : The Standard for Anonym izat ion 

 
W hen data is anonym ized, w hat  standard ought  to be aim ed for  or  applied?  

  

 
This quest ion is not  about  which variables to rem ove or which m ethods to deploy to 
rem ove them  ( these quest ions are dealt  with under different  topics below) .  This 
quest ion concerns the standard to be aim ed for or applied to determ ine whether or 
not  data can be defined (or described)  as anonym ous.  The quest ion assum es 
(based on the work of Sweeny, Em am  and Williston et  al)  that  uniform  m ethods are 
not  being used, which m eans that  in a given context  there is a r isk that  data could 
be unintent ionally re- ident ified.  However, it  also assum es that  there is not  a 
com m on understanding of or agreem ent  about  what  ‘counts’ as anonym ous 
inform at ion.   
 
The quest ion also engages the use of language generally and the fact  that  term s 
are not  sharply defined and som et im es used interchangeably. This is m ade even 
m ore com plex by the differ ing uses and definit ions found in legislat ion and policy 
docum ents.  I n part icular,  words such as, anonym ous, de- ident ified, and non-
ident ified m ay im ply different  things to different  people, which m ight  account  for 
som e of the var iat ions in pract ices. 
 
• Do we know what  people who are anonym izing (de- ident ifying etc.)  inform at ion 

are t rying to accom plish? 
• Do we know what  standard those who are anonym izing (de- ident ifying etc.)  

data are deploying (even if they are unable to m eet  the standard that  they set )?  
• Do we know whether the standards (what  is aim ed for)  that  are being used 

correspond to legal and policy definit ions, including those that  would rem ove the 
inform at ion from  the am bit  of the legislat ive regim e? 

 
These quest ions also concern different  definit ions.  Anonym izat ion could m ean:  
• that  data is anonym izat ion for all occasions, with no key back to the or iginal 

( ident ifying)  data set  since this too has been anonym ized ( the UK Data 
Com m issioner Model) ;  

• that  data is anonym ized when specified data elem ents have been rem oved (US 
Model)  – this m odel im plies that  the or iginal data set  is intact ;  

• that  data is anonym ized pr ior to disclosure for discrete purposes ( for exam ple, 
the person who releases the data in anonym ized form  cont inues to hold the key 
to re- linking) .  

 
These quest ions also engage m ore pragm at ic considerat ions, which include whether 
or not  data is sufficient ly anonym ized to exclude it  from  data protect ion legislat ion, 
including r isks associated with incorrect ly assum ing that  data is not  re- linkable, and 
general issues of public confidence based on the public’s understanding of these 
term s.   
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Quest ion 2 : The Ability to Re- I dent ify and Know ledge Gaps Concerning 

Variables 
    
 
 
How  easy is it  to re- ident ify data in Canada and w hat  can be done to fill the 

know ledge gap of those current ly responsible for  anonym izat ion? 

 
This quest ion relates both to the sources of available data to enable re-
ident ificat ion, and to knowledge on the part  of those who are anonym izing data as 
to the specific r isks associated with variable contained in their data.   
 
Souces of data 

 
Dr. El Em am ’s work is lim ited to externally available sources in Ontar io.  These 
would be insufficient  grounds to assert  that  data- linkage of the type ident ified by 
Dr. Sweeney is not  an issue in Canada. Opt ions for further work include:  
 

• Extend the study of external sources to other Canadian jur isdict ions;  
• Extend the study to include the possibilit y of re- linking across pr ivate data 

bases where data sharing is assum ed to be on an anonym ous basis;  
• I nvest igate further sources of data, for exam ple, what  inform at ion is 

available com m ercially through data-brokers ( in Canada and the U.S.) ;  
• Extend the study to explore other variables that  m ay pose equal problem s to 

the ones found by Dr. Sweeney using date of bir th, gender and a part ial ZI P 
code. 

 
Know ledge gap 

 
Dr. El Em am  and Dr. Willison have also ident ified glar ing knowledge gaps in those 
who are charged with anonym izing data for a variety of purposes, including data-
linkage.  What  pract ical m easures can be taken im m ediately to raise general 
awareness in the com m unity about  the r isks associated with variables and should 
this include a list  of variables that  are part icular ly problem at ic.  I f so, what  would 
they be?   
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Quest ion 3 : The Use of Stat ist ical and Scient ific Methods, and I T 

applicat ions 

 

 

Are stat ist ical and scient ific m ethods, and I T applicat ions available to 

assist  in elim inat ing problem at ic var iables?  I f so, w hat  are the 

im pedim ents to their  use?  Are there pract ical m easures that  can be taken 

to overcom e ident ified im pedim ents? 

 
Dr. El Em am  ident ified that  there is m inim al use of stat ist ical or other m ethods to 
assist  in the ident ificat ion and elim inat ion of problem at ic variables.  This is perhaps, 
not  surprising since the use of these m ethods is com plex.  I n addit ion, there are 
applicat ions available that  can assist  in elim inat ing variables (e.g. Datafly in the 
U.S.) 12;  however, these applicat ions com e with an associated cost .  Moreover, 
these applicat ions tend to be developed for the U.S. m arket , which inclines them  to 
the HI PPA standard, which m ay or m ay not  be suitable for the Canadian context .  
Nevertheless, there are m echanism s and applicat ions available to properly ident ify 
problem at ic variables;  consequent ly, the further quest ion becom es whether it  is 
irresponsible to cont inue to rely on intuit ion and hearsay as a m ethod of 
anonym izat ion. 
 
To invest igate how Canadian pract ices could be im proved, which im plies that  there 
are pract ical and accessible opt ions, would it  be worthwhile to develop a benchm ark 
problem  and invest igate to develop opt ions? 
 

                                                 
12 Carnegie Mellon, Data Privacy Lab.,  online: < http://privacy.cs.cmu.edu/datafly/> 
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Quest ion 4 : The Use of Other Mechanism s to Prevent  Re- I dent ifying Data 

Linkage 

 
 
W hat  other m echanism s are available to prevent  re- ident ifying data 

linkage and how  can these m echanism s be im plem ented? 

 
I ncreasingly, a significant  degree of reliance is placed on data-sharing agreem ents 
and REBs.  Often legislat ion either requires the use of data-sharing agreem ents in 
the research context  and if it  doesn’t , it  m ay either be specifically recom m ended in 
the legislat ion or through the offices of Privacy Com m issioners or governm ent  
agencies charged with adm inister ing pr ivacy legislat ion.  I n addit ion, through the 
com binat ion of the Tri-Council policy environm ent  and increasingly through 
legislat ion, REBs are playing a significant  role.  Are these m echanism s adequate to 
ensure that  anonym izat ion is occurr ing properly so that  re- ident ifying data linkage 
is m inim ized?  Should, for exam ple, the use of audits be increased?   
 
I t  is interest ing to note how inst itut ions in the U.S. are approaching these issues 
and the seriousness and sophist icat ion of their  approach.  See for exam ple, the 
Hum an I nvest igat ion Com m it tee of Yale University School of Medicine 
(ht tp: / / www.m ed.yale.edu/ hic/ index.htm l) , which includes r ich resources for  
researchers and others as well as significant  procedural safeguards. 
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APPENDI X A 

LI ST OF FACTORS LI STED I N  LEGI SLATI ON AS I NCLUDED I N  THE 

DEFI NTI ON OF PERSONAL I NFORMATI ON 

 

 

"personal inform at ion" m eans recorded inform at ion about  an ident ifiable individual, 
including 

( i)  the individual's nam e, address or telephone num ber, 

( ii)  the individual's race, nat ional or ethnic or igin, colour, or religious or polit ical 
beliefs or associat ions, 

( iii)  the individual's age, sex, sexual or ientat ion, m arital status or fam ily status, 

( iv)  an ident ifying num ber, sym bol or other part icular assigned to the individual, 

(v)  the individual's fingerprints, blood type or inheritable character ist ics, 

(vi)  inform at ion about  the individual's health-care history, including a physical or 
m ental disabilit y, 

(vii)  inform at ion about  the individual's educat ional,  financial, cr im inal or 
em ploym ent  history, 

(viii)  anyone else's opinions about  the individual, and 

( ix)  the individual's personal views or opinions, except  if they are about  som eone 
else.13 

                                                 
13 Freedom of Information and Protection of Privacy Act, S.N.S. 1993, c. 5.  
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APPENDI X B 

HI PAA’S 1 8  DATA ELEMENTS 
 

1. Nam es  
  

2. All geographic subdivisions sm aller than a State, including:   
• st reet  address  
• city  
• county  
• precinct   
• zip codes and their  equivalent  geocodes, except  for the init ial three digits of 

a zip code if,  according to the current  publicly-available data from  the Bureau 
of the Census:  (1)  the geographic unit  form ed by com bining all zip codes 
with the sam e three init ial digits contains m ore than 20,000 people, and (2)  
the init ial three digits of a zip code for all such geographic units containing 
20,000 or fewer people is changed to 000.  

  
3. Telephone num bers  
4. Fax num bers  
5. E-m ail addresses  
6. Social Security num bers  
7. Medical record num bers  
8. Health plan beneficiary num bers  
9. Account  num bers  
 
10. All elem ents of dates (except  year)  for dates related to an individual, including:   

• birth date  
• adm ission date  
• discharge date  
• date of death  
• all ages over 89 and all elem ents of dates ( including year)  indicat ive of such 

age, except  that  such ages and elem ents m ay be aggregated into a single 
category of age 90 or older  

 
11. Cert ificate/ license num bers  
12 Vehicle ident ifiers and serial num bers, including license plate num bers  
13. Device ident ifiers and serial num bers  
14. Web Universal Resource Locators (URLs)   
15. I nternet  Protocol ( I P)  address num bers  
16. Biom et r ic ident ifiers, including finger and voice prints  
17. Full face photographic im ages and any com parable im ages  
18. Any other unique ident ifying num bers, character ist ics, or codes  
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APPENDI X C 

 

EXTRACT FROM LEGAL GUI DANCE PROVI DED BY THE U.K. DATA 

COMMI SSI ONER 

 
 

“The Com m issioner recognises that  the aim  of anonym isat ion is to provide bet ter 
data protect ion. However, t rue anonymisat ion m ay be difficult  to achieve in 
pract ice. Nevertheless, the Com m issioner would encourage that , where possible, 
inform at ion relat ing to a data subject , which is not  necessary for the part icular 
processing being undertaken, should be st r ipped from  the personal data being 
processed. This m ay not  am ount  to anonym isat ion but  is in line with the 
requirem ents of the Data Protect ion Principles.  
            
The Com m issioner considers anonym isat ion of personal data difficult  to achieve 
because the data cont roller m ay retain the or iginal data set  from  which the 
personal ident ifiers have been st r ipped to create the “anonym ised”  data. The fact  
that  the data cont roller is in possession of this data set  which, if linked to the data 
which have been st r ipped of all personal ident ifiers, will enable a liv ing individual to 
be ident ified, m eans that  all the data, including the data st r ipped of personal 
ident ifiers, rem ain personal data in the hands of the data cont roller and cannot  be 
said to have been anonym ised. The fact  that  the data cont roller m ay have no 
intent ion of linking these two data sets is im m ater ial.   
            
A data cont roller who dest roys the original data set  retaining only the inform at ion 
which has been st r ipped of all personal ident ifiers and who assesses that  it  is not  
likely that  inform at ion will com e into his possession to enable him  to reconst itute 
the data, ceases to be a data cont roller in respect  of the retained data.  
 
Whether or not  data which have been st r ipped of all personal ident ifiers are 
personal data in the hands of a person to whom  they are disclosed, will depend 
upon that  person being in possession of, or likely to com e into the possession of,  
other inform at ion which would enable that  person to ident ify a liv ing individual.  
 
I t  should be noted that  the disclosure of personal data by a data cont roller am ounts 
to processing under the Act .  
 
For exam ple:   
The obtaining of clinical inform at ion linked to a Nat ional Health Service num ber by a 
person having access to the Nat ional Health Service Cent ral Register will am ount  to 
processing of personal data by that  person because that  person will have access to 
inform at ion enabling him  to ident ify the individuals concerned. 
  
I t  will be incum bent  upon anyone processing data to take such technical and 
organisat ional m easures as are necessary to ensure that  the data cannot  be 
reconst ituted to becom e personal data and to be prepared to just ify any decision 
they m ake with regard to the processing of the data.  
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For exam ple:   
I n the case of data collected by the Office of Nat ional Stat ist ics, where there is a 
disclosure of sam ples of anonym ised data, it  is conceivable that  a com binat ion of 
inform at ion in a part icular geographic area m ay be unique to an individual or fam ily 
who could therefore be ident ifiable from  that  inform at ion. I n recognit ion of this fact , 
disclosures of inform at ion are done in such a way that  any obvious ident ifiers are 
rem oved and the data presented so as to avoid part icular individuals being 
dist inguished.  
 
I f data have been st r ipped of all personal ident ifiers such that  the data cont roller is 
no longer able to single out  an individual and t reat  that  individual different ly, the 
data cease to be personal data. Whether this has been achieved m ay be open to 
challenge. Data cont rollers m ay therefore be required to j ust ify the grounds for 
their  view that  the data are no longer personal data. “  
 
 
 


