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e Users are advised to read the Accessibility and
security help file before generating online Challans.

* Online Payment is enabled for SBI account holders
with Net Banking facilities.

* Please follow the below steps before submission of
contribution and generation of Challan

1.

Click here for Install Security Certificates - Must if
Employer wishes for making payment through SBI
payment gateway.

Click here for adding exceptions in Mozilla Firefox

Click here for adding exceptions in Internet Explorer




ESIC Website

1.

Figure-1

7= ESIC: Portal Application - Windows Internet Explorer

Lé‘ Bropst s esica i ESTG nsuranced JESicinsuranceParkal/Partall aging ssox

&S o~
=

Users are advised to use following browsers for online transactions

1. Mozilla Firefox 3.8 and above.

2. |E 7.0 and above.

Please type www.esic.in in the “address bar”. The page will automatically

convert to
https://www.esic.in/ESICInsurance1/ESICInsurancePortal/PortalLogin.aspx

as given in Figure 1 below
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http://www.esic.in/
https://www.esic.in/ESICInsurance1/ESICInsurancePortal/PortalLogin.aspx
https://www.esic.in/ESICInsurance1/ESICInsurancePortal/PortalLogin.aspx

Steps for Adding security exception in MOZILLA FIREFOX browser.
» If useris facing Untrusted Connection after entering www.esic.in
* Please find the figure below to add security exception
* The below process should be followed for following links as well
* Generation of Challan
* File Monthly Contribution and
* OnlineChallanDouble Verification
* Click on “l understand the Risks”

%2 Untrusted Connection - Mozilla Firefox

Eile Edit  Wiew  History Bookmarks Tools Help

& -c o

|S8] Most visited | '] Getting Started |5 | Latest Headlines [ Customize Links | 7| StaffLogin

! uUntrusted Connection g -

o= This Connection is Untrusted

"/ A' “ou have asked Firefox to connect securely bo www.esic.in, but we can't confirm that your
connection is secure

Mormally, when you try to connect securely, sites will present trusted identification to prove that wou
are going to the right place. However, this site's identity can't be verified,

what should I Do?

TF you usually connect ta this site without problems, this srrar could mean that someane is brying to
impersonate the site, and you shouldn't continue.

Get me out of herel

o i, 1o il
I Understand the Risks
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Steps for Adding security exception in MOZILLA FIREFOX browser.

* Click on “Add Exception” Button

ntrusted Connection - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

@ - c A (ot https: v, esicinfInsuranceGlobalweby10/ESICInsurancePortal/PortalLogin. aspx F o | e ) d
IE/ Most visited ﬂ Getting Started |5 | Latest Headlines m Customize Links |:| StaffLogin
! Untrusted Connection | = -
This Connection is Untrusted
‘fou have asked Firefox bo connect securely bo www.esic.in, but we can't confirm that your
connection is secure,
Mormally, when vou kry ta connect securely, sites will present trusted identification to prove that you
are going ko the right place. However, this site's identity can't be verified,
what should 1 Do?
IF wou usually connect ta this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue,
Get me out of here!
Technical Details
I Understand the Risks
If wou understand what's going on, you can tell Firefox to start trusting this site's identification. Even
if you trust the site, this error could mean that someone is tampering with your
connection.
Add Exceptio
Done *“

mr., | &0 | Eoan
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Steps for Adding security exception in MOZILLA FIREFOX browser.
+ “Add Security Exception” opens .

» Click on “Confirm Security Exception”.

{ut https: fwww, esic.injInsuranceGlobalweby 10/ESICInsurancePortal/Portallogin, aspx e o3| I|j - }I

']

@:i Most Yisited |j Gething Starked (& | Latest Headlines m Customize Links

Add Security Exception

| .1 Unkrusted Connection !;!—
J

You are about to override how Firefox identifies this site,
s . Legitimate banks, stores, and other public sites will not ask you to do this.
Server
Location: | https:,l’,l’www.esic.in,l’InsuranceGIobaIWeb\"ID,I’ESICInsuranceri [EEt Certificate
% Certificate Status
This site attempts o identify itself with invalid informaticn.
Wiew...
Unknown Identity  vou
Certificate is not trusted, because it hasn't been verified by a recognized authority,
to
Even
Permanently store this exception
[gonfirm Security Exception ] [ Cang '
Dione .*"
i 5 oE. 7 | AT T = s :
<4 start rfMe .. i ) o G

RO R~: @ oy ®m

Insurance Revenue-Online Payment
6
User Manual



Steps for Adding security exception in Internet Explorer browser.
« If user is facing Untrusted Connection after entering www.esic.in
» Click on Continue to this website (not recommended)
« The below process should be followed for following links as well
* Generation of Challan
* File Monthly Contribution and
. OnllneChaIIanDoubIe Verlflcatlon

yn Blocked - Windows Internet Exploro: =181
o |7 2| -
Fle Edt Vew Fawens Tools Heb Links £ Custoscoblinks ') Bealne Plager 52 Windows Makelpisce
Sl BT 8 Conbrate £nce Navsaicn Blocked | ] f3 = B - o= “Pope~ (Yool e ¥
=l
-
We recommend that you close this webpage and do not continue to this website,
< More informatio
HICUIT U IS A VS I U e L Uy e
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Installation of Security Certificates

Download the Chain.zip and extract to the local folder.

Opening Chain.Zip x|

You have chosen ko open
1| Chain.Zip

which is a1 WinZip File (6.5 KE)
Fram: http:ffume, esic.in

—What should Firefox do with this File?

" Open with I'-.-'-.-'inEip {default) j

{+ : Save File

[ Do this aukomatically Far files like this From now an,

Ik, Cancel
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http://www.esic.in/ESICInsurance1/ESICInsurancePortal/Chain.Zip

*Double Click on the file which is ‘downloaded’ to your computer.

Double Click the first Certificate CCA India 2011.cer

M winZip - Chain.Zip _|=| x|
File A4ctions Wiew Jobs  Opkions  Help Close
" =il [V BT AR s e (il i "L:
- s | Rhe (RS | LA a : E=ISy
0 < (9 By B 8 w [ & &
et Cpen Favorites Add Esxtrack Encrypt Wi CheckOut Wizard Wiew Style
Mamne | Type | Modified | Size | Ratio l Packed | Fath
E=kcca India z011.cer | Security Cer...  4/1/2011 12:35PM 1,077 5% 808 chaini
f‘%esicfile.pfx Personal Inf...  5/27/2011 11:14 AM 2,881 2% 2,822 chain)
Enic ca 2011 cer Security Cer...  4(1/2011 12:35 PM 1,119 8% 1,026 chair
[EINIC sub-Ca For NIC 2011 cer Security Cer...  HS{2011 10:4 AM 1,655 30% 1,164 chain
Selected O files, O bytes |T0ta| 4 files; 7KB ? a0
Insurance Revenue-Online Payment

User Manual



*Click on “Open”

| winZip - Chain.Zip
Fil= Actions View Jobs -Options  Help

() = U—@ IPE Qét u % = f"y : i

gl Ak by (%=1 _ ! :

Mew- Open Favatites add Extract Encrypt Wit ‘CheckOut  Wizard  Wiew Style-
harne | Type | Madified | Size | Ratio | Packed | Path
[Elcca ndia 2011 cer Security Cer...  4/1/2011 12:35PM 1,077 25% a03  chain,
@esicfile.pfx Personal Inf.,. S/27/2011 11:14 AM Z,881 b Z,822 chain),
Enic ca 2011.cer Security Cer...  4/1j2011 12:35PM 1,119 8% 1,026 chain)
[EANIC sub-CA For MIC 2011.cer Security Cer...  4/5/2011 10:41 &M 1,655 0% 1,164 chain)

Winlip - Security Warning ﬂ

Do you want to open this file?

% Mame: CCA India 2011.cer
= 3 Publisher: Unknown Publisher
Type: Securiy Certificate

potentially harm your computer. |f you do not bust the source, do not

e fles from the Intemet can be wsshul, this file type can
“open this software. What's the risk?

Insurance Revenue-Online Payment
User Manual

10



Click on “Install Certificate”

General |Deﬂs I Certification Path

= |
__ﬂ_ Certificate Information

This certificate is intended for the following purpose(s):

® All issuance policies
» All application policies

Issued tor CCA India 2011

Issued by: CCA India 2011

valid from 3/ 11/ 2011 te 3f 11/ 2015

Learn more about terbhcal

Insurance Revenue-Online Payment
User Manual
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*Certificate Import Wizard will open
*Click “Next” to continue

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store,

& certificate, which iz issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure netwark
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Mext.

| <Back |[ Next> | [ cancel

Insurance Revenue-Online Payment
User Manual

12



*Click Next button

*Select “Place all certificates in following store” option and spec

Certificabe Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specfy a location for
the certificate.

T Aautomatically select the certificate store based on the type of certificate

Certificate store:

[ Browse, ..

Learn more about certificate stores

| <Back |[ mext= | [ cancel

]

Click Browse to the select the Certificate Store Path

Insurance Revenue-Online Payment
User Manual
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Certificate Import Wizard : L=
= e ey — )

Certificate Store
Certificate stores are system arﬁ;ww
Select Certificate StﬂlE‘ 'm

Windows can automatically select] | Select the certificate store you want to use.
the certificate.

) Automatically select the Ersong

BEl Trusted Root Cerfificabion Authorities

m |

1@ Place all certificates in the

| Intermediate Certification Authorities

| Trusted Publishers

1 Untristed Cartifirates
I} [

Certificate store:

[T show physical stores

Looc |[ concel |

Learn more about certificate stores

<Back || MNext> | | cancel

¢ Select Trusted Root Certification Authorities

Insurance Revenue-Online Payment
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Click Next

GN Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

(71 Butomatically select the certificate store based on the type of certificate
@ Place all certificates in the following store

‘Certificate store:

Trusted Root Certification Authorities i Browse. .. I

Learn mare about certificate stores

<gack || Newt> || Cance

Insurance Revenue-Online Payment
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Certificate Import Wizard

PR ;

Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish.

You have spedfied the following settings:

Certificate Store Selected by User RIgV=ii=s Rl sl a=d 1)l
Content Certificate
4 i b

Click Finish to complete the installation of the selected Certificate

Insurance Revenue-Online Payment
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- v ]
Certificate Import Wizard e

I:ﬂl The impert was successful,

—

eContinue the Steps 1 to 10 for the remaining Certificates also NIC CA 2011.cer, NIC sub-CA for NIC 2011.cer and esicfile.pf
eDouble Click the Certificate CCA esicfile.pfx, which will open a dialog

Insurance Revenue-Online Payment
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Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps yvou copy certificates, certificate trust
lisks, and certificate revocation lists From wour disk to a
certificate store,

& certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains information
used ko prokect data or to establish secure nebwork.
connections, & certificatbe store is the system area where
certificates are kept.

To continue, click Mext,

Mext = l [ Cancel

e Click on Next> until the below dailog box opens

Insurance Revenue-Online Payment
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Certificate Import Wizard

Password

Tao mainkain security, the private key was protected with a passwaord,

Type the password For the private key.,

Passwiord:

[ ]Enable strong private key pratection. You will be prompted every time the
private key is used by an application if you enable this option,

[ ]Mark this key as exportable. This will allow you ta back up ar transpart your
keys at alaker time,

< Back ” Mext = ] [ Zancel

Enter Password esic6465 and click on Next and Continue steps from 6 to 10
eUpon Successful installation of all the 4 Certificates. Open Certmgr.msc from the run command.

eSelect Trusted Root Certification Authority=> Certificates = Select www.esic.in = Double Click = Certificate Path
should be as shown below

Insurance Revenue-Online Payment
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(=1 Class 3 Public Primary Certificat...

[ Copyright () 1997 Microsoft C...
[ Entrust.net Certification Author...
L Entrust.net Secure Server Certifi...
5 Equifax Secure Certificate Auth,..
[l GeoTrust Global CA

S GTE CyberTrust Global Root
Slinforights.wipro.com

L_T,-d Microsoft Authenticodeitm) Ro..

S Microsoft Root Authority

S Microsoft Root Certificate Auth...
SInIC ca 2011

Sl NIC sub-CA for NIC 2011

[ NO LIABILITY ACCEPTED, ()97 ...

[ZlSymantec Root 2005 CA

[l Symantec Root CA

(@Taflsp'm Travel Root CA

[ Thawte Premium Server CA
Slthawte Primary Root CA

] Thawte Timestamping CA

5| UTN-USERFirst-Hardware

[l UTN-USERFirst-Object

S VeriSign Class 3 Public Primary ...
S VeriSign Commercial Software ..
[ VeriSign Trust Metwork

[l Wipro Root Certificate Authority
EIWIPROCA

ﬁw&ic.in

R e Ry =TT o = .u\n-u:um-w:-u—f.wrmﬂq “x =k

Certificate | X

| General | Detgily | Certification Path

Certification path

|_-Té] CCA India 2011
L_Prl MIC CA 2011
Eﬁ] MIC sub-CA for NIC 2011

T s

l | i, st in

View Certificate

Certificate status:
is certificate is OK.,

Learn more about certification paths

Insurance Revenue-Online Payment
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