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II1. SECURITY ADMINISTRATION

The Enrollment Administrator (Officer) in each Issuer/Custodian office will be responsible for
adding new issuers. GinnieNET will assign an unique ID to each user with a standard password.
The password must be changed the first time a new user logs on to the system.

It is recommended that at least two security officers (a primary and a back-up) be identified from
each Issuer/Custodian location.
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e WICKY MMARATH (1530)

GinnieNET On The Web

Main Menu

Logout

B a # Maintenance
= Security Administration

Select on one of the following options:

Change Password (on left of screen)
Fingerprint Enrollment

Add New User Account
Manage User Account

NOTE: Selecting Logout in the right hand corner of the page will take you out of GinnieNET.
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ADD A NEW USER ACCOUNT

To begin the enrollment process, the Enrollment Administrator will log onto www.ginnienet.net
and enter their GinnieNET ID and password. The following screen will appear:

Note: Before you enroll a user you must setup a user account,

2 Main Menu - Microsoft Internet Lxplarer
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Welcome VICKY MMARATH {1500)

GinnieNET On The Web

Main Menu

# Maintenance
= Security Administration

1. Select the Security Administration and Add New Local User Account.

2 Main Menu - Microsoft Internet Explorer

EIEI&
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* Welcome VICKY MMARATH {1500)
Flc. GinnieNET On The Wel
b= Mae =Annie i1 € WYeD Looout

Main Menu

Charnge by Passmod

# Maintenance
= Security Administration

1. Enter the User’s name.
2. Enter the User’s Title.
3. Enter the initial password for the user.

Note: No one should know your Password. Be sure to create a Password that you can
remember. The integrity of the password is diminished should you be required to write

it down. You can change your Password at anytime using Change My Password option
in the left hand corner of the page.
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Intial Role

CinnleNET On The Wels
User's Seseen siame ©

Assocaned e

Azsosiated Custedian :

Provide information in all fislds. and click Submit

Ml Seecanid -

Indicate the role of the user from the drop down menu.

Select the Issuer number.
Bypass the Custodian ID field.

Submit
When all data has been entered, Select LI to generate a User ID.

_ Submit
After Selecting =

A e L - Microsolt intermet Explorer

the confirmation screen should appear.

The new user profile has been added as [1501242]. The system generates a different ID to access

GinnieNET for each new user added to the system.

NOTE: Selecting Return to Main Menu in the right hand corner of the page will return you to the

previous Main Menu and Selecting Logout will take you out of GinnieNET.

Issuer Guide

Security Administration

Chapter 3

Page 3 of 18



oy

innieNET on the Web

April 2008

MANAGE USER ACCOUNT

From the MAIN MENU select Manage User Account.

3 Main Menu - Microsoft Internet Explorer
Blo B Yew Fpoigs Took  Hep
Qb ~ O - (8 & & T search

&) s florws gt reUrnusE T ftart atgu

Faourtes - @ - 5 B - 0E

GinnleNET On The Web

Main Men

[harna Mx Eamensd
= gy e

= Data Enbry/Review
» Data Export/Import
= Host Communications
» Reports
+ Maintenance
Securlty Administration

[—

Assign Role

Update Profile

Reset Password
Activate/De-activate User

YV VWV

Tk

Bl Edt Yew Fjponte

This option allows the Enrollment Administrator to assist the following:

Manage Local User Accow

] uedaste Frafie Fedet Password

Omrk » O [ @ & Osearh drEvome & 2+ B0
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*
= GinnieNET On The YWeb il
= R i Mar Ty

Activ ghs | De-activats User

Salect weer [d o1 Bogin naine.
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ASSIGN ROLE

The Assign Role option allows the Enrollment Administrator to grant access to different

functions of the system.

1. Select on the down arrow to select a user by their ID or name.

L

2. If there is more than one Issuer assigned to your system Select on the drop-down arrow and

select the desired Issuer ID.

ik XET O The Wels

3. Check the related function(s) for your user and Select on the Submit.

b -

B snign riles, muises s inier Aewet wner's pemrerord. - Micresaf! bssernet Explare:

i

Wil NET O The Webs

To change the role(s) for another user, from this screen, search for the user(s) you want to assign

role(s) to, by Selecting on the drop down arrow to select by user ID or login name.

NOTE: Selecting Return to Main Menu in the right hand corner of the page will return you to the

previous Main Menu and Selecting Logout will take you out of GinnieNET.
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UPDATE PROFILE

Update Screen Name or Update Screen Title

1. By selecting User ID or login name, an User can update or assign roles by following the steps

provided below:

3 Assign roles, ssuers to user. Resel user's password. - Microsoft Intemet Exploner
O g8 Yew fgeome [k bep L 4
Qe - B G Soeth Sfeow & -5 B-LUE
110w g LTt T Mt L - B
g -
= GinnleNET On The Web —
T
il L W T e e frtin e | Pwactimate

Sealach mre i 44 Brgin mamms

Update screen name |

2. Change a screen name by entering a new screen name and Selecting

Update screen title ]

3. Change a screen title by entering a new screen name and Selecting [

2 Assign roles, lssuers to user. Resat user's passward. - Microsaft Intarnet Explarer £ E"E
Bl Gt Yew Fgoses Toow e r
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* Welcome VICKY MMARAH (1550
@ GinnieNET On The Welb oy
Manage Local User Account Bshe o e Mooy
v e Pyl
S __hssign Fola Reset Pasyword Actreate | De-acovate User
el aenl M S0 el nam .

¥ HENRY JONES

HENAY JONES
AMAE B B0 e wpdated
CEQ

Page 6 of 18

Issuer Guide Security Administration
Chapter 3



Ginnie
Mas

— GinnieNET on the Web

[ LR

April 2008

Add New Issuer

1. If there is more than one Issuer to assign to your system Select on the drop down arrow and
select the desired Issuer ID and Select on Add New Issuer.

3 Assign roles, issuers to user. Reset user's password. - Microsoft Internet Explorer

File Bt Vew Faoriies Toos  Hep
Qoack » O - @ @ 3| FPoaach rraoites @ G- M- 0DE

Adekess | ] htps:/fwww.ginnianct netfSinn eNET Mdmin Mairtl User. sspx

Welcome VICKY MMARATH (1500)
GinnieNET On The Web

Manage Local User Account

Change by Passeoid
S glect Actve Lesel

Assign Role Reset Password Activate [ De-activabe User
Select user id on login name,

¥ |HENRY JONES b
HEMRY JOMNES Updste screan nama

1500 ECUIBAIE IL A.
Buewis 005 POPULAR MORTGAGE, I

1500 v Add new issuer

Remove an Issuer

2. To remove an Issuer from a User’s profile, Select the Remove tab.

3 Assign roles, issuers to user. Reset user's password. - Microsoft Internet Explorer A zi
ar

Eila Edit View Favorites Teols Help

Qbxck * @ A @ % P ssach FrFavorites @ | (v & - )

Address ;;gj hittps: /v, QinAiaratnet/GinnisNET JAdminMairi User . sp 2| . Go
*. Welcorne VICKY MMARAJH {1500)

kA Ginnie 2

= GinnieNET On The Web

Guar Manage Local User Account

Return to Misin Meru

Change My Passwoed
Select Aclive lssuer

Assign Fole

Reset Password Activate / De-activata User
5_elec1 (225 _h_l ar Iog_ln name.
~ | HENRY JOMNES v
CEO Update screen title

1500 ECUIBANE 1. AL

0 9] (i ]
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RESET PASSWORD

1.

Select on the drop down arrow to select by user ID or login name of the password to be reset.

Note: No one should know your Password. Be sure to create a Password that you can remember.

If you have to write it down, its value as a security device is diminished.

3 Assign roles, issuers to user. Reset user's password. - Microsoft Internet Explorer TExR
r
*» Bw

Db Qe gww Pperibn looh e

2. Type the new passwerd: gnl 25

Subrst |

Qeas » d @ 60 Fcewth TEseres 8 D=4 B U@
) o e, T S T S ML s g

.E Velcome VICKY MMARASH (2500)
= - - »
= GinnieNET On The Web ik
==

e sanags Locsl Uner Sccaunt T T —
Ut st Paporsy

—— AssignPale  Update Prodle T T Sctivate | De-actiate Uit
1. Salect usei i or login name.
4| iy M. Maragh -

_ Submit |
2. Type in the new password and Select _— .

3 Assign roles, issuers to user. Reset user’s password. - Microsoft Internet Explorer

Efe Edf Vew Faormes Tool  bep

Qeak - O i @ ) 2 Samth
B s e Greenat At frnebE T fadman B Loy ogs

ra@-um

Fearnm

Wloarne VICIY MMARATH [

GinnieNET On The Web

|Il.s

ana My P
SRR Assugri Bole  Updats Probls [~
1, Selectuser i or login name

2. Type the new password;

Pisimnt (|16 alained.

Actreate | Ou-acteats Usar

3. Password re-initialized should appear on the screen.

NOTE: Selecting Return to Main Menu in the right hand corner of the page will return you to the
previous Main Menu and Selecting Logout will take you out of GinnieNET.

Page B of 18

Security Administration

Issuer Guide
Chapter 3



Ginnie
Mas

— GinnieNET on the Web

[ LR

April 2008

ACTIVATE/DE-ACTIVATE USER

This option allows you to Activate/De-activate users on the system.

3 Assign roles, issuers to user. Reset user's password. - Microsoft Internet Explorer

Eile Edit View Favortes Tools Hebp

Qoack ~ © - [{ @ % Fsearch drravories € | i n @ - 0 QD
Addrass :Elhnps 1 herww. ginnlenet netGinnieNET AdminMaink User, aspx o .Go
Welcome VICKY MMARATH {1500)
GinnieNET On The Web
Manage Local User Account Bebrilation Man)

Assign Role Upsdate Profile Reset Password Activate / De-activate Lise

4
030006 WADE W. GAYLE
1500097 WADE

1500100 ANDREA OSBORNE
1500102 EDWIN PAGLINAWAN
1500104 SIMON PETER
1500135 PAMELA ARCHER
1500164 MARIBEL CANAAN
1500252 vicky marajh

1500316 Pamela Archer
1500373 HENRY JONES

EEEEEEEEEEE

1500434 TERRY JONES
1500444 HARRY HARRY
1500486 SIR JOHN HARRY

[(Select Al | [ Remew &l

1. Select the active box to select user(s) you want to activate/de-activate and select [Sz=Cioees ||

The following confirmation will appear.

D Assign roles, issuers to user, Reset user's password, - Microsof| Internet Explorer

5 1|
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v et AT T st g ¢ D
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NOTE: Selecting Return to Main Menu in the right hand corner of the page will return you to the
previous Main Menu and Selecting Logout will take you out of GinnieNET.
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FINGERPRINT ENROLLMENT OVERVIEW

GinnieNET Authorized Signatories are required to appear on the form HUD 11702
e Must have their Private Key and signed Public Key,
e Must have a government picture ID.

o Enrollment Administrator will open the Fingerprint Enrollment page.

o Enrollment Administrator will insert the enrollee’s public key.

o The application will check the key to ensure that it contains ‘Ginnie NET Certificate
Authority.

o The application will extract and display the user name from the public key.

o Enrollment Administrator will request the enrollee’s government picture ID.

o Enrollment Administrator will confirm that the enrollee is the individual in the
picture.

o Enrollment Administrator will confirm that the enrollee’s government picture ID

name matches the name on the public key.

Enrollment Administrator will enter the type of government picture ID and the ID

Number.

The enrollee will insert the private key.

The enrollee will enter the private key password.

The application will verify the password (three attempts).

The application will scan the enrollee’s fingerprint and save the following:

o]

c o0 o O

* Enrollment Administrator’s identifier
= User name extracted from the key

=  Type of government picture ID

* Government picture [D number

= Public Key

= Private Key

* Fingerprint characteristics

» Date of enrollment

Prior to initiating the fingerprint enrollment, it is the responsibility of the Enrollment Administrator
to ensure he/she knows the person being enrolled and that the person has the appropriate credentials
with them (driver’s license, passport, etc.).

The Enrollment Administrator must also make sure the person being enrolled is on the form HUD
11702 - Resolution of Board of Directors and Certificate of Authorized Signatures.
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FINGERPRINT ENROLLMENT

To begin the enrollment process, the Enrollment Administrator will log onto www.ginnienet.net
and enter their GinnieNET 1D and password. The following screen will appear:

A Main Menu - Microsoft Infernel Explorer

© Fle Edt MWiew Favorites  Tools  Help
: C.oc.gic-: v | G| search ~ | gB Epupupsokay_. " Check v iy o1 opiens

P Qback - D - M @ ) Fsearch rFavorites @ - fa (W] - 923

 Agvess | ] https:/j170.142.131.194)GinnisNET fstart. aspx

Y

i Welcome JRMorngan Admin (Wade Gayle)
*
-
-
—_

"

f

GinnieNET On The Web

Main Menu

@ Maintenance
= Security Administration

8] 5 @ mnbemet

Note: Before you enroll a user you must setup a_user account

7. Select on Return to Main Menu.

Fingerprint Enrollment

8. Select Fingerprint Enrollment to begin the enrollment process.

9. Use the drop-down arrow to find the user ID for enrollment.

& | FingerPrint Enrollment page - Microsoft Internet Explorer

CEx
Ble Edt Wew Favortes Tooks  Help -

i Google - v | |Gl sexch -~ | g Tpervocked M check v At i fed options

Qback + 3 - [0 @ | search FrFavarites €8 | (3 S (W] - 893

Address | ] betps: 170,142, 131, 195[GinnisNETjgrnEnroliiewlissrEnroliment  aspx

g

v;Go

7z
* Welcome VICKY MARATH
hed Ginnie . .
H Mae GinnieNET On The Web

Logod
Feturn to Main Menu

Fingerprint Enrollment

1. GelectUseriD | 1500145-Famela Archer v
Change My Pazsword

Continue
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10. Select the User and Select on Continue.

11. Insert the Public Key disk and type the public certificate file USERCERT.DER . The Public

Key disk is normally a floppy disk. You can use the M option to locate the key disk.

3 FingerPrint Enrollment page - Microsoft Internet Explarer

. Flle Edit Wiew Favorites Tools  Help

C QBack v D - X B fR| Poeach rFavorites €@ (- W - B D 3

fddress a https: /170,142,131, 195/ GnrsMNET fgnEneoll/NewUsarEnr oliment , aspic

FEX
>

£ C.D-c:glf-i v |G| search ~ | g5 Bhi7zzblocked | M check ~ i autolp ol @l options

| | Browse

| Verify the Public Certificate File. |

~ Gq
-~
i Welcome VICEY MARATH
L4 Ginnie 3 3 r
= Mae GinnieNET On The Web
T— LM
Giiarantaed Fingerprint Enrellment Return to Main Meny
1.Insertthe public key disk and select the public certificate file { AVJSERCERT.DER )2
Change My Passwond Then click Verify the Public Cerificate file.

12. Once the Public Key file USERCERT.DER has been entered, Select Verify the Public

Certificate File.

13. If the Public Key Certificate is verified, the user will be Wicrosoft interner Explorer rfl
prompted to remove the public key. o

! : Femove the public key

14. Enter the password assigned to the public key diskette.

15. Enter the full path to the Private Certificate file (A:\PRIVKEY.DER) or Select Browse to locate

1t.

| FingerPrint Enrollment page - Microsoft Internet Explorer

fle Edt Wew Favorkes Took Hep &
= o |5 8 - 0 )
Qu - @ [§] A Q) Psewtr Fyrens @ - B- U DPB
-'-g_dve::_Qjnup;,|,r1?u.|12.131.193,IGmimEr|'gnErrdUNmuermullmut.aspx vj.Gn Liks ® &
~
Welcome Sean Connery (2558)
= . ;
GinnieNET On The Web o
Fingerprint Enrollment Feturn o Main hieriu
P - 3 Pazsword ssssssss |
Lhange My Password r
Select Active |ssuer 4 Enter the full path 1o the Private Certificale file (PRIVKEY DER) or Click Browse to locate it
Then Click Vefiy the Private Cerlificate File.
|4 \PRIVIKEY DER [Browse— )
[_ \!'Gli&‘ the Private Certificate File, ]
v
& Done . @ Trusted sies
—
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16. The Private Certificate file is normally a floppy disk and is entered into the A drive. You can
use the Browse option to locate the key disk.

17. Select Verify the Private Certificate File.
18. If the Private Key ccrtiﬁca?c is verified, the user will be Wicrosoft Internet Explorer rfl
prompted to remove the private key and Select Ok —

': Remave the private key

19. Enter the enroll government picture ID type from the drop down menu (usually a drivers
license or a passport).

3 FingerPrint Enrollment page - Microsoft Internet Explorer

Ele Edt Yiew Favortes Took Help i
¢ Google ~ | v | G search ~ | g EP7z7blocked | A Check = i Aol futor | el options
P QExk v O [ @) | Poearch drFavortes 8 (- & W - [JE @ 3
: Agdvess .ae_'] hitps:/{170.142.131.195/GinnsshET jgnrwrolMewserErrolment. aspx - &0
~
,M Welcome VICKY MARAJH
*
= GinnieNET On The Web
- Losjout
g Fingerprint Enrollment Return to hiain Wenu
1.Enrall Mame from Authenticated Public key: ?\R;?HER_ i’—‘Au'ELAA
Change My Password

2.Enroll Govemment Pictura 1D Type: | STATE DRIVER LICENSE »

3 Enroll Government Picture 102 _SGB?QB?I

4.Mote

Continue 1

|
Q‘i — g . L Shewse FicAn reve |

20. Enter the enroll Picture ID #.

21. Enter any additional Notes and/or Select Continue.
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22. The Security Officer Fingerprint Verification screen will appear. Select Verify to begin
Fingerprint Verification.

A FingerPrint Enroliment page - Microsoft Internet Explorer

 Fle Edt View Favorites Tools Help o
[ @Bk O W @D POsewch Frravokes @ -5 @WUE DI
: ddress | @] hitps:i]170.142.131,194{GnnieNET fnEnrol/NewUser Enrollment. aspx ~ Go
G()uslﬂ |_C,:v i (=1 @ b - * Bookmarks+ iQ-Popups okay'! ‘:} Chack + 4 fut v ®» OSettinqsv
Lk Bt LS L —-
Fingerprint Enrollment Return to Main Menu
Credentials
Lharge My Passwond |, JPMorgan Adimin (Wade Gayle),do hereby cerdify that| have examined
the credentials of Marajh, Vicky M and that
3. The Person enrolling has been identified by the photograph GREEN CARD 555555
b. Marajh, Vicky M matches the name on GREEN CARD 555555
Security Officer FingerPrint Verification
Continue
Vi
&] Done 8 @ mternet
23, The system will ask for the Enrollment Officer’s fingerprint.
Yerify Fingerprints
Instructions
The finger registered in the system is highlighted.
Click the box belaw ta begin scanning this finger.
Click here to
‘caplture
- -
Werify |
Click here to
capture
fingenprint
24. Select to capture your fingerprint.
Issuer Guide Security Administration Page 14 of 18
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The Fingerprint Enrollment screen should appear:

25. The Enrollment Administrator should place the finger previously used to enroll in
GinnieNET on the scanner.

Scan Fingerprint

Instuctions
|7Please place your finger on the scanner.

26. Scan the fingerprint and Select Verify.

Yerify Fingerprints

Finger scanned successfully,

Instructions
Please click the Verify button to complete verification. ‘

Veriy Cancel |

Issuer Guide Security Administration Page 150f 18
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27. If the fingerprint is verified Select Continue.

a2 FingerPrint Enrollment page - Microsoft Internet Explorer

© FAle Edk View Favorites Tools  Help "
F @bk v QW@ Psewrch SrFavertes @ 2- 5% W-UOD3
: dgddress JE]httus:.l’fl?n.142.131.I%IGWEF\ETanErrOIUNewUSerEnrdlment.asaz v B Go
| Google[G~  Jme Bv | 1y socknater ooy Pawk v g e P ()Setngs
Oianiasd’ Fingerprint Enrollment EehnfoMeneru |4
Credentials

1, JPMorgan Admin (Wade Gayle),do hereby cerify that | have examined
the credentials of Marajh, Vicky M and that
& The Person enrolling has been idantified by the photograph GREEN CARD 555555

b. Marajh, Vicky M matches the name on GREEN CARD 555555

Security Officer FingerPrint Yerification

ajnona ) i é b{r\temet

ngerPrint Enrollment page - Microsoft Internet Explorer

Ele Edt View Favorites Tools Help == F
Qbxk ~ ©Q - [W [@ 0 Poearch shfavories @ (- 5% W UK D3
! Bddress agj Hitkps: {170, 142.131.194/GinrssNET JonErrolNewUserErsoliment, asps v B
: Gaug[e|c-r Gaogd B v | ¥ Bockmarss QFuprsokaﬂ O Check w o futlink v () Settings
|
:. Welcorne JAMongan Admin (Wade Gayle) [
= [ GinnieNET On The Web S
bl Fingerprint Enrollment Return to Main Menu
Credentialy
Fhane My Prosieond |, JPMorgan Admin (Wade Gayle),do hereby cerify that | have examined
the credentials of Marajh, Vicky M and that
a, The Person enrolling has been identified by the photograph GREEN CARD 555555
b. Marajh, Vicky M matches the name on GREEN CARD 555555
Security Officer ID:
Security Officer Password: |
[ Submit |
v
ﬂ Doree 5 W Internat
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29. If the fingerprint is verified, the system will display the Fingerprint Enrollment screen for the
User to be enrolled.

| FingerPrint Enrollment page - Microsofl Internet Explorer
: Be Edt Wew Favorites Tools Helbp o
Qeack ~ ) - @ @ Fseach HFavortes @ (3- % WUl D3

s | ] 170,142,131 4] G fan vl rEnvokmen. s M

J:Gon@ B~ | % sockmarksw Qmpmsaw| A% Check » 4 futoliih v 9 () settings

Welcome JRorgan Admin (Wade Gayle)
GinnieNET On The Web

Logout
Fingerprint Enrollment Return to Main Menu
Fingerprint Registration
Enroll User1D: | = ;

€] Done 5 @ irternet

30. Scan the fingerprint 3 times and Select Register.

Scan Fingerprint

Instruchons

Scannhed print quality: GREAT

Please continue to scan your finger until . :
the progress bar iz filled. Fingerprint Enroliment
Instructions

Finger scanned successfully.
Please click the Reqister button ta complete reqistration.

Great

Reqgister Cancel

Issuer Guide Security Administration Page 17 of 18
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31. If the three fingerprints do not match the following screen appears. Select ‘

Go back to step 29
M2sysPlugin @

Start From the beqginning

32 If the system matches the three fingerprints the following appears. Select Continue.

‘A FingerPrint Enroliment page - Microsoft Internet Explorer Z|E|‘i|
! Ele  Edit View Favorkes Jook  Help -
@Bk ~ ) - ¥ [@) #h S search T Favorkes £ i G (]~ ‘924
Address VQ-I]h:tps:;',ll?n.142.131.194,|'GnniahET,fg'Eerl,l'[\lewuserEnmInant.aspu( v |gd Go
¢ Google [Gl» |Goowg B+ % sookmarksw ChPopupsckay| " check » 4 0 .» () Settings
e
,,. Welcome JPMorgan Adrmin (Wade Gayle)
kA Ginnie -
- wa oo X
=L GinnieNET On The Web i
Fingerprint Enrollment b Main
Finperprint Registration
Change My Pazsword gerp 8 g
Enrall User ID:
o
&) vore 9 @ reernet
—

33. Fingerprint enrollment process is completed successfully. Select on Ok to exit.

Microsoft Internet Explorer E|

! E Fingerprint enrollement process completed successfully,
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