( THE UNIVERSITY OF MISSISSIPPI
MEDICALCENTER

BUSINESS ASSOCIATE AGREEMENT

This BUSINESS ASSOCIATE AGREEMENT (hereinafter, the “Agreement”) is made and entered into as of the
__day of , 20, by and between (“Business Associate”) located at
and the University of Mississippi Medical Center located at
2500 North State Street, Jackson, MS 39216 (“Covered Entity”) (or, alternately, “UMMC”).

WITNESSETH:

WHEREAS, Business Associate and Covered Entity desire to enter into this Agreement in order to comply with
the national standards for the privacy of individually identifiable Protected Health Information adopted by the Department
of Health and Human Services (“DHHS”) pursuant to the Health Insurance Portability and Accountability Act of 1996, as
published in a final rule dated December 28, 2000, and final rule modifications published January 25, 2013 (as may be
now or hereafter amended or modified, “HIPAA”).

NOW THEREFORE, in consideration of the mutual promises herein contained, it is agreed as follows:

1. Definitions. For purposes of this Agreement, the terms “Business Associate,” “Individual,” “Use,”
“Disclosure,” and “Protected Health Information”, and other terms used, but not otherwise defined in this Agreement,
shall have the respective meanings ascribed to those terms in HIPAA. The term “Covered Entity” shall further include
any affiliate of Covered Entity, and “Administrative Safeguards” shall have the same meaning as the term “administrative
safeguards® as defined in HIPAA with the exception that it shall apply to the management of the conduct of Business
Associate’s workforce, rather than Covered Entity’s workforce, in relation to the protection of that information.

2. Parameters of Business Relationship. Business Associate will perform services and/or provide goods
for or on behalf of Covered Entity (“Services”). In performing Services for or on behalf of Covered Entity, Business
Associate will be provided with and have access to individually identifiable Protected Health Information. Business
Associate will Use all such Protected Health Information solely in the performance of Services for or on behalf of
Covered Entity, in accordance with the terms of this Agreement, and Business Associate shall limit and regulate all Uses
and Disclosures of all such Protected Health Information in accordance with the terms of this Agreement. Business
Associate may Use and Disclose Protected Health Information as necessary for the proper management and administration
of Business Associate or to carry out the legal responsibilities of Business Associate (collectively, “Business Associate’s
Operations”). Business Associate may Disclose Protected Health Information as necessary for Business Associate’s
Operations only if: (a) the Disclosure is required by law; or (b) Business Associate ensures that any person or
organization to whom Business Associate will Disclose such Protected Health Information agrees in writing to comply
with the applicable provisions of HIPAA, including, but not limited to, that the person or organization will (1) hold such
Protected Health Information in confidence and Use or further Disclose it only for the purpose for which Business
Associate Disclosed it to the person or organization as required by law; and (2) notify Business Associate of any instance
of which the person or organization becomes aware in which the confidentiality of such Protected Health Information was
breached.

3. De-Identification. Covered Entity may, but shall not be obligated to, de-identify any or all Protected
Health Information in accordance with HIPAA. If the information received by Business Associate from Covered Entity
has been appropriately de-identified, then such information will not be considered to be Protected Health Information for
purposes of this Agreement and this Agreement shall not apply to such de-identified information.
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4. Duties of Business Associate. Business Associate agrees to comply in all material respects with HIPAA
when Using or Disclosing Protected Health Information received by Business Associate from or on behalf of Covered
Entity including:

a. Business Associate will not Use or Disclose Protected Health Information received from Covered
Entity in any way other than permitted or required by this Agreement. Business Associate may Use or Disclose Protected
Health Information as otherwise required by law.

b. Business Associate will exercise appropriate safeguards to prevent Use or Disclosure of Protected
Health Information other than as necessary for Business Associate to perform its obligations pursuant to the relationship
described above in Section 2 of this Agreement.

c. Business Associate will promptly report to Covered Entity any Use or Disclosure of Protected
Health Information which is not permitted or required by this Agreement or law and take such actions available as may be
reasonably necessary to correct such Use or Disclosure. Business Associate’s report of any such Uses or Disclosures shall
be to the person who executed this Agreement for Covered Entity, or other individual who may be designated by written
notice to Business Associate.

d. Business Associate will ensure that any and all subcontractors or agents to whom Business
Associate Discloses Protected Health Information received from or on behalf of Covered Entity agree, in writing, to be
bound by the same restrictions, conditions and duties that apply to Business Associate with respect to such information.
Business Associate will identify all such subcontractors and agents to the Covered Entity.

e. Business Associate will maintain appropriate procedures by which Individuals are granted access
to their Protected Health Information. Such access must be granted in accordance with HIPAA.

f. Business Associate will make its internal policies and procedures, and its books and records
relating to Uses and Disclosures of Protected Health Information received from Covered Entity or created or received by
the Business Associate on behalf of Covered Entity, available to the Covered Entity or to the Secretary of DHHS for
purposes of determining Business Associate’s and Covered Entity’s compliance with HIPAA.

g. When notified by Covered Entity, Business Associate will make available Protected Health
Information for amendment and incorporate any amendments or corrections to Protected Health Information maintained
by Business Associate in compliance with HIPAA.

h. Upon request from Covered Entity, Business Associate will provide to Covered Entity an
accounting of all Business Associate’s Disclosures of Protected Health Information received from or on behalf of Covered
Entity, except for Disclosures made to the Individual who is the subject of the Protected Health Information; Disclosures
for treatment, payment and health care operations purposes (unless such Disclosures were made using an Electronic
Health Record); Disclosures for national security, intelligence, correctional or law enforcement purposes; and Disclosures
otherwise excluded from the accounting requirements pursuant to 45 C.F.R. § 164.528. Such an accounting shall provide:

e The date of each Disclosure;

e The name and address of the organization or person to whom the Protected Health Information
was Disclosed;

e A brief description of the information Disclosed;

e Disclosures, other than those made at the request of the Individual, the purpose for which the
information was Disclosed or a copy of the request or authorization for Disclosure.

Business Associate will provide the above accounting to Covered Entity as promptly as possible, but
in any event no later than thirty (30) days after Covered Entity’s request therefore. Business Associate shall provide for a
means of accounting for Disclosures for as long as Business Associate maintains Protected Health Information received
from or on behalf of Covered Entity.

i. Business Associate will comply with the applicable provisions of the HIPAA Security Rule,
including, but not limited to, implementing Administrative Safeguards, Physical Safeguards, and Technical Safeguards
(the “Safeguards”) in accordance with HIPAA that reasonably and appropriately protect the Confidentiality, Integrity, and
Availability of electronic Protected Health Information that it creates, receives, maintains, or transmits on behalf of the
Covered Entity.
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j- Business Associate will make its policies, procedures, and documentation relating to the
Safeguards available to the Secretary of DHHS for purposes of determining Covered Entity’s compliance with HIPAA.

k. Business Associate will request and Use or Disclose only the minimum amount of Protected
Health Information necessary to serve the intended purposes of this Agreement.

I. Business Associate will not export Protected Health Information, nor permit subcontractors or
agents to export Protected Health Information beyond the borders of the United States of America.

m. Business Associate shall report promptly to Covered Entity any successful Security Incident
within five (5) business days of Business Associate becoming aware of, or should have become aware of by exercising
reasonable diligence, such Security Incident; provided, however, that with respect to attempted unauthorized access, Use,
Disclosure, modification, or destruction of information or interference with system operations in an information system
affecting electronic Protected Health Information, such report to Covered Entity will be made available upon request.

n. To the extent Business Associate is to carry out any obligation of Covered Entity required by
HIPAA, Business Associate will comply with all HIPAA requirements that apply to Covered Entity in the performance of
such obligation.

0. In addition, Business Associate shall notify Covered Entity of any breach of computerized
sensitive personal information to assure Covered Entity’s compliance with the notification requirements of Title 75,
Chapter 24, Section 29, Mississippi Code.

5. Duties of Covered Entity. Covered Entity agrees to comply in all respects with HIPAA when Using or
Disclosing Protected Health Information including:

a. Provide Business Associate with any changes in, or revocation of, permission by Individual to
Use or Disclose Protected Health Information, if such changes affect Business Associate’s permitted or required Uses and
Disclosures;

b. Notify Business Associate of any restriction to the Use or Disclosure of Protected Health
Information that Covered Entity has agreed to in accordance with HIPAA; and

¢. Not request Business Associate to Use or Disclose Protected Health Information in any manner
that would not be permissible under HIPAA if done by Covered Entity, unless such Use or Disclosure is included in the
Services to be performed pursuant to this Agreement and is for data aggregation or management and administrative
activities of Business Associate.

6. Remedies Upon Breach of any Protected Health Information. Upon a suspected Breach of any
Protected Health Information being held by Business Associate, Business Associate must notify Covered Entity within
five (5) business days of Business Associate discovering such Breach, or of when Business Associate should have
discovered such Breach by exercising reasonable diligence.

a. Such notice must at least:
e Identify the nature of the non-permitted or violating Use or Disclosure;
o Identify the Protected Health Information Used or Disclosed;

e Identify who made the non-permitted or violating Use or received the non-permitted or
violating Disclosure;

e Identify what corrective action Business Associate took or will take to prevent further non-
permitted or violating Uses or Disclosures; and

e Identify what Business Associate did or will do to mitigate any deleterious effect of the non-
permitted or violating Use or Disclosure.

b. Covered Entity, at its option, may further require Business Associate to:
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e Furnish to Covered Entity copies of its practices and procedures and books and records to
facilitate Covered Entity’s mitigation of damages arising from an improper Use or Disclosure
by Business Associate;

e Exercise all reasonable efforts to retrieve improperly Used or Disclosed Protected Health
Information;

e Establish and adopt new practices, policies and procedures as may be reasonable and
appropriate to assure that Protected Health Information is not Used or Disclosed in the future
in violation of HIPAA;

e Comply with all auditing or reporting requests by Covered Entity to demonstrate Business
Associate’s compliance with HIPAA;

e Take such other actions as Covered Entity may reasonably require.

6. Term; Termination. This Agreement shall be in effect for the entire length of the underlying business
relationship described in Section 2 of this Agreement. This Agreement may be terminated as follows:

a. Covered Entity may terminate upon written notice this Agreement and the underlying business
relationship described in Section 2 of this Agreement in the event that Business Associate improperly Uses or Discloses
Protected Health Information in breach of this Agreement.

b. Business Associate may terminate upon written notice this Agreement if it makes the
determination that a material condition of performance has changed under this Agreement, or that Covered Entity has
breached a material term of this Agreement.

c. Upon termination of this Agreement, Business Associate shall, upon request by Covered Entity,
return to Covered Entity or destroy all Protected Health Information received from or on behalf of Covered Entity or
created for or on behalf of Covered Entity that Business Associate maintains in any form and all copies of such Protected
Health Information as described above in Section 4. This provision shall also apply to Protected Health Information that
is in the possession of subcontractors or agents of Business Associate. Business Associate shall retain no copies of the
Protected Health Information. All rights, duties and obligations established in this Agreement shall survive termination of
the underlying business relationship described in Section 2 and of this Agreement. The effective date of termination of
this Agreement shall be when all of the Protected Health Information received from or on behalf of Covered Entity or
created for or on behalf of Covered Entity is destroyed or returned to Covered Entity. In the event that Business Associate
determines that returning or destroying the Protected Health Information is infeasible, Business Associate shall provide to
Covered Entity notification of the conditions that make return or destruction infeasible. Upon mutual agreement of the
parties that return or destruction of Protected Health Information is infeasible, Business Associate shall extend the
protections of this Agreement to such Protected Health Information and limit further Uses and Disclosures of such
Protected Health Information to those purposes that make the return or destruction infeasible, for so long as Business
Associate maintains such Protected Health Information.

8. Change of Law. In the event any state or federal laws or regulations now existing or enacted or
promulgated after the effective date of this Agreement, are interpreted by judicial decision, a regulatory agency or legal
counsel to a party hereto in such a manner as to indicate that any provision of this Agreement may be in violation of such
laws or regulations, the parties may amend this Agreement as necessary to comply with such laws and regulations. To the
maximum extent possible, any such amendment shall preserve the underlying rights, duties and obligations established in
this Agreement.

9. Indemnification; Insurance. Business Associate will indemnify and hold Covered Entity harmless from
and against any and all claims, damages, liabilities, losses and expenses (including reasonable attorney’s fees) based upon
or arising out of Business Associate’s alleged or actual improper Use or Disclosure of Protected Health Information. If
Covered Entity requires, Business Associate shall obtain and maintain insurance coverage (if available) against Business
Associate’s improper Uses and Disclosures of Protected Health Information. Any insurance coverage shall name Covered
Entity as an additional insured. Promptly following Covered Entity’s written request, Business Associate shall deliver to
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Covered Entity a certificate evidencing Business Associate’s maintenance of such insurance. The foregoing provisions of
this Section 9 shall survive termination or expiration of this Agreement.

10. General Provisions.

a. Notices. Any and all notices or other communications required or permitted to be given
under any of the provisions of this Agreement shall be in writing and shall be deemed to have been delivered when given
in the manner set forth below to the following addresses or fax numbers:

If to Business Associate:

ATTN:

Fax: ()

If to Covered Entity:

University of Mississippi Medical Center
Office of Integrity and Compliance

2500 North State Street

Jackson, MS 39216

ATTN: Privacy Officer

Fax: (601) 815-3946

CC: Office of the General Counsel

Counsel to a party may give notice on behalf of a party. Such communications shall be deemed to have been given (a)
three days after mailing, when mailed by registered or certified postage-paid mail, (b) on the next business day, when
delivered by a same-day or overnight national courier service or the U.S. Post Office Express Mail or (c) upon the date of
receipt by the addressees when delivered personally or by fax. A party must receive a notice of change of address for it to
be effective.

b. Entire Agreement; Amendment. This writing constitutes the entire and only agreement
of the parties with respect to HIPAA and supersedes any and all prior negotiations, understandings and agreements
concerning the obligations regarding the Use and Disclosure of Protected Health Information; provided, however, if any
written agreement between the parties imposes obligations and restrictions on Business Associate regarding Protected
Health Information over and above those imposed by this agreement, those obligations and restrictions are not superseded
hereby and shall survive. This Agreement may be amended, modified, superseded, canceled, renewed or extended only
by a written instrument executed by the parties herein.

c. Waiver. The failure by any party at any time to require performance or compliance by
another of any of its obligations or agreements shall in no way affect the right to require such performance or compliance
at any time thereafter. The waiver by any party of a breach of any provision hereof shall not be taken or held to be a
waiver of any preceding or succeeding breach of such provision or as a waiver of the provision itself. No waiver of any
kind shall be effective or binding, unless it is in writing and is signed by the party against which such waiver is sought to
be enforced.

d. Binding Nature. This Agreement shall be binding upon and inure to the benefit of each
party hereto, its successors and permitted assigns.
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e. Assignment. Neither party may assign or otherwise transfer its rights or obligations
under this Agreement, by operation of law or otherwise, without the prior written consent of the other party to this
Agreement.

f. Captions: Language. The section headings contained in this Agreement are for the
purposes of convenience only and are not intended to define or limit the contents of such sections. In this Agreement,
unless the context requires otherwise, the singular includes the plural, the plural the singular, and the word “or” is used in
the inclusive sense.

. Counterparts. This Agreement may be executed in one or more counterparts, all of
which taken together shall be deemed to evidence one and the same agreement.

h. Applicable Law. This Agreement and its validity, construction, and performance shall
be governed in all respects by the laws of the State of Mississippi and by HIPAA. In the event of any action or
proceeding arising under this Agreement, the parties consent and agree that the forum for such action shall be in a court of
competent jurisdiction located in Hinds County, Mississippi.

IN WITNESS WHEREOF, the parties have executed this Agreement as of the day and year first above written.

BUSINESS ASSOCIATE: COVERED ENTITY:

University of Mississippi Medical Center

By: By:
Carol Denton
Title: Title: Chief Integrity and Compliance
Officer
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