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(57) ABSTRACT 

Embodiments of the invention provide systems and methods 
for authenticating mobile device communications. A mobile 
device to which a message will be communicated may be 
identi?ed. Based upon a shared secret between a service 
provider and the mobile device, a payload authentication 
code (“PAC”) may be generated, and the generated PAC may 
be associated with a payload for the message. The message 
and the generated PAC may then be communicated to the 
mobile device, and the mobile device may be con?gured to 
utilize the shared secret to verify the PAC and authenticate the 
message. In certain embodiments, the operations of the 
method may be performed by one or more computers associ 
ated with the service provider. 
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SYSTEMS AND METHODS FOR 
AUTHENTICATING MOBILE DEVICE 

COMMUNICATIONS 

RELATED APPLICATION 

[0001] This application claims priority to US. Ser. No. 
61/490,501, titled “Trusted Service Manager,” ?led on May 
26, 2011, the contents of Which are incorporated herein by 
reference. 

FIELD OF THE INVENTION 

[0002] Embodiments of the invention relate generally to 
mobile devices, and more speci?cally to systems and meth 
ods for authenticating mobile device communications. 

BACKGROUND OF THE INVENTION 

[0003] Mobile devices, such as cell phones, personal digital 
assistants (“PDAs”), smart phones, and other similar devices, 
have increasingly been utiliZed to provide additional func 
tionality beyond traditional voice communications. One com 
ponent of enabling the mobile devices to support these addi 
tional functionalities includes installing software 
applications, such as Wallet applications, on the mobile 
devices. Mobile device applications can facilitate a variety of 
services performed by or With the mobile devices, including 
payment applications (e.g., prepaid, credit, debit, etc.), loy 
alty or incentive applications, transportation payment appli 
cations, access control applications, entertainment applica 
tions, and the like. Given the sensitive nature of data that may 
be transmitted or communicated during the provision of a 
service, such as a payment service, authentication of infor 
mation included in mobile device communications and/ or the 
protection of data becomes critical. Accordingly, improved 
systems and methods for authenticating mobile device com 
munications are desirable. 
[0004] Additionally, service providers operating services 
associated With these applications, and thus providing the 
mobile device softWare applications, need to be able to inter 
act With their customers regardless of the carrier netWork the 
customer uses for operating the mobile device. Accordingly, 
multiple service providers (e.g., card issuing banks, retailers, 
transit operators, etc.) need to load and manage applications 
(e. g., near ?eld communication-based (“NFC-based”) appli 
cations, etc.) onto mobile devices supported by multiple 
mobile netWork operators. Sharing con?dential information 
through large numbers of individual relationships (i.e., 
betWeen one service provider and one mobile netWork opera 
tor) is inef?cient, requiring complex integration by the ser 
vice providers for each mobile netWork operator supported, 
and by the mobile netWork operators for each service provider 
installing applications. Accordingly, there exists a need for 
providing trusted service management functionality and inte 
gration betWeen multiple service providers and multiple 
mobile netWork operators. Additionally, there exists a need 
for a trusted service management system to authenticate 
mobile device communications to validate messages gener 
ated by or communicated to thirdparty service provider appli 
cations. 

BRIEF DESCRIPTION OF THE INVENTION 

[0005] Embodiments of the invention may provide systems 
and methods for authenticating mobile device communica 
tions. According to one example embodiment of the inven 
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tion, a method for authenticating communications is pro 
vided. A mobile device to Which a message Will be 
communicated may be identi?ed. Based upon a shared secret 
betWeen a service provider and the mobile device, a payload 
authentication code (“PAC”) may be generated, and the gen 
erated PAC may be associated With a payload for the message. 
The message and the generated PAC may then be communi 
cated to the mobile device, and the mobile device may be 
con?gured to utiliZe the shared secret to verify the PAC and 
authenticate the message. In certain embodiments, the opera 
tions of the method may be performed by one or more com 
puters associated With the service provider. 

[0006] According to another embodiment, a system for 
authenticating mobile device communications is provided. 
The system may include at least one memory and at least one 
processor. The at least one memory may be con?gured to 
store computer-executable instructions. The at least one pro 
cessor may be con?gured to access the at least one memory 
and execute the computer-executable instructions to: identify 
a mobile device to Which a message Will be communicated; 
generate, based upon a shared secret betWeen a service pro 
vider and the mobile device, a payload authentication code 
(“PAC”); associate the generated PAC With a payload for the 
message; and direct communication of the message and the 
generated PAC to the mobile device, Wherein the mobile 
device is con?gured to utiliZe the shared secret to verify the 
PAC and authenticate the message. 

[0007] According to yet another embodiment of the inven 
tion, a method for authenticating communications received 
by a mobile device is provided. A message may be received by 
a mobile device that includes one or more computer proces 
sors. The message may be a message that Was output by a 
service provider. Based upon an analysis of the received 
message, a payload authentication code (“PAC”) may be 
identi?ed by the mobile device. Based at least in part upon a 
shared secret betWeen the mobile device and the service pro 
vider, the PAC may be veri?ed by the mobile device. Addi 
tionally, based at least in part upon the veri?cation, a payload 
of the received message may be authenticated by the mobile 
device. 

[0008] Additional systems, methods, apparatus, features, 
and aspects are realiZed through the techniques of various 
embodiments of the invention. Other embodiments and 
aspects of the invention are described in detail herein and are 
considered a part of the claimed invention. Other advantages 
and features can be understood With reference to the descrip 
tion and to the draWings. 

BRIEF DESCRIPTION OF THE FIGURES 

[0009] FIG. 1 illustrates a block diagram of an example 
trusted service management system and associated integra 
tion, according to an example embodiment of the invention. 
[0010] FIG. 2 illustrates a block diagram of an example 
trusted service management integration and associated data 
How, according to an example embodiment of the invention. 
[0011] FIG. 3 illustrates a How diagram of an example 
process for provisioning a mobile device application, accord 
ing to an example embodiment of the invention. 

[0012] FIG. 4 illustrates a How diagram of an example 
process for authenticating a communication, according to an 
example embodiment of the invention. 
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[0013] FIG. 5 illustrates a How diagram of an example 
process for provisioning an authentication application to a 
mobile device, according to an example embodiment of the 
invention. 

DETAILED DESCRIPTION 

[0014] Various embodiments of the invention are directed 
to authenticating mobile device communications. A mobile 
device communication may be a communication received 
from a mobile device or a communication transmitted to a 

mobile device. As a result of authenticating a communication, 
a determination may be made that the contents of the com 
munication are relatively secure. In one example embodi 
ment, When a communication is generated or prepared for 
transmission to a recipient, a payload authentication code 
(“PAC”) may be generated for the message based at least in 
part upon a shared secret betWeen the communicating device 
and the recipient. For example, a service provider may gen 
erate a communication for transmission to a mobile device, 
and the service provider may generate a PAC based at least in 
part upon a shared secret betWeen the service provider and the 
mobile device. Similarly, a mobile device may generate a 
communication for transmission to a service provider, and the 
mobile device may generate a PAC based at least in part upon 
a shared secret betWeen the mobile device and the service 
provider. 
[0015] A Wide variety of different types of shared secrets 
may be utiliZed as desired to generate a PAC in various 
embodiments of the invention. Examples of suitable shared 
secrets include, but are not limited to, user access credentials 
(e. g., a user name and passWord) or another basic authentica 
tion method, certi?cate-based authentication, public and pri 
vate key-based authentication, dynamic passcode authentica 
tion, and/or derived unique key per transaction (“DUKPT”) 
authentication. Once a PAC is generated, the PAC may be 
appended to or otherWise associated With the communication. 
As desired, a payload of the communication may be format 
ted and/ or encrypted. For example, the payload may be 
encrypted utiliZing the shared secret and/or another suitable 
encryption technique. 
[0016] Once a communication has been generated, the 
communication may be transmitted by the originating device 
to the recipient device. In certain embodiments, the commu 
nication may be transmitted via any number of intermediary 
devices and/or systems, such as mobile netWork operator 
devices. The recipient device may evaluate the message to 
identify the originating device. Based at least in part upon the 
identi?cation of the originating device, the recipient device 
may identify or determine the shared secret betWeen the tWo 
devices, and the shared secret may be utiliZed to evaluate the 
PAC. For example, the recipient may utiliZe the shared secret 
to determine Whether the PAC is valid. If it is determined that 
the PAC is not valid, then an error may be generated, and the 
communication may be identi?ed as an invalid communica 
tion. As desired in certain embodiments, an application that 
generated the communication, such as a mobile Wallet appli 
cation 156, may be identi?ed as an unauthenticated applica 
tion. If, hoWever, it is determined that the PAC is valid, then 
one or more payload elements of the communication may be 
decrypted and/ or authenticated. In other Words, the commu 
nication may be identi?ed as a valid communication. As 
desired, an application that generated the communication, 
such as a mobile Wallet application 156, may be identi?ed as 
an authorized application. 
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[0017] In certain embodiments of the invention, a mobile 
device may be provisioned With a suitable authentication 
application that facilitates the generation of PACs, the veri? 
cation of PACs, the encryption of outbound communications, 
and/or the decryption of received communications. A similar 
application may be executed by the service provider. As a 
result of evaluating and validating PACs, the authenticity of 
communications may be facilitated. For example, communi 
cations generated by mobile device applications provided by 
third party vendors (e.g., mobile Wallet applications, etc.) 
may be validated. In this regard, potential security threats 
and/or risks may be identi?ed, and the security of device 
communications may be enhanced. 

[0018] Various embodiments of the invention utiliZe 
trusted service management functionality to facilitate inte 
gration betWeen multiple service providers and multiple 
mobile devices operating on any number of carrier netWorks, 
each operated by a different mobile netWork operator 
(“MNO”). In certain embodiments, a trusted service manager 
(“TSM”) may be a third party entity strategically positioned 
to provide mobile device application provisioning services 
and integration functionality for provisioning mobile device 
applications and associated end user data to end users’ mobile 
devices, to provide mobile device application-related life 
cycle management services, to manage the many-to-many 
relationships betWeen the multiple service providers and the 
MNOs operating the carrier netWorks, and/or to authenticate 
mobile devices during the processing of a Wide variety of 
different requests and/ or transactions. 

[0019] Applications that can be provisioned on mobile 
devices via a TSM can be any softWare application provided 
by a service provider and operable With a mobile device. 
According to one embodiment, near ?eld communication 
(“NFC”) applications that enable subsequent transactions 
using NFC technology of the mobile device (e.g., radio fre 
quency identi?cation (“RFID”)) are among those mobile 
device applications provided by service providers. HoWever, 
as used herein, mobile device applications are not limited to 
NFC-based applications. Example mobile device applica 
tions may include, but are not limited to, open loop and closed 
loop payment applications (e.g., MasterCard® PayPassTM, 
Visa payWaveTM, American Express® ExpressPay, Dis 
cover® ZIP, NXP Mifare®, etc.), transit payment applica 
tions, loyalty applications, membership applications, elec 
tronic promotion and incentive applications, ticketing 
applications, access control and security applications, enter 
tainment applications, retail shopping applications, and the 
like. 

[0020] In addition to providing integration and mobile 
device application provisioning functionality, a TSM may be 
further operable to provide additional features and function 
ality associated With each application provisioned and With 
each service provider, MNO, and/or mobile device end user 
relationship. Example additional features that a TSM may 
provide include, but are not limited to, application lifecycle 
management (e. g., load, personaliZe, lock, unlock, terminate, 
etc.), secure element lifecycle management (e.g., lock, 
unlock, terminate, etc.), Work?oW management (e.g., neW 
handset, exchanged handset, damaged handset, lost handset, 
stolen handset, closed MNO account, closed service provider 
account, etc.), secure element data preparation and applica 
tion personalization, MNO customer service, service pro 
vider customer service, over the air (“OTA”) provisioning, 
secured key management, end user authentication, MNO 
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based end user registration, carrier netWork-based end user 
registration, service provider-based end user registration, 
interactive voice response-based (“IVR-based”) end user reg 
istration, live end user registration, and the like. It is appreci 
ated that the aforementioned additional TSM features and 
functionality are provided for illustrative purposes only, and 
that any number of features and functionality may be pro 
vided by the TSM to service providers, MNOs, and/or end 
users in association With the application provisioning ser 
vices and functionality. 
[0021] Embodiments of the invention noW Will be 
described more fully hereinafter With reference to the accom 
panying draWings, in Which embodiments of the invention are 
shoWn. This invention may, hoWever, be embodied in many 
different forms and should not be construed as limited to the 
embodiments set forth herein; rather, these embodiments are 
provided so that this disclosure Will be thorough and com 
plete, and Will fully convey the scope of the invention to those 
skilled in the art. Like numbers refer to like elements through 
out. 

[0022] FIG. 1 represents a block diagram of an example 
system 100 for providing trusted service management func 
tionality, according to one embodiment of the invention. As 
shoWn in FIG. 1, a trusted service manager (“TSM”) com 
puter 110; multiple mobile netWork operator (“MNO”) com 
puters 140a, 1401); multiple mobile devices 150a, 1501); and 
multiple service provider computers 160a, 1601) may be in 
communication via at least one netWork 170 and/or multiple 
carrier netWorks 1800, 180b, each of the carrier netWorks 
180a, 1801) being associated With a respective MNO com 
puter 140a, 1401). Each of these components Will noW be 
discussed in further detail. 

[0023] First, the TSM computer 110 may include any num 
ber of processor-driven devices, including but not limited to, 
a server computer, a mainframe computer, one or more net 

Worked computers, a desktop computer, a personal computer, 
a laptop computer, a mobile computer, or any other processor 
based device. In addition to having one or more processors 
116, the TSM computer 110 may further include one or more 
memory devices 112, input/output (“I/O”) interface(s) 118, 
and netWork interface(s) 119. The memory 112 may be any 
computer-readable medium, coupled to the processor(s) 116, 
such as RAM, ROM, and/or a removable storage device for 
storing data ?les and a database management system 
(“DBMS”) to facilitate management of data ?les and other 
data stored in the memory 112 and/or stored in one or more 
separate databases 138. The memory 112 may also store 
various program modules, such as an operating system 
(“OS”), a service provider interface 121, a mobile netWork 
operator interface 122, an over the air provisioning services 
interface 123, an end user registration interface 124, a third 
party integrator interface 125, a secure element preparation 
module 126, a lifecycle management module 127, a Work?oW 
management module 128, a customer service module 129, an 
over the air provisioning module 130, an authentication mod 
ule 131, and a services customiZation module 132. The OS 
may be, but is not limited to, Microsoft WindoWs®, Apple 
OSXTM, Unix, a mainframe computer operating system (e.g., 
IBM Z/OS, MVS, OS/390, etc.), or a specially designed oper 
ating system. Each of the interfaces and modules 121, 122, 
123, 124, 125, 126, 127, 128, 129, 130, 131, 132 may com 
prise computer-executable program instructions or softWare, 
including a dedicated program, for receiving, storing, extract 
ing, managing, processing, and analyZing transactions asso 
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ciated With application provisioning, lifecycle management, 
and/or authentication betWeen multiple service provider 
computers 160a, 1601) and multiple mobile devices 150a, 
1501) operating on multiple carrier netWorks 180a, 180b, each 
of Which are operated by a different MNO computer 140a, 
1401). The speci?c functions and operability of each of these 
interfaces and modules 121, 122, 123, 124, 125, 126, 127, 
128, 129, 130, 131, 132 are described in greater detail beloW. 
[0024] Still referring to the TSM computer 110, the I/O 
interface(s) 118 may facilitate communication betWeen the 
processor 116 and various I/O devices, such as a keyboard, 
mouse, printer, microphone, speaker, monitor, bar code 
reader/ scanner, RFID reader, or HardWare Security Modules 
(“HSMs”) Which facilitate secure key management and the 
like. With respect to HSMs, an HSM may be external, such as 
connected to the TSM computer 110 via a netWork, or inter 
nally or proximately connected to the TSM computer 110. 
The netWork interface(s) 119 may take any of a number of 
forms, such as, but not limited to, a netWork interface card, a 
modem, a Wireless netWork card, a cellular netWork card, or 
any other means operable for facilitating communications 
With one or more carrier netWorks 180a, 1801) and/or other 
netWorks 170. Indeed, the TSM computer 110 can commu 
nicate directly With mobile devices 150a, 1501) via the carrier 
netWorks 180a, 180b, respectively, via netWork interface(s) 
119 and/ or via one or more of a service provider gateWay 133, 
mobile netWork operator gateWay 134, over the air services 
gateWay 135, end user registration gateWay 136, and third 
party integrator gateway 137. It Will be appreciated that the 
TSM computer 110 may be implemented on a particular 
machine, Which may include a computer that is designed, 
customiZed, con?gured, or programmed to perform at least 
one or more functions of the interfaces and modules 121, 122, 
123, 124, 125, 126, 127, 128, 129, 130, 131, 132, according to 
an example embodiment of the invention. 

[0025] Second, the MNO computers 140a, 1401) may 
include any number of processor-driven devices, including 
but not limited to, a server computer, a mainframe computer, 
one or more netWorked computers, a desktop computer, a 
personal computer, a laptop computer, a mobile computer, or 
any other processor-based device. In addition to having one or 
more processors 146a, 146b, each of the MNO computers 
140a, 1401) may further include one or more memory devices 
142a, 142b, input/output (“I/O”) interface(s) 148a, 148b, and 
netWork interface(s) 149a, 1491). The memory 142a, 1421) 
may be any computer-readable medium, coupled to the pro 
cessor(s) 146, such as RAM, ROM, and/ or a removable stor 
age device for storing data ?les and a DBMS to facilitate 
management of data ?les and other data stored in the memory 
142a, 1421) and/or stored in one or more separate databases. 
The memory 142a, 1421) may also store various program 
modules, such as an operating system (“OS”), a communica 
tions module 144a, 144b, and an authentication module 145a, 
1451). The OS may be, but is not limited to, Microsoft Win 
doWs®, Apple OSXTM, Unix, a mainframe computer operat 
ing system (e.g., IBM Z/OS, MVS, OS/390, etc.), or a spe 
cially designed operating system. The communications 
module 144a, 1441) may comprise computer-executable pro 
gram instructions or softWare, including a dedicated program, 
for facilitating communications With multiple mobile devices 
150a, 1501) operating on the respective carrier netWorks 180a, 
180b, and for facilitating mobile device application provi 
sioning and management via a common MNO messaging 
standard as implemented by the TSM computer 110. The 
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authentication module 145a, 1451) may comprise computer 
executable program instructions or software, including a 
dedicated program, for facilitating the authentication of 
mobile devices 150a, 1501) and/or communications, as Well as 
the establishment of secure communications channels With 
mobile devices 150a, 1501). A Wide variety of authentication 
procedures may be utiliZed as desired by an authentication 
module 145a, 1451). In certain embodiments of the invention, 
an MNO computer 140a, 1401) may authenticate a mobile 
device 150a, 1501) and/or a communication in a similar man 
ner as that described beloW for the TSM 110. 

[0026] Still referring to each MNO computer 140a, 140b, 
the I/O interface(s) 148a, 1481) may facilitate communication 
betWeen the processors 146a, 1461) and various I/O devices, 
such as a keyboard, mouse, printer, microphone, speaker, 
monitor, bar code reader/ scanner, RFID reader, and the like. 
The netWork interface(s) 149a, 1491) may take any of a num 
ber of forms, such as, but not limited to, a netWork interface 
card, a modem, a Wireless netWork card, a cellular netWork 
card, or any other means operable for facilitating communi 
cations With one or more carrier netWorks 180a, 1801) and/or 
other netWork 170. It Will be appreciated that the MNO com 
puters 140a, 1401) may be implemented on a particular 
machine, Which may include a computer that is designed, 
customiZed, con?gured, or programmed to perform at least 
one or more functions of the communications module 144a, 
144b, according to an example embodiment of the invention. 

[0027] Third, the mobile devices 150a, 1501) may be any 
mobile processor-driven device, such as a mobile phone, 
radio, pager, laptop computer, handheld computer, PDA, and 
the like, or any other processor-based mobile device for facili 
tating communications over one or more carrier netWorks 

180a, 1801). For example, each mobile device 150a, 1501) may 
be registered With a speci?c MNO computer 140a, 1401) for 
communicating via the respective carrier netWork 180a, 
1801). In addition to having one or more processors 151a, 
151b, each of the mobile devices 150a, 1501) may further 
include one or more memory devices 152a, 152b, input/ 
output (“I/ O”) interface(s) 158a, 158b, and netWork interface 
(s) 159a, 1591). The memory 152a, 1521) may be any com 
puter-readable medium, coupled to the processor(s) 151, such 
as RAM, ROM, and/ or a removable storage device for storing 
data ?les. The memory 152a, 1521) may also include secure 
elements 155a, 1551) for maintaining mobile device applica 
tions and con?dential data offered by one or more service 
providers 160, as may be provisioned via the TSM computer 
110 and associated provisioning services. In certain embodi 
ments, a secure element 155a, 1551) may be con?gured to 
store an authentication module or program utiliZed by a 
mobile device 150a, 1501) to generate payload authentication 
codes (“PACs”), evaluate PACs, manage one or more shared 
secrets, encrypt communications output by the mobile device 
150a, 150b, and/ or decrypt communications received by the 
mobile device 150a, 1501). 
[0028] The memory 152a, 152b may also store any number 
of data ?les 153a, 1531) and/or various program modules, 
such as an operating system (“OS”), end user interface mod 
ule(s), a TSM provisioning module 154a, 1541) (also referred 
to interchangeably herein as “TSM administration soft 
Ware”), and/or a mobile Wallet 156a, 1561). The OS may be 
any mobile operating system, including proprietary operating 
systems by a mobile device manufacturer or mobile netWork 
operator, or third party softWare vendor mobile operating 
system, such as, but not limited to, Microsoft WindoWs CE®, 
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Microsoft WindoWs Mobile®, Symbian OSTM, Apple 
iPhoneTM OS, RIM BlackBerry® OS, Palm OS® by 
ACCESS, or Google AndroidTM. The mobile Wallet 156a, 
1561) may be any suitable application that facilitates mobile 
payment and/or other the completion of other mobile trans 
actions utiliZing the mobile device 150a, 1501). The TSM 
provisioning module 154a, 1541) may comprise computer 
executable program instructions or softWare, including a 
dedicated program, for facilitating mobile device application 
provisioning on general memory and/or on the secure ele 
ments 155a, 1551) as carried out by the TSM computer 110. 
According to various embodiments, the secure elements 
155a, 1551) may refer to any computer-readable storage in the 
memory 152 and/or may refer to any securitiZed medium 
having memory, such as a Universal Integrated Circuit Card 
(“UICC”), Subscriber Identity Module (“SIM”), and the like. 
In one example, the secure elements 155a, 1551) may be 
operable With a RFID device or other NFC device associated 
With the mobile devices 150a, 1501). It is also appreciated that 
the secure elements 155a, 1551) may be a separate embedded 
secure element (e.g., smart card chip) or a separate element 
(e.g., removable memory card, a key fob; connected via Blue 
tooth, etc.). For example, a secure element chip may be 
embedded in a mobile device 150a, 1501) separately from a 
general operation chip utiliZed by the mobile device 150a, 
1501). In certain embodiments, the secure elements 155a, 
1551) may include any suitable hardWare and/or softWare, 
such as memory, processing components, and communica 
tions components. In certain embodiments, the secure ele 
ments 155a, 1551) may be con?gured to communicate With 
other elements of the mobile devices 150a, 150b, such as a 
general or shared memory chip associated With the mobile 
devices 150a, 1501). For example, a mobile Wallet 156a, 1561) 
may be stored in shared memory, and a secure element 155a, 
1551) may be accessed to process PACs and/or to encrypt 
and/or decrypt transactions generated by and/or received by 
the mobile Wallet 156a, 1561). 
[0029] Still referring to each mobile device 150a, 150b, the 
I/O interface(s) 158a, 1581) may facilitate communication 
betWeen the processors 151a, 1511) and various I/O devices, 
such as a keypad, touch screen, keyboard, mouse, printer, 
microphone, speaker, screen display, RFID device, NFC 
device, and the like. The netWork interface(s) 159a, 1591) may 
take any of a number of forms to permit Wireless communi 
cations according to various communications standards, such 
as, but not limited to, Code Division Multiple Access 
(“CDMA”), Global System for Mobile Communication 
(“GSM”), Universal Wireless Communications (“UWC”), 
Universal Mobile Telecommunications System (“UMTS”), 
or General Packet Radio Service (“GPRS”) communication 
standards as may be implemented by one or more carrier 
netWorks 180a, 1801). The netWork interfaces(s) 159a, 1591) 
may further permit access to other netWorks 170, such as via 
one or more carrier netWorks 180a, 180b providing Internet 
or other netWork access, or via Wi-Fi communications onto a 
Wi-Fi netWork. It Will be appreciated that the mobile devices 
150a, 1501) may be implemented on a particular machine, 
Which may include a computer that is designed, customiZed, 
con?gured, or programmed to perform at least one or more 
functions of the TSM provisioning module 154a, 1541) and 
other mobile communications, including voice communica 
tions, data communications, short message service (“SMS”), 
Wireless application protocol (“WAP”), multimedia message 
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service (“MMS”), Internet communications, other Wireless 
communications, and the like, according to an example 
embodiment of the invention. 

[0030] Fourth, the service provider (“SP”) computers 160a, 
1601) may include any number of processor-driven devices, 
including but not limited to, a server computer, a mainframe 
computer, one or more networked computers, a desktop com 
puter, a personal computer, a laptop computer, a mobile com 
puter, or any other processor-based device. In addition to 
having one or more processors 1 6611, 166b, each of the service 
provider computers 160a, 1601) may further include one or 
more memory devices 162a, 162b, input/output (“I/O”) inter 
face(s) 168a, 168b, and netWork interface(s) 169a, 1691). The 
memory 162a, 1621) may be any computer-readable medium, 
coupled to the processor(s) 166, such as RAM, ROM, and/or 
a removable storage device for storing data ?les and a DBMS 
to facilitate management of data ?les and other data stored in 
the memory 162a, 1621) and/or stored in one or more separate 
databases. The memory 162a, 1621) may also store various 
program modules, such as an operating system (“OS”) and a 
mobile device application module 164a, 1641). The OS may 
be, but is not limited to, Microsoft WindoWs®, Apple OSXTM, 
Unix, a mainframe computer operating system (e. g., IBM 
Z/OS, MVS, OS/390, etc.), or a specially designed operating 
system. The mobile device application module 164a, 1641) 
may comprise computer-executable program instructions or 
softWare, including a dedicated program, for generating and/ 
or providing mobile device softWare applications for provi 
sioning on multiple mobile devices 150a, 1501) via a common 
service provider messaging standard as implemented by the 
TSM computer 110. 
[0031] Still referring to each service provider computer 
160a, 160b, the I/O interface(s) 168a, 1681) may facilitate 
communication betWeen the processors 166a, 1661) and vari 
ous I/O devices, such as a keyboard, mouse, printer, micro 
phone, speaker, monitor, bar code reader/ scanner, RFID 
reader, and the like. The netWork interface(s) 169a, 1691) may 
take any of a number of forms, such as, but not limited to, a 
netWork interface card, a modem, a Wireless netWork card, a 
cellular netWork card, or any other means operable for facili 
tating communications With the netWork 170. It Will be appre 
ciated that the service provider computer 160a, 1601) may be 
implemented on a particular machine, Which may include a 
computer that is designed, customiZed, con?gured, or pro 
grammed to perform at least one or more functions of the 
mobile device application module 164a, 164b, according to 
an example embodiment of the invention. 

[0032] The netWork 170 may include any telecommunica 
tion and/ or data netWork, Whether public, private, or a com 
bination thereof, including a local area netWork, a Wide area 
netWork, an intranet, an intemet, the Internet, intermediate 
handheld data transfer devices, a publicly sWitched telephone 
netWork (“PSTN”), a cellular netWork, and/or any combina 
tion thereof and may be Wired and/or Wireless. The netWork 
170 may also alloW for real time, near real time, off-line, 
and/ or batch transactions to be transmitted betWeen or among 
the TSM computer 110, the MNO computer(s) 140a, 140b, 
the mobile devices 150a, 150b, and the service provider com 
puters 160a, 1601). Due to netWork connectivity, various 
methodologies as described herein may be practiced in the 
context of distributed computing environments. It Will also be 
appreciated that the netWork 170 may include a plurality of 
netWorks, each With devices such as gateWays and routers for 
providing connectivity betWeen or among netWorks 170. 
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Instead of, or in addition to, a netWork 170, dedicated com 
munication links may be used to connect the various devices 
in accordance With an example embodiment. 

[0033] The mobile carrier netWorks 180a, 1801) may 
include any cellular telecommunication netWork, each oper 
ated by a respective mobile netWork operator. The mobile 
carrier netWorks may be implemented to operate according to 
one or more Wireless technology formats, including, but not 
limited to, CDMA, GSM, UWC, UMTS, GPRS, and/or any 
“generation” or version thereof. Accordingly, in one embodi 
ment, each mobile device 150a, 1501) is con?gured to operate 
primarily on a certain carrier netWork 180a, 1801) as operated 
by the mobile netWork operator With Which the mobile device 
end user has an agreement and With Which the mobile device 
is registered. It is appreciated, hoWever, that, according to 
various embodiments, mobile devices 150a, 1501) and carrier 
netWorks 180a, 1801) may be con?gured to permit interoper 
ability of mobile devices on non-registered carrier netWorks 
180a, 180b. 
[0034] Generally, each of the memories and data storage 
devices, such as the memories 112, 14211, 142b, 152a, 152b, 
162a, 1621) and the databases 138, and/or any other memory 
and data storage device, can store data and information for 
subsequent retrieval. In this manner, the system 100 can store 
various received or collected information in memory or a 
database associated With one or more of the TSM computer(s) 
110, the MNO computer(s) 140a, 140b, the mobile devices 
150a, 150b, and/or the service provider computer(s) 160a, 
1601). The memories and databases can be in communication 
With each other and/or other databases, such as a centraliZed 
database, or other types of data storage devices. When 
needed, data or information stored in a memory or a database 
may be transmitted to a centraliZed database capable of 
receiving data, information, or data records from more than 
one database or other data storage devices. In other embodi 
ments, the databases shoWn can be integrated or distributed 
into any number of databases or other data storage devices. 

[0035] Suitable processors, such as the processors 116, 
14611, 146b, 151a, 151b, 166a, 166b, may comprise a micro 
processor, an application-speci?c integrated circuit 
(“ASIC”), and/or state machine. Example processors can be 
those provided by Intel Corporation (Santa Clara, Calif.), 
AMD Corporation (Sunnyvale, Calif.), and Motorola Corpo 
ration (Schaumburg, Ill.). According to various embodi 
ments, one or more of the computers can be con?gured as a 
multi-processor computer having multiple processors 116, 
14611, 146b, 151a, 151b, 166a, 1661) providing parallel and/or 
redundant processing capabilities. Such processors comprise, 
or may be in communication With, media, for example, com 
puter-readable media, Which stores instructions that, When 
executed by the processor, cause the processor to perform the 
elements described herein. Embodiments of computer-read 
able media include, but are not limited to, an electronic, 
optical, magnetic, or other storage or transmission device 
capable of providing a processor With computer-readable 
instructions. Other examples of suitable media include, but 
are not limited to, a ?oppy disk, pen drive, CD-ROM, DVD, 
magnetic disk, memory chip, ROM, RAM, EPROM, 
EEPROM, a con?gured processor, all optical media, all mag 
netic tape or other magnetic media, or any other medium from 
Which a computer processor can read instructions. Also, vari 
ous other forms of computer-readable media may transmit or 
carry instructions to a computer, including a router, gateWay, 
private or public netWork, or other transmission device or 
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channel, both Wired and Wireless. The instructions may com 
prise code from any computer-programming language, 
including but not limited to, assembly, C, C++, C#, Visual 
Basic, Java, Python, Perl, JavaScript, GPSS, LISP, SAS, Par 
lay, JAIN, or Open Mobile Architecture. 
[0036] The system 100 shoWn in and described With respect 
to FIG. 1 is provided by Way of example only. Numerous 
other operating environments, system architectures, and 
device con?gurations are possible. Other system embodi 
ments can include feWer or greater numbers of components 
and may incorporate some or all of the functionality 
described With respect to the system components shoWn in 
FIG. 1. In addition, the designation of system components by 
“a” and “b” is not intended to limit the number of possible 
components, but instead are provided for illustrative purposes 
to indicate that more than one of the respective components 
can be provided. Accordingly, embodiments of the invention 
should not be construed as being limited to any particular 
operating environment, system architecture, or device con 
?guration. 
[0037] FIG. 2 illustrates an example block diagram 200 
illustrating data How and integration points betWeen the TSM 
computer 110 and the various other entities that may partici 
pate in mobile device application provisioning, integration, 
authentication, and maintenance, such as multiple service 
provider computers 160, multiple MNO computers 140, and 
multiple mobile devices 150, according to one embodiment 
of the invention. An example operation of the block diagram 
200 of FIG. 2 Will be described separately and in conjunction 
With the How diagrams of FIGS. 3-6. 
[0038] As generally described above, a TSM and associ 
ated TSM computer 110 may be operable to load, delete, and 
manage mobile device applications and associated end user 
data on mobile devices on behalf of multiple service provid 
ers. Additionally, the TSM computer 110 may be operable to 
facilitate the authentication of mobile devices and/or mobile 
device communications. According to various embodiments, 
the TSM computer 110 may be operable to provide, but is not 
limited to, one or more of the folloWing functions: to act as a 
single point of integration betWeen service providers, MNOs, 
and other TSMs; to load mobile device applications over the 
air to mobile devices; to accept, prepare and personaliZe 
mobile device application end user data; to alloW service 
providers to interact With end users over one or more of the 
carrier netWorks for registration and communications; to 
enable a service provider to authenticate the end user request 
ing personalization of an application; to manage secured keys 
(e.g., cryptographic keys, master keys, rotated keys, private 
keys, transaction speci?c keys, etc.) used for application pro 
visioning, personaliZation, and/or authentication of mobile 
devices; to manage shared secrets for message authentica 
tion; to generate and/or validate PACs; to manage mobile 
device application lifecycles on behalf of service providers 
over the life of an application; to manage mobile device 
lifecycles on behalf of MNOs over the life of a handset; and to 
provide billing and other administration functions to support 
relationships betWeen MNOs and service providers, and 
betWeen the TSM and each MNO and service provider. 
[0039] Various services provided by the TSM computer 
110 can be implemented by one or more of the folloWing 
application modules: the secure element preparation module 
126, the lifecycle management module 127, the Work?oW 
management module 128, the customer service module 129, 

Nov. 29, 2012 

the over the air provisioning module 130, the authentication 
module 131, and the services customiZation module 132. 
[0040] The secure element preparation module 126 may be 
con?gured to facilitate preparing mobile device secure ele 
ments, such as requesting increased space allocated on the 
secure element for provisioning applications and verifying 
secure element properties With the MNO. According to vari 
ous embodiments, the secure element preparation module 
126 may further be con?gured to receive and/ or provide per 
sonaliZation data associated With mobile device applications 
for each end user during provisioning. In one example, a 
service provider computer 160 may provide personaliZation 
data via the service provider gateWay 133. As another 
example, the TSM computer 110 may generate personaliZa 
tion data via the secure element preparation module 126. As 
yet another example, the TSM computer 110 may coordinate 
application personalization and/or secure element prepara 
tion via one or more third entities. 

[0041] The lifecycle management module 127 may be con 
?gured to facilitate tracking the status of users’ mobile 
devices and the status of previously provisioned applications. 
For example, the lifecycle management module 127 may be 
con?gured to maintain inventories of various types of mobile 
devices, associated secure elements and the state of the secure 
elements and applications (active, locked, unlocked, termi 
nated), Which may be used to track the status of applications 
and mobile devices, and to communicate With MNOs and/or 
service providers regarding the provisioned applications, the 
mobile devices, the end user, etc. In addition, the lifecycle 
management module 127 may be con?gured to coordinate 
initial application requests, application personaliZation, 
secure element preparation, and provisioning; coordinate any 
third party entities participating in the provisioning process; 
maintain statuses; and facilitate billing and payment (e.g., 
MNO fees, service provider payments, etc.). 
[0042] The Work?oW management module 128 may be 
con?gured to maintain and manage the Work?oW of events 
betWeen MNOs and service providers. For example, When the 
MNO reports a lost or stolen handset to the TSM, the TSM 
may trigger a series of events to the service providers to 
prevent fraudulent transactions. In turn, the Work?oW man 
agement module 128, based on service provider rules, may 
instruct the lifecycle management module to send one or 
more commands to the mobile device to lock or terminate 
applications. 
[0043] The customer service module 129 may be con?g 
ured to receive and respond to customer service requests, 
including those from end users, service providers, and/or 
MNOs. According to one embodiment, the TSM computer 
110 and associated customer service module 129 may pro 
vide triage and management functions betWeen the various 
responsible entities (e. g., service providers and MNOs), and/ 
or provide initial or more involved levels of customer service. 

[0044] The over the air provisioning module 130 may be 
con?gured to facilitate the OTA provisioning of mobile 
device applications and associated end user data With mul 
tiple mobile devices. As described in more detail herein, the 
OTA provisioning module 130 may facilitate communica 
tions With third party OTA provisioning providers via the 
OTA services gateWay 135, and/or can facilitate direct provi 
sioning by the TSM computer 110. It is appreciated that, 
according to some embodiments, the functions of the OTA 
provisioning module 130 may also be implemented in one or 
more of the MNO computers 140 and/or Within functions 
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implemented by the carrier networks 180a, 180b, either 
instead of, or in combination With, those provided in the TSM 
computer via the OTA provisioning module 130. 
[0045] The authentication module 131 may be con?gured 
to provide administration and maintenance functions for 
shared secrets and/or secured keys (e. g., cryptographic keys, 
master keys, public keys, private keys, etc.) in accordance 
With TSM security policies, MNO security policies, and/or 
service provider security policies. Additionally, the authenti 
cation module 131 may be con?gured to utiliZe PACs to 
process both outgoing and received communications. Various 
functions performed by the TSM computer 110 may integrate 
With the authentication module 131 to provide security for 
end users, MNOs, and service providers in association With 
each of the TSM services. 

[0046] According to an aspect of the invention, the authen 
tication module 131 may be con?gured to process an out 
bound communication in order to add a PAC to the commu 
nication. In this regard, the communication may be received 
and validated by a recipient mobile device 150a, 1501). In 
doing so, the authentication module 131 may identify a 
recipient mobile device 150a, 1501) and determine a shared 
secret betWeen the TSM computer 110 and the recipient 
mobile device 150a, 1501). A Wide variety of shared secrets 
may be utiliZed as desired in various embodiments of the 
invention, such as basic authentication, key-based authenti 
cation, dynamic passcode authentication, certi?cate-based 
authentication, and/ or DUKPT authentication. Once a shared 
secret has been identi?ed, the shared secret may be utiliZed to 
generate or derive a PAC, and the PAC may be appended or 
otherWise added to the communication. As desired, one or 
more payload elements of the communication may be format 
ted and/or encrypted by the authentication module 131. The 
communication may then be output for transmission to the 
recipient mobile device 150a, 150b, and the mobile device 
150a, 1501) may evaluate the PAC in order to determine 
Whether the communication is valid or authenticated. 

[0047] In a similar manner, the authentication module 131 
may process a communication received from a mobile device 
150a, 1501). For example, a mobile device 150a, 1501) from 
Which the communication originated may be identi?ed by 
suitable identifying information associated With the commu 
nication (e.g., a device identi?er, a telephone number, an 
Internet Protocol address, etc.). Based upon the identi?cation 
of the mobile device 150a, 150b, a shared secret betWeen the 
TSM computer 110 and the mobile device 150a, 1501) may be 
identi?ed or determined, and the shared secret may be utiliZed 
to evaluate a PAC associated With the received communica 
tion. In this regard, a determination may be made as to 
Whether the PAC is valid or authenticated. If the PAC is 
determined to be valid, then the communication may be 
authenticated, and one or more payload components may be 
decrypted and/or processed. Otherwise, the communication 
may be identi?ed as a suspicious communication, and any 
number of suitable errors and/or exceptions may be gener 
ated. 

[0048] One example of the operations that may be per 
formed by the authentication module 131 is described in 
greater detail beloW With reference to FIG. 4. Additionally, an 
authentication application or authentication module installed 
on a mobile device 150a, 1501) may operate in a similar 
manner as the authentication module 131 described for the 
TSM computer 110. 
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[0049] The services customiZation module 132 may be 
con?gured to facilitate customization and selection of ser 
vices offered by the TSM to each service provider and MNO. 
As is apparent by that described and illustrated herein, the 
TSM computer 110 may be con?gured to provide a variety of 
features and functions associated With mobile device appli 
cation provisioning and integration betWeen the service pro 
viders and MNOs. Accordingly, due at least in part to the 
simpli?ed common interfaces and gateWays (e. g., MNO gate 
Way 134 and MNO interface 122, service provider gateWay 
133 and service provider interface 121, etc.), the TSM com 
puter 110 may permit each service provider and MNO to 
customiZe from the services available. The services customi 
Zation module 132 may be con?gured to include computer 
executable program logic to generate an interface for select 
ing and customiZing TSM services, and to coordinate the 
implementation by other TSM application modules. For 
example, a ?rst service provider may opt to only provide 
mobile device applications to mobile devices operating on 
certain carrier netWorks, While a second service provider may 
opt to provide mobile device applications to all mobile 
devices irrespective of the associated carrier netWorks. As 
another example, a service provider may request the TSM 
computer 110 to provide end user registration functionality 
on behalf of the service provider, While a second service 
provider provides its oWn registration services and integrates 
via the end user registration gateWay 136 and associated end 
user registration interface 124. Accordingly, the customiZa 
tion module may permit coordinating and implementing the 
appropriate combination of features and integration points as 
requested by service providers and MNOs. It is appreciated 
that any combination of features and integration points may 
be provided by the TSM computer 110, and that these are 
provided for illustrative purposes only. In one implementa 
tion, the customiZations provided may be driven at least in 
part by contractual relationships betWeen the TSM and 
respective service providers and MNOs, such that the TSM 
may also support and/ or enforce these contractual agreements 
as part of the features of the services customiZation module 
132. 

[0050] The MNOs and associated MNO computers 140 
may be operable to provide the communications channel to 
reach and provision mobile device applications and associ 
ated end user data on end users’ mobile devices. According to 
various embodiments, each MNO computer 140 may be oper 
able to provide, but is not limited to, one or more of the 
folloWing functions: provide the TSM computer With infor 
mation on mobile device secure elements and unique mobile 
device identity modules (e.g., Universal Subscriber Identity 
Modules (“USIMs”)) throughout the lifecycle; provide a 
communications gateWay via a respective carrier netWork for 
OTA provisioning of mobile device applications; provide a 
mobile device user interface for accessing provisioned 
mobile device applications on each mobile device (e.g., a 
mobile Wallet); facilitate management of secured keys used to 
securely load and delete mobile device applications on 
mobile device secure elements; interface With the TSM com 
puter; facilitate authentication of the end user interfacing With 
the TSM; facilitate allocating memory for mobile device 
applications on the end users’ mobile devices; communicate 
to the TSM computer that unique end user identity modules 
have changed; communicate to the TSM computer the status 
of unique mobile device identity modules (e.g., Which USIMs 
have been lost, stolen, damaged, replaced by neW mobile 
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devices, etc.); and facilitate management of any tariffs and 
fees associated with application provisioning communica 
tions. 
[0051] An MNO gateway 134 and associated MNO inter 
face 122 are operable for providing a common point of inte 
gration between the TSM computer 110 and the multiple 
MNO computers 140. According to one embodiment, the 
MNO interface 122 is con?gured to communicate with each 
MNO according to the same common MNO message stan 
dard, as described further herein. Moreover, according to 
various embodiments, the MNO gateway 134 and associated 
MNO interface 122 are further operable to permit the TSM 
computer 110 to communicate with mobile devices 150 via a 
respective carrier network operated by each MNO. 
[0052] The service providers and associated service pro 
vider computers 160 are operable to provide one or more 
services in which mobile device end users participate (e.g., 
?nancial services, membership services, loyalty account ser 
vices, etc.). Accordingly, the service providers represent the 
entities that generate and/or provide mobile device applica 
tions associated with these services that are provisioned via 
the TSM computer 110 on end users’ mobile devices. A 
service provider generating and providing the mobile device 
applications may be the same service provider that operates 
the underlying service, or may be a service provider provid 
ing the mobile device applications on behalf of another ser 
vice provider operating the underlying service. According to 
various embodiments, each service provider computer 160 
may be operable to provide, but is not limited to, one or more 
of the following functions: supply a mobile device applica 
tion for loading onto the mobile devices of its end users (e. g., 
customers of the service provider); request the use of and/or 
provisioning of TSM-created soft-card applications (e.g., 
electronic application permitting payment or other features 
that can be used in association with participating service 
provider transactions); facilitate end user authentication pro 
cesses and associated information; facilitate the creation and 
maintenance of end user application accounts (e. g., ?nancial 
account if the service provider is a ?nancial institution or 
payment processor, membership or loyalty account if the 
service provider is a retailer or other merchant, etc.); provide 
end user support for their provisioned mobile device applica 
tions; receive application messages from mobile devices 
returned via one or more of the carrier networks; facilitate 
processing contactless transactions associated with the pro 
visioned mobile device applications (e. g., a payment transac 
tion at a retailer, etc.); facilitate management and mainte 
nance of application-related secured keys and share these 
keys with the TSM computer; and facilitate mobile device 
application personaliZation and/or coordinate with TSM to 
prepare personalization data. 
[0053] A service provider gateway 133 and associated ser 
vice provider interface 121 are operable for providing a com 
mon point of integration between the TSM computer 110 and 
the multiple service provider computers 160. According to 
one embodiment, the service provider interface 121 is con 
?gured to communicate with each service provider according 
to the same common service provider messaging standard, as 
described further herein. 
[0054] The mobile devices 150 represent the respective end 
users that have contractual relationships with the MNOs (e.g., 
for operating on a respective carrier network) and with the 
service providers (e.g., for participating in one or more ser 
vices offered by the service providers). Accordingly, end 
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users may utiliZe the mobile devices 150 to register for, 
request, and activate mobile device applications from service 
providers via the TSM computer 110. According to various 
embodiments, each mobile device 150 may be operable to 
provide, but is not limited to, one or more of the following 
functions: activate mobile devices and/or secure elements 
with an MNO; register for and request mobile device appli 
cations from a service provider (or agent of the service pro 
vider) or from an MNO; download mobile device applica 
tions and associated end user data on mobile device secure 
elements; authenticate the respective end user and/or mobile 
device to the service provider to permit application personal 
iZation; activate applications with the respective service pro 
viders; generate PACs for association with output communi 
cations; evaluate and/or validate received communications; 
perform transactions using the provisioned mobile device 
applications (e.g., a payment transaction at a retailer, etc.); 
initiate customer service requests (e.g., with the respective 
MNO, with service providers, with the TSM, with other third 
party entities, etc.); notify the respective MNO of a new 
mobile device and/or secure element; and alter end user set 
tings associated with provisioned mobile device applications 
(e.g., change or reset a PIN, cancel a mobile device applica 
tion, cancel an MNO relationship, etc.). 
[0055] An OTA services gateway 135 and associated OTA 
services interface 123 are operable to facilitate provisioning 
of mobile device applications and associated end user data to 
end users’ mobile devices 150. According to one embodi 
ment, the OTA services gateway 135 may be con?gured to 
permit the TSM computer 110 to transact with third party 
OTA provisioning providers to perform all or some of the 
OTA provisioning services with mobile devices 150, such as 
by utiliZing a common provisioning messaging standard for 
all third party OTA provisioning providers in a manner simi 
lar to that described with reference to the MNO interface 122 
and service provider interface 121. According to another 
embodiment, the OTA services gateway 135 may be con?g 
ured to permit the TSM computer 110 to provision mobile 
device applications and associated end user data directly to 
the mobile devices 150, such as via one or more carrier 
networks. According to various embodiments, the MNO 
gateway 134 and associated MNO interface 122 may be uti 
liZed at least in part to provide OTA provisioning by the TSM 
computer 110, such as for accessing and communicating over 
a respective MNO carrier network. 

[0056] An end user registration gateway 136 and associated 
end user registration interface 124 are operable to facilitate 
communications with mobile device end users for registering 
to receive mobile device applications, requesting mobile 
device applications, updating status on mobile devices 150 
and/or provisioned applications, and the like. According to 
one embodiment, service provider computers 160 and/or 
MNO computers 140 provide registration applications for 
end users (e.g., mobile device-based registration interface, 
Internet-based registration interface, etc.). Thus, the end user 
registration gateway 136 and associated end user registration 
interface 124 provide a common integration point and asso 
ciated common messaging standard for receiving and 
responding to such requests in a manner similar to that 
described with reference to the MNO interface 122 and ser 
vice provider interface 121. According to another embodi 
ment, the TSM computer 110 may be con?gured to provide 
similar registration services to mobile device end users, such 
as may be performed on behalf of the service providers or 



US 2012/0304255 A1 

MNOs. According to various embodiments, the MNO gate 
Way 134 and associated MNO interface 122 may be utilized at 
least in part to provide end user registration functions by the 
TSM computer 110, such as for transmitting and receiving 
registration data over a respective MNO carrier netWork. 
According to various embodiments, the service provider 
gateWay 133 and associated service provider interface 121 
may be utilized at least in part to provide end user registration 
functions by the TSM computer 110, such as for end user 
authentication. 

[0057] A third party integrator gateWay 137 and associated 
third party integrator interface 125 are operable to facilitate 
communications With one or more third party integrators, 
such as may occur When sharing responsibilities or otherWise 
communicating With other TSMs. Much like that described 
With reference to the MNO interface 122, MNO gateWay 134, 
service provider interface 121, and service provider gateWay 
133, the third party integrator gateWay 137 and associated 
third party integrator interface 125 provide a common inte 
gration point and associated common messaging standard for 
communicating With any third party integrators. 
[0058] With reference to FIG. 3, a How diagram is provided 
illustrating an example method 300 for providing a mobile 
device application by a TSM computer 110, according to one 
embodiment. The method 300 is described also With refer 
ence to the block diagram 200 of FIG. 2. 

[0059] By example only, the steps illustrated and described 
With reference to FIG. 3 can be performed to facilitate the 
provisioning of any mobile device application, such as an 
application that facilitates the generation and/ or evaluation of 
PACs and/or a near ?eld communication (“NFC”) payment 
application provided by a payment service provider (e.g., 
card account issuer, ?nancial institution, etc.). A mobile 
device user Would request the installation of a desired appli 
cation on an associated mobile device from either the TSM or 
directly from a service provider providing the NFC payment 
application. The request ultimately Would be transmitted to 
the TSM, such as via the end user registration gateWay 136 
and end user registration interface 124 if coming directly 
from the end user, or via the service provider gateWay 133 and 
the service provider interface 121 if coming via a service 
provider. Upon receiving the request, the TSM computer then 
may verify Whether the end user’s mobile device is capable of 
receiving installs, Whether a secure element associated With 
the end user’s mobile device is adequately con?gured (e.g., 
can support an install, su?icient space, etc.). The TSM com 
puter may then perform the necessary steps to prepare the end 
user’s mobile device and associated secure element, either 
directly and/or via the end user’s mobile netWork operator. In 
addition, the TSM may perform the various authentication 
measures to verify the end user, the end user’s mobile device, 
and set up and personaliZe the requested application for 
installation on the end user’s secure element. After the 
requested application is personaliZed and authentication and 
security measures are in place at the TSM computer, the 
application may be provisioned to the end user’s mobile 
device, such as via the OTA services gateWay 135 and the 
OTA services interface 123 and/ or via the MNO gateWay 134 
and the MNO interface 122 for interfacing With the end user’s 
mobile netWork operator. After provisioning, the lifecycle of 
the application for that end user may be managed via the TSM 
computer, such as via the lifecycle management application 
127. Various services canbe provided and/or otherWise facili 
tated by the TSM computer, such as handling service requests 
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from the end user, the MNO, and the service provider; coor 
dinating billing betWeen the MNO and the service provider; 
facilitating updates to the application; and any other commu 
nications that may be required betWeen the MNO, the service 
provider, the end user’s mobile device, and/or the end user. It 
is appreciated that this description of provisioning and ser 
vicing an application is provided for illustrative purposes, and 
the methods described With reference to FIG. 3 may be per 
formed for any type of mobile device applicationbetWeen any 
of a number of parties. 

[0060] The method 300 may begin at block 305, in Which 
the TSM computer receives a request to provision a mobile 
device application on a mobile device. According to various 
embodiments, a provisioning request may come from any of 
the mobile devices 150 or associated end users, service pro 
vider computers 160, MNO computers 140, or associated 
Websites or other netWork-routed requests. For example, a 
mobile device end user may transmit a registration request for 
a certain mobile device application as part of an end user 
communication 202, Whereby the request is received via the 
end user registration gateWay 136. In another example, a 
service provider registration request 204 is transmitted from a 
service provider to the end user registration gateWay 136 
according to a common service provider messaging standard, 
such as may occur When an end user requests an application 
via a service provider or When a neW application version of a 
previously provisioned application is available. In yet another 
example, an MNO registration request 206 is transmitted 
from the MNO computer 140 to the end user registration 
gateWay 136 according to a common MNO messaging stan 
dard, such as may occur if an MNO provides application 
registration and requests features on behalf of one or more 
service providers. 
[0061] FolloWing block 305, operations may continue at 
block 310. At decision block 310, a determination may be 
made as to Whether the mobile device 150 is capable and/or is 
permitted to receive an OTA provisioned application. For 
example, it may be determined Whether the mobile device is 
technically capable of receiving an OTA provisioned appli 
cation or capable of operating the speci?c application 
requested, Whether enough memory is available, etc., Which 
may be obtained from the MNO computer 140 via the MNO 
gateWay 134 utiliZing MNO communications 208. In another 
example, it may be determined Whether the mobile device and 
end user are permitted to receive the application requested, 
such as Whether the end user’s contract With the MNO or the 
service provider permits installation and/or use of the appli 
cation, Which may be obtained from the MNO computer 140 
by MNO communications 208 sent via the MNO gateWay 134 
or from the service provider computer 160 by service pro 
vider communications 210 sent via the service provider gate 
Way 133, respectively. It is appreciated that any other factor 
may be considered When determining Whether the mobile 
device can receive the application at decision block 310, as 
may be desired. 

[0062] If it is determined at block 310 that the mobile 
device cannot receive the mobile device application 
requested, then the method 300 may end. According to vari 
ous embodiments, the TSM computer 110 may be con?gured 
to transmit a failure or status update to the mobile device, end 
user, MNO, service provider, and/or any other entity or indi 
vidual. If, hoWever, it is determined at block 310 that the 
mobile device may receive the mobile device application 
requested, then operations may continue at block 315. 
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[0063] At block 315, the TSM computer 110 may perform 
authentication processing of the end user and/or the end 
user’s mobile device. For example, the identity of the mobile 
device end user may be veri?ed as the correct end user for 
receiving the mobile device application and/or associated 
personaliZation data, and/or that the mobile device is in the 
correct end user’s possession. According to one embodiment, 
the TSM computer 110 is operable to at least partially per 
form end user authentication, such as by receiving end user 
authentication data as part of an end user communication 202 
and processing the end user authentication data against ser 
vice provider provided authentication data and/orTSM stored 
authentication data. However, according to other embodi 
ments, the respective service provider can authenticate cus 
tomers directly via the service provider computer 160. 
According to yet another embodiment, a combination of the 
TSM computer 110 and the service provider computer 160 
may perform end user authentication, such as by receiving 
authentication data as part of the end user communication 
data 202 directly via the end user registration gateway 136, 
processing the authentication data in part by the TSM com 
puter 110, and communicating authentication data and 
responses with the service provider computer 160 by the 
service provider communications 210 sent via the service 
provider gateway 133, according to the common service pro 
vider messaging standard. If it is determined that the end user 
is not authenticated, then the method 300 may terminate, or 
may re-attempt authentication. 
[0064] If the end user is authenticated at block 315, then 
block 320 follows. At block 320, the end user and/or the 
mobile device is registered with the TSM, because it was 
previously determined at block 310 that the mobile device 
and/or the user has not yet received an application via the 
TSM. According to various embodiments, as part of the reg 
istration process, the TSM computer 110 may be con?gured 
to store unique identi?ers of the mobile device, its secure 
element, and/ or the end users for subsequent processing. For 
example, according to one embodiment, the TSM computer 
110 may store a Mobile Subscriber Integrated Services Digi 
tal Network Number (“MSISDN”), Integrated Circuit Card 
ID (“ICCID”), an International Mobile Subscriber Identity 
(“IMSI”), and/or card production life cycle (“CPLC”) infor 
mation to uniquely identify the end user and associated 
mobile device. According to other embodiments, however, 
any unique identi?er may be used, such as may be provided 
by the end user or by the MNO. 

[0065] Following block 320 is block 325, in which the TSM 
computer 110 facilitates the management of the application 
space on the mobile device secure element or other memory 
device associated with the mobile device. As part of this 
process, additional space may be provisioned via the MNO, 
secured keys may be provided (e.g., by the TSM or by the 
MNO), privileges associated with the secure element (or 
other memory device) may be added or changed, and/or the 
mobile device may be initialiZed for utiliZing the mobile 
device application (e.g., initialiZed for NFC transactions, 
etc.). It is appreciated that various other steps may be per 
formed as part of preparing the secure element for provision 
ing the requested application. According to various embodi 
ments, some or all of these steps are initiated by the TSM 
computer 110 but performed at least in part by an MNO 
computer 140 communicating directly with the mobile device 
(e. g., via wireless communications over the respective carrier 
network, via Intemet-based communications, etc.). Though, 
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according to other embodiments, the TSM computer 110 and 
the associated secure element preparation module 126 and/or 
OTA provisioning module 130 are operable to facilitate pre 
paring and managing the application space on the mobile 
device secure element at block 325 via OTA communications 
212 from the TSM computer 110 to the mobile device 150 via 
the OTA services gateway 135 (which, according to various 
embodiments, may also utiliZe the MNO gateway 134). 
[0066] Following block 325 is decision block 330, in which 
a determination may be made as to whether the mobile device 
and/or end user associated with the mobile device has previ 
ously received a mobile device application via the TSM com 
puter 110. If the TSM computer 110 has previously provi 
sioned an application on the mobile device, then it may be 
assumed that the end user and/ or mobile device is registered 
with the TSM, has TSM administration software installed, 
and is capable of OTA application installations. However, if 
the mobile device has not yet participated in OTA provision 
ing via the TSM computer, then additional steps may be 
performed to validate the capabilities and permissions to 
receive the application. If it is determined at block 33 0 that the 
mobile device and/or the end user has previously received a 
mobile device application via the TSM computer, then opera 
tions may continue at block 340 described below. 

[0067] If, however, it is determined at block 330 that the 
mobile device and/or the end user has not previously received 
a mobile device application via the TSM computer, then 
operations may continue at block 335, and the TSM computer 
110 may install TSM administration software on the mobile 
device 150 that may be utiliZed to provide secured access to 
secure elements and further facilitate installing, accessing, 
and operating TSM-provisioned applications. The TSM com 
puter 110 may install the TSM administration software on the 
mobile device also by OTA communications 212 sent via the 
OTA services gateway 135. It is appreciated that, according to 
another embodiment, a third party OTA provisioning pro 
vider may perform some or all of the application installation 
functions. In another embodiment, the MNO may generate 
and/or provide TSM administration software capable of 
accessing and operating TSM-provisioned applications. In 
one embodiment, the TSM administration software may be 
utiliZed to install, access, and operate all mobile device appli 
cations provided by all service providers. Though, in another 
embodiment, multiple administration software applications 
may be required, such as may occur when certain service 
provider applications require specialiZed administration soft 
ware. 

[0068] Following block 335 is block 340, in which the 
requested application may be installed on the secure element 
(or other memory device) of the mobile device 150. Accord 
ing to one embodiment, the requested application is installed 
by the TSM computer 110 by communicating directly with 
the mobile device via the OTA services interface 123 by 
transmitting application data in the OTA messaging accord 
ing to the standard required by the speci?c secure element, 
mobile device, and/or carrier network technology, such as via 
Wireless Application Protocol (“WAP”), Short Messaging 
Service (“SMS”), Multimedia Messaging Service (“MMS”), 
etc. It is appreciated that, while each of the gateways and 
associated interfaces described herein are designed to pro 
mote a common integration point and common messaging 
standards to simplify integration and system ?exibility, vari 
ous mobile devices and carrier networks may operate accord 
ing to a number of wireless technologies, each of which may 
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cause application provisioning processing to be performed 
differently according to each of the various wireless network 
technologies. According to another embodiment, however, 
instead of the TSM computer 110 provisioning the requested 
application, a third party OTA provisioning provider may 
perform some or all of the application installation functions. 
According to this embodiment, the OTA services gateway 
135 and associated OTA services interface 123 can be con 
?gured to implement a common provisioning messaging 
standard for communicating with each of the possible third 
party OTA provisioning providers. 
[0069] Following block 340 is block 345, in which person 
aliZation data associated with the requested mobile device 
application may be prepared and transmitted to the mobile 
device. According to one embodiment, personaliZation data 
may be generated by the TSM computer 110 from data sup 
plied by the service provider computer 160 via service pro 
vider communications 210 in the common service provider 
messaging format. According to other embodiments, person 
aliZation data may be created by the TSM computer 110 based 
on stored data, or created by a third party entity for providing 
personaliZation data. The format and content of personaliZa 
tion data can vary, depending on the mobile device applica 
tion to be provisioned. Moreover, it is further appreciated 
that, according to another embodiment, the personaliZation 
application data or other associated end user data can be 
transmitted at or near the same time as the application is 
provisioned on the mobile device at block 340. 

[0070] Following block 345 is block 350, in which the TSM 
computer 110 is operable to manage the provisioned applica 
tion during its lifetime as installed on the secure element 
associated with the mobile device 150. For example, as an 
application is installed at block 340, the TSM computer 110 
may be operable to record application installation status, 
including successes and failures, as may be provided by the 
lifecycle management module 127. The TSM computer 110 
and associated lifecycle management module 127 may thus 
be con?gured to track statuses associated with the provi 
sioned application, such as may be utiliZed to respond to 
various service provider or MNO requests, to provide peri 
odic updates to service providers and/or MNOs, or to facili 
tate billing and payment functions. Application status mes 
sages can be transmitted as MNO communications 208 via 
the MNO gateway 134 and/or as service provider communi 
cations 210 via the service provider gateway 133, each 
according to the common MNO and service provider mes 
saging standards, respectively. 
[0071] In one example, in response to a request from a 
service provider computer 160 regarding a speci?c end user 
(e. g., as identi?ed by name, account, or other unique identi 
?er), the TSM computer 110 is operable to identify the end 
user as having a TSM-provisioned application installed. The 
TSM computer 110 may identify the end user by a secure 
element identi?er (e. g., the ICCID, IMSI, etc. associated with 
the secure element). The mobile phone number (i.e., 
MSISDN) may be used as a secondary identi?er of the end 
user. Upon identifying the end user, the TSM computer may 
perform one or more of, but not be limited to, the following 
functions when managing the application lifecycle: check the 
application state on an end user mobile device and/or secure 
element; update an application version on an end user mobile 
device and/or secure element; lock or unlock an application 
on an end user mobile device or secure element; remove an 

application from an end user mobile device or secure element; 
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process a request indicating that the mobile device and/or 
secure element is lost or stolen; update a customer phone 
number and mobile device; update a secure element identity 
(e.g., ICCID); update an end user’s authentication data; pro 
cess an MNO subscriber cancellation; process a service pro 
vider end user cancellation; process application service mes 
sages; send an end user and/or mobile device MNO or service 
provider messages; or lock or unlock one or more of the 
provisioned applications. 
[0072] The method 300 may end after block 350, having 
facilitated the provisioning of mobile device applications and 
integrating multiple service providers with multiple MNOs 
and their registered mobile devices, by providing a trusted 
service manager that promotes simpli?ed integration via 
common gateways and interfaces implementing common 
messaging standards. 
[0073] According to an aspect of the invention, methods for 
authenticating mobile device communications may be pro 
vided. In certain embodiments, an originating device for a 
communication (e.g., a mobile device, a TSM computer, etc.) 
may utiliZe a shared secret between the originating device and 
an intended recipient device to generate a PAC, and the PAC 
may be associated with the communication. In this regard, 
when the communication is received and processed by the 
recipient device, the PAC may be evaluated, and a determi 
nation may be made as to whether the communication is a 
valid or authenticated communication. FIG. 4 illustrates a 
?ow diagram of an example method 400 for authenticating a 
mobile device communication, according to an example 
embodiment of the invention. The method 400 may be per 
formed by a suitable trusted service management system, 
such as the system 100 illustrated in FIG. 1. For example, a 
suitable TSM computer, such as the TSM computer 110 illus 
trated in FIG. 1, and/or a suitable mobile device, such as one 
of the mobile devices 150a, 1501) illustrated in FIG. 1, may 
perform the method 400. The method 400 may begin at block 
405. 

[0074] At block 405, a communicating or originating 
device for a communication may identify a shared secret with 
an intended recipient of a message. The message may be any 
suitable message that may be communicated via a mobile 
network, such as a message associated with a transaction. The 
communicating device may be any suitable device or system 
con?gured to generate (or forward) a communication that 
may be validated or authenticated by a recipient device. For 
example, the communicating device may be a TSM computer 
110 or other suitable service provider con?gured to generate 
communications to be transmitted to a mobile device 150. As 
another example, the communicating device may be a mobile 
device 150 con?gured to generate communications for trans 
mission to a service provider, such as the TSM computer 110. 

[0075] The shared secret may include any suitable secret, 
token, and/or other information that facilitates the validation 
or authentication of communications or PACs. A wide variety 
of different types of shared secrets may be identi?ed and/or 
utiliZed as desired in various embodiments of the invention. 
Examples of suitable shared secrets include, but are not lim 
ited to, basic authentication secrets, such as user access cre 
dentials (e.g., a user name and password, etc.), certi?cate 
based authentication secrets, such as digital certi?cates and/ 
or private-public key pairs, and/ or token-based authentication 
secrets, such as a two-factor authentication method in which 
tokens are independently generated for each communication 
(e.g., DUKPT authentication, etc.). 
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[0076] At block 410, an identi?ed shared secret may be 
utilized by the communicating or originating device to gen 
erate a PAC for the message. The PAC may be any suitable 
code or identi?er that may be validated or authenticated by a 
recipient device. Additionally, a Wide variety of suitable 
methods may be utiliZed to generate or derive the PAC from a 
shared secret. For example, a code or identi?er may be 
encrypted utiliZing a shared secret. As another example, a 
PAC may include an encrypted code and an identi?er of a 
transaction speci?c code that may be utiliZed to decrypt the 
code (e.g., an identi?er of a DUKPT code to be utiliZed to 
decrypt the code). Once the PAC is generated, the PAC may be 
associated With the communication or message at block 415. 
For example, the PAC may be added to a header of the com 
munication. As another example, the PAC may be appended 
to the communication and/or to one or more payloads 
included in the communication. 

[0077] At block 420, the communication may be formatted, 
and one or more payloads included in the communication 
may be encrypted. In certain embodiments, the communica 
tion may be formatted in accordance With a desired protocol 
or formatting standard for communications betWeen the com 
municating device and the recipient device. For example, a 
formatting standard established by the TSM computer 110 
may be utiliZed to format the communication and/ or various 
payload data included in the communication. Additionally, as 
desired, a Wide variety of suitable encryption techniques may 
be utiliZed to encrypt one or more payloads of the communi 
cation. In one example embodiment, the shared secret utiliZed 
to generate the PAC may also be utiliZed as an encryption 
technique for encrypting one or more payloads of the com 
munication. In another example embodiment, an encryption 
technique other than that associated With a shared secret may 
be utiliZed to encrypt one or more payloads of the communi 
cation. For example, a shared secret (e.g., user access creden 
tials, a public/private key pair, etc.) may be utiliZed to gener 
ate a PAC that includes an identi?er of a transaction speci?c 
key that may separately be utiliZed to decrypt one or more 
payloads of the communication. Indeed, a Wide variety of 
different encryption techniques and/ or combinations of 
encryption techniques may be utiliZed as desired to generate 
a PAC and/ or to encrypt one or more payload components of 
a communication. 

[0078] In certain embodiments of the invention, any num 
ber of suitable authentication modules and/or applications 
may be utiliZed by the communicating device to generate a 
PAC, associate the PAC With a communication, format the 
communication, and/or encrypt one or more payloads of the 
communication. For example, a mobile device 150 may uti 
liZe an authentication application or module that has been 
previously provisioned to a secure element of the mobile 
device 150 to associate PACs With communications. One 
example method for provisioning such an application is 
described in greater detail beloW With reference to FIG. 5. In 
certain embodiments, an application that generates a commu 
nication, such as a mobile Wallet application 156, may invoke 
or utiliZe the authentication application to associate a PAC 
With the communication. In this regard, third party applica 
tions that have been provisioned to or loaded on a mobile 
device 150 may have the authentication application process 
communications that are transmitted to a TSM computer 110. 
Similar to a mobile device 150, a TSM computer 110 may 
utiliZe a suitable authentication application to associate a 
PAC With a communication to be sent to a mobile device 150. 
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[0079] At block 425, the communication may be output by 
the communicating device for transmission to the recipient 
device, and the communication may be received by the recipi 
ent device at block 430. Any number of suitable netWorks 
may facilitate the transmission of the communication to the 
recipient device. Additionally, in certain embodiments of the 
invention, one or more intermediary systems and/ or devices 
may forWard communications during the transmission. For 
example, a communication output by a mobile device 150 via 
a mobile carrier netWork may be processed and/or forWarded 
to an intended recipient device, such as a TSM computer 110, 
via any number of suitable MNO computers 140. As another 
example, a communication output by a TSM computer 110 
via a mobile carrier netWork may be processed and/or for 
Warded to an intended recipient device, such as a mobile 
device 150, via any number of suitable MNO computers 140. 
As a result of associating a PAC With the communication, the 
contents of the communication may be validated regardless of 
the transmission path and/or number of intermediary parties. 
[0080] At block 435, the recipient device may identify an 
originator of the received communication. In other Words, the 
recipient device may identify the communicating device that 
output the communication. A Wide variety of suitable infor 
mation and/ or evaluation techniques may be utiliZed as 
desired to identify the communicating device. For example, a 
device identi?er associated With the communication (e.g., a 
telephone number, a virtual address, a physical device iden 
ti?er, etc.) may be determined and utiliZed to identify the 
originating device. As another example, device identifying 
information associated With the establishment of a commu 
nications session betWeen the communicating device and the 
recipient device may be evaluated in order to identify the 
communicating device. As desired, a device identi?er and/or 
other identifying information associated With the communi 
cation may be validated in order to determine Whether the 
communicating device is permitted to communicate With the 
recipient device. For example, a determination may be made 
by a TSM computer 110 as to Whether a mobile device 150 is 
registered With the TSM computer 110. 
[0081] Once the originator of the received communication 
has been identi?ed by the recipient device, operations may 
continue at block 440, and a shared secret betWeen the recipi 
ent device and the communicating device may be identi?ed or 
determined. For example, an identity of the communicating 
device may be utiliZed to access and/or search a memory 
containing shared secret information, and shared secret infor 
mation betWeen the communicating device and the recipient 
device may be determined. As set forth in greater detail above 
With reference to block 405, a Wide variety of different types 
of shared secrets may be utiliZed as desired in various 
embodiments of the invention. 

[0082] At block 445, a PAC associated With the communi 
cation may be identi?ed, and identi?ed shared secret infor 
mation may be utiliZed to evaluate the PAC. For example, a 
PAC included in a header of the communication or a PAC that 
is appended to the communication may be identi?ed. Shared 
secret information, such as key information, may then be 
utiliZed to decrypt the identi?ed PAC. At block 450, a deter 
mination may be made as to Whether the PAC is a valid PAC. 
For example, a determination may be made as to Whether the 
PAC Was successfully decrypted by the shared secret infor 
mation. Additionally, as desired, a determination may be 
made as to Whether the decrypted PAC has an expected and/ or 
appropriate format. For example, a determination may be 
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made as to Whether information included in the PAC satis?es 
one or more predetermined rules and/or parameters. 

[0083] If it is determined at block 450 that the PAC is not a 
valid PAC, then operations may continue at block 455. At 
block 455, the communication may be identi?ed as an invalid 
communication and, as desired, any number of alerts and/or 
exceptions may be generated or triggered by the recipient 
device. Additionally, in certain embodiments, a potential 
security risk may be identi?ed. In certain embodiments, an 
error mes sage may be returned to the communicating device 
indicating that the communication is not valid. Additionally, 
in certain embodiments, an error message may be output to a 
user of a recipient device. In other embodiments, error mes 
sages may be communicated to any number of desired recipi 
ents, such as TSM personnel, MNO operators, service pro 
viders, and/or other recipients. In certain embodiments, the 
received communication may be associated With a request, 
such as a request to establish a communications session or a 
request to complete a transaction. If it is determined that the 
PAC is not valid, then the request may be denied. 
[0084] If, hoWever, it is determined at block 450 that the 
PAC is a valid PAC, then operations may continue at block 
460. At block 460, the communication may be authenticated 
and/ or identi?ed as a valid communication. At block 465, one 
or more payloads of the communication may be decrypted 
utiliZing a Wide variety of different authentication informa 
tion, such as the shared secret or additional authentication 
information (e.g., a separate key, a transaction speci?c key 
identi?ed by the PAC, etc.). As desired, one or more 
decrypted payloads may be evaluated in order to determine 
Whether the payload information is formatted in accordance 
With one or more predetermined formatting rules and/or 
parameters, such as formatting parameters established by the 
TSM computer 110. In the event that a payload is not properly 
formatted, an error may be returned to the communicating 
device. 
[0085] Additionally, in certain embodiments, once one or 
more payloads have been decrypted, the communication may 
be processed by the recipient device. For example, a request 
included in the communication (e.g., a transaction request, 
etc.) may be processed. As desired, one or more communica 
tions to be returned to the communicating device may be 
generated based upon the processing of the communication. 
According to an aspect of the invention, a PAC may be gen 
erated and associated With a return communication prior to 
transmitting the return communication in response to the 
original communication. 
[0086] The method 400 may end folloWing either block 455 
or block 465. 

[0087] FIG. 5 illustrates a How diagram of an example 
method 500 for providing an authentication application, such 
as an application that generates and/or evaluates PACs, to a 
mobile device, according to an example embodiment of the 
invention. The method 500 may be performed by a suitable 
trusted service management system, such as the system 100 
illustrated in FIG. 1. The method 500 may begin at block 505. 
[0088] At block 505, a user may activate a mobile device, 
such as one of the mobile devices 150 illustrated in FIG. 1. In 
certain embodiments, the activation of the mobile device 150 
may be an initial activation of the mobile device 150. In other 
embodiments, the activation of the mobile device 150 may be 
an activation folloWing a softWare update to the mobile device 
150 by an MNO, such as the MNO computer 140 illustrated 
in FIG. 1. Based upon an activation of the mobile device 150, 
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the mobile device 150 may attempt to establish contact With a 
TSM computer, such as the TSM computer 110 illustrated in 
FIG. 1. In this regard, a secure element associated With the 
mobile device 150 may be provisioned and/or personaliZed. 
[0089] At block 510, an authentication provisioning 
request may be generated by the mobile device 150 and 
output for communication to the TSM computer 110. For 
example, a request for the provisioning of an authentication 
application may be generated and output. In certain embodi 
ments, the request may be generated during an enrollment 
process of the mobile device 150 With the TSM computer 110. 
In other embodiments, the request may be generated during a 
setup process for the secure element. 

[0090] The request may be received by the TSM computer 
110 at block 515. As desired in various embodiments, any 
number of suitable netWorks and/or communications tech 
niques may be utiliZed to facilitate the communication of the 
request to the TSM computer 110. For example, the request 
may be communicated via a suitable carrier netWork, such as 
one of the carrier netWorks 180 illustrated in FIG. 1. In certain 
embodiments, the request may be communicated directly to 
the TSM computer 110. In other embodiments, the request 
may be communicated through any number of intermediary 
systems and/or devices, such as an MNO computer 140. In 
certain embodiments, a secure communications channel may 
be established betWeen the mobile device 150 and the TSM 
computer 110 either prior to the communication of the 
authentication provisioning request or as a result of the com 
munication. 
[0091] At block 520, the TSM computer 110 may generate 
a request for various identi?cation information associated 
With the mobile device 150 and/ or the secure element, such as 
CPLC information and/ or secure element identi?cation infor 
mation, and the generated request may be communicated to 
the mobile device 150. A Wide variety of different types of 
identifying information may be requested as desired in vari 
ous embodiments of the invention. At block 525, the request 
for identifying information may be received and processed by 
the mobile device 150. The requested information may then 
be communicated by the mobile device 150 to the TSM com 
puter 110 at block 530, and the TSM computer 110 may 
receive the requested information at block 535. As an alter 
native to the TSM computer 110 requesting identifying infor 
mation, various identifying information may be included in 
the initial authentication provisioning request. Additionally, 
in certain embodiments of the invention, a secure communi 
cations channel may be established betWeen the mobile 
device 150 and the TSM computer 110 prior to the commu 
nication of identifying information to the TSM computer 110. 
[0092] As desired, the TSM computer 110 may perform 
any number of suitable authentication procedures utiliZing 
the identifying information. For example, as explained in 
greater detail above With reference to FIG. 3, the TSM com 
puter 110 may determine Whether the mobile device 150 is a 
valid device that is capable of and/or that is authorized to 
receive an authentication application. In certain embodi 
ments, the TSM computer 110 may verify identifying infor 
mation against information received from a device manufac 
turer and/ or an MNO computer 140. In the event that the TSM 
computer 110 determines that the mobile device 150 is not 
capable of and/or not authoriZed to receive an authentication 
application, the TSM computer 110 may communicate an 
appropriate error message to the mobile device 150. Other 
Wise, operations may continue at block 540. 



US 2012/0304255 A1 

[0093] At block 540, the TSM computer 110 may generate, 
identify, and/or determine a shared secret betWeen the TSM 
computer 110 and the mobile device 150 (and/or the secure 
element). In other Words, the TSM computer 110 may iden 
tify an authentication proceeding that may be utilized by the 
TSM computer 110 and/or the mobile device 150 to generate 
and/ or verify PACs that Will be associated With communica 
tions. A Wide variety of different types of shared secrets may 
be utiliZed as desired in various embodiments of the inven 
tion. For example, basic authentication information, such as 
user access credentials (e. g., a user name and passWord, etc.), 
may be identi?ed as a shared secret. As another example, a 
certi?cate-based authentication (e.g., a digital certi?cate, 
etc.), such as a certi?cate-based authentication that utiliZes a 
private-public key pair, may be identi?ed as a shared secret. 
As yet another example, token-based authentication, such as 
a tWo-factor authentication system in Which tokens are inde 
pendently generated for each communication (e.g., DUKPT 
authentication, etc.), may be identi?ed as a shared secret. In 
certain embodiments, the provisioning of an authentication 
application to the mobile device 150 may facilitate the use of 
certain types of shared secrets, such as token-based authen 
tication. With other types of shared secrets, it Will be appre 
ciated that it may not be necessary to provision and/ or install 
an authentication application or authentication softWare to 
the mobile device 150. Indeed other softWare associated With 
the mobile device 150 may facilitate authentication of com 
munications. 

[0094] In certain embodiments of the invention, identifying 
information received from the mobile device 150 may be 
utiliZed to generate or derive a shared secret. For example, an 
identi?er of a secure element may be combined With other 
information, such as a base level key, to derive a shared secret 
(e.g., a derived key). As another example, identifying infor 
mation and/or a base level key may be independently utiliZed 
by the mobile device 150 and the TSM computer 110 to derive 
unique transaction speci?c keys that may be utiliZed With 
each communication. For example, identifying information 
and/ or a base level key may be utiliZed to derive an interme 
diary key that is provided to a DUKPT process in order to 
generate or derive any number of transaction speci?c keys 
that may be utiliZed as a shared secret. 

[0095] At block 545, the TSM computer 110 may request 
an MNO computer 140 associated With the mobile device 150 
to activate or Wake up an OTA proxy or OTA proxy applica 
tion associated With the mobile device 150. For example, the 
MNO computer 140 may be requested to Wake up an OTA 
proxy that is stored on a general or shared memory or general 
operation chip associated With the mobile device 150. The 
OTA proxy activation request may be received by the MNO 
computer 140 at block 550, and the MNO computer 140 may 
communicate an appropriate OTA proxy Wake up request to 
the mobile device 150. The OTA proxy Wake up request may 
be received by the mobile device 150 at block 555, and a 
suitable OTA application associated With the mobile device 
150 may communicate an OTA proxy message to the TSM 
computer 110 at block 560. The OTA proxy message may be 
received by the TSM computer 110 at block 565, and an OTA 
communications session may be established betWeen the 
mobile device 150 and the TSM computer 110. 

[0096] At block 570, an authentication application and 
information associated With a shared secret, such as key infor 
mation and/or information utiliZed to derive a shared secret 
(e. g., a base level key, etc.) may be driven to the mobile device 
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150 by the TSM computer 110. In other Words, the mobile 
device 150 may be provisioned With the authentication appli 
cation. Additionally, as desired, at least a portion of the 
received identifying information may be stored for subse 
quent access by the TSM computer 110 during authentication 
processing. For example, the stored identifying information 
may be utiliZed by the TSM computer 110 as a shared secret 
to generate and/or evaluate PACs and/or to encrypt and/or 
decrypt communications. 
[0097] The authentication application and the shared secret 
information may be received by the mobile device 150 at 
block 575. In certain embodiments, the authentication appli 
cation may be stored on or provisioned to a secure element 
associated With the mobile device 150. For example, a general 
purpose chip associated With the mobile device 150 may 
receive the authentication application via an established OTA 
session, and the general purpose chip may provide the 
received authentication application to the secure element. 
Once provisioned, the authentication application and the 
shared secret information may be utiliZed to generate and/or 
evaluate PACs associated With communications betWeen the 
mobile device 150 and the TSM computer 110. Additionally, 
the authentication application and the shared secret informa 
tion may be utiliZed to encrypt and/or decrypt communication 
payloads. 
[0098] The method 500 may end folloWing block 575. 
[0099] The operations described and shoWn in the methods 
300, 400, and 500 of FIGS. 3-5 may be carried out or per 
formed in any suitable order as desired in various embodi 
ments of the invention. Additionally, in certain embodiments, 
at least a portion of the operations may be carried out in 
parallel. Furthermore, in certain embodiments, less than or 
more than the operations described in FIGS. 3-5 may be 
performed. 
[0100] The invention is described above With reference to 
block and How diagrams of systems, methods, apparatuses, 
and/or computer program products according to example 
embodiments of the invention. It Will be understood that one 
or more blocks of the block diagrams and How diagrams, and 
combinations of blocks in the block diagrams and the How 
diagrams, respectively, can be implemented by computer 
executable program instructions. LikeWise, some blocks of 
the block diagrams and How diagrams may not necessarily 
need to be performed in the order presented, or may not 
necessarily need to be performed at all, according to some 
embodiments of the invention. 
[0101] Various block and/or ?oW diagrams of systems, 
methods, apparatus, and/or computer program products 
according to example embodiments of the invention are 
described above. It Will be understood that one or more blocks 
of the block diagrams and How diagrams, and combinations 
of blocks in the block diagrams and How diagrams, respec 
tively, can be implemented by computer-executable program 
instructions. LikeWise, some blocks of the block diagrams 
and How diagrams may not necessarily need to be performed 
in the order presented, or may not necessarily need to be 
performed at all, according to some embodiments of the 
invention. 
[0102] These computer-executable program instructions 
may be loaded onto a special purpose computer or other 
particular machine, a processor, or other programmable data 
processing apparatus to produce a particular machine, such 
that the instructions that execute on the computer, processor, 
or other programmable data processing apparatus create 






