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Systems, methods, and devices for controlling and limiting
use of functions, such as calling, texting, chatting, emailing,
Internet surfing, and similar applications, on a mobile device
when the mobile device is in a moving vehicle, includes use of
an on-board computer installed within the vehicle, a trans-
mitter in electronic communication with the on-board com-
puter that periodically transmits speed data of the vehicle to a
receiver installed on the mobile device, wherein the mobile
device includes suitable software and a rules-based policy
that define and control when and which functions of the
mobile device are disabled or interrupted by the software
when the vehicle is in motion above a minimum threshold
speed. Policies are set by default but may be customized for
particular individuals, devices, or circumstances. Policies
may also be customized for particular groups or subgroups of
employees or contractors for company or legal compliance to
reduce distracted driving.
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SYSTEMS, METHODS, AND DEVICES FOR
POLICY-BASED CONTROL AND
MONITORING OF USE OF MOBILE
DEVICES BY VEHICLE OPERATORS

CROSS REFERENCE TO RELATED
APPLICATIONS

[0001] This application claims the benefit under 35 U.S.C.
§119(e) of U.S. Provisional Patent Application No. 61/176,
640, entitled “System for Policy-Based Mobile Communica-
tions in Vehicles,” filed May 8, 2009, and U.S. Provisional
Patent Application No. 61/247,334, entitled “Improved Sys-
tem for Policy-Based Mobile Communications in Vehicles,”
filed Oct. 13, 2009, and U.S. Provisional Patent Application
No. 61/301,902, entitled “Further Improved System for
Policy-Based Mobile Communications in Vehicles,” filed
Feb. 22, 2010, all three of which are incorporated herein by
reference, in their entirety. This application is also related to
and incorporates herein by reference and in its entirety, PCT/
US2010/ application, which is filed contemporane-
ously herewith.

FIELD OF THE PRESENT INVENTION

[0002] The systems, methods, and devices described herein
relate generally to use of mobile computing and communica-
tion devices in vehicles, and, more particularly, to systems,
methods, and devices that use data provided by or obtained
from the vehicle in conjunction with policy-based protocols
or rules for selectively controlling, limiting, managing, moni-
toring, and auditing use and communications to and from
such mobile devices while in the vehicle and for detecting,
monitoring, and reporting on other vehicle usage using the
mobile device.

BACKGROUND OF THE PRESENT INVENTION

[0003] Use of mobile computing and communication
devices in vehicles is a hotly debated topic. While such use
provides convenience and potentially enhances worker pro-
ductivity, it has also been shown that such use has a detrimen-
tal effect and impact on the driver/operator’s (hereinafter
referred to, for convenience, as the “driver”) ability to focus
on driving or otherwise operating the vehicle—with some
studies indicating that distracted driving may be even more
dangerous than driving while intoxicated or under the influ-
ence of drugs. Numerous accidents by drivers of automobiles,
trucks, motorcycles, buses, planes, helicopters, blimps, bal-
loons, gliders, boats, ferries, trains, trams, heavy equipment
or machinery, and similar devices or machines (collectively
and hereinafter referred to as “a vehicle” or “vehicles” for
convenience) have been attributed to driver inattentiveness or
distraction while talking, texting, surfing, browsing, or oth-
erwise interacting with or using a mobile computing or com-
munication device rather than focusing full attention on driv-
ing or operating the vehicle. The term “vehicle” is further
intended to include any type of device or machine that is
driven, operated, or controlled by a user (i.e., driver) and that
is susceptible to accident or injury to self or others ifthe driver
is careless or not paying full attention to operation of the
vehicle.

[0004] Numerous cities, counties, states, and even the Fed-
eral government have imposed or are considering imposing
legal restrictions on use of (or that imposed increased sanc-
tions for accidents that occur due to use of) such mobile
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devices by a driver of a vehicle. As the functionality of such
mobile computing and communication devices continues to
increase and expand, the potential distractions posed by such
mobile devices on vehicle drivers is likely to increase even
more—leading to further accidents, higher risks to drivers,
passengers, and any third parties near such vehicles, higher
insurance rates, and more litigation.

[0005] As used herein, “mobile devices” are intended to
include and encompass any type of hand-held or mobile
device or other computing or communication device usable
within a vehicle, such as but not limited to cell phones, smart
phones, push-to-talk devices, PDAs, text or email dedicated
devices, general computers, laptops, electronic reading
devices, multimedia equipment, data tablets, and similar
computing or communication device that would or could be
used by or accessible to the driver of a vehicle while it is
moving or otherwise in operation.

[0006] Although laws may be passed, company policies
may be adopted, and insurance policies may be tailored to
provide lower insurance rates for drivers who do not use their
mobile device while operating a vehicle or to provide less or
no coverage for drivers who are involved in accidents because
of distraction from confirmed use of such a mobile device
during an accident, the options and ability for physically or
technologically controlling, managing, limiting, monitoring,
and auditing use of and communications to and from such
mobile devices, particularly in real time and based on other
factors and variables (such as whether the vehicle is on and/or
moving, how fastitis moving, what time of day it is, what day
of'the week it is, where the vehicle is located, and the like) has
been limited, to date.

[0007] For all of these reasons, there are needs in the indus-
try for systems, methods, and devices, that use computer-
implemented, configurable policies to control, manage, limit,
monitor, and/or audit use of and communications to and from
mobile devices used in or by drivers of vehicles. Advanta-
geously, data provided by or obtained from the vehicle, such
as from a vehicle’s on board computer or similar vehicle
components or systems, alone or in conjunction with other
available external data or information (such as GPS location
data, time of day, day of week, type of activity or communi-
cation attempted on the mobile device, and the like) is usable
to enable a default or configurable, policy-based software
application, preferably installed on or interactive with such
mobile devices, which defines rules and protocols selectively
to control or limit use of the functionality of such mobile
devices. Such systems can also be used advantageously to
monitor, audit, and record use of mobile devices in vehicles,
even if actual use is not limited, controlled, or prevented by
the system or policy. In addition, such systems can be con-
figured to capture relevant data and information about the
vehicle when the mobile device is in or in close proximity to
the vehicle—even if use of the mobile device is not limited,
controlled, or prevented by the system or the policy. Further,
such technology can be used advantageously to detect, moni-
tor, and report on vehicle usage patterns, including period of
excessive speeding or idle time.

[0008] There are needs for such controls and limits not only
in consumer markets (e.g., for parents who want to limit or
control use of a mobile device by their teen driver while the
teen driver is driving the family car) but also in commercial or
governmental applications (e.g., a company with a fleet of
delivery trucks may need to ensure (for insurance, company
policy, political, court settlement, or public relations reasons)
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that all of their designated employees are not engaged in
personal calls, texting, surfing, or use of non-business soft-
ware application while driving a company vehicle during
work hours; or a municipality, county, state, or government
agency may need to prevent their conductors or drivers from
similar personal activities on mobile devices while operating
acommuter train, tram, bus, or other public vehicle while they
are on the job.

[0009] The above needs and features, as well as additional
aspects and business applications, are disclosed herein and
will become readily apparent to one of ordinary skill in the art
after reading and studying the following summary of the
present inventions, the detailed description of preferred
embodiments, and the claims included hereinafter.

SUMMARY OF THE PRESENT INVENTION

[0010] The present invention relates generally to use of
mobile computing and communication devices in vehicles,
and, more particularly, to systems, methods, and devices that
use data provided by or obtained from the vehicle in conjunc-
tion with policy-based protocols or rules for selectively con-
trolling, limiting, managing, monitoring, and auditing use
and communications to and from such mobile devices while
in the vehicle and for detecting, monitoring, and reporting on
other vehicle usage by means of the mobile device.

[0011] Briefly described, aspects of the present invention
include the following.

[0012] In a first aspect, a system for controlling use of
functions on a mobile device when the mobile device is in a
vehicle, comprises a vehicular on-board computer installed
within the vehicle and configured to obtain speed data from
the vehicle, a transmitter in electronic communication with
the on-board computer and configured to transmit an indica-
tion of the speed data on a periodic basis, a receiver installed
on the mobile device adapted to receive the indication of
speed data transmissions from the transmitter, a software
application installed on the mobile device, wherein the soft-
ware application runs in memory resident on the mobile
device whenever the mobile device is powered on and
wherein the software application receives the indication of
speed data from the receiver, the software application includ-
ing a policy associated therewith that defines when and which
functions of the mobile device are disabled by the software
application in response to the indication of speed data trans-
mission, whereby, in response to receipt of the indication of
speed transmission data, if the vehicle speed exceeds a mini-
mum threshold speed level, the software application disables
the functions of the mobile device in accordance with the
policy associated therewith.

[0013] In a feature, the vehicular on-board computer
obtains the speed data from the vehicle continuously or on a
periodic or predefined basis.

[0014] In another feature, the functions of the mobile
device remain disabled for a predetermined period of time
after the indication of speed transmission data indicates that
the vehicle speed exceeds the minimum threshold speed level.
Preferably, this predetermined period of time in which the
functions of the mobile device remain disabled is set by
default or may be modified by a customized policy.

[0015] In yet a further feature, the functions of the mobile
device are enabled after the indication of speed transmission
data indicates that the vehicle speed has been below the mini-
mum threshold speed level for a predetermined period of
time. Again, the predetermined period of time in which the
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indication of speed transmission data indicates that the
vehicle speed has been below the minimum threshold speed is
set by default or may be modified by a customized policy.
[0016] In further features, the transmitter transmits the
indication of the speed data continuously or on a periodic
basis.

[0017] As used herein, a vehicle may include an automo-
bile, truck, motorcycle, bus, aircraft, watercraft, plane, heli-
copter, blimp, hot air balloon, glider, boat, ferry, train, tram,
heavy equipment or machinery, or any similar devices oper-
ated by a person.

[0018] As also used herein, a mobile device includes a cell
phone, smart phone, push-to-talk device, PDA, text or email
dedicated device, general computer, laptop, electronic read-
ing device, multimedia equipment, data tablet, or any similar
computing or communication device—each having a display
or interface that is usable by or accessible to a driver of the
vehicle.

[0019] Functions of a mobile device that may be blocked or
interrupted include one or more of: making an outgoing call,
receiving an incoming call, sending or receiving a text mes-
sage, text chatting, push-to-talk, sending or receiving an
email, Internet browsing, and launching of an application
installed on the mobile device.

[0020] Preferably, speed includes relative speed of the
vehicle whether the vehicle is moving in the forward or
reverse direction.

[0021] In one embodiment, the transmitter is built into and
integrated with the on-board computer. In another embodi-
ment, the transmitter is included in an on-board diagnostic
(OBD) device that plugs into the OBD port of the vehicle,
wherein the OBD port is in electronic communication with
the on-board computer. The OBD device preferably receives
power from the vehicle through the OBD port, directly from
a wired connection with the battery of the vehicle, and/or
independently from the power supply of the vehicle.

[0022] Preferably, the OBD device transmits to the mobile
device an indication that the OBD device has lost power
whenever it has been unplugged from the OBD port or an
indication that the OBD device has lost power whenever there
has been a power interruption to the OBD device.

[0023] Inanother feature, the transmitter and receiver com-
municate through a wireless communication protocol. Such
wireless communication protocol include an RF communica-
tion protocol, a WiFi or Zigby communication protocol, or a
Bluetooth communication protocol. In one embodiment, the
transmitter and receiver are paired using the Bluetooth pro-
tocol. In another embodiment, the transmitter broadcasts
speed data without pairing with the receiver. In such embodi-
ment, numerous mobile devices are able to receive the trans-
mitter broadcast because there is no specific Bluetooth pair-
ing.

[0024] Inyeta further feature, the receiver searches for the
electronic communication from the transmitter on a periodic
basis.

[0025] In a further feature, the transmitter and receiver
communicate through a wired connection between a data port
of the vehicle and a data port of the mobile device.

[0026] In another feature, the indication of the speed data
includes the actual speed of the vehicle. Preferably, the policy
defines the speed of the threshold speed level

[0027] In another feature, the indication of the speed data
includes a flag indicating that the speed of the vehicle is
currently above the threshold speed level. Alternatively, the
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indication of the speed data includes the actual speed of the
vehicle and the policy defines the threshold speed level.
[0028] Inanother feature, the transmitter only transmits the
indication of the speed data when the vehicle is on.

[0029] In various features, the policy prevents outgoing
calls from the mobile device, prevents the mobile device from
accessing the phone functions on the mobile device, disables
the display screen of the mobile device, causes the software
application to display a system screen on the display screen of
the mobile device when the vehicle speed exceeds the mini-
mum threshold speed level, immediately interrupts and dis-
ables the functions of the mobile device when the vehicle
speed exceeds the minimum threshold speed level, is associ-
ated with the vehicle, is associated with the mobile device, is
only effective during predefined days of the week and hours
of the day, has a plurality of rules that vary as a function of
predefined days of the week and hours of the day, includes a
plurality of rules that vary based upon the GPS-determined
location of the mobile device, defines a PIN or password that
can be entered into the mobile device to enable all functions
of the mobile device even if the vehicle is in motion, defines
a PIN or password that can be entered into the mobile device
to enable predefined functions of the mobile device even if the
vehicle is in motion, prevents incoming calls from being
received by the mobile device, allows incoming calls to be
received by the mobile device, but prevents any indication of
the incoming call from being detected by or notified to a user
of'the mobile device until a later period of time, routes incom-
ing calls directly to voice mail, prevents incoming and out-
going text messages, disables the mobile device completely,
identifies specific numbers or contacts from which the mobile
device can receive communications on an incoming basis
even when the vehicle is in motion, identifies specific num-
bers or contacts to which the mobile device is permitted to
communicate on an outgoing basis even when the vehicleis in
motion, and identifies specific applications that are usable and
launchable by the mobile device even when the vehicle is in
motion.

[0030] In another feature, the software application has a
default policy that is associated with the software application
when the software application is installed on the mobile
device. Alternatively, the policy is customizable by an
account administrator and may be distributed to a plurality of
mobile devices, distributed to all employees of an organiza-
tion, distributed to a subset of employees of an organization.
Such organization may include a company or a governmental
entity.

[0031] In one embodiment, the account administrator is an
adult and the user of the mobile device is a dependent of the
adult.

[0032] In another feature, insurance costs are reduced for
an owner of the vehicle if the vehicle has the transmitter
installed therein and if the software application is installed on
the mobile device of one or more drivers of the vehicle.
[0033] Inanother feature, the mobile device first queries the
transmitter to obtain a device name for the transmitter, after
which the indication of speed data transmissions from the
transmitter are receivable by the receiver of the mobile
device.

[0034] In yet another feature, the transmitter is configured
to transmit and the receiver is configured to receive additional
data obtained from the on-board computer. Such additional
data includes an indication of whether the vehicle is turned on
or off, includes an indication of what gear the vehicle is in,
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includes a device name for the transmitter. In some embodi-
ments, the indication of speed data is included as a variable in
the device name transmitted by the transmitter.

[0035] In yet another feature, the policy is updated on the
mobile device by means of a text message sent to the mobile
device, or when the mobile device is connected to the Internet,
or when the mobile device is synched with software installed
on a computer of the user of the mobile device.

[0036] In another aspect, a computer program residing in
computer-readable memory on a mobile device, wherein the
mobile device includes a receiver, and further includes con-
ventional firmware and hardware that enables the mobile
device to engage in electronic communications and to per-
form other functions, the computer program comprises
instructions that, when processed on a computer within the
mobile device, causes the computer to (i) whenever the
mobile device is powered on, launch the computer program
and maintain the computer program as an application running
in the background of the mobile device, (ii) periodically
check, using the receiver, for a data signal transmission con-
taining a transmitter identifier and an indication of speed data
from a vehicle in proximity to the mobile device, (iii) store a
policy within memory on the mobile device, wherein the
policy defines when and which functions ofthe mobile device
will be disabled based on the indication of speed data
obtained from the data signal transmission, (iv) if an approved
transmitter is identified by the transmitter identifier, extract
and store the indication of speed data in memory on the
mobile device, and (v) if the speed data indicates that the
vehicle has exceeded a minimum threshold speed level, dis-
abling selected functions of the mobile device according to
the stored policy.

[0037] Inafeature,the approved transmitter is in electronic
communication with an on-board computer of the vehicle.

[0038] In another feature, the receiver checks for the data
signal transmission on a first periodic basis until a first trans-
mission is received and, thereafter, checks on a second, more
frequent periodic basis thereafter. Preferably, the receiver
resumes checking for the data signal transmission on the first
periodic basis after a predetermined period of time in which
no data signal transmissions are received from the vehicle.

[0039] In another feature, the functions of the mobile
device remain disabled for a predetermined period of time
after the indication of speed transmission data indicates that
the vehicle speed exceeds the minimum threshold speed level.
Preferably, the predetermined period of time in which the
functions of the mobile device remain disabled is set accord-
ing to the policy.

[0040] In yet a further feature, the functions of the mobile
device are enabled after the indication of speed transmission
data indicates that the vehicle speed has been below the mini-
mum threshold speed level for a predetermined period of
time. Preferably, the predetermined period of time in which
the indication of speed transmission data indicates that the
vehicle speed has been below the minimum threshold speed is
set according to the policy.

[0041] In a feature, the functions of the mobile device are
enabled after there are no data signal transmissions received
by the receiver for a predetermined period of time.

[0042] Inanother feature, the mobile device includes one of
a cell phone, smart phone, push-to-talk device, PDA, text or
email dedicated device, general computer, laptop, electronic
reading device, multimedia equipment, data tablet, and simi-
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lar computing or communication device each having a dis-
play or interface that is usable by or accessible to a driver of
the vehicle.

[0043] Preferably, functions on the mobile device include
one or more of making an outgoing call, receiving an incom-
ing call, push-to-talk, sending or receiving a text message,
text chatting, sending or receiving an email, Internet brows-
ing, and launching of a specified application installed on the
mobile device.

[0044] Inanother feature, the indication of speed data iden-
tifies relative speed of the vehicle whether the vehicle is
moving in the forward or reverse direction.

[0045] Preferably, the data transmission signal is config-
ured to include an indication that the transmitter has been
disabled and/or an indication that the transmitter has experi-
enced a power interruption.

[0046] Inanother feature, the transmitter and receiver com-
municate through a wireless communication protocol. Such
wireless communication protocol include an RF communica-
tion protocol, a WiFi or Zigby communication protocol, or a
Bluetooth communication protocol. In one embodiment, the
transmitter and receiver are paired using the Bluetooth pro-
tocol. In another embodiment, the transmitter broadcasts
speed data without pairing with the receiver. In such embodi-
ment, numerous mobile devices are able to receive the trans-
mitter broadcast because there is no specific Bluetooth pair-
ing.

[0047] Inanother feature, the transmitter and receiver com-
municate through a wired connection between a data port of
the vehicle and a data port of the mobile device.

[0048] In yet a further feature, the indication of the speed
data includes the actual speed of the vehicle and, preferably,
the policy defines the threshold speed level

[0049] Inafeature, the indication of the speed data includes
a flag indicating that the speed of the vehicle is currently
above the threshold speed level. Alternatively, the indication
of'the speed data includes the actual speed of the vehicle and
the policy defines the threshold speed level.

[0050] In various features, the policy prevents outgoing
calls from the mobile device, prevents the mobile device from
accessing the phone functions on the mobile device, disables
the display screen of the mobile device, causes the software
application to display a system screen on the display screen of
the mobile device when the vehicle speed exceeds the mini-
mum threshold speed level, immediately interrupts and dis-
ables the functions of the mobile device when the vehicle
speed exceeds the minimum threshold speed level, is associ-
ated with the vehicle, is associated with the mobile device, is
only effective during predefined days of the week and hours
of the day, has a plurality of rules that vary as a function of
predefined days of the week and hours of the day, includes a
plurality of rules that vary based upon the GPS-determined
location of the mobile device, defines a PIN or password that
can be entered into the mobile device to enable all functions
of the mobile device even if the vehicle is in motion, defines
a PIN or password that can be entered into the mobile device
to enable predefined functions of the mobile device even if the
vehicle is in motion, prevents incoming calls from being
received by the mobile device, allows incoming calls to be
received by the mobile device, but prevents any indication of
the incoming call from being detected by or notified to a user
of'the mobile device until a later period of time, routes incom-
ing calls directly to voice mail, prevents incoming and out-
going text messages, disables the mobile device completely,
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identifies specific numbers or contacts from which the mobile
device can receive communications on an incoming basis
even when the vehicle is in motion, identifies specific num-
bers or contacts to which the mobile device is permitted to
communicate on an outgoing basis even when the vehicleis in
motion, and identifies specific applications that are usable and
launchable by the mobile device even when the vehicle is in
motion.

[0051] Inanother feature, the policy stored within memory
on the mobile device is a default policy that is installed when
the computer program is installed on the mobile device. Addi-
tionally or alternatively, the policy is customizable by an
account administrator and may be distributed to a plurality of
mobile devices, distributed to all employees of an organiza-
tion, distributed to a subset of employees of an organization.
Preferably, the organization is a company or a governmental
entity.

[0052] Inyeta further feature, the account administrator is
anadult and the user of the mobile device is a dependent of the
adult.

[0053] Preferably, insurance costs are reduced for an owner
of the vehicle if the vehicle has the transmitter installed
therein and if the computer program is installed on the mobile
device of one or more drivers of the vehicle.

[0054] In another feature, the computer program first que-
ries the transmitter to obtain the transmitter identifier, after
which the indication of speed data transmissions from the
transmitter are receivable by the receiver of the mobile
device.

[0055] Inyet a further feature, the transmitter is configured
to transmit and the receiver is configured to receive additional
data obtained from the on-board computer. Such additional
data may include an indication of whether the vehicle is
turned on or off, an indication of what gear the vehicle is in,
and/or a device name for the transmitter. Preferably, the indi-
cation of speed data is included as a variable in the device
name transmitted by the transmitter.

[0056] In another feature, the policy is updated on the
mobile device by means of a text message sent to the mobile
device, when the mobile device is connected to the Internet,
and/or when the mobile device is synched with software
installed on a computer of the user of the mobile device.
[0057] The present invention also encompasses computer-
readable medium having computer-executable instructions
for performing methods of the present invention, and com-
puter networks and other systems that implement the methods
of the present invention. The present invention also may
include one or more computer programs residing on com-
puter-readable media or in computer-readable memory
wherein the program(s) include computer-executable instruc-
tions that, when processed by the computer, cause the com-
puter to perlorms selected steps and elements ol methods
described herein.

[0058] Theabove features as well as additional features and
aspects of the present invention are disclosed herein and will
become apparent from the following description of preferred
embodiments of the present invention.

BRIEF DESCRIPTION OF THE DRAWINGS

[0059] Further features and benefits of the present inven-
tion will be apparent from a detailed description of preferred
embodiments thereof taken in conjunction with the following
drawings, wherein similar elements are referred to with simi-
lar reference numbers, and wherein:
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[0060] FIG. 1A is a system view of one embodiment of the
present invention;

[0061] FIG. 1B is a system view of another embodiment of
the present invention;

[0062] FIG.2 is ahigh level overview of implementation of
the system;
[0063] FIG.3 is aflowchart of the processes for implement-

ing policies of the present invention;

[0064] FIGS. 4-12 are flowcharts of various processes used
by system software of the present to invention; and

[0065] FIGS. 13-32 illustrate various screen shots from an
Internet management console used within the systems
described herein.

DETAILED DESCRIPTION OF PREFERRED
EMBODIMENTS

[0066] Preferably, the exemplary systems, devices, and
methods described herein are designed to improve upon the
safe operation of a vehicle by a driver who has a mobile
device, by limiting, controlling, managing, or preventing use
of some or all functionality of the mobile device while the
vehicle is in operation by the driver and/or in motion above a
threshold speed, whether in reverse or forward direction.
Preferably, a default or configurable policy, rule base, or set of
protocols are installed on, uploaded to, or otherwise acces-
sible by the mobile device to define what functionality of the
mobile device is limited, controlled, managed, or prevented
and under what circumstances. Advantageously,the systems,
methods, and devices described herein are also capable of
monitoring usage of a vehicle to detect, log, and report on
dangerous or abusive operator behavior, such as excessive
speeding or excessive idling of the vehicle.

[0067] As stated previously, the term “mobile device” is
intended to include and encompass, but not be limited to, any
type of hand-held, mobile, or other computing or communi-
cation device usable within a vehicle, such as but not limited
to cell phones, smart phones, push-to-talk devices, PDAs, text
or email dedicated devices, general computers, laptops, elec-
tronic reading devices, multimedia equipment, data tablets,
and similar computing or communication device that would
or could be used by or accessible to the driver of a vehicle
while it is moving or otherwise in operation and that could
contribute to driver inattentiveness or distraction because of
the talking, texting, surfing, or browsing functions of the
mobile device, which can interfere with the driver’s ability to
focus full attention on driving or operating the vehicle.
[0068] Also, as stated previously, the term “vehicle” is
intended to include any type of device or machine that is
driven, operated, or controlled by a user (i.e., driver) and that
is susceptible to or capable of causing an accident or injury to
self or others if the driver is careless or not paying full atten-
tion to operation of the vehicle, and includes and encom-
passes, but is not be limited to, automobiles, trucks, motor-
cycles, buses, planes, helicopters, blimps, balloons, gliders,
boats, ferries, trains, trams, heavy equipment or machinery,
and similar devices or machines (collectively and hereinafter
referred to as “a vehicle” or “vehicles” for convenience).
[0069] Additional features, as described herein or as will be
readily apparent to one of ordinary skill in the art, expand
upon the capabilities of the core systems, methods, and
devices described herein and are intended to improve the safe
operation, manageability, portability, enforcement, and sup-
port of use of mobile devices by drivers of vehicles. Addi-
tional aspects and business applications, are disclosed herein
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and will also become readily apparent to one of ordinary skill
is in the art after reading and studying the summary of the
present inventions, this detailed description of preferred
embodiments, and the claims included hereinafter.

[0070] The systems, methods, and devices described herein
enable mobile communication policy management and
enforcement on mobile devices and in vehicles that are
defined and enabled for use within the system. Such policies
may be targeted to individual users, devices, and vehicles, or
they may be targeted to fleets of vehicles and selectively to
groups or subgroups of employees or other categories of
people using a centralized policy distribution and manage-
ment system. Preferably, there are one or more “default” or
pre-defined policies usable and pre-configured for individual
or corporate users and for different types of mobile devices—
based on the capabilities and functionality of such mobile
devices and based on the typical functions of the mobile
device that are prevented, based on when such functionality
needs to be prevented, and based on what functionality should
not be prevented or is selectively permitted (such as the ability
to make an emergency phone call, access a GPS map appli-
cation, and the ability to text or call to or from specific
numbers or people included on a “white” list or permitted
list). In addition, some companies may want to allow some of
their corporate software applications to be accessible to their
employee drivers even while operating a vehicle, as part of
their job. As will also be described in greater detail hereinaf-
ter, the system allows an administrator to define customized
policies for individuals or for larger groups of people (e.g. all
family members, all kids in the family, employees of a divi-
sion, specific types of employees, or all employees of the
company, and the like). In a preferred embodiment, mobile
devices and/or vehicles that are not integrated into the system
or that do not have suitable system software application(s)
installed on the mobile device will not be impacted or inter-
fered with by the system.

[0071] Preferably, the system components, devices, and
methods—from installation, to defining and implementation
of policies, and to ongoing management and control of
mobile devices used in vehicles is designed as a simple solu-
tion to self-install, setup, and run without the need for outside
vendor assistance. Preferably, the system is usable by any
mobile device users in the United States or internationally
with vehicles that support the OBD standard, such as OBD-II
(in the US from 1996 to current and as expected to continue,
albeit in updated versions, in future automotive vehicles) or in
any vehicle that has been configured (at the factory or in an
after-market installation) to include suitable sensors, compo-
nents, and communication devices/data transmitters to pro-
vide data similar to OBD data (such as current vehicle speed)
without use of a conventional OBD port.

[0072] In one preferred embodiment, the system accesses
an existing OBD port on a vehicle wherein the OBD port is
connected to and obtains data from the vehicle’s on-board
computer and/or from mechanical systems and sensors within
the vehicle. In alternative embodiments, such data may be
obtained directly, such as through a wired data communica-
tion line or in a wireless communication, from such on-board
computers or mechanical systems without the use of, benefit
from, or need for an OBD port. Preferably, such data, whether
obtained through the OBD port or otherwise, includes status
information regarding the vehicle, such as but not limited to
whether the vehicle is in motion, whether the vehicle is turned
“on,” what gear the vehicle is in, how fast the vehicle is
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currently going (in reverse or forward direction) at any point
in time, or the maximum speed the vehicle has gone in the last
X (e.g., 15 seconds) period of time.

[0073] It should also be understood that, although use of
and description of OBD ports and data arc described herein,
the present system is also usable with other data interfaces
that provide vehicle state or status information—now devel-
oped or adopted in the future. For example, the present system
is also usable with other vehicle diagnostic protocols, such as
OBD-1, OBD-1.5, EOBD (European On-Board Diagnostics),
EOBD2 (enhanced version of EOBD), JOBD (Japanese On-
Board Diagnostics), SAE J1939 (On-Board Diagnostic pro-
tocols used in the US for heavy duty trucks, commercial
vehicles, and similar equipment), and any other similar diag-
nostic or communication protocols now in use or developed
hereinafter that provide vehicle state or status information in
accessible data format.

[0074] The system is also preferably designed to be
expandable to support complex environments with large
numbers of mobile devices and large numbers of vehicles—in
one to one, one to many, many to one, or many to many
configurations between vehicles and mobile devices, as will
be explained in greater detail hereinafter.

[0075] Turning now to FIG. 1A, a high level overview of
one preferred embodiment of the system 100q¢ is illustrated.
The system 100a is designed to be used in a vehicle 110. As
stated previously, vehicle 110 is intended to include any type
of'device or machine that is driven, operated, or controlled by
auser (i.e., driver) and that is susceptible to accident or injury
to self or others if the driver is careless or not paying full
attention to operation of the vehicle. Although automobiles
are the most typical type of vehicle with which the system will
be used, the system is also usable and adaptable for use with
many other types of vehicles including, but not limited to,
trucks, motorcycles, buses, planes, helicopters, blimps, bal-
loons, gliders, boats, ferries, trains, trams, heavy equipment
or machinery, and similar devices or machines. For the
present discussion, the vehicle 110 is shown only in the
abstract by adashed line. Most vehicles 110 include mechani-
cal, electrical, and software sensors, shown in the abstract by
box 120, that identify the state or status of the vehicle or of
specific components or subsystems of the vehicle, such as
fluid levels, tire pressure, whether the vehicle is on or off,
what gear the vehicle is in, its current speed, mileage, pressure
gauges, etc., as will be appreciated by those of ordinary skill
in the art. Sensors 120 are preferably in electronic communi-
cation with a vehicular on-board computer 125. Data com-
munication between the on-board computer 125 and sensors
120 may be either one way or two way (i.e., bidirectional);
however, for most purposes disclosed herein, data (x) pro-
vided by the sensors 120 to the on-board computer 125 will be
of most relevance. In this embodiment, on board computer
125 is also in electronic communication with an On-Board
Diagnostics (OBD) interface or port 130 (typically accessible
under or at the bottom of the dashboard of a typical automo-
bile). In this first preferred embodiment, an OBD device 135
is adapted to plug into the OBD port 130. The OBD device
135 preferably includes a built-in transmitter 140. The loca-
tion and configuration of the transmitter 140 on the OBD
device 135 is typically not important, as long as the transmit-
ter 140 is adapted to and capable of transmitting data using
wireless, RF, infrared, WiFi, Bluetooth, Zigby, or similar
communication protocols to mobile devices 150 within the
vehicle 110. The transmission signal 145 preferably includes
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a specific data transmission 148. The specific data transmis-
sion 148 preferably includes a transmitter identifier (transID)
associated with or representative of the transmitter 140 and
current speed data (v) associated with the vehicle 110, which
was preferably obtained by the on-board computer 125 from
the data (x) provided from the vehicle sensors 120. Additional
data may also be transmitted and used to advantage within the
system, as described hereinafter.

[0076] The system 100a also includes and is intended to be
used with a mobile device 150 that is used by a driver (not
shown) of the vehicle 110. As stated previously, a mobile
device 150 is intended to include and encompass, but not be
limited to, any type of hand-held or mobile computing or
communication device usable within a vehicle, such as but
not limited to cell phones, smart phones, push-to-talk devices,
PDAs, text or email dedicated devices, general computers,
laptops, electronic reading devices, multimedia equipment,
data tablets, and similar computing or communication device
that would or could be used by or accessible to the driver of a
vehicle while it is moving or otherwise in operation. Prefer-
ably the mobile device 150 includes a receiver or antenna (not
shown) that is typically built into, or in electronic communi-
cation with, the mobile device 150. The mobile device 150
also has suitable system software or firmware 160 installed
thereon, as will be described herein. Additionally, the mobile
device 150 also includes a system “policy” 170, that is either
set by default or programmed/customized specifically for that
mobile device or user of the mobile device. As will be
explained hereinafter, the policy 170 is used to determine
what functions 180 of'the mobile device 150 will be permitted
(and when) and which ones will be prohibited or interrupted,
when the mobile device 150 is being used in a vehicle 150 that
is moving above a threshold speed. The mobile device 150
typically has one or more of the following capabilities or
functions 180, such as the ability to place or receive a call, the
ability to send or receive a text message, the ability to engage
in a real-time chat/textual communication, the ability to
access the Internet or web browser, the ability to send or
receive an email, the ability to engage in a “push-to-talk”
communication, and the ability to launch, use, and access
other software applications that are built into or installed
thereon.

[0077] FIG. 1B illustrates a high level overview of an alter-
native preferred embodiment of the system 10056. The system
10054 is similar to system 100qa, except instead of using the
OBD port 130 and OBD device 135, a suitable transmitter 140
is built onto the on-board computer 125 or otherwise is
directly connected to the on-board computer 125. In this
embodiment, the transmitter identifier (transID) may be used
to identify the specific transmitter 140 or the vehicle 110 in
which the transmitter 140 is installed. In yet a further embodi-
ment (not shown), one or more of the sensors 120 (such as the
speed or velocity sensor) may be adapted to include or com-
municate directly with its own transmitter without having to
go through an on-board computer 125 (as may be desirable,
for example, for use of this system with vehicles that do not
have their own on board computer 125).

[0078] As stated previously, the system 100 described
herein is capable of being used in alternate embodiments with
any type of vehicle 110, even if it does not have an OBD
interface or port 130—as long as the vehicle 110 or the
on-board computer 125 of the vehicle has a component or
other transmitter 140 capable of transmitting data 145 about
the vehicle, including its state or status, to the mobile device
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150 (or at least to a suitable receiver on the mobile device that
is in communication with the system or control software
application 160). Such capability may already be built into
some vehicles at the factory during manufacture or may be
added or installed separately as an add-on or post-manufac-
ture component. Such devices or components may include
data transmitters 140 built into or in communication with the
on-board computer 125 or they could include mechanical
sensors 120, such as a transmission speed sensor, that is able
to provide speed data (v) in digital or analog format and that
can be transmitted or otherwise provided to the mobile device
150 through wired or wireless communication 145. Addition-
ally, as will be described herein, the above components enable
an individual or institution/company to define, manage, and
enforce an individual or institution/company mobile commu-
nication policy 170 regarding permitted or restricted usage of
functions or capabilities 180 of the mobile device 150 while
operating the vehicle 110. Such functions or capabilities 180
include the sending or receiving of various communications
(e.g. text, phone, push to talk, email, Internet, and chat) or the
launching of non-critical, non-business, or non-essential
applications that are potentially distracting to the driver/op-
erator of the vehicle (e.g., games, camera, etc.). Preferably,
the system 100 allows emergency communications, adminis-
trator permitted communications, GPS, or other necessary or
administrator-permitted services or applications capable
from the mobile device 150. Such allowed functions are
capable of being initiated when the vehicle is in motion or
they are able to continue even if the vehicle starts into motion.
Advantageously, centralized management of policies enables
a company to define universal default policies that will be
applied and enforced across the company with all employees
so that policies do not have to be specified for each separate
employee added to the system. Customized policies can then
or can also be created for specific devices or vehicles, as
desired.

[0079] As will be described hereinafter, the system 100
preferably includes a standard/default policy 170 configura-
tion (for personal, government, or business applications) for
ease of setup and immediate use. However, the system 100
also preferably enables the creation and implementation of
customized policies to support more complex users and envi-
ronments to meet the requirements of individuals, families,
companies, or governments.

Basic Setup and Operation.

[0080] In preferred embodiments implemented in standard
US automobiles built in or after 1996, having a standard OBD
port 130 and conventional data available from on-board com-
puters 125 accessible through the OBD port 130, the system
100 preferably uses standard OBDII Protocols, as will be
appreciated and understood by those of ordinary skill in the
art, to access specific operation information of the vehicle 110
in real time. Selected one or more of the standard OBD codes
are advantageously usable herein, such as whether the vehicle
is on or off, what gear the vehicle is in, what speed the vehicle
is currently travelling, and the like; however, not all of the
available or standard 013D codes are necessary for the pri-
mary functions of the system 100. However, as stated previ-
ously, the present system is also usable with other data inter-
faces that provide vehicle state or status information—now
developed or adopted in the future. For example, the present
system is also usable with other vehicle diagnostic protocols,
such as OBD-1, OBD-1.5, EOBD (European On-Board Diag-
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nostics), EOBD2 (enhanced version of EOBD), JOBD (Japa-
nese On-Board Diagnostics), SAE 11939 (On-Board Diag-
nostic protocols used in the US for heavy duty trucks,
commercial vehicles, and similar equipment), and any other
similar diagnostic or communication protocols now in use or
developed hereinafter that provide vehicle state or status
information in accessible data format. But, for purposes of
further discussion, use of OBD compliant data and devices
will be referred to for convenience.

[0081] For standard use with the system 100a shown in
FIG. 1A, the OBD device 135 is plugged into or otherwise
connected into the standard OBD port 130 in a plug and
socket configuration. Preferably, the OBD device 135 does
not require an administrator or user to “turn on” or activate the
OBD device 135. The OBD device 135 is preferably set to
power itself on. The primary source of power for the OBD
device 135 is derived from the conventional battery of the
vehicle 110, which power is accessible through one of the
connections in the standard OBD port 130. An alternative
power source (not shown) is optionally usable by the OBD
wireless interface device 135, such as through a separate
connection to the vehicle’s battery other than through the
standard ODB connection 130 or, as a backup, by connection
to a dedicated, external battery (or similar power source), not
tied to the vehicle’s battery.

[0082] The control software application 160 of the present
system is preferably installed on the relevant mobile device or
devices 150 that are to be controlled or monitored by the
system 100. The system software or control application soft-
ware 160 can be acquired via CD, file transfer over wireless
communication, or via the Internet in conventional manner.
The specific installation instructions are dependent on the
specific mobile device on which the application 160 will be
running. Information on the application interaction is
described in greater detail hereinafter.

[0083] Theapplication preferably installs witha “standard”
default setup, where the “default” policy 170 includes the
following typical functionality:

[0084] Preferably, emergency communication (911, etc.
... ) are ALWAYS allowable. For safety and liability
reasons, this preferably cannot be changed in any admin-
istrator-defined or configurable policy.

[0085] Ifthe vehicle is not on and not moving, all mobile
phone communications and functionality is allowed.

[0086] Ifthe vehicle is on, but not moving (for at least a
set period of time, such as 30 seconds), all mobile phone
communications and functionality is allowed.

[0087] If the vehicle is on and moving (forward or
reverse, regardless of speed), all mobile phone commu-
nications and functionality are disallowed.

[0088] If the vehicle is on, previously moving, but now
stopped (but—stopped for less than 30 seconds), all
mobile phone communications and functionality are
disallowed.

[0089] Once the vehicle stops and is turned off, all
mobile phone communications and functionality is
allowed.

The system 100 also allows an administrator (or employer or
parent) to create a more specific or customized policy 170 for
a specific device, user, or groups/subgroups or employees or
devices, as will be described in greater detail hereinafter.
Such customization allows, for example, for a modifiable
time period during which a vehicle must be stopped before
communications and functionality is allowed, how fast a
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vehicle must be moving (e.g., minimum threshold speed or
velocity) before functionality is disallowed, what phone num-
bers, emails, and/or people are permitted to communicate in
(initially or to continue an already existing communication)
to the mobile device 150 even when the vehicle 110 is mov-
ing, what numbers, entails, and/or people the mobile device
150 is permitted to communicate with (whether initiating or
continuing an already existing communication) even when
the vehicle is moving, what applications are allowed or not
allowed when the vehicle is moving, what days and what
times of days communications and functionality may be
allowed or disallowed, and the like. Customized policies may
be programmed within the system 100 using an interface
provided by the control software application 160 directly on
the mobile device or by using a remote web-enabled or web-
accessed interface (illustrated by some of the exemplary
screen shots herein) that allows for the creation of the policy
and dissemination of the policy directly to one or more mobile
devices under management by the relevant administrator.

[0090] Preferably, whenever a mobile device 150 is initially
powered on and at periodic interval thereafter (such as every
hour), the system software 160 will query a central server (not
shown) associated with the system (or with a company or
other entity using the system) and determine if there are any
updates to the system software that need to be downloaded
and installed. Additionally; any updates or changes to the
policy associated with that mobile device (or user of that
mobile device) will also be downloaded and installed. In this
manner, it is easy and quick for updates or changes to be
propagated within the system generally or to be propagated to
employees, groups, or selected groups of people within a
company or organization.

[0091] Preferably, the mobile device has a receiver and
suitable software installed thereon that enables wireless com-
munications, such as Bluetooth. Such Bluetooth connection
may be paired directly between a specific mobile device 150
and the corresponding transmitter 140 or, in alternate
embodiments described hereinafter, Bluetooth communica-
tions are used by the transmitter 140 to broadcast data trans-
missions 148 to any mobile devices 150 in Bluetooth range
without a one-to-one pairing.

[0092] Turning now to FIG. 2, a high level overview 200 of
the implementation of the system 100 based on use of a
default policy 225 is disclosed. The first scenario 210 illus-
trates use of the default policy 225 when the vehicle 110 is
parked or otherwise not moving, as shown by the vehicle gear
205 being in park or by the speed (v) of the vehicle being
equal to zero (0) or less than the minimum threshold speed
level set (for the minimum time requirement) by the policy
225. In this first scenario 210, the default policy 225 allows
the mobile device 150 to make and receive phone calls, text
messages, emails, Internet access, etc, as shown by check
marks 220. The second scenario 260 illustrates use of the
default policy 225 when the vehicle 110 is in gear and mov-
ing, as shown by the vehicle gear 205 being in a gear other
than park and by the speed (v) ofthe vehicle is greater than the
minimum threshold speed level set (or at least not below the
minimum threshold speed for the minimum time require-
ment) by the policy 225. In this second scenario 260, the
default policy 225 prevents the mobile device 150 from mak-
ing or receiving phone calls, text messages, emails, Internet
access, etc, as shown by blocked marks 270. As described
above, emergency communications/phone numbers, permit-
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ted applications, or other “white listed” functions would still
be permitted in this second scenario 260—for logical (e.g.,
business or safety) reasons.

[0093] Preferably, the system application 160 installed on
the mobile device 150 is always running in the background
and is transparent to the end user (i.e., the user of the mobile
device). When the end user approaches a vehicle withan OBD
wireless device 135 installed therein or with a suitable trans-
mitter 140 built into or otherwise directly accessible to the
on-board computer 125, a one-time authorized/initialization
connection is made between the system application software
160 and the OBD wireless device 135 or suitable transmitter
140—now the system is ready to monitor and implement the
default or customized policy 170 and to perform the actions
defined for allowing or disallowing mobile communication or
running of specified applications based upon data received
from the vehicle on-board computer 125 and/or other sources
of'data regarding the status (on/off, in gear, in motion, etc.) of
the vehicle 110. There is no required or additional action on
the part of the end user, after initial installation of the system
software 160 on the mobile device 150 to enable the system
100 and to initiate the protection and blocking or interference
functions of the system software 160. As stated previously,
whenever a mobile device 150 is initially powered on and at
periodic interval thereafter (such as every hour), the system
software 160 will query a central server (not shown) associ-
ated with the system (or with a company or other entity using
the system) and determine if there are any updates to the
system software 160 that need to be downloaded and
installed. Additionally, any updates or changes to the policy
170 associated with that mobile device 150 (or user of that
mobile device) will also be downloaded and installed. In this
manner, it is easy and quick for updates or changes to the
software 160 or policy 170 to be propagated within the system
100 generally or to be propagated to specific employees,
groups, or selected groups of people within a company or
organization.

[0094] In an alternate embodiment, the one-time initiation
described above is not required by the firmware 160 installed
on the mobile device 150. In this alternate embodiment, the
firmware 160 allows for “one to many” connections between
mobile devices 150 and Bluetooth enabled transmitters
140—whether installed as part of a OBD wireless device 135
or built into or otherwise directly accessible to the on-board
computer 125. As will be appreciated by one of'skill in the art,
with conventional Bluetooth communication protocols, once
a single mobile device 150 has “paired” and connected with a
particular Bluetooth transmitter 140, other mobile devices are
not able to connect with the Bluetooth transmitter 140 until
the original mobile device disconnects and the pairing is
dropped. Thus, with conventional Bluetooth connectivity,
only one mobile device can be used in a vehicle at a time. That
may be fine for some or many applications and uses, but not
for all.

[0095] To address this challenge, in one embodiment, mul-
tiple mobile devices 150 can connect simultaneously to a
single Bluetooth enabled transmitter 140 of the present sys-
tem through the use of piconets. The Bluetooth enabled trans-
mitter 140 acts as the “server” and is designated as the “mas-
ter” device and each associated mobile device is designated as
a “slave.” However, to initiate the connection, the mobile
device initiates the connection initially as the “master”
device. Conventional Bluetooth protocols support a proce-
dure called the master slave switch, which allows the mobile
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device to become the slave after initiating this initial connec-
tion. However, not all mobile devices, at least currently, are
configured to enable master slave switching.

[0096] For this reason, in another preferred embodiment,
the present system 100 does not use the “normal” or “ortho-
dox” connection or paired oriented protocol for Bluetooth
connections. Instead of initiating a connection in the normal
Bluetooth sense using the mobile device 150, the transmitter
140 communicates its “state” information in a broadcast man-
ner to any listening mobile devices 150 in Bluetooth range. It
does this by changing its “friendly name” to represent the
current state of the vehicle 110. This unorthodox use of Blue-
tooth enables the system 100 to support a much wider array of
mobile devices 150 while also retaining the ability to block or
control multiple mobile devices 150 in the same vehicle 110
using a single transmitter 140.

[0097] For example, in one simple embodiment, (1) on a
predetermined or set interval (such as every second, or other
predetermined period of time), the current speed, as well as
other metrics of interest of the vehicle, are queried from the
on-board computer 125; (2) once the speed data is obtained
from the on-board computer 125, firmware installed on the
on-board computer 125 or on the OBD device 135 receives
the speed from the vehicle and causes the Bluetooth enabled
transmitter 140 to change and transmit its device name to
incorporate the current speed (or similar) information
obtained from the onboard computer. For example, the device
name may be initially defined as obdedgel-11 when the car is
off; may be set as obdedgelOl when the car is on but not
moving; or may be set as obdedgel 55! if the car is traveling 55
MPH. The use of “obdedge” as the actual device name is
arbitrary, and would typically be unique for each transmit-
ter—the importance is the additional field information that is
inserted into the transmitter name or ID (transID). This data is
updated in real time on whatever predetermined period of
time is desired and configured in the system 100, but prefer-
ably at intervals of no less than 3-5 seconds apart—at least
while the vehicle is “on.” As will be described hereinafter, it
may be desirable, for battery and energy saving modes; to
reduce transmission frequency (i.e., increase data transmis-
sion intervals) once a vehicle is off and confirmed off; (3)
once the mobile device 150 identifies a Bluetooth enabled
transmitter 140 of interest and in range (for example, deter-
mining that the Bluetooth enabled transmitter 140 belongs to
the user of the mobile device 150 based on matching the
device’s Bluetooth Address or confirming that the transmitter
1D is in an expected system configuration), the mobile device
150 then begins to request the current name of the Bluetooth
enabled transmitter 140 at set intervals. After performing
simple parsing techniques, the vehicle’s real time speed can
be extracted by the application 160 installed on the mobile
device 150 from the current name information for the Blue-
tooth enabled transmitter 140, and then applied against the
policy 170 on the mobile device 150 to make blocking and/or
allowance decisions for features and functionality of the
mobile device 150 based on the default or user’s customized
policy 170.

[0098] In another preferred and more sophisticated
embodiment, if the vehicle 110 is “on” (i.e., its RPM>0), the
Bluetooth friendly name of the transmitter 140 is updated on
a periodic basis (e.g., every 3 seconds) to provide multiple
pieces of data, such as vehicle state (on/oft), current speed,
max speed of the vehicle in the last predefined period of time
(e.g., past 15 seconds), idle time information, VIN informa-
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tion, an incremental counter (used for detecting when a user
has removed or disconnected an OBD device 135 or other-
wise disabled the transmitter 140 or to identify when power
has been lost to the OBD device 135 or transmitter 140—
noted by a reset of the incremental counter). The amount of
data and information that can be sent as part of the transmit-
ter’s Bluetooth “friendly name” depends upon the software
and hardware used. For example, some transmitters 140 have
a 16 character limitation in regards to how long the “friendly
name” or transmitter ID (transID) can be. Therefore, in such
acase, it is not possible to send all potentially relevant vehicle
state or status data in a single friendly name data transmis-
sion. In such a case, the information transmitted can be
divided into frames. Obviously, the more characters that the
transmitter is capable of using as its Bluetooth friendly name,
the fewer frames and fewer cycles of name transmissions
required to pass on all relevant data to the listening mobile
device. For purposes of the following discussion, we assume
a 16 character limitation.

Frames:

[0099] Every frame starts with a predefined set of character
used within the system and which enables the system to
identify compliant transmitters. For discussion purposes for
this embodiment, we will use the characters “celcon” to des-
ignate a transmitter 140 compliant with the system 100. Once
the software 160 on the mobile device 150 determines that the
transmitter 140 is compliant with the system 100, the soft-
ware 160 on the mobile device 150 then compares the trans-
mitter’s Mac address with the policy 170 on the mobile device
150 to determine if the system is permitted to make blocking
or interruption decisions based on data transmissions
received from the transmitter 140. If so, the software 1.60 on
the mobile device enters into a loop to constantly refresh the
transmitter’s “friendly name.”

[0100] Inthis example, the 7th character in the device name
is used as a “frame identifier.”

[0101] Ifthe frame character is an “I”: this means that the
communication is in “initialization mode.” The vehicle
is currently off and ECU (engine control unit) or on-
board computer is not responding to requests. During
this frame the next 4 characters are ignored so should be
set to 0’s.

[0102] If the frame character is an “0”: this means that
this frame contains the first 4 characters of the VIN
number of the vehicle. These four VIN numbers will be
the following 4 characters of the name.

[0103] If the frame character is an “1”: this means that
this frame contains the second or next 4 characters of the
VIN number of the vehicle. These four YIN numbers
will be the following 4 characters of the name.

[0104] If the frame character is an “2”: this means that
this frame contains the third or next 4 characters of the
VIN number of the vehicle. These four VIN numbers
will be the following 4 characters of the name.

[0105] If the frame character is an “3”: this means that
this frame contains the fourth or next 4 characters of the
VIN number of the vehicle. These four VIN numbers
will be the following 4 characters of the name.

[0106] If the frame character is an “4”: this means that
this frame contains the last digit of the VIN number of
the vehicle. The next character is an S and the final two
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characters will contain the maximum speed encountered
in the previous 15 seconds—with speed represented in
hexadecimal format.

[0107] Ifthe frame character is a “V”: this means that the
vehicle does not support VIN information. The next
character will be 0 and is ignored. The next character is
an S and the final two characters will contain the maxi-
mum speed encountered in the previous 15 seconds—
with speed represented in hexadecimal format.

[0108] If the frame character is an “L”: this is the “Idle
Time Frame”. The next 4 characters will contain a base
62 digit (0123456789abcdefghijklmnopqrstuvwxyz-
ABCDEFGHIIKL MNOPQRSTUVWXY?Z) represent-
ing 10 minute accumulations of idle time. For instance,
if the first digit was a 3, that would mean in the last 24
hours recorded, the vehicle had 30 minutes of idle time.
If the second digit is a 5, that would mean the 24 hour
period before the last one had 50 minutes of idle time,
etc. This 62 digit number would represent a total of the
past 4 days worth of idle time the vehicle saw. Idle time
is calculated based on when speed=0, but rpm>0.

The remaining characters (12-16) of the name are standard-
ized and every frame displays it. Characters 12 and 13 repre-
sent the vehicles current speed in hexadecimal format. Char-
acters 14-16 contain an incremental counter. If the device can
not be removed, then the incremental counter does not need to
be used and these characters can be set to 0°s. Otherwise, the
incremental counter can be used to determine if there has been
a disconnect or power interruption, which would apparent if
the counter reset to zero after having been incrementing pre-
viously.

[0109] Depending on the vehicle’s state, not all frames need
to be cycled through.

Vehicle States:

[0110] The OBD device or associated transmitter has 3

primary states that it can be in:

[0111] State 1: The car is oft and ECU is not responding. In
this state, only 2 frames are shown. Frame “1” and Frame
“L”. The device should cycle between these 2 frames every
time the transmitter name is updated. In this state, the
device name is only updated once every 15 seconds unless
the state changes.

[0112] State 2: The car is off but the ECU is responding. In
this state, the device is able to determine VIN information
so the following frames are cycled through Frames “0”
through “4”—if the vehicle has a VIN; otherwise, Frame
“V” is transmitted. The “L” frame is also cycled through.
Because of the extra frames shown, the device name (tran-
sID) is updated every 3 seconds. Because the car is off, the
speed should be set to “FF” in every frame, which alerts the
system software installed on the mobile device that the
vehicle is still off.

[0113] State 3: The car is on. Here the device name is
updated every 3 seconds and the following frames are
cycled through: Frame “0” through “4” if the vehicle has a
VIN, otherwise Frame “V”. The “L” frame is also cycled
through.

Getting Information from Vehicle:

[0114] When the vehicle is in State 1, the OBD device
attempts to initialize the ECU every 10 seconds to see if the
vehicle has come on. If the battery voltage of the vehicle
drops below 12.4, the OBD device should stop querying the
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ECU until voltage rises above 12.4 again. Once the ECU
responds, the OBD device should move into State 2 or State 3.

[0115] In State 2 and State 3, the OBD device should query
the ECU every second for RPM and Speed information.
RPM=0 means that the vehicle is “off” and RPM>0 means
that the vehicle is “on.”

Policy [Definition—Parameters |

[0116] The system 100 allows for the centralized manage-
ment and enforcement Of a mobile communications policy
170 for one or more of a plurality of users or selectable groups
or subgroups of users. The policy 170 addresses the various
methods of communication (phone call, text message, email
message, [nternet, computer usage, push-to-talk, etc.) that a
mobile device 150 can provide and, in some embodiments,
which applications and functions on the device 150 are per-
mitted to be initiated or continued when the vehicle is in
motion. Preferably, the system 100 has a pre-defined (default)
set of policies (rules) that are applied to the mobile device 150
during installation, that are included in the software 160
installed on the mobile device, or that are uploaded (or
uploadable upon request) from the vehicle’s on-board com-
puter 125. A system administrator has the ability to re-define
or apply a different customized policy that controls inbound
or outbound communication and other functionality when the
vehicle 110 is in motion or not for the driver or additional
vehicle occupants.

[0117] As shown in FIG. 3, a system administrator 310
(such as a parent or a company or division administrator, etc.)
selects (step 320) whether a default policy or customized
policy 340 will be applied to a specific user or mobile device.
Preferably, a standard default policy is installed on or
uploaded to each mobile device during initial software instal-
lation, so no “affirmative” action need to be taken by the
system administrator to have the default policy in place and in
effect once the software on the mobile device is installed and
operational. If the policy is going to be customized, the sys-
tem administrator has the option (step 322) of defining and
configuring the customized policy using an Internet manage-
ment console or interface 350 (described in greater detail
hereinafter) or provided through the system software inter-
face 360 built into and accessible directly on the mobile
device (also described in greater detail hereinafter). As
shown, the customized policy 340 is configured to have sub-
policies or components defined for each of the major func-
tions and capabilities of the mobile device, such as incoming
and outgoing phone calls 341, Internet access 342, incoming
and outgoing emails 343, incoming and outgoing text mes-
sages 344, push to talk capabilities 345, and other software
applications 346 (such as maps, games, business software,
address book, video or audio entertainment, etc.). Very pre-
cise customization is possible and desirable. Once the default
policy is chosen or the customized policy is configured, it is
made available to and accessible by the system application
370, by being installed or uploaded, typically, into memory
on the mobile device itself. The system software 370 is then
able to receive vehicular information from the vehicle trans-
mitter 380 (once paired or otherwise in communication/
broadcast mode) and the rules and exceptions 390 from the
policy are consulted and used by the system software 370 to
make real time decisions on whether to allow or block specific
functionality based on the policy and the data received from
the vehicular transmitter.
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[0118] When using the remote Internet management con-
sole 350, the ability to define and provide multiple policies to
multiple individuals can be implemented in real time, as long
as the mobile device is accessible to the Internet or mobile
data network. As stated previously, whenever a mobile device
150 is initially powered on and at periodic interval thereafter
(such as every hour), the system software 160 will query a
central server associated with the system (or with a company
or other entity using the system) and determine if there are
any updates to the system software that need to be down-
loaded and installed. Additionally, any updates or changes to
the policy associated with that mobile device (or user of that
mobile device) will also be downloaded and installed. In this
manner, it is easy and quick for updates or changes to be
propagated within the system generally or to be propagated to
employees, groups, or selected groups of people within a
company or organization.

Primary Application:

[0119] The system software application 160 may be written
in a wide variety of programming languages now known or
hereinafter developed, depending upon the mobile device
platform. Currently, Java and C are two such exemplary pro-
gramming languages. The application 160 has the ability to
be configured and have the administrator-customized com-
munication policy 170 either defined via the mobile device
user interface or via the remote Internet management console,
as shown in the exemplary screen shots attached hereto. The
administrator-defined policy 170 determines how the mobile
device 150 will handle incoming and outgoing communica-
tions (phone, text, push-to-talk, email, Internet, chat, etc. . . .
) and, in some embodiments, what applications installed or
native to the mobile device 150 will be allowed to operate or
run (whether initiated or, if already in progress, whether to
remain operational). The application, installed and running
actively in the background of the mobile device, checks for a
connection between the mobile device and the wireless OBD
interface installed on the vehicle, which is configured to
access the OBD vehicle computer on a regular and consistent
basis. If a legitimate and authorized connection is detected,
the system application on the mobile device monitors and
enforces communication policy; which may be based on the
speed of the vehicle, the location of the vehicle, whether the
vehicle is “on,” what gear the vehicle is in, what day of the
week, what time of the day, and the like. A conventional
wireless OBDII interface may be used in the system; how-
ever, some of the system features and functions may not work
or work as well as the customized ODB interface described
herein.

[0120] Turning now to FIGS. 4-12, various processes of the
system software application 160 are described in association
with the embodiment in which the mobile device pairs with
the relevant transmitter FIG. 4 illustrates application initial-
ization process 400. When the application initially starts (step
405), permissions are then checked (step 410). Such permis-
sions include phone permissions, input simulation permis-
sions, and Bluetooth permissions, if applicable to the particu-
lar mobile device. If any of the permissions fail, then any such
missing permissions are requested (step 415), which prefer-
ably displays a prompt on the user’s mobile device to approve
any permission changes. If the permissions are successtul (or
once they are successful), the register phone listener (thread)
is initiated (step 420). Phone listener thread 1200 is described
in greater detail in association with FIG. 12. Main thread
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process is also initiated (step 425). Main thread process 500 is
described in greater detail in association with FIG. 5.

[0121] FIG. 5 illustrates main thread process 500. Main
thread process initiates (step 505) and blocking mode is set to
“off” Bluetooth listening thread is then created (step 510).
Bluetooth listener thread 700 is described in greater detail in
association with FIG. 7. Loop (step 515) then runs continu-
ously while the application is running. The process checks
(step 520) to see if the mobile device is connected to an OBD
device. If yes, then the application “sleeps™ (step 525) for a
predetermined period of time (x). The application communi-
cates (step 540) with the system server if a connection can be
made and if there is sufficient time. Such connection enables
data from the device to be transmitted to the administrator, if
desired, and also enables updates to the software application
to be uploaded, if necessary. If the mobile device is not
connected to an OBD device, as determined at step 520, then
the application checks (step 530) to see if a connection thread
is already trying. If yes, then the application “sleeps”™ (step
525) for a predetermined period of time (x). If no, then a
connection thread is launched (step). Connection thread 600
is described in greater detail in association with FIG. 6.
[0122] FIG. 6 illustrates connection thread process 600.
Connection thread process 600 first checks (step 605) to see if
the connection thread is already running. If so, then the con-
nection thread process is exited (step 610). If not, then con-
nection thread process starts a loop (step 615) and checks
connected variables (step 620). A value of “1” indicates that a
connection is made and the connection thread process is
exited (step 610). A value of “~1” indicates that a connection
is still trying to be made and the connection thread process
continues to loop (step 615). A value of 0 indicates no con-
nection, and a run connect function (step 625) is launched to
attempt to establish a connection to the OBD device.

[0123] FIG. 7 illustrates Bluetooth listener thread process
700. Bluetooth listener thread process 700 first processes a
new event (step 705). If data is being received, that data is
processed (step 710). If the Bluetooth connection is discon-
nected, blocking mode is reset (step 715) to allow all com-
munications and mobile device functionality. The connected
value is set back to “0” (step 720), and connection thread is
launched (step 725), then the Bluetooth listener thread pro-
cess is exited (step 750). If there is a connection event asso-
ciated with the processing of a new event (at step 705), then
the application checks for a return value (step 730). If the
return value fails, the blocking mode is reset to allow all
communications and mobile device functionality and con-
nected value is set back to “0” (step 745), connection thread is
launched (step 725), then the Bluetooth listener thread pro-
cess is exited (step 750). If the return value succeeds, the
connected value is set to “1” (step 735) and the initialize
device thread is launched (step 740). The initialize device
thread 900 is described in greater detail in association with
FIG. 9.

[0124] FIG. 8 illustrates Process Received Data from OBD
Device thread 800. Process Received Data from OBD Device
thread 800 first checks the command type (step 805). If ini-
tialization is OK, then the process initializes (step 810) and
then exits (step 890). If mileage data is provided, the mileage
data is processed (step 820) and then the process exits (step
890). If current speed data is provided, the process analyzes
the speed (step 825) to determine if the speed of the vehicle is
above or below a set threshold (shown as 0 in this example).
If the speed is below the threshold, a counter is incremented



US 2011/0009107 A1

(step 830), the application is set into non-blocking mode (step
890), and the process exits (step 890). Ifthe speed is above the
threshold, the process determines (step 840) what mobile
device functions are currently “in process.”” The policy is
checked (step 845) All functions that are not allowed by the
policy are terminated, paused, or interrupted (step 850). Next,
the policy is applied (step 860) and blocking mode is imple-
mented for all functions not allowed while the vehicle is in
motion above the threshold value (step 865). The process then
exits (step 890).

[0125] FIG. 9 illustrates the Initialize Device Thread pro-
cess 900. The Initialize Device Thread process 900 starts
(step 905) and the connected variable is first checked (step
910). If the connected variable value is “1” the OBD Device
Initialization command is then sent (step 920), the process
“sleeps” for a predetermined period of time (step 925), then
the get speed thread process 1000 is launched (step 930). The
get speed thread 1000 is described in greater detail in FIG. 10.
The process then exits (step 950). If the connected variable
value is “1” or “0”, then the process merely exits (step 950).
[0126] FIG. 10 illustrates the get speed thread process
1000. The get speed thread process 1000 first check for the
connected variable (step 1005). If the connected variable
valueis “~1 or “0”, then the process merely exits (step 1090).
Ifthe connected variable value is “1”, then the process sends
(step 1010) a get speed command. The process then deter-
mines (step 1020) if the vehicle is on or off. If the vehicle is
“on”, the process sleeps for a predetermined period of time X
(step 1030). If the vehicle is “off”, the process sleeps for a
predetermined period of time Y (step 1040), which is longer
than predetermined period of time X. The process then loops
(step 1050) repeatedly.

[0127] FIG. 11 illustrates message listener thread process
1100. Message listener thread process 1100 first processes a
new event (step 1105). Ifthere is an incoming text (sms/mms)
or email, the policy is checked (step 1110). The process
determines if the system is in blocking mode and if the mes-
sage sender or recipient is on the white list (step 1120). If the
system is in blocking mode and if the message sender or
recipient is not on the white list, the message or email is
blocked (step 1130). Otherwise, the process ends (step 1150).

[0128] FIG. 12 illustrates phone listener thread process
1200. Phone listener thread process 1200 first processes a
new event (step 1205). If there is an outgoing call, the process
determines if the system is in blocking mode (step 1210) and
then checks the policy (step 1220). The system determines
(step 1230) if the call recipient is on the white list or otherwise
approved. If so, then the outgoing call is permitted to continue
without interruption (step 1240). If not, then the outgoing call
is blocked (step 1250). If there is an incoming call, the process
determines if the system is in blocking mode (step 1260) and
then checks the policy (step 1270). The system determines
(step 1275) if the call originator is on the white list or other-
wise approved. If so, then the incoming call is permitted to
continue without interruption (step 1280). If not, then the
incoming call is blocked, terminated, routed to an automated
response, routed to voicemail or similar handling (step 1290).
[0129] FIGS. 13-32 illustrate exemplary screen shots of the
Internet management console or interface 350 as may be used
in the present system. FIG. 13 illustrates a customer activa-
tion screen shot. FIG. 14 illustrates a typical login page for
access to the Internet management console. FIG. 15 illus-
trates a main dashboard page, from which an administrator is
able to access other key functions and pages within the man-
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agement console, including creating, accessing, and editing:
(a) site information, (b) user information, (c¢) group informa-
tion, (d) devices information, (e) policies, and (0 support.
FIG. 16 illustrates a manage my numbers interface that
enables an administrator to add or delete specific phone num-
bers for a specific user from the allowed or white list of
numbers that would not be blocked even when the user’s
vehicle is in motion. FIG. 17 illustrates a main policy con-
figuration interface for configuring a single policy and
includes check boxes for selecting or deselecting: (i) block
phone calls; (ii) block text messages; (iii) block emails; (iv)
allowed overrides per day; (v) allowed personal numbers; (vi)
email address for receipt of notices of policy overrides or
breaches; (vii) approval for sending of text messages associ-
ated with notices of policy overrides or breaches; (viii) defin-
ing of text to display on the screen of the mobile device during
blocking of functionality; and similar customization. FIG. 18
illustrates a standard user information settings interface. FIG.
19 illustrates a groups management page that allows an
administrator to define a group and set the policy or policies
that will apply to that group. FIG. 20 illustrates an edit page
that enables an administrator to modify, add, or delete policies
that apply to a particular group. FIG. 21 illustrates a main
groups management and search page that allows an adminis-
trator to review the list of groups under management and to
select one or more for review or access. FIG. 22 illustrates a
centralized phone management interface. FIG. 23 illustrates a
policy management page that enables an administrator to
define and create a new, customized policy. F1G. 24 illustrates
a policy edit and further configuration interface. FIG. 25
illustrates a main policies management and search page that
allows an administrator to review the list of policies created
and used by the administrator and to select one or more for
review or access. FIG. 26 illustrates an allowed phone num-
bers list for inclusion on a group policy. FIG. 27 illustrates a
site management interface page that enables an administrator
to manage sites under current management. FIG. 28 illus-
trates a site creation interface page that enables an adminis-
trator to create and identify sites under current management.
FIG. 29 illustrates a user management interface that enables
an administrator to view and edit information about specific
users. FIG. 30 illustrates a user creation interface that enables
an administrator to create and define a new user in the system.
FIG. 31 illustrates an edit page that enables an administrator
to configure the policy for a specific user. FIG. 32 illustrates
an edit page that enables an administrator to configure the
allowed phone numbers associated with a specific user.
Policy Implementation for Mobile Devices that Have Texting
Capabilities but No Data Plan

[0130] For mobile devices that do not have Internet access
and only have texting capability (as opposed to a data plan),
once the system application or firmware is installed on the
mobile device, policy parameters and status or reporting
information can be communicated between the main system
or central server and the mobile device using traditional tex-
ting—with header information that is picked up by the firm-
ware. Policy variables and parameters are passed in known
order or in determinable format so that the firmware can
implement the policy or any changes in policy that are made
at any point in time. Likewise, the firmware makes use of the
texting function built onto the mobile device to enable infor-
mation and data to be passed back to the system or central
server as needed.
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[0131] For those few mobile devices that have neither tex-
ting or data plans, policies need to be installed at time of
install of the system software or upgrade or update of such
system software.

OBD Interface:

[0132] The wireless OBD interface of the system is the
preferred method of communication between the vehicle on-
board computer and the system application or firmware
installed on the mobile device if a suitable transmitter is not
installed directly on the vehicle’s on board computer. The
OBDII interface includes conventional and currently avail-
able functions and features of ODBII compliant interfaces,
but preferably includes the following additional functions and
features:

[0133] Engineered board and chipset with custom micro
code to communicate with OBD compliant vehicle on-
board computer protocols (i.e.: ISO, CAN, etc. ... )and
mobile device to application;

[0134] On-board data storage for analysis, policy
enforcement, troubleshooting, reliability and recovery;

[0135] Self-contained backup battery power supply for
situations when vehicle provided power is absent, thus
ensuring continued analysis, policy enforcement,
troubleshooting, reliability and recovery; and

[0136] Unique identification assigned to each system
wireless OBD interface in addition to the unique identi-
fication generated by Bluetooth. This is to facilitate:
[0137] unique tracking capabilities related to the

operation of the system (e.g., proprietary wireless
OBD interface assigned to a specific VIN number or
series of VIN numbers);
[0138] portability between multiple OBD vehicles;
[0139] audit capability by capturing and storing infor-
mation with aunique identifier(s) and time stamp; and
[0140] support
[0141] As stated previously, however, the system described
herein is capable of being used in alternate embodiments with
any type of vehicle, even if such vehicle does not have an
OBD interface or port (or if the system does not need to use
the OBD port)—as long as the vehicle or the on-board com-
puter of the vehicle has a component or other device capable
of transmitting data about the vehicle or status of the vehicle
to the mobile device. Such capability may already be built
into some vehicles or may need to be added or installed
separately. Such capabilities may be implemented entirely by
hardware or they may include a combination of hardware and
software. Such devices or components may also include data
transmitters built into or in communication with the on-board
computer or they could include mechanical sensors, such as a
transmission speed sensor, that is able to provide speed data in
digital or analog format and that provide data that can be
transmitted or otherwise provided to the mobile device
through wired or wireless communication.

Application Uses:

[0142] A first practical or business use of the system
described herein is the ability to provide, implement, and
enforce a rules-based mobile communications policy for the
driver/operator of the vehicle or even additional passengers.
The application rules are pre-defined (default)—or set by the
administrator(s) associated with the end users. The system
accurately detects the forward/reverse movement of a
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vehicle, based preferably on data provided by the on board
computer of the vehicle, and refers to policy (end user/ve-
hicle) as to allow or disallow various methods of communi-
cation (e.g., phone, text, push-to-talk, email, Internet, chat) or
operation of particular applications or other functionality of
the mobile device. For example, if vehicle is running but not
moving, policy default may be to allow all forms of commu-
nication and any applications. However, once forward/re-
verse movement (of any speed) is detected, the policy default
is to prevent any “non-emergency” or “non-pre-approved”
communications or applications. Movement includes situa-
tions in which a vehicle is actually moving in forward or
reverse direction or in which the vehicle has stopped tempo-
rarily due to traffic congestion, stop sign, or red light. In a
preferred embodiment, the default policy is to allow for com-
munication or use of an application after 30 seconds of
vehicle non-movement. Should the vehicle move at a detect-
able rate, the communication and application will be disal-
lowed or disconnected. Once the vehicle stops again, a new 30
second timer starts to run. If the vehicle is turned off and
ceases to run, the default policy is to allow immediate com-
munications, both outbound and inbound, and use of all appli-
cations. Movement detection based on data provided by con-
ventional on board computers is highly accurate. Preferably,
a “default” detectable or actionable speed is set to 1 mph;
however, this value or level may be changed or set to a
different default level or a different customized level by the
administrator. Default policy is to allow emergency commu-
nications; administrator permitted communication, GPS, and
any other necessary mobile device services or applications.
[0143] Preferably, if the mobile device user is engaged in
active communication or use of a non-permitted application
and enters a system-enabled vehicle and starts the engine, the
default policy permits such communication or application to
continue until forward or reverse movement, above the
threshold level, is detected. Once the vehicle is detected to be
moving above the threshold level, the communication or
application will be disallowed, discontinued, or stopped, per
the “default” policy. Again, the policy or rules may be cus-
tomized by the administrator for specific business or personal
needs.

Additional Applications and Uses of System

[0144] 1. Parent-Teen (New Driver) Network: The web
enabled management console also allows for a indi-
vidual end user to notify and distribute the application to
other interested parties so that they may add their mobile
device to the protection of the system. An example of
this is presented in appendix 6. Example—A parent has
enabled the system on their child’s vehicle. They access
the management console and begin the process of addi-
tional participant notification. They simply add in the
email addresses and names of their child’s friend’s par-
ents and send them a message explaining the program
and inviting them to participate. They are provided a link
to download the application for their child’s phone or
other mobile device if the wish. Upon doing so, they can
apply the default installation policy along with their
added emergency number. Now the system (once keyed)
will recognize the mobile device when in proximity and
will begin to monitor and enforce communications
inbound and outbound if the vehicle is moving. Stated
differently, an administrator (parent, individual, group,
etc. . .. ) has the ability to craft, distribute, and manage
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invitations to download the mobile device firmware
application to allow for policy enforcement when riding
in a proprietary wireless OBDII Interface vehicle. The
web-enabled management console provides the admin-
istrator with a utility to produce an email from a tem-
plate, send the email to a defined list of recipients, see
who has opened and agreed or declined to participate,
and allow continued management. The limited web-
enabled management console for those that agree to
participate provides limited functionality. After agree-
ing to a license agreement and remote policy agreement,
the participant is able to define some basic policies
related to emergency contact numbers. Participants can
easily migrate this account to a fully protected account
with the acquisition of a proprietary wireless OBDII
Interface.

[0145] 2. Fleet with non-assigned vehicles and many
drivers: The system allows for the support of multiple
drivers for multiple vehicles. The drivers and vehicles
are activated and managed in the system. When a driver
approaches and enters the vehicle the system connects
via the unique Bluetooth connection and checks the
database to see what policy is applicable.

[0146] 3. Speed alerting: There are two methods of com-
municating the speed of the vehicle to the system and
multiple methods for reporting and alerting the speed to
the administrator and/or parent. The preferred method of
communication of the speed from the vehicle to the
device and solution is by using the unique Bluetooth
connection method whereas the firmware delivers the
speed embedded in the transmitter ID (transID) or
“friendly name” of the broadcast. The second method of
communication is via the standard Bluetooth connection
and OBD communication. The reporting and alerting
can be logged in the system. In addition the administra-
tor and/or parent can set limits in the management con-
sole that will alert them via text, email or phone of the
violation.

[0147] 4. After hours alerting: Another instance that can
be monitored is the use of a vehicle after hours or after a
predefined time by the administrator and/or parent.
When the vehicle is determined to be moving, the time is
cross referenced with the policy to determine if a viola-
tion has occurred. If so, the administrator and/or parent
can define policy protocols in the management console
that will alert them via text, email or phone of the vio-
lation.

[0148] 5. Vehicle optimization and performance report-
ing: The system enables and allow the real time or near
real time reporting of vehicle diagnostic information
back to the system server. Because the mobile device is
in communication with the on-board computer of the
vehicle and because any associated mobile devices have
communications set up with the system server, the
present system enables the real time or near real time
reporting of vehicle diagnostic information to identity
problems or potential problems with the vehicle or
engine of the vehicle before a “check engine” light or
alarm is triggered and before or without having to take
the vehicle into a service center for routine connection of
the on-board computer to a service computer through the
OBD interface.

[0149] 6. Integration with Fleet management solutions:
Since much relevant data about the vehicle and about
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usage of mobile devices by the driver/operator of the
vehicle are available within the system, the system
enables companies to monitor and control behavior by
its employees who use company-owned vehicles or
mobile devices. Speed, driving patterns, and mobile
device usage can be monitored to ensure that employees
adhere to required or permitted driving patterns. Such
monitoring enables companies to reduce their risk and
liabilities and encourages/rewards good driving behav-
iors—particularly for companies and organizations that
require or use employees that spend much or all of their
time for the employer as a driver/operator of a vehicle.
[0150] 7. Monitoring of Idle Time of a Vehicle: As stated
previously, much relevant data about a vehicle is avail-
able to the system and can be captured and communi-
cated through one or more mobile devices associated
with the respective vehicle back to a central manage-
ment system. For example, since the system detects and
monitors both when a vehicle is “on” and when the
vehicle is in motion beyond the threshold minimum—in
order to implement the communication blocking policy
on the mobile device, it follows that the system is also
able to identify when the vehicle is “on” but not mov-
ing—in other words, when a vehicle is in “idle” status.
Since this analysis of vehicle motion is taken on a fre-
quent and periodic basis, the amount of idle time asso-
ciated with a particular vehicle can be determined. Such
“idle status” data can be collected by the mobile device
and forwarded back to the central control on a predeter-
mined frequency. For example, such data may be trans-
mitted every hour, every day, or when a threshold idle
time has been exceeded within a set period of time.
[0151] Inaddition, since the speed data is collected in real
time and on a continuous basis, it is possible to distinguish a
vehicle that is moving slowly or periodically in traffic or one
that is merely sitting in a parked or stopped position for
non-traffic reasons.
[0152] Depending upon the space available for data trans-
mission and other factors, such as communication bandwidth
and battery life, etc., the idle time may be transmitted by the
mobile device as the exact number of minutes of idle time in
the predefined period of time. Alternatively, to reduce band-
width, the data transmitted for idle time may represent a larger
chunk of time. For example, each unit of data transmitted
could equal 1 minute of idle time or each unit of data could
represent a larger chunk of idle time, such as a ten minute
increment.
[0153] Why is this important? With unleaded gasoline run-
ning between $2.00 and $4.00 per gallon in the United States
and much more in other countries, and idle running of the
motor of a vehicle costing anywhere from 1/3 to 2 gallons or
more per hour of idling, excessive idling can be a difficult to
detect loss of gas mileage for the vehicle and extra fuel cost
for running the vehicle. Although idle time and cost of opera-
tion for a single vehicle may not be significant in and of'itself,
it is easy to see how a company with a large fleet of vehicles,
in which just 10-20% of such vehicles are engaged in unnec-
essary or abusive idling, can greatly increase the operating
costs for the entire fleet.
[0154] With such data captured and forwarded to the cen-
tral management control, reports can be generated to show the
company which vehicles in its fleet are left running, in idle
position, excessively, abusively, or unnecessarily. Having this
data enables a company with a large fleet to identify and
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change behavior of specific drivers and also gives the com-
pany greater control in reducing fuel charges for its fleet of
vehicles. Reports can be generated on any desired basis or
frequency (daily, weekly, monthly, etc.

[0155] In a preferred embodiment, anytime a vehicle is
“on” but not moving, the system starts incrementing the min-
utes. Every 24 hours, the system adds up all the idle time
minutes that occurred in the last 24 hour period (24 hours is
justused for exemplary purposes; any other time frame can be
specified or chosen). The system then sets a data field in the
mobile device communication packet to that value associated
with the amount of idle time. To compress data usage, the idle
time value can be divided by some divisor, such as a 10 or 15
minute block, so that each idle time unit actually represents a
10 or 15 minute block. Preferably, the prior 3 to 5 (preferably
4) days worth of idle time is sent in one or more communi-
cations from the mobile device back to the central control for
recordation and synchronization purposes with the database
servers at central control. This enables data to be collected
(without interruption) even for vehicles that are not used for
several days at a time. Once the system tallies all the idle time
from the past 24 hours, it is then added to the frame of data
being sent. Preferably, the idle time from a current 24 hour
segment is not sent until the end of the relevant 24 hour
period. Once that data is “finalized,” then its added to the 3-5
(preferably 4) days of idle time data that are being sent.
[0156] To illustrate further, a frame of data (described ear-
lier) sent to the mobile device could look like the following:
celconl.37811f031. In this frame, L is merely and arbitrarily
used to represent that this is an idle time frame, then the
following characters: 3,7, 8, and 1 represent the past 4 groups
of'idle time data. So, if the system were using 24 hour blocks
for a “group,” and if each unit of idle time value equaled 10
minutes of idle time, then that would mean that yesterday, the
respective vehicle had 30 minutes of idle time; the day before,
it had 70 minutes of idle time, the day before that had 80
minutes, and four days ago the idle time was 10 minutes.

[0157] Idle time is calculated based on when speed=0, but
rpm>0.
[0158] 8. Reporting to Insurance companies: Since much

relevant data about the vehicle and about usage of
mobile devices by the driver/operator of the vehicle are
available within the system, the system enables insur-
ance policies to be developed and customized to encour-
age particular behaviors and to discourage or punish, by
means of higher premiums or exclusions for coverage,
other behaviors.

Safety Assurance:

[0159] The system is preferably configured to allow imme-
diate and direct communication with a emergency contact/
number (e.g., 911, 411, 991, 112, ICE, etc. . . . ) or any
administrator pre-approved number(s) (e.g., main office,
supervisor, dispatch, etc. for business applications; parent,
home, etc. for personal or family applications) if an emer-
gency or trouble situation arises. The solution will not deny
inbound or outbound communications that are considered to
be an emergency regardless of the status of the vehicle. The
administrator pre-defined or pre-approved number(s) arc
dependent upon the administrator’s policies and settings.

Policy Enforcement:

[0160] The administrator-defined policy is enforced by the
application installed on the mobile device. The application
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allows for emergency communications (e.g., to or from 911,
411, 991, 112, ICE, etc. . . . ) and other administrator-ap-
proved numbers and applications. The administrator-ap-
proved numbers may be defined as (i) allow in/allow out; (ii)
allow in/disallow out; (iii) disallow in/allow out; and (iv)
disallow in/disallow out. The communication is either
allowed or disallowed by the application, which delivers a
disconnect/no connect command for communications (or a
close/pause command for applications) in the mobile device.
The administrator is also able to specify operational hours
and operational days for the policy that are independent of
vehicle motion. For example, the system policy may be con-
figured to block communications or applications only during
weekday business hours Or only during night-time driving,
and the like. Similarly, GPS functionality may be incorpo-
rated into the system to disallow communications or applica-
tions based on the location of the vehicle in a geographic
location.

Policy Breaking Protection:

[0161] Policy enforcement is also performed by collecting
and analyzing logging information for predefined triggers
and/or anomalies detected against regular usage information.
For example, the administrator may be notified in real time
(using the communication capabilities of the mobile device
itself) when detection of a break/breach in policy is detected/
discovered. Alternatively, vehicle data and mobile device
usage may be examined periodically by the administrator by
accessing logged data stored on the mobile device and/or on
the ODB interface device.

Disabling Protection:

[0162] To ensure policy protection and enforcement and to
protect against disabling the mobile device application and/or
the wireless OBD interface, internal controls have been engi-
neered to detect and log the history and alert when a disabling
incident takes place.

[0163] For example, the wireless OBD interface has
memory added and constant power provided by the vehicle
and/or an onboard/built-in battery power supply. When a user
approaches an enabled vehicle, a connection is made and
logged both on the mobile device and in memory on the
wireless ODB interface. During normal operation, the system
application on the mobile device is configured to communi-
cate periodically with a remote Internet management console
to provide user history and usage statistics. The secure remote
Internet management console regularly analyzes this infor-
mation for anomalies. If a user disables the wireless OBD
interface, the log will reflect this action, and discovered by the
ongoing analysis and make notification to the administrator.
Also, as discussed above, the system application can also be
configured to send a text message or otherwise send an “alert”
to the administrator using the communication capabilities of
the mobile device if an anomaly, error, or potential policy
violation is detected by disabling the system application or
OBD interface, or by attempting to circumvent the policy
(e.g., by reprogramming or renaming an application or con-
tact on the mobile device to try to make an unauthorized
contact or application appear to be one of the approved ones).
[0164] In one embodiment, disabling protection is built in
to detect when the user removes the wireless OBD interface
from the connection to the vehicle on-board diagnostics con-
nection. The preferred wireless OBD interface has memory
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added and backup battery power to log any disconnection
event. The backup battery power enables the wireless OBD
interface to establish or maintain communication with the
mobile device even when power from the vehicle is unavail-
able or lost. Functionality has been built into the wireless
OBD interface to detect the disconnection and then send a
request to the mobile device to send an alert to the adminis-
trator. If the mobile device is unable to make an immediate
notification, the alert is stored until a connection and delivery
is possible and such alert is logged on the OBD interface until
accessed by the administrator.

[0165] In another embodiment, disabling protection has
been built in when the user attempts and successfully disables
the mobile device application permissions (e.g., disabling
Bluetooth, stop connecting, etc.). The system application
monitors and checks for this activity. An alert can be sent to
the administrator to notify when a permission/parameter has
been changed or violated. Alternatively, the incremental
counter information can be sent back to the administrator or
centralized server, which would enable the administrator or
server to identify a disconnection or power outage.

[0166] In another embodiment, to help with detecting the
removal of an OBD device, in lieu of or in combination with
an on-board power supply and memory on the OBD device
which can store and report disconnection of the OBD device,
firmware installed on the OBD device may be configured to
include a variable, on a timer that increments that variable by
1 every minute or other predetermined period of time after the
OBD device has been installed and plugged into the vehicle’s
OBD port. So, when the OBD device is first plugged in, the
timer variable is set to zero (0), then after 10 minutes, for
example, the variable has incremented to 10, and after 1 hour,
the variable has incremented to 60, etc. After 1 month, the
variable is around 40,300. Each time the mobile device con-
nects with the OBD device, the timer variable is obtained by
the mobile device and sent to the main system server. The
server will store that timer variable and if that variable every
starts over or is a lower value than a prior saved value, the
system will know that the OBD device has been disconnected.
Preferably, the variable is maintained in volatile memory on
the OBD device and will maintain and increment its value as
long as the OBD device remains connected to the OBD port of
the vehicle and as long as the battery of the vehicle does not
lose power. If the OBD device is disconnected or if the vehicle
battery loses all power, the timer variable will reset back to
zero. At some point the timer variable may get too big and will
naturally roll back over to zero. However, the server knows
what the maximum value is for the timer variable and can
determine when the variable resets back to zero on a normal
rollover event.

Permission Enabled Use on Device with Application Run-
ning:

[0167] Policy can be enabled by the administrator to enable
permission-based use/communication with a PIN provided
by the administrator. In this embodiment, a vehicle operator
can allow a passenger of the vehicle full use of a mobile
device that has the application installed and enabled to be
used upon entry of the authorized PIN. The PIN logs but
allows a temporary override of administrator-defined policy
enforcement and permits immediate device communication
and use of applications. To prevent abuse of this feature, the
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administrator can apply a policy to restrict the number of
permission-enabled uses within a defined time frame.

Other Functionality:

[0168] The system is configurable to support multiple users
and multiple wireless OBD interfaces. This supports a busi-
ness application for managing a fleet of vehicles assigned to
one or many individuals. The Bluetooth master slave desig-
nation described above allows and enables this multiple
mobile devices with one or more OBD devices—where there
are multiple drivers and mobile devices associated with one or
more vehicles and corresponding OBD devices.

Battery Savings Protocols

[0169] Battery saving modes may be used to reduce battery
consumption required by firmware installed on the relevant
mobile device. The below programming illustrates the values
that may be used to control battery consumption in a basic
manner.

[0170] Connection Attempt Delay is the amount of time in
milliseconds between searching for nearby Bluetooth devices
(i.e., OBD devices).

[0171] ConnectionAttemptDelaySmall is number of milli-
seconds between trying to connect to OBD devices found on
the search.

[0172] SpeedAttemptDelay is the number of milliseconds
between speed readings.

[0173] SpeedAttemptDelayOff is the number of millisec-
onds between trying to read speed when connected to a
vehicle that is OFF.

[0174] obscureDelay is the number of milliseconds
between writing the system screen on top of other applica-
tions when the mobile device is in “blocking” mode.

[0175] Low is the preferred, default setting, which uses the
battery the fastest.

[0176] Max is the most conservative mode to preserve bat-
tery life.

Low Battery Mode: (Default):

[0177] connectionAttemptDelay=20000;
[0178] connectionAttemptDelaySmall=3000;
[0179] speedAttemptDelay=1000;

[0180] speedAttemptDelayOft=15000;
[0181] obscureDelay=500;

Medium Battery Mode:

[0182] connectionAttemptDelay=25000;
[0183] connectionAttemptDelaySmall=5000;
[0184] speedAttemptDelay=2000;

[0185] speedAttemptDelay2=2000;

[0186] speedAttetnptDelayOft=20000;
[0187] obscureDelay=1000;

High Battery Mode:

[0188] connectionAttemptDelay=35000;
[0189] connectionAttemptDelaySmall=7000;
[0190] speedAttemptDelay=3000;

[0191] speedAttemptDelay2=2000;
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[0192] speedAttemptDelayOft=30000;
[0193] obscureDelay=1500;

Max Battery Mode:

[0194] connectionAttemptDelay=40000;

[0195] connectionAttemptDelaySmall=9000;

[0196] speedAttemptDelay=5000;

[0197] speedAttemptDelay2=2000;

[0198] speedAttemptDelayOft=40000;

[0199] obscureDelay=2000;

[0200] Inview of the foregoing detailed description of pre-
ferred embodiments of the present invention, it readily will be
understood by those persons skilled in the art that the present
invention is susceptible to broad utility and application.
While various aspects have been described in the context of
screen shots, additional aspects, features, and methodologies
of'the present invention will be readily discernable therefrom.
Many embodiments and adaptations of the present invention
other than those herein described, as well as many variations,
modifications, and equivalent arrangements and methodolo-
gies, will be apparent from or reasonably suggested by the
present invention and the foregoing description thereof, with-
out departing from the substance or scope of the present
invention. Furthermore, any sequence(s) and/or temporal
order of steps of various processes described and claimed
herein are those considered to be the best mode contemplated
for carrying out the present invention. It should also be under-
stood that, although steps of various processes may be shown
and described as being in a preferred sequence or temporal
order, the steps of any such processes are not limited to being
carried out in any particular sequence or order, absent a spe-
cific indication of such to achieve a particular intended result.
In most cases, the steps of such processes may be carried out
in various different sequences and orders, while still falling
within the scope of the present inventions. In addition, some
steps may be carried out simultaneously. Accordingly, while
the present invention has been described herein in detail in
relation to preferred embodiments, it is to be understood that
this disclosure is only illustrative and exemplary of the
present invention and is made merely for purposes of provid-
ing a full and enabling disclosure of the invention. The fore-
going disclosure is not intended nor is to be construed to limit
the present invention or otherwise to exclude any such other
embodiments, adaptations, variations, modifications and
equivalent arrangements, the present invention being limited
only by the claims appended hereto and the equivalents
thereof It should also be understood that the present invention
also encompasses computer-readable medium having com-
puter-executable instructions for performing methods of the
present inventions, and computer networks and other systems
that implement the methods of the present inventions.

We claim:

1. A system for controlling use of functions on a mobile

device when the mobile device is in a vehicle, comprising
avehicular on-board computer installed within the vehicle
and configured to obtain speed data from the vehicle;

a transmitter in electronic communication with the on-
board computer and configured to transmit an indication
of'the speed data on a periodic basis;

areceiver installed on the mobile device adapted to receive
the indication of speed data transmissions from the
transmitter;

a software application installed on the mobile device,
wherein the software application runs in memory resi-
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dent on the mobile device whenever the mobile device is
powered on and wherein the software application
receives the indication of speed data from the receiver,
the software application including a policy associated
therewith that defines when and which functions of the
mobile device are disabled by the software applicationin
response to the indication of speed data transmission;

whereby, in response to receipt of the indication of speed
transmission data, if the vehicle speed exceeds a mini-
mum threshold speed level, the software application
disables the functions of the mobile device in accor-
dance with the policy associated therewith.

2. The system of claim 1 wherein the functions of the
mobile device remain disabled for a predetermined period of
time after the indication of speed transmission data indicates
that the vehicle speed exceeds the minimum threshold speed
level.

3. The system of claim 2 wherein the predetermined period
of time in which the functions of the mobile device remain
disabled is set according to the policy.

4. The system of claim 1 wherein the functions of the
mobile device are enabled after the indication of speed trans-
mission data indicates that the vehicle speed has been below
the minimum threshold speed level for a predetermined
period of time.

5. The system of claim 4 wherein the predetermined period
of time in which the indication of speed transmission data
indicates that the vehicle speed has been below the minimum
threshold speed is set according to the policy.

6. The system of claim 1 wherein functions on the mobile
device include one or more of: making an outgoing call,
receiving an incoming call, sending or receiving a text mes-
sage, text chatting, sending or receiving an email, Internet
browsing, and launching of a specified application installed
on the mobile device.

7. The system of claim 1 wherein the transmitter is built
into and integrated with the on-board computer.

8.The system of claim 1 wherein the transmitter is included
in an on-board diagnostic (OBD) device that plugs into the
OBD port of the vehicle, wherein the OBD port is in elec-
tronic communication with the on-board computer.

9. The system of claim 1 wherein the transmitter and
receiver communicate through a Bluetooth wireless commu-
nication protocol.

10. The system of claim 9 wherein the transmitter and
receiver are paired using the Bluetooth protocol.

11. The system of claim 9 wherein the transmitter broad-
casts the indication of speed data without pairing with the
receiver.

12. The system of claim 11 wherein one or more mobile
devices are able to receive and act upon the transmitter broad-
cast simultaneously because there is no specific Bluetooth
pairing.

13. The system of claim 11 wherein the transmitter broad-
casts the indication of speed data by embedding the indication
of speed data in its device name.

14. The system of claim 11 wherein the transmitter broad-
casts additional data by embedding the additional data in its
device name.

15. The system of claim 1 wherein the policy addresses one
or more of the following: prevents outgoing calls from the
mobile device, prevents the mobile device from accessing the
phone functions on the mobile device, disables the display
screen of the mobile device, causes the software application
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to display a system screen on the display screen of the mobile
device when the vehicle speed exceeds the minimum thresh-
old speed level, or immediately interrupts and disables the
functions of the mobile device when the vehicle speed
exceeds the minimum threshold speed level, is associated
with the vehicle, is associated with the mobile device, is only
effective during predefined days of the week and hours of the
day, has a plurality of rules that vary as a function of pre-
defined days of the week and hours of the day, includes a
plurality of rules that vary based upon the GPS-determined
location of the mobile device, defines a PIN or password that
can be entered into the mobile device to enable all functions
of the mobile device even if the vehicle is in motion, defines
a PIN or password that can be entered into the mobile device
to enable predefined functions of the mobile device even if the
vehicle is in motion, prevents incoming calls from being
received by the mobile device, allows incoming calls to be
received by the mobile device, but prevents any indication of
the incoming call from being detected by or notified to a user
of'the mobile device until a later period of time, routes incom-
ing calls directly to voice mail, prevents incoming and out-
going text messages, disables the mobile device completely,
identifies specific numbers or contacts from which the mobile
device can receive communications on an incoming basis
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even when the vehicle is in motion, identifies specific num-
bers or contacts to which the mobile device is permitted to
communicate on an outgoing basis even when the vehicleis in
motion, and identifies specific applications that are usable or
launchable by the mobile device even when the vehicle is in
motion.

16. The system of claim 1 wherein the software application
has a default policy that is associated with the software appli-
cation when the software application is installed on the
mobile device.

17. The system of claim 1 wherein the policy is customiz-
able by an account administrator and is distributed to a select-
able plurality of mobile devices.

18. The system of claim 1 wherein the indication of speed
data is included as a variable in the device name transmitted
by the transmitter.

19. The system of claim 1 wherein the policy is updated on
the mobile device by means of a text message sent to the
mobile device.

20. The system of claim 1 wherein the policy is updated on
the mobile device when the mobile device is connected to the
Internet.



