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(57) ABSTRACT 

The disclosed subject matter relates to an architecture that can 
leverage femtocell network infrastructure in order to facilitate 
premises management or monitoring. In particular, the archi 
tecture can leverage the local presence of a home nodeB 
(HNB) located at a premises associated With a subscriber in 
order to aggregate, process and/ or distribute various state 
information that can be collected at the premises. 
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LEVERAGING A FEMTOCELL NETWORK 
FOR PREMISES MANAGEMENT OR 

MONITORING 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is related to co-pending US. patent 
application Ser. No. 12/560,670, ?led on Sep. 16, 2009, 
entitled, “TARGETING COMMUNICATIONS IN A FEM 
TOCELL NETWORK”. The entirety of this application is 
incorporated herein by reference. 

TECHNICAL FIELD 

[0002] The present application relates generally to femto 
cell communications netWorks, and more speci?cally to uti 
liZing femtocell netWork infrastructure to facilitate premises 
management and/ or monitoring. 

BACKGROUND 

[0003] Indoor coverage is a primary differentiator among 
Wireless service providers, yet an indoor-environment is not 
conducive to e?icient utiliZation of radio resources because 
of various factors such as path loss or attenuation, Which can 
lead to channel quality degradation and ensuing excessive 
signaling that in turn can substantially increase battery drain 
for mobile devices operating Within the indoor environment. 
In addition, as Wireless service become ubiquitous and thus 
commoditiZed, market share of legacy telecommunication 
systems and service associated thereWith are increasingly 
affected by customer attrition. Thus, femtocells have 
emerged to exploit legacy systems and extant broadband, 
non-mobile netWorks to provide indoor coverage. 
[0004] Femtocell coverage is generally intended to overlap 
With extant macro cell coverage to ensure service continuity 
as a subscriber enters in and exits out of the subscriber’s home 
coverage area, private indoor environment, or other premises 
Where the femtocell resides. Thus, femtocell netWorks can 
further leverage the Wider coverage provided by conventional 
macro netWorks. Conventional macro netWork platforms that 
provide service to mobile devices (e.g., user equipment (UE)) 
must contend With the mobility of the UE When providing 
communication services. Traditionally, messages intended 
for a particular UE must be broadcast to a Wide area, Whereby 
surrounding nodes of the macro netWork all broadcast dupli 
cate information to ensure the intended recipient, Wherever 
the UE is located at a given time, receives the communication. 
In terms of resource utiliZation, such ?ood broadcasting is 
very inef?cient, yet often a consequence When the recipient 
UE potentially expects to maintain a high degree of mobility 
over a Wide area. 

[0005] In contrast to macro netWorks, femtocell netWork 
platforms rely upon various nodes or femtocells (e.g., home 
nodeBs (HNBs)). HNBs are building-based Wireless access 
points interfaced With a Wired broadband network. As previ 
ously noted, HNBs are generally deployed to improve indoor 
Wireless coverage and to o?lload a mobility radio access net 
Work (RAN) operated by a Wireless netWork and service 
provider. Thus, coverage of a HNB device is generally 
intended to be approximately con?ned Within the bounds of 
an indoor compound such as a residential or commercial 
building. 
[0006] Unfortunately, communication systems todayi 
those that offer to subscribers both macro netWork services 
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for coverage over a Wide area and femtocell netWork for 
indoor home or o?ice useigenerally treat the femtocell net 
Work as a sub -netWork of the macro netWork and thus handle 
communications in a substantially identical manner. Such 
treatment is unfortunate because a HNB, unlike mobile 
phones or other UE, typically does not change location, but 
rather remains at a particular, knoWn location. Moreover, the 
HNB maintains a presence Within the home or other premises 
that can be leveraged in a variety of Ways that have yet to be 
taken advantage of. 

SUMMARY 

[0007] The folloWing presents a simpli?ed summary of the 
disclosed subject matter in order to provide a basic under 
standing of some aspects of the disclosed subject matter. This 
summary is not an extensive overvieW of the disclosed subject 
matter. It is intended to neither identify key or critical ele 
ments of the disclosed subject matter nor delineate the scope 
of the disclosed subject matter. Its sole purpose is to present 
some concepts of the disclosed subject matter in a simpli?ed 
form as a prelude to the more detailed description that is 
presented later. 
[0008] The subject matter disclosed herein, in one aspect 
thereof, comprises an architecture that can leverage femtocell 
netWork infrastructure to facilitate premises management or 
monitoring. In accordance thereWith and to other related 
ends, the architecture can include a communication compo 
nent that can interface to a home nodeB (HNB) device that 
operates at a premises associated With a user of a management 
or monitoring service. Appreciably, the management or 
monitoring service can leverage the presence of the HNB 
device in the home or other premises associated With the user 
in order to, e.g., obtain, aggregate, process, and/or distribute 
state information that can be conveniently collected at the 
premises. 
[0009] In addition, the architecture can include a sensor 
management component that can receive state information 
from at least one sensor, Wherein the state information can 
relate to a state of the premises or can relate to a state of 
equipment, components, or devices thereon, as detected by 
the at least one sensor in accordance With the management or 
monitoring service. 
[0010] In one exemplary aspect, the at least one sensor can 
be operatively or communicatively coupled to a utility meter 
maintained by a third party utility provider. Accordingly, the 
architecture can facilitate dynamic or automatic acquisition 
of meter readings and propagation of those reading to the 
third party utility provider. As another exemplary aspect, the 
at least one sensor can be operatively or communicatively 
coupled to, e.g., one of an alarm system, a (non-metered) 
resource consuming device or appliance, or an ambient con 
dition monitor or device. Accordingly, the architecture can 
facilitate noti?cation of authorities or rescue personnel in the 
event of an emergency When replacing conventional home 
alarm services or add more robust features to the home alarm 
service When Working in conjunction With a third party alarm 
service. Additionally or alternatively, the architecture can 
notify authorized parties (e.g., the user or an oWner of the 
premises) When certain conditions are met (e. g., an appliance 
is active, the temperature is at a certain level . . . ). Thus, the 
authoriZed party can be informed about substantially any 
desired attribute or state of the premises, and can adjust set 
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tings relating to future noti?cations or designate suitable 
actions to take in response, even When aWay from the pre 
mises. 
[0011] The following description and the annexed draW 
ings set forth in detail certain illustrative aspects of the dis 
closed subject matter. These aspects are indicative, hoWever, 
of but a feW of the various Ways in Which the principles of the 
disclosed subject matter may be employed and the disclosed 
subject matter is intended to include all such aspects and their 
equivalents. Other advantages and distinguishing features of 
the disclosed subject matter Will become apparent from the 
folloWing detailed description of the disclosed subject matter 
When considered in conjunction With the draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] FIG. 1 is a block diagram of a system that can 
leverage femtocell netWork infrastructure and/or a femtocell 
netWork platform in order to facilitate premises management 
or monitoring. 
[0013] FIG. 2 provides a block diagram of a system Which 
illustrates additional aspects or features of a sensor manage 
ment component and associated sensors. 
[0014] FIG. 3 illustrates a block diagram of a system that 
can facilitate propagation of requests and/ or state information 
betWeen various netWorked components in connection With 
premises management or monitoring. 
[0015] FIG. 4 is a block diagram of a system that can 
employ a femtocell netWork in order to facilitate a premises 
management or monitoring service. 
[0016] FIG. 5 provides a block diagram of a system that 
provides additional features, aspects or detail in connection 
utiliZation of a femtocell netWork to facilitate a premises 
management or monitoring service or components thereof. 
[0017] FIG. 6 illustrates a block diagram of a system that 
can perform or aid With various determinations or inferences. 
[0018] FIG. 7 is an exemplary ?oW chart of procedures that 
de?ne a method for leveraging femtocell netWork infrastruc 
ture for facilitating premises management or monitoring. 
[0019] FIG. 8 is an exemplary ?oW chart of procedures that 
de?ne a method for acquiring and/ or utiliZing state informa 
tion in connection With facilitating premises management or 
monitoring. 
[0020] FIG. 9 depicts an exemplary ?oW chart of proce 
dures de?ning a method for providing various addition fea 
tures or aspects in connection With leveraging femtocell net 
Work infrastructure for facilitating premises management or 
monitoring. 
[0021] FIG. 10 illustrates an example Wireless communi 
cation environment With associated components that can 
enable operation of an enterprise netWork in accordance With 
aspects described herein. 
[0022] FIG. 11 illustrates a schematic deployment of a 
macro cell for Wireless coverage in accordance With aspects 
of the subject speci?cation. 
[0023] FIG. 12 illustrates a block diagram of a computer 
operable to execute a portion of the disclosed architecture. 

DETAILED DESCRIPTION 

[0024] The disclosed subject matter is noW described With 
reference to the draWings, Wherein like reference numerals 
are used to refer to like elements throughout. In the folloWing 
description, for purposes of explanation, numerous speci?c 
details are set forth in order to provide a thorough understand 
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ing of the disclosed subject matter. It may be evident, hoW 
ever, that the disclosed subject matter may be practiced With 
out these speci?c details. In other instances, Well-knoWn 
structures and devices are shoWn in block diagram form in 
order to facilitate describing the disclosed subject matter. 
[0025] As used in this application, the terms “system,” 
“component,” “interface,” and the like are intended to refer to 
a computer-related entity or an entity related to an operational 
machine With one or more speci?c functionalities. The enti 
ties disclosed herein can be either hardWare, a combination of 
hardWare and softWare, softWare, or softWare in execution. 
For example, a component may be, but is not limited to being, 
a process running on a processor, a processor, an object, an 
executable, a thread of execution, a program, and/or a com 
puter. By Way of illustration, both an application running on 
a server and the server can be a component. One or more 

components may reside Within a process and/or thread of 
execution and a component may be localiZed on one com 
puter and/or distributed betWeen tWo or more computers. 
These components also can execute from various computer 
readable media having various data structures stored thereon. 
The components may communicate via local and/or remote 
processes such as in accordance With a signal having one or 
more data packets (e.g., data from one component interacting 
With another component in a local system, distributed system, 
and/or across a netWork such as the Internet With other sys 
tems via the signal). As another example, a component can be 
an apparatus With speci?c functionality provided by 
mechanical parts operated by electric or electronic circuitry 
that is operated by softWare or ?r'mWare application(s) 
executed by a processor, Wherein the processor can be inter 
nal or external to the apparatus and executes at least a part of 
the softWare or ?r'mWare application. As yet another example, 
a component can be an apparatus that provides speci?c func 
tionality through electronic components Without mechanical 
parts, the electronic components can include a processor 
therein to execute softWare or ?r'mWare that confers at least in 
part the functionality of the electronic components. An inter 
face can include input/output (I/O) components as Well as 
associated processor, application, and/or API components. 
[0026] Furthermore, the disclosed subject matter may be 
implemented as a method, apparatus, or article of manufac 
ture using standard programming and/or engineering tech 
niques to produce softWare, ?rmWare, hardWare, or any com 
bination thereof to control a computer to implement the 
disclosed subj ect matter. The term “article of manufacture” as 
used herein is intended to encompass a computer program 
accessible from any computer-readable device, carrier, or 
media. For example, computer readable media can include 
but are not limited to magnetic storage devices (e.g., hard 
disk, ?oppy disk, magnetic strips . . . ), optical disks (e.g., 
compact disk (CD), digital versatile disk (DVD) . . . ), smart 
cards, and ?ash memory devices (e.g., card, stick, key drive . 
. . ). Additionally it should be appreciated that a carrier Wave 
can be employed to carry computer-readable electronic data 
such as those used in transmitting and receiving electronic 
mail or in accessing a netWork such as the Internet or a local 
area netWork (LAN). Of course, those skilled in the art Will 
recogniZe many modi?cations may be made to this con?gu 
ration Without departing from the scope or spirit of the dis 
closed subject matter. 
[0027] As used herein, the terms “infer” or “inference” 
generally refer to the process of reasoning about or inferring 
states of the system, environment, and/or user from a set of 
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observations as captured via events and/ or data. Inference can 
be employed to identify a speci?c context or action, or can 
generate a probability distribution over states, for example. 
The inference can be probabilisticithat is, the computation 
of a probability distribution over states of interest based on a 
consideration of data and events. Inference can also refer to 
techniques employed for composing higher-level events from 
a set of events and/or data. Such inference results in the 
construction of neW events or actions from a set of observed 
events and/ or stored event data, Whether or not the events are 
correlated in close temporal proximity, and Whether the 
events and data come from one or several event and data 
sources. 

[0028] Further, terms like “user equipment, mobile sta 
tion,” “mobile,” subscriber station,” “access terminal,” “ter 
minal,” “handset,” and similar terminology, generally refer to 
a Wireless device utiliZed by a subscriber or user of a Wireless 

communication service to receive or convey data, control, 
voice, video, sound, gaming, or substantially any data-stream 
or signaling-stream. The foregoing terms are utiliZed inter 
changeably in the subject speci?cation and related draWings. 
Likewise, the terms “access point,” “base station,” “cell site,” 
and the like, are utiliZed interchangeably in the subject appli 
cation, and refer to a Wireless netWork component or appli 
ance that serves and receives data, control, voice, video, 
sound, gaming, or substantially any data-stream or signaling 
stream from a set of subscriber stations. Data and signaling 
streams can be packetiZed or frame-based ?ows. It is noted 
that in the subject speci?cation and draWings, context or 
explicit distinction provides differentiation With respect to 
access points or base stations that serve and receive data from 
a mobile device in an outdoor environment, and access points 
or base stations that operate in a con?ned, primarily indoor 
environment overlaid in an outdoor coverage area. Data and 
signaling streams can be packetiZed or frame-based ?oWs. 

[0029] Furthermore, the terms “user, subscriber, cus 
tomer,” “consumer,” and the like are employed interchange 
ably throughout the subject speci?cation, unless context War 
rants particular distinction(s) among the terms. It should be 
appreciated that such terms can refer to human entities, asso 
ciated devices, or automated components supported through 
arti?cial intelligence (e. g., a capacity to make inference based 
on complex mathematical formalisms) Which can provide 
simulated vision, sound recognition and so forth. In addition, 
the terms “Wireless netWor ” and “netWor ” are used inter 

changeable in the subject application, When context Wherein 
the term is utiliZed Warrants distinction for clarity purposes 
such distinction is made explicit. 
[0030] Moreover, the Word “exemplary” is used herein to 
mean serving as an example, instance, or illustration. Any 
aspect or design described herein as “exemplary” is not nec 
essarily to be construed as preferred or advantageous over 
other aspects or designs. Rather, use of the Word exemplary is 
intended to present concepts in a concrete fashion. As used in 
this application, the term “or” is intended to mean an inclusive 
“or” rather than an exclusive “or”. That is, unless speci?ed 
otherWise, or clear from context, “X employs A or B” is 
intended to mean any of the natural inclusive permutations. 
That is, if X employs A; X employs B; or X employs bothA 
and B, then “X employs A or B” is satis?ed under any of the 
foregoing instances. In addition, the articles “a” and “an” as 
used in this application and the appended claims should gen 
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erally be construed to mean “one or more” unless speci?ed 
otherWise or clear from context to be directed to a singular 
form. 
[0031] Referring noW to the draWing, With reference ini 
tially to FIG. 1, system 100 that can leverage femtocell net 
Work infrastructure and/or a femtocell netWork platform in 
order to facilitate premises management or monitoring is 
depicted. Generally, system 100 can include communication 
component 102 that can interface to a home nodeB (HNB) 
device 104 that operates at premises 106. Premises 106 can 
relate to real property and is intended to include one or both 
the internal con?nes of a building or structure as Well as the 
external immediate surroundings, typically a home or of?ce 
or other property Where an HNB device is located. For 
example, premises 106 can be a home or of?ce of user 108, 
Wherein user 108 can be a customer or subscriber of manage 
ment or monitoring service 110. It should be understood that 
reference numeral 110 is intended herein to represent either 
or both the management or monitoring service or the compo 
nents thereof. 

[0032] Moreover, user 108, although depicted as an indi 
vidual, can serve as a proxy for or representation of a suitable 
device such as a cellular phone, handset, or other mobile 
device as Well as other computing devices such as personal 
computers or laptops. Accordingly, data transactions detailed 
herein such as sending data to or receiving data from user 108 
can serve to illustrate a presentation to or input by user 108 by 
Way of an associated device, or simply a transaction With the 
device of user 108. It should be further appreciated that user 
108 can also be a customer or subscriber of (in addition to 
management or monitoring service 110) a femtocell netWork 
provider. The femtocell netWork provider that can, e. g., install 
and maintain HNB device 104 at premises 106 of user 108 as 
Well as manage or maintain various other femtocell netWork 
equipment or platforms such as femtocell netWork platform 
118, examples of Which are described infra in connection 
With FIGS. 10 and 11. 

[0033] In addition, system 100 can also include sensor 
management component 112 that can receive state informa 
tion 114 from at least one sensor 116. While it should be 
understood that sensor management component 112 can 
interface to a large number of sensors 116 as Well as a Wide 
range of types of sensors 116, for simplicity, some portions of 
the remainder of this disclosure might refer only to a single 
sensor 116. Even in such cases, it should be appreciated that 
multiple sensors 116 can be substituted. Furthermore, state 
information 114 obtained by sensor 116 can relate to, e.g., a 
state of premises 106, or to a state of equipment, devices, or 
components related thereto, as detected by sensor 116 and/or 
in accordance With management or monitoring service 110. 
[0034] As described herein by reference, a single HNB 
device (e.g., HNB device 104), or logical collections or 
groups can be targeted by direct and exclusive communica 
tions propagated by a femtocell netWork, rather than utiliZing 
?ood broadcasting as is typically employed to transmit mes 
sages to users via a macro netWork (not shoWn). For example, 
When delivering communications to a mobile, ?ood broad 
casting is traditionally employed since the location of the 
mobile device is not generally knoWn, even When the mobile 
device is a femtocell netWork subscriber. HoWever, targeting 
individual HNB devices (or even individual mobile devices) 
or logical groupings of HNB or mobile devices can be accom 
plished, e.g., by Way of a logically assigned service area 
identi?er (SAI) or the like, Which can coincide With a particu 
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lar Zip code or a service area for, say a utility company or 
another third party 120. Accordingly, a particular SAI can be 
assigned to all customers of, say, an electric poWer company 
Within a particular Zip code or area. Thus, the electric com 
pany can noW target billing noti?cations or the like only to 
those customers by employing the particular SAI. 
[0035] Regardless of Whether or not that above-mentioned 
or otherWise referenced features (e.g., the ability to target 
speci?c homes) are employed in connection With the pres 
ently disclosed subject matter, it should be appreciated that 
the presence Within a premises (e.g., premises 106) of a 
dedicated communications signal afforded by HNB can be 
leveraged to provide a number of bene?ts either to user 108, 
femtocell netWork provider 118, as Well as to thirdparties 120 
With Which user 108 has an arrangement, for instance, an 
arrangement or contract to pay for electricity supplied by 
third party 120. One such bene?t can be provisioning of a 
full-featured premises management or monitoring service 
110, Which can leverage the presence of the femtocell net 
Work at premises 106 as Well as leverage or replace existing 
infrastructure or services of third parties 120. Thus, current 
services, features, or options provided by thirdparties 120 can 
be substantially enhanced, While neW services or options can 
be provided to user 108 as Well, Which is further discussed 
With reference to the remainder of the draWings. 
[0036] It should be appreciated that, as is illustrated, either 
or both communication component 102 and sensor manage 
ment component 112 can be situated Within the geographic 
boundaries of premises 106, hoWever, such is not strictly 
necessary in all cases. Moreover, it should be appreciated that 
all or portions of either or both communication component 
102 or sensor management component 112 can be included in 
HNB device 104. Alternatively, all or portions of either or 
both communication component 102 or sensor management 
component 112 can be remote from HNB device 104, e.g., as 
a standalone unit, generally included in premises 106 and 
communicatively coupled, either Wired or Wirelessly, to HNB 
device 104. FIGS. 2 and 3 provide additional details, aspects, 
or features relating to system 100 or components thereof. 

[0037] Likewise, While depicted as distinct elements, all or 
portions of management or monitoring service components 
110 can be included Within femtocell netWork platform 118. 
HoWever, it should be appreciated that management or moni 
toring service components 110 can interface to multiple fem 
tocell netWork platforms 118, potentially even competing 
providers, While leveraging the various infrastructures to pro 
vide the bene?ts detailed herein. Thus, Whether separate from 
or included in one or more femtocell netWork platform 118, 
these bene?ts can be seamlessly provided. For ?exibility, 
meter information or monitoring data can be transferred in 
either of tWo directions: (1) via meter to HNB, then over 
broadband connection to billing/monitoring center, or (2) 
from HNB directly to meter, then over the air to the Wireless 
receiver requesting the data (e.g., utility service meter 
reader). Additional features, aspects, or details in connection 
With management or monitoring service/components 110 are 
provided in connection With FIGS. 4 and 5. 
[0038] Turning noW to FIG. 2, system 200 illustrates addi 
tional aspects or features of sensor management component 
112 and associated sensors 116. Depicted are ?ve example 
sensors, labeled 116A-116E, any or all of Which can be 
coupled to sensor management component 112 via Wire or 
Wirelessly. To provide additional context, consider the 
example introduced supra, in Which third party 120 is an 
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electricity provider. Typically, the electricity provider Will 
have previously installed utility meter 202 at premises 106. 
While for the purpose of this example, utility meter relates to 
an electricity meter, it should be appreciated that any suitable 
resource meter 202 can be employed. Some additional 
example depicted in FIG. 2 of resources that can be metered 
are natural gas, propane, Water, Waste (e. g., seWage or trash) 
or processing thereof, telephone services, cable or other data 
services, and so forth. 

[0039] Conventionally, the electricity (or other resource) 
providerperiodically dispatches technicians to manually read 
such meters 202 in order to accurately bill the oWner of the 
premises. In some cases, particularly in more modern equip 
ment, utility meters 202 are equipped With a short-range 
Wireless transmitter/ receiver (or transceiver) that can transmit 
the reading When the technician (along With suitable receiv 
ing equipment) enters a location Within range of the signal. 
Such Wireless capabilities can mitigate reading errors and 
simplify meter reading by technicians, and thus reduce costs 
for the electricity provider, but the technician still needs to be 
Within range of the meter, Which is generally about 10-20 feet 
depending on the poWer level of the transmitter, the sensitiv 
ity of the receiver as Well as other factors. Thus, even With 
meters 202 that are equipped With a Wireless transmitter, 
meter reading still represents a substantial expense to the 
resource provider, Which ultimately results in higher prices 
for user 108 on his or her bill. 

[0040] In one or more aspects of the disclosed subject mat 
ter, state information 114 discussed in connection With FIG. 1 
can relate to a reading obtained by at least one sensor (e.g., 
sensor 116A or 116B) from utility meter 202, Wherein utility 
meter 202 tracks usage of a resource in connection With 
premises 106. In cases in Which the resource provider has 
already equipped meter 202 With a Wireless transmitter (e. g., 
sensor 116A), the transmitter Will generally be included in 
and operatively coupled to meter 202, as depicted. HoWever, 
it shouldbe appreciated that such need not be the case. Rather, 
sensor 116A can, in some cases be separate from, but com 
municatively coupled to utility meter 202. Regardless, state 
information 114, Which can include the meter reading data, 
can be provided to sensor management component 112 and 
ultimately forWarded back to the appropriate third party net 
Work 120 (e.g., the electricity provider in this example) or 
utiliZed in another Way, Which is further discussed herein. 
Appreciable, errors in meter reading can be mitigated, and 
further, due to the presence of HNB device 104 at premises 
106, the third party 120 need not dispatch meter reading 
technicians at all, Which can amount to a substantial savings. 

[0041] In cases in Which utility meter 202 is not equipped 
With a Wireless transmitter, one or both the resource provider 
(e.g., third party 120) or the management or monitoring ser 
vice 110 might desire to install one. Additionally or altema 
tively, the at least one sensor that transmits state information 
114 to sensor management component 112 can be an imaging 
device, such as a camera, Which is depicted by reference 
numeral 116B. In other Words, state information 114 in the 
form of a meter reading canbe based upon an image of at least 
a portion of utility meter 202, e.g., a portion With a usage 
accumulator. Commonly, such usage accumulators exist in a 
familiar odometer-like form as depicted, hoWever, it should 
be appreciated that some meters 202 track resource usage in 
other Ways, such as With radial or dial aggregators or the like. 
Regardless, the meter reading can be delivered to sensor 
management component 112 in the form of an image cap 
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tured by sensor 116B. Such an arrangement can eliminate the 
need for a physical coupling or interface to the actual internal 
meter mechanism itself. This provides ultimate ?exibility and 
interoperability across a multitude of different meter platform 
types, While eliminating any potential disturbances to the 
existing meter. 
[0042] Sensor 116B represents a potentially loWer cost 
alternative to installing sensor 116A and/or replacing meter 
202. Moreover, in order to improve security and/ or prevent 
fraud or tampering, sensor 116B can be placed inside locked 
con?nes of meter 202. In other cases, a Watermark or certi? 
cate of authenticity (COA) or other currently knoWn or later 
developed mechanisms in the art of COAs or visual or image 
based certi?cation can be placed near the accumulator such 
that any image derived by sensor 116B can be guaranteed to 
some extend to be an image from the actual meter 202. In this 
case, state information 114 transmitted to sensor manage 
ment component 112 can comprise the image of the accumu 
lator. This image can be processed as further detailed in 
connection With FIGS. 3 (e. g., by communication component 
102) and 5 (e.g., by master management component 406). 
[0043] While the features detailed thus far have related to 
various aspects of utility management, it should be appreci 
ated that numerous other features can be provided. For 
instance, state information 114 acquired by sensors 116 need 
not be limited only to meter data. Rather, state information 
114 can relate to, inter alia, a state of alarm system 204 at 
premises 106, Which is interfaced by one or more sensor 
116C; a state or activity level of a (non-metered) resource 
consumption device 206 at premises 106, Which is interfaced 
by one or more sensor 116D; a state associated With an ambi 
ent condition-based device 208 at premises 106, Which is 
interfaced by one or more sensor 116E. 

[0044] Alarm system 204 can relate to existing equipment 
or infrastructure or substantially any suitable device related 
thereto operating at premises 106. Thus, state information 
114 can relate to a state of any existing alarm system 204 (e.g., 
Whether armed or activated), a state of doors or WindoWs (e. g., 
Whether open or closed), a state of motion detectors, noise 
detectors, or other detectors (e.g., Whether armed or When 
triggered). Appreciably, third party 120 security companies 
can employ the disclosed subject matter to reduce costs in a 
number of Ways or a femtocell netWork provider 118 can 
manage various aspects of premises 106 security, Which is 
further detailed With reference to FIGS. 3 and 5. 

[0045] Similarly, resource consumption device 206 gener 
ally relates to non-metered devices, such as furnaces, air 
conditioning units, lights, sprinklers and so forth. Accord 
ingly, state information 114 propagated by sensor(s) 116D 
can relate to the state of such devices (e.g., Whether active). 
Moreover, as detailed in connection With FIGS. 3 and 5, such 
devices 206 can be remotely monitored or managed (e.g., 
activated or deactivated), e.g., by user 108 When aWay from 
premises 106 by Way of femtocell netWork 118 and/or other 
netWork components. In another example, state information 
114 can relate to various ambient conditions at premises 106 
or portions thereof. Such ambient conditions can be obtained 
by various devices 208, such as, e.g., a temperature reading 
for one or more rooms, a carbon dioxide (CO2) level in the air, 
a Water level for a chamber and so forth. Regardless of the 
actual type or nature of state information 114, these data can 
be acquired by sensors 116A-116E, Which may or may not be 
included in devices or units associated With reference numer 
als 202-208, and transmitted back to sensor management 
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component 112, Where such data can ultimately be inter 
preted and/or acted upon as detailed herein. 

[0046] Referring noW to FIG. 3, system 300 that can facili 
tate propagation of requests and/or state information betWeen 
various networked components in connection With premises 
management or monitoring is provided. System 300 can 
include one or more sensors 116, examples of Which have 
been detailed supra, as Well as sensor management compo 
nent 112 that can receive state information 114 from sensor(s) 
116 as previously disclosed. In addition to What has been 
detailed, in one or more aspects of the disclosed subject 
matter, sensor management component 112 can automati 
cally request state information 114 by Way of automatic 
request 302. Sensor management component 112 can deliver 
automatic request 302 at a predetermined interval, e.g., to 
comply With or at the behest of, say, a third party 120 utility 
provider. Accordingly, automatic request 302 can be trans 
mitted, say, at the last day of the month for each month in 
Which user 108 retains the services of an associated third 
party 120 utility provider; or, say, every four hours While user 
108 is out-of-toWn in order to, e.g., remotely monitor the 
status of premises 106 or to manage premises 106. Addition 
ally or alternatively, sensor management component 112 can 
instruct sensor(s) 116 to automatically transmit state infor 
mation 114 at the predetermined interval, Which is depicted as 
automatic instruction 304. Thus, communications from sen 
sors 116 can be either solicited or unsolicited and therefore be 
directed to either push or pull technologies. 
[0047] In one or more aspect of the disclosed subject mat 
ter, communication component 102 can receive, either 
directly or indirectly, a real time request 306 for state infor 
mation 114. Real time request 306 can be forWarded to sensor 
management component 112. Accordingly, sensor manage 
ment component 112 can employ real time request 306 to 
instruct sensor 116 to immediately transmit state information 
114. Upon receipt of suitable state information 114, commu 
nication component 102 can facilitate propagation of state 
information 114 by Way of HNB device 104 to a management 
or monitoring service (e.g., 110) or to substantially any 
upstream component or provider associated With a femtocell 
netWork 118 or third party 120. Thus, it should be appreciated 
that requests for information obtained by sensors 116 residing 
on premises 106 can originate substantially anyWhere and 
from substantially any authorized party or agent thereof. In 
response, the requested data (e. g., state information 114) can 
be delivered to substantially any authoriZed party or agent 
thereof regardless of location by leveraging the netWork 
infrastructure and premises presence of femtocell netWorks. 
[0048] Accordingly, the disclosed subject matter can, e. g., 
enable a third party 120 utility provider to request and receive 
meter reading data Without deploying a technician to the site 
of premises 106. Furthermore, third party 120 utility provider 
might also request various other data such as account infor 
mation or the like. As another example, user 108 can, e.g., in 
response to observing a heat Wave report near premises 106, 
request state information 114 relating to a home sprinkler 
system, receive an indication that the system is currently 
inactive, and transmit an instruction to activate the sprinkler 
system, even When aWay from home. Such communications 
can be achieved by Way of a mobile device, e.g., employing 
SMS messages, potentially With embedded links to, e. g., 
activate the presently inactive sprinkler inquired about and so 
forth. 
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[0049] In addition, in one or more aspects of the disclosed 
subject matter, system 300 (or system 100) can further 
include transformation component 3 08. Transformation com 
ponent 308 can transform state information 114 prior to 
propagation or dissemination by communication component 
102. For example, transformation component 308 can receive 
raW state information 114A (e.g., data as transmitted by one 
or more sensor 116) and transform raW state information 
114A into processed state information 114B (e. g., data more 
convenient or usable by other components or devices).As one 
example, consider the case in Which sensor 116 transmits an 
image (e.g., raW state information 114A) of a utility meter 
aggregator. Such data Will typically exist in an image-based 
encoding, Which might not be suitable for third party 120 
utility provider Who might prefer data in alpha-numeric for 
mat to plug into a data ?eld. Accordingly, transform compo 
nent 308 can employ, e.g., optical character recognition 
(OCR) or the like to transform the image into another desired 
format. Appreciable, the above constitutes just one example, 
and others can be envisioned and suitable With the disclosed 
subject matter. For example, object recognition can be 
employed along With machine learning techniques, poten 
tially in connection With a type of sensor 116 from Which state 
information 114 is produced. 
[0050] With reference noW to FIG. 4, system 400 that can 
employ a femtocell netWork in order to facilitate a premises 
management or monitoring service is depicted. Generally, 
system 400 can include interface component 402 that can be 
con?gured to interface to a set 404 of HNB devices. Set 404 
can include substantially any number, N, of HNB devices 
404l-404N as Well as HNB device 104 referenced previously 
used consistently throughout this disclosure. Set 104 of HNB 
devices can represent all or a portion of a Universal Mobile 
Telecommunication System (UMTS) Terrestrial Radio 
Access Network (UTRAN) infrastructure for one or more 
femtocell netWork providers 118. 
[0051] Interface component 402 can receive state informa 
tion 114 from a speci?c HNB device (e.g., HNB device 104) 
included in set 404. Such state information 114 can be origi 
nally obtained by at least one sensor (e.g., sensor 116 from 
previous draWings) at a premises (e. g., premises 106) that 
relates to a location of the speci?c HNB device 104, and can 
relate to a state of the premises as discussed supra. 

[0052] Moreover, system 400 can also include master man 
agement component 406 that can store state information 114 
as Well as various other suitable data to data store 408, e. g., to 
account record 410 that is associated With HNB device 104 or 
to a user thereof, such as user 108. As used herein, data store 
408 is intended to be a repository of all or portions of data, 
data sets, or information described herein or otherWise suit 
able for use With the described subject matter. Data store 408 
can be centraliZed, either remotely or locally cached, or dis 
tributed, potentially across multiple devices and/or schemas. 
Furthermore, data store 408 can be embodied as substantially 
any type of memory, including but not limited to volatile or 
non-volatile, sequential access, structured access, or random 
access and so on. It should be understood that all or portions 
of data store 408 can be included in systems 400 or 100, or can 
reside in part or entirely remotely from system 400 (or system 
100). 
[0053] Regardless, account record 410 and/or data store 
408 can store state information 114 as Well as billing infor 
mation, associations betWeen user 108 and third parties 120, 
histories, pro?les, settings, preferences, and so forth. Thus, 
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master management component 406 can employ state infor 
mation 114 (or other data included in account record 410 or 
data store 408) to provide a premises management or moni 
toring service as further described herein. It should be appre 
ciated that system 400 can constitute all or a portion of a 
management or monitoring service (e.g., 110), and, as previ 
ously detailed, can reside upstream from set 404 of HNB 
devices, e.g., in a femtocell netWork platform 118 component 
or a component of a macro netWork or core netWork for a 

Wireless communication system. Thus, system 400 or related 
components can be readily interfaced to various third party 
netWorks 120, Which is further detailed in connection With 
FIG. 5. 

[0054] Turning noW to FIG. 5, system 500 that provides 
additional features, aspects or detail in connection utiliZation 
of a femtocell netWork to facilitate a premises management or 
monitoring service or components thereof is illustrated. Sys 
tem 500 can thus represent management or monitoring ser 
vice components 110 as discussed in connection With FIG. 1. 
In more detail, system 500 can include interface component 
402 that can receive state information 114 and master man 
agement component 406 that can employ state information 
114 to provide premises management or monitoring services 
as substantially described supra With respect to FIG. 4. 

[0055] In addition, system 500 (or management or moni 
toring service components 110) can further include service 
component 502 that can interface to at least one third party 
120 netWork. The at least one third party 120 netWork can 
relate to at least one of a utility provider (e.g., gas or electric 
ity), a security provider (e.g., a home alarm service), an emer 
gency service provider (e.g., ?re or police), or other third 
parties 120 as previously noted. 
[0056] In one or more aspects of the disclosed subject mat 
ter, service component 502 can provide a secure login for the 
third parties 120 such that associated netWorks can access 
data stored in data store 408 (e.g., account information relat 
ing to user 108 or previously obtained state information 114) 
or to request a real time reading from one or more sensor 116. 
Likewise, master management component 406 can provide 
various interfaces that can enable user 108 to enact a variety 
of transactions, e.g., via the speci?c HNB device 104 (e.g., 
SMS) or via a Web-based login or interface. For example, user 
108 can access account record 410 or other data included in 
data store 408, set one or more prede?ned thresholds 512, 
examine a current state of premises 106, update a current state 
of premises 106, or the like. Thus, user 108 can facilitate 
transmission of requests, such as real time request 306 (e. g., 
What is the temperature of a particular room at premises 106, 
have any doors or WindoWs been opened in the past 48 hours, 
. . . ), provide instructions such as real time instruction 510 

(e.g., loWer the thermostat for the furnace by 10 degrees, 
activate the sprinklers, . . . ), or receive state information 114 

or other information 504 (e.g., noti?cations detailed infra). 
Given the inherent capabilities of femtocell netWork, any or 
all of the above-mentioned features, as Well as other suitable 
features, can be accomplished by Way of direct communica 
tion With HNB device 104, over the Internet 506 or another 
netWork, or via macro netWork 508. 

[0057] Moreover, master management component 406 can, 
in one or more aspects, produce comparison 514 betWeen 
state information 114 and the prede?ned thresholds 512. For 
example, thresholds 512 can relate to values or readings of 
sensors 116 at premises 106. Thus, user 108 can set a thresh 
old for, say, the temperature of a particular room. When a 



US 2011/0085525 A1 

thermostat sensor 116 registers a reading that surpasses 
threshold 512, Which can be determined by comparison 514. 
Furthermore, such a determination, rather than being con 
?ned only to premises 106, can leverage the femtocell net 
Work 118 platform for additional actions, responses, or fea 
tures, as detailed herein. 
[0058] For example, based upon comparison 514, master 
management component 406 can facilitate transmission of a 
noti?cation, Which is represented by other information 504, 
as in addition to the noti?cation, various other data can be 
included or transmitted in a like manner. The noti?cation can 
be transmitted to at least one third party 120 or to user 108 or 
another party associated With the speci?c HNB device 104 
associated With premises 106 that spaWned the relevant state 
information 114. It should be further appreciated that master 
management component 406 can also handle or facilitate 
processing raW state information 114A into processed state 
information 114B, as substantially detailed in connection 
With transformation component 308 of FIG. 3. Thus, such 
processing or transformation of data included in state infor 
mation 114 can occur either on-site at premises 106 or off-site 
at an upstream, centraliZed location. 

[0059] Moreover, as introduced above, the noti?cation (or 
substantially any other information 504) can be formatted as 
an SMS and can include a uniform resource locator (URL), a 
uniform resource identi?er (URI), or substantially any suit 
able reference or link to, e.g., provide a convenient means for 
adjusting threshold 512, de?ning actions When threshold 512 
is surpassed, accepting or assenting to the prede?ned action to 
be take When threshold 512 is surpassed or assenting to a bill 
payment noti?cation, and so forth. Additionally or alterna 
tively, the link can invoke a vieW of an invoice, a history, a 
receipt or con?rmation, or substantially any suitable informa 
tion. 
[0060] NoW turning to FIG. 6, system 600 that can perform 
or aid With various determinations or inferences is illustrated. 
Generally, system 600 can include transformation component 
308 and master management component 406 as substantially 
described herein. In addition to What has been described, the 
above-mentioned components can make intelligent determi 
nations or inferences. For example, Bayesian probabilities or 
con?dence measures can be employed or inferences can be 
based upon machine learning techniques related to historical 
analysis, feedback, and/or previous determinations or infer 
ences. 

[0061] For instance, transformation component 108 or 
master management component 406 can intelligently deter 
mine or infer outputs based upon recognition techniques such 
as OCR or object recognition. In addition, master manage 
ment component 406 can intelligently determine or infer 
suitable actions to take based upon, e.g., comparison 514 or 
thresholds 512; or When to provide noti?cations as Well as 
What type of data to include in those noti?cations. Such can be 
based upon historical analysis, the type of sensor 116 collect 
ing the data, to mention but a feW examples. 
[0062] In addition, system 600 can also include intelligence 
component 602 that can provide for or aid in various infer 
ences or determinations. In particular, in accordance With or 
in addition to What has been described supra With respect to 
intelligent determinations or inferences provided by various 
components described herein, e. g., all or portions of transfor 
mation component 308 or master management component 
406. Additionally or alternatively, all or portions of intelli 
gence component 602 can be included in one or more com 
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ponents described herein. Thus, intelligence component 602 
can reside in Whole or in part either at premises 106 or 
upstream at a centraliZed netWork location. Moreover, intel 
ligence component 602 Will typically have access to all or 
portions of data sets described herein, such as data store 408. 
[0063] Accordingly, in order to provide for or aid in the 
numerous inferences described herein, intelligence compo 
nent 602 can examine the entirety or a subset of the data 
available and can provide for reasoning about or infer states of 
the system, environment, and/or user from a set of observa 
tions as captured via events and/or data. Inference can be 
employed to identify a speci?c context or action, or can 
generate a probability distribution over states, for example. 
The inference can be probabilisticithat is, the computation 
of a probability distribution over states of interest based on a 
consideration of data and events. Inference can also refer to 
techniques employed for composing higher-level events from 
a set of events and/or data. 

[0064] Such inference can result in the construction of neW 
events or actions from a set of observed events and/ or stored 
event data, Whether or not the events are correlated in close 
temporal proximity, and Whether the events and data come 
from one or several event and data sources. Various classi? 
cation (explicitly and/or implicitly trained) schemes and/or 
systems (e.g., support vector machines, neural netWorks, 
expert systems, Bayesian belief netWorks, fuZZy logic, data 
fusion engines . . . ) can be employed in connection With 
performing automatic and/or inferred action in connection 
With the disclosed subject matter. 
[0065] A classi?er can be a function that maps an input 
attribute vector, x:(x 1, x2, x3, x4, xn), to a con?dence that the 
input belongs to a class, that is, f(x):con?dence(class). Such 
classi?cation can employ a probabilistic and/or statistical 
based analysis (e.g., factoring into the analysis utilities and 
costs) to prognose or infer an action that a user desires to be 
automatically performed. A support vector machine (SVM) is 
an example of a classi?er that can be employed. The SVM 
operates by ?nding a hyper-surface in the space of possible 
inputs, Where the hyper-surface attempts to split the trigger 
ing criteria from the non-triggering events. Intuitively, this 
makes the classi?cation correct for testing data that is near, 
but not identical to training data. Other directed and undi 
rected model classi?cation approaches include, e.g., naive 
Bayes, Bayesian netWorks, decision trees, neural netWorks, 
fuZZy logic models, and probabilistic classi?cation models 
providing different patterns of independence can be 
employed. Classi?cation as used herein also is inclusive of 
statistical regression that is utiliZed to develop models of 
priority. 
[0066] FIGS. 7, 8, and 9 illustrate various methodologies in 
accordance With the disclosed subject matter. While, for pur 
poses of simplicity of explanation, the methodologies are 
shoWn and described as a series of acts, it is to be understood 
and appreciated that the disclosed subject matter is not lim 
ited by the order of acts, as some acts may occur in different 
orders and/or concurrently With other acts from that shoWn 
and described herein. For example, those skilled in the art Will 
understand and appreciate that a methodology could altema 
tively be represented as a series of interrelated states or 
events, such as in a state diagram. Moreover, not all illustrated 
acts may be required to implement a methodology in accor 
dance With the disclosed subject matter. Additionally, it 
should be further appreciated that the methodologies dis 
closed hereinafter and throughout this speci?cation are 
















