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SYSTEM AND METHOD FOR RECOGNIZING 
AND STORING INFORMATION AND 

ASSOCIATED CONTEXT 

FIELD OF THE DISCLOSURE 

The present disclosure relates to a system and method for 
context information associated With detected events, and 
more particularly to a system and method of recognizing 
occurrence of an event in a computing system, and identifying 
information associated With the event, including context 
information, Which information can be stored for subsequent 
retrieval. 

BACKGROUND 

Computers are being used more and more to retain various 
types of information in electronic form. For example, com 
puters can be used to store Word processing documents, 
spreadsheets, correspondence (e.g., electronic mail and fac 
simile), contact information, calendars, instant messages, and 
the like. 

In a conventional computer system, information is stored in 
one or more ?les maintained by a ?le system component of 
the computer system. A user can input a ?le name to retrieve 
the ?le (e.g., a ?le containing a Word processing document) 
from the ?le system. HoWever, many times a user cannot 
remember the ?le name, or even the context in Which a ?le 
Was used, for example Some softWare applications provide a 
listing of a limited number of the most recent ?les opened by 
the application in a listing When a user elects to open a ?le, in 
order to provide a shortcut for use in opening a ?le Within the 
softWare application. If the ?le does not appear in this list, 
hoWever, the user must use other means for identifying the 
?le. For example, if the user remembers a portion of the ?le’ s 
name used to save the ?le, the user can search the ?le system 
to locate the ?le. A ?le system broWse feature is typically 
available to the user from Within a ?le open dialog screen, 
Which alloWs the user to traverse the ?le system to locate the 
?le. Alternatively, a user can use a search tool that resides on 
the user’s “desktop”. For example, Microsoft Windows@ has 
a search tool, Which alloWs the user to search based on a ?le’ s 

attributes, such as name, contents, location, modi?cation 
date, data type. Once the ?le is located, it can be displayed for 
the user to select. Other search tools are available, such as the 
Desktop Search tool from Yahoo!®. 

SUMMARY 

The present disclosure seeks to address failings in the art 
and to provide a system and method for recogniZing and 
storing context information associated With an information 
item. 

Context information can comprise circumstantial informa 
tion related to a previous experience With an information 
item, for example. Context information can be related to an 
event, e.g., in connection With an application program, the 
occurrence of Which is connected to one or more information 

items, for example. By Way of a further non-limiting example, 
an event, such as a process start, process stop, ?le (or other 
item) open, ?le (or other item) close, a spaWned process, is 
identi?ed, and information and context associated With the 
event is identi?ed. For example, if a user is Working in an 
electronic mail application, and receives an electronic mail 
message that has a Word processing document as an attach 
ment. If the user elects to open the attachment, embodiments 
of the present disclosure recogniZe the ?le open operation as 
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2 
an event and broadcast a message Which contains information 
about the detected event, e. g., What applications Were open at 
the time of the event, the fact that the ?le Was received as an 
attachment to an electronic mail message, the sender of the 
electronic mail message, the recipients of the electronic mail 
message, the contents of the electronic mail message, the date 
of the electronic mail message, etc. Embodiments of the 
present disclosure store some or all of the information about 

the event, including context, or contextual, information. It 
should be apparent that the stored information can be used to 
subsequently identify the ?le. For example, the stored infor 
mation can be used to identify a ?le that Was received in an 
electronic mail message sent by “Jane Doe”. 

Context information can be used to identify an associated 
information item. By Way of other non-limiting examples, 
context information can identify a person or system compo 
nent involved in a process star‘t/ stop, information associated 
With a ?le (or other item) that is opened or closed, such as a 
?le name, location, etc., information identifying a circum 
stance (e.g., reason) a neW process is spaWned, etc. The con 
text information is indexed and related to information items, 
such that the context information can be used to identify one 
or more information items. 

In accordance With one aspect, information and associated 
context are collected by monitoring at least one application 
program executable using the computing system, so as to 
detect one or more events associated With the at least one 

application program; identifying contextual information cor 
responding to the detected one or more events; and storing 
information associated With the at least one detected event, 
the stored information including the identi?ed contextual 
information. 

In accordance With another aspect, a system of collecting 
information and associated context comprising a plurality of 
clients, each client corresponding to an application program 
and operative to monitor its corresponding application so as 
to detect an occurrence of one or more events associated 

thereWith; a context engine operative to identify context 
information corresponding to the detected one or more 
events; an index and search engine operative to store infor 
mation associated With at least one detected event, the stored 
information including the identi?ed contextual information. 

DRAWINGS 

The above-mentioned features and objects of the present 
disclosure Will become more apparent With reference to the 
folloWing description taken in conjunction With the accom 
panying draWings Wherein like reference numerals denote 
like elements and in Which: 

FIG. 1, Which comprises FIGS. 1A and 1B, provides 
examples of information displayed in accordance With one or 
more embodiments of the present disclosure. 

FIG. 2 provides an architectural overvieW in accordance 
With embodiments of the present disclosure. 

FIG. 3 provides examples of pattern matching expressions 
used in one or more embodiments of the present disclosure. 

FIG. 4, Which comprises FIGS. 4A and 4B, provides 
examples of context graphs in accordance With one or more 
embodiments of the present disclosure. 

FIG. 5 provides an example of events and relationships 
based on time and pattern matches in accordance With at least 
one embodiment of the present disclosure. 

FIG. 6 provides an example of a processing performed in 
accordance With one or more embodiments of the present 
disclosure. 
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FIG. 7, Which comprises FIGS. 7A to 7G, provide 
examples of displays provided in accordance With one or 
more embodiments of the present disclosure. 

FIG. 8 provides an example of a process How in accordance 
With one or more embodiments of the present disclosure. 

DETAILED DESCRIPTION 

In general, the present disclosure system and method for 
recognizing, storing, and retrieving information and associ 
ated context information. 

Certain embodiments of the present disclosure Will noW be 
discussed With reference to the aforementioned ?gures, 
Wherein like reference numerals refer to like components. 

In accordance With one or more disclosed embodiments, an 
event and associated context information are identi?ed and 
stored. By Way of non-limiting example, an event can be a 
process start, process stop, ?le (or other item) open, ?le (or 
other item) close, neW process spaWned. In a case that an 
event identi?es that a process opened a ?le, for example, 
embodiments of the present disclosure save the name of the 
?le, the program that opened the ?le, together With date and 
time that the ?le Was opened. In accordance With embodi 
ments of the present disclosure, this information might 
supplement information already identi?ed and indexed, such 
as that the ?le Was received as an attachment in an email 
received at a certain date and time from a certain user. 
Embodiments of the present disclosure build an index asso 
ciated With items, e.g., a ?les, applications, etc., and context 
information associated With the information item, e. g., the ?le 
Was received in an email from the certainuser and Was opened 
in a Word processing application program on a certain date 
and time. By Way of additional non-limiting examples, con 
text information can comprise information identifying a per 
son or system component involved in a process start/stop, 
information associated With a ?le (or other item) that is 
opened or closed, such as a ?le name, location, etc., informa 
tion identifying a circumstance (e.g., reason) a neW process is 
spaWned, etc. 

In accordance With one or more embodiments, as a user 
interacts With a softWare application, e. g., an instant messen 
ger or electronic mail application, information such as an 
electronic mail address or an instant messenger identi?er, 
phone number, postal address, message content, date and/or 
time, etc. are identi?ed. If the information is neW, embodi 
ments of the present disclosure can be used to save the infor 
mation. For example, in a case that the neW information is 
identi?ed as a phone number, the information can be saved as 
contact information in an electronic address book. In addition 
to saving the information, context information can be saved. 
For example, information about hoW the phone number came 
to be identi?ed, e.g., it Was contained in a communication 
received by an instant messenger application program from 
another user, Whose identi?cation information can be saved 
as context information associated With the phone number. 
Information identifying the circumstances surrounding the 
receipt of the phone number (e. g., the date and time the phone 
number Was received, the other applications open at the time 
the phone number Was received) can be associated With the 
contact information. This information, Which is referred to as 
context information, can be used to subsequently search for 
the phone number. For example, a user can search for phone 
numbers received from a certain user, or via the instant mes 
senger application, or When a given application program Was 
open, or at a given date and time, or While vieWing a given 
Web site. 
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4 
By Way of another non-limiting example, as a user broWses 

the Web using a broWser application, embodiments of the 
present disclosure can detect that a search is being performed, 
and can automatically provide the user With additional search 
results from other search engines. In addition and in accor 
dance With disclosed embodiments, the user can be prompted 
to save search results, address and phone number informa 
tion, and the details surrounding the information in the user’ s 
address book. In addition to this information, context infor 
mation, e.g., hoW the user found the information, can be 
saved. The saved contextual information can be used to search 
for the saved information. For example, the user can search 
for phone numbers found on the internet, addresses found on 
a speci?c Web site, or phone numbers found While using the 
broWser softWare application. 

In accordance With embodiments disclosed herein, an 
indexing and search engine is used to build an index of infor 
mation items and associated context information, Which 
index can be searched to locate information and associated 
context. For example, the indexing and search engine can be 
used to search for recent instant messenger conversations, or 
recent electronic mail messages, that Were received While a 
given Word processing document Was open by a Word pro 
cessing application. The indexing and search engine can be 
invoked to perform a search requested by the user, or it can be 
automatically invoked Without a request from the user. To 
illustrate the latter by Way of a non-limiting example, a user 
might receive an instant message from another user, Which 
message includes information determined to be a name of a 
third user. In accordance With one or more embodiments, the 
indexing and search engine automatically searches the index 
to locate any information associated With the third user, such 
as the third user’ s avatar or display image, names of ?les that 
Were sent to or from the third user via email or via messenger 
and appointments scheduled With the third user, for example. 

FIG. 1, Which comprises FIGS. 1A and 1B, provides 
examples of information displayed in accordance With one or 
more embodiments of the present disclosure. In the example 
shoWn in FIG. 1A, a user is contacted via an instant messen 
ger application. Embodiments of the present disclosure rec 
ogniZe the contacting user and display a small toast, or other 
display WindoW, With information associated With the user. In 
accordance With at least one embodiment, the display Win 
doW is con?gured so as to be displayed automatically Without 
request by a user. In accordance With such an embodiment, 
context information can be automatically displayed to the 
user in connection With the display of an instant message in a 
WindoW displayed by the instant messenger application, for 
example. 

Recent instant message conversations With the contacting 
user are located via the index, as Well as tWo ?les, tWo calen 
dar appointments shared With the contacting user, and links to 
this information are displayed in the toast. The contacted user 
has the option to click on any of the three links to see the 
conversations, the ?les or the calendar appointments. The 
contacted user can also decide to ?nd and vieW all the infor 
mation using a more detailed display. For example, With 
reference to FIG. 1B, the contacted user can elect to vieW 
additional information, such as recent conversations, related 
?les, calendar appointments, and recent email. In accordance 
With one or more embodiments, the user can click on any of 
the items to see the information in full detail. 

In accordance With one or more embodiments, contextual 
information can be associated With ?les as Well as softWare 
application programs, such as Word processing, broWser, 
instant message, etc. softWare applications. The contextual 
information can be stored as metadata associated With, or as 
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part of, the ?le or application. File and application access 
times can be tracked, as Well as the manner in Which the ?le 
or application is invoked, the application that used a ?le, other 
applications that Were open While a ?le or application Was in 
use, Websites visited While a ?le or application Was in use and 
search terms used to ?nd Websites and information, etc. The 
context information can be used to locate the ?les and/or 
applications. For example, a phone number can be located 
based on a Website on Which the user found the phone number 
(or vice versa), ?nd a document using the name of the sender 
that sent the document (e.g., via an instant messenger or 
electronic mail application), ?nd a contact based on Who 
provided the contact information to the user, ?nd a ?le based 
on the softWare applications that Were open at the time the ?le 
Was sent, opened, received, etc ., ?nd information based on the 
Website from Which the information originated, etc. 

In addition and in accordance With one or more embodi 
ments, context information can be used to identify undesired 
or unWanted ?les or programs, e.g., spyWare, virus etc. For 
example, if a user ?nds a suspicious ?le, the user can use 
context information associated With the ?le to determine hoW 
the ?le Was introduced onto the user’s system, e.g., to deter 
mine that the ?le Was installed When the user opened an email 
from an unknown sender, or visited a Website unfamiliar to 
the user. In accordance With one or more embodiments, a 
spyWare detection program might access information stored 
in accordance With embodiments of the present disclosure to 
determine the circumstances under Which a program Was 
installed on a user’s computer. For example, using context 
information, it is possible to determine Whether or not the 
installation Was performed by a Website suspected/knoWn to 
be the source of spyWare, and report this to the user. 

FIG. 2 provides an architectural overvieW in accordance 
With embodiments of the present disclosure. In accordance 
With one or more embodiments disclosed herein, system 200 
operates in the background on a computing system, and is 
transparent to the computing system user. System 200 com 
prises event queue 202, event Wait list 204, context engine 206 
and indexing and search engine 208. In accordance With one 
or more embodiments, indexing and search engine 208 are 
separate components. In accordance With at least one embodi 
ment, each of desktop applications 210 has a corresponding 
event queue 202, Which event queue stores messages received 
from the corresponding application. Queued messages are 
processed by context engine 206. Context engine 206 pro 
cesses queued messages to identify information and relation 
ships betWeen the information (e.g., context information) to 
be indexed and/or stored by indexing and search engine 208. 
In accordance With one or more embodiments, the informa 
tion can be stored in the form of metadata. Indexing and 
search engine 208 can be used to retrieve indexed informa 
tion, such as information that provides context for a given 
item of information. For example, context engine 206 can 
store information Which identi?es the desktop application(s) 
210 open When a given ?le Was open using Word processor 
212A. In addition and in accordance With one or more 
embodiments, context engine 206 generates a context graph, 
as discussed in more detail beloW. 

In accordance With one embodiment, a client 210 is a 
component separate from the desktop application 210, and 
operates in a manner transparent to the desktop application 
210. Client 210 monitors a desktop application 212 and 
detects an event associated With the desktop application 212. 
If client 210 detects an event, it extracts information, e.g., 
information from the desktop application 212 and broadcasts 
a message as noti?cation to system 200 of the event. The 
broadcast message can include an event type, information 
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6 
identifying the item for Which context information is to be 
retained, and the context information, for example. In accor 
dance With at least one embodiment, the message comprises 
a timestamp, a unique identi?er, as Well as other information 
associated With a given event (e. g., ?le name, content such as 
document, email instant message content, email address, 
instant messenger user identi?cation). Of course, it should be 
apparent that other information, as Well as other levels of 
detail of the information, can be passed to system 200. 

To illustrate by Way of a non-limiting example, in a case 
that the event is a “?le open” event (e. g., such as might occur 
With Word processor 212A), client 210A can broadcast a 
message identifying the type of event (e. g., a “?le open” event 
type), together With the name and location of the ?le opened 
by application 212. To further illustrate, by Way of a non 
limiting example, in a case that the client 210 detects a neW 
conversation in an instant messenger application 212D, the 
message broadcast by client 210D can include a “neW con 
versation” event, together With the name of the person initi 
ating the neW conversation. In addition, the message can 
include the contents of the message. Another type of event 
that can be detected by client 210D is a “neW message” event. 
In such a case, the message broadcast by client 210D can 
include the sender’s identi?cation as Well as the contents of 
the message. By Way of another non-limiting example, in a 
case of broWser application 212C, client 210C can detect 
When the user opens a Web site, and can broadcast a message 
as noti?cation of such an event, together With the universal 
resource locator (URL) for the Web site. In the case of email 
application 212B, client 210B can detect When a neW email 
message is opened, and can forWard a noti?cation message, 
Which includes the sender’s email address, for example. 
The messages from clients 210A to 210D are received into 

a corresponding event queue 201, e.g., event queues 202A to 
202D, and are processed by context engine 206. In addition, 
pattern matcher 218 can parse information associated With an 
event, e.g., content in a message received from a client 210. 
Context engine 206 retrieves messages from event queue 202, 
and identi?es connections betWeen events. Events can be tied 
together chronologically, by application (e.g., an event queue 
202 consists of events from a given desktop application 212 in 
accordance With at least one embodiment), or based on a 
pattern of information identi?ed by pattern matcher 218, for 
example. As discussed above, events are assigned a unique 
number, or globally unique identi?er (“GUID”), and each 
event has a timestamp, e.g., a time that the event’s message is 
broadcast by client 210. System 200 can use a timestamp to 
connect events across applications, for example. 

System 200 can request pattern matcher 218 to scan con 
tent to identify a pattern (e.g., URL, postal address, phone 
number, etc.). In accordance With one or more embodiments, 
pattern matcher 218 uses a library of regular expressions that 
it accesses, and then parses received information to identify a 
pattern. A regular expression is a language that can be used to 
describe a pattern (e.g., phone number, Zip code, date, URL, 
address, UPC, MP3/IP3 tag, etc.). FIG. 3 provides examples 
of pattern matching expressions used in one or more embodi 
ments of the present disclosure. Of course, it is recogniZed 
that one can de?ne a regular expression, or other type of 
expression syntax, to ?nd any pattern by describing the char 
acteristics of the pattern using the expression syntax, and that 
any pattern so-de?ned can be added to the library used by the 
pattern matcher 218 to locate patterns. Patterns need not be 
limited to text, and can include images, digital audio, digital 
video, for example. In accordance With one or more embodi 
ments, pattern matcher 218 can be instructed to dynamically 
create a regular expression to de?ne a neW pattern. For 
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example, client 210 can detect a command (e.g., a key 
sequence or mouse button input), Which an application, or 
application user, can instruct 

Pattern matcher 218 can be invoked by other than context 
engine 206. For example, client 210, or a desktop application 
212, can request pattern matcher 218 to verify a piece of 
information, e.g., a phone number entered via the desktop 
application 212. To illustrate by Way of non-limiting 
example, a user can input a command (e.g., a right click 
mouse button) to request the pattern matcher 218 to verify 
information based on its pattern. Alternatively, information 
input by the user can automatically be veri?ed, so that infor 
mation entered by a user into an input ?eld canbe analyZed by 
the pattern matcher 218 to con?rm that it has the correct 
format, for example. 

System 200, and context engine 206, can use services 216, 
such as search engine 216A and address book 216B. For 
example, context engine 206 can use search engine 216A to 
identify context information for a given information item, 
e.g., search engine 216A can be used to search the intemet for 
information associated With a sender of an email. To further 
illustrate by Way of non-limiting example, an address book 
216B can be used to identify an email sender’s name, postal 
address and/ or phone number. It should be apparent that other 
services 216 can be used by system 200. 

Context engine 206 analyZes events to identify information 
and related context information. In accordance With one or 
more embodiments, context engine 206 builds one or more 
context graphs based on the contents of event queues 202 to 
identify relationships and associated contexts. FIG. 4, Which 
comprises FIGS. 4A and 4B, provides examples of context 
graphs in accordance With one or more embodiments of the 
present disclosure. 

Referring to FIG. 4A, an example of a context graph is 
shoWn, Which associates processes spaWned by other pro 
cesses. More particularly, process 401, Which corresponds to 
a WindoWing desktop such as Microsoft WindoWs®, is the 
root of context graph 400. Events 402 to 404 correspond to an 
email program process (e.g., Microsoft Outlook®), presen 
tation program process 403 (e.g., Microsoft PoWerPoint®), 
instant messenger program process 404 (e. g., Yahoo!® Mes 
senger) and broWser program process (e.g., Microsoft Inter 
net Explorer®) being spaWned. Context engine 206 deter 
mines, using event queues 202, that email program process 
spaWned in event 402 spaWned broWser program process, 
Which resulted in event 406, as Well as Word processor pro 
gram process (e.g., Microsoft Word®), Which resulted in 
event 408, and that the broWser program process associated 
With event 406 spaWned a Word program process, Which 
resulted in event 409. In addition, context engine 206 can 
determine, using context graph 400, that event 404 corre 
sponds to an instant messenger program process being 
spaWned, Which instant messenger program process spaWned 
broWser program process, Which resulted in event 410, that 
the broWser program process spaWned Zip program process 
(e. g., Microsoft WinZip) associated With event 411, and that 
broWser program process associated With event 405 spaWned 
a document reader program process (e. g., Adobe Acrobat®), 
Which resulted in event 412. In addition and using context 
graph 400, context engine 206 can determine What applica 
tion programs are open at a given time. Thus, for example, it 
is possible for context engine 206 to determine What applica 
tions are open When an email is opened by email program 
process 402. 

In accordance With disclosed embodiments, context engine 
206 can determine relationships betWeen events occurring in 
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8 
different desktop applications, and identify context informa 
tion associated With the related events. 

FIG. 4B provides an example of a context graph 420 Which 
identi?es events associated With spaWned processes and 
items (e.g., ?les, emails, Web pages, etc.) manipulated by the 
spaWned processes. Events 421 and 422 correspond to an 
email program process and a broWser program process being 
spaWned from desktop 401. Email program process of event 
421 opens an email, “email opened” event 423, spaWns a 
Word processor program process (Which corresponds to event 
424), opens another email (Which corresponds to event 406), 
spaWns broWser program process (Which corresponds to 
event 427) and opens a third email (Which corresponds to 
event 431). Word processor program process (corresponding 
to spaWned process event 424), opens a document, “some 
File.doc” (Which corresponds to event 425). BroWser pro 
gram process (Which corresponds to event 427), is used to 
vieW Web pages (“open email” events 426 and 429), and 
doWnload a Zip ?le (“doWnload ?le” event 430). BroWser 
program process (“spaWned process” event 422) is used to 
access a Web site (event 435), vieW Web pages, (events 433 
and 434) and doWnload “?le.pdf” (event 432). Context graph 
420 can be used by context engine 206 to identify that events 
associated With email program process 421 and Word proces 
sor program process 424, for example, are related, and that 
“some?le.doc” opened via Word processor program process 
424 is related to email 423 opened by email program process 
421. 

In accordance With one or more embodiments, context 
engine 206 can associate events in one or more events queues, 
and can relate events and items across desktop applications 
212. More particularly, in accordance With one or more 
embodiments, context engine 206 determines relationships 
betWeen events and items corresponding to different desktop 
applications, using one or more context graphs, e.g., context 
graph 420, and an event Wait list (“EWL”) 204 of FIG. 2. 

For example, When email program process (event 421) 
spaWns Word processor program process (event 424), e.g., in 
response to the user selecting a link from Within an email 
message (e.g., Which corresponds to “email open” event 423), 
the client 210 associated With email program process (event 
421) noti?es context engine 206, by Way of an “event Wait 
ing” noti?cation. In response to the “event Waiting” noti?ca 
tion, an entry is created in EWL 204 Which indicates that 
context engine 206 should expect to receive a “?le open” 
event from a Word processor program process, e.g., Word 
processor program process (event 424) spaWned by email 
program process (event 421), in connection With the opening 
of the “someFile.doc” ?le (event 425). When a Word proces 
sor program process (event 424) is spaWned in response to 
operations occurring in connection With the email program 
process (the spaWning of Which corresponds to event 421), 
the email program’s client 210 forWards the “spaWned pro 
ces s” event (event 424) to its event queue 202. When the client 
210 associated With Word processor program process sends 
an event message notifying context engine 206 of the occur 
rence of an “open ?le” event (event 425) in connection With 
the Word processor program process (“spaWned process” 
event 424), Which event is stored in event queue 202, context 
engine 206 can relate the “open email” event 423 With the 
“open ?le” event 425 using the “event Waiting” EWL 204 
entry, and can associate the “someFile.doc” ?le 425 With 
email 423. 

In addition and by Way of a non-limiting example, context 
engine 206 can further relate information contained in the 
email (“open email” event 423) With the “someFile.doc”, as 
Well as information for Which pattern matcher 218 has iden 










