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LEAD(s) :
Set Lead 1: (Info)
INSPECTION
AT WASHINGTON, DC

EU? e vamvwmwiﬁi For information.
Set Lead 2: (Info)

GENERAL COUNSEL

AT WASHINGTON, DC

“.T:l o % For information.

Set Lead 3: (Info)

b2
b7E

A
Set Lead 4: (Info)

% For information.
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| I(INSP) (FBI)

From: o) FBl)

Sent: b7F I 2:58 PM

To: - INSP) (FBI)

Ce: b6 — —TFBif Fat
o7C (FBI) [[FBN

Subject: RE: 10B Matter .

18 ) b7A bl
SECRE o7 v
RECORI}- LIE 57C

S e L7D

i :l ‘|Ir = LEYll. 7

As far as | know, the collected material, which came to us in a CD Rom, is still at thDin a 1A envelope. The CD did
contain the info we requested (ie subscriber, header info, and IP logs) so we kept it but did not do anything further with
what we believed to be "content” until we heard back from ITOS1 and the NSLB lawyers...which we never did. To this day
| can not say for sure that what was additionally on that CD was actaul content as the couple | "opened” were in a foreign
tanguage and ! did not proceed any further.

If you need to follow up in|::l the case agﬁ|_knd SA s No

longer the assigned case agent as he has ieft th or FBIHQ.

If you need anything further from me, please call me on my cell a

o)
bTE
Thanksl b6

From: (INSP) (FBD) o
Sent: riday, Mar 8:35 AM b2
To: FBI) ,{\ 7 E

Subject: 10B Matter
Importance: High

—SECRET

(&) |

12 D2
i:S:| r_ [ piE
RE "

ZTSHA=CTZ229736—-VIU serial 1152)

By way of introduction, I handle the IOB matters for the Inspection Division.

I know you are no longer irI |but I have a question about the violation in the above serial. There's no probiem - the
provider was at fault, but what was done with the overcollected material?

= - = - ~ Do
~
Conduct Heview Specialist b7C
Initial Processin, ] /INSD b2
Phone. 202-32. NI
Room 11865 D : B/
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Title_v:.......vw INTELLIGENCE TGHT BOARD
MATTER 2006

mSynopsisE““>§< It is the opinion of the Office of the General

() e

o

SW

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/20/2006
To: Counterterrorism Attn: ITOS 1, CONUS 4, TEAM 15
Attn: SsA[ |
SA |
cDC
Attn: SA
cDC
Inspection Attn: 1IIS

From: Office of the General Counsel
NSLB/CTLUL/LX1l Raom 3511
Contact: UC

Approved By: Thomas Julie qé}il/t)
Drafted By: |‘/ l,;}(_{(ﬂ

Case ID f#: EK{ 278-HQ-C1229736-VIO (Pending)

o
B

Counsel (OGC) that this matter is not reportable to the
Intelligence Oversight Board (IOB). Rather, it should be
maintained in the control file for periodic review by Counsel
to the IOB. Our analysis follows.

De;ails;,flgfz The referenced serial from Counterterrorism
Division requested that OGC review the facts of the captioned
matter and determine whether it warrants reportlng to the IOB.
As explained below, in our opinion, the FBI is not required to
report this matter to the IOB.
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To: Counterterrorism From: Office of the General Counsel
Re: 278-HQ-C122%736-VI0O, 12/20/2006

(S)

(U) The President, by Executive Order 12334, dated
12/04/1981, established the President's Inteliligence Oversight
Board (PIOB). On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelllgence Oversight Board (IOB) and
established the Board as a standing committee of the President's
Foreign Intelligence Advisory Board. Among its responsibilities,
the IOB has been given authority to review the FBI’'s practices
and procedures relating to foreign intelligence and foreign
counterintelligence collection.

(U) Section 2.4 of Executive Order 12863 mandates that
Inspectors General and General Counsel of the Intelligence
Community components (in the FBI, the Assistant Director,
Inspection Division (INSD), and the General Counsel, Office of
the General Counsel (OGC), respectively) report to the IOB
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive Order or Presidential
Directive. This language has been interpreted to mandate the
reporting of any violation of a provision of The Attorney
General's Guidelines for FBI National Security Investigations and

Foreign Intelligence Collection (NSIG), effective 13/31/2003, or
other guidelines or regulations approved by the Attorney General

2
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To: Counterterrorism From: Office of the General Counsel
Re: 278-HQ-C1l229736-VIO, 12/20/2006

in accordance with EO 12333, dated 12/04/1981, if such provision
was designed to ensure the protection of individual rights.
Violations of provisions that merely are administrative in nature
and not deemed to have been designed to ensure the protection of
individual rights are generally not reported to the IOB. The FBI
Inspection Division is required, however, to maintain records of
such administrative violations for three years so that the
Counsel to the IOB may review them upon request. The
determination as to whether a matter is "administrative in
nature" must be made by OGC. Therefore, such administrative
violations must be reported as potential IOB matters.

NSLs are a specific type of investigative tool that
allows the FBT to obtain certain limited types of information
without court intervention, including electronic communication
transactional records in the custody of electronic communications
service providers {(Electronic Communications Privacy Act, 18
U.S.C. § 2709). NSLs may be issued in conformity with sfatutary
requirements, including 18 U.S.C. § 2709.

R Here, during an authorized investigation, the FBI
properly Served an NSL on an electronic communications service

provider for transactional records. 1In response to the properly
served NSL, the FBI inadvertently obtained information beyond the
scope of the NSL (email content information). FBI

identified the problem, and properly sequestered the email
content information.

(U) Based upon these facts, 1n accordance with the
terms implementing the reporting requirements of Section 2.4 of
EC 12863, it 1is our opinion that this error is not reportable to
the IOB. A record of this decision should be maintained in the
control file for future review by the Counsel to the IOB.

(U[47 hould contact the carrier (or coordinate
throughl nd ask whether the improperly or
unintentionally acquired information should be returned or
destroyed with appropriate documentation to the file.

w}:@r
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To: Counterterrorism From: Office of the General Counsel
Re: 278-HQ~-C1229736~VI0O, 12/20/2006
LEAD (s) :
Set Lead 1: {Info)
COUNTERTERRORISM

AT WASHINGTON, D.C.

(U) For information.

Set Lead 2: {Action)

Ar

(Ul should contact the carrier (or coordinate
throughl nd ask whether the improperly or
unintentionally acquired information should be returned or
destroyed with appropriate documentation to the file.

Set Lead 3: {Action)

AT

(U) For information.
Set Lead 4: {(Action)
INSPECTION

AT WASHINGTON, D.C.

(U) INSD should retain a record of the report of the
potential IOB matter, as well as a copy of the OGC opinion
concluding that IOB notification is not required, for three years
for possible review by the Counsel to the IOB.

cc: Ms. Thomas

TOE Library

*"

ok

NSL VIO-1232



oU o
Py 3o
'

(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/12/2007
To: General Counsel Attn: NSLB
From: Insgpection

Internal Investigations Section, TPU, Room 3041
Contact: CRS[_ l EXt

Approved By: Miller David Iagquﬂf‘ggyéz

Drafted By: | |

Case ID #: (U) 278-HQ-C1229736-VIO (Pending)
Title: (u) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 1807 B2

OGC/IOB# 2006

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-~C1229736-VIO Serial 1152
278-HQ-C1229736-VIO Serial 1946

Details: (U) The Internal Investigations Section (IIS8) received
an EC from Counterterrorism Division dated 02/07/2006, reporting
a possible IOB error. Based upon a review of the referenced EC
it is the IIS’s opinion the incident described therein is
administrative in nature. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

*»”
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SEC 20320117

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/17/2007
To: Counterterrorism Attn: AD (Personal Attention)
Attn: SAC (Personal Attention)
b2 Attn: SAC (Personal Attention)

L7E ,
g, From: Inspection
© Internal Investigation ‘ IPU, . 41
piC Contact: CRS Ext
Approved By: Miller David Ian@??%l

Drafted By: rﬁ |

Case ID #: (U) 263-HQ-0-U - 652 (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKINGH# 1807 i
OGC/IOB# 2006 bZ
Synopsis: (U) To advise that captioned reporting of potential

Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

Decl i On:

Enclosure(s): (U) 278-HQ-C1229736-~VIO Serial 1152

@
A b

nTA

W - Reference: “$&] _278-HQ-C1229734-VIO Serial 1352 b2
b7E

(Sj~“‘ ZT8-HJ-CI2Z9736-VI0 Serial 1946

Details: (U) Upon review of Counterterrorism Division’s
captioned report of a potential IOB violation, IIS did not find
the matter indicative of willful misconduct. IIS only addresses
allegations where deliberate and/or aggravated misconduct is
evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED EN SEPARATED FROM CLASSIFIED ENCLOSURE.

*
sgcﬁ‘ézonmn
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US. Departme f Justice

Office of the Inspector General

DATE: January 24, 2007

TO: Kenneth W. Kaiser
Assistant Director
Inspection Division
Federal Bureau of Investigation

FROM: Glenn G. Powell
Special Agent in Charge
Investigations Division

b2
b7E

SUBJECT: OIG Complaint No. 2007002521 o6
Subiect:l I b70

I bivision
FBI No. 263-0-U-652
FBI CMS No. 1807

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency’s policy

and regulations. A copy of your findings and/or final action is not required by the
OIG.

]

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

]

IMPORTANT NOTICE

ldentifying information may have been redacted from the attached QIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or {b) expressed a fear of reprisal. 1 von
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for [nvestigations.

Please he advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referrat or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment

NSL VIO-1235



G1G - INVESTIGATIONS DIVISION Complaint Form OIG NO.{::1689u2007—002521-M

PR
Received By:i I Date Received: 01/04/2007 How Received: A

SUBJECT:I l SSNO:
Title: SA Pay Plan: D.O.B.:
Component: FBI EOD Date: ALven Noos
Misc: F.B.I.No.:
Home: | | B.O.P.No. : )
Phone: () - ZIP:l | D/L No.: bé
Work: Offenses: 689 b7C
Phone: | | 2IP: 50
tad ——
COMPLAINANT : [ | SSNO -
Title: INTEL Pay Plan: [RRSIELI
Component: FBI EOD Date: Alien No.:
Misc F.B.I.No.:
Home : B.O.P.No.:
Phone: (1) - ZIP D/L No.: ‘\\\\
Work:
Phone: | | Z1P: .
Confidential: Revealed: Authority: none "o
SRR
Details:

Information received FRI/INSD re i a possible in I0B matter involving inadvertently
obtained information. IOB #2006

1 : 3;th‘ri7ei investigation, the ¥BI proverly served a Naticral Security Lettar !NSL)
e vt ronl oo normund cation 5Pr7§ ce pt’JLdQ‘ for transacticnal records. In response, the
FBI obtalned information beyond the scope of the NSL. The FBlI___jldentified the .
problem and properly sequestered the content inforwation. O
It is the opinion of the Office of the General Counsel that this matter is not retable to
the [UFE
ALLEGATIONS: 689 IOB Violation
Occurrence Date: 10/04/2005 TIME: N2
FIPY State: : Z1ip: YY7E=5
DISPOSITION DATA: Disposition: M Date: 01/04/2007 Approval: POWELL, GLENN G
T
4
Referred to Agency: Date Sent: Component : FBT
Fatriot Aoct: N Civil Rights: § Component Number: 263-0-U-652, 1807
Sensitive: N Whistleblower: N Consolidated Case Number:
Remarks:

Predicating material contains classified information that will be stored in a secure
container within OIG/1INV/HQ.

1/24/07 - Sent to AD Kaiser, FBT/INSD. (yht)

Page 1 nf 1 - . W e o
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- Titles m)ﬁ( REPORT OF POTENTIA TTER bIE
1A ﬁ 913 \1
Skl b7C

SECRET CON/NOFORN

FEDERAL BUREAU OF INVESTIGATION

Precedence: IMMEDIATE Date: 05/19/2006
To: General Counsel Attn: Natij i Law Branch
Inspection Attn: Internal Investigation Section
Operational Technology Attn: DEf/DITU |
ucC

Attn: Sqguad 11
sA[ |

From: Counterterrorism hC
CXS/ECAU/Room_4343
Contact: IA

oo w
5o~ YD
]

Approved By: Hulon Willie T w (¥ '75
Lewis John E pg N\

Drafted By: | ¢

CaseID #i 278-HO-C1229736 VTN  (Dandiam 138 F bl

b6

- (U)y b7

Synopsis: I8¢ To document the minimization of accidental

@ collection opn the emzil . ddresd
5 1 bl
i P Deriv m : b7D
Declassgi n: 2031 bT7A
(8)
Reference: (§) ;
_ - ol
' . L o b7A
schbiote o [ [if® o
SECRETWOFORN Y
@2 tho blqg/07 - Pt
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SECRET/ Ope6N/NOFORN

To: Operational Technology From: Counterterrorism
Reuw_;Sii 278-HQ~C1229736-VIO, 05/19/2006

Administrative: This document is classified

SECRET//ORCON/NOFORN. Portions of this document carrying
classification markings may not be incorporated inteo any criminal
affidavit, criminal court proceedings or unclassified
investigative file. The information in this document is intended
to be used for lead or background purposes only. No further
dissemination of the material classified in this document may be
made without prior approval of the originating agency.

(- ><

b2
iII)“J:> :: b7E
Sy = 3e(] |
o bl
in“'”““””““ Electronic Communications Analysis Unit (ECAU) is
subordindate to the Communications Exploitation Section
igj».Counter;e;;prism Divigion |
bl
b7E
e rollowlng analysis was conducted n2
" basead on queries of logical intelligence databases available to
ECAU.
(Q//OF/NW\I
bl
7D
bTA

SECRET/%)N/NOFORN

1)

NSL VIO-1238



SECMON/NOFORN

To: Operational Technology From: Counterterrorism
() - Re: M 278-HQ-C1229736-VIO, 05/19/2006

(S//OC/NF)

b6
iy >€) Upopn further invegticarion TDI IA N yr I N h7C
*

5

L1
be
7C
* b7D
b2
b7E
BTA

SEWON/NOFORN

o
J
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iy .. To: Qperaticnal Technclogy From:
Re: 278-HQ-C1229736-VIO, 05/19/2006

SEéEE$<§;;ON/NOFORN

Counterterrorism

Ty

(8//0C/NF)

oo oUT
<1 ]~ &
RN

of the discrepancy,

On Monday 05/15/2006 IA

[:::;::]notified the ECAU Unit Chief
and the results of his research.

(s//OC/NF)

rm_'

(S//OC/NFH

SECéE?fg;;gN/NOFORN

4
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“Re:

SECE§7¢£éc0N/NOF0RN

To: . Operational Technclogy From: Counterterrorism
:>*€§ 278-HQ-C1229736-VIO, 05/19/2006

LEAD(s) :
Set Lead 1l: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

(U) For NSLB - For information and action as deemed
appropriate.

Set Lead 2: (Action)

INSPECTION

AT WASHINGTON, DC

(U) For IIS - For information and action as deemed
appropriate.

Set Lead 3: (Action)
OPERATIONAL TECHNOLOGY DIVISION

AT QUANTICO, VA

(S//OC/NF)

Set Lead 4: (Info)

AT D7E

(U} For Squad 11 - For information only.

*»"

SECﬁE}{éEéON/NOFORN

<

~
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/19/2006
To: C(Counterterrcorism Attn: CXGLEOALT
IA |
SsA |
Inspection Attn: IIS
CRS| |
Operational Technology Attn: DEF/DITU 1
uc

Attn: S d 171
s ]

From: Office of the General Couﬁsel
NSLB/CILU/Room 7547
Contact: |

Approved By: Thomas Julie F(&(Eﬁ?

| —
Drafted By: | - | ]5%5?3

Case ID #: (U) 278 -HO-(C12297236 VTN [Daxdiac bl

;yzwm b7!\

b2
Title: (u) INTELLIGENCE OVERSIGHT ROARD y

b7k
MATTER 2006 no

—Synopsis: gsé It is the opinion of the Office of the General
0GC)

Counsel ( that this matter must be reported to the
Intelligence Oversight Board (IOB). OGC will prepare and deliver
the necessary correspondence to the IOB.

Derlved Fr
Decla

iple Sources

Reference: (U) 278-HQ-C1229736-VIO Serial 13877

Administrative: (U) This communication contains one or more
footnotes. To read the footnotes, download and print the
document in Corel WordPerfect.

Details: ;}E{: The referenced electronic communication (EC) from
the Electronic¢ Communications Analy51s Unit (ECAU), dated

05/19/2006, requested that OGC review the facts of the captioned

s@éz'r

CTOJREVIEN| | DML 0
SO L LR

A0 NUESTIGATON,



(51

(&)

/sEQR’ET

To: Counterterrorism From: Office of the General Counsel
Re: () 278-HQ-C1228736-VIO, 12/19/2006

matter and determine whether it warrants reporting to the IOB.
In our opinion, it does. Our analysis follows.

(S_)_‘
ol
2
BIE
Lo
(SJJ L7C
bh7D
b7A
(S)‘
{S)
(U) Section 2.4 of Executive Order (E.O0.) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsels of the Intelligence Community (in the FRBI, the Assistant
Director, INSD, and the General Counsel, OGC, respectively)
report to the IOB “concerning intelligence activities that they
bl
b2
b7E
be
b7C
hiDh
hT7A

SECRET

NSL VIO-1243



(V)

stgé:'r

To: Counterterrorism From: Office of the General Counsel
Re: (U 278-HQ-C1229736-VIO, 12/19/2006

have reason to believe may be unlawful oxr contrary tc Executive
order or Presidential directive.” This language has been
interpreted to mandate the reporting of any violation of a
provision of the Attorney General Guidelines for National
Security Investigations and Foreign Intelligence Collection
(NSIG) or other guidelines or regulations approved by the
Attorney General in accordance with E.O. 12333, dated 12/04/1981,
if such provision was designed in full or in part to ensure the
protection of the individual rights. Violations of provisiocns
that are merely administrative in nature need not be reported to
the IOB. The FBI is required, however, to maintain records of
such administrative vioclaticons so that the Counsel to the IOB may
review them upon reguest.

(U) Under the Electronic Communications Privacy Act
(ECPA), the FBI may seek telephone and email communication
records from telephone companies and internet service providers
when those records "are relevant to an authorized investigation
to protect against international terrorism or clandestine
intelligence activities." 18 U.S.C. § 2709. Moreover, under
the NSIG, NSLs are an authorized technigue and may be issued in

conformity with stat i ents during a preliminary or bl
full investigation.
.~

L vww_L:}Ei:mQue to inadvertent tymogranhical axwax based on
the confusion betweéen the- FBIHQ

bL7A
received NSL results for lmremrr—aooress—Ttrmec—was Ot relevant
to an authorized counterterrorism investigation. Therefore, the

issuance of the NSL was neither authorized by law nor by the
NSIG. Upon realizing the error, the analyst immediately notified
his supervisor and took the proper steps to seguester the
information. Nothing from the original NSL results was uploaded
into the FBI computer systems, nor was any investigative action
taken based on the NSL results. However, due to the fact that

there was an unauthorized collection, we must report this to the
IOB.

syér
3
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To: Counterterrorism From: Office of the General Counsel
Re: (U) 278-HQ-C1225736-VIO, 12/19/2006

LEAD(s) :
Set Lead 1: {(Action)

COUNTERTERRORISM

AT WASHINGTON, DC

(U) ECAU should contact the carrier and ask whether the
improperly or unintentionally acquired information should be
returned or destroyed with appropriate documentation to the file.
Set Lead 2: (Action)

INSPECTION
AT WASHINGTON, DC

(U) For action deemed appropriate.

Set Lead 3: (Info)

b2
DTk
AT]
(U) Read and clear.
Set Lead 4: (Info)
OPERATIONAL TECHNOLOGY
AT WASHINGTON, DC
(U) Read and clear.
CC: Ms. Thomas b6
hiC

10E Library

144

SEM
4
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December 19, 2006

BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
Room 50209

New Executive Office Building
725 17 Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence Oversight Board Matter

2006[___| (u)

The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.
(U)

Enclosure

1 - 278-HQ-C1229736-VIO

Sources

Declassify O

:S T: NSL VIO-1246



s

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Mr. Stephen Friedman

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

i
VIO-1247
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INTELLIGENCE QOVERST®G BOARD (IOB) MATTER
DIVISION

NIEN TUB IATTER 4uu6[:::](u) b7E

The Electronic Communications Analysis Unit (ECAU) of
the Federal Bureau of Investigation (FBI) reported a potential
IOB involving a National Security Letter (NSL) requested by ECAU
which, through a transcription error, sought information about an
email address belonging to a person who was not the subject of an
FBI national security investigation.

;5 (S),
b7E AL

h7D /Upon realizing the
-~ " erxror, € analyst ilmmediace notirie 18 supervisor and took
Y Y D

the proper steps to sequester the information provided in
response to the NSL. Nothing from the original NSL results was
uplcocaded into the FBI computer systems, nor was any investigative
action taken based on the NSL results.

o B
iS) S 830 Due to d i based on the
confusion beétweer]. FBIHQ received
NSL results for anm email address at was not relevant to a

n7A counterterrorism investigation. Therefore, the issuance of the
NSL was neither authorized by law nor by the Attorney General
Guidelines for National Security Investigations and Foreign
Intelligence Collection (NSIG). Due to the fact that there was
an unauthorized collection, the error is a reportable matter
under Section 2.4 of Executive Order 12863.

Derive ; i ources
Sify on:

(51

1
I~
o)

c o

oy
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\w

'S)
4
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(i)
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/12/2007
To: CGeneral Counsel Attn: NSLB

From: Inspection
Internal Investigations Section, IPU, Room 3041

Contact: CRS| | Ext |:|

(SN ONESN

-3 SN

@]

e

Approved By: Miller David Iézuhﬂlﬂ9§2ﬁfﬁf

Drafted By:
Case ID #: (U) 278-HQ-C1228736-VIO (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKINGH# 2286
OGC/IOB# 200§

Synopsig: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIQO Serial 1387
278-HQ-C1229736-VIO Serial 1955

Details: (U) The Internal Investigations Section (IIS) received
an EC from Counterterrorism Division dated 05/19/2006, reporting
a possible IOB error. Based upon a review of the referenced EC
it is the IIS’s opinion the incident described therein is
indicative of a performance issue. Therefore, no internal
investigation will be conducted by the IIS and this matter is
being relegated to the NSLB for whatever action they deem
appropriate.

*

NSL VIO-1249



(Rev. 01-31-2003)
M/zm 20117

FEDEF.AL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 01/17/2007

To: Counterterrorism Attn: AD (Personal Attention)

From: Inspection .
Internal Investigations Section, IPU, Room 3041
Contact: CRS| —| Ext

Approved By: Miller David Ian W{/[

Drafted By:

. Case ID #: (U) 263-HQ-0-U - 654 (Pending)

Title: (U} INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 2286
OGC/IOB# 2006

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. Thig matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

I: :l e M Derive i

De Yy On: 7
Enclosure(s) : (U) 278-~-HQ-C1229736-VIO Serial 1387

Reference: (U) 278-HQ-C1229736-VIO Serial 1387
278-HQ-C1229736-VIO Serial 1955

Details: (U) Upon review of Counterterrorism Division’s
captioned report of a potential ICOB violation, IIS did not find
the matter indicative of willful misconduct. IIS only addresses
allegations where deliberate and/or aggravated misconduct is
evident.

(U) IIS views this matter as a possible performance
related issue with respect to the employee and respective
supervisor. Therefore, apprcpriate action relative to this
matter is left to the discretion of the division. IIS recognizes
and appreciates that this matter was brought to our attention as
required by the revisions mandated by National Security Law
Branch/OGC EC, dated 11/16/2006 (278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

)@a@zonolw

NSL VIO-1250

*



U.S. Departme. of Justice

Office of the Inspector General

Washingron, D.C. 20330

DATE: January 26, 2007

TO: Kenneth W. Kaiser
Assistant Director
Inspection Division
Federal Bureau of Investigation

FROM: Glenn G. Powell
Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007002573 ol
Subject] b7C
FBI No. 263-0-U-654 b2
FBI CMS No. 2286 p7E

- We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the
OlG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

[]

This complaint will be investigated by the OIG.

L]

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OlG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a

right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment

NSL VIO-1251



01¢G - INVESTIGATIONS DIVISION - Complaint Form 0IG NO. 689-2007-002573-M

Reeived By Date Received: 01/C4/2007 How Recelved: A
SUBIRCT: I SSNO:

Title: SS5A Pay Plan: D.O.B.:

Componcnt: FIR2I EOD Date: Alien No.:

Misc: F.B8.I.No.:

Home : I _I B.O.P.No.:

Phone: () - YA O/L No.: hé
dork: Offenses: 683 =
Ernno — ZTP: b7C

Ph “I AAJ .
SURJIECT: SSNO: _—l
Tivle: INTEL Pay Plan: D.O.B.:

Corponuent: FBI EOD Date: Alien No.:

M F.R.I.No.;

Home: | | 3.0.P.No.:

Phone: () - ZIPJ— D/L No.:

Work: Offenses: 689
Phone: I ZIP:

COMPLALNANT1 | SSNO:

Title: ATTY Pay Plan: D.0.B.:
Component: FBI EOD Date: Alien No.:
Miso: F.B.I.No.:
Home: B.O.P.No.:
Phone: Z1P: C/L No.:

Werk: Uffice of the General Counsel

Natiora! Security Law Branch/CILU, Washington, DC
Phone: ZiP: i
Confidential: Revealed: Authority: none

oo
-3 DO

1

Details:

The FBI provided information regarding a potential IOB matter {2006

On Aprii 11, 2006, a National Security Letter (NSL) was issued requesting informatiocn
pertaining to the target of an FBI investigation. Shortly after sending the NSL to the
field for service, it was learned that due to a typographical error, the target (listed in
the NSL) had been misidentified and as a result was not connected with the investigation.
Immedizte steps were taken to sequester the information.

“t is the opinion of the Office of the General Counsel that this matter need not be reported

Lo bthe I0B. (dz)
e ————— T __ T T T

ATIEGATTONS: 689 IOB Violation

Jccurrence Date: TIME:

CITY l, State Zip:

JISPOSTTTON DATA: Disposition: M Date: 01/25/2007 Appreval: POWELL, GLENN 3

‘ ) T !_.v ’
ieferred to Agency: FBI Date 3ent: 01/25/2007 Component : FBT

‘aTriot Act: N Civil Rights: n Component Number: 263-0-~U-65%4, 2236
ensitive: N Whistleblower: N Consolidated Case Number:

. " . e i
Fage 1 of 2 R A A
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Ol — INVESTIGATIONS DIVISION - Complaint Form OIG NO. 689-2007-002573-M
e e

Remarks:

vredicating material conrntains classified information that will be maintained in a sccure
coctainer withlin OIG/INV/HQ.

01/26/07-5¢ent to Kaiscr/FBI/INSD (dz)

NSL VIO-1253 ;
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[D-902 (Rev. 03-21-2005)

Precedence:

To: I

From:

Approved By:

SEDRET
FEDERAL BUREA&%EF INVESTIGATION

ROUTINE Date: 05/18/2004
nspection Attn: IIS, Room 11861
General Counsel Attn: NSLB, Room 7975
L ! b2
Squad| I oo
Contact: SA I b7k
vo
b7C

Drafted By: I

-

- Case.ID #: 278-HO-C122973-VTO - 1425
’ 278
Title: (U} SA |
SS? I
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR
- (U INTELLIGENCE OVERSIGHT
Syﬁébéié&“>%61 To report possible IOB error.
(- MWMWW,“W.Sﬁ{ ived From : -3
Declasgsi X1
RTE gy 1.
b6
bi7C
VAN
b7 (s) 2.
tUhm_mnm§&< 3. POSEIDIE I0UB Error: b1
(S) b’!f_.x
iU3”“Mm}><i 4, Descraiption of TOB Error (including anv renartino delava)
(S)
SCMee O]/l [1/7/e7 SECReT bl
_ b6
D D JQ 0O
ac ﬂ____(!g 1 . NSL VIO-1254 b7C
06 T
b7C -

bIA
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e

mo | b
~To: Insgpection From: b7E
Re: - 278-HQ-C1229736-VIO, 05/18/2006
()|
The above incident was memarialized via EC in captioned
[5] - -investigation{
el
oA
2
L7E

sepfay

NSL VIO-1255



o

.. To: Ingpection From:
Re: >{ 278-HQ-C1229736-VIO, 05/18/2006

LEAD(8) :
Set Lead 1: {Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.
Set Lead 2: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

*

NSL VIO-1256



(Rev. 01-31-2003)

”WCa§evID,#:mi§< 278~HQ—C1229736—VIO//-(Pending)

s%és'r

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/28/2006
To: Attn: SAC
CDC
Counterterrorism Attn: ITOS 1, CONUS 4, TEAM 13 kb?;
I
Inspection Attn: 11IS hée
p7C

From: General Counsel ;
NSLB/Counterterrorism La@ Unit #1/IX1 3€119
Contact: UCFﬁ

Approved By: Thomas Julie EJZ%?}J

Drafted By: [ hc%/7{

( 2781 1- l(ﬁ (Pending)

Title: ><) POSSIBLE INTELLIGENCE OVERSIGHT BOARD (IOB)
» MATTER 2006{ |

Synopsis: It is the opinion of the Office of General
Counsel (OGC) that the above referenced matter need not be
reported to the IOB. Our analysis follows. ’

I W_%.M.Exi Derivw - -
Dec ify On: 28

Administrative: (U) This communication contains one or more
footnotes. To read the footnotes, download and print the
document in Corel WordPerfect 8.

Reference: 278-HQ-C1229736-VIO Serial 1425

Detéiié?‘“)EQ:By electronic co nication (BEC) dated Mav 18. 2006
(cited below),! the[ Division[ |

(U) See EC from the Division to the Inspection Division B
and General Counsel, dated May I8, 2006, Case ID# 278-HQ-C1229736-VIO Serial e
1425, titled "INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR" hereinafter cited as b7E
SSRET
CIG/D0J REVIEW DATE:, 4+ ‘ b6
i . . -~ 1'\'76

FOIINVESTIGATION: /[ 1/ NSL VIO-1257
OIG/DOJ INVESTIGATION: "




SE T

iUh“”wTO: From: Genefal Counsel
'Ré7~m}}Q\ 278-HQ~-C1229736~VI0O, 12/28/2006 b2
b7E

(I -

reported a potential IOB involving a National Security Letter
(NSL) issued by Jwhich, through an error on the part
of the provider, yielded cellular telephone subscriber
information belonging to the wrong number, a number which was not
the subject of an FBI national security investigation.

{S)
bl
b2
b7E
b6
n7C
T 270
b7A
J\é&(o As required by Executive Order (E.O.) 12863 and
Section 2~56 wf the National Foreign Intelligence Program Manual
(NEIPM), OGC was tasked to determine whether the error described
here is a matter which must be reported to the IOB. We believe
that the reported activity does not require IOB notification
(U) Section 2.4 of E.O. 12863, dated 09/13/1993,
mandates that Inspectors General and General Counsel of the
Intelligence Community components (in the FBI, the Assistant
Director, Inspection Division, and the General Counsel, 0GC,
respectively) report to the IOB all information “concerning
intelligence activities that they have reason to believe may
be unlawful or contrary to Executive order or Presidential
directive.” This has been interpreted to include violations of
the Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection ("Attorney H2
b7E

o-jéa bl
— _ 7A

- 2 ,
NSL VIO-1258
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To: From: General Counsel
Rgs 2N 2 18-HO-C1l229736-VICO, 12/28/2006

(2
-3 DN

o
L]

General's Guidelines"), the implementation of which is mandated
by Executive Order 12333,

fUﬁ"W“”":>T§1 As set forth in Section V.12 of the Attorney

General's Guidelines, use of NSLs in conformity with 18 U.S.C.
§2709 is authorized when certain records are sought as part of a
18 U.S.C. §2709 authorizes
the FBI to obtain certain subscriber and toll billing records
from a wire communication service provider when those records
"are relevant to an authorized investigation to protect against
international terrorism or clandestine intelligence activities."

i
‘ In this instance. pursunant to an authorized

Agjproperly served an NSL
nt subscriber Information and toll billing

records from a wire communication service provider. In response
to this properly served NSL, the provider erroneously provided
subscriber information for an unrelated telephone number which

bl

quested in the NSL and was not relevant to the

contacted the provider, then shredded the inadvertently

cbtained information.

(U) Based upon these facts, in accordance with the
terms implementing the reporting requirements of Section 2.4 of
EOQ 12863, it is our opinion that this error is not reportable to
the IOB. A record of this decision should be maintained in the
control file for future review by the Counsel to the IOB.

(U) Sinceri Ialready contacted the provider
and shredded the inadvertently obtained material., there is no
longer a need for an action lead t

NSL VIO-1259
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o To: From: General Counsel
T Rga O 278-HQ-C1229736-VIO, 12/28/2006
b2
LEAD (s) :

@
-]
RS

Set Lead 1: (Info)

AT

(U) For information.

Set Lead 2: (Info)

COUNTERTERRORISM

AT WASHINGTON, DC

{U) For information.

‘Set Lead 3: (Action)
INSPECTION

AT _WASHINGTON, DC

(U) INSD should retain a record of the report of the
potential IOB matter, as well as a copy of the OGC opinion
concluding that IOB notification is not required, for three years
for possible review by the Counsel to the IOB.

cc: Ms. Thomas

IOB Library
*

sné‘ém

NSL VIO-1260



{Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/12/2007
To: General Counsel Attn: NSLB
From: Inspection

Internal Investigations Section. TIPU, Room 41
Contact: CRS | Ext.

Approved By: Miller David Ia@hpqﬁlg é;?QY
Drafted By: | |

Case ID #: (U) 278-HQ-C1229736-VIO (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 2450
OGC/IOB# 2006
Synopsis: (U) To report a potential Intelligence Oversight Board

(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1425
278-HQ-C1229736-VIO Serial 1971

Details: (U) The Internal Investigations Section (IIS) received

an EC fro __pivision dated 05/18/2006, reporting a h2
possible IOB error. Based upon a review of the referenced EC it H7E
is the T1IS’s opinion the incident described therein is
administrative in nature. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

L 4/

NSL VIO-1261



(Rev. 01-31-2003)
S 20320117

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/17/2007

To: | _J Attn: SAC (Personal Attention)

Prom: Inspecticn
Internal Investigations Section, IPU, Room 3041

Contact: CRS Ext
Approved By: Miller David Ian'QE?%
Drafted By:
b2
Case ID #: (U) 263-HQ-0-U - 657 (Pending) bh7E
. Lo
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 70

INSD/IIS TRACKINGH# 2450 : o
OGC/IOB# 2006 |
Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (I1S), and is not considered

willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

im- e X Derive : -
De y On:

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1425

Reference: (U) 278-HQ-C1229736-VIO Serial 1425
: 278-HQ-C1229736-VIO Serial 1971

N

bl

b
b

Details: (U) Upon review of| Pivision’s captioned
report of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. 1IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.
+¢

Mzonmu

NSL VIO-1262



U.S. Departme. of Justice

Office of the Inspector General

Washingron, D.C. 20330

DATE: January 26, 2007

TO: Kenneth W. Kaiser
Assistant Director
Inspection Division
Federal Bureau of Investigation

FROM: Glenn G. Powell
Special Agent in Charge

Investigations Division b ? -
SUBJECT: OIG Complaint No. 2007002578 b% _

Subject | jol B

FBI No.Z63-0-U-657

FBI CMS No. 2450

. We consider this 2 management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the
0O1G.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

[]

This complaint will be investigated by the OIG.

]

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, inal

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment

NSL VIO-1263



OIG - INVESTIGATIONS DIVISION - Complaint Form OIG NO. 688-2007-002578-M
]
Received By: Date Received: (1/04/2007 How Received: A
SUBJECT: | | SSNO:
Title: 8310 Pay Plan: 0.0.B.:
Component: ¥BL EOD Date: Alien No.:
Mise: F.B.I.Nc.
Home: | __I B.O.P.Nc.:
rhone: {} - ZIP:| l D/L Ne.:
Wwork: , , QOffenses: 639
Phnne1 I ZIP:
SUBJECT:| ] SSNO:
Ticie: SA Pay Plan: D.O.R.:
Conponent: FBI ECD Date: Alien No.: -
Misc: F.B.I.No.: bt
Home: B.0.P.Nc.: b7 C
Phone: ()} - ZIP: D/L No.: w2
Werk: , , Offenses: 689
PhOﬂe:| l Z1P:
COMPLAINANT | SSNO:
Title: DDIR Pay Plan: D.O.R.:
Coemponenrt: ¥BT BEOD Date: Alien No.:
Misc: F.B.I.No,
Home : BE.0.P.No.:
Phone: (] - ZIP: D/L No.:
Work: ,
Phone: ZIP: ‘
Confidentiar: Revealed: Ruthority: nocne
) ;
( Detatils: - bl
The FBI provided information regarding a potential IOB matter (2006 bR

()

a Naclonal security Letter
ongoing investigation.

correct individual.

databases, was shredded.

{(NoL)

It is the opinion of the Cffice of the General Counsel that *his matter need not be regcrtad

was served to obtaln iniormation

The information that was provided to the FBI was of another

individual who was not the subject of the investigation.

provided the wrong information, steps were taken to obtain the information pertaining to the
The information sent in error, of which none was uploaded into FBI

relative to the

Upon discovering the FBI had been

to the I0OB. dz)

~ . = e P —————
WLLEGATIONS: 6839 IOB Violation
iccurrence Darte: TIME:, b2
:ITY:l State: Zip: b7E

i
'TSPOSITION DATA: Disposition: M Date: 01/25/2007 Approval: POWELL, GLENN G
T

eferred to Agency: FBI Date Sent: Q01/25/2007 Component: F3I

atriot Act: N Civil Rights: N Component Number:

ansitive: N Whistleblower: y Consolidated Case Number:

263-0~U~-657%, 2450

Prin+tad N /DL Innn



(o)
N}

OIG - (NVESTIGATIONS DIVISION - Comglaint Form 3IG NO.: 689-20C07-002578-M

Remarka:

Fredicating material contains classified information that will be maintained in a sucure
container within OIG/TNV/HQ.

01/26/07~5ent to Kaiser/FBI/INSD. (dz)

NSL VIO-1265
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FIR062 (Rev. $3-21-2005)

SEcRm%loszv

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: J6/27/2006
. 0o
To: Inspection Attn: I15, Roum limal - .
General Counsel Attn: NSLB, Room 7975 b7C

From:

Cl-1
Contact: SAI

Approved By:

Drafted By:l I
(- - Case ID#r- :P{i 278-HQ-C1229736~VIO
eV
Title: (U) SA
SSA
INTE o * BCARD (IOB) ERROR

tU:l e,

SYhdbgiSf”E><: To report possipble IOB error.

bl
(- - - WWM“>§{: 2772031 bf
b7E
Details: ne
b7C
[
S b7A
(s) 2 bl
ko
e >:< 3. _Possible 0B Error: ele
(S) p1 b7A
(- b7A
”)%3 4. Description cf IOB Error (including any reporting
delays).
oy On £3/01/2006 prepared a National Security . .
Letter (NSL #1) directed to a large telecommunications company “
requesting subscriber, toll and billing records for a teliephone L7E

number believed to belong to above listed individual. NSL #1 was
prepared according to the then-current PATRIQOT Act provisions, and
contained the then-current non-disclosure warning. NSL #1 was
approved and transmitted to another field office for service.

b7C  SECEE®(]20310627

NSL VIO-1266




(U

()

szMsloszv

To: _Insgpection  [From:

Re>< 278-10-C1229736-V10, 067/27/2006

S On or about 03/13/2006, and after the transmittal ot
NSL #1 to  the other field office, but before it was served, the
PATRIOT Act was revised, changing, among other things, the law
ing the non-disclosure procedures for NSLs. Or 03/13/2006,
Felephonically notified the other field office not to serve
NSL #1, and a new NSL (NSL #2) complying with the revised Act with
a new non-disclosure provision was prepared for the same
information. NSL #2 was approved and transmitted to the otner
field office for service.

S%. Or 03/21/2006, the other field office mistakenly
served NSL #1 on the telecommunications provider. NSL #2 was
served on 03/28/2006. On 05/24/2006, the telecommunications
provider responded to NSL #1, providing subscriber information on
the telephone number, but noted that it had received NSL #2 for the
same telephone number, and indicated that it would provide toll and
billing records in its response to NSL #2.

N |became aware of the issue upon receiving the

information regarding the response to NSL #1 on 06/20/2006. The
response to NSL #1 has been sequestered.

SECR£%7§;;310627

£

NSL VIO-1267



SE@BQ/ZOBJ.OGZT
EUj”“m_EQ: nspection From: |
Re$ 278-HQ-C1229736-V10, 06/27/2006

LEAD (s) :

Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

{U) For action deemed appropriate.
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(J) For action deemed appropriate.

*"

sx:c%loszv

2

-

NSL VIO-1268



(Rev. 01-31-2003)

SE T

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE o Date: 12/19/2006
AL
To: b7E Attn: SAH— |
| 06 SSA I
| B0 cDC
Inspection Attn: IIS
CRS

From: Office of the General Counsel
NSLB/CILU/Room 7947
Contact:

Approved By: Thomas Julie
|

A

Drafted By: | { gz)

Case ID #: (U) 278-HQ-C1229736- VIO’/ (Pending)

Title: (u) INTELLIGENCE OVERSIGHT BOARD
MATTER 2006

T

i] Synopéiéi“QEBi; It is the opinion of the Office of the General
Counsel (OGC) that this matter need not be reported to the
Intelligence Oversight Board (IOB). A copy of this opinion
should be retained 1n the control file for review by the Counsel
to the IOB.

EU?”"“WWWMHHWNM>K§ Derive M i ources

Declaggi : MR
Reference: (U) 278-HQ-C1229736-VIO Serial 1469
Administrative: (U) This communication contains one or more

footnotes. To read the footnotes, download and print the
document in Corel WordPerfect. '

(I - Detailsgy The referen ectronic communication (EC) from
th ivisio dated 06/27/2006, requested that B2

OGC review the facts of the captioned matter and determine B
whether it warrants reporting to the IOB. In our opinion, it D
does not. Our analysis follows.

S%T

0'GDOJ REVIEW, | OATE e ’
F31 INVESTIGATION. 7 Ll NSL VIO-1269

CiG/DCJ INVESTIGATION: N
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SE T p2

To:[ZIFrom: Office of £he General Counsel o7E s
Re: (U) 278-HQ-C1229736-VIO, 12/19/2006 L;“
> E
bl
. . b7A
- A8y On 03/01/2006 repared a National Security

Letter (NSL #1) for the subscriber, toll, and billing recssds fox
a telephone numher helijeved fn_hmg to the subjéc’t"“ ol
This NSL was preparlTd IN

e T Eequestered the information provided in
- response to NSL #1 upon receipt on 06/20/2006.

CTOTUaIICeE WITII CIIE USA PATRIOL &CT of 2001 and contained the
appropriate non-disclosure warning. NSL #1 was transmitted to
another field office for service.

On 03/09/2006, after NSL #1 had been sent to the
other field office for service but before it was served, the
President signed the USA PATRIOT Improvement and Reauthorization
Act of 2005 (USA PATRIOT IRA) which, amcng other things, changed
the non-disclosure procedures for NSLs.

r learning of the change in the law, on

03/13/2006 rontacted the other field office and told them

not to serve NSL #1 [prepared a new NSL (NSL #2) for the

same information. NSL #2 included the non-disclosure procedures D2
set forth in the USA PATRIOT IRA. NSL #2 was transmitted to the h;E
cother field office for service. >

'“”“”“““~““;}§i: On 03/21/2006, the other field office mistakenly
served NSI $#1. NSL #2 was served on 03/28/2006.

e On 05/24/2006, the telecommunications provider
responded”’to NSL #1 by providing subscriber information. The
provider noted that it had received NSL #2 for the same telephone
number and indicated that it would provide toll and billing
records in igfs response to NSL #2.

1 DO

oo

(U) Section 2.4 of Executive Order (E.O.) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsels of the Intelligence Community (in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB “concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive.” This
language has been interpreted to mandate the reporting of any
violation of a provision of the Attorney General Guidelines for
National Security Investigations and Foreign Intelligence
Collection (NSIG) or other guidelines or regulations approved by
the Attorney General in accordance with E.O. 12333, dated
12/04/1981, if such provision was designed in full or in part to

) s-,?@

2
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To: From: Office of the General Counsel BT E
Re: (U) 278-HQ-C1229736~-VIO, 12/19/2006

ensure the protection of the individual rights. Vioclations of
provisions that are merely administrative in nature need not be
reported to the IOB. The FBI is required, however, to maintain
records of such administrative vioclations so that the Counsel to
the IOB may review them upon reqguest.

(U} Under the Electronic Communications Privacy Act
(ECPA), the FBI may seek telephone and email communication
records from telephone companies and internet service providers.
18 U.S.C. § 2709. Moreover, under the NSIG, NSLs are an
authorized technigue and may be issued in conformity with

statutory requi g a preliminary or full ol
investigation.

”;Réi Here, during an authorized investigation,! the FBI
properly served two (2) NSLs on a telecommunications provider.
Due to a change in the USA PATRIOT Act, the non-disclosure
provisions of these two NSLs were different. However, the
language of the non-disclosure provisions does not effect the
legality of the NSL. Both NSL #1 and NSL #2 were properly and
legally served under an authorized investigation. Therefore, the
FBI has not viclated the law and is permitted to keep and use the
information provided in response to both of these NSLs.

. NHHWW.EEQ Based upon these facts, in accordance with the

reporting requirements of Section 2.4 of EQO 12863, it is our
opinion that this error is not reportable to the IOB.

o)
P
4

s
-

5
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b7E

To: From: Office of the General Counsel
Re: (U) 278-HQ-C1229736-VIO, 12/19/2006
LEAD(s) :

Set Lead 1: {Info)

b2
b7E

AT

(U) Read and clear.
Set Lead 2: (Action)
INSPECTION
AT WASHINGTON, DC

(U) INSD should retain a record of the report of the
potential IOB matter, as well as a copy of the OGC opinion
concluding that IOB notification is not required, for three years
for possible review by the Counsel to the IOB.

cC: Ms. Thomas
b6
b7C

IOB Library

144
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(Rev. 01-31-2003)
S //20320117
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 01/17/2007
To: Attn: SAC (Personal Attention)

From: Inspection
Internal Invegtiaations Section TPU, Room 3041
Contact: CRST EXt .

Approved By: Miller David Ié%ﬁﬁyq o
Drafted By: b7E
b6
- Case ID #: (U) 263-HQ-0-U - 659 (Pending) b7C
Title: {U) INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKING# 2480

OGC/IOB# 2006 |

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

A Derive
I Dec i On 17

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1469

Reference: (U) 278-HQ-C1229736-VIO Serial 1469 n2
278-HQ-C1229736-VIO Serial 1980 h7E

Details: (U) Upon review of _ Division’s captioned report
of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) 1IIS recognizes and appreciates that this matter
was brought to our attention as required by the revisions
mandated by National Security Law Branch/0OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

*"

SECRET//20320117
NSL VIO-1273



DATE: January 29, 2007

TO:

U.S. Departme: . Justice

Office of the Inspector General

Wushungron. I2.C. 20530

Kenneth W. Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation

FROM: Glenn G. Powell

Special Agent in Charge

. .. Do
Investigations Division 70
SUBJECT: OIG Complaint No. 2007002605 De
Subject | oIE
FBI No. 263-0-U-639
FBI CMS No. 2480

L O

We consider this 2 management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referval pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you

believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment

NSL VIO-1274



OIG -~ INVESTIGATIONS DIVISICN - Complaint Form 685~2007-002605-M

Recrer | verd Py;l | Date Received: 01/04/2007 How Received: A

SUBJECT: SSNO:
Tir Pay Plan: D.C.B.:
Component: ¥BI EOD Date: Alien No.:
Misc: #.B.I.No.: h?
Home : B.O.P.Nc.: :b6
Fhore: ) - ZI1IP: /L No.: .
Work: , Offenses: €89 7C
Proni: | ZIP:
SUEIECT: | | SSNG:
Tit le: SSA Pay Plan: D.C.B.:
Component: FBIL EOD Date: Alien No.:
Miso: F.B.I.No.:
Horeo: B.O.2.No.:
Prione: 1) - ZIP: D/L No.:
Work: Offenses: 689
Phone: ZIP:
COMPLA LNANT & | SSNO:
Tille:r ATTY Pay Plan: D.O0.B.:
Component: FRI £0D Date: Alien No.:
Miseo: F.B.I.No.:
Home B.O.P.No. :
Phone: 2IP: D/L No.:
Worx: ODffice of the General Counsel
Naticnal Security Law Branch/CILU, Washington, DC
Phone: ) Z1P:
Corfidential: Revealed: Authority: none
|
Detalls: b2
The FBI provided information regarding a potential IOB matter (2006[:::::] LR

Cn March 1, 2006 |FBI prepared the first National Security Letter (NSL) and
transmitzed it t& another field office for service. On March 9, 2006, the USA PATRIQT

Improvement and Reauthorization Act of 2005, which changed the non-disclosure procedures for
NST.s, was signed. On March 13, 2006, the field office is contacted and advised not tc serve
NSL #1;NSL #2 is prepared and transmitted to the field office for service.

N5L #1 was mistakenly served on March 21, 2006; NSL #2 was served on March 28, 2006. The

F3I recelved s response to NSL #1; the information was sequestered upon receipt or. June 20,
2006,

1t is the opinion of the Office of the General Counsel that this matter need not be reportec
Lo Lhe TOB. {dz)

e}

ALLECATIONS: 689 IOB Violation

Oceurrence Date: TIME:

CITY:l I State: Zip:
DTSPOSITION DATAR: Dispesiticn: M Date 01/26/20C7 Approval: POWELI, GI,ZNN G
Referred to Agency: FBI Zate Sent: 01/26/2007 Component: 51 '
Fatrict Act: N Civil Rights: N

Component Lumber: Z63-i -l-c. 3 243¢

[SE VIO 197s ™

Sensirive: N Whist leblower

N Consolidat




ClG - INVESTICATIONS DIVISIOGN - Complaint Form OIC NO.

[eY%

F€89-2007-C02605-M

Pl

‘

Remia ke :

Predicating material contains classified information that will
container within OIG/INV/HQ.

GL/29/07-5ent to Kalser/FBI/INSD. (dz)

pe maintained

in

a Securs

NSL VIO-1276
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FLo .2 (Rev. 03-21-2005)

skeET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 07/05/2006
To: Inspection Attn: IIS, Room 11861 b7E
General Counsel Attn: NSLB, Room 7975 hE
Squad 1
Contact: CDC

Approved By:l

Drafted By:

() - ~case ID-#: >< 278-H0-¢1229736-vIo 4 1 78
Title: (U) . TEQ. ,
sa[ | :
R INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR
Synéééiéi“‘ To detail verbally reported possible IOB error.
e Derl om +—G-3
Decl ify Oos
bl
Details: b2
b7E
(s) 1. jo19)
b7C
(8) 2. b7A
- ”“)%Q 3. Possible IOB Error: b1l
(- - }g{ Initiating a form of electronic surveillance or a search ofe
without probable cause. b7C
(o '“B&} 4. Description of IOB Error (including any reporting delays) . Eég
(S)
(51
. Al s?é'r bl
A Tkuododfor’ e NSL VIO-1277 b7E
b7C o

b
e



SEPRET

wm - . D2
~~To: Inspection From: | |

ol Re: {8¥~ 278-HQ-C1229736-VIO, 0770572006 o7

18)

h7C
b7A

b2
b7E
bo
b7C

As directed, all hard copy information concerning that e-mail
address has been destroyed and removed from all FBI|

computers. One compact disk containing all fileg| |relating
. to the e-mail address was forwarded to SSAl [of ITOS I,
- CONUS II.
b7E
be
b7C

NSL VIO-1278



SERNET_

b2
To: JInspection From: [ | C7E
im - wRe:Wv>§<f 278-HQ-C1229736-V10, 07/05/2006
LEAD(8) :

Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.
Set Lead 2: (Action)
GENERAL_COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

*
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(Rey, 01-31-2003)

e

(o

luDrafted By: I _JL////,,\L{

SECRET/ FORN

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE | Date: 12/22/2006
To: | | "o Attn: SAC
p7E CDC
Counterterrorism Egc Attn: ITOS 1, CONUS 2, TEAM 7
Inspection o Attn: IIs.,

From: Office of the General Counsel
NSLB/CTLU1l/ LX1 Rocm 3$119
Contact: UC[

Approved By: Thomas Julie qu(QAJ

\4

Case ID & M 278-HQ-C1229736-VIO  (Pending)

- Titles W INTELLIGENCE OVERSIGHT BOARD

MATTER 2006

~wSynopsis:w;>S( It is the opinion of the Office of the General

Counsel (OGC) that this matter must be reported to the
Intelligence Oversight Board (IOB). OGC will prepare and
deliver the necessary correspondence to the IOB.

(u) Deriv : =
e Declassify On: 22

‘Reference: - M 278-HQ-C1229736-VIO serial 1490

Administrative:'zh{: This document contains information obtained ox
derived frem an electronic surveillance or physical search conducted
under the Foreign Intelligence Surveillance Act ("FISA"), 50 U.S.C.
Section 1806(b). Such information shall not be used in any criminal
or administrative proceeding, including grand jury proceedings and
warrant affidavits, without the prior written approval of the
Attorney General of the United States. U.S. Person FISA derived
information may not be disseminated to a foreign government without

the prior written approval of the Attorney General of the United
States. :

SE / / NOFORN

[oNe)
\~l 6\1

o'efood REVIEW: DATE /-
o INVESTGATIOR o < 101980
016004 INVESTIGATION:,___7




bl

107
L./

b7E
b6
WiC

3
O IFA)
A ey

;%EBEiZ/NOFORN

To: From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/22/2006

Défdilé?“")kﬁi The referenced serial from
requested that OGC review the facts of the captioned matter
and determine whether it warrants reportlng to the IOB. As

explained below, in our opinion, the FBI is requlred to report
this matter to the IOB.

b2
b/E

(s)f

(s/NF]

(S/NF)

:}éi:As directed, all hard copy information

concerning that e-madi lress has been destroyed and removed
from all FBI computers. One compact disk
containing all file _DTrelating to the e-mail address
was forwarded to SSA] |of ITOS I, CONUS II.

(U} The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). Omn 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB)

o szc§;zZ/Noronn

NSL VIO-1281
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SEC / /ROFORN

To: From: Office of the General Counsel
Re: 8-HQ-C1229736-VIO, 12/22/2006

and established the Board as a standing committee of the
President's Foreign Intelligence ARdvisory Board. Among its
responsibilities, the IOB has been given authority to review
the FBI's practices and procedures relating to foreign
intelligence and foreign counterintelligence collection.

(U) Section 2.4 of Executive Order 12863 mandates
that Inspectors General and General Counsel of the
Intelligence Community components (in the FBI, the Assistant
Director, Inspection Division (INSD), and the General Counsel,
Office of the General Counsel (0OGC), respectively) report to
the IOB intelligence activities that they have reason to
believe may be unlawful or contrary to Executive Order or
Presidential Directive. This language has been interpreted to
mandate the reporting of any violation of a provision of The
Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection (NSIG),
effective 10/31/2003, or other guidelines or regulations
approved by the Attorney General in accordance with EO 12333,
dated 12/04/1981, if such provision was designed to ensure the
protection of individual rights.

(U) Violations of provisions that merely are
administrative in nature and not deemed to have been designed
to ensure the protection of individual rights are generally
not reported to the IOB. The FBI Inspection Division is
required, however, to maintain records of such administrative
violations for three years so that the Counsel to the IOB may
review them upon request. The determination as to whether a
matter is "administrative in nature" must be made by OGC.
Therefore, such administrative violations must be reported as
potential IOB matters.

LS)[gﬁ

B In this situation, the FBI and OIPR
inadverteritly” included an email account not associated with
the FBI subject in a FISA application. This resulted in
court-ordered electronic surveillance and physical search of
an email facility that was not associated with the FBI
subject, in violation of the NSIG. This incident must be
reported to the IOB. In accordance with the reporting
requirements of Section 2.4 of Executive Order 12863, OGC will

L s;e@/norom«

3
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S%éggT//NOFORN

To: | | From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/22/2006

prepare a cover letter and a memorandum to report this matter
to the IOB.

iUT”m”“M””“::?gii Because the inadvertently captured information
has already been collected, sequestered, sealed and delivered
to CTD, ITOS1, there is no action lead to the field. If not
already done, CTD, ITOS1 should ensure that all inadvertently
captured information is delivered to OIPR for appropriate
disposition by the FISC.

sngiémarom

NSL VIO-1283



SECR /NOFORN

To: From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/22/2006

LEAD(s) : b2

Set Lead 1: (Info)

AT

(U) For information.

Set Lead 2: {Action)
COUNTERTERRORISM

AT WASHINGTON, D.C.

(U) The FBIHQ substantive unit should ensure that
all inadvertently captured information is delivered to OIPR
for appropriate disposition by the FISC.

Set Lead 3: {Action)

INSPECTION

AT WASHINGTON, D.C.

(U) For action deemed appropriate.

ccs Ms. Thomas

- N

oo
2

|

IOB Library

*

| SECRMOFORN
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December 22, 2006

BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
Room 50209

New Executive Office Building
725 17" Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence Oversight Board Matter
20064 (u)

o
)

The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.
(v

Enclosure

1 - 278-HQ-Cl229736-VIO

0311222

o
NSL VIO-1285



SEC
Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department c¢f Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

§'/E‘ ( NSL VIO-1286
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INTELLIGENCE OVE T BOARD (IOB) MATTER b7E
[ FIEL ICE
ok

IOBR MATTER 2006 U)

By electronic communication dated July 5, 2006,
the Federal Bureau of Investigation (FBI Field
Office reported that the FBI and the Office of Intelligence
Policy and Review (OIPR) inadvertently included an email account
not associated with the FBI subject in a Foreign Intelligence
Surveillance Act (FISA) application. This resulted in court-
ordered electronic surveillance and physical search of an email
facility that was not associated with the FBI subject. The
inadvertently intercepted material was segquestered and will be
filed with the Foreign Intelligence Surveillance Court.

s

court-ordered electronic survelllance and physical

=eaTCl oL an email facility that was not associated with the FBI
subject violated the NSIG. Thus, the matter is being reported to
the IOB.

S%ET NSL VIO-1287



{Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/12/2007
To: General Counsel Attn: NSLB
From: Inspection

Internal Investigations Sectijon., TIPU, Room 3041
Contact: CRS Ext

; - K TAINED
Approved By: Miller David IaquhQﬁ@o %&tz1
Drafted By: I AJ
Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 13
p7C

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER B2

INSD/IIS TRAC 492 -

OGC/IOB# 2006
Synopsis: (U) To report a potential Intelligence Oversight Board

(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1480
278-HQ-C1229736-VIO Serial 1974

Details: (11} The TInterna]l Investigations Section (IIS) received

an EC from Division dated 07/05/2006, reporting a w2
possible IOB error. Based upon a review of the referenced EC it B7E

is the IIS’'s opinion the incident described therein is indicative
of a performance issue. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

+

NSL VIO-1288



(Rev. 01-31-2003)
| “SReRET//20320117

FEDEF AL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/17/2007

To: r Attn: SAC (Personal Attention)

From: Inspection
Internal Investigations Section, IPU, Room 3041
Contact: CRS| |Ext|_—_]

Approved By: Miller David IanjzaaA
“—/

Drafted By:

oI eNEONES)
~J oy =1 DN

Case ID #: (U) 263-HQ-0-U - 661 (Pending)

Title: 40)) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 2492
OGC/IOB# 2006

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

S "E><i De om
De ify On:

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1490

Reference: (U) 278-HQ-C1229736-VIO Serial 1490
278-HQ-C1229736-VIO Serial 1974

Details: (U) Upon review of Division’s captioned
report of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS views this matter as a possible performance
related issue with respect to the employee and respective
supervisor. Therefore, appropriate action relative to this
matter is left to the discretion of the division. IIS recognizes
and appreciates that this matter was brought to our attention as
required by the revisions mandated by National Security Law
Branch/0OGC EC, dated 11/16/2006 {278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

Eﬂ@/zonolw
NSL VIO-1289
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U.S. Departmer. { Justice

Office of the Inspector General

Weashingron, D.C. 20530

DATE: January 29, 2007

TO:

Kenneth W. Kaiser
Assistant Director

Inspection Division
Federal Bureau of Investigation

FROM: Glenn G. Powell

Special Agent in Charge

Investigations Division Do
L7C
SUBJECT: OIG Co i 07002615 b2
Subject b7E
FBI No. 263-0-U-661
FBI CMS No. 2492

NN

We consider this 2 management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you

believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG: Report/Referrat or to the identities of complainants or witnesses, and that, in ail

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment

NSL VIO-1290



OLG - INVESTIGATIONS DIVISION - Complaint Form CIG NO. 689-2007-002615-M

Recoeived 3y:| Date Received: 01/04/2007 How Received: A

SUHJECT:I l SSNO:

Tivnle: 5A Pay Plan: D.0O.B.:

Component: ¥BI EOD Date: Alien No.:

Mise: F.B.I.No.:

Home: rﬁ AAJ B.0.FP.No.:

Phione: () - - AIP: :: D/L No.:

Werk: , Offenses: 689

Phone: | 1 yA=R!

susaszer | SSNO: b6
Title: TFO Pay Flan: 0.0.B.: 70
Compornent: USM EOD Date: AlZen No.: ~
Misao: F.B.I.No.: b2
Home: B.0.P.No.

Phone : 21D D/L No.:

work:| | Offenses: 689

PhcneTTi I ZIP:
COMPLAINANT{ | SSNO:

Ti:le: LEGAL . Pay Plan: D.C.B.:
Comporenc: FRBI EOD Date: Alien No.:
Mise:: F.B.1.No.:
HOLe'[ J B.O.P.No.:
Phone: {} - 7Z1P D/L No.:
Work: ,

Phore: [ ZIF:

Confidenzial: Revealed: Authority: none

Lerails:

9]
o

The FBI provided information fééafdihg“a'potentialleB“magﬁgy (2006

and & Naticnal Security Letter (NSL) was issueq. 1o response to the Nol, 1HNlormacion
associated with the target of the investigation was identified. However results from b7 A
another NSL requesting information revealed that the information previously obtained did not = /4*

pelong to ~he target. The information obtained was destroyed and removed from ail FBI
computers.

LTk

Tt is the opinion of the Office of the General Counsel that this matter need not be repcrted

o0 103 (d2) — -

'GATIONS: 689 IOB Violation o
courrence Date: TIME: D
SITY : | l State::j Zip: h7E
JISPOSITION DATA: Disposition: M Date: 01/26/2007 Approva.i: PCWELI,, GLENN C

lenZd
|
eferred To Agenny: FBT Date Sent: 01/26/2007 Component: FBI
etriot Act: N Civil Rights: N Componen: Number: 263-0-1-661, 2492
fensitive: N Whistleblower: N Consolidated Case Number:
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OLG - INVESTIGATIONS DIVISICN - Complaint Form 01G NO. 689-2007-002615-M

Remarks:

Proedicating material corntains classified infeormation Lhat will be maintained in a secure
cont ciner within OIG/INV/HQ.

01/29/07-5%5¢ent to Xalser/FRI/INSD. (dz})
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FD-962 {Rev. 03-21-2005)

SECHKET

FEDERAL BUREAY OF INVESTIGATION

Precedence: ROUTINE

Date: 07/07/2006

To: Inspection - Attn: IIS, Room 11861
General Counsel Attn: NSLB, Room 7975
From: | |
JTTF

Contact: TEFO

Approved By:

N1/
Drafted By: | |

Tat

—

iul'”“Case”IDW#b~wE§< 278-HQ-C1229736-VIO ~. IE;OfS

Title: (U) TFO
SSA

INTELLIGENCE OVERSIGHT BOARD (IOBR)

ERROR

tUhmm'“SyﬁdpSiS!WEX( To report possible IOB error. b2
b7E
U Deri rom-—+— G-3 ‘
Decl Yy ? 1 70
Details: b7A
(s) 1.
(S) 2
LUT'“”“)B( 3. Possible IOB Error:
bl
(s) o7h
fUJ““”““EX( 4. Description of IOB Error.
(8)
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| oo NSL VIO-1293 b7E
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" To: Inspection From:

278-HO-C1229

\cé b2
SECRET b7E

36-VIO

07/07/2008

(S)

(8)
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“To: Ins ection From:
Reﬁ":}S{? 278-~-HQ~-C1229736-VIO, 07/07/2006

SE?é‘ b2

LEAD(s) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DBC

(U) For action deemed appropriate.

*
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(Rev. 01-31-2003)

(-

sepfme

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE - Date: 12/20/2006
To: b7E Attn: SAC
b6 coe
h7C
Counterterrorism N Attn: ITOS 1, CONUS 2, TEAM 6

Inspection Attn: IIS

From: Office of the General Counsel
NSLB/CTLU1/LX1 Room 38119
Contact: Uq‘

[
Approved By: Thomas Julie U

) Drafted By: ~ L{q
Case ID 4. 278-HQ-C1229736-VIO (Pendmg)
Titlegwngi(: INTELLIGENCE OVERSIGHT BOARD
MATTER 2006|
Synopsgis:. - It is the opinion of the Office of the General
Counsel (OGC) that this matter is not reportable to the

o

o

Intelligence Oversight Board (IOB). Rather, it should be
maintained in the control file for periodic rev1ew by Counsel
to the IOB. Our analysis follows.

‘“:ﬁﬁi eri From :

Declassgi T 11220

(SN e)
)
K2l

Reference: - :D{{ 278-HQ-C1229736-VIO serial 1505

Details: The referenced serial from requested

that OGC review the facts of the captioned matter and
determine whether it warrants reporting to the IOB. As
explained below, in our opinion, the FBI is not required to
report this matter to the IOB.

ﬂgﬁgéT

bo
CiC.DOJ REVIEW: L__DATE L7C

01600 INVESTIGATION:




To:
Re:

SMT b2

I From: Office of the General Counsel

278-HQ-C1229736-VIO, 12/20/2006

bl

(s) bz
b78
bo
b7C
b7D
b7A

(s)

bl
b7D

b1
(S)\ b6

b7C
b7Dh
b7A

@y

bl
b7A
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To: From: Office of the General Counsel ‘ b7E

Re: 278-HQ-C1229736-VIO, 12/20/2006

(S)

(U) The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB)
and.established the Board as a standing committee of the
President's Foreign Intelligence Advisory Board. Among its
responsibilities, the IOB has been given authority to review
the FBI's practices and procedures relating to foreign
intelligence and foreign counterintelligence collection.

(U} Section 2.4 of Executive Order 12863 mandates
that Inspectors General and General Counsel of the
Intelligence Community components (in the FBI, the Assistant
Director, Inspection Division (INSD), and the General Counsel,
Office of the General Counsel (OGC), respectively)} report to
the 10B intelligence activities that they have reason to
believe may be unlawful or contrary to Executive Order or
Presidential Directive. This language has been interpreted to
mandate the reporting of any violation of a provision of The
Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection (NSIG),
effective 10/31/2003, or other guidelines or regulations
approved by the Attorney General in accordance with EO 12333,
dated 12/04/1981, if such provision was designed to ensure the
protection of individual rights. Violations of provisions
that merely are administrative in nature and not deemed to
have been designed to ensure the protection of individual
rights are generally not reported to the IOB. The FBT

3
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S% . b2

To: From: Office of the General Counsel L7E
Re: B-HQ-C1229736-VIO, 12/20/2006

Inspection Division is required, however, to maintain records
of such administrative viclations for three years so that the
Counsel to the IOB may review them upon request. The
determination as to whether a matter is "administrative in
nature" must be made by OGC. Therefore, such administrative
violations must be reported as potential IOB matters.

NSLs are a specific type of investigative tool
that allows the FBI to obtain certain limited types of
information without court intervention, including subscriber
information and electronic communication transactional records
in the custody of electronic communications service providers
(Electronic Communications Privacy Act, 18 U.S.C. § 2709).

NSLs may be issued in Conforrn_ﬂi_'Lﬂn‘_b_si:a.tlmDnuequirements,
including 18 U.S.C. § 2709. bl

””'”“;>§z Here, during an authorized investigation, the

FBI properfly served an NSL on an electronic communications
service provider requesting subscriber information. In

response to the properly served NSL, the FBI inadvertently
obtained information beyond the scope of the NSL (electronic o
communication transactional records). FBI| | LTF
identified the problem, and properly sequestered the S

electronic communication transactional records. ..

(U) Based upon these facts, in accordance with the
terms implementing the reporting requirements of Section 2.4
of EO 12863, it is our opinion that this error is not
reportable to the IOB. A record of this decision should be
maintained in the control file for future review by the
Counsel to the IOB.

(U) should contact the electronic
communications service provider and ask whether the improperly
or unintentionally acquired information should be returned or

destroyed with appropriate documentation to the file. : b2
Alternatively, since electronic communication transactional bh7E
records can lawfully be obtained with an NSL| _may

serve an NSL for the electronic communication transactional
records received from the electronic communications service
provider.

33>ng
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To: From: Office of the General Counsel
Re: Z278-H0O-C1229736-VIO, 12/20/2006

LEAD(s) :

Set Lead 1: (Action)

o
o
AT
() should contact the electronic
communications-servrce provider and ask whether the improperly

or unintentionally acquired information should be returned or
destroyed with appropriate documentation to the file.
Alternatively, since electronic communication transactional
records can lawfully be obtained with an NSLI ay
serve an NSL for the electronic communication transactional
records received from the electronic communications service
provider.

Set Lead 2: (Info)

COUNTERTERRORTSM
AT WASHINGTON, D.C.
(U) For information.
Set Lead 3: (Action)

INSPECTION

AT WASHINGTON, D.C.

(U) INSD should retain a record of the report of the
potential IOB matter, as well as a copy of the OGC opinion
concluding that IOB notification is not required, for three
years for possible review by the Counsel to the IOB.

ce: M b6

IOB Library
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/12/2007
To: General Counsel Attn: NSLB HE
- b7C

From: Inspection o
Internal Investigations Section, IPU, Room 3041 Loy
Contact: CRS]| | Ext

Approved By: Miller David Iaﬂmnﬁ&ud isizf

Drafted By:

Case ID #: (U) 278-HQ-C1229736-VIO (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKINGH 2563

OGC/IOB# 2006 ]

Synopsgis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Cffice of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1505
278-HQ-C1229736-VIO Serial 1947

Details: ernal Investigations Section (IIS) received

an EC fror| IDivision dated 07/07/2006, reporting a b2
possible IOB error. Based upon a review of the referenced EC it bL7E
is the IIS‘s opinion the incident described therein is indicative

of a performance issue. Therefore, no internal investigation

will be conducted by the IIS and this matter is being relegated

to the NSLB for whatever action they deem appropriate.

*
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(Rev. 01-31-2003)
/20320117

(I

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/17/2007

To: Attn: SAC (Personal Attention)

From: Inspection
Internal Investigationg Section. IPU, Room 3041
Contact: CRS[ | Ext

Approved By: Miller David Iané%%%{

Drafted By: i b2
b7E
Case ID #: (U) 263-HQ-0-U - 663 (Pending) ge
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER p7C
INSD/IIS TRAC] 563
OGC/IOB# 2006
Synopsis: (U) To advise that captioned reporting of potential

Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

e Eg( Derive s -

Dec Yy On:
Enclogure(s): (U) 278-HQ-C1229736-VI0O Serial 1505

Reference: (U) 278-HQ-C1229736-VIO Serial 1505
278-HQ-C1229736-VIO Serial 1947

S
'/
AL

Details: (U) Upon review of Division’s captioned -
report of a potential IOB viclation, 11S did not find the matter b7E
indicative of willful misconduct. 1IIS only addresses allegations

where deliberate and/or aggravated misconduct is evident.

(U) IIS views this matter as a possible performance
related issue with respect to the employee and respective
supervisor. Therefore, appropriate action relative to this
matter is left to the discretion of the division. IIS recognizes
and appreciates that this matter was brought to our attention as
required by the revisions mandated by National Security Law
Branch/OGC EC, dated 11/16/2006 (278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

:éggggf?/zo320117
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TO:

FROM

U.S. Departme  .f Justice

PRt

Office of the Inspecior £ie

Weesbiineron, £1.C. 2054y

January 31, 2007

Kenneth W. Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation

: Glenn G. Powell
Special Agent in Charge
Investigations Division

b6
b7C

. v . b2
SUBJECT: OIG Complaint No, 2607002641 o
Subject: b7E

]

L]

Attach

| |Division

FBI No. 263-0-U-663
CMS No. 2563

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant te § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OlG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

ment

NSL VIO-1303
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- INVESTIGATIONS DIVISION - Complaint Form OIG NO. 682-2007-002641-M
Received By:| Date Received: 01/04/2007 How Received: A
suBJecT { | SSNO:

Title: TFO Pay Plan: .0.B b6
Component : FBI EOD Date: Alien No bhiC
Misc: F.B.I. N N
Home : B.O.P. : D2
Phone: ZIP: D/L No

Work : Offenses 689

Phone: ZI1Pp:

SUBJECT: __l SSNO :

Title: SSA Pay Plan L.G.3.

Component: FBI EOD Date Alien No

Misc F.B.I.No

Home : B.O.P.No.:

Phone: = Z21P: | D/L No.:

Work: Offenses: 689

Pheone: I ZIP:

COMPLAINANT : SSNO

Title: SSA Pay Plan: D.O.3.:

Component : FBI EOD Date: Alien No.:

Misc: F.B.I.No.

Home : [47 I B.0O.P.No.

Phone: () - ZIP: I D/L No.

Work: ,

Phone: I ZIP: )

Confidential: Revealed: Authorlty: none

Details:

Information received from FBI/INSD reporting a possible IOB matter involving improperly
received information. I0B #2004

During an authorized investigation, the FBI properly served a National Security Letter (NSL)
on an electronlc communications provider for information regarding the target of the FBI

inv In response, the FBI obtained infcrmation beyond the scope of the NSL. The
FBI Division identified the problem and properly sequ nauthorized
information. The Office of General Counsel (0GC) advised the FBI

ivision to
contact the electronic communications service provider and ask whether the improperly or

unintentionally acquired information should be returned or destroyed with the appropriate
documentation to the file.

‘]ﬁ/\

. ‘ o ) [9¥4
L s the onirn on of the CGC that this matter need not be reported o the .OB. -
—— )] T e
ALLEGATIONS: 689 1IOB Violation
Occurrence Date: 06/20/2006 TIME:
CITY:l | State: Zip:
DISPOSITION DATA: Disposition: M Date 01/04/20C7 Approval: POWELL, GLENN G
Ed

Referred to Agency: Sate Sent Component: FBI
Patrict Act: N Civil Richts: N Component Number: 263-0-U-663, 2563

Sensitive: N Whistleblower: § Consolidated Case Number:

Came ~F D



OIG - INVESTIGATIONS DIVISION - Complaint Form OIG NO. 689-2007-002641-M

RS
Remarks:
of the 0IG database revealed additional matters involvingl land] |
is a subject in five additional IOB matters (2006-009161-M, 2007-001245 Y,
ioo 001248-M, 2007-001276-M and 2007-002620- It should be noted that:ﬂis also
a subject in 2007-002620 M. Additionallyj is the subject in 2007-002620-M, 06
invoTvinq ;
b7C

Predicating material contains classified information that will be stored in a secure
container within OIG/INV/HO.

1/31/07 - Sent to AD Kaiser, FBI/INSD. (yht)

NSL VIO-1305



FD-962 (Rev. 03-21-2005)

: SE
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 07/10/2006
To: Inspection Attn: IIS, Room 11861 -
General Counsel Attn: NSLB, Room 7975 b%
b7E
From: bo
JTTF Lo
Contact: TFO Mo
Approved By: [~
8 A //2
Drafted By:| l

{} -~ Case -ID #>s< 278-HQ-C1229736-vio — /50 (&

Title: (U) TFO
SSA
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROCR

”syn5§31ge;}§i: To report possible IOB error.

Dari From =
() e B E5<: Declassj X1

RY

-

1 Details:
b2 (8) 1.
b7E
Do
pre 82
(UH}7A.;}§E 3. Possible IOB Error:
bl (3)
b7A
iUlmmw;:>§i: 4. Description of IOB Error
bl
(S)
b2
b7k
bo
b7D

e mjit) 70T sEegr

: 7 c NSL VIO-1306
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N P

Wl-.. To: Inspection From: |
Rer %Y%)y 278-HQ-C1229736-VIO, 07/10/200

|

}
&

IE

6

|
(81

ﬂU?'””““J‘:}gii None of the aforementioned toll records were entered into

LE?OVlaea to] .

therefore tt

3

Ty Were alread

were already r

eguegt

Yy entered into

NSL VIO-1307

| The additional toll records that were

d in a previous NSL,

bl
be
b7C
b7D

iy B
LY

bl
b
b7C

b7E
b7A
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b2
To: Inspection From: b7E
--~Re.:m.>s<p 278-HQ-C1229736-VIO, 07/1072006
LEAD(s)
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC
(U) For action deemed appropriate,
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

*"

/Sﬁ

NSL VIO-1308



SECRET

b
To: From: Office of the General Counsel b7E
Re: 278~-HQ-C1229736-VIO, 12/20/2006 .

(s)]

b2
pTE
bt

b7C
LD
pTA

N Z

gyl

bl
) None of the aforemmione.d_tfn records were b6
entered ifito| Th dditional

toll records that were provided foy ere already

requested in_a previous NSL, therefore they were already L2
entered into[__pf’ I:S:I h7E

(U) The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB)
and established the Board as a standing committee of the
President's Foreign Intelligence Advisory Board. Among its
responsibilities, the IOB has been given authority to review
the FBI's practices and procedures relating to foreign
intelligence and foreign counterintelligence collection.

o4

bTA

NSL VIO-1309
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sﬁé;ET

To: | __J From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/20/2006

[N

T T
<J
™

(U} Section 2.4 of Executive Order 12863 mandates
that Inspectors General and General Counsel of the
Intelligence Community components (in the FBI, the Assistant
Director, Inspection Division (INSD), and the General Counsel,
Office of the General Counsel (OGC), respectively) report to
the IOB intelligence activities that they have reason to
believe may be unlawful or contrary to Executive Order or
Presidential Directive. This language has been interpreted to
mandate the reporting of any violation of a provision of The
Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection (NSIG),
effective 10/31/2003, or other guidelines or regulations
approved by the Attorney General in accordance with EO 12333,
dated 12/04/1981, if such provision was designed to ensure the
protection of individual rights. Violations of provisions
that merely are administrative in nature and not deemed to
have been designed to ensure the protection of individual
rights are generally not reported to the IOB. The FBI
Inspection Division is required, however, to maintain records
of such administrative violations for three years so that the
Counsel to the IOB may review them upon request. The
determination as to whether a matter is "administrative in
nature" must be made by OGC. Therefore, such administrative

violations must be reported as potential IOB matters.

,m:}ﬁz; NSLs are a specific type of investigative tool
that allcows the FBI to obtain certain limited types of

information without court intervention, including subscriber
information and toll billing records in the custody of wire
communication service providers (Electronic Communications
Privacy Act, 18 U.S.C. § 2709). NSLs may be issued in
conformity with statutory requirements, including 18 U.S.C. §

2709. bl

Here, during an authorized investigation, the
FBI properly served an NSL on a wire communication service
provider requesting subscriber information and toll billing
records. In response to the properly served NSL, the FBI
inadvertently obtained information beyond the scope of the NSL
(toll billing records for a period of time not requested, and
toll billing records in respo >quest for only
subscriber information). FBI identified the
problem, and properly sequestéred the toll billing records.

3

NSL VIO-1310
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To:| |From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/20/2006

(U) Based upon these facts, in accordance with the
terms implementing the reporting requirements of Section 2.4
of EO 12863, it is our opinion that this error is not
reportable to the IOB. A record of this decision should be
maintained in the control file for future review by the
Counsel to the IOB.

(U) should contact the wire communication
service provider and ask whether the improperly or
unintentionally acquired information should be returned or
destroyed with appropriate documentation to the file.
Alternatively, since toll billing records may lawfully be
obtained with an NSLJ ﬁay serve an NSL for the toll
billing records if they relevant to the authorized
investigation.

e

NSL VIO-1311

bz
b7

J
f

E



SEﬁé;T B

To: From: Office of the General Counsel b7E
Re: 278-HQ-C1229736-VIO, 12/20/2006

LEAD (s) :

Set Lead 1: (Action)

b2
17T
h7E

AT

(U) r |should contact the wire communication
service provider and ask whether the improperly or
unintentionally acquired information should be returned or
destroyed with appropriate documentation to the file.
Alternatively, since toll billing records may lawfully be
obtained with an NSL] |may serve an NSL for the toll
billing records if they relevant to the authorized
investigation.

Set Lead 2: {Info)
COUNTERTERRORISM

AT WASHINGTON, D.C.

{U} Por information.

Set Lead 3: (Action)
INSPECTTION
AT WASHINGTON, D.C.

(U) INSD should retain a record of the report of the
potential IOB matter, as well as a copy of the OGC opinion
concluding that IOB notification is not required, for three
years for possible review by the Counsel to the IOB.

b6
cc: Ms. Thomas p7C

-

IOB Library

144
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/12/2007
To: General Counsel Attn: NSLB
From: Inspection

Internal Investigations Section, IPU, Room 3041
Contact: CRS|

Approved By: Miller David Ianruﬁkko qézti

Drafted By: r |

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) ?gp
IONAW
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER b2

INSD/IIS TRACKING# 2564

OGC/IOB# 20061_—_—|

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1228736-VIO Serial 1506

278-HQ-C1229736-VIO Serial 1948 5o

S L

Details: (U) The Internal Investigations Section (IIS) received p7E
an EC frorf Pivision dated 07/10/2006, reporting a
possible IOB error. Based upon a review of the referenced EC it
is the IIS’'s opinion the incident described therein is
administrative in nature. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

144
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(Rev. 01-31-2003) »
s T//20320117

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/17/2007

To: | | Attn: SAC (Personal Attention)

From: Inspection
Internal Investigati
Contact: CRS

1PU, 1
Ext

Approved By: Miller David Ianﬁ%iﬂ” !

Drafted By: | I ?%F
O s

Cage ID #: (U) 263-HQ-0-U - 664 (Pending) né
b7C

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 2564
OGC/IOB# 200

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

[ Derxri om
Ll Eszi Declagsgi n

Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 1506

el on

0117

Reference: () 278-HQ-C1229736-VIO Serial 1506
278-HQ-C1229736-VIO Serial 1948

Details: (U) Upon review o Division’s captioned b2
report of a potential IOB violation, IIS did not find the matter g
indicative of willful misconduct. 1IIS only addresses allegations

where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570Q).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.
‘e

S T//20320117
NSL VIO-1314



U.S. Departme  of Justice

Office of the Inspector faenord

Whosfreton, 110 20704

DATE: January 29, 2007

TO:

Kenneth W, Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation

FROM: Glenn G. Powell

SUBJECT:

[]

L]

Special Agent in Charge
Investigations Division

Lo

b7C
bz
biE

O1G Complaint No

1vision
FBI No. 263-0-U-664
CMS No. 2564

We consider this a management matter. The information is being provided to you -
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the
OI1G.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identitying infermation may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an O1G Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment
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0IC - INVESTIGATIONS DIVISION - Complaint Form OIG NO. 689-2007-002620 M

Received By:l | Date Received: 01/04/2007 How Received: A

SUBJECT : SSNO:

Title: TFO Pay Plan: D.O.EB.:

Component : FBI EOD Date: Alier: No.: bhe
Misc: F.B.I.No.: b7c
Home : B.O.P.No.: ~
Phone : ZTP: D/L No.: b2
Work: Offenses: 689

Phone: Z21IP:

SUBJECT SSNO:

Title: SSA Pay Plan: D.0.B.:

Component : FBI EOD Date: Allan No.:

Misc: F.B.I.No.:

Home:l I B.O.P.No.:

Phone: (] - Z1P: D/L No.:

Work: Offenses: 689

Phone: ZIiP:

COMPLATNANT : SSNO :

Title: SSA Pay Plan: Z.0.B.:

Component: FBI1 EOD Date: Allen No.:

Misc: F.B.T.No.:

Home : B.O.P.No.:

Phone: 17 - Z1P D/L No.:

Work: ,

Phone: ZIP:

ConfidentrarT Revealed: Authorizy: none

Details:

information received from FBI/IN ting a possible IOB matter involving improperly
received information. 10B #2006

During ar authorized investigation, the FBI properly served a National Security Letrter (NS3L;
on a communications provider for information regarding the target of the FBI inyestigaticn

In response, the FBI obtained information beyond the scope of the NSL. The FBﬂ

Division identified the problem and properly sequestered the unauthorized information. The
Office of General Counsel (OGC) advised the FBI:lDivision to contact the

communications service provider and ask whether the unauthorized information should be
returned or destroyed with the appropriate documentation to the file.

oo
~J B
=1

. ds the opirion of the OGC that —his matter need not be reported to rhe “OR.
ALLEGATTONS: 689 1IOB Violation

Occurrence Date: 06/29/2006 TIME
CITY: State Zip:
%m’ 5
DISPOSITION DATA: Disposition: M Date: 01/26/2004 Approval: POWELL, GLENN G
<T oo
Referred to Agency: Date Sent: Component: FBI
Fatriot Act: N Tivil Rignis: N Component Number: 263-0-U-664, 2554
Sensitive: N Whistleblower: N Consolidated Case Number:

NESL VIO-1316
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0OIG - INVESTIGATIONS DIVISION = Complaint Form OIG NO. 689-2007-002620-M
Remarks:
A search of the 0OIG database revealed four additional potential IOB mattefs b6
(2006-009161-M, 2007-001245-M, 2007-001248-M and 2007-001276-M) involving As )‘
| well as, one additional matter (2005-001465-M) involving| | and |b7L,

Predicating material contains classified information that will be stored in a secure
container within OIG/INV/HQ.

1/29/07 - Sent to AD Kaiser, FBI/INSD. (yht)

NSL VIO-1317
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FD-962 (Rev. 03-21-2005)
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FEDERAL BUREAU OF INVESTIGATION 5

Precedence: ROUTINE Date: 07/18/2006
To: Inspection 'Atth: IIS, Room 11861
General Counsel Attn: NSLB, Room 7975

From:
Contact: SAr
Approved By: :a H% B
6p b2
- - f b7E
Drafted By: | F#J 4% gﬁ}? e
M)~ case ID #: >< 278-HQ-C1229736-VI0 ~| 5 570

Title: (U) sal |

Ss
N?EEETGENCE_UVERETGHT BOARD (IOB) ERROR

I
iUJ.NWWWWMWn,WH .
Synopsis: To report possible ICORBR error.

R I ¢ Dexi From =3
(1T} I Derived G-

Details:

bl
n2 (s) 1.
R

NP ]

L7A (s) 2.

i[]jv 3. Possible IOB Error: Pursuant to a National Security Letter,
an Internet Service Provider provided information beyond what was
requested.
b1l (8)
b7A
() o

\\\;}%{\\%. Description of IOB Error (including any reporting delays).

Pursuant to a National Security Letter, an Internet Service
Prov rovided information beyond what was requested.

W B on

| a National Security Letter (NSL) was issued 5o
ivision on 8 | request, directing oo

N~

NSL VIO-1318
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15):

To:

“ Res -

Ingpection From:
>sip 278-HQ-C1229736-V1IO,

07/18/2006

(8)

NSL VIO-1319




sﬁpé'r »
b2

To: nspection From: bR
Re: . 278-HQ-C1229736-VI1O0, 07/18/2006

LEAD (8) :

Set Lead 1: (Action)
INSPECTION
AT WASHINGTON, DC
(U) For action deewmed appropriate.
Set Lead 2: (Action)
GENERAT, COUﬁSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

L 44

smjzé'r
3
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(U:l P

Méésé“ib“#f“)sii 278-HO-C1229736-VIO” (Pending)

>< Deri m

1;2003)
| sgﬁéET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/20/2006
To: | | B2 Attn: SAC
h7E cDe
Lo
Counterterrorism h70 Attn: ITOS 1, CONUS 4, TEAM 16
Inspection Attn: IIS 3

From: Office of the General Counsel
NSLB/CTLU1/LX1 Room 35119,
Contact: U |

Approved By: Thomas Julie F g}C%Z)

Drafted By: | | LF?

L

Title: INTELLIGENCE OVERSIGHT BOARD
MATTER 2006 '

LSynopsis:wng{:;It is the opinion of the Office of the General

Counsel (OGC) that this matter is not reportable to the
Intelligence Oversight Board (IOB). Rather, it should be
maintained in the control file for periodic review by Counsel
to the IOB. Our analysis follows. '

Declagsi n 220
&eference}~:b§i 278-HQ-C1229736-VIO serial 1548

Detqilsr~;33(:wThe referenced serial from requested b2

‘that OGC reviéw the facts of the captioned matter and b7E

determine whether it warrants reporting to the IOB. As
explained below, in our opinion, the FBI is not required to
report this matter to the IOB. '

ol

013/D0J REVIEW: DATE: | -/ 070
FRIINVESTIGATION: .~ .
0IG/I00J INVESTIGATION: NSL vi0-1321
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bo
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SE\%T

To: | | From: Office of the General Counsel
Re: 278-HQ-C1229736-VI0O, 12/20/2006

~d S

c o

{S)

(s

()]

(U) The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB)

e

oo
g

s%'r

2
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To: From: Office of the General Counsel b73
Re: 278-HQ-C1229736-VIO, 12/20/2006

and established the Board as a standing committee of the
President's Foreign Intelligence Advisory Board. Among its
responsibilities, the IOB has been given authority to review
the FBI's practices and procedures relating to foreign
intelligence and foreign counterintelligence collection.

(U) Section 2.4 of Executive Order 12863 mandates
that Inspectors General and General Counsel of the
Intelligence Community components (in the FBI, the Assistant

. Director, Inspection Division (INSD), and the General Counsel,

Office of the General Counsel (0OGC), respectively) report to
the IOB intelligence activities that they have reason to
believe may be unlawful or contrary to Executive Order or
Presidential Directive. This language has been interpreted to
mandate the reporting of any violation of a provision of The
Attorney General's Guidelines for FBI Natiocnal Security
Investigations and Foreign Intelligence Collection (NSIG),
effective 10/31/2003, or other guidelines or regulations
approved by the Attorney General in accordance with EO 12333,
dated 12/04/1981, if such provision was designed to ensure the
protection of individual rights. Violations of provisions
that merely are administrative in nature and not deemed to
have been designed to ensure the protection of individual

.rights are.generally not reported to the IOB. The FBI

Inspection Division is required, however, to maintain records
of such administrative violations for three years so that the
Counsel to the IOB may review them upon request. The
determination as to whether a matter is "administrative in
nature" must be made by OGC. Therefore, such administrative
violations must be reported as potential IOB matters.

G%( NSLs are a specific type of investigative tool
that allows the FBI to obtain certain limited types of
information without court intervention, including subscriber
information and electronic communication transactional records
in the custody of electronic communications service providers
(Electronic Communications Privacy Act, 18 U.S.C. § 2709).

NSLs may be issued in conformity with starutarv requirements,
including 18 U.S.C. § 2709.

{ Here, during an authorized investigation, the
FBI propéerly served an NSL on an electronic communications
service provider requesting subscriber information and
electronic communication transactional records. In response
to the properly served NSL, the FBI inadvertently obtained
information beyond the scope of the NSL (email content

e

3 NSL VIO-1323
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To: |:|From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/20/2006

information). The FBI identified the problem, and properly
sequestered the content information.

(U) Based upon these facts, in accordance with the
terms implementing the reporting requirements of Section 2.4
of EO 12863, it is our opinion that this error is not
reportable to the IOB. A record of this decision should be
maintained in the control file for future review by the
Counsel to the IOB.

(U) should contact the electronic
communications service provider and ask whether the improperly
or unintentionally acquired information should be returned or
destroyed with appropriate documentation to the file, and
coordinate wit accordingly.

Sacar
4

NSL VIO-1324
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To: | From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/20/2006"°

LEAD(s) : b2
P7E
Set Lead 1: {(Action)

AT]

(U)l should contact the electronic
communication Te provider and ask whether the improperly

or unintentionally acquired information should be returned or
destroyed with appropriate documentation to the file, and
coordinate wit accordingly.

Set Lead 2: (Info)

COUNTERTERRORISM

AT WASHINGTON, D.C.

{U}) For information.

Set Lead 3: (Action)
INSPECTION

AT WASHINGTON, D.C.

(U) INSD should retain a record of the report of the
potential IOB matter, as well as a copy of the OGC opinion
concluding that IOB notification is not required, for three
years for possible review by the Counsel to the IOB.

jald

cec:s Ms. Thomas 1 70

IOB Library
144

sz%r
5
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{Rev. 1-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/12/2007
To: General Counsel Attn: NSLB

From: Inspection

Internal Investigations Section, IPU, Room 3041
Contact: CRS[ | Ext
Approved By: Miller David IaﬁﬂMlk%ﬁ %;zbi
Y .
Drafted By: [ |- oo
B7C
‘Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 1o

Title: (U} INTELLIGENCE OVERSIGHT BCARD MATTER
INSD/IIS TRACKING# 2579
OGC/IOB# 2006
Synopsis: (U) To report a potential Intelligence Oversight Board

(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1548
278-HQ-C1229736-VIO Serial 1949

Details: (U) The Internal Investigations Section (IIS) received
an EC fro Division dated 07/18/2006, reporting a
possible I error. Based upon a review of the referenced EC it
is the IIS’'s opinion the incident described therein is
administrative in nature. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

*
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(Rev. 01-31-2003)
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/17/2007

To: Attn: GSAC (Personal Attention)

From: Inspection
Internal Investigations Section. IPU, Room 3041

Contact: CRY | Ext

Approved By: Miller David Iané?fiq

Drafted By: | |

AN
Case ID #: (U) 263-HQ-0-U - 666 {(Pending) iéﬁ
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER n7C

INSD/IIS TRACKINGH# 2579
OGC/IOB# 200

Synopsis: (U} To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

Der om =
Decl ¥ On: 7

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1548

Reference: (U) 278-HQ-C1229736-VIO Serial 1548
278-~-HQ-C1229736-VIO Serial 1949

oo
~1 D

trl

Details: (U) Upon review o Division’s captioned report
of a potential IOB violation; IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as reguired by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
(278~-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

¢+

S /720320117
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DATE:

TO:

FROM:

ULS. Departime. o Justice

Office ol the Inspecior £l

Wil 1.¢ 0 05 30)

January 29, 2007

Kenneth W. Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation

Glenn G. Powell
Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007002617 joYe)
Subject: | nIc
1vision b2
0. 263-0-U-666 b7 ™
CMS No. 2659
2579

]

[

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

[dentifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
G Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation dees not have a
right te have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment

NSL VIO-1328



O1G - INVESTIGATIONS DIVISION - Complaint Form O0ICG NO. 689-2007-002617 -M

—
Received By: i Date Received: 01/04/2007 How Received: A

SUEJECT:r_ AJ SSRO:

Title: SSA Pay Plan: D.O.B.:

Component: FBI EOD Date: Alien No.:

Misc: F.B.I.No.:

Home : | | B.O.P.No.: )

Phone: (1 - zZ1P D/L No. : 0o

Work: , Offenses: 689 b7C

phone: [ ] ZIP: B2

SUBJECTJ J SSNO:

Title: SA Pay Plan: D.0GLB.L

Component: FBI EOD Date: Allen No.:

Misc: F.B.I.No.:

Home : AJ B.O.P.No.:

Phone: (] - ZIP: D/L No.:

Work: | | Cffenses: 689

Phone:l I ZIP:
Details:
The FBI provided information reporting a possible IOB matter involving information
improperly received. IOB #2006tj
Juring onactnorized investigation, the FBI properly served a National Security Letzer (Nsl)
on an electronic communication service provider for information regarding the target of the
FBI investigation. 1In response, the FBI obtained information beyond the scope of the NSL.
The FBI Division identified the problem and indicated that the excess information
will be removed from the stand-alone computer, sequestered and stored pending further
determination.
Tt iz the opirlon of the Office of the General Counsel that this wmatter need not be reported
to e TOB.

=
ALLEGATIONS: 689 TIOB Violation
Occurrence Date: 03/17/2006 TIME: b2
CITY { | State:l | Zip: b7E
E
DISPOSITION DATA: Disposition: M Date: 01/04/20607 Approval: POWELL, GLENN G

iCZL/
Referred to Agency: Date Sent: Component: FBI
Patriot Act: N Civil Richts: N Component Number: 263-0-U-666, 2679
Sensitive: N Whistleblower: y Consolidated Case Number:
Remarks:

A search of the OIC database revealed another matter int olvingE::I #2003-00875-M:
involving,

Predicating material contains classified information that will be stored in a secure
container within OIG/INV/HQ.

1/29/07 - gent to AD Kaiser, FR1/INSD. {yvht)

Page 1 of 1




* FD-Y62 (Rev. 03-21-2005)

schzoslogn

FEDERAL BUREAU OF INVESTIGATION S f
t
Precedence: ROUTINE Date: 09/11/2006
To: Inspection Attn: IIS, Room 11861 -~ T E
General Counsel Attn: NSLB, Room 7975 g6
From: b7C

CI-1
Contact: SA

Approved By:

Drafted By:

S

/.,«»—"J
\ul Case ID #: >§ 278-HQ-C1229736-VIO ~~ <

I % 278] |
iUJ,WN_MN“Jwﬂ”" N

Title: (U) SA |
SSA
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR

(M~ synopsis: (%) To report possible IOB error.

,,,,,,,, o Dert om : G-
|:U:| - Derla . _ o

-

hi
Details: b7
(s) 1 o7E
b7C
(8)y 2
iUJ“'“““EXQ 3. Possible IOB Error: bl
(S)
in,." m>§<i 4. Description of IOB Error (including any reporting
delays) .
(S)
bl
b7k

SC WM&MM?W, SECRET)20310911

b6 NSL VIO-1330
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To: JInspection From:
i Re})i{p 278-HQ-C1229736-vI0, U3/11/2006

~J N

ooy
i

38

3

O
NG I G QY

”
=t
N

sloy

SE;;£><)20310911

2
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To: nspection From: b
Re: .. (S 278-HQ-C1229736-VIO, 08/11/2006

LEAD (s) :

o}
~1 DD

3

Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U} For action deemed appropriate.
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

*»

sscrz))é/zoalogu
3
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(Rev. 01-31-2003)

SE¥T

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE o Date: 12/18/2006
L,
To: bTE Attn: SAC
hé6 ChC
S ssal
T
AL SAI
Counterintelligence Attn: UC CD-2C

Inspection Attn: 1IIS

From: Office of the General Counsel
NSLB/CILU/Ro 7047 L
Contact: AGC

Approved By: Thomas Julie ﬁé@()

I
Drafted By: | | qu,

i)~ case ID #: - 278-HQ-01229736-VIo/(Pendin9)
Title: INTELLIGENCE QVERSIGHT BOARD
- MATTER 2006
(- Synopsgis: >§ It is the opinion of the Office of the General

Counsel (OGC) that this matter is not reportable to the
Intelligence Oversight Board (IOB). Rather, it should be
maintained in the control file for periodic review by Counsel to
the IOB. Our analysis follows.

(Q) Deri r ~ G-3
De ify H 5X1
i:U:I . Administrative: % This electronic communication (EC) contains bf
information from £he following sources: (1) EC dated 09/11/2006 Tk
from thl%lﬁ.eld Officd o OGC reporting a 18
potentia matter; (2) National Security Letter issued by bh7C
[ KHated 4/17/2006; and_ (3) telephone conversations between
SH| | and I Xelo |on 10/22/2006 and 12/15/2006.
v V3
|:'|'_'|':| ..Reference: . >‘< 278-HQ-C1229736 Serial 1629
SR@T
bo
biC

01G/D0J REVIEW: __DATE. [
FBI INVESTIGATION . j:™) NSL VIO-1333
01G/D0J INVESTIGATION: 4




i

S%T

To:[:::::::]From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/18/2006

D&tails: }ﬂ By EC dated 09/11/2006[_______ Jrequested that OGC
a

review th€ fadts of the captioned matter and determine whether it
warrants reporting to the IOB. As explained below, in our
opinion, the FBI 1s not required to report this matter to the IOB.

S On 04/17/2006 issued an National Security
Letter (NSL) pursuant to 18 U.S5.C. § 2709 seeking subscriber
information for a telephone number relating to a subject of an
investigation. ©On 09/06/2006,|:|obtained the NSL results
from the service provider. AfTer a review, on 09/11/2006,
determined that the service provider not only provided the
subscriber information as requested pursuant to the NSL, but also
provided additicnal information, such as, all outbound telephone
calls placed through the service provider’s system'jdid
not review or listen to the unsolicited records.

‘ (U) The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). O©On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB) and
established the Board as a standing committee of the President's
Foreign Intelligence Advisory Board. Among its responsibilities,
the IOB has been given authority to review the FBI‘s practices
and procedures relating to foreign intelligence and foreign
counterintelligence collection. ‘

(U) Section 2.4 of Executive Order 12863 mandates that
Inspectors General and General Counsel of the Intelligence
Community components {(in the FBI, the Assistant Director,
Inspection Division {INSD), and the General Counsel, Office of
the General Counsel (OGC), respectively) report to the IOB
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive Order or Presidential
Directive. This language has been interpreted to mandate the
reporting of any violation of a provision of The Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or
other guidelines or regulations approved by the Attorney General
in accordance with EO 12333, dated 12/04/1981, if such provision
was designed to ensure the protection of individual rights.
Violations of provisions that merely are administrative in nature
and not deemed to have been designed to ensure the protection of
individual rights are generally not reported to the IOB. The FBI
Inspection Division is required, however, to maintain records of
such administrative violations for three years so that the

2
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To 1 From: Office of the General Counsel e
Re: 278-HQ-C1229736-VIO, 12/18/2006 s

9

-

Counsel to the IOB may review them upon request. The
determination as to whether a matter is "administrative in
nature" must be made by OGC. Therefore, such administrative
violations must be reported as potential IOB matters.

AWMM”W>§i NSLs are a specific type of investigative tool that
allows the FBI to obtain certain limited types of information
without court intervention: (1)} telephone and email communication
records from telephone companies and internet service providers
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2)
records of financial institutions (which is very broadly defined)
(Right to Financial Privacy Act, 12 U.S.C.§ 3414 (a) (5)(A)); (3) a
list of financial institutions and consumer identifying
information from a credit repoerting company (Fair Credit Reporting
Act, 15 U.S.C.§§ 168lu(a) and (b)); and (4} full credit report in
an international terrorism case (Fair Credit Reporting Act, 15

U.S.C. § 1681v). NSLs may be issued in conformity with statutory .
reguirements, including 18 U.S.C. § 2709. | I o
?(e In this investigatior:lissued a lawful NSL

to the sertvice provider, and received in response information

both within and beyond the scope of the NSL| |requested b2
subscriber information for a telephone number relating to the NnIE
subject.  However, due to gervice provider error, additional o

information was provided{::;::::533uickly determined that the
additional information wasg beyond the scope of the NSL |

did not review or listen to the unsolicited records erroneously
provided by the service provider. The erroneously provided

information should be segregated to protect the potential privacy
[;;;?;;;;

interests of United States persons. Further should
contact the service provider and ask whether tentionally
acquired information should be returned or destroyed with
appropriate documentation to the file.

(U) Based upon these facts, in accordance with the
terms implementing the reporting requirements of Section 2.4 of
EQ 12863, it i1s our cpinion that this error is not reportable to
the IOB'. A record of this decision should be maintained in the
control file for future review by the Counsel to the IOB.

rm:;§;:lt is noted that in the past third-party errors were
reported to the IOB. However, by letter dated 11/13/2006, the Counsel
to the IOB agreed that third party errors in the collection of
information pursuant to an NSL must be reported to the OGC,- but are

not reportable to the IOB.

3 NSLVIO-1335
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To:[:::::::::}rom: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/18/2006

LEAD(g) :

[z

O

e
NEEN

Set Lead 1: (Action)

AT

(U)Fhould contact the service provider and ask
whether € improperly or unintentionally acquired information
should be returned or destroyed with appropriate documentation to
the file.

Set Lead 2: (Info)
COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U) For information.
Set Lead 3: (Action)
INSPECTION
AT WASHINGTON, DC
(U) INSD should retain a record of the report of the
potential IOB matter, as well as a copy of the OGC opinion

concluding that IOB notification is not required, for three years
for possible review by the Counsel to the IOB.

cc: - Ms. Thomas

bo
B7C

IOB Library

*

4 NSL VIO-1336



(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE _ Date: 01/12/2007
To: Ceneral Counsel Attn: NSLB

From: Inspection
Internal Investigations Section, IPU, Room 3041
Contact: CRS| | Exd

Approved By: Miller David Iaﬁblwf“ﬁw 23211

Drafted By:

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) be
_"7["~e

Title: (o) INTELLIGENCE OVERSIGHT BOARD MATTER %;v
S

INSD/IIS TRACKINGH# 2854

OGC/IOB# 2006 ]

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: () 278-HQ-C1229736-VIO Serial 1629 52
278| Serial 28 -
278-HQ-C1229736-VIO Serial 1941 p7E

Details: (U) The Internal Investigations Section (IIS) received

an EC fro ivision dated 09/11/2006, reporting a possible 1

IOB error. ased upoen a review of the referenced EC it is the ©

ITS’s opinion the incident described therein is administrative in b5
nature. Therefore, no internal investigation will be conducted

by the IIS and this matter is being relegated to the NSLB for

whatever action they deem appropriate.

*"

NSL VIO-1337



(Rev. 01-31-2003)
Eﬁﬁﬁ&i2/20320117
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 01/17/2007
To: Attn: SAC (Personal Attention)

{mn

From: Inspection
Internal Investiaatiaona Secticn, TPU, Room 3041

Contact: CRS

Approved By: Miller David Iané@i%?

Drafted By: o
. pI7E
Case ID #: (U) 263-HQ-0-U - 670 (Pending) Ef
O
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER p7C
INSD/IIS TRACKING# 2854
OGC/IOB# 2006
Synopsis: {(U) To advise that captioned reporting of potential

Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for

corrective action as appropriate. Case closed at IIS.
~~~~~ )E( Deri om :
De y Omx 20117
Enclosure (s) : (U) 278-HQ-C1229736-VIO Serial 1629

Reference: (U) 278-HO-~ 29736-VIO Serial 1629
278 erial 28
278-HQ-C1229736-VIO Serial 1941

o
Details: (U) Upon review ofl:jbivision’s captioned report b
of a potential IOB wviolation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSTIFIED ENCLOSURE.

L £ 4

}E@/zouonv
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DATE:

TO:

U.S. Departme. »f Justice

Office of the Inspector General

Washington, D.C. 20530

January 25, 2007

Kenneth W. Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation

FROM: Glenn G. Powell

Special Agent in Charge

Investigations Division h2
L7E

SUBJECT: OIG Complaint No. 2007002557 06
Subject:r | bC

i

Attach

FBI No. 263-0-U-670 | |

FBI CMS No. 2854

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector Geaeral for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled te protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

ment

NSL VIO-1339



ClLG -

INVESTLIGATIONS

Received By:

'

DIVISION -

Complaint Fcrm

Date Received:

01/04/2007

NO. 689-2007-0G20057-M

Heow Recelved: A

SURJI=T :

Title: SA

Pay Plan:

SSNO:
D.O.B.:

Cumponent: FBI ECD Date: Alien No.:

Mino: F.BE.I.No.:

Home: B.O.P.No.:

Phene: () - 7IP: D/L No.:

Wesrk: Offenses: 689

Phorne: Z1P:

SUBJZCT . SSNO:

Titic: 58A Pay Plan: D.O.B.:

Cempcnant: FBL EOD Date: Alien MNo.: b6
Misc: F.B.I.No.: B7C
Home: | B.O.P.No.: T
Phone: () - Z2IP: /L No.: bz
Work: Offenses: 689

Prone: | VAN

COMPLAINANT: SSNO:

Title: ATTY Pay Plan: D.O.B.:

Cecnpenent: FBI EOD Date: Alien No.

Misc: F.B.I.No.:

Home : I | B.0.P.No.:

Pnons: () - ZIP:l | D/L No.:

Work: ,

Prone: | ZIP: .

ConfidentTars Revealed: Authority: none

LCetails:

(S)Fhe FBI provided information regarding a potential IOB matbter (2006

On April 17,
szervice providex

2006 a National Security Letter

The regnalras

(NSL)

the results on

aof the NSL were obtained onf
revealed that the information supplled ariso _include

was served to a

bl

wire communications

[0}

A review of

b7E

1

Dy FBl I

It is the opinion of the Office ¢of the General Counsel

tc the IOB, dz

'These files were not reviewed or :.istened to

chat this matter need not be reported

ALLEGATICONS: 089 IOB Violation
Jecurrence Date: TIME:
CITYi I State Zip:
T

DISPOSITION DATA: Dispcsition: M Date: 01/24/20C7 Approval: POWELL, GLENN G

T
Referred to Agency: FBI Date Sent: 01/24/2007 Compenent: FRT
Patrict Act: N Civil Rights: N Comwponent Number: 263-0--U-67C, 2&G
Jensitive: N Wnistlepblower: N Conscl idated Case Numb::r:

rage 1 of 2

NSL

Printed 01/25/2007




b2

.

0IG - INVESTIGATIONS DIVISION - Complaint Form OIG NO. 689-2007-00255"7~M
T —————————

Doamag v e o
HEMArKs !

Fredicating materlal contains classified informaticon that will be mairntained in a secure
container within OIG/INV/EQ.

C1/25/07-8ent. to Kaiser/FBI/INSD. (dz)

NSL VIO-1341
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Page 2

Printed 01/25/2G07 9:44:724



(Rev. 01-31-2003) {
SEc;EEfgéoszozza
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 02/28/2007 [y
b7
To: General Counsel Attn: NSLB/CILU/Room 7947 b6
AGC | =
Counterintelligence Attn: CD-2C, Room 4000 B7C
Inspection - Attn: IIS
Attn: CDC| ﬁL
From:
cl-1

()
(-

iy

(1]

Eésé“ib“#::hgi 278-HQO-C1229736-VIO  (Pending)
‘15___‘

Title: . %) INTELLIGENCE GHT BOARD
MATTER 2006

mSynopsisvm~EX< To document contact with service provider and

Contact: SA

Approved By: |

Drafted By:

1k

-

?Q 278 | (Pending)
S)

ool

~J DO

£

b2

o)

authorizatiftn>™o destroy improperly or unintentionally
acquired information pursuant to lead set by Office of General
Counsel (OGC), NSLB, CILU.

>X< Derive : o
D ¥ On: O ,dL@‘jQ’ﬂ

: r~ 7%
WDetails:~;§ﬁ(; On 09/11/2006[:::;:;:grequested OGC review the
facts of e xaptioned matter an etermine whether it
warranted reporting to the IOB. By EC dated 12/18/2006, 0OGC b2
advisedE;:;;i:Jthat the FBI t required to report the b7E
matter OB. However, as advised to contact the
service provider and ask whether the improperly or
unintentionally acquired information should be returned or oa
destroyed with appropriate documentation to the file. Ej
(S)\ b7E
b
b7C

b7D
SECREé?;géffozza

RPN I
NSL VIO-1342 /

P



(I

“Rew ..

SEM/Z 0320228

To: . General Counsel From:
:}zie 278-HQ-C1229736~VIQ, 02/28/2007

oo
~3 N

[

it returned. On 02/28/2007 destroyed the improperly
or unintentionally acquired Information according to FBI

protocol.

sac%é/zoaz 0228

2
NSL VIO-1343



(Rev 08-28-20100)

e

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 08/14/2006 bz

LTE
To: \Jispectlion Attn: Internal Investigations bé
Sectiopn (ITSY, Room 11847 b7
CRS | P/
General Counsel Attn: National Security Law Branch

(NSLB), Rcom 7947
Deputy General Counsel
Julie F. Thomas
Attn: Office of Divigion Coiinge]
CDC
ADC

From:

Foreign Counterintelligence (FCI) Squad, Room 4216
Contact: SA|

Approved By:

Drafted By:
W case o o#r X 298-50-01229736-V10  (Pending) o jei=3 .
(s) b
(S) o
(S) b7E
R} L )
v o7A
(M- pitle: - N SA | b6
5SA] _ b7C
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
Synopsis: (U} To report possible IOB matter resulting from
provider error.
R >< Derive , s —october 1997
Declassi T 8/14/2
Reference: (3
(s )
(s bl
: \ b/E
SC At f/,m 77 “‘Qﬁ* b7A

Ry Ko 1[08]0

b70 NSL VIO-1344



SEékéT

To:  _Inspection From: I bZ
(17} R@>< 278-HQ-C1229736-V10, 08/14/2006 b7k
bl
b2
tive: [S) B7F
7D
bTA
Details:
|:T.T:| >< 1. Suhstantive Tnvesticatiaong
a; |
‘ bl
(5) b7E
bé&
il b7C
a7
(3 2
bl
bo
|eNA®
DTA

2

NSL VIO-1345



&E}@T

oo
~J DO

(. ~o: Inspecticn From: I
“Re;w:>§<? 278-HQ-C1228736~-VIO, 08/14/2006

>§ 3. Possible TOR Frror:.

bl
b2
b7E
74

NFTPM Section Reference: 27-22A

;%( 4. Description of IOB Error (including anv reporting

_delays):|

bl

b2
b7E
Do
b7C
b7D
b7A

09]
—

o
Ul
~—

SE T

NSL VIO-1346



SE% b2

T
T Inspection  From:| | b7E
M- Re: >< 278~HQ-C1229736-VI0, 08/14/2006

(8

(1) t:){i: Immediately after speaking with ADC riter
contacted lParalegal Specialist (PS)]

[ Jto explain the situation. PS[ 1
02 advised that she would contact OGC/NSLB and provide
b7E further direction to writer. Later in the afternoon of
NG 08/14/2006, writer received the h y NSL results
57(“ which had been forwarded by I via an FBI
I inter-office envelope. As soon as writer received the
FBI inter-office envelope and recognized its contents,
writer closed the envelope without reviewing the hard
copy NSL results.
¥ < On 08/15/2006, PS advised writer to draft
D7E  this electronic cOmMMUNICELion (EC), and PS
b6 retrieved the hard copy NSL results from writer's desk

n7¢ to seal and secure in thel:_—_t:DC’s secure safe,
pending further direction from OGC/NSLB and IND/IIS.

1'\, ')
£ E;E’ Any ¢ tions regarding the above can be directed to
i Attention: Special Agent|
oo ~elephore numbeq
b7C

SEéyéT

4

NSL VIO-1347



(51

bl

b7E
7D
DTA

K

bl

b7E
b7D
b7A

SE;RﬁT
b2
To: Inspection From: bTE
e: IRy 278-HQ-Cl229736-V10, 08/14/2006

LEAD (8) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

<= :

Set Lead 2: (Action)

GENERAL CCUNSEL

AT WASHINGTON, DC

Set Lead 3: {Info)

™

(U)  Read and clear. For information only.

*

e
5
NSL VIO-1348




(Rev. 01-31-2003)

sﬁég;&

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/14/2006

To: Attn: SAC|
ASAC]

-1 RS

{1

S5A] ]

sy |

Attn: CDC
ADC

OTUTU
o

NG|
®)

Inspection Attn: IIS, CRS

from: Office of the General Counsel
NSLB/CILU/Room 7947
Contact: AGq

Approved By: Thomas Julie ﬁ7wajkl_

4
VO

Drafted By: I/ | 5
|:T_T:| J K q"{'

278-HQ-C1229736—VIo’YJending)

Case ID #:
m - -Title: - ) INTELLIGENCE OVERSIGHT BOARD
MATTER 2004
iUIMW",Synopsiéf““ It is the opinion of the Office of the General
Counsel (OGC) that this matter is not reportable to the
Intelligence Oversight Board (IOB). Rather, it should be

maintained in the control file for periodic review by Counsel to
the IOB. Our analysis follows.

(U) Deriv T G-3
§sify On:

() Reference: M 278-HQ-C1229736-VIQ Serial 1633 (Dandic

nnwmn

= ;&Q: By EC dated 08/14/2006, thd _ JField office
equested that OGC review the facts of Lhe captioned
er and determine whether it warrants reporting to the IOB. As

b6

D TE‘- P2 T
{?gfl?b%’EFé%}’éATl : F""/% A NSL V101349
0IG/DOJ INVESTIGATION: _____~

o
N [

(O
3D -
e

oo
]

%%

XD



s

To: ::IFrom: Cffice of the General Counsel b7k
Re: 278-HQ-C1229736-VIQ, 12/14/2006¢

explained below, in our opinion,
this matter to the IOB.

the FBI is not required to report

(S)

(5]

NSL VIO-1350

bl
b2
b7E
7D
b7A

bl
bz
b7E
b6
p7C
[N AD
bTA

AL

b2
biE
bo
biC
b7A



(81

SERgET B2

b7E
To: From: Office of the General Counsel bl
Re: 278-HQ-Cl229736-VIO, 12/14/2006
(S} In response to the properly served NSLs, however,

erroneously provided information beyond the scope of the NSLs.
Through no fault of the FBI, the FBI obtained complete credit
reports pertaining to subjects of foreign counterintelligence

investigations. When the case agent received the NSL results, he DL
immediately sealed and sequestered them. This excess information b2
currently is sequestered in the safe of the Division 7B
Counsel. p7D

(U) The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). ©On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB) and
established the Board as a standing committee of the President's
Foreign Intelligence Advisory Board. Among its responsibilities,
the IOB has been given authority to review the FBI’s practices
and procedures relating to foreign intelligence and foreign
counterintelligence collection.

{(U) Section 2.4 of Executive Order 12863 mandates that
Inspectors General and General Counsel of the Intelligence
Community components (in the FBI, the Assistant Director,
Inspection Division (INSD), and the General Counsel, Office of
the General Counsel (OGC), respectively) report to the IOB
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive Order or Presidential
Directive. This language has been interpreted to mandate the
reporting of any violation of a provision of The Attorney _
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or
other guidelines or regulations approved by the Attorney General
in accordance with Executive Order 12333, dated 12/04/1981, if

such provision was designed to ensure the protection of
individual rights.

(U) Violations of provisions that merely are administrative
in nature and not deemed to have been designed to ensure the
protection of individual rights are generally not reported to the
I0B. The FBI Inspection Division is reguired, however, to
maintain records of such administrative violations for three
years so that the Counsel to the IOB may review them upon
request. The determination as to whether a matter is
"administrative in nature” must be made by OGC. Therefore, such

V4
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___seogET o

To: :: From: Office of the General Counsel BB
Re: 278-HQ-C1229736-VIO, 12/14/2006

administrative violations must be reported as potential IOB
matters. '

(U) NSLs are a specific type of investigative tool that
allows the FBI to obtain certain limited types of information
without court intervention: {1) telephone and email
communication records from telephone companies and internet
service providers (Electronic Communications Privacy Act, 18
U.S.C. § 2709); (2) records of financial institutions (which are
very broadly defined) (Right to Financial Privacy Act, 12 U.S.C.§
3414 (a) (5) (A)); (3) a list of financial institutions and consumer
identifying information from a credit reporting company (Fair
Credit Reporting Act, 15 U.S.C.8§§ 168lu(a) and (b)); and (4)
full credit report in an international terrorism case (Fair
Credit Reporting Act, 15 U.S.C. § 1681lv). 1In addition to FCRA,
15 U.8.C. §§ 168lu(a) and (b) information (financial institutions
and consumer identifying information), under 15 U.S.C. 168lu(c),
if certain factors are met, the FBI i1s able to obtain full
consumer reports in both counterintelligence and international
terrorism investigations by an ex parte court order.

) Here, during the course of several authorized foreign
counterintelligence investigations, the FBI served NSLs. bl
'iSJ””“The NSLs request lawful information and were properly served. 7D
In résponsef- provided the FBI with information outside the 1
scope of theWSCE and with information that was not permitted b7E
under 15 U8 K€1681lufa) and (b). In other words, an error on
iSj the partof- resulted in the unintentional acquisition of LA
informatiormr DDy TE FBI.
) bl
i carrier's mistake 1s not reportable to the IOB as L7D
tSE' “the- FBI -has not.acted unlawfull or contrary to p= ===t QOrder b2
or Presidential Directive. | should €ontacy nd ask N7 E
whether the unintenticnally acquired information should be © :
returned or destroyed with appropriate documentation to the file. b7A

{(U) Based upon these facts, in accordance with the terms
implementing the reporting requirements of Section 2.4 of EO
12863, it is our opinion that this error is not reportable to the
IOB. A record of this decision should be maintained in the
control file for future review by the Counsel to the IOB.

4
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e

To: From: Office of the General Counsel
Re: ~ 27B-HQ-C1229736-VIO, 12/14/2006

LEAD (s) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) INSD should retain a record of the report of the
potential IOB matter, as well as a copy of the OGC opinion
concluding that IOB notification is not required, for three years
for possible review by the Counsel to the IOB.

Set Lead 2: (Info)

a1 i

(U) For information.

Set Lead 3: . (Action)

ATl
{U) |:]should contact the carrier and ask whether the
unintentionally acquired information should be returned or

destroyed with appropriate documentation to the file.

cae: Ms. Thomas

OB Llbrary b6
b7C
144

5

NSL VIO-1353
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/12/2007

To: General Counsel Attn: NSLB

From: Inspection ?@
Internal Investigations Sectiocon, IPU, Room 3041 b7C

Contact: CRS| IR b2

Approved By: Miller David IanE"quuQ %§Zb1
Drafted By: I__ I

Case ID #: (U) 278-HQ-C1229736-VIO (Pending)

Title: (U} INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 2855

OGC/I0B# 2006 |

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1633
278-HQ-C1229736-VIQ Serial 1945

Details: U} Th nternal Investigations Section (IIS) received

an EC fro ivision dated 08/14/2006, reporting a possible o
IOB error. Based upon a review of the referenced EC it is the oz
IIS’'s opinion the incident described therein is administrative in h7E

nature. Therefore, no internal investigation will be conducted
by the IIS and this matter is being relegated to the NSLB for
whatever action they deem appropriate.

*

NSL VIO-1354



{Rev. 01-31-2003)

()

Approved By: Miller David Ian?§zxq

Mzoa.zou?

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/17/2007

To: Attn: SAC (Personal Attention)

From: Inspection

Internal Invegii ' i IPU, 1
Contact: CRS EXt

v
Drafted By: B
- Case ID #: (U) 263-HQ-0-U - 671 (Pending) L7E
pe
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 570

INSD/IIS TRACKING# 2855
OGC/IOB# 2006

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective acticn as appropriate. Case closed at IIS.

O TEmmmeae
Bify On:

Enclosure({s): (U) 278-HQ-C1229736-VIO Serial 1633

Reference: (U) 278-HQ-C1229736-VI0O Serial 1633
278-HQ-C1229736-VIO Serial 1945

Details: (U) Upon review of Division’s captioned report

of a potential IOB violation, IIS did not find the matter

indicative of willful misconduct. 1IIS only addresses allegations oY
where deliberate and/or aggravated misconduct is evident. b;E

(U) 1IIS recognizes and appreciates that this matter
was brought to our attention as required by the revisions
mandated by National Security Law Branch/0OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

*

@o@/zoazoln
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U.S. Departme. f Justice

Office of the Inspector General

Washingren. D.C. 20530

DATE: January 25, 2007

TO:

Kenneth W. Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation

FROM: Glenn G. Powell

Special Agent in Charge

Investigations Division b2
P7E

SUBJECT: OIG Complaint No. 2007002560 we
Subject: J B0

NN

FBI No. 263-0-U-671
FBI CMS No. 2855

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
01G.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector Genera) Act
and the Whistleblower Protection Act.

Attachment

NSL VIO-1356



OTG - INVESTIGATIONS DIVISION - Complaint Form OIG NO.: 689~2007-0025€60-M

Received Ry:I Date Received: 01/04/20C7 Yow Received: &
SUBZECT : SENO:

Title: SEA Pay Plan: D.O.B.:

Component: BT EOD Date: Alien No.:

Misc: F.B.I.No.:

Home : I B.0.P.Nc.:

Frcne: (7 - ZIP D/L No.:

Work: o Cffenses: 689

Phone: Z1P:

SUBSECT:| | SSNO: |

Title: SGA Pay Flan: D.O.B.:

Componernt: FBI EOD Date} A_jen No.:

Misc: | ?.B.I.Qo.: D6
Home: | B.O.P.No.: —
Phone: () - Z1P: D/L No.: b7C
Work: Offenses: 689 joYs
Phone: ZIpP:

COMPLATNANT:' I S8NO:

Title: SAC Pay Plan: 0.0.B.:

Component: FBI EOD Date: Alien No.:

Misc: F.B.I.No.:

Home: : B.O.P.Nc.:

Phone: Z1p: D/%L No.:

Work:|[ ]

Prhone: Z1Pp:

Confidential: Revealed: Avthority: none

Details:

The F3I provided information regarding a potential IOB matter (2006

A National Security Letter (NSL) was served on a credit reporting cempany in furtherance of
ar. investigation. The FBI properly served the NSL however, an error on the vart of the
company resulted in the unintentional acquisition of information. Upon discovering tha=
some of the information provided exceeded the scope of the NSL, the FBI sealed and
sequestered the excess information and placed it in a secure safe.

It is the opinion of the Office of the General Counsel that this matter need not be reported
tc the 10B, {dz)
P———

e . . . _
ALLEGATICONS: 688 IOB Violation N’
Occurrence Date: TIME: Jd:
crry| | State: Zip: b7E

=
D SPOSITTON DATA: Disposition: M Date: 01/24/2007 Approval: POWELL, GLENN G
e
.)'
Referred to Agercy: FBI Date Sent: 01/24/2007 Component: FBI
Patrict Act: N Civil Rignts: N

Compenent Number: 263-0-U-672, 2855

Sernsitive: N Whistleblower: N Consolidated Case Numbex:

Page 1 of 2 Prinfted N1 /23/2007 c.n~.an



QlG - TNVESTIGATIONS BDIVISION - Complaint Form OIG NO.
- R t——

Rerarks:

Predicat ing material contains classified inforwation that will be maintained in a secure
sontainer within OIG/INV/HQ.

(G1/23/07-5ent to Kaiser/FBI/INSD. (dz}

NSL VIO-1358
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FD;962 (Rev. 03-21-2005)
SEE@T
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 09/19/2006
To: Inspection Attn: IIS, Room 11861
General Counsel Attn: NSLB, Room 7975

From:l _J
Squad CI-2 30
Contact: SA| T
b/E

Approved By: k : bo
_} niC

RN
W0l case 1D #: )x( 278-HQ-C1229736-vIo~ #7 7

Drafted By:l

Title: (U) SA[ |
Ssa| | B

INTELLIGENCE OVERSIGHT BOARD (IOB} ERROR

1) SynoPSisr:>§£ To report possible IOB error.

Details: ol
b2
(s) 1. -
b7E
bo
N (s) 2. biC
>< 3. Possible IOB Error:
bl
(8)
(- 1) . . .
=+ Description of IOB Error (including any reporting delays). b
: © On 01/06/2006, writer documented to the file that telephone D7D
records Of a non-targeted subject were provided in response to a jofd)
National Security Letter (NSL) served a The telephone records n7C
tSh“prdVided“inmérrﬁr”wéfé destroyed T
‘__M~:IB§:;On 09/15/2006, writer was informed via legal training that
EU)”recelpt of incorrect information pursuant to an NSL is a reportable
IOB violation.
)k bl
(8- &
b7E

ALCL IO 192100

NJL. VIV 1J2J)

TS

. e
C 444 oogiD]

1’ ’ —) {n ,‘-‘.}. / -.i»/-./ 4 ™ &5 N

J
(02

>
~

5oy
-
[



S T
b2

To: JInspection From: | | BTE
iUJ“~Re;WH}§{5 278-HQ-C1229736-VI0, 09/15/2006

LEAD(s) :

Set Lead 1: {Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.
Set Lead 2: {(Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

*"

SEcgy(;
2 NBL VIO-1360



{Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/14/2006
To: Attn: SAC tA
cDeC M
ssal _| piE
s I b6
niC
Counterintelligence Attn: C(CD-2A UC

Inspection Attn: IIS

From: Office of the General Counsel
'NSLB/CILU/Room 7947

Contact: AGC| |
Approved By ’MML
Drafted By: | | 52
Wl cage 1D #:- >< 278-HQ-C1229736-VIO~(Pending)
. .Title:.. ><) INTELLIGENCE _OVERSTIGHT BOARD
(Ul MATTER 2006
iy - — Synopsis: ™ It is the opinion of the Office of the General

Counsel (OGC) that this matter is not reportable to the
Intelligence Oversight Board (IOB). Rather, it should be
maintained in the control file for periodic review by Counsel to
the IOB. Our analysis follows.

() Dezri Fro -3
Dec Y H X1
fo it
Administ;??ivg;ﬂwggg This electronic communication (EC) contains . .
(I~ - information from r¥he followin : (1) EC dated 09/19/2006 b7k
from the ield Offic to OGC reporting a be
OB matter; (2) information from an email between SA h7C
and AGC dated 10/11/2006; and (3)
€lephone conversatlion between SA| | and AGC[i |
on 10/20/2006. b
v\’i
(] - References - . . >§ 278-HQ-C1229736' Serial 1647
‘ : be
OUDOIREVIEW| | DATR L v b7C
0 INVESTICATION NSL V10-1361

0I6/504 INVESTIGATICN:




(-

1 R

Qi

€

To: From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/14/2006

" Details: - 1% By EC dated 09/19/2006, requested that OGC

review the facts of the captioned matt€r and determine whether it
warrants reporting to the IOB. As explained below, in our
opinion, the FBI is not required to report this matter to the IOB.

o

~J3 D

£

On 07/06/2005 issued an National Security
pursuant to 18 U.S.C. § 2709 seeking subscriber and

toll billing records for various telephone numbers. Upon review

£

M

ot

ot

M

&

X
O

ecords provided by the service provider, on
noticed that the service provider responded by providing
t

elephone records of a person who is not a target of the
investigation or is in anyway related to the investigation. Upon
noticing this errorlﬁpromptly destroyed the records that
were provided in error. The investigation was closed on
04/18/2006. :

(U) The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB) and
established the Board as a standing committee of the President's
Foreign Intelligence Advisory Board. Among its responsibilities,
the IOB has been given authority to review the FBI‘s practices
and procedures relating to foreign intelligence and foreign
counterintelligence collection.

(U) Section 2.4 of Executive Orxder 12863 mandates that
Inspectors General and General Counsel of the Intelligence
Community components {in the FBI, the Assistant Director,
Inspection Division (INSD), and the General Counsel, Office of
the General Counsel (0OGC), respectively) report to the IOB
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive Order or Presidential
Directive. This language has been interpreted to mandate the
reporting of any violation of a provision of The Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or
other guidelines or regulations approved by the Attorney General
in accordance with EO 12333, dated 12/04/1981, if such provision

! ( submitted this error as a potential IOB violation .~
on 09/19/2006 after it has been learned, via legal training, that the
receipt of incorrect information pursuant to an NSL must be reported

as a potential IOB violation.
P

2

7
i

T

[
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To: From: Office of the General Counsel D
Re: 278-HQ-C1229736-VIO, 12/14/2006

~1 B

£x]

was designed to ensure the protection of individual rights.
Violations of provisions that merely are administrative in nature
and not deemed to have been designed to ensure the protection of
individual rights are generally not reported to the IOB. The FRBI
Inspection Division is required, however, to maintain records of
such administrative vioclations for three years so that the
Counsel to the IOB may review them upon request. The
determination as to whether a matter is "administrative in
nature" must be made by OGC. Therefore, such administrative
violations must be reported as potential IOB matters.

""" NSLs are a specific type of investigative tool that
allows the FBI to cobtain certain limited types of information
without court intervention: (1) telephone and email communication
recoxrds from telephone companies and internet service providers
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2)
records of financial institutions (which is very broadly defined)
(Right to Financial Privacy Act, 12 U.S.C.§ 3414 {a) (5) (A)); (3) a
list of financial institutions and consumer identifying
information from a credit reporting company (Fair Credit Reporting
Act, 15 U.S5.C.§§ 168lu(a) and (b)); and (4) full credit report in
an international terrorism case (Fair Credit Reporting Act, 15

U.S.C. § 1681v). NSLs may be issued in conformitv with statuntory

regquirements, .including 18 U.S.C. § 2709. L__

I In this investigation !properly served an

NSL on a service provider. In resgponse to e properly served

NSL, the FBI obtained information regarding another person's 02
records. Iquickly determined that this information, h;E
although lawfully obtained, was not relevant to the o
investigation. Upon noticing this error, promptly

destroyed the telephone records provided ‘Tmrerror.

(U) Based upcn these facts, in accordance with the
terms implementing the reporting requirements of Section 2.4 of
EO 12863, it is our opinion that this error is not reportable to
the IOB®. A record of this decision should be maintained in the
contrel file for future review by the Counsel to the IOB.

? A It is noted that in the past third-party errors were

reported to the IOB. However, by letter dated 11/13/2006, the Counsel
to the IOB agreed that third party errors in the collection of
information pursuant to an NSL must be reported to the OGC,-but are
not reportable to the IOB.

SE T

NSL VIO-1363
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To: From: OQffice of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/14/2006

LEAD(s) :

Set Lead 1: (Info)

YO
~1 D

""\'j

AT
(U) For information. In the future, in similar cases where
the service provider provides information on non-targeted subject
that is not relevant to an investigation| | should contact

the service provider and ask whether the improperly or
unintentionally acquired information should be returned or
destroyed with appropriate documentation to the file.
Set Lead 2: (Info)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U) For information.
Set Lead 3: (Acticn)
INSPECTION

AT WASHINGTON, DC

(U) INSD should retain a record of the report of the
potential IOB matter, as well as a copy of the OGC opinion
concluding that IOB notification is not required, for three years
for possible review by the Counsel to the IOB.

cc: Ms, Thomas

IOB Library

144

4 NSL VIO-1364



(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/12/2007
To: General Counsel Attn: NSLB
b6
From: Inspection n7C
Internal Investigations Section, IPU, Room 3041 b
Contact: CRS[ | Ext. 1] )=

Approved By: Miller David IaQMNﬂ@M gﬁz@\
Drafted By:

. Case ID #: (U) 278-~HQ-C1229736-VIO (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 2870
OGC/IOB# 2006

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1647
278-HQ-C1229736-VIo Sexrial 1942
Details: U T nternal Investigations Section (IIS) received
an EC from ivision dated 09/19/2006, reporting a o
possible IOB error. Based upon a review of the referenced EC it bz

is the IIS’s opinion the incident described therein is indicative b7E
of a performance issue. Therefore, no internal investigation

will be conducted by the IIS and this matter is being relegated

to the NSLB for whatever action they deem appropriate.

14 4
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(Rev. 01-31-2003)

S T//20320117

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/17/2007

To: Attn: SAC (Perscnal Attention)

From: Inspection

Internal Investigationsg Section, IPU, Room 3041
Contact: CRS | Ext [ ]

Approved By: Miller David Ian %ﬁﬁﬂ

Drafted By: / o

Case ID #: (U) 263-HQ-0-U - 672 (Pending) bzl
b6

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER b7C

INSD/IIS TRACKING# 2870

OGC/IOB# 2006[:

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

>E< Deriv
Decl
Enclosure(s) : 278-HQ-C1229736-VIO Serial 1647

Reference: () 278-HQ-C1229736-VIO Serial 1647
278-HQ-C1229736-VIo Serial 1942

eY
NN

o

Details: (U} Upon review of Division’s captioned report
of a potential IOB violation; IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS views this matter as a possible performance
related issue with respect to the employee and respective
supervisor. Therefore, appropriate action relative to this
matter is left to the discretion of the division. IIS recognizes
and appreciates that this matter was brought to our attention as
required by the revisions mandated by Naticnal Security Law
Branch/OGC EC, dated 11/16/2006 (278-HQ-C1229736 serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

}2@/20320117
NSL VIO-1366
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U.S. Departme.  of Justice

Office of the Inspector Cion vl

(SRR P R

Wae rirwroni, 02,07, M1is 1

DATE: January 31, 2007

TO: Kenneth W. Kaiser
Assistant Director
Inspection Division
Federal Bureau of Investigation

FROM: Glenn G. Powell
Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007002648
Subiect:l I .
I |Divisi0n oo
FBI No. 263-0-U-672 L7E

CMS No. 2870 ]gi?c

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the
01G.

]

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

[

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. [f you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please he advised that, where adverse action is not contemplated, the subject of an investigation does not have a

right to have access to an O1G Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistlebiower Protection Act.

Attachment

NSL VIO-1367



0:G [INVESTIGATTONS DIVISION - Complaint Form OIG NO. - 689-2007-002648 -M

R —
Received By{r__ I Date Received: 01/04/2007 How Received: A
susJgecT | | SSNO:
Title: SA Pay Plan: C.C.B.:
Component : FBT EOD Date: Eilen No.:
Migc: F.B.I.No.:
Home: [ B.O.P.No.:
Phone: {} - Z1P: D/L No.:
Work: Offenses: 689
Phone: _J ZIP:
SUBJECT: | J SSNO:
Title: SSA Pay Plan: D.O.BL:
Component: FBI EOD Date: Llisr No
Misc: I F.B.I.No n7
Home : B.O.P.No.: :
Phone: () - z:[p:|:| D/L No.: Lo
Work : Offenses: 689 n7C
Phone: r— ZIP:
COMPLAINANT :I I SSNO:
Title: ATTY Pay Plan; 2.G.B.:
Component : FBI EOD Date: Alien No
Misc: F.B.1.No.:
Home : | B.O.P.No.:
Phone: () - ZIP; D/L No.:
Work: ,
Phone : |_ _J ZIP:
Confidential: Revealed: fAoithority:  none
R R
Details:
Information received from FBI/INSD reporting a potential TOB matter involving the
acquisition of information unrelated to an FBI investigation. IORB #2006E::fﬁ
During an auathorized anes“iuaLjOﬂ, the FBT properly served z Narional Security Letter (NSL)
on a communication service provider for information regarding the target of the FBT
investligation. In response, the ¥BI obtained information regarding an individuazl other thrar
the target of the investigation. The records provided in error were destroyed.
Ii is tne opinion of the Office of the General Counsel that this matter need not be reported
SO tne 103,
ALLEGATIONS: 689 IOB Violation -
OCccurrence Date: 10/06/2006 TIME n2
L] I State Zip: b7E
i
DISPOSITION DATA: Disposition: M Date: 01/04/2007 Approval: POWELE, GLENN G
g
Referred to Agency: Date Sent: Component: FBI
Fatriot Act: N Civil Richuz: N

Component Number: 263-0-U-672, 2870

Sensitive: N Whistleblower: N Consolidated Case Number:

' NSL VIO-1368
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0+G - INVESTIGATIONS DIVISION - Complaint Form 001G NO. 89-2007-002648-M

R

Remarks:

A search of the 0IG database revealed that 15 the subject of complaint

poseud o sk Tnvelving [

[__ (yht)

Predicating material contains classified information that will be stored in a secure
container within OIG/INV/HQ.

1/31/07 - Sent to AD Kaiser, FRI/IND. (yht)

NSL VIO-1369
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