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SgC^T 

F E D E R A L B U R E A U O F INVESTIGATION b2 

b2 
b7E 
b6 
b7C 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

" 'i i ' /r 
QG> 

Date: 02/07/2006 L 

Attn: /internal Investigations 
Attn: NSLB 

AGC 
Attn: SSAJ 

SA 
Attn: SA 

T 
1 

From: Counterterrorism 
ITOS 1/CONUS 4/Team 15 
Contact: IA 

Approved By: J A 

Drafted By: r 

(UJ 
Case ID #: (S) 

-0 ï /«-HQ-C1229736-VIO (Pending) ̂  s \ Sl~ 

1073946 

bl 
b7A 
b2 
b7E 

bl Title: (S) 
b6 
b7C 
b7A 

iU) * n W Report possible Intelligence Oversight Board 
(IOB) violation. ^ 

(U) 

( S ) Details : W } 

(U) The Case Agent was SA 

T h e n a m e o f t h e s u b j e c t i s 

SEÒ^T 

io 1 T\. 

bl 
b7A 

s e , U j j j u ^ M f / r é J Ì > / / h 

C t à ~ \ ~ J Z D / f o r . 
I m I è I 

b6 
b7C 
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X 

(S) 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b7A 

2 
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LEAD(s): 

Set Lead 1: (Info) 

INSPECTION 

AT WASHINGTON. DC 

For information, 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

For information. 

Set Lead 3: (Info) 

AT 

X For information. 

Set Lead 4: (Info) 

) For information. 

b2 
b7E 

( U )  

NSL VI O-1227 



X 
](INSP) (FBI) 

From: 
Sent: 
To: 
Cc: 

Subject: 

b2 
b7E 
b6 
b7C 

h-riaav. fiETrailMSWIMlIS« 

I 
(FBI)| 

RE: IOB Matter 

Ifbi) 
2:58 PM 

-JINSP) (FBI) 

P T 
]FBI) 

(S) 
bl 

bl 
b6 
b7C 

( S ) Hil IFYJ h l l ) 
b7A 

As far as I know, the collected material, which came to us in a CD Rom, is still at thd lin a 1A envelope. The CD did 
contain the info we requested (ie subscriber, header info, and IP logs) so we kept it but did not do anything further with 
what we believed to be "content" until we heard back from ITOS1 and the NSLB lawyers...which we never did. To this day 
I can not say for sure that what was additionally on that CD was actaul content as the couple I "opened" were in a foreign 
language and I did not proceed any further. 

SECRET b2 
b 7 E 

RECORI 
b2 
b 7 E 
b2 
b 7 E 

.FY!; H .FY!; 

If you need to follow up in the case agents are: 
longer the assigned case agent as he has left the 

and 
for FBIHQ. 

SA is no 

If you need anything further from me, please call me on my cell at 

Thanks 

b2 
b7E 
b6 
b7C 

](INSP) (FBI) 

(SJ 

—Orig ina l Message— 

From : |  
Sent :  k idav.vutsrponljihgfecbaVUTSRONMLKJIEDCA March 03. 2006 8:35 AM 

To: I  fFBn 
Subj ect :  IOB Matter 

I m por t ance:  High 

QFrPCT 

b6 
b7C 
b2 
b 7 E 

e c ^ o c - r 
1 

(S) 

D1 
b7A 

e c ^ o c - r 
1 

(S) b2 

(¿il 1— 1 1 RE 

b7E 
(¿il 1— 1 1 RE 

By way of introduction, I handle the IOB matters for the Inspection Division. 

I know you are no longer irl Ibut I have a question about the violation in the above serial. There's no problem - the 
provider was at fault, but wf iatwas done with the overcollected material? 

b6 
Uonduct Hevîew Specialist b 7 C 

NSL VIO-1228 

Initial ProcessineJJoitZUS/INSD K 9 
Phone: 202-324 \ ^ 
Room 11865 1 : > < b 7 E 

1 
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FEDERAL BUREAU OF INVESTIGATION 

(U) 

(U) 

(U) 

(U) 

(U) 

(TJ) 

Precedence: ROUTINE 

To: Counterterrorism 

b2 
b7E 
b6 
b7C 

Attn: 

Attn: 

Attn: 

Date: 12/20/2006 

ITOS 1, CONUS 4, TEAM 15 

1 SSAJ 
s a | _ 
CDC 

SA 
CDC 

Inspection Attn: IIS 

From: Office of the General Counsel 
M . q T . B / P T T . m / T . y i R n n m T g n b 

Contact: UC 

Approved By: 

Drafted By: 

C a s e I D # : ( 

Title; 

Thomas Julie F| 

( W 
278-HQ-C1229736-VIO (Pending) 

INTELLI GENC?_üiZER^I GHT BOARD 
MATTER 2006-

b2 

Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel 
to the IOB. Our analysis follows. 

R e f e r e n c e : 2 7 8 - H Q - C 1 2 2 9 7 3 6 - V I O serial 1152 

D e t a i l s : ^ S ^ The referenced serial from Counterterrorism 
Division requested that OGC review the facts of the captioned 
matter and determine whether it warrants reporting to the IOB. 
As explained below, in our opinion, the FBI is not required to 
report this matter to the IOB. 

sèjgRET 

niG/DOJ REVIEW: 
B l INVESTIGATION:. / \ 
0ÏG.D0J snvestigatICRL, 

DATE: ! <-i t 
b6 
b7C 

NSL VI O-1229 



SE 

To: Counterterrorism From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 12/20/2006 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b7A 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 

bl other guidelines or regulations approved by the Attorney General 

b7A 

(S) 

NSL VIO-01230 



sE&^ir 

To: Counterterrorism From: Office of the General Counsel 
Re: 278-HQ-C1229736-VIO, 12/20/2006 

( U ) 

in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in nature 
and not deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

NSLs are a specific type of investigative tool that 
allows the FBI to obtain certain limited types of information 
without court intervention, including electronic communication 
transactional records in the custody of electronic communications 
service providers (Electronic Communications Privacy Act, 18 
U.S.C. § 2709). NSLs may be issued in cnnf^rmi™i-t-h -̂t-ntnjry 

bl requirements, including 18 U.S.C. § 2709, 

(U) z ^ C H e r e ' during an authorized investigation, the FBI 
properly served an NSL on an electronic communications service 
provider for transactional records. In response to the properly 
served NSL, the FBI inadvertently obtained information beyond the 

b2 scope of the NSL (email content information). FBlf 
identified the problem, and properly sequestered the email 
content information. 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
EO 12863, it is our opinion that this error is not reportable to 
the IOB. A record of this decision should be maintained in the 
control file for future review by the Counsel to the IOB. 

:u should contact the carrier (or coordinate 
through! ^nd ask whether the improperly or 

]j2 unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file. 

SECRET 

2 
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To: Counterterrorism From: Office of the General Counsel 
Re: 278-HQ-C1229736-VIO, 12/20/2006 

LEAD(s): 

Set Lead 1: (Info) 

COUNTERTERRORISM 

AT WASHINGTON. P.C. 

(U) For information. 

Set Lead 2 : (Action) 

b2 
b7E 

K 

m . should contact the carrier (or coordinate 
and ask whether the improperly or throughl-

unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file. 

Set Lead 3: (Action) 

b2 
b7E 

AT 

(U) For information 

Set Lead 4 : (Action) 

INSPECTION 

AT WASHINGTON. P.C. 

(U) INSP should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by the Counsel to the IOB. 

b6 
b7C 

cc : Ms. Thomas 

luti Liorary 

sEcJ^WL 
2 
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FEDERAL BUREAU OF INVESTIGATION 

b6 
b7C 
b2 

Precedence: ROUTINE 

To: General Counsel 

Date: 01/12/2007 

Attn: NSLB 

From: Inspection 
Internal Investigations Section, IPU, Room 3 041 

Ext Contact: CRS 

Approved By: Miller David Î Tpci 

Drafted By: 

Case ID #: 

Title: (U) 

(U) 2 78-HQ-C122 973 6-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 18 07 h o 
OGC/lOB# 20061 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1152 
278-HQ-C1229736-VIO Serial 1946 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from Counterterrorism Division dated 02/07/2006, reporting 
a possible I0B error. Based upon a review of the referenced EC 
it is the IIS's opinion the incident described therein is 
administrative in nature. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

NSL VI O-1233 
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b2 
b7E 
b6 
b7C 

(U) 

(U) ' 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Counterterrorism 

Date: 01/17/2007 

Attn: AD (Personal Attention) 
Attn: SAC (Personal Attention) 
Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section. IPU. Room 3 041 

CRS Contact: 

Approved By: Miller David Ian^^'l 

Ext 

Drafted By: 

Case ID #: 

Title: (U) 

(U) 263-HQ-0-U - 652 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKIHGi_L807 
OGC/IOB# 2006 b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

Dérivée 
Decli On 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1152 

Reference: ;7fi-Hn-n^Q7^-VTn .g^r^i i c;? 

(Si  

bl 
b7A 
b2 
b7E 

^/ö-HU-U122y /Jb-Vi(J Serial 1946 

Details: (U) Upon review of Counterterrorism Division's 
captioned report of a potential IOB violation, IIS did not find 
the matter indicative of willful misconduct. IIS only addresses 
allegations where deliberate and/or aggravated misconduct is 
evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C122 973 6, serial 2570). 

THIS EC IS UNCLASSIFIED "HEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

SEC3ZT7Y20320117 

NSL VIO-1234 



U.S. Departme >f Justice 
* A & • 
: : 

Office of the Inspector General 

DATE: January 24, 2007 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Fédéral Bureau of Investigation 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

b2 
b7E 

SUBJECT: PIG Complaint No. 2007002521 b 6 
Subject: | Z D b7C 

pivision 
FBI No. 263-0-U-652 
FBI CMS No. 1807 

I j We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

| | This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

| | This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 

IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 

believe that it is necessary that redacted information be made available to your Agency, you may contact the 

Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 

right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 

and the Whistleblower Protection Act. 

Attachment 

NSL VI O-1235 



OIG INVESTIGATIONS DIVISION Complaint Form OIG NO. •  689-2007-002521-M 

Received By: Date Received: 01/04/2007 How Received: A 

SUBJECT : 
Title: SA 
Component : FBI 
Mise : 
Home : 
Phone : 
Work : 
Phone : 

Pay Plan: 
EOD Date: 

1 
0 - ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

ZIP : 
b7C 
b 2 

COMPLAINANT: 
Title: INTEL 
Component: FBI 
Misc : 
Home : 
Phone 
Work: 
Phone: 

Pay Plan 
EOD Date: 

ZIP 

Confidential : 
ZIP: 

Revealed : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.0.P.No. 

D/L No. 

Authority : none b2 

Details : 

Information received FBI/INSD reportino a possible in IOB matter involving inadvertently 
obtained information. IOB #2006 

Durinc? an authorized investigation, Die FBI properly served a National Security Letter (NSL) 
on an electronic, -communication service provider for transactional records. In response, the 
FBI obtained information beyond the scope of the NSL. The .FB! 
problem and properly sequestered the content information 

identified the 

It is the opinion of the Office of the General Counsel that this matter is not retable to 
the IOB. 

b2 
b7E 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 10/04/2005 
CITY I 

TIME : 

State Zip : 
b2 
_b7E_ 

DISPOSITION DATA: Disposition: M Date: 01/04/2007 Approval: POWELL, GLENN G 
qv-' 

Referred to Agency: Date Sent: Component: FBI 

Patriot Act: N Civil Riahts: n Component Number: 263-0-U-652, 1807 

Sensitive: N Whistleblower: n Consolidated Case Number: 

Remarks: 

Predicating material contains classified information that will be stored in a secure 
container within OIG/INV/HQ. 

1/24/07 - Sent to AD Kaiser, FBI/INSD. (yht) 

NSL VI O-1236 
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SECRET>^X>N/NOFORN 

FEDERAL BUREAU OF INVESTIGATION 

(S)  

(S) 
m 

Precedence: IMMEDIATE 

To: General Counsel 

Inspection 
Operational Technology 

Date: 0 5 / 1 9 / 2 0 0 6 

Attn: National fipniritv Law Branch 

Attn: Internal Investigation Section 
Attn: D E S / D I T U 

UC 
Attn: Squad 11 

SA 
From: Counterterrorism 

C X S / E C A U / R o o m 4 3 4 1 
Contact: Ia| 

b2 
b7E 
b6 
b7C 

Approved By: Hulon Willie T f^ I ^ 
Lewis John E t\o J N. 

Drafted By: £ 

(U) Case ID #: si&y 
(s)  

(U) (U) 

N I A 
SSA 

N I A 
SSA 

/ 

b6 
b7C 

bl 
b7A 
b2 
b7E 

Synopsis: To document the minimization nf a m i H ^ a i 
collection on i-ĥ  i £ 

bl 
b6 
b7C 
b7A 

ü t 

(S) 

Derivi 
Declasj 2 031 

Reference: ( S ) 

5=;r kÀ.Oto 

ces 

D i * m 

bl 
b7A 

b6 
b7C 

l i j i f ¡ M 

SECRET /NOFORN 

NSL VI O-1237 

bl 
b7D 
b7A 



secret7c5£c€»/noforn 

(U) 

( U )  

To: Operational Technology From: Counterterrorism 
He : 2 78-HQ-C1229736-VIO, 05/19/2006 

Administrative: This document is classified 
SECRET//ORCON/NOFORN. Portions of this document carrying 
classification markings may not be incorporated into any criminal 
affidavit, criminal court proceedings or unclassified 
investigative file. The information in this document is intended 
to be used for lead or background purposes only. No further 
dissemination of the material classified in this document may be 
made without prior approval of the originating agency. 

( U)  

( U J 
b2 
b7E 

( S) . ( U)  • X 

(U) 

(S) 
^ Electronic Communications Analysis Unit (ECAU) is 

subordinate to" the Communications Exploitation .q̂ ri-inn 
Counter terrori sm nH-wîa-irm I 

I JLJitj lOlluwmg analysis was conducted 
oased on queries ot logical intelligence databases available to 

bl 
b7E 
b2 

ECAU. 

Det:ai 1 h i.d / /nr/wT^ 

bl 
b7D 
b7A 

SECRET/^gdON/NOFORN 

? 

NSL VI O-1238 



<U) 

SECREX?^ReON/NOFORN 

To: Operational Technology From: Counterterrorism 
Re : 2 78 - HQ-C12 2 9 73 6 -VIO, 05/19/2006 

:S//OC/NF) 

bl 
b6 
b7C 
b7D 
b2 
b7E 
b7A 

(U) 

(S) 

) UPOn flirt-hpr invpghirraHnn TA ^ ^ 4- ,-, .; „ ^ j 4-1 

b6 
b7C 

bl 
b6 
b7C 
b7D 
b2 
b7E 
b7A 

SECR£S><pRCON/NOFORN 

NSL VI O-1239 



CR^^ORC 

To : 
Re : 

SECRE^(ORCON/NOFORN 

Operational Technology From: Counterterrorism 
2 78-HQ-C122 9 73 6-VIO, 05/19/2006 

(S//0C/NF) 

¡ u > O n Monday 05/15/2006 Iä| ~ 
of the discrepancy, and the results 

notified the ECAU Unit Chief 
of his research. 

(S//OC/NF) 

LSI 

(S//OC/NF) 

bl 
b6 
b7C 
b7D 
b7A 

b6 
b7C 

bl 
b6 
b7C 
b7D 
b2 
b7E 

-bl"" 
b7D 
b7A 

bl 
b6 
b7C 
b7D 
b7A 

SECRgT/OR^ON/NOFORN 

4 
NSL VI 01240 



(U) 
TO : 
Re : 

SECRE^fQRCON/NOFORN 

.Operational Technology From: Counterterrorism 
y ^ ) 278-HQ-C122 973 6 -VIO, 05/19/2006 

LEAD(s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For NSLB - For information and action as deemed 
appropriate. 

Set Lead 2 : (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) For IIS - For information and action as deemed 
appropriate. 

Set Lead 3 : (Action) 

OPERATIONAL TECHNOLOGY DIVISION 

AT QUANTICO, VA 

:S//OC/NF) 
bl 
b6 
b7C 
b7D 
b7A 

Set Lead 4: (Info) 

A3 

(U) For Squad 11 - For information only. 

b2 
b7E 

Ri^<QRC< secre^Cqrcon/noforn 
2 

NSL VI O-1241 
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V SECRET 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

Precedence: ROUTINE 

To: Counterterrorism Attn: 

Inspection Attn: 

Operational Technology Attn: 

Attn: 

From: Office of the General Counsel 
NSLB/CILU/Room 7947 
Contact : 

ljl£ 

Date: 12/19/2006 

CX9 

IA 
SSA 
IIS 
CRS 
DES/üiTU 
UC 
Sai 
Si 

î rl 1 1 

Approved By: Thomas Julie 

( S ) 

cu> 

(U) 

Drafted By: 

Case ID #: (U) 

n 

9 7«-Un-n T)Q71g-UTfV 
\ CywvutrnmljihfWVUTSMLJIC\S5 

Title: (U) INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006- b2 

bl 
b7A 
b2 
b7E 

Synopsis: --Cg) It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

- X 

Reference : (U) 278- HQ-C1229736-VIO Serial l ^ Y 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

( U ) D e t a i l s : T h e referenced electronic communication (EC) from 
the Electronic Communications Analysis Unit (ECAU), dated 
05/19/2 006, requested that OGC review the facts of the captioned 

SE^ET 

C!G DOJ REVIEW: 
FBI INVESTIGATION: 
0ïG/D0v5 INVESTI 

NSL VKMÔ4 2 



To: Counterterrorism From: Office of the General Counsel 
Re: (U) 2 78-HQ-C122 973 6-VIO, 12/19/2006 

matter and determine whether it warrants reporting to the IOB. 
In our opinion, it does. Our analysis follows. 

L£_L 

iSl] 

(S) 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b7A 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community (in the FBI, the Assistant 
Director, INSD, and the General Counsel, OGC, respectively) 
report to the IOB "concerning intelligence activities that they 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b7A 

NSL VI O-1243 



To: 
Re: 

SECRET 

Counterterrorism From: Office of the General Counsel 
(U) 278-HQ-C122 9736-VIO, 12/19/2006 

have reason to believe may be unlawful or contrary to Executive 
order or Presidential directive." This language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General Guidelines for National 
Security Investigations and Foreign Intelligence Collection 
(NSIG) or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights. Violations of provisions 
that are merely administrative in nature need not be reported to 
the IOB. The FBI is required, however, to maintain records of 
such administrative violations so that the Counsel to the IOB may 
review them upon request. 

(U) Under the Electronic Communications Privacy Act 
(ECPA), the FBI may seek telephone and email communication 
records from telephone companies and internet service providers 
when those records "are relevant to an authorized investigation 
to protect against international terrorism or clandestine 
intelligence activities." 18 U.S.C. § 2709. Moreover, under 
the NSIG, NSLs are an authorized technique and may be issued in 
conformity with statjitnrv rprniiranients during a preliminary or 
full investigation. 

(U) 
Due to ins 

the confusion betweenthe 
received NSL results for 

rhrc>T-t-onh -i ̂ ^ 1 ar-T-rr based on 
FBI HQ 

an etua-Lx au u i ess Li idt  way not  r e l e v a n t  
to an authorized counterterrorism investigation. Therefore, the 
issuance of the NSL was neither authorized by law nor by the 
NSIG. Upon realizing the error, the analyst immediately notified 
his supervisor and took the proper steps to sequester the 
information. Nothing from the original NSL results was uploaded 
into the FBI computer systems, nor was any investigative action 
taken based on the NSL results. However, due to the fact that 
there was an unauthorized collection, we must report this to the 
IOB. 

SÌ^ET 

NSL VI O-1244 



IT 

To: Counterterrorism From: Office of the General Counsel 
Re: (U) 2 78-HQ-C122 973 6-VIO, 12/19/2006 

LEAD(s): 

Set Lead 1: (Action) 

COUNTERTERRORISM 

AT WASHINGTON. DC 

(U) ECAU should contact the carrier and ask whether the 
improperly or unintentionally acquired information should be 
returned or destroyed with appropriate documentation to the file. 

Set Lead 2 : (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 

Set Lead 3: (Info) 

b 2 
b7E 

AT 

(U) Read and clear. 

Set Lead 4: (Info) 

OPERATIONAL TECHNOLOGY 

AT WASHINGTON. DC 

(U) Read and clear. 

CC: Ms. Thomas b6 
b7C 

-LOB Library 

2 

NSL VI O-1245 



December 19, 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
72 5 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-1 (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 - 2 78-HQ-C122 973 6-VIO 

SECRET 
^ ^ NSL VIO-1246 



Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 



SECRET 

( U ) 

TMTRT.T.T(TBIMP'R nwpfiTnTTT Rnapn (IOB) MATTER 
DIVISION 

1UB MATTER 2UU ](U) 

b2 
b7E 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b7A 

The Electronic Communications Analysis Unit (ECAU) of 
the Federal Bureau of Investigation (FBI) reported a potential 
IOB involving a National Security Letter (NSL) requested by ECAU 
which, through a transcription error, sought information about an 
email address belonging to a person who was not the subject of an 
FBI national security investigation. 

(S)/ 

f Upon realizing the 
error, tne analyst immediately notitied his supervisor and took 
the proper steps to sequester the information provided in 
response to the NSL. Nothing from the original NSL results was 
uploaded into the FBI computer systems, nor was any investigative 
action taken based on the NSL results. 

(C) 

IS)  

b7A 

(U> 
Due to i narlvorhonf t-wî r̂rr jriln-i /-.ol Q-r-rnr- .based on the 

FBIHQ received confusion betweer 
NSL results for an email address that was not relevant to a 
counterterrorism investigation. Therefore, the issuance of the 
NSL was neither authorized by law nor by the Attorney General 
Guidelines for National Security Investigations and Foreign 
Intelligence Collection (NSIG). Due to the fact that there was 
an unauthorized collection, the error is a reportable matter 
under Section 2.4 of Executive Order 12863. 

( SJ  

bl 
b6 
b7C 
b7D 
b7A 

SL VI O-1248 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

b6 
b7C 
b2 

Precedence: ROUTINE 

To: General Counsel 

Date : 01/12/2007 

Attn: NSLB 

From: Inspection 
Internal Investigations Section, IPU, Room 3 041 
Contact: CRS| I Ext | 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David la. ̂aaJ p i * 

(U) 2 78-HQ-C122 973 6-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKlMafl_22 8 6 
0GC/I0B# 2 00f 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security-
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1387 
2 78-HQ-C1229736-VIO Serial 1955 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from Counterterrorism Division dated 05/19/2006, reporting 
a possible IOB error. Based upon a review of the referenced EC 
it is the IIS's opinion the incident described therein is 
indicative of a performance issue. Therefore, no internal 
investigation will be conducted by the 'IIS and this matter is 
being relegated to the NSLB for whatever action they deem 
appropriate. 

NSL VI O-1249 



(Rev. 01-31-2003) 

( U )  

^SJSÖKilT//2 0 3 2 0117 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Counterterrorism 

Date: 01/17/2007 

Attn: AD (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 3041 

CRS 

Approved By-

Drafted By: 

Case ID #: 

Title: (U) 

Contact 

Miller David Ian 

Ext 

(U) 2 63-HQ-0-U - 654 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKIMai 2̂ 286 
OGC/lOB# 2006 

b6 
b7C 
b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1387 

Reference: (U) 278-HQ-C1229736-VIO Serial 1387 
278-HQ-C1229736-VIO Serial 1955 

Details: (U) Upon review of Counterterrorism Division's 
captioned report of a potential IOB violation, IIS did not find 
the matter indicative of willful misconduct. IIS only addresses 
allegations where deliberate and/or aggravated misconduct is 
evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 11/16/2006 (278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 
•• 

Sj3SR^T//20320117 

^ ^ NSL VIO-1250 



U.S. Departme jf Justice 

Office of the Inspector General 

Washington, D C. 205JO 

DATE : January 26, 2007 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

FROM: 

SUBJECT: 

Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

OIG Complaint No. 2007002573 
Subjectl 
FBI No. 263-0-U-654 
FBI CMS No. 2286 

b6 
b7C 
b2 
b7E 

•  

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

I J This complaint will be investigated by the OIG. 

I M P O R T A N T N O T I C E 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 

IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 

believe that it is necessary that redacted information be made available to your Agency, you may contact the 

Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 

right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 

and the Whist leblower Protection Act. 

Attachment 

NSL VI O-1251 



01G - INVESTIGATIONS DIVISION - Complaint Form OIG NO. 689-2007-002573-M 

Received By: Date Received: 01/04/2007 How Received: 

SUBJECT: 
Title: SSA 
Component:: FBI 
Mise : 
Home : 
Phone 
Work : 
Phone 

SUBJECT: 
Title: INTEL 
Component: FBI 
Mi sc : 
Home : 
Phone : 
Work : 
Phone 

Pay Plan: 
EOD Date: 

ZIP 

ZIP 

Pay Plan: 
EOD Date: 

o - ZIP: 

ZIP: 

SSNO 

D.O.B. 
Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 

b6 
b7C 
-b2 

689 

COMPLAINANT: 
Title: ATTY 
Component: FBI 
Misc : 
Home : 
Phone: 
Work: Office of the General Counsel 

National Security Law Branch/CILU, Washington, DC 
Phone: ZIP: 
Confidential: Revealed: 

Pay Plan: 
EOD Date: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 
b2 
b7E 

Details : 

The FBI provided information regarding a potential IOB matter (2006 

On April 11, 2006, a National Security Letter (NSL) was issued requesting information 
pertaining to the target of an FBI investigation. Shortly after sending the NSL to the 
field for service, it was learned that due to a typographical error, the target (listed in 
the NSL) had been misidentified and as a result was not connected with the investigation. 
Immediate steps were taken to sequester the information. 

It is the opinion of the Office of the General Counsel that this matter need not be reported 
to the IOB. (dz) 

ALLEGATIONS: 68 9 
)ccurrence Date: 
:iTY: 

IOB Violation 

TIME 

State Zip : 

)IS POSITION DATA: Disposition: M Date: 01/25/2007 Approval: POWELL, GLENN G 

Î ( leferred to Agency: FBI Date Sent: 01/25/2007 Component: FBI 

»atriot Act: N Civil Rights: N Component Number: 263-0-U-654, 2286 

ensitive: N Whistleblower: N Consolidated Case Number: 

Page 1 of 2 

NSL VI O-1252 
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Ol G INVESTIGATIONS DIVISION Complaint Form OIG NO. 

b2 

S9-2007-002573-M 

Remarks: 

Predicating material contains classified information that will be maintained in a secure 
container within OIG/INV/HQ. 

01/26/07-Sent to Kaiser/FBI/INSD (dz) 

Page 2 of 2 

NSL VIO-1253 
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( ( 

l l)-9f>2 ( Rev. 03-21-2005) 

( U )  

( U)  

S E ^ È 

IEAU Ol F E D E R A L B U R E A U O F I N V E S T I G A T I O N 
b2 

Precedence : ROUTINE 

To: Inspection 
General Counsel 

Date: 05/18/2006 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7975 

From! 
Squad 
ContacFl SA 

Approved By: 

Drafted By: 

CaseID #: 278-HO-C122Q71£-VTn _ 1 4 25 
278-

Title: (U) SA 
SS? 

(U) 

INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

INTELLIGENCE OVERSIGHT 

Synopsis: -jfy To report possible IOB error. 

b2 
b7E 
b6 
b7C 

^ ( X 4- ,' description of TOB Error (innlnriinn rPnnrM'nn 

(S) 

O b 

SEÒ^T 

b6 
b7C 

NSL VIO-1254 

bl 
b6 
b7C 
b7D 



S ^ E T 

'i'O : 
Re : 

Inspection From: 
21Q-HQ-C1229736-VIO, 05/18/2006 

b2 
b7E 

(s)  

. X 
The above j rirH d̂ rih wag mpmnrial^ 

investigati on 

2d via EC in captioned 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b7A 

bl 
b7A 
b2 
b7E 

S E 0 

2 

NSL VI O-1255 



• J . ŒT 
b2 

(U) To: .Inspection From: J b7E 
Re : 2 78 - HQ-C12 29736-VIO, 05/18/2006 

LEAD(s): 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate 

SEpRET 
3 

NSL VI O-1256 



(Rev. 01-31-2003) 

SE^ ET 

FEDERAL BUREAU OF INVESTIGATION 

<U) 

( U)  

( U ) 

(UJ 

(U) 

Precedence : 

To: 

ROUTINE Date 12/28/2006 

Counterterrorism 

Inspection 

Attn: SAC 

CDC 

Attn: ITOS 1, CONUS 4, TEAM 13 

Attn: IIS 

From: General Counsel / 
NSLB/Counterterrorism La/C Unit ftl /T.YI ̂ cni Q 

Contact: UC 

Approved By: Thomas Julie E. M ® 

Drafted By: ] j q O I 

-Case ID #: ( kf} 27 8-HQ--C1229736-VIqT ( Pending ) 
( A 278-1 [çfj (Pending; 

Title: POSSIBLE INTELLIGENCE OVERSIGHT BOARD (IOB) 
MATTER 2006-1 | 

Synopsis: j/S\ It is the opinion of the Office of General 
Counsel (OGC) that the above referenced matter need not be 
reported to the IOB. Our analysis follows. 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect 8. 

Reference: 278-HQ-C1229736-VIO Serial 1425 

Details: J ^ By electronic communication (EC) dated Mav 18. ?nns 
[cited below),1 t h e l D i v i s i o n ! 

(U) See EC from the Division to the Inspection Division ____ | v j - o x w n l i i c iiiapeuLion uivisic 
and General Counsel, dated May 18, 2006, Case ID# 278-HQ-C1229736-VIO Serial 
1425, titled "INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR" hereinafter cited as 

SE^ÉT 

CIG/DQJ REVIEW 
F3I INVESTIGATION: 

OIG/OOJ INVESTIGATION; 

DATE; ; V 
NSL VI O-1257 

b6 
b7C 

b2 
b7E 
b6 
b7C 

b2 
b7E 



( U)  
To: 
He : 

EGRET 

:/al C From: Gene-fal Counsel 
2 /8-HQ-C1229736-VIO, 12/28/2006 

b2 
b7E 

reported a potential IOB involving a National Security Letter 
(NSL) issued by| |which, through an error on the part 
of the provider, yielded cellular telephone subscriber 
information belonging to the wrong number, a number which was not 
the subject of an FBI national security investigation. 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b7A 

( U )  

As required by Executive Order (E.O.) 12863 and 
Section 2-"i6Nof the National Foreign Intelligence Program Manual 
(NFIPM), OGC was tasked to determine whether the error described 
here is a matter which must be reported to the IOB. We believe 
that the reported activity does not require IOB notification 

(U) Section 2.4 of E.O. 12863, dated 09/13/1993, 
mandates that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division, and the General Counsel, OGC, 
respectively) report to the IOB all information "concerning 
intelligence activities that they have reason to believe may 
be unlawful or contrary to Executive order or Presidential 
directive." This has been interpreted to include violations of 
the Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection ("Attorney 

b2 
b7E 

bl 
b7A 

NSL VI O-1258 



( U)  
To: 
Re: 

\  /  

SE^^EI 

From: General Counsel 
2/b-Hg-Ci229736-VIO, 12/28/2006 

b2 
b7E 

( S)  

( S)  

( S)  

General's Guidelines"), the 
by Executive Order 12333 

(U) ^ f s ^ As set 
General's Guidelines, 
§2709 is authorized when 

implementation of which is mandated 

forth in Section V.12 of the Attorney 
use of NSLs in conformity with 18 U.S.C. 

rpr-t-a i n records are sought as part of 
18 U.S.C. §2709 authorizes 

the FBI to obtain certain subscriber and toll billing records 
from a wire communication service provider when those records 
"are relevant to an authorized investigation to protect against 
international terrorism or clandestine intelligence activities." 

( U ) 
In this instance. mir^nant to an authorized 

properly served an NSL 
lequysLiny relêVânt subscriber information and toll billing 
records from a wire communication service provider. In response 
to this properly served NSL, the provider erroneously provided 
subscriber information for an unrelated telephone number ̂ whirh 
Wris not requested in the NSL and was not relevant to the 

bl 

|contacted the provider, then shredded the inadvertently 
obtained information. 

b2 
b7E 
bl 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
EO 12863, it is our opinion that this error is not reportable to 
the IOB. A record of this decision should be maintained in the 
control file for future review by the Counsel to the IOB. 

(U) Since J already contacted the provider 
and shredded the inadvertently obtained material. there is no 
longer a need for an action lead td 

b2 
b7E 

3 

NSL VI O-1259 



(U) To: 
He: 

w : 

From: General Counsel 
T78-HQ-C1229736-VIO, 12/28/2006 

b2 

LEAD(s) : b ? E 

Set Lead 1: (Info) 

AT 

(U) For information. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by the Counsel to the IOB. 

cc: Ms. Thomas 

IOB Library 

b6 
b7C 

NSL VIO-01260 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date : 01/12/2007 

Attn: NSLB 

From: Inspection 
Internal Investigations Rention. TPTT. Room 3 041 
Contact : CRS Ext . 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David la 

(U) 2 78-HQ-C122 973 6 -VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 24 50 
OGC/lOB# 2 0 06 

b7C 
b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1425 
278-HQ-C1229736-VIO Serial 1971 

Details: (U) The Internal Investigations Section (IIS) received 
an EC fromj |Division dated 05/18/2006, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is 
administrative in nature. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

NSL VI O-1261 



(Rev. 01-31-2003) 

JEeHEs£//2 0 3 2 0117 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

Precedence: ROUTINE 

To: 

Date: 01/17/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section. IPU. Room 3041 

Ext I Contact : CRS 

Approved By: 

Drafted By: 

Case ID #: 

Miller David Ian 
h 

Title: (U) 

(U) 2 63-HQ-0-U - 657 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING** 24 5 0 
0GC/I0B# 20061 

b2 
b7E 

b7C 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1425 

Reference: (U) 278-HQ-C1229736-VIO Serial 1425 
278-HQ-C1229736-VIO Serial 1971 

^Division's captioned Details: (U) Upon review of 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(2 78-HQ-C122 973 6, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

b2 
b7E 

SEpm^/20320117 
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U.S. Departme. of Justice 

Office of the Inspector General 

Washington. D.C. 20530 

DATE: January 26, 2007 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division b6 

b7C 

SUBJECT: OIG Complaint No. 2007002578 , t>2 
b7E Subject jj 

FBI No.' 26J-U-U-6S7 
FBI CMS No. 2450 

m We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

| [ This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

| [ This complaint will be investigated by the OIG. 

I M P O R T A N T N O T I C E 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 

IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 

believe that it is necessary that redacted information be made available to your Agency, you may contact the 

Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 

right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 

and the Whist leblower Protection Act. 

Attachment 

NSL VI O-1263 



OIG - INVESTIGATIONS DIVISION - Complaint Form OIG NO. S9-2007-002578-M 

Received By: Date Received: 01/04/2007 How Received: A 

SUBJECT: 

Component: FBI 
Mise : 
Home: | 
Phone : () -
Work: , , 
Phone : 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 

SUBJECT : 
Title: SA 
Component : FBI 
Mise : 
Home : 
Phone 
Work : 
Phone : 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 

b6 
b7C 
b2 

COMPLAINANT: 
Title: DDIR 
Component: FBI 

Misc: 
Home : 
Phone: 
Work: 
Phone: 

Pay Plan: 
EOD Date: 

Confidential : 

ZIP: 

ZIP: 
Revealed : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

Details : 
The FBI provided information regarding a potential IOB matter (2006-|_ 
l S ), 

b2 bl 
b7A 

[ l a National security Letter (NSL.) was served to obtain information relative to the 
ongoing investigation. The information that was provided to the FBI was of another 
individual who was not the subject of the investigation. Upon discovering the FBI had been 
provided the wrong information, steps were taken to obtain the information pertaining to the 
correct individual. The information sent in error, of which none was uploaded into FBI 
databases, was shredded. 

It is the opinion of the Office of the General Counsel that this matter need not be reported 
to the IOB. (dz) 

ALLEGATIONS : 689 IOB Violation 
iccurrence Date: 
:ITY :| 

TIME: 

State: Zip: 
b2 
b7E 

ISPOSITION DATA: Disposition: M Date: 01/25/2007 Approval: POWELL, GLENN G 

eferred to Agency: FBI Date Sent: 01/25/2007 Component: FBI 

atriot Act: N Civil Rights: N 

ensitive: N Whistleblower: N 

Component Number: 263-0-U-657, 2450 

Consolidated Case Number: 

NSL VIO-1264 
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b 2 

OIG - INVESTIGATIONS DIVISION - Complaint Form OIG NO.: 689-2007-002578-M 

Rema r ks: 

Predicating material contains classified information that will be maintained in a secure 
container within OIG/INV/HQ. 

01/26/07-Sent to Kaiser/FBI/INSD. (dz) 

Page 2 of 2 
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D-%2 (Rev. 03-21-2005) 

SECRE^77^0 310 62 7 

FEDERAL B U R E A U OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

Date: 06/27/2006 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 97 5 

From : 

b7C 
b2 
b7E 

~CTzrI 

Contact : SA 

Approved By: 

Drafted By: 

C a s e I D # : 278-HQ-C1229736-VIO 

Title: :u) SA 
SSA 

IHrtf 

INTELLIGENCE OVERSIGHT BOARD ( IOB) ERROR 

Synopsis-: ^X^ To report possible IOB error. 

j ^ K Der£ved^~Erom : G-J 

Details : 

:s) 2. 

3. Possible IOB Error: 

(s: 

4. Description of IOB Error (including any reporting 
delays). 

(U) On 03/01/2006,_ 
directed to a 

prepared a National Security 
Letter (NSL #1) directed to a large telecommunications company 
requesting subscriber, toll and billing records for a telephone 
number believed to belong to above listed individual. NSL #1 was 
prepared according to the then-current PATRIOT Act provisions, and 
contained the then-current non-disclosure warning. NSL #1 was 
approved and transmitted to another field office for service. 

b2 
b7E 

4LQ 

'1 
ijflf*' 

'U* Q i 108102. 
b7C SEC R f c S ^ 20310627 

NSL VI O-1266 



S E C R E T ^ ^ Ä Ü 3 1 0 6 2 7 

(U) 
To: Inspection From: 
Re-: - w f 2 7 8 - HQ-C122 97 3 6-VIO, 06/27/2006 

iT_T y^i 0 n o r a b o u t 03/13/2006, and after the transmittal of 
NSL #1 to the other field office, but before it was served, the 
PATRIOT Act was revised, changing, among other things, the law 
r^oarHinrj the non-disclosure procedures for NSLs. On 03/13/2006, 

telephonically notified the other field office not to serve 
NSL #1, and a new NSL (NSL #2) complying with the revised Act with 
a new non-disclosure provision was prepared for the same 
information. NSL #2 was approved and transmitted to the other b2 

b7E field office for service. 

( U)  

( U ) 

On 03/21/2006, the other field office mistakenly 
served NS'L #1 "on the telecommunications provider. NSL #2 was 
served on 03/28/2006. On 05/24/2006, the telecommunications 
provider responded to NSL #1, providing subscriber information on 
the telephone number, but noted that it had received NSL #2 for the 
same telephone number, and indicated that it would provide toll and 
billing records in its response to NSL #2. 

became aware of the issue upon receiving the 
information regarding the response to NSL #1 on 06/20/2006. The 
response to NSL #1 has been sequestered. 

SECRË^T7?«^10627 
2 
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SECks3v/20310627 
^ b2 

( U ) ...To: Inspection From: 
'2006 Re": (SO 27 8-HQ-C122 9736-VIO, 06/27 

LEAD(s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, PC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

b7E 

SECF£*7?2Q310627 
3 
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(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

(U) 

Precedence : 

To: 

ROUTINE 

Inspection 

b2 
b7E 
b6 
b7C 

Date: 12/19/2006 

Attn: SAL 
S SA 
CDC 

Attn: IIS 
CRS 

From: Office of the General Counsel 
NST.R/CTT.TT/Room 7947 
Contact : 

Approved By: Thomas Julie 

Drafted By: 

Case ID #: (U) 278-HQ-C1229736-VICK"v(Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD 
MATTER 2 0 06 

S y n o p s i s : I t is the opinion of the Office of the General 
Counsel (OGG) rhat this matter need not be reported to the 
Intelligence Oversight Board (IOB). A copy of this opinion 
should be retained in the control file for review by the Counsel 
to the IOB. 

Reference: (U) 278-HQ-C1229736-VIO Serial 1469 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

The referenced electronic communication (EC) from 
]< îvision |dated 06/27/2006, requested that 

OGC review the facts of the captioned matter and determine , 7 „ 
whether it warrants reporting to the IOB. — -; 4- b/h 
does not. Our analysis follows. 

In our opinion, it 

OiG/DOJ REVIEW! 
INVESTIGATION: 

OiG/DOJ INVESTIGATION: 

" / j ^ n — H U « 

b6 
b7C 

NSL VIO-1269 



To: 
Re : (U) 

From: Office General Counsel 
"278-HQ-C1229736-VIO, 12/19/2006 

b2 
b7E 

) On 03/01/20061 prepared a National Security 
(NSL #1) for the subscriber, toll., and billing rnnnv-Hn fnr 

b2 
b7E 
bl 
b7A 

Letter 
a t-plpnhnnp nnmhpr HpI i pvoH t-̂ , tO the Sub j ëct OÎ 

autjuzaanL'y wiui LJie USA FAIKIUT ACT 
appropriate non-disclosure warning, 
another field office for service. 

This NSL was prepared Hi 
of 2001 and contained the 
NSL #1 was transmitted to 

On 03/09/2006, after NSL #1 had been sent to the 
other field office for service but before it was served, the 
President signed the USA PATRIOT Improvement and Reauthorization 
Act of 2 0 05 (USA PATRIOT IRA) which, among other things, changed 
the non-disclosure procedures for NSLs. 

03/13/2006 
flfi-pr learning of the change in the law, on 

:ontacted the other field office and told them 
Jprepared a new NSL (NSL #2) for the not to serve NSL #1 

same information. NSL #2 included the non-disclosure procedures 
set forth in the USA PATRIOT IRA. NSL #2 was transmitted to the 
other field office for service. 

b2 
b7E 

On 03/21/2006, the other field office mistakenly 
served NSt #1) NSL #2 was served on 03/28/2006. 

On 05/24/2006, the telecommunications provider 
respondedxto 1>JSL #1 by providing subscriber information. The 
provider noted that it had received NSL #2 for the same telephone 
number and indicated that it would provide toll and billing 
records in its response to NSL #2. 

.. pequestered the information provided in 
response /to "iNSL #1 upon receipt on 06/20/2006. 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language has been interpreted to mandate the reporting of any 
violation of a provision of the Attorney General Guidelines for 
National Security Investigations and Foreign Intelligence 
Collection (NSIG) or other guidelines or regulations approved by 
the Attorney General in accordance with E.O. 12333, dated 
12/04/1981, if such provision was designed in full or in part to 

b2 
b7E 

S E ^ é l 
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To: 
Re : 

sè^E ET 

'rom: Office of the General Counsel 
(U) 2 78-HQ-C122 973 6-VIO, 12/19/2006 

b2 
b7E 

ensure the protection of the individual rights. Violations of 
provisions that are merely administrative in nature need not be 
reported to the IOB. The FBI is required, however, to maintain 
records of such administrative violations so that the Counsel to 
the IOB may review them upon request. 

(U) Under the Electronic Communications Privacy Act 
(ECPA), the FBI may seek telephone and email communication 
records from telephone companies and internet service providers. 
18 U.S.C. § 2709. Moreover, under the NSIG, NSLs are an 
authorized technique and may be issued in conformity with 
statutory requirement s diin'-̂ g a preliminary or full bl 
investigation. 

Here, during an authorized investigation,1 the FBI 
properly served two (2) NSLs on a telecommunications provider. 
Due to a change in the USA PATRIOT Act, the non-disclosure 
provisions of these two NSLs were different. However, the 
language of the non-disclosure provisions does not effect the 
legality of the NSL. Both NSL #1 and NSL #2 were properly and 
legally served under an authorized investigation. Therefore, the 
FBI has not violated the law and is permitted to keep and use the 
information provided in response to both of these NSLs. 

Based upon these facts, in accordance with the 
reporting requirements of Section 2.4 of EO 12863, it is our 
opinion that this error is not reportable to the IOB. 

bl 
b7A 

¡Ï 
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ET 

To: 
Re : w 

From: Office of the General Counsel 
2 78-HQ-C122 973 6 -VIO, 12/19/2006 

b2 
b7E 

LEAD(s ) : 

Set Lead 1: (Info) 

AT 

b2 
b7E 

(U) Read and clear. 

Set Lead 2: (Action) 

INSPECTION 

AT WASHINGTON, PC 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by the Counsel to the IOB. 

CC: Ms. Thomas 
b6 
b7C 

IOB Library 

NSL VI O-1272 



(Rev. 01-31-2003) 

jpißKE3y/20320117 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

Precedence: ROUTINE 

To : 

Date: 01/17/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Tnvoahinahinns .ĝr-t- -j nn 
Contact: CRS 

JPU, Room 3 041 
Ext. 

Approved By: Miller David Ia< 

Drafted By: 

Case ID #: 

Title: (U) 

(U) 263-HQ-0-U - 659 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2480 
0GC/I0B# 2006|~ 

b2 
b7E 
b6 
b7C 

] 
Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

Derive« 
Decli On: 117 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1469 

Reference : 

Details : 

(U) 2 78-HQ-C1229736-VIO Serial 1469 
2 78-HQ-C1229736-VIO Serial 1980 

b2 
b7E 

(U) Upon review oJ Division's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter 
was brought to our attention as required by the revisions 
mandated by National Security Law Branch/OGC EC, dated 11/16/2 006 
(278-HQ-C1229736, serial 2570) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

SECRÉT//20320117 
/ \ NSL VIO-1273 



U.S. Departmei >f Justice 

Office of the Inspector General 

Washington, D.C. 20530 

DATE: January 29, 2007 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Fédéral Bureau of Investigation 

FROM: 

SUBJECT: 

Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

OIG Complaint No. 2007002605 
Subject 

b6 
b7C 
b2 
b7E 

FBI No. 263-0-U-659 
FBI CMS No. 2480 

•  

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

| | This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 

IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 

believe that it is necessary that redacted information be made available to your Agency, you may contact the 

Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 

right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 

and the Whist leblower Protection Act. 

Attachment 

NSL VI O-1274 



OIG - INVESTIGATIONS DIVISION - Complaint Form OIG NO. 689-2007-002605-M 

Received Ry: Date Received: 01/04/2007 How Received: A 

SUBJECT : 
Title: SA 
Component: FBI 
Mise : 
Home : 
Phone: () 
Work: , ¡_ 
Phone : 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

b2 
b6 
b7C 

SUBJECT : 

Title: SSA 
Component: FBI 
Misc : 
Home: 
Phone: 
Wor k: 
Phone: 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 

Pay Plan: 
EOD Date: 

COMPLAINANT 
Title: ATTY 
Component: FBI 
Misc: 
Home : 

Phone: ZIP: 
Work: Office of the General Counsel 

National Security Law Branch/CILU, Washington, DC 
Phone: ZIP: 
Confidential: Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

Details : 

The FBI provided information regarding a potential IOB matter (2006 

b2 
b7E 

On March 1, 2006 |FBI prepared the first National Security Letter (NSL) and 
transmitted it to another field office for service. On March 9, 2006, the USA PATRIOT 
Improvement and Reauthorization Act of 2005, which changed the non-disclosure procedures for 
NSLs, was signed. On March 13, 2006, the field office is contacted and advised not to serve 
NSL #1;NSL #2 is prepared and transmitted to the field office for service. 

NSL #1 was mistakenly served on March 21, 2006; NSL #2 was served on March 28, 2006. The 
FBI received a response to NSL #1; the information was sequestered upon receipt on June 20, 
2006. 

It is the opinion of the Office of the General Counsel that this matter need not be reported 
to the IOB, (dz) 

ALLEGATIONS: 68 9 

Occurrence Date: 

CITY: I I 

IOB Violation 

TIME: 

State Zip : 

DISPOSITION DATA: Disposition: M Date: 01/26/2007 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 01/26/2007 Component: FBI 

Patriot Act: N Civil Riqhts: N Component Number: 263-i-U~c . 3, 24£ 

Sensitive: N Whistleblower : N C o n s o l i d a t ^ ^ ^ ^ Njii^er : 



b2 

OLG - INVESTIGATIONS DIVISION Complaint Form OIG NO. Ì9-2007-002605-M 

Roma rks: 

Predicating material contains classified information that will be maintained in a secure 
container within OIG/INV/HQ. 

01/2 9/07-Sent to Kaiser/FBI/INSD. (dz) 

Pane ? of ? 

NSL VIO-1276 

D-i -i-/•>,-J ni /oc / onm i n . c a . i ~i 



FL .,2 (Rev. 03-21-2005) 

SÌP0RJ3T 
F E D E R A L B U R E A U O F INVESTIGATION 

(U> 

(UJ 

( U ) sifWVUTSRONJIGEDA

( U )  

Precedence: ROUTINE 

To : Inspection 
General Counsel 

Date: 07/05/2006 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7975 

From: 
Squad 1 
Contact: CDC 

b2 
b7E 
b6 
b7C 

Approved Byi 

Drafted By: 

Case ID # : 2 7 8 - H Q ~ 9 1 2 2 9 7 3 6 - V I O 

Title: (U) TEa 

ALL ïitfôiMfïôi coli 
HEM I* IS ïlICLâSSir; 

J 
tINTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

S y n o p s i s : T o detail verbally reported possible IOB error. 

Possible IOB Error 

) Initiating a form of electronic surveillance or a search 
without probable cause. 

Description of IOB Error (including any reporting delays' 

(S) 

bl 
b6 
b7C 
b7D 
b7A 

b7A 



(U) ..... m 
To 

bl Re 
b2 | — 
b7E 
b6 
b7C 
b7A 

SEfcjK̂ T 

Inspection From: 
278-HQ-C1229736-VIO, 07/05/2006 

b2 
b7E 

(S) 

b2 
b7E 
b6 
b7C 

b2 
b7E 
b6 
b7C 

As directed, all hard copy information concerning that e-mail 
address has been destroyed and removed from all FBl| 

One compact disk containing all filesl computers. 
to the e-mail address was forwarded to SSA 
CONUS II. 

relating 
of ITOS I, 

S4ET 
2 

NSL VI O-1278 



To: Inspection From: 
(U) Re : W 2 78 - HQ-C1229736-VIO, 07/05/2006 

LEAD(s): 

Set Lead Is (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COtfosEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

b2 
b7E 

W" 
f-

NSL VI O-1279 



(Rev. 01-31-2003) 

SECRET//KQFORN 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 

TO! 

Counterterrorism 

Inspection 

b2 
b7E 
b6 
b7C 

Date: 12/22/2006 

Attn: SAC 

CDC 

Attn: ITOS 1, CONUS 2, TEAM 7 

Attn: IIS 

From: 

(U) 

(U) 

(U) 

( U )  

Office of the General Counsel 
NSLB/CTLU1/ LX1 Room 3 3119 
Contact : UC 

Approved By: Thomas Julie 

Drafted By: 

» T 

Case I D # : ^ 278-HQ-C1229736-VIO^TPending) 

T i t l e : I N T E L L I G E N C E OVERSIGHT BOARD 
MATTER 2 006 

Synopsis: ^ ^ It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and 
deliver the necessary correspondence to the IOB. 

(U) 
(U) 

Reference: 

Decl^sârfyoïu 

278-HQ-C1229736-VIO serial 1490 

Administrative: This document contains information obtained or 
derived freto.» an electronic surveillance or physical search conducted 
under the Foreign Intelligence Surveillance Act ("FISA"), 50 U.S.C. 
Section 1806(b). Such information shall not be used in any criminal 
or administrative proceeding, including grand jury proceedings and 
warrant affidavits, without the prior written approval of the 
Attorney General of the United States. U.S. Person FISA derived 
information may not be disseminated to a foreign government without 
the prior written approval of the Attorney General of the United 
States. 

SEpRS^//NOFORN b6 
b7C 

C1G/D0J REVIEW: 
FBI INVESTIGATE 

GIG/DQJ INVESTIGATION;. 

DATE: / l X 
oil NSL VI O-1280 



SEC^jE^ //NOFORN 

To: |From: Office of the General Counsel 
Re: 27Ö-&Q-C1229736-VIO, 12/22/2006 

b2 
b7E 

( U)  

bl 
b2 
b7E 

Details: J&C^ The referenced serial from 
requested that OGC review the facts of the captioned matter 
and determine whether it warrants reporting to the IOB. As 
explained below, in our opinion, the FBI is required to report 
this matter to the IOB. 

uT 

b7C 
b7D 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7A 

(S/NF; 

(S/NF) 

b2 
b7E 
b6 
b7C 

101 M As directed, all hard copy information 
concerning that e-mail addrsss has been destroyed and removed 
•P v * w s » 1 1 mT~I T I ̂  . i. a -ii « from all FBI 
containing all files 
was forwarded to SSA 

Icomputers. One compact disk 
relating to the e-mail address 

of ITOS I, CONUS II. 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) 

SE CR^^/NOFORN 

2 

NSL VI O-1281 



SECHX^T/NOFORN 

b2 
b7E To: 

Re: 
From: Office of the General Counsel 

278-HQ-C122 9736-VIO, 12/22/2006 

and established the Board as a standing committee of the 
President's Foreign Intelligence Advisory Board. Among its 
responsibilities, the IOB has been given authority to review 
the FBI's practices and procedures relating to foreign 
intelligence and foreign counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates 
that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division (INSD), and the General Counsel, 
Office of the General Counsel (OGC), respectively) report to 
the IOB intelligence activities that they have reason to 
believe may be unlawful or contrary to Executive Order or 
Presidential Directive. This language has been interpreted to 
mandate the reporting of any violation of a provision of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSIG), 
effective 10/31/2003, or other guidelines or regulations 
approved by the Attorney General in accordance with EO 12333, 
dated 12/04/1981, if such provision was designed to ensure the 
protection of individual rights. 

(U) Violations of provisions that merely are 
administrative in nature and not deemed to have been designed 
to ensure the protection of individual rights are generally 
not reported to the IOB. The FBI Inspection Division is 
required, however, to maintain records of such administrative 
violations for three years so that the Counsel to the IOB may 
review them upon request. The determination as to whether a 
matter is "administrative in nature" must be made by OGC. 
Therefore, such administrative violations must be reported as 

bl potential IOB matters. 

(S) 

In this situation, the FBI and OIPR 
(U) inadvertently- included an email account not associated with 

the FBI subject in a FISA application. This resulted in 
court-ordered electronic surveillance and physical search of 
an email facility that was not associated with the FBI 
subject, in violation of the NSIG. This incident must be 
reported to the IOB. In accordance with the reporting 
requirements of Section 2.4 of Executive Order 12863, OGC will 

s^eïÉs^// S^gRSjV/NOFORN 

3 
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CRET//NOFORN 
b o 

To: From: Office of the General Counsel £>7E 
Re: 278-HQ-C1229736-VIO, 12/22/2006 

prepare a cover letter and a memorandum to report this matter 
to the IOB. 

Because the inadvertently captured information 
has already been collected, sequestered, sealed and delivered 
to CTD, ITOS1, there is no action lead to the field. If not 
already done, CTD, ITOS1 should ensure that all inadvertently 
captured information is delivered to OIPR for appropriate 
disposition by the FISC. 

NSL VI O-1283 



To: 
Re: 278-HQ-C1229736-VIO, 12/22/2006 

SECRip</NOFORN 

From: Office of the General Counsel 

LEAD(S): b2 
b7E 

Set Lead 1: (Info) 

(U) For information. 

Set Lead 2: (Action) 

COUNTERTERRQRISM 

AT WASHINGTON. P.C. 

(U) The FBIHQ substantive unit should ensure that 
all inadvertently captured information is delivered to OIPR 
for appropriate disposition by the FISC. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON. P.C. 

(U) For action deemed appropriate. 

b6 
cc: Ms. Thomas -u.^ 

I 1 b7C 

IOB Library 

RE^<(N< SECRE$$<<NOFORN 
2 
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December 22, 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman 1 

Intelligence Oversight Board 
Room 5 0209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum—entitled "Intelligence Oversight Board Matter 
2 00 6- (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 - 2 78-HQ-C122 9736-VIO 



Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 



(U): 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
JFIELH OF.FI CE U

(U) 

b2 
b7E 

IOB MATTER 2 006 

By electronic communication dated July 5, 2006, 
the Federal Bureau of Investigation (FBI| |Field 
Office reported that the FBI and the Office of Intelligence 
Policy and Review (OIPR) inadvertently included an email account 
not associated with the FBI subject in a Foreign Intelligence 
Surveillance Act (FISA) application. This resulted in court-
ordered electronic surveillance and physical search of an email 
facility that was not associated with the FBI subject. The 
inadvertently intercepted material was sequestered and will be 
filed with the Foreign Intelligence Surveillance Court. 

| m e court-ordered electronic surveillance and physical 
•sediuii ul an email facility that was not associated with the FBI 
subject violated the NSIG. Thus, the matter is being reported to 
the IOB. 

i 

y S ^ ( E T NSL VIO-1287 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date ! 01/12/2007 

Attn: NSLB 

From: Inspection 
Internal Investigations Section. TPTT. Room 3 041 
Contact: CRS Ext.[ 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David I 

(U) 2 78-HQ-C122 973 6-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRAC£IMIIL_?4 92 
0GC/I0B# 2006-

b6 
b7C 
b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference : (U) 278-HQ-C122 9736-VIO Serial 1490 
2 78-HQ-C1229736-VIO Serial 1974 

Details: LilL 
an EC from 

The Trifprnal Investigations Section (IIS) received 
Division dated 07/05/2006, reporting a 

possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

NSL VI O-1288 



(Rev. 01-31-2003) 

^ S R E Ì / / 2 0 3 2 0117 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To : 

Date: 01/17/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 3 041 
Contact: CRS| I Ext' ' 

Approved By 

Drafted By: 

Case ID #: 

Miller David Ian~5P^ 

Title: (U) 

(U) 2 63-HQ-0-U - 661 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 24 92 
0GC/I0B# 2006H ~| 

b2 
b7E 
b6 
b7C 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

Dèr 
De îy^On: 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1490 

Reference : (U) 278-HQ-C1229736-VIO Serial 1490 
2 7 8-HQ-C1229736-VIO Serial 1974 

Details: (U) Upon review of |Division's captioned 

b2 
b7E 

report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 11/16/2006 (278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

SESTET//20320117 
^ \ NSL VIO-1289 



U.S. Departmen t Justice 

Office of the Inspector General 

Washington, DC. 20530 

DATE: January 29, 2007 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

FROM: 

SUBJECT: 

Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

OIG Cnmnlaint No. 2007002615 
Subject 

b6 
b7C 
b2 
b7E 

FBI No. 263-0-U-661 
FBI CMS No. 2492 

• 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

j j This complaint will be investigated by the OIG. 

I M P O R T A N T N O T I C E 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 

IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 

believe that it is necessary that redacted information be made available to your Agency, you may contact the 

Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 

right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 

and the Whist leblower Protection Act. 

Attachment 

NSL VI O-13 28 



OIG - NVESTIGATIONS DIVISION Complaint Form OIG NO. 689-2007-002615-M 

Recei vi d By: Date Received: 01/04/2007 How Received: A 

SUBJECT: 
Title: SA 
Component: : FBI 
Mise : 
Home : 
Phone : 
Work : 
Phone : 

Pay Plan: 
EOD Date: 

ZIP: 

() - . ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

SUBJECT : 

Title: TFO 

Component: USM 
M.isc : 
Home : 
Phone : 
Work : 
Phone : 

Pay Plan: 
EOD Date: 

7TP-

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 

b6 
b7C 
b2 

689 

COMPLAINANT: 

Title: LEGAL 

Component: FBI 

Misc: 
Home : 
Phone: 
Work : 
Phone: 

Pay Plan: 

EOD Date: 

ZIP 

Confidential : 
ZIP: 

Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

Details : (Si 
The FBI provided information roq.-j rn : r.-.j a pcv. on-iai. IQB... matter (2006 

b2 

bl 
~ 1 b2 

and a National Security Letter (NSL) was issued. In response to the NSL, information ' b 7 E 
associated with the target of the investigation was identified. However results from 
another NSL requesting information revealed that the information previously obtained did not ̂ ' ^ 
belong tn the, target. The information obtained was destroyed and removed from all FBI 

computers. 

It is the opinion of the Office of the General Counsel that this matter need not be reported 
to the IOB. (dz) 

ALLEGATIONS : 689 IOB Violation 
Occurrence Date: 
3ITY : I 

TIME: 

State : Zip: b7E 

DISPOSITION DATA: Disposition: M Date: 01/26/2007 Approval: POWELL, GLENN G 
t—1Ay 

deferred to Agency: FBI Date Sent: 01/26/2007 Component: FBI 

'atriot Act: N Civil Rights: N Component Number: 263-0-U-661, 2492 

Sensitive: N Whistleblower: n Consolidated Case Number: 

NSL VI O-1291 

Page 2 of 2 



b2 

0IG - INVESTIGATIONS DIVISION Complaint Form OIG NO. ¡9-2007-002615-M 

Romarks: 

Predicating material contains classified information that will be maintained in a secure 
container within OIG/INV/HQ. 

01/29/07-Sent to Kaiser/FBI/INSD. (dz) 

Paqe 2 of 2 



b2 

l 'D-962 (Rev. 03-21-2005) 

( U )  

(U) 

<U) 

(U) 

(U) 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

seç&ÎÎT 

B U R E A U O F INVESTIGATION 

Date: 07/07/2006 

Attn: IIS, Room 11851.. 
Attn: NSLB, Room 7975 

Synopsis: 

Details: 

INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

To report possible IOB error. 

(S) 1 

(S) 2. 

3 . Possible IOB Error: 

4. Description of IOB Error. 

_LS: 

CM h* M\Mjil 
b6 
b7C 

SEO^BI 

NSL VIO-1293 

b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 
_b7A 

bl 
b7A 

bl 
b2 
b7E 
b7D 
b7A 



SEC^á^T 
ÍU) 

(S) 

b2 
b7E 

Tp: Inspection From: 
Re : teO 2 78-HQ-Ç11 2?97"4¿-VTn m / n - 7 / o n n g 

(S)l 

(S) 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b7A 

(S)1 

(S) 

NSL VI O-1294 



SÇÎST b2 
b7E To : ^Inspection From: 

Re : 2 78 - HQ-C122 9 "jjè-VlO, 07/0 /) 2 0 06 

LEAD(s): 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, PC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

S^S^ET 
3 

NSL VI O-1295 



(Rev. 01 -31-2003) 

SE/ZKET 

FEDERAL BUREAU OF INVESTIGATION 

( U)  

(U) 

( U )  

( U )  

( U)  

(U) 

Precedence: 

To: 

ROUTINE 

Counterterrorism 

Inspection 

b2 
b7E 
b6 
b7C 

Attn: 

Attn: 

Attn: 

Date: 12/20/2006 

SAC 
CDC 

ITOS 1, CONUS 2, TEAM 6 

IIS 

From: Office of the General Counsel 
NSLB/CTLU1/LX1 Room 3S1/9 

o c t Contact : 

Approved By: Thomas Julie 

Drafted By: 

V 

Case ID 278-HQ-C122 973 6-VIO"^( Pending) 

Title: INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006I 

S y n o p s i s t ^ S ^ It is the opinion of the Office of the General 
1 (OdC) tl Counsel (OCiC) that this matter is not reportable to the 

Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel 
to the IOB. Our analysis follows. 

X 
Reference: 278-HQ-C1229736-VIO serial 1505 

Details: ^ ^ The referenced serial from 
that OGC review the facts of the captioned matter and 
determine whether it warrants reporting to the IOB. As 
explained below, in our opinion, the FBI is not required to 
report this matter to the IOB. 

b2 
b7E 

requested 

OIG/DOJ REVI EW:  

FBI INVESTIGATION _ 
0I G/ D0J  INVESTIGATION' .  

b6 
b7C 

NSL VIO-13 26 



SEC^T 

To: 
Re: 278 

From: Office of the General Counsel 
-HQ-C122973 6-VIO, 12/20/2006 

b2 
b7E 

(S) 

( s ) r 

bl 
b7D 

bl 
b6 
b7C 
b7D 
b7A 

bl 
b7A 

NSL VI O-1297 



TO: 
Re: 

ÎE^ET 

From: Office of the General Counsel 

b2 
b7E 

2 78-HQ-C1229736-VIO, 12/20/2006 

L S I  

b l 
b2 
b7E 
b7D 
b7A 

(S) 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) 
and, established, the Board as a standing committee of the 
President's Foreign Intelligence Advisory Board. Among its 
responsibilities, the IOB has been given authority to review 
the FBI's practices and procedures relating to foreign 
intelligence and foreign counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates 
that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division (INSD), and the General Counsel, 
Office of the General Counsel (OGC), respectively) report to 
the IOB intelligence activities that they have reason to 
believe may be unlawful or contrary to Executive Order or 
Presidential Directive. This language has been interpreted to 
mandate the reporting of any violation of a provision of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSIG), 
effective 10/31/2003, or other guidelines or regulations 
approved by the Attorney General in accordance with EO 12333, 
dated 12/04/1981, if such provision was designed to ensure the 
protection of individual rights. Violations of provisions 
that merely are administrative in nature and not deemed to 
have been designed to ensure the protection of individual 
rights are generally not reported to the IOB. The FBI 

SEC^T^ 

NSL VI O-1298 



To: 
Re: 

^ b2 

From: Office of the General Counsel hlE 
278-HQ-C1229736-VIO, 12/20/2006 

Inspection Division is required, however, to maintain records 
of such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

NSLs are a specific type of investigative tool 
that allows the FBI to obtain certain limited types of 
information without court intervention, including subscriber 
information and electronic communication transactional records 
in the custody of electronic communications service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709). 
NSLS may be iSSUed in Conformity With gt-at-nl-rvi-iT- Tjoqinromonl-o 
including 18 U.S.C. § 2709. b 

0 Here, during an authorized investigation, the 
FBI properly served an NSL on an electronic communications 
service provider requesting subscriber information. In 
response to the properly served NSL, the FBI inadvertently 
obtained information beyond the scope of the NSL (electronic 
communication transactional records) . FBI| | Y)JF 
identified the problem, and properly sequestered the 
electronic communication transactional records. - -

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 
of EO 12863, it is our opinion that this error is not 
reportable to the IOB. A record of this decision should be 
maintained in the control file for future review by the 
Counsel to the IOB. 

(U) should contact the electronic 
communications service provider and ask whether the improperly 
or unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file. b 
Alternatively, since electronic communication transactional b 
records can lawfully be obtained with an NSL| ~lrciay 
serve an NSL for the electronic communication transactional 
records received from the electronic communications service 
provider. 

SE^JST 

4 NSL VIO-1299 



SEC: 

To: From: Office of the General Counsel 
Re: 276-HQ-C1229736-VIO, 12/20/2006 

LEAD(s): 

Set Lead 1: (Action) 

b7E 

AT 

(U) 
communications 

should contact the electronic 
ovider and ask whether the improperly service-pr 

or unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file. 
Alternatively, since electronic communication transactional 
records can lawfully be obtained with an NSLl may 
serve an NSL for the electronic communication transactional 
records received from the electronic communications service 
provider. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, P.C. 

(U) For information. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON. D.C. 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three 
years for possible review by the Counsel to the IOB. 

cc: Ms. TVinmas ^ g 

b7C IOB Library 

SEi^BT 

NSL VIO-13 28 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 01/12/2007 

To: General Counsel Attn: NSLB 

From: Inspection 
Internal Investigations Section, IPU, Room 3 041 
Contact: 

b6 
b7C 
b2 

CRS Ext 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David la 

(U) 2 78-HQ-C122 973 6 -VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING* 2 563 
0GC/I0B# 20061 I 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 2 78-HQ-C122 973 6-VIO Serial 1505 
278-HQ-C1229736-VIO Serial 1947 

Details : 
an EC frorr 

im. The Internal Investigations Section (IIS) received 
¡Division dated 07/07/2006, reporting a 

possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

NSL VIO-13 26 



(Rev. 01-31-2003) 

' / 2 0 3 2 0 1 1 7 

FEDERAL BUREAU OF INVESTIGATION 

Precedences ROUTINE 

To: 

Date: 01/17/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Spot ion. P̂IT. Room 3 041 
Contact : CRS Ext 

Approved By: Miller David Ian 

Drafted By: 

Case ID #: 

Title: (U) 

(U) 263-HQ-O-U - 663 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKXMaiL-2563 
OGC/IOB# 20061 

b2 
b7E 

b7C 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS) , and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

! U)  X 
:y On: 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1505 

Reference : (U) 278-HQ-C122 9736-VIO Serial 1505 
278-HQ-C1229736-VIO Serial 1947 

Details: (U) Upon review of| [Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 11/16/2006 (278-HQ-C1229736, serial 2570) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

!T / /20320117 

NSL VI O-1302 



U.S. Depart.nie A' Justice 

Off ice of the inspector Oea j ruJ 

D A T E : 

Washington. D C •O^.ù) 

January 31, 2007 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Fédéral Bureau of Investigation 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: QIC, Comnlaint No. 2007002641 
Subject:| 

Division 

b6 
b7C 
b2 
b7E 

FBI No. 263-0-U-663 
CMS No. 2563 

| ~j We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

| | This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

j [ This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 

IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 

believe that it is necessary that redacted information be made available to your Agency, you may contact the 

Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 

right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 

and the Whistleblower Protection Act. 

Attachment 

NSL VI O-13 28 



OIG - INVESTIGATIONS DIVISION - Complaint Form OIG NO. 689-2007-002641-M 

Received By: Date Received: 01/04/2007 How Received: A 

SUBJECT] 
Title: TFO 
Component : FBI 
Mise : 
Home : 
Phone : 
Work : 

Pay Plan: 
EOD Date: 

ZIP : 

Phone : ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.0.P.No. 

D/L No. 
Offenses 

b6 
b7C 
b2 

689 

SUBJECT : 
Title: SSA 
Component : 
Mise ; 
Home : 

FBI 
Pay Plan 
EOD Date 

Work : 
Phone : ZIP: 

I ) - ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.0.P.No. 

D/L No. 
Offenses 689 

COMPLAINANT: 
Title: SSA 
Component: FBI 
Misc : 
Home : 
Phone: 
Work : 
Phone: 

Pay Plan: 
EOD Date : 

0 -

Conf idential : 

ZIP: 

ZIP: 
Revealed : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority : none 

Details : 

Information received from FBI/INSD reporting a possible IOB matter involving improperly 
received information. IOB # 2 0 0 6 1 ' 

During an authorized investigation, the FBI properly served a National Security Letter (NSL) 
on an electronic communications provider for information regarding the target of the FBI 
investigation—in response, the FBI obtained information beyond the scope of the NSL. The 

|Division identified the problem and properly cognoat-oT-o^ 

Division to information. The Office of General Counsel (OGC) advised the FBI 
contact the electronic communications service provider and ask whether the improperly or 
unintentionally acquired information should be returned or destroyed with the appropriate 
documentation to the file. 

It xs the opinion of the OGC that this matter need not be reported to the IOB. 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 06/20/2006 

b2 
=b7E= 

CITY^r 
TIME : 

State : Zip : 

DISPOSITION DATA: Disposition: M Date: 01/04/2007 Approval: POWELL, GLENN G 

Referred to Agency: Date Sent: Component 

Patriot Act: N Civil Riahts: N Component Number 

Sensitive: N Whistleblower: N Consolidated Case Number 

T:v/ 
FBI 

2 6 3-0-U-66 3, 2563 

NSL VIO-13 28 

D a n e 1 F -> 



b2 

OIG INVESTIGATIONS DIVISION Complaint Form OIG NO. 689-2007-002641-M 

Remarks: 

a gparrh of the OIG database revealed additional matters involvingl |an 
is a subject in five additional IOB matters (2006-009161-M, 2007-001245-

d[ 

2007-001248-M, 2007 - 001276-M and 2007 - 002620-M) 
a subject in 2007 - 002620-M. AdditionallyJ 
involvingl 

ft should be noted that[_ % Jis also 
lis the subject in 2007-002620-M, 

b7C 
Predicating material contains classified information that will be stored in 
container within OIG/INV/HQ. 

1/31/07 - Sent to AD Kaiser, FBI/INSD. (yht) 

a secure 

NSL VI O-13 28 



l 'D-%2 (Rev. 03-21-2005) 

SÈpïÉET 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

Date: 07/10/2006 

Attn: U S , Room 11861 
Attn: NSLB, Room 7 97 5 

From: 
JTTF 
Contact: TFO 

Approved By: 

Drafted By: 

(U) Case I D 

Title: (U) TFO 
SSA 
INT 

>i\ I 

278-HQ-C1229736-VIO — / S ® (¿> 

LL1GENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis : To report possible IOB error. 

b7C 
(U)b7A 3. Possible IOB Error: 

<U) 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b7A_c 

CM 

bl (s) 
b7A 

(S) 

Description of IOB Error 

b2 
b7E 
b6 
b7C 

ÜjJUUjrütnlMJ  ¡Wöf SÈJS^ÌT 

b6 
b7C NSL VI O-1306 



ET 
b2 
b7E 

Inspection From: 
- ^ r 2 78-HQ-C122 973 6-VIO, 07/10/2006 

provided to: 

None of the aforementioned toll records were entered into 

I The additional toll records that were 
were already recruest.pd in a previous NSL, bl 

therefore they Wfci'S already entered into 

(SJ 

b6 
b7C 
b2 
b7E 
b7A 

jRiJT 
2 

NSL VIO-01307 



ET 

To: ^Inspection From: 

(U) Re : j^T 2 78 - HQ-C122973é-VIO, 07/10/2006 

LEAD(s): 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

b2 
b7E 



To : From : 
Re: 278-HQ-C1229736-VIO, 12/20/2006 

SE^ET 

Office of the General Counsel 
b2 
b7E 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b7A 

(U)" 

entered 
toll records that were provided foi 

None Of the aforPmPnl-innpH _Lpll records were 

f J—Thp additional 
iere already 

requested in a previous NSL, therefore they were already 
entered into[ 

(S) 
(U) The President, by Executive Order 12334, dated 

12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) 
and established the Board as a standing committee of the 
President's Foreign Intelligence Advisory Board. Among its 
responsibilities, the IOB has been given authority to review 
the FBI's practices and procedures relating to foreign 
intelligence and foreign counterintelligence collection. 

bl 
b6 
b7C 
b2 
b7E 
b7A 

bl 
b7A 

NSL VI O-1309 



To: 
Re: 

'RET 

From: Office of the General Counsel 

b2 
b7E 

2 78-HQ-C1229736-VIO, 12/20/2006 

( U ) 

( U ) 

(U) Section 2.4 of Executive Order 12863 mandates 
that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division (INSD), and the General Counsel, 
Office of the General Counsel (OGC), respectively) report to 
the IOB intelligence activities that they have reason to 
believe may be unlawful or contrary to Executive Order or 
Presidential Directive. This language has been interpreted to 
mandate the reporting of any violation of a provision of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSIG), 
effective 10/31/2003, or other guidelines or regulations 
approved by the Attorney General in accordance with EO 12333, 
dated 12/04/1981, if such provision was designed to ensure the 
protection of individual rights. Violations of provisions 
that merely are administrative in nature and not deemed to 
have been designed to ensure the protection of individual 
rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records 
of such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

NSLs are a specific type of investigative tool 
that allows the FBI to obtain certain limited types of 
information without court intervention, including subscriber 
information and toll billing records in the custody of wire 
communication service providers (Electronic Communications 
Privacy Act, 18 U.S.C. § 2709). NSLs may be issued in 
conformity with statutory requirements. including 18 U.S. 
2709 bl 

Here, during an authorized investigation, the 
FBI properly served an NSL on a wire communication service 
provider requesting subscriber information and toll billing 
records. In response to the properly served NSL, the FBI 
inadvertently obtained information beyond the scope of the NSL 
(toll billing records for a period of time not requested, and 
toll billing records in rpspnnsp tn a rprpipgt- for only 
subscriber information) . FBI identified the b2 
problem, and properly sequestered the toll billing records. J^E 

SEC^:1] 

3 
NSL VI O-1310 



SEORET 

To; From: Office of the General Counsel 
Re: 278-HQ-C122 9736-VIO, 12/20/2006 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 
of EO 12863, it is our opinion that this error is not 
reportable to the IOB. A record of this decision should be 
maintained in the control file for future review by the 
Counsel to the IOB. 

b7E 

( U) |should contact the wire communication 
service provider and ask whether the improperly or 
unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file. 
Alternatively, since toll billing records may lawfully be 
obtained with an NSL,| bay serve an NSL for the toll 
billing records if they relevant to the authorized 
investigation. 

4 
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To: 
Re: 

From: 
27Ô-HQ-C122973 6-VIO, 12/20/2006 

SE^pT 

Office of the General Counsel 

b2 
b7E 

LEAD(s): 

Set Lead 1: (Action) 

AT 

(U) £ 

b2 
b7E 

unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file. 
Alternatively, since toll billing records may lawfully be 
obtained with an NSLj Imay serve an NSL for the toll 
billing records if they relevant to the authorized 
investigation. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON. D.C. 

(U) For information. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON. D.C. 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three 
years for possible review by the Counsel to the IOB. 

b6 
cc: Ms. Thomas b7C 

IOB Library 

SEtej^T 

NSL VI O-1312 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 01/12/2007 

Attn: NSLB 

Miller David lan-pî j/̂ à 

Ext 

- f-

From: Inspection 
Internal Investigations Section. IPU. Room 3041 
Contact: CRS 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

(U) 2 7 8 -HQ-C1229736-VTO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2 564 
OGC/lOB# 2006\ | 

b6 
b7C 
b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 2 78-HQ-C122 973 6-VIO Serial 1506 
278-HQ-C1229736-VIO Serial 1948 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from Division dated 07/10/2006, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is 
administrative in nature. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

NSL VI O-1313 



(Rev. 01-31-2003) 

^gSî^V/2032 0117 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To: 

ROUTINE Date: 01/17/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Rectinn 
Contact! CR! 

TPIT. Rnnm 
Ext 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David Ian 

(U) 2 6 3 - HQ - 0 - U - 664 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2564 
OGC/lOB# 200d 

b2 
b7E 
b6 
b7C 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

( U )  

Enclosure(s) 

Reference ; (U) 

Û117 

(U) 2 78-HQ-C122 9736-VIO Serial 1506 

278-HQ-C122973 6-VIO Serial 1506 
278-HQ-C122 9736-VIO Serial 1948 

Division's captioned Details: (U) Upon review of 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

b2 
b7E 

S è ^ É T / / 2 0 3 2 0 1 1 7 
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DATE: January 29, 2007 

U.S. Departmc of Justice 

Office of the Inspector Ccn..n;J 

Washington, D.C. 20*M> 

ÏO: Kenneth W. Kaiser 
Assistant Director 
inspection Division 
Fédéral Bureau of Investigation 

FROM: 

SUBJECT: 

Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

OIG Complaint No 2007(1(12620 

Subject 

b7C 
b2 
b7E 

Division 
FBI No. 263-0-U-664 
CMS No. 2564 

| | We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

[ | This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

| [ This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Ident i fy ing in format ion may have been redacted f rom the attached O I G Report /Referra l pursuant to § 7 of the 

IG Act or because an individual has (a) requested confidential i ty or (b) expressed a fear of reprisal . If you 

bel ieve that it is necessary that redacted informat ion be made avai lable to your Agency , you may contact the 

Assistant Inspector Genera l for Investigations. 

Please be advised that , w h e r e adverse action is not contemplated, the subject of an invest igat ion does not have a 

right to have access to an O I G Report /Referra l or to the identities of compla inants or witnesses , and that, in all 

cases, compla inants and wi tnesses are entit led to protection f rom reprisal pursuant to the Inspector General Act 

and the W h i s t l e b l o w e r Protect ion Act. 

Attachment 

NSL VI O-13 28 



OIG - INVESTIGATIONS DIVISION - Complaint Form OIG NO. 689-2007-002620-M 

Received By: Date Received: 01/04/2007 How Received: A 

SUBJECT 
Title: TFO 
Component : FBI 
Mise : 
Home : 
Phone : 
Work : 

Pay Plan: 
EOD Date: 

ZIP: 

Phone : ZIP : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.NO. 

D/L No. 
Offenses 

b6 
b7C 
b2 

689 

SUBJECT: 
Title: SSA 
Component : FBI 
Mise : 
Home : 
Phone :' 
Work : 
Phone : 

Pay Plan; 
EOD Date: 

TT ZIP : 

ZIP: 

COMPLAINANT: 

Title: SSA 

Component: FBI 

Misc: 
Home : 
Phone: 
Work: 
Phone: 
Conf ider 

Pay Plan: 
EOD Date: 

TT ZIP 

ZIP: 

Revealed : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority : none 

Details : 

information received from FBI/IN^D_L£naijting a possible IOB matter involving improperly 
received information. IOB #2006-

During an authorized investigation, the FBI properly served a National Security Letter 
on a communications provider for information regarding the target of the FBI i nve.st i aat 
In response, the FBI obtained information beyond the scope of the NSL. The FBll 
Division identified the problem and properly sequestered the unauthorized information. 
Office of General Counsel (OGC) advised the FBI| iDivision to contact the 
communications service provider and ask whether the unauthorized information should be 
returned or destroyed with the appropriate documentation to the file. 

It is the opinion of the OGC that this matter need not be reported to the IOB. 

(NSL) 
i on . 

The 

b2 
b7E 

I 
ALLEGATIONS: 689 IOB Violation 

Occurrence Date : 06/29/2006 

CITY J 
TIME 

State Zip : 

DISPOSITION DATA: Disposition: M Date: .01/26/2004 Approval: POWELL, GLENN G 

Referred to Agency: Date Sent: Component 

Patriot Act: N Civil Rights: N Component Number 

Sensitive: N Whistleblower: n Consolidated Case Number 

FBI 

2 63 - 0-U-664, 2564 

NSL VIO-13 28 



b2 

OIG INVESTIGATIONS DIVISION Complaint Form OIG NO. 689-2007-002620-M 

Remarks: 

A search of the OIG database revealed four additional potential IOB matters. 
(2006-009161-M, 2007-001245-M, 2007-001248-M and 2007 - 001276-M) involving! 
well as. one additional matter (2005-001465-M) i n v o l v i n g l a n d 

As b6 
b7C 

Predicating material contains classified information that will be stored in a secure 
container within OIG/INV/HQ. 

1/29/07 - Sent to AD Kaiser, FBI/INSD. (yht) 
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FD-962 (Rev. 03-21-2005) 

FEDERAL BUREAU OF INVESTIGATION 5 

( U )  

( U)  

Precedence: ROUTINE 

To: Inspection 
General Counsel 

Date: 07/18/2006 

.ftfctn:yxwvutsrponmljifedcbaVTSQOLIHFCB u s , Room 11861 
Attn: NSLB, Room 7975 

From: 
faquau 
Contact: SA 

Approved By: ß 

2&J Drafted By: 

Case ID # : ^ C Î 2 78-HQ-C122 9736-VIO-'i 

Title: (U) SA 

A b2 
b7E 
b6 
b7C 

S SA 

Synopsis : 

•INTELLIGENCE OViJRtJlGHT BOARD (IOB) ERROR 

To report possible IOB error. 

3. Possible IOB Error: Pursuant to a National Security Letter, 
internet Service Provider provided information beyond what was 

requested. 

bl 
b7A 

4. Description of IOB Error (including any reporting delays). 

Pursuant to a National Security Letter, an Internet Service 
Proviuer provided information beyond what was requested. 

w X 
by th<| 

On 

<5(L XAjdUbsTW 

division on SA 
\ a National Security Letter (NSL) was issued 

request, directing 

b6 
b7C 

NSL VI O-1318 

b2 
b7E 
b6 
b7C 

f  £  «.-._ 



f U ) To: 
Re 

.Inspection From: 
0 2 78-HQ-C122 973 6-VTO, 07/ 18/ 2006 

b2 
b7E 

( S ) 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b7A 

(S) 

S^CR^T 

NSL VI O-1319 



To: Inspection From: 

Re : 0 2 7 8 - H Q - C 1 2 2 9736-VIO, 07/18/2006 

LEAD ( s) : 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) For action deemed appropriate 

NSL VIO-13 28 



(Rev. 01-31-2003) 

SE&^ ET 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

( U ) 

( U )  

( U )  

(U) 

( U)  

Precedence : ROUTINE 

To : 

Date: 12/20/2006 

b2 
b7E 

Counterterrorism 

Inspection 

b7C 

Attn: SAC 

CDC 

Attn: ITOS 1, CONUS 4, TEAM 16 

Attn: IIS 

From: Office of the General Counsel 
NSLB/CTLU1/LX1 Room 3S119/ 
Contact: UCt 

Approved By: Thomas Julie F 

Drafted By: 

Case I D # 

Title: 

• X 

X 
v V ^ 

278-HQ-C122 9 73 6- VlO^f Pending) 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006 

S y n o p s i s : I t is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel 
to the IOB. Our analysis follows. 

Reference: 

Details: 
that OGC 

278-HQ-C1229736-VIO serial 1548 

requested The referenced serial from 
evi^w the facts of the captioned matter and 

determine whether it warrants reporting to the IOB. As 
explained below, in our opinion, the FBI is not required to 
report this matter to the IOB. 

b2 
b7E 

OIG/DOJ REVIEW: 
FB! INVESTIGATION: 

O'G/DOJ INVESTIGATION: 

DATE: 
b6 
b7C 

NSL VI O-1321 



SECRET 

To: From: Office of the General Counsel 
Re: 27 8-HQ-C1229736-VIO, 12/20/2006 

b2 
b7E 

121 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b7A 

(S 

(S) 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) 

bl 
3o 7 A 

NSL VI O-1322 



ET 

To: From: Office of the General Counsel 
Re: 27Ö-HQ-C1229736-VIO, 12/20/2006 

b2 
b7E 

and established the Board as a standing committee of the 
President's Foreign Intelligence Advisory Board. Among its 
responsibilities, the IOB has been given authority to review 
the FBI's practices and procedures relating to foreign 
intelligence and foreign counterintelligence collection. . 

(U) Section 2.4 of Executive Order 12863 mandates 
that Inspectors General and General Counsel of.the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division (INSD), and the General Counsel, 
Office of the General Counsel (OGC), respectively) report to 
the IOB intelligence activities that they have reason to 
believe may be unlawful or contrary to Executive Order or 
Presidential Directive. This language has been interpreted to 
mandate the reporting of any violation of a provision of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSIG), 
effective 10/31/2003, or other guidelines or regulations 
approved by the Attorney General in accordance with EO 12333, 
dated 12/04/1981, if such provision was designed to ensure the 
protection of individual rights. Violations of provisions 
that merely are administrative in nature and not deemed to 
have been designed to ensure the protection of individual 
rights are.-generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records 
of such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

NSLs are a specific type of investigative tool 
that allows the FBI to obtain certain limited types of 
information without court intervention, including subscriber 
information and electronic communication transactional records 
in the custody of electronic communications service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709). 
NSLs may be issued in conformity with at-ahif^ roijuiromern-o^ 
including 18 U.S.C. § 2709. 

Here, during an authorized investigation, the 
FBI propérly 'served an NSL on an electronic communications 
service provider requesting subscriber information and 
electronic communication transactional records. In response 
to the properly served NSL, the FBI inadvertently obtained 
information beyond the scope of the NSL (email content 

SEC^T 
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SECRET 

TO: 
Re: 

From: Office of the General Counsel 
278-HQ-C1229736-VIO, 12/20/2006 

information). The FBI identified the problem, and properly 
sequestered the content information. 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 
of EO 12863, it is our opinion that this error is not 
reportable to the IOB. A record of this decision should be 
maintained in the control file for future review by the 
Counsel to the IOB. 

Jshould contact the electronic 
service provider and ask whether the improperly 

(U) 
communications 
or unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file, and 
coordinate w i t l l a c c o r d i n g l y . 

b2 
b7E 

Sjfĉ RET 

4 
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To : 
Re: 

From: 

sèĵ KÌST 

Office of the General Counsel 
278-HQ-C1229736-VIO, 12/20/2006 

LEAD (s) : 

b7E 

Set Lead 1: (Action) 

AT 

(U) 

communication 
should contact the electronic 

SSTvTce provider and ask whether the improperly 
or unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file, and 
coordinate Witt accordingly. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON. P.C. 

(U) For information. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON. P.C. 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three 
years for possible review by the Counsel to the IOB. 

b 6 
cc: Ms. Thomas , 

I £ 

IOB Library 

SECRET 

NSL VI O-1325 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 01/12/2007 

Attn: NSLB 

From: Inspection 
Internal Investigations Section, IPU. Room 
Contact: CRS| "| Extl 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David la: 

(U) 2 78-HQ-C122 973 6 -VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 2 579 
0GC/I0B# 2 006 

b6 
b7C 
b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 2 78-HQ-C12 29736-VIO Serial 1548 
278-HQ-C12297 36-VIO Serial 1949 

Details: (U) The Internal Investigations Section (IIS) received 
an EC fromj |Division dated 07/18/2006, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is 
administrative in nature. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

) 2 
b7E 

NSL VI O-13 26 



(Rev. 01-31-2003) 

fEÎ//2fl320117 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

Date: 01/17/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal 
Contact : 

Investigations Sert inn 
CRfl 

IPU, 
Ext 

Room 3 041 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David Ian 

(U) 263-HQ-0-U - 666 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 257 9 
OGC/lOB# 20061 

D2 
b7E 
b6 
b7C 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1548 

Reference: (U) 278-HQ-C1229736-VIO Serial 1548 
278-HQ-C1229736-VIO Serial 1949 

Details: (U) Upon review oi 
of a potential IOB violatior 

[Division's captioned report 
lib aid not find the matter 

b2 
b7E 

indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

SEGM//20320117 

^ ^ NSL VIO-1327 



U.S. Dcparlmtv >f Justice 

OHlce of the Inspector Cen. ! 

Wu,\hiiii>i»>i, u.c. M* ¡o 

DATE: January 29, 2007 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 
Subject: 

2007002617 

Ï ivision 
263-0-U-666 FBI No. 

CMS N o . ^ 6 » -
13 

b6 
b7C 
b2 
b7E 

j~j We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

| | This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

[ | This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 

IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 

believe that it is necessary that redacted information be made available to your Agency, you may contact the 

Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 

right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 

and the Whist leblower Protection Act. 

Attachment 

NSL VI O-13 28 



OIG - INVESTIGATIONS DIVISION Complaint Form OIG NO. 689-2007-002617-M 

Received By: ~j Date Received: 01/04/200" How Received: A 

SUBJECT: 
Title: SSA 
Component : 
Mise : 
Home : | 
Phone : ( ) -
Work: , , 
Phone : 

FBI 
Pay Plan: 
EOD Date : 

ZIP 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.0.P.No. 

D/L No. 
Offenses 689 

ZIP : 

b6 
b7C 
b2 

SUBJECT : 
Title: SA 
Component : FBI 
Mise: _ 
Home : 

Pay Plan: 
EOD Date : 

Phone" 1 
Work : , 
Phone : 

T ZIP : 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.0.P.No. 

D/L No. 
Offenses 689 

Details : 

The FBI provided information reporting a possible IOB matter involving information 
improperly received. IOB #200i 

During an authorized investigation, the FBI properly served a National Security Letter (NSL) 
on an electronic communication service provider for information regarding the target of the 
F B I investigation. In response, the FBI obtained information beyond the scope of the NSL. 
The FBI| |Division identified the problem and indicated that the excess information 
will be removed from the stand-alone computer, sequestered and stored pending further 
determination. 

It is the opinion of the Office of the General Counsel that this matter need not be reported 
to the IOB. 

ALLEGATIONS: 689 IOB Violation 

Occurrence Date: 03/17/2006 TIME: 

CITY^ I state Zip : 

b2 
b7E 

DISPOSITION DATA: Disposition: M Date: 01/04/2007 

Referred to Agency: Date Sent: Component 

Patriot Act: N Civil Riqhts: N Component Number 

Sensitive: N Whistleblower: N Consolidated Case Number 

Approval: POWELL, GLENN G 

FBI 

263 - 0-U-666, 2679 

Remarks: 

A search of the PIG database revealed another matter involvina 
involving #2 003-00875-M: 

b6 
b7C 

Predicating material contains classified information that will be stored in a secure 
container within OIG/INV/HQ. 

1/29/07 - sent to AD Kaiser, FBI/INSD. (yht) 

NSL VIO-1329 
-, FRT IlFOBHäTIOl 

Page 2 of 2 Pri nfarl 01 / 9 ROMICA / OC\ I M 0  •  C;  C.  •  A C.  



FD-962 (Rev. 03-21-2005) 

SECRÊ^Î72 0310911 

F E D E R A L B U R E A U OF INVESTIGATION 

( U )  

(U) 

(U) 

(U) 

Precedence: ROUTINE 

To: Inspection •-*' 
General Counsel 

Date: 09/11/2006 

Attn: IIS, Room 118 61 
Attn: NSLB, Room 7975 

From: 
CI-1 
Contact: SA 

Approved By: 

Drafted By: 

C a s e I D # : 278-HQ-C1229736-VIO 
27i 

S 

Title: (U) SA L, 
SSA 

•J 

INTELLIGENCE OVERHIGH1 BOARD (IOB) ERROR 

(JJJ Synopsis: (V) To report possible IOB error. 

3. Possible IOB Error: 

(S 

4. Description of IOB Error (including any reporting 
/âe\ays) . 

SC. UUllUywvutrnmljihfWVUTSMLJIC-̂ IW^Ilfil ^  SECRETES0310911 

Cto Allividì 
b 6 NSL VI O-1330 
b7C 

b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 

bl 
b7 



SECRE 0310911 

To: 
Re : 

J n s ection From: 
278-HQ-C1229' jb-VlU, Uji/ll/2006 

b2 
b7E 

(S) 

bl 
b2 
b7E 
b7D 

SECR$Z%/20310911 

NSL VI O-1331 



SECRZW20310911 

To: inspection From: 
(U) Re: {5/ 27 8-HQ-C122 97 3 6-VIO, 09/11/2006 

LEAD(s): 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

b2 
b7E 

SECRE#//20310911 

NSL VI O-1332 



(Rev. 01-31-2003) 

SEC^T 

FEDERAL BUREAU OF INVESTIGATION 

(U) sifWVUTSRONJIGEDA

( U)  

(U) 

(U) 

(U) 

Precedence : 

To: 

ROUTINE 
b2 
b7E 
b6 
b7C 

Date: 12/18/2006 

Attn: SAC 
CDC 
S SA 
SA 

Counterintelligence 

Inspection 

Attn: 

Attn: 

UC CD-2C 

IIS 

From: Office of the General Counsel 
NSLB/CILU/RoojTi 7Q/17 L 
Contact: AGC 

Approved By: Thomas Julie w v 

Drafted By: 

Case I D # : 

Title 

Ml 

:
X 

2 78-HQ-C122 973 6-VIO (Pending) 

INTELLIGENCEQiffigSIGHT BOARD 
MATTER 2 0 06 

S y n o p s i s : I t is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

(U) 

Administrative: ( V)  This electronic communication (EC) contains 
information from thte following sources: (1) EC dated 09/11/2006 
from th| ]Field Officj~ |co OGC reporting a 
potential IOB matter; (2) National Security Letter issued by 

t e l e p h o n e  c o n v e r s a t i o n s  b e t we e n 
and AGCj Ion 10/22/2006 and 12/15/2006. 

Idated 4/17/2006; and (3' 

b2 
b7E 
b6 
b7C 

Reference : V , 
v/̂ ö-

OIG/DOJ REVIEW: 

FBI INVESTIGATION: 

01G/D0J INVESTIGATION:. 

) 278-HQ-C1229736 Serial 1629 

SJB^^T 

DATE: . r  

b6 
b7C 

NSL VIO-1333 



To: 
Re : 278 

From: Office 
-HQ-C122 973 6-VIO, 

SESTET 

of the General 
12/18/2006 

Counsel 

(U) 

(U) 

By EC dated 09/11/2006 requested that OGC Details: , 
review the facts of the captioned matter and determine whether it 
warrants reporting to the IOB. As explained below, in our t>2 
opinion, the FBI is not required to report this matter to the IOB. fo-j-g 

On 04/17/2006 
Letter (NSL) pursuant to 1 U.S.C. 

issued an National Security 
2709 seeking subscriber 

information for a telephone number relating to a subject of an 
investigation. On 09/06/2006, 
from the service provider. 

obtained the NSL results 
After a review, on 09/11/2006,| 

determined that the service provider not only provided the 
subscriber information as requested pursuant to the NSL, but also 
provided additional information, such as, all outbound telephone 
calls placed through the service provider's system did 
not review or listen to the unsolicited records. 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG). effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in nature 
and not deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records of 
such administrative violations for three years so that the 

NSL VI O-1334 



SECRET 

Toj prom: Office of the General Counsel 
Re: 2 7 8- HQ-C122 973 6 -VIO, 12/18/2006 

b2 
b7E 

( U)  

(U) 

Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

NSLs are a specific type of investigative tool that 
allows the FBI to obtain certain limited types of information 
without court intervention: (1) telephone and email communication 
records from telephone companies and internet service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2) 
records of financial institutions (which is very broadly defined) 
(Right to Financial Privacy Act, 12 U.S.C.§ 3414(a)(5)(A)); (3) a 
list of financial institutions and consumer identifying 
information from a credit reporting company (Fair Credit Reporting 
Act, 15 U.S.C.§§ 1681u(a) and (b)); and (4) full credit report in 
an international terrorism case (Fair Credit Reporting Act, 15 
U.S.C. § 1681v) . NSLs may be issi 
requirements, including 18 U.S.C. 2709 . 

issued a lawful NSL 

bl 

In this invest igation|_ 
to the ser^icfe provider, and received in response information 
both within and beyond the scope of the NSL. requested b2 
subscriber information for a telephone number relating to the b7E 
subject. However.,, due to service provider error, additional 
information was provided\ feuickly determined that the 
additional information was beyond the scope of the NSL J 
did not review or listen to the unsolicited records erroneously 
provided by the service provider. The erroneously provided 
information should be segregated to protect the potential privacy 

should interests of United States persons. Further 
contact the .service provider and ask whether une unintentionally 
acquired information should be returned or destroyed with 
appropriate documentation to the file. 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
EO 12863, it is our opinion that this error is not reportable to 
the IOB1. A record of this decision should be maintained in the 
control file for future review by the Counsel to the IOB. 

( U)  It is noted that in the past third-party errors were 
reported to the IOB. However, by letter dated 11/13/2006, the Counsel 
to the IOB agreed that third party errors in the collection of 
information pursuant to an NSL must be reported to the OGC,-but are 
not reportable to the IOB. 

E ^ ^ T SEÇ ^ 

NSL VI O-1335 



To: 
Re : 

?rom: Office of the General Counsel 
2 7 8- HQ-C122 973 6 -VIO, 12/18/2006 

LEAD(s): 
b2 

Set Lead 1: (Action) b7E 

AT 

(U)| frhould contact the service provider and ask 
whether the improperly or unintentionally acquired information 
should be returned or destroyed with appropriate documentation to 
the file. 

Set Lead 2 : (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON. DC 

(U) For information. 

Set Lead 3 : (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by the Counsel to the IOB. 

cc: Ms. Thomas 

IOB Library 

b6 
b7C 

SECRET 

4 NSL VI O-1336 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 01/12/2007 

Attn: NSLB 

From: Inspection 
Internal Investigations Section, IPU, Room 3041 
Contact: CRS 

Approved By: Miller David 

Drafted By: 

Ext 

Case ID #: 

Title: (U) 

(U) 2 78-HQ-C122 973 6 -VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2854 
0GC/I0B# 2 0 061 

b6 
b7C 
b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278 
278 
278 

HO-C1229736-VIO Serial 1629 
I Serial 28 

C1229736-VIO Serial 1941 -HQ-

b2 
b7E 

Details: (U) The Internal Investigations Section (IIS) received 
an EC fron| Division dated 09/11/2006, reporting a possible 
IOB error. Based upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is administrative in 
nature. Therefore, no internal investigation will be conducted 
by the IIS and this matter is being relegated to the NSLB for 
whatever action they deem appropriate. 

b2 
b7E 

NSL VIO-13 26 



(Rev. 01-31-2003) 
J5£ßRET//2 0 3 2 0117 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

TO! 

ROUTINE Date: 01/17/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Inveqt- i rrat i nn,q Serti ori 
Contact: CRS 

IPU, Room 3041 
Ext. 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David Ian 

(U) 2 63-HQ-0-U - 670 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2854 
OGC/lOB# 20061 

b2 
b7E 
b6 
b7C 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

( U )  V )  _  

120117 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1629 

Reference: (U) 278 -HO-C12 2 9 7 3 6 - VI O Serial 1629 
2 7 8 - b e r i a l 28 

Details : 

278-HQ-C122 973 6-VIO Serial 1941 

(U) Upon review of [Division's captioned report 
of a potential IOB violation") IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

b2 
b7E 

T//2032 0117 
NSL VI O-1338 



U.S. Departme, >f Justice 

Office of the Inspector General 

Washington, D.C. 20530 

DATE: January 25, 2007 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Fédéral Bureau of Investigation 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007002557 
Subject:| 
FBI No. 263-0-U-670 
FBI CMS No. 2854 

b2 
b7E 
b6 
b7C 

• 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

I I This complaint will be investigated by the OIG. 

I M P O R T A N T N O T I C E 

Ident i fy ing in format ion may have been redacted from the attached O I G Report /Referra l pursuant to § 7 of the 

IG Act or because an individual has (a) requested confidential i ty or (b) expressed a fear of reprisal . If you 

believe that it is necessary that redacted informat ion be made avai lable to your A g e n c y , you may contact the 

Ass is tant Inspector Genera l for Invest igat ions . 

Please be advised that, w h e r e adverse action is not contemplated, the subject of an invest igat ion does not have a 

right to have access to an O I G Report /Referra l or to the identities o f compla inants or witnesses , and that, in all 

cases, compla inants and wi tnesses are entit led to protection from reprisal pursuant to the Inspector General Act 

and the W h i s t l e b l o w e r Protect ion Act . 

Attachment 

NSL VI O-13 28 



OIG INVESTIGATIONS DIVISION Complaint Form OIG NO. Ì9-2007-002557-M 

Received By: Date Received: 01/04/2007 How Received: A 

SUBJECT : 
Title: SA 
Component : FBI 
Mise : 
Ho m €3 : 
Phone : ( 
Work : 
Phone : 

Pay Plan: 
EOD Date: 

ZIP 

ZIP 

SSNO : 
D.O.B.: 

Alien No.: 
F.B.I.No. : 
B.O.P.No. : 

D/L No. : 
Offenses : 689 

SUBJECT : 
Title: SSA 
Component : FBI 
Mise : 
Home : 
Phone : 
Work : 
Phone : 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 

b6 
b7C 
b2 

COMPLAINANT : 
Title: ATTY 
Component : FBI 
Mise : 
Home : 

Pay Plan: 
EOD Date: 

Phone: () -
Work: , 
Phone : 
Confide ÌTTcTTT" 

ZIP: 

ZIP: 
Revealed : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

Details : 

^g^Ihe FBI provided information regarding a potential IOB matter (2006^ 

On April 17, 2006 a National Security Letter (NSL) was served to a wire communications 
iservice prnviHpr. The results nf the NSL were obtained on| A review of 
\the results on revealed that the information supplied also inciudec/ 

bl 
b2 
b7E 

Thesefiles were not reviewed or listened tc 
by FB]j_ 

It is the opinion of the Office of the General Counsel that this matter need not be reported 
to the IOB. (dz) 

ALLEGATIONS: 68 9 

Occurrence Date: 

CITY: 

IOB Violation 

TIME 

State Zip: 

DISPOSITION DATA: Disposition: M Date: 01/24/2007 Approval: POWELL, GLENN G 
rr*t 

Referred to Agency: FBI Date Sent: 01/24/2007 Component: FBI 

Patriot Act: N Civil Rights: N 

Sensitive: N Whistleblower: N 

Component Number: 263-0—U-670, 285-

Consolidated Case Number: 

NSL VIO-1340 
<31/11 

Page 2 of 2 Pri nfarl 01 / 9 R /OMICAOC\ I M 0 •  C;  C.  •  A C.  



b2 

01G - INVESTIGATIONS DIVISION Complaint Form OIG NO. Ì9-2007-002557-M 

Remarks : 

Predicating material contains classified information that will be maintained in a secure 
container within OIG/INV/HQ. 

01/25/07-Sent to Kaiser/FBI/INSD. (dz) 

NSL VIO-1341 
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(Rev. 01-31-2003) 

SECRE7?>20320228 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

IU)-

( U)  

<U) 

( U )  vutsrponljihgfecbaVUTSRONMLKJIEDCA

(U) 

Precedence: ROUTINE 

To: General Counsel 

Counterintelligence 
Inspection.., 

Date: 02/28/2007 

Attn: NSLB/CILU/Room 7947 

b2 
b7E 

From: 

Attn: 
Attn: 
Attn: 

AGC 
CD-2C, Room 4Ub6 
IIS 
CDC 

b7C 

Contact : SA 

Approved By: 

Drafted By: 

Case ID#: 

Title; 

27 8-HQ-C122 97 3 6-VTO 
278-| I (Pending) 

Pending) h 

INTELLIGENT 
MATTElt^006| 

[CHT BOARD 
b2 

bl 
b2 
b7E 

Synopsis:(X) To document contact with service provider and 
authorizatronNio destroy improperly or unintentionally 
acquired information pursuant to lead set by Office of General 
Counsel (OGC), NSLB, CILU. 

Details : 
facts of 

Dérivée 

On 09/11/2006 

:y On 
r 

requested OGC review the 

lic2-± 

ax 

e captioned matter and determine whether it 
warranted reporting to the IOB. By EC dated 12/18/2006, OGC 

that the FBI 
LLIE J!0B. However, 

was not required to report the 
/as advised to contact the 

advised 
matter TTT 
service provider and ask whether the improperly or 
unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file. 

SECRET/>^0320228 

b2 
b7E 

bl 
b2 
b7E 
b6 
b7C 
b7D 

y/ò  r  n-L :i( 
NSL VIO-1342 ' 



SEC C R ^ /20320228 

To: sGei>eral Counsel From: 
Re: j^f 27 8-HQ-C122 97 3 6-VIO, 02/28/2007 

it returned. On 02/28/2007 
or unintentionally acquired' 
protocol. 

destroyed the improperly 
iniormation according to FBI 

SECR^^/20320228 
4 

NSL VI O-1343 



(Rev 08-28-2(100) 

F E D E R A L B U R E A U O F INVESTIGATION 

Precedence: ROUTINE 

T o : ^ I / { s p e c t i o n 

General Counsel 

Date : 08/14/2006 

Attn: 

Attn: 

Attn: 

Internal Investigations 
Spr.tinn ÌTTSÌ. Rnom 118S1 

CRS 

b2 
b7E 
b6 
b7C 

National Security Law Branch 
(NSLB), Room 7947 

Deputy General Counsel 
Julie F. Thomas 

Office of Di vi hinn rnnnco 
CDC 
ADC 

From: 
Foreign Counterintelligence (FCI) Squad, Room 4216 
Contact: SAl " 

Approved By : 

(U) 

( U )  

Drafted By: 

Case ID # : 278-HO-C1229736-VIO fPfinriina) ) ¿2A -3 

Title : 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

bl 
b2 
b7E 
b7A 

b6 
b 7 Ĉ  

Synopsis: (U) To report possible IOB matter resulting from 
provider error. 

Èâ^MlŒlùJ 

bl 
b2 
b7E 
b7A 

b6 
b7C NSL VI O-1344 



SEÇ^T 

(U) 
To: 
-Re-:-

Inspection From: 
2 7 8-HQ-C122 9736-VIO, 08/14/2006 

b2 
b7E 

RHm-ini strative: (S 

bl 
b2 
b7E 
b7D 
b7A 

Details 

( U)  

( 3 )  

(S) 

(S) 

(S) 

1 . Suh^i^nt i VP T m m g U n ^ ^ n n p 
_âT1 

cl) 

; s) 2 . 

SE^ET 

bl 
b2 
b7E 
b6 
b7C 
b7A 

bl 
b6 
b7C 
b7A 

NSL VI O-1345 



b2 
b7E 

NFIPM Section Reference: 27-22A 

X 4-
( S) 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b7A (s) 

( S )  

SE^^ET 

(U) To: 
"Re-:-. 

Inspection From: ( ( 

278-HQ-C1229736-VIO, 08/14/2006 

3 . Possibl e TOR F.rrnr' 

( SJ 

bl 
b2 
b7E 
b7A 

Description of IOB Error (including anv reporting 
delays.)..:- ••-

NSL VI O-1346 



SEÒg^T 

(U) 
To : 
-Re.;.. 

Inspection From: 

b2 
b7E 

278-HQ-C1229736-VIO, 08/14/2006 

(S)  

bl 
b2 
b7E 
b6 
b7C 
b7D 
b7A 

b2 
b7E 
b6 
b7C 

b2 
b7E 
b6 
b7C 

Immediately after speaking with ADC 
contacteq Paralegal Specialist (PS) 

to explain the situation. PS^" 

wri tpr 

actvised that she would contact OGC/NSLB and provide 
further direction to writer. Later in the afternoon of 

1 

08/14/2006, writer received the hard nnny NSL results 
J via an FBI which had been forwarded by IA[ 

inter-office envelope. As soon as writer received the 
FBI inter-office envelope and recognized its contents, 
writer closed the envelope without reviewing the hard 
copy NSL results. 

advised writer to draft On 08/15/2006, PS 
this electronic communication (EC), and PS 
retrieved the hard copy NSL results from writer's desk 
to seal and secure in the| büC's secure safe, 
pending further direction from OGC/NSLB and IND/IIS. 

Any questions regarding the above can be directed to 
Attention: Special Aqentl 

telephone numbei 

NSL VI O-1347 



To : 

( U)  f i s  :  

(S) 

bl 
b2 
b7E 
b7D 
b7A 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

(Si 

bl 
b2 
b7E 
b7D 
b7A 

AT 

(U) Read and clear. For information only. 

SE^R^T 

Inspection From: 
278-HQ-C1229? Jb-VIO, 08/14/2006 

b2 
b7E 

LEAD(s): 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON. DC 

X 

AT WASHINGTON. DC 

X 

Set Lead 3: (Info) 

b2 
b7E 

NSL VI O-1348 



(Rev. 01-31-2003) 

SE^SÎT 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

Precedence : 

To: 

ROUTINE Date: 12/14/2006 

Attn: SAC _ 
ASAC £ 
S2(_ 

Attn: CDC 
ADC 

Inspection Attn: IIS, CRS 

From: Office of the General Counsel 
NSLB/CILU/Room 7947 / 
Contact: AGd 

Approved By : Thomas Jnlip 

Drafted By:< 

'•T-T'' Case ID # : 

Title: 

278-HQ-C122 9736-VIO"^T Fending) 

INTELLIGENCE O V E R S T H H T BOARD 
MATTER 2006 

Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

( U )  Derïved—grenrj G-3 
Declassify On: 

Reference - X 278-HQ-C1229736-VIO Sprial 1 fi^-? 
(S) 

.Datai i ^ X By E C dated 08/14/2006, the - - , ̂  , wxx̂  Field Office 
requested that OGC review the facts of the captioned 

matter and determine whether it warrants reporting to the IOB. As 

0 I G Ì D 0 J R E « 

FBI I NVES TI GATI ON 

0IG/D0J INVESTIGATION; 

bl 
b7A 
b2 
b7E 

b2 
b7E 

b7C 
NSL VI O-1349 



To: | From: Office of the General Counsel 
Re: 278-HQ-C1229736-VIO, 12/14/2006 

b2 
b7E 

explained below, in our opinion, the FBI is not required to report 
this matter to the IOB. _ _ 

Lai 

b2 
b7E 
b7D 
b7A 

:s) r bl 
b2 
b7E 

b7C 
b7D 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7A 

2 
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b2 
b7E 

From: Office of the General Counsel 
27 8-HQ-C122 9736-VIO, 12/14/2006 

bl 

In response to the properly served NSLs, however, 
erroneously provided information beyond the scope of the NSLs. 
Through no fault of the FBI, the FBI obtained complete credit 
reports pertaining to subjects of foreign counterintelligence 
investigations. When the case agent received the NSL results, he 
immediately sealed and sequestered them. This excess information 
currently is sequestered in the safe of the| |Division 
Counsel. 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedu res relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with Executive Order 12333, dated 12/04/1981, if 
such provision was designed to ensure the protection of 
individual rights. 

(U) Violations of provisions that merely are administrative 
in nature and not deemed to have been designed to ensure the 
protection of individual rights are generally not reported to the 
IOB. The FBI Inspection Division is required, however, to 
maintain records of such administrative violations for three 
years so that the Counsel to the IOB may review them upon 
request. The determination as to whether a matter is 
"administrative in nature" must be made by OGC. Therefore, such 

bl 
b2 
b7E 
b7D 
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^^JSEè^ET 

To: From: Office of the General Counsel 
Re: 278-HQ-C1229736-VIO, 12/14/2006 

b2 
b7E 

administrative violations must be reported as potential IOB 
matters. 

(U) NSLs are a specific type of investigative tool that 
allows the FBI to obtain certain limited types of information 
without court intervention: (1) telephone and email 
communication records from telephone companies and internet 
service providers (Electronic Communications Privacy Act, 18 
U.S.C. § 2709); (2) records of financial institutions (which are 
very broadly defined) (Right to Financial Privacy Act, 12 U.S.C.§ 
3414(a) (5) (A)); (3) a list of financial institutions and consumer 
identifying information from a credit reporting company (Fair 
Credit Reporting Act, 15 U.S.C.§§ 1681u(a) and (b)); and (4) 
full credit report in an international terrorism case (Fair 
Credit Reporting Act, 15 U.S.C. § 1681v). In addition to FCRA, 
15 U.S.C. §§ 1681u(a) and (b) information (financial institutions 
and consumer identifying information), under 15 U.S.C. 1681u(c), 
if certain factors are met, the FBI is able to obtain full 
consumer reports in both counterintelligence and international 
terrorism investigations by an ex parte court order. 

u) 
Here, during the course of several authorized foreign 

counterintelligence investigations, the FBI servedl INSLS. bl 
The NSLs requested lawful information and were properly served. b7D 
In response] provided the FBI with information outside the 
scope of the NbLS and with information that was not permitted 
under 15 r sf; ,1681u(a) and (b) . In other words, an error on b7E 
thepartof resulted in the unintentional acquisition of b7A 
mformatior uy uië FBI, 

bl 
ill) 
|J' carrier's mistake is not reportable to the IOB as b7D 

the FBI has not acted unlawfully or contrary to FTrn rn~''t' ̂  T,c Order 
or Presidential Directive.| |shouldcontac ^nd ask 
whether the unintentionally acquired information should be b7E 

returned or destroyed with appropriate documentation to the file. b7A 

(U) Based upon these facts, in accordance with the terms 
implementing the reporting requirements of Section 2.4 of EO 
12863, it is our opinion that this error is not reportable to the 
IOB. A record of this decision should be maintained in the 
control file for future review by the Counsel to the IOB. 

NSL VI O-1352 



SE1 

To: 
Re: 

From: Office of the General Counsel 
27 B-HQ-C1229736-VIO, 12/14/2006 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) INSD should retain a record of the report of the b2 
potential IOB matter, as well as a copy of the OGC opinion b7E 
concluding that IOB notification is not required, for three years 
for possible review by the Counsel to the IOB. 

Set Lead 2: (Info) 

AT 

(U) For information. 

Set Lead 3 : (Action) 

AT 

( U )  should contact the carrier and ask whether the 
unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file. 

cc: Ms. Thomas 

1UB Library 
b7C 
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(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date : 01/12/2007 

Attn: NSLB 

From: Inspection 
Internal Investigations Section, IPU. Room 3 041 
Contact: CRS Ext. 

b7C 
b2 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David la 

(U) 2 78-HQ-C122 973 6-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2 855 
OGC/lOB# 2 0061 | 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 2 78-HQ-C122 973 6-VIO Serial 1633 
278-HQ-C1229736-VIO Serial 1945 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from| division dated 08/14/2006, reporting a possible 
IOB error. Based upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is administrative in 
nature. Therefore, no internal investigation will be conducted 
by the IIS and this matter is being relegated to the NSLB for 
whatever action they deem appropriate. 

b2 
b7E 
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(Rev. 01-31-2003) 

SE£RS^//20320117 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

Precedence ; 

To: 

ROUTINE 

Attn! 

Date: 01/17/2007 

SAC (Personal Attention) 

From: Inspection 
Internal Tnvppt i crati nng £«=>(-1-i on TPIJ Room 3 041 
Contact : CRS Ext 

Approved By! 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David Ian 1 

(U) 2 63-HQ-0-U - 671 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2 8 55 
0GC/I0B# 20061 

b2 
b7E 
b6 
b7C 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

) DerTv^dr-FEonu^^^ 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1633 

Reference : (U) 27 8- HQ-C1229736-VIO Serial 1633 
2 78-HQ-C122 973 6-VIO Serial 1945 

Details: (U) Upon review of Division's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter 
was brought to our attention as required by the revisions 
mandated by National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

b2 
b7E 

SE£B^T/ /20320117 
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U.S. Departme. Ä Justice 

Office of the Inspector General 

Washington, D.C. 20530 

DATE: January 25, 2007 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

FROM: 

SUBJECT: 

Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

OIG Complaint No. 2007002560 
Subject: 
FBI No. 263-0-U-671 
FBI CMS No. 2855 

b2 
b7E 
b6 
b7C 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

| | This complaint will be investigated by the OIG. 

I M P O R T A N T N O T I C E 

Ident i fy ing informat ion may have been redacted from the attached O I G Report /Referra l pursuant to § 7 of the 

IG Act or because an individual has (a) requested confident ial i ty or (b) expressed a fear of reprisal . If you 

believe that it is necessary that redacted information be made avai lable to your A g e n c y , you may contact the 

Ass is tant Inspector General for Invest igat ions . 

Please be advised that, w h e r e adverse action is not contemplated, the subject of an invest igat ion does not have a 

right to have access to an O I G Report /Referra l or to the identities of complainants or wi tnesses , and that , in all 

cases, compla inants and wi tnesses are entit led to protect ion from reprisal pursuant to the Inspector General Act 

and the W h i s t l e b l o w e r Protect ion Act . 

Attachment 
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01G - INVESTIGATIONS DIVISION Complaint Form OIG NO.: 689-2007-002560-M 

Received By: Date Received: 01/04/2007 How Received: A 

SUBJECT : 
Title: SSA 
Component : FBI 
Mise : 
Home : 
Phone 
Work : 
Phone 

Pay Plan: 

EOD Date: 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

SUBJECT :| 
Title: SA 
Component: FBI 
Mi sc : 
Home : 
Phone : ( ! 
Work : 
Phone : 

Pay Plan 
EOD Date 

ZIP: 

ZIP: 

SSNO 
D . o : B . 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

b6 
b7C 
b2 

COMPLAINANT: 
Title: SAC 
Component: FBI 
Misc : 
Home : 
Phone: 

Pay Plan: 
EOD Date: 

Work:|_ 
ZIP: 

Phone : 
Confidential : 

ZIP: 
Revealed : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

Details : 

The FBI provided information regarding a potential IOB matter (2006 

A National Security Letter (NSL) was served on a credit reporting company in furtherance of 
an investigation. The FBI properly served the NSL however, an error on the part of the 
company resulted in the unintentional acquisition of information. Upon discovering that 
some of the information provided exceeded the scope of the NSL, the FBI sealed and 
sequestered the excess information and placed it in a secure safe. 

It is the opinion of the Office of the General Counsel that this matter need not be reported 
to the IOB. (dz) 

ALLEGATIONS: 689 IOB Violation 

Occurrence Date: TIME: 

CITYI State: Zip : 

b2 
b7E 

DISPOSITION DATA: Disposition: M Date: 01/24/2007 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 01/24/2007 Component: FBI 

Patriot Act: n Civil Riqhts: N Component Number: 263-0-U-671, 2855 

Sensitive: N Whistleblower: N Consolidated Case Number: 

NSL VIO-1357 

Page 1 of 2 Pri n t o H m / ? n m o . c r .OMICA A c 



b2 

OIG INVESTIGATIONS DIVISION Complaint Form OIG NO. ¡9-2007-002560-M 

Rema r k s: 

Predicating material contains classified information that will be maintained in a secure 
container within OIG/INV/HQ. 

01/25/07-Sent to Kaiser/FBI/INSD. (dz) 

Page 2 of 2 

NSL VIO-1358 
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FD-962 (Rev. 03-21-2005) 

SECRET 

F E D E R A L B U R E A U O F INVESTIGATION 

Precedence ROUTINE Date: 09/19/2006 

( U )  

(U) 

(U) 

( U)  

To: Inspection 
General Counsel 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7975 

Approved By: 

Drafted By: 

CaseID#: 

b2 
b7E 
b6 
b 7 Cv 

2 78-HQ-C122 973 6-VIO 

Title: (U) SA 
SSÄ 
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis: M) To report possible IOB error. 

Details: 

(S) 

Possible IOB Error: 

bl 

tm (U) 
\ ' /{SI Description of IOB Error (including any reporting delays) 

* X 
On 01/06/2006, writer documented to the file that telephone 

records of a non-targeted subject were provided in response to a 
f C \ National Security Letter (NSL) served atj H The telephone records 
\ D f provided in error were destroyed^ J 

J TTL ^ i & K O n 09/15/2006, writer was informed via legal training that 
receipt of incorrect information pursuant to an NSL is a reportable 

_IOB violation. 

bl 
b7D 
b6 
b7C 

( S)  

c 

J In ) / . U 

b6 
b7C 

NSL VIO 1350 

bl 
b2 
b7E 
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To: Inspection From: 

Re : 278-HQ-C122 973 6-VIO, 09/19/2006 

LEAD(s): 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

b2 

b7E 

SECRÈJ^ 
2 N^L VI01360 



(Rev. 01-31-2003) . 

S E y T 

F E D E R A L B U R E A U O F INVESTIGATION 

(U) 

( U)  

( U)  

(U) 

( U ) 

Precedence: ROUTINE Date: 12/14/2006 

To: Attn: SAC 
CDC 
SSA 
SA 

b2 
b7E 

Counterintelligence 

Inspection 

Attn: 

Attn: 

CD-2A UC 

IIS 

b7C 

From: Office of the General Counsel 
NSLB/CILU/Room 7947 
Contact : AGC 

.iris 

Approved By: Thomas Julie 

Ì 

Drafted By: 

Case ID # : (! 2 78-HQ-C122 973 6-VIO' (Pending) 

Title INTELLIGENT 
MATTER 2 006Ï 

üiffiESIGHT BOARD 

i i s : I t is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

(U) 

Administrative : 
Information from 
from the 

This electronic communication (EC) contains 
following smirrps• (l) EC dated 09/19/2006 

potential TpR maffPr. 
and AGC[~~ 

]?ield Office 
( 2 )  

teiepnone conversation between SA 
on 10/20/2006. 

_to OGC reporting a 
information from an email between SA 

]_dated 10/11/2 006; and (3) 
] and AGC 

b2 
b7E 
b6 
b7C 

Reference: ) 278-HQ-C122 973 6 Serial 1647 

SEC^T 

CfQ/00J REVIEW: 

FBI INVESTIGATION; 
GiG/DQJ INVESTIGATO: 

ME: 
T' ; ' 

I - Y-o 
b6 
b7C 
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SE^R^T 

To: | From: Office of the General Counsel 
Re: 2 78-HQ-C12 2 973 6-VI0, 12/14/2006 

( U )  

( 0 )  

( U)  

requested that OGC 
er ana determine whether it 

Details: By EC dated- 09/19/2006, 
review the facts of the captioned matt' 
warrants reporting to the IOB. As explained below, in our 
opinion, the FBI is not required to report this matter to the IOB. 

On 07/06/2005 
Letter (NSL) pursuant to 18 U.S.C. § 2709 seeking subscriber and 
toll billing records for various telephone numbers• Upon review 
of the records provided by the service provider, on 

/ 

b7E 
issued an National Security 

noticed that the service provider responded by providing 
telephone records of a person who is not a target of the 
investigation or is in anyway related to the investigation. Upon 
noticing this errorf |promptly destroyed the records that 
were provided in error. The investigation was closed on 
04/18/2006. 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 

submitted this error as a potential IOB violation uo 
on 09/19/200& arter it has been learned, via legal training, that the 
receipt of incorrect information pursuant to an NSL must be reported 
as a potential IOB violation. 

b7E 

NSL VIO-13 28 



To :| iFrom: Office of the General Counsel 
Re: 2 7 8- HQ-C122 973 6 -VIO, 12/14/2006 

b2 
b7E 

was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in nature 
and not deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

^^fS^T NSLs are a specific type of investigative tool that 
allows the FBI to obtain certain limited types of information 
without court intervention: (1) telephone and email communication 
records from telephone companies and internet service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2) 
records of financial institutions (which is very broadly defined) 
(Right to Financial Privacy Act, 12 U.S.C.§ 3414(a)(5)(A)); (3) a 
list of financial institutions and consumer identifying 
information from a credit reporting company (Fair Credit Reporting 
Act, 15 U.S.C.§§ 1681u(a) and (b)); and (4) full credit report in 
an international terrorism case (Fair Credit Reporting Act, 15 
U.S.C. § 1681v) . NSLs may be issued in conformity wjfl-i at-at-nf-nry 
requirements, -including 18 U.S.C. § 2709. 

1: 

bl 

properly served an In this investigation 
NSL on a service provider. In response to the properly served 
NSL, theFBI obtained information regarding another person's 
records-1 Iquickly determined that this information, 
although lawfully obtained, was not relevailL-UD-JJie b7E 
investigation. Upon noticing this error, 
destroyed the telephone records provided xii enoi. 

promptly 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
EO 12863, it is our opinion that this error is not reportable to 
the IOB2. A record of this decision should be maintained in the 
control file for future review by the Counsel to the IOB. 

/TS^ It is noted that in the past third-party errors were 
reported to the IOB. However, by letter dated 11/13/2006, the Counsel 
to the IOB agreed that third party errors in the collection of 
information pursuant to an NSL must be reported to the OGC, • but are 
not reportable to the IOB. 

NSL VI O-1363 



To: | From: Office of the General Counsel 
Re: 2 78-HQ-C122 973 6-VIO, 12/14/2006 

LEAD(s): 

Set Lead 1: (Info) b2 
b7E 

AT 

(U) For information. In the future, in similar cases where 
the service provider provides information on non-targeted subject 
that is not relevant to an investigation,! | should contact 
the service provider and ask whether the improperly or 
unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file. 

Set Lead 2: (Info) 

CQUNTERINTELLIGENCE 

AT WASHINGTON. DC 

(U) For information. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by the Counsel to the IOB. 

CC: Ms Thnmaa 

IOB Library 
b7C 

SECRET 
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(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date : 01/12/2007 

To: General Counsel Attn: NSLB 

From: Inspection 
Internal Investigations Section, IPU, Room 3041 
Contact: CRS| I Ext..I I 

b6 
b7C 
b2 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David la H 

(U) 2 78-HQ-C122 973 6 -VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRAC£IM1&_?870 
OGC/IOB# 2 0 06 

E 
Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 2 78-HQ-C1229736-VIO Serial 1647 
278-HQ-C1229736-VIO Serial 1942 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from| pDivision dated 09/19/2006, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 
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(Rev. 01-31-2003) 

SÉÏSS^T//2 032 0117 

FEDERAL BIÌREAÌ) OF INVESTIGATION 

(U) 

Precedence: ROUTINE 

To: 

Date: 01/17/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section. IPU, Room 3 041 
Contact: CRS I Ext 

Approved By: Miller David Ian 

Drafted By: 

A 

/ 

Case ID #: 

Title: (U) 

(U) 263-HQ-0-U - 672 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2 870 
0GC/I0B# 2 006-

b2 
b7E 
b6 
b7C 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

Deriv 
Deci 17 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1647 

Reference: (U) 278-HQ-C1229736-VIO Serial 1647 
2 78-HQ-C1229736-VIo Serial 1942 

[Division's captioned report 
of a potential IOB violation" lib did not find the matter 
Details: (U) Upon review of 

b2 
b7E 

indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 11/16/2006 (278-HQ-C1229736 serial 2570) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

SEJ3R^T//20320117 

^ NSL VIO-1366 



U.S. Departnie. >f Justice 

Office of (he Inspector Gen. r 

DATE: January 31, 2007 

Washington, U.C. -0\<u 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Fédéral Bureau of Investigation 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: QIC. Comnlaint No. 2007002648 
Subject 

irn 

Division 
263-0-U-672 FBI No. 

CMS No. 2870 

b7E 
b6 
b7C 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

| This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

| This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 

IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 

believe that it is necessary that redacted information be made available to your Agency, you may contact the 

Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 

right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, anil that, in all 

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 

and the Whist lebiower Protection Act. 

Attachment 
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0.1 G INVESTIGATIONS DIVISION Complaint Form OIG NO. n 689-2007-002648-M 
Received Byf Date Received: 01/04/2007 How Received: A 

SUBJECT •. 
Title: SA 
Component: FBI 

Misc: 
Home : 
Phone: 
Work : 
Phone : 

SUBJECT: 
Title: SSA 
Component: FBI 
Misc : 
Home : 
Phone : 
Work: 
Phone: 

Pay Plan: 
EOD Date: 

ZIP 

ZIP: 

Pay Plan: 
EOD Date: 

ZIP : 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B . 0 . P.No. 

D/L No. 
Offenses 689 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.0.P.No. 

D/L No. 
Offenses 689 

b2 
b6 
b7C 

COMPLAINANT: 
Title: ATTY 
Component: FBI 
Misc : 
Home: | 
Phone: () -
Work: , , 
Phone : 
Conf ident ial; 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP : 
Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.0.P.No. 

D/L No. 

Au t h o r i t y : 

Details: 

Information received from FBI/INSD reporting a potential IOB matter involving the 
acquisition of information unrelated to an FBI investigation. IOB #2006| ^ 

During an authorized investigation, the FBI properly served a National Security Letter (NSL) 
on a communication service provider for information regarding the target of the FBI 
investigation. In response, the FBI obtained information regarding an individual other than 
the target of the investigation. The records provided in error were destroyed. 

It is the opinion of the Office of the General Counsel that this matter need not be reported 
to the IOB. 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 10/06/2006 
CITY : 

TIME 

State Zip : 
b2 
b7E 

DISPOSITION DATA: Disposition: M Date: 01/04/2007 

Referred to Agency: Date Sent: Component 

Patriot Act: N Civil Rights: N Component Number 

Sensitive: N Whistleblower: N Consolidated Case Number 

Approval: POWELL, GLENN G 

FBI 

263-0-U-672, 2870 

ALIi FBI IiraBIUflTOI CGBXAIUED 
HEREII IS IMClàSSiriID 

NSL VI O-1368 
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b2 
O'f.G INVESTIGATIONS DIVISION Complaint Form OIG NO.: 589-2007-002648-M 

Remarks : 

A search of the OIG database revealed that 
! j 0 - t.i i ) 0 4 0 f ) — M . -i n v f I  V 1 n g [  

(yht) 

is the subject of complaint 

Predicating material contains classified information that will be stored in a secure î /r 
container within 0IG/INV/HQ. 

b7C 
1/31/07 - Sent to AD Kaiser, FBI/IND. (yht) 

Page 2 of 2 
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