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Short form description

1, GENERAL INFORMATION

The h igh secur i ty c ipher ing o f speech t ransmi t ted over

ordinary voice grade channels has been for a long t ime
a serious problem because such channels (Telephone Lines
and SSB-RF l inks) do not permit the transmission of d ig i -
t a l i z e d v o i c e i n f o r m a t i o n . T h e r e f o r e , i n t h e p a s t , t h e

on l y (unsa t i s fac to ry ) a l t e rna t i ve was the use o f s imp le
frequency Inverters or Rol l ing-Code Scrambler which how
ever due to the na tu re o f the i r in fo rmat ion p rocess ing
cannot g ive the requ i red degree o f secur i t y.

This important gap has now been closed by CRYPTO AG with
the successful development of the CRYPTOCOM ® CRM-008
Voice Cipher Unit which uses completely new frequency-
and t ime mixing techniques.

2 . O U T L I N E

The CRYPTOCOM CRM-008 is suitable for connection to any
Voice Transmiss ion Channel , in par t icu lar Te lephone L ines

according to CCITT recommendations and RF SSB Radio Chan
nels provided these are in accordance with CCIR recommen

d a t i o n s , f o r g o o d v o i c e q u a l i t y.

The CRM-008 is a High Security Voice Cipher Equipment and
not comparable to any type of Scrambler.

The CRM-008 is intended for voice communication systems,

w h e r e , d u e t o t e c h n i c a l r e a s o n s , t h e f u l l y d i g i t a l l y o p e
rating CRYPTOVOX ® CV-09 6 (CV-19 6) cannot be used. Long
distance te lephone channels, s t ra ight RF Radio L inks on
shor t -waves and o ther s im i la r commun ica t ion ins ta l l a t ions
have a l imi ted bandwidth and vary ing group t ime-delays,
wh ich exc lude the t ransmiss ion o f h igh -speed d ig i ta l i n
fo rmat ion s t reams. On ly in fo rmat ion , wh ich has s im i la r
c h a r a c t e r i s t i c s a s p l a i n v o i c e , c a n b e t r a n s m i t t e d .



- 2 - ^ m 3 5 4 2

■ 1
CRYPTO AG

As the CRM-008 produces a cipher information which exactly
fi t s t h e s e r e q u i r e m e n t s , i t s a p p l i c a t i o n l i e s i n t h e fi e l d
of large networks as:

- Telephone communicat ion in wor ld-wide dip lomat ic organiza

t i o n .

- Telephone communication in nation-wide government net

w o r k s o f a l l s e r v i c e s , c i v i l o r d e f e n c e .

- Radiotelephone communicat ion in wor ld-wide dip lomat ic

o r g a n i z a t i o n .

- Fixed or mobi le radiotelephone communicat ion on nat ion

wide government networks o f a l l serv ices , c iv i l o r defence

- Al l k ind of world-wide telephone or radiotelephone commu

nica t ions fo r commerc ia l o r de fence organ iza t ions .

3. PRINCIPLE

The CRM-008 is a h ighly-sophist icated voice c ipher ing equip

ment, bui l t wi th the most modern microelectronic components.
The p la in t ex t i n fo rma t ion i s hand led i n seven d i s t i nc t i ve

s teps . (See F ig . 1 ) .

- I n s tep one the vo ice f requency in fo rmat ion flow i s sp l i t

into two frequency bands, A and B.

- In s tep two the in fo rmat ion o f these bands is d ig i t i zed

i n h i g h l y a d a p t i v e a n a l o g - t o - d i g i t a l c o n v e r t e r s , s i m i l a r
to those used in the CRYPTOVOX ® CV-09 6 equipment.

- I n s tep t h ree t he d i g i t a l i n f o rma t i on s t r eam i s s to red

in bu f fe r memor ies in d ig i ta l fo rm.

- In s tep four the s to red in fo rmat ion i s subd iv ided in a

number of equid is tant t ime e lements. (8 per channel) (F ig.2)

- In s tep five a l l the t ime e lements o f the two f requency

bands are permutated by means of the information, supplied
from the Key Generator. (See Fig. 3).

- In step s ix the mul t ip lexed t ime elements are arranged

into a cont inuous informat ion st ream in other buffer me
mories .
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- In step seven the stored informat ion is formed back

i n t o a n a c o u s t i c a l s i g n a l i n s p e c i a l d i g i t a l - t o - a n a

l o g c o n v e r t e r s a n d r o u t e d t o t h e o u t p u t , v i a fi l t e r s
C and D.

At the receiving end the whole process is reversed and
a t the ea rphone the recove red , p la in tex t i s ava i l ab le ,

n a t u r a l l y w i t h a c e r t a i n d e l a y d u e t o t h e d i f f e r e n t i n t e r
med ia te s to re opera t ions .

In semi -dup lex opera t ion however, th i s de lay i s no t d i s tu r

bing. The operator has only to keep in mind that, when he
has sa id "over " and re leased the push- to- ta lk swi tch , he
has to wait a short moment, unt i l the answer from the other
s ide i s r ece i ved .

4, CIPHER PROCEDURE

The CRM-008 is equipped with a 10 digit watert ight push
bu t ton keyboa rd (F ig . 4 ) . 32 d ig i t s , subd i v i ded i n 8

groups of four can be entered at any moment. Any group can
be al tered independent ly of the 7 other ones. The entered

group number and i ts four figures are shown on an electro
n i c d i sp lay f o r ve r i fica t i on . Wheneve r a g roup i s en te red

by means of the push-button # into the memory, the display
will be cleared. The Key memory is kept alive by means of
an in terna l sea led N i -Cad bat te ry, such ensur ing the s to

rage of a once entered Key informat ion for long shel f t ime
(more than 1 month) independently of external power supply,

Th is Key in format ion is s tored in the Key Generator c i r

c u i t r y w h e r e n o r e a d o u t p o s s i b i l i t y e x i s t s .

By means of the "Emergency Clear" button this information
can however be erased.

The Key Generator produces, based on the 32 Key digits
and by means o f re in jec ted sh i f t r eg i s te rs , quas i - ran
dom Key sequences which are used to control the permuta
t i on p rocess .

Each t ime the push-to-talk switch is operated, a new Key
sequence is se lec ted . Th is sequence is con t ro l l ing the
time varying permutation blocks and selects every 3 20 ms
one of 416'179'814'400 -4.10 possibilities. The receiving unit is .

automat ical ly and cont inuously synchronized by means of
a p i l o t - t o n e s i g n a l .
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TRANSMISSION

In the center of the audio band (1600 Hz) a pi lot tone is
t ransmi t ted . Th i s has th ree func t i ons :

- Funct ion one is to serve as center- f requency reference

at the receiving end, where an AFC-system can compensate
for f requency deviat ions as wi l l most ly occur in RF-SSB

systems up to + 100 Hz. (A switch al lows in addit ion to
o f f - se t t he re fe rence cen te r f r equency i n five s teps t o
- 300, -150, 0, + 150, + 300 Hz).

- Function two is to work as sync signal for the Key Gene

rator a t the rece iv ing end - For th is purpose the p i lo t -
tone s igna l is f requency-modula ted.

- Funct ion three is to work as a re ference leve l for the

automat ic AGC Circui t at the Receiver s ide.

I n " P l a i n " - o p e r a t i o n a " b e e p " - t o n e i s a u t o m a t i c a l l y i n

jected every 4 seconds into the system to warn both opera
to r s t h a t t h e y a r e o p e r a t i n g i n " P l a i n " .

A rece i v i ng s ta t i on w i l l pe rmanen t l y mon i to r t he p i l o t t one

frequency of incoming Crypto messages, independently of the
p o s i t i o n o f i t s P l a i n / C r y p t o s w i t c h . I f t h e B a s i c K e y s e t
t i ng i s co r rec t , a lways t he dec iphe red p l a i n t ex t w i l l be
r e n d e r e d a t t h e o u t p u t . I f p l a i n t e x t i s c o m i n g i n , t h i s
a l s o w i l l b e p u t s t r a i g h t - t h r o u g h . A L E D i n d i c a t o r w i l l
show CRYPTO message reception.

Only the sending stat ion decides whether Pla in or Crypto
mode i s used . ( I n r ea l i t y, howeve r, bo th s ta t i ons w i l l

immed ia te ly sw i tch to Cryp to , once the l i nk i s es tab l i shed ,
t o ensu re p ro tec t i on i n bo th d i r ec t i ons ) .
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6 . L A Y O U T

Two models of the CRM-008 are available:

- CRM-008-001 is a field-type version for DC power in

pu t ( 10 . . . 30V) and 4 w i re i n te r f ace (F ig . 4a ) .

- CRM-008-007 is an office-type model wi th integral AC

power supply uni t and te lephone adapter c i rcui t ry mee
t i n g i n t e r n a t i o n a l i n t e r f a c e s t a n d a r d s f o r 2 w i r e c o n
n e c t i o n s ( F i g . 4 b ) .

The basic construct ion of the processor as wel l as the
f r on t pane l i s i den t i ca l a t bo th mode l s .

A l l funct iona l groups are assembled on ind iv idual modules
o r p r i n t e d c i r c u i t b o a r d s w h i c h a r e i n t e r l i n k e d b y p l u g -
in connectors. This modular design gives a maximum of

fl e x i b i l i t y i n v i e w o f s e r v i c i n g s u c h e q u i p m e n t .
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8 . A U X I L I A R I E S

To match the CRM-008-007 (office-type model) two spe

c ia l l y adap ted tab le te lephone se ts a re ava i l ab le . Bo th
are equipped wi th a push- to- ta lk swi tch a t the handset
and a push-button at the main uni t enabl ing the selec
t ion of P la in or Crypto mode operat ion.

- ATF-110 (w i t hou t d i a l ) i s used i n add i t i on t o t he a l

r e a d y e x i s t i n g t e l e p h o n e s e t o f t h e s t a t i o n ( e i t h e r
wi th manual ly operated or automat ic exchange office).

Operation of the set via CRM-008 is shown by turn-
flag indicator. Recommended in al l cases where the
"o ffic ia l " se t i s supp l i ed by the te lephone company.

- ATF-114 w i th i nco rpora ted d ia l i ng d i sc , w i l l be used

as norma l as we l l as "spec ia l " te lephone se t . I t i s re
commended at places where the telephone company does
not supp ly the se t i .e . where i t i s to be acqu i red by
the subscr iber. The stat ion has a handset wi th push-
to ta lk sw i tch , a tu rn -flag ind ica to r showing CRM-008
operat ion, a P la in /Crypto push but ton wi th LED ind ica
tor and the usua l bu t ton fo r PABX- in terna l back ca l l s .

According to requirements, the field type model (CRM-008-
001) can be comple ted w i th the fo l lowing aux i l ia ry dev i
c e s t o s i m p l i f y i t s c o n n e c t i o n :

- ATF-109 Telephone adapter for F ie ld-or Civ i l Te lephone

Sys tems, s t i l l mak ing use o f the fie ld type handse t .

- ATF-108 Te lephone adap te r fo r C iv i l (o r o the r cen t ra l -

ba t te ry ) te lephone sys tems us ing spec ia l l y adapted
tab le te lephone se ts

- ATF-110 or ATF-114 (see above)

- ARA-100 Radio adapter (Normal ly wired in the factory

accord ing to in te r face cond i t i ons o f the cus tomers ra
dio set) .
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9, CONCLUSIONS

The CRM-008 is actual ly the only commercial ly avai lable
vo ice c ipher equ ipment which g ives rea l c ipher pro tec t ion
for use over telephone channels as well as RF SBB wire
l e s s l i n k s .

The CRYPTOCOM equipment is the result of research made

during about 8 years by CRYPTO AG, based on experiences
obtained with the ful ly digi ta l ly operat ing CRYPTOVOX ®
(CV-096) uni t .

As explained above, the CRM-008 can by no means be com

pared to actua l ly ava i lab le cheap vo ice scramblers , which
are just good enough to avoid eavesdropping from an avid

newspaper-man, but give by no way the high security nee
ded in top- level communicat ions.

In a l l cases, where, due to l imi ted band-wid th or o ther
technical reasons the CV-096 cannot be used, the CRM-008
is the on ly a l te rna te so lu t ion to so lve the p rob lem.

The CRYPTOCOM ® processes the information in a way not rea
l i zed up- to -da te on a commerc ia l bas is . The in fo rmat ion -

package which are permutated in ternal ly are neutra l re
garding frequency and time as they are represented by a
g i v e n p a t t e r n o f B i t s . I t i s t h e r e f o r e n o t p o s s i b l e , a s
t h i s c a n b e d o n e w i t h t i m e - s p l i t t i n g o r f r e q u e n c y - s p l i t

t i ng sc ramb le rs , t o a t tempt a dec ryp t ion by co r re la t i on
processes. The interfaces between two packages have no re
la t ion to each other because, what is sent to the l ine,
are complete ly synthet ica l ly produced sound pieces. Here

lays the main advantage of the CRM-008. The totally 81*8.'•
28 ~ 4*10** permutat ions are control led hereby by the

quasi- random Key-Generator which at the receiver stat ion
is au tomat ica l l y synchron ized to ensure cor rec t dec ipher ing

Enc l . F i g . 1 -4

GGF

OSt/ma
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