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Stego-Image Vs Stego-Analysis System
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Abstract -Steganography is the idea of hiding private,
sensitive data or information within something that appears to
be nothing but normal, in this article the author invent
comprehensive study on this stego-image; in fact, there are
some factors discussed experimentally such as steganography
classification, applied algorithms, Stego-image, the impact of
data hidden on the image texture, in the other hand the author
named the most commend methods used by the attackers to
against the data hidden in image. As it shown below there are
three illustrious technique used, sequentially, statistical
technique, try and error technique and finally histogram
technique; theses techniques has been discussed in details and
evidenced by some experiment result

Keyword-Steganography, Hidden
Image ,Attacker, High Rate Data Hidden

Data, HVS, Stego

1. INTRODUCTION

Steganography is the art and science of hiding messages.

Steganography and cryptology are similar in the way that
they both are used to protect important information. The
difference between the two is that Steganography involves
hiding information so it appears that no information is
hidden at all. If a person views the digital object that the
information is hidden inside, he or she will have no idea that
there is any hidden information, therefore the person will
not attempt to decrypt the information, this is the main
objective behind steganography. Steganography comes from
the Greek words Steganods (Covered) and Graptos (Writing),
these days the sense of the word “steganography” usually
refers to information or a file that has been concealed inside
a digital Picture, Video or Audio file[1],[2]. What
Steganography technically does is to make use of human
awareness; human senses are not trained to look for files
that have information hidden inside of them, although there
are programs available that can do what is called
Steganalysis (Detecting use of Steganography.) The most
common use of Steganography is to hide a file inside
another file. When information or a file is hidden inside a
carrier file, the data is usually encrypted with a password
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II. CLASSIFICATION OF STEGANOGRAPHY TECHNIQUES

There are several approaches in classifying
Steganographic systems. One could categorize them
according to the type of covers used for secret

communication or according to the cover modifications
applied in the embedding process. The second approach will
be followed in this section, and the Steganographic methods
are grouped in six categories, although in some cases an
exact classification is not possible. Figure 1 presents the
steganography classification.
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Figure 1 steganography classification

A.  Substitution Systems

Basic substitution systems try to encode secret

information by substituting insignificant parts of the cover
by secret message bits. The receiver can extract the
information if he has knowledge of the positions where
secret information has been embedded. Since only minor
modifications are made in the embedding process, the
sender assumes that they will not be noticed by an attacker.
It consists of several techniques that will be discussed in
more detail, in the following subsection:

(i) Least Significant Bit Substitution (LSB)

The embedding process consists of choosing a subset
{ jl... jllm) } of cover elements and performing the
substitution operation cji <> mi on them, which exchange
the LSB of cji by mi ( mi can be either 1 or 0).

In the extraction process, the LSB of the selected cover-
element is extracted and lined up to reconstruct the secret
message.

In the case of a 24-bit bitmap each pixel is represented
by 4 bytes. Of those, 3 bytes, or 24 bits, are used to store
the red, green and blue values for the pixel. The fourth byte
is reserved and should be zero. To store each character in
the low order bit plane of the raster data, it is necessary to
obtain an 8 bit representation of the character. For example,
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the character ‘A’ is represented by the number 65. The
equivalent binary representation is ‘0100 0001’. Each of the
8 bits used to represent the letter A is then stored in the low
order bit of one byte of raster data. Thus, to store a single
letter, 8 bytes of raster data are consumed. This leads to a
limit of embeddable information of size
lengthOfRasterData/8. Consider hiding the letter A in the
first 8 bits of raster data of an image. The first 8 bytes could
possibly be (from left to right, top to bottom):
‘1001 1001° ‘1110 0011° ‘0110
‘0001 1100°
‘0001 1100°
‘1010 1001°
And the character ‘A’ is:
‘0100 0001°

Therefore, we need to set bits 7, 5, 4, 3, 2, and 1 to zero,
this is accomplished by ANDing with the mask ‘1111 1110°.
The result for the first byte is:

‘1001 1001°
‘111 1110
‘1001 1000’

So the low order bit is set to ‘0’. This is repeated for all
bits that will be set to carry a ‘0’.

We now need to set bits 6 and 0 to ‘1’. This is
accomplished by ORing with the mask ‘0000 0001°. The
result for the second byte is:

‘1110 0011°
‘0000 0001°
‘1110 0011°

Although the resulting bit has not changed, we have
ensured that the least significant bit has been set to “1°.

Because the byte values for the red, green and blue pixels
will only change by at most 1, the change in the resulting
image will be imperceptible to the human eye. The resulting
image will not, however, be well protected against statistical
attack.

(ii)) Pseudorandom Permutation

If all cover bits are accessed in the embedding process,
the cover is a random access cover, and the secret message
bits can be distributed randomly over the whole cover. This
technique further increases the complexity for the attacker,
since it is not guaranteed that the subsequent message bits
are embedded in the same order [9], [10].
(iii)) Image Downgrading and Cover Channels

Image downgrading is a special case of a substitution

system in which image acts both as a secret message and a
cover. Given cover-image and secret image of equal
dimensions, the sender exchanges the four least significant
bits of the cover grayscale (or color) values with the four
most significant bits of the secret image. The receiver
extracts the four least significant bits out of the stego-image,
thereby gaining access to the most significant bits of the
stego-image. Whereas the degradation of the cover is not
visually noticeable in many cases, four bits are sufficient to
transmit a rough approximation of the secret image.

1001°

‘0110 0100° ‘1011 0000

AND

OR

(iv) Cover Regions and Parity Bits

Any nonempty subset of {cl, ,cl(c) } is called a
cover-region. By dividing the cover into several disjoint
regions, it is possible to store one bit of information in a
whole cover-region rather than in a single element. A parity
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bit of a region I can be calculated by:
B (I) ==>LSB (¢j) mod2 [27]. j€I
(v) Palette-Based Image

There are two ways to encode information in a palette-
based image; either the palette or the image data can be
manipulated. The LSB of the color vectors could be used for
information transfer, just like the substitution methods
presented. Alternatively, since the palette does not need to
be sorted in any way, information can be encoded in the way
the colors are stored in the palette. For N colors since there
are N! Different ways to sort the palette, there is enough
capacity to encode a small message. However, all methods
which use the order of a palette to store information are not
robust, since an attacker can simply sort the entries in a
different way and destroy the secret message[9][10].
(vi) Quantization and Dithering

Dithering and quantization to digital image can be used
for embedding secret information. Some Steganographic
systems operate on quantized images. The difference ei
between adjacent pixels xi and  xi +1 is calculated and fed
into a quantize ¢ which outputs a discrete approximation Al
of the different signal (xi - xi +1). Thus in each quantization
step a quantization error is introduced [9],[10].In order to
store the ith message bit in the cover-signal, the quantized
difference signal Al is computed. If according to the secret
table Al does not match the secret bit to be encoded, Al is
replaced by the nearest Al where the associated bit equals
the secret message bit. The resulting value Al is those fed
into the entropy coder. At the receiver side, the message is
decoded according to the difference signal Al and the stego-
key
B.  Transform Domain Techniques

It has been seen that the substitution and modification

techniques are easy ways to embed information, but they are
highly vulnerable to even small modification. An attacker
can simply apply signal processing techniques in order to
destroy the secret information. In many cases even the small
changes resulting out of loose compression systems yield
total information loss. It has been noted in the development
of Steganographic systems that embedding information in
the frequency domain of a signal can be much more robust
than embedding rules operating in the time domain. Most
robust Steganographic systems known today actually
operate in some sort of transform domain[3][9].
Transformation domain methods hide message in a
significant area of the cover image which makes them more
robust to attack, such as adding noise, compression,
cropping some image processing. However, whereas they
are more robust to various kinds of signal processing, they
remain imperceptible to the human sensory system. Many
transform domain variations exist. One method is to use the
Discrete Cosine Transformation (DCT) as a vehicle to
embed information in image. Another method would be the
use of wavelet transforms. Transforms embedding embeds a
message by modification (selected) transform (e.g.,
frequency) coefficient of the cover message. Ideally,
transform embedding has an effect on the spatial domain to
apportion the hidden information through different order bits
in a manner that is robust, but yet hard to detect. Since an
attack, such as image processing, usually affects a certain
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band of transform coefficient, the remaining coefficient
would remain largely intact. Hence, transform embedding is,
in general, more robust than other embedding methods [10].
C. Spread Spectrum (SS) Techniques

Spread spectrum techniques are defined as "Means of
transmission in which the signal occupies a bandwidth in
excess of the minimum necessary to send the information ".
The band spread is accomplished by means of a code which
is independent of the data, and a synchronized reception
with the code at the receiver is used for dispreading and
subsequent data recovery. Although the power of the signal
to be transmitted can be large, the signal-to—noise ratio in
every frequency band will be small, even if parts of the
signal could be removed in several frequency bands, enough
information should be present in the other bands to recover
the signal. This situation is very similar to a steganography
system which tries to spread a secret message over a cover
in order to make it impossible to perceive. Since spread
signals tend to be difficult to remove, embedding methods
based on SS should provide a considerable level of
robustness[9].In information hiding, two special variants of
spread spectrum techniques are generally used: direct
sequence, and frequency—hopping scheme. In direct-
sequence scheme, the secret signal is spread by a constant
called ship rate, modulated with a pseudorandom signal and
added to the cover. On the other hand, in the frequency—
hopping schemes the frequency of the carrier signal is
altered in a way that it hops rapidly from one frequency to

another. SS are widely used in the context of
watermarking[9][10].
D. Statistical Steganography

Statistical steganography techniques utilize the

existence of "1-bits" steganography schemes, which embed
one bit of information in a digital carrier. This is done by
modifying the cover in such a way that some statistical
characteristics change significantly if a "1" is transmitted.
Otherwise, the cover is left unchanged. So the receiver must
be able to distinguish unmodified covers from modified
ones.
A cover is divided into /(m) disjoint blocks Bl...... B l(m) .
A secret bit, mi is inserted into the ith block by placing "1"
into Bi if mi=1.
Otherwise, the block is not changed in the embedding
process [10].
E. Distortion Techniques

In contrast to substitution systems, distortion
requires the knowledge of the original cover in the decoding
process. The sender applies a sequence of modifications to
the cover in order to get a stego-system. A sequence of
modification is chosen in such a way that it corresponds to a
specific secret message to be transmitted. The receiver
measures the difference in the original cover in order to
reconstruct the sequence of modification applied by the
sender, which corresponds to the secret message [3].In many
applications, such systems are not useful, since the receiver
must have access to the original cover. If the attacker also
has access to them, he/she can easily detect the cover
modification and has evidence for a secret communication.
If the embedding and extraction functions are public and do
not depend on a stego-key, it is also possible for the attacker
to reconstruct secret message entirely [10].
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F.  Cover Generation Techniques

In contrast to all embedding methods presented
above, when secret information is added to a specific cover
by applying an embedding algorithm, some Steganographic
applications generate a digital object only for the purpose of
being a cover for secret communication[9].

III. DESIGN WEAKNESSES OF LSB

There are several design weaknesses of this software
which make it susceptible to attack [3][7]. One is statistical
attack. The embedded information always begins at the first
byte of raster data. Because the data is not spread out
randomly, it would be possible to use statistics to determine
if any bytes in the image were altered. For example, within
images, regions of the image often contain repetitions of the
exact same color across multiple pixels [9]. For this reason,
it would be possible to discover that variations exist in
neighboring pixels that should not be present. Another
weakness is that the program does not allow the user to
encrypt the message using a strong encryption technique
first. This is not so much a design weakness as it is an
unsupported feature. While far from a robust Steganography
software package, the software does support a primitive
ability to embed a text message inside a standard, widely-
used digital image format [10].

IV. THE AFFICT OF DATA HIDDEN IN THE IMAGE TEXTURE
USING LSB

In this section we present a mathematical
formulation for Analysis of LSB based steganographic
techniques. LSB based Steganographic techniques either
change the pixel value by + 1 or leave them unchanged
[31[7]- This is dependent both on the nature of the hidden bit
and the LSB of the corresponding pixel value. Let

I= Eﬁ »1 € ﬂ} where Q is an index set denote the
mean subtracted cover image. The set Q can be partitioned
into three subsets Al, A2, and A3,

where, @ = Uz;Al Aiand Ai n Aj= @ fori# |
Then, the pixel values in a LSB based stego-image

— : s 1
Is={Yi, i € O] can be represented as

Xi+1 ifieAl
Yi=1{ Xi—1 ifieA2
Xi i€A3 e e (1)

Currently we will call the algorithms of the hidden data
in the image by the number of bit’s that used for embedding
data

(i) 1" LSB

Good enough since the change was not that big
regarding to the amount of color for each pixel, we already
mentioned about LSB algorithm above.

(ii)2" LSB

This level of LSB also good and suitable for any type of
image, the change was not that big since we play in the 2nd
LSB
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Letl = {Xi 1 E ﬂ} where Q is an index set denote the
mean subtracted cover image. The set Q can be partitioned
into three subsets Al, A2, and A3,

where, @ = Ui Ai Aiand Ain Aj=@fori#j
Then, he pixel values in a LSB based stego-image
Is= {Yi »1E ﬂ} can be represented as

Xi +8,5¢e{1,2,3} if ieAl
Yi=4Xi —5,5¢e{1,2,3} ificA2

Xi ifieA3 oo ve e e (2]

Figure 2 showing the 2nd LSB bit in 24-bit image

(iii) 3™ LSB and the spicieal approuch 3-3-2

In 3" LSB, the change is clear and it can be
suspected so we prefer to apply HVS and its rules. The next
section is about the human vision system (HVS).

Figure 3 Image before and after hidden opration (LSB)

(iv) Smooth Texture Problem

A lot of ways to calculate the smooth texture and the
noisy texture its Quite far from this study but the need of
that to understand what is the meaning of smooth texture,
from the trying on the image we define this formula for the
smooth area in the image as the test of the image showing

. w1 i ;
Let P = Zo=a Ty P @1
N={1.2,......j} width , K={1,2,.......j}length
R T 1 ;
Let W= X2, X5, P1 22)
x1,1 x1.2 x1,j—1 =i,j
x2,1

x2,2 x2,j—1 =2,j

xi— 1,1 xi—12 ®M—1,j—1 =i—1ji

Letp="L =1 xi, 2 ®i,j—1 xi,j 4
v1,1 v12 ... v1,8]
¥v2,1 v2,2 ... v2,8 :

And let W=L¥8,1 ¥82 ... v8,81

Then, this equation become

ST = X} ZiZiCh

Ch =F (W) check function on the matrix W

After extract the 8*8 pixel from the image then the pixels on
this matrix should be not equal or at least not near to each
amount of color.

Y -
Figure 4 simple textures before 1 Flat Area in the \
Hidden data : image :
\ 7/

V. STEGO-ANALYSIS

A. Try and Error

The process of hidden data by using Least Significant
Bit (LSB), which is a common method, used the image as a
cover for data to be hidden, but it’s mostly subjected to
attacks from attackers. Once attackers suspect there is
Steganography implemented in the data, they will reproduce
LBS and examine it to check whether it has a meaning or
not. In this case the attacker use try and error to exam the
image in case he or she suspect there is a data hidden in this
image, mostly the suspect come when the attacker cutch
only the stego file that contains the hidden data, In this case,
attacker try to analysis this stego file, analysis is done by
trial and error. In this case the attacker is sure of the
existence for the hidden data inside the carrier cover and this
flaw often happens for two reasons, the first reason is the
sender or receiver are Intentionally or accidentally disclose
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and the second reason is the attacker use some techniques or
methods involve either stealing the system or one of its parts
or use of analytical methods to detect as following: Signal -
to - Noise Ratio (SNR): And that’s done by calculating the
noise ratio to the total volume of a file (SNR: Signal - to -
Noise Ratio), the higher the ratio, the more is the doubt of
the existence hidden data, knowing that the process of
calculating noise is done by examining the sudden changes
in the value of sample and comparing it to the neighbor.

This type of analysis is not successful here, because the
concealment is done evenly to all parts of the cover. The
reason of observing the hidden data is caused by the
weakness of the Steganography system or insufficient cover
of concealment that makes it noticeable in some part.[5][6]

B.  Statistical Techniques

Most of the statistical techniques come when the
attacker knows one of factor of the hidden information.
Important issues due consideration to prevent the discovery
of concealment is choosing the cover file , to find this cover,
the most important characteristics to be met cover are as
follows:

e The data of the cover should not be that important
or relevant to the embedded data.

* In any case the attacker should not be able to know
the original size for cover.

* Should not use a common cover like a popular
image or well known audio file.

e keep switching the cover constantly and do not
keep it fix, especially in case of sending more than
one message at the same time, to prevent attacker
to notice the difference between both cases.

*  Send blank cover with the covers that contains the
data for the purpose of camouflage, to reduce the
chance of discovery.

The cover should be selected very randomly and high
frequency, as its models values changes a lot and it doesn’t
contain large areas of equal value of adjacent samples
values.The statistical techniques more efficient with gray
level images, where the image not more than a matrix of
pixels present the RGB, and R=G=B, if the information
hidden in the gray level images there will be some diverge
on the pixel in the level of RGB

Blue _ Cyan
] I - ’
’ - ’
fm s r
-2 - ~ L
Magenta 7 3K White
“ f ,/ \\ f
o - £
F LA
’ \‘ ” \ F ~
r Y -
) Bhack L+~ Green
’ I S )
I - - r
Red - h Gray Scale

Figure 6 the color system

Next figure shows how the LSB effect the images of
gray color in the pixel level.
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C. Histogram Techniques

The earlier experimental result and the assessment test
shows we can use the histogram to classify the images into
normal image and stego image, where the embedding
operation have been in to two type of image (gray level
image, color image), the new habits of the histogram shows
in the color image, color become a group and distant peaks
in other word the distant between summits In direct
proportion with the increasing data hidden in the image, and
this bizarre conduct is our start point to identify the new
approach of the stego-analysis systems next figures showing
the result of embedding operation also the histogram before
hidden data and after hidden data [6][5]

. [ Ussterland
Figure 8 images before and after data hidden

The picture almost the same even there are more than

Figure 9 showing the summit and the bizarre conduct for the histogram

As we know the histogram is the number of
repetitions of each level of color, in other word how many
time the level of the color x repetition in the image, where x
between 0-256 if the image 24-bit.
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Figure 11 Histogram before and after data hidden

In the gray level image there is more than this feature,
as we know the gray level image is the image that have the
same value for the three color in each pixel, for example if
pixel x has three color and the value of blue is 33 its mean
each of the red and the green should be 33, so that we may
get one of the gray level color, this feature guide us to define
a way to implement a system detect the gray level image,
where the embedding operation should give some result that
affect the histogram, the new histogram of each image will
give same level of color depend on the change of the three
color , we will consider that if there is an embedding data
there should be a change otherwise the data match with the
picture and that is impassable [2][3][4][5].Next figures
showing the images before and after hidden data also the
histogram before and after data hidden.

Figure 13 color in the histogram of gray level image

M Histogram - C:\Documents and Settings\Bilaltt... [ |[21)(]
File (F) View (v)

M Histogram - C:\Documents and Settings\Bilalg... [ |[3)[X]

Files (F)  Yiew (¥)

Figure 14 Histogram before and after hidden data
V1. CONCLUSION

In this article the author invent comprehensive study on
stego-image, on which the author study the impact of data
hidden on the image texture, also the secrecy of using data
hidden in the image. To provide a complete study the author
also describe the most illustrious technique used by the
attackers to extract the data hidden which are sequentially,
statistical technique, try and error technique and finally
histogram technique, each of these techniques has been
given with examples, also the perfect environment for
choice one of these techniques. In fact, by this study the
author reviews widely about the stego-image, classification,
challenges, and risk of hidden data in the image.
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