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Abstract— In the current age of globalization file sharing has become an important part of every business process. Also in
recent years, transfer of image or multimedia content across the world has become increasingly popular. To provide
security, to large amount of multimedia content, a strong cryptographic technique is required, which can secure the
multimedia content at desired transmission rate. Unfortunately, none of the traditional cryptographic algorithms provides
enough security at required transmission rate. But chaos based cryptographic algorithms have suggested some new and
efficient ways to develop secure multimedia or image encryption techniques. This paper aims to analyze the security of
“Multimedia Data Encryption Algorithm”, on different kind of multimedia images and further to propose a new

encryption technique for multimedia data.
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L Introduction

The design of encryption techniques can be classified
into 3 major types: Position permutation, which mix up
or scrambles the original data according to some
predefined schemes. Position Permutation function
doesn’t destroy the statistical properties of the plaintext
and provides low security. Permutation function must be
a reversible mapping. Value transformations, changes
the value of original data or plaintext using simple
transformation schemes. It destroy the statistical
properties of the plaintext, it must also be a reversible
mapping e.g. XOR function. Combination form
implements both ie. they apply both position
permutation and value transformation to the original data
to produce cipher text. Generally position permutations
provide low security and are simple whereas value
transformation techniques have low computational
complexity. But when both the designs combined
together i.e. combination form, it provides high data
security together with low computational complexity.
Traditional ciphers e.g. DES, IDEA, AES, RSA etc.
doesn’t fulfill the requirement of low computational
complexity and high security simultaneously for image
and multi-media data encryption, so they are not suitable
for real time data encryption.

http.//www.jjritcc.org

Since 1992, many researchers are
trying to get a new cryptosystem to remove the problems
in the existing encryption techniques mentioned above.
They found that properties of chaotic systems have their
analogous in Cryptosystems. The chaotic maps have
properties like Ergodicity, Sensitivity to initial
conditions/control parameters, Deterministic Dynamics
etc. whose analogous in cryptosystems are Confusion,
Diffusion, Deterministic Dynamics etc.

II. Chaotic Maps

In mathematics, a function that possesses some kind of
chaotic behavior is defined as a chaotic function or map.
Chaotic behavior of the function ensures that it is highly
sensitive to initial conditions or parameters. This ensures
that even an infinitesimal small change in the initial
conditions could result a very large or dramatic change
in the behavior of the chaotic map. As a result of this
sensitivity to initial conditions or parameters, the
behavior of chaotic systems “appears to be random”.
Here the phrase “appears to be random” signifies that
being random, the future dynamics of the chaotic system
are fully defined and determined by the initial conditions
or parameters, without involvement of any random
element. Because of the above-mentioned property, the
behavior of the system is called Deterministic Chaos or
simply “Chaos”.



All chaotic systems must have following properties:

1. Sensitivity to initial conditions.
2. Topological mixing/ Ergodicity.
3. Dense periodic orbits.

IIIL. Piecewise Linear Chaotic Map
In mathematics, a piecewise linear function,
f:Q—-V

where V is a vector space and Q is a subset of a vector
space, is any function with the property that Q can be
decomposed into finitely many convex polytopes, such
that f is equal to a linear function on each of these
polytopes.

i

:{D=U X, II—.‘ :'f.:] X, Xe=

A special case is when f is a real-valued function on an
interval [x1,x2]. Then f is piecewise linear if and only if
[x1,x2] can be partitioned into finitely many sub-
intervals, such that on each such sub-interval /, fis equal
to a linear function

flx) =alx + bl.

The absolute value function f(x) = | x | is a good example
of a piecewise linear function. Other examples include
the square wave, the sawtooth function, and the floor
function.

PWLC map used in this paper are of the form

x/ p, x€[0, p)
F(x)=1(x=p)/(0.5-p), xe[p,0.5]
F(l -4, p)’ X e [05,1)
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IV. Proposed Encryption Algorithm

The proposed encryption process uses a 128 bit long
secret key. Then the key is divided into sixteen 8-bit
blocks, which are called session keys where k; represents
one 8- bit block of session key.

= Two PWLC maps are implemented in the
proposed encryption technique.

x/p, x [0, p)
F(x)=1(x=p)/(0.5-p), xe[p,0.5]
F(l-x,p), x €[0.5,1).
y/q, y€[0,9)
F(y)=1-9/0.5-9), ye[q,0.5]
F(-y,9), y €[0.5,1).

= The system parameters p and q are kept
constant for both the PWLC maps which
represent the highly chaotic case. Initial
parameters X, and Y, are calculated from
the set of session keys.

= Stage 1: First PWLC map generates 32
distinct integer values ranging between [1,
32] and those values are converted into 32
real values using second PWLC map. Output
of second PWLC map is also 32 real values
between [0, 1]. These real values are
grouped together in three non-overlapping
subgroups and depending on the value, some
simple encryption operations are performed
on each pixel.

= Stage 2: 32 real values generated using
second PWLC map are converted into
integer values and thus further used by a
pixel permutation function which takes a
block of 32 pixels as an input, to generate
the encrypted 32 pixel block. The input to
the pixel mapping function is a block of 32
pixels encrypted in stage 1.



After encrypting each 32-pixel block the session keys are
modified using some predefined rule to ensure high

chaotic behavior.
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