US 20130282920A1

United States

(19)
a2 Patent Application Publication o) Pub. No.: US 2013/0282920 A1
Zhang et al. 43) Pub. Date: Oct. 24,2013
(54) PRINCIPAL-IDENTITY-DOMAIN BASED Publication Classification
NAMING SCHEME FOR INFORMATION
CENTRIC NETWORKS (51) Int.CL
HO4L 12/56 (2006.01)
(71)  Applicant: FUTUREWEI TECHNOLOGIES, (52) US.CL
INC., Plano, TX (US) CPC .ot HO041L 45/74 (2013.01)
USPC ottt 709/238
(72) Inventors: Xinwen Zhang, San Ramon, CA (US);
Guo-Qiang Wang, Santa Clara, CA (57) ABSTRACT
(US); Ravishankar Ravindran, San
Jose, CA (US) A network node in an information centric network (ICN),
) comprising a receiver configured to receive a request for
(73) Assignee: FUTUREWEI TECHNOLOGIES, content from a user, wherein the request comprises a name,
INC., Plano, TX (US) wherein the name uniquely identifies the content associated
with the name, wherein the name provides persistently locat-
(21)  Appl. No.: 13/729,897 able routing to the content, wherein the name provides mean-
- ing to an application, and wherein the name comprises a
(22) Filed: Dec. 28, 2012 security verifier, a processor coupled to the receiver and con-
s figured to determine a next hop to which to forward the
Related U.S. Application Data request based on the name, and a transmitter coupled to the
(60) Provisional application No. 61/637,673, filed on Apr. processor and configured to forward the request to the next
24, 2012. hop.
500 ‘\
NAME
CONTENT SEARCH/DIRECTORY RESOLUTION
SERVICES(E.G,. GOOGLE) SERVICE (NRS) | PDUS BEFORE MOVEMENT
' ' -------------------- PDUS AFTER MOVEMENT
NS 502 NS 506
\o - \o -
S P
i [
i oo,
i 1. CHECK CS WITH (P.L) | :
A CONTENT 2. IF YES RETURN PDU :
NAME (P:I:D): 3. ELSE, ROUTING I_PDU WITH D
! 4. OBTAIN CONTENT LOCATION
| 5. AUGMENT I_PDU WITH LOCATION -
6. RETRIEVE CONTENT WITH I_PDU _ -~
504

CONTENT
PUBLISHER/OWNER



Patent Application Publication  Oct. 24,2013 Sheet 1 of 9 US 2013/0282920 A1

100/‘\ 102

OBJECT )
APPLICATION NETWORK SECURITY
BINDING BINDING BINDING
104
DOMAIN —{  PRINCIPAL
108 10—
NAME

FiIG. 1



Patent Application Publication  Oct. 24,2013 Sheet 2 of 9 US 2013/0282920 A1

200 "\

PERSISTANT FIELDS
MUTABLE FIELDS

202 — MESSAGE TYPE = INTEREST FORWARDING MODE (m) ~— 204

206 —¥/// SOURCE-OBJECT NAME (P:I:D) (0) DESTINATION-OBJECT NAME (P:I:D) (m)4~— 208

210~ SOURCE-ROUTING LABEL (0) DESTINATION-ROUTING LABEL (m) N\~ 212
214 — CHECKSUM (0) TTL (m) ~— 216
218~ SIGNATURE (0) NONCE(m) ~— 220

META DATA ARRAY (0)
22— @ —————— e
LBSh— 228

| pEvICE TYPER—226 '
_____ o} L

| PAYLOAD (0) ]k— 224

300 ‘\

PERSISTANT FIELDS
MUTABLE FIELDS

302 — MESSAGE TYPE = DATA FORWARDING MODE (m) ~— 304

306 —V¥/// SOURCE-OBJECT NAME (P:1:D) (0) DESTINATION-OBJECT NAME (P:I:D) (m)4~— 308

310 — SOURCE-ROUTING LABEL (0) DESTINATION-ROUTING LABEL (m) N\~ 312
314 — CHECKSUM (0) TTL (m) ~— 316
318 — SIGNATURE (m)

META DATA ARRAY (0)
———————————— ~— 320

| PAYLOAD (0) J"“ 322



Patent Application Publication  Oct. 24,2013 Sheet 3 of 9 US 2013/0282920 A1

400’\

e
402 — USER = HUMAN READABLE NAMES :
a0s
404 — APPLICATIONS [ NAME MAPPING SERVICE
oty
410
] NAME RESOLUTION e T T
406 SERVICE LAYER |_ _MAP (NAMES=(L:D:P:)) |
] Can
. 414 S 416 S 418
DOMAIN-1 DOMAIN-2 DOMAIN-3

NAME NAME NAME

RESOLUTION RESOLUTION RESOLUTION
SERVICE-1 22 SNSERVICE 2 SERVICE-3
426~ 420 AT -422 | | 430 ~ 424

————— - I ——————
C FAT NAME 1 | HIERARCHICAL I L HYBRID NAME 1
2 a I NAME i (bl 4




US 2013/0282920 A1

Oct. 24,2013 Sheet 4 of 9

Patent Application Publication

YINMO/YIHSIIaNd
INJINOD

0¢s

INIWIAOW Y314V SNAd
INJWIAOIW F40439 SNAd

90§

(SUN) IDIAYIS
NOLLNT0S3d
JWYN

-

=7 NAdT HLIM INJINOD IAITYLIY 9
NOLLYDOT HLIM NAd T INJWONY °§
NOLLYDO1 LNIINQD NIVLE0 +

d HLIM NAd I ONILNOY '3S13 '€ -(a@:1:d) IWYN
NAd NYNL3Y STA LI T . INJINOD ¥

('I'd) HLIM SO MD3HD 1

\

(315009 “9'3)SADIAYAS
AJOLDFAIA/MHIYYIS INJINOD

/( 00S



US 2013/0282920 A1

Oct. 24,2013 Sheet 5 of 9

Patent Application Publication

20,
s 80/ e
90/ b0/ H3AHIINAAL
NOLLYDO1 /- /- ANOHd ANOHJI 138V
Z-MO-4S T-M9-45 NIVWOd NIVINOd -Ns3g13gy
NOLLN10S3Y NOLLN1OSTY-VLIW
YILINTD
HIM a1 dH dTH -NOLLVAONNI
STLIY - SNy —~— I3MVYNH S TAMYNH
dOl dOl dOl dOL
/( 00
A 909 09
b
NOILLYDO1 \; \; <09
-MO-4S T-M9-4S NIVIWOd
NOLLNOSTY d4I41INAdI
JINOHI TAgv
HIM a1l dH
S LIV - SNV ~——  ATIWV4TI3aY
dOL dOL dOl

/( 009



US 2013/0282920 A1

Oct. 24,2013 Sheet 6 of 9

Patent Application Publication

\l 908 \} +08
NIVIWOQ NIVWOQ J 8
808 NOLLNTOSTY
\; NOILN10STY-Y 1AW W3AMHLINAAI
NOLLYOOT TAYS NAD . 1DRIVI SIS
ST1VS/WOD'9YIAA 10D WOD™5d38d109
LAEUER 9439d109
ARELNES JOLYD01-1va01D
dol
T1SNTD ~——  WOD - WOD
ONI_LSOHANO™ HSD dOL dOL

ONI”LSOHANO™
dOl
dOl

(/'

008



Patent Application Publication

902

APPLICATION
BINDING

USER-
CHOSEN ID

[ ———
Xo]
o
<o

—_—

—_—— e —

Oct. 24,2013 Sheet 7 of 9

NETWORK
BINDING

DOMAIN

US 2013/0282920 A1

SECURITY
BINDING

910

PRINCIPAL




Patent Application Publication

Oct. 24,2013 Sheet 8 of 9

1100’\

‘ BEGIN ,

US 2013/0282920 A1

RECEIVE INTEREST PACKET WITH NAME OF CONTENT OBJECTS IN
P:I:D FORMAT

~— 1102

CHECK CONTENT STORE FOR CONTENT OBJECT BASED ON P:I

~— 1104

1106

RETRIEVE CONTENT
FROM CONTENT STORE

IS
CONTENT OBJECT
IN CONTENT

YES

~ 1108

STORE?

ROUTE I_PDU WITH D TO NAME RESOLUTION SERVICE (NRS)

~— 1110

RECEIVE CONTENT LOCATION OR ANOTHER NRS FROM THE NRS

~— 1112

IS 1113
RECEIVED
INFORMATION
ANOTHER

NRS?

YES

AUGMENT I_PDU WITH LOCATION

~— 1114

RETRIEVE CONTENT WITH I_PDU

~— 1116

SEND CONTENT TO REQUESTING ENTITY

~— 1118

END

FIG. 11



Patent Application Publication  Oct. 24,2013 Sheet 9 of 9 US 2013/0282920 A1
1200 '\
NETWORK UNIT
CONTENT AWARE UNIT ~ |~— 1220
1224 — T | | LONG-TERM Y4
3y M CACHE M "sTORAGE 1226
1210 1230
INGRESS o — ' I EGRESS
PORTS PROGRAMMABLE PORTS
S CONTENT FORWARDING 3
1212 L PLANE 1232
1228
1300— 1/0
1310
SECONDARY ROM ~— 1306
STORAGE. e PROCESSOR
1304 == RAM ~— 1308
NETWORK
1312

FiG. 13



US 2013/0282920 Al

PRINCIPAL-IDENTITY-DOMAIN BASED
NAMING SCHEME FOR INFORMATION
CENTRIC NETWORKS

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] The present application claims the benefit of U.S.
Provisional Patent Application No. 61/637,673 filed Apr. 24,
2012 by Xinwen Zhang, et al. and entitled “Naming Scheme
for Content-Oriented Network Architecture,” which is incor-
porated herein by reference as if reproduced in its entirety.

STATEMENT REGARDING FEDERALLY
SPONSORED RESEARCH OR DEVELOPMENT

[0002] Not applicable.

REFERENCE TO A MICROFICHE APPENDIX

[0003] Not applicable.

BACKGROUND

[0004] An Information Centric Network (ICN) is a type of
network architecture in which the focus is on locating and
providing information to users rather than on connecting end
hosts that exchange data. One type of ICN is a Content Ori-
ented Network (CON). Ina CON, also referred to as a Content
Centric Network (CCN), a content router is responsible for
routing user requests and content to proper recipients. In the
CON, a domain-wide unique name is assigned to each entity
that is part of a content delivery framework. The entities may
comprise data content, such as video clips or web pages,
and/or infrastructure elements, such as routers, switches, or
servers. The content router uses name prefixes, which can be
full content names or proper prefixes of content names instead
of network addresses, to route content packets within the
content network.

SUMMARY

[0005] In one embodiment, the disclosure includes a net-
work node in an ICN, comprising a receiver configured to
receive a request for content from a user, wherein the request
comprises a name, wherein the name uniquely identifies the
content associated with the name, wherein the name provides
persistently locatable routing to the content, wherein the
name provides meaning to an application, and wherein the
name comprises a security verifier, a processor coupled to the
receiver and configured to determine a next hop to which to
forward the request based on the name, and a transmitter
coupled to the processor and configured to forward the
request to the next hop.

[0006] In another embodiment, the disclosure includes a
method for retrieving content implemented in a network node
in an information centric network, comprising receiving at a
receiver an interest for content, wherein the interest com-
prises a content object name, wherein the content object name
comprises a principal, an identifier, and a domain, obtaining a
location associated with the domain, determining with a pro-
cessor a routing path to a content source from which the
content may be obtained using the location, and forwarding
with a transmitter the interest to the content source, wherein
the content object name is persistent and independent of the
location.

Oct. 24,2013

[0007] In another embodiment, the disclosure includes, a
content router in an information centric network, comprising
a receiver configured to receive an interest packet comprising
a content name, wherein the content name comprises a prin-
cipal, an identifier, and a domain, wherein the identifier pro-
vides application binding to the content, the domain provides
network binding to the content, and the principal provides
security binding to the content; a transmitter; a processor
coupled to the receiver and the transmitter; and a content store
coupled to the processor, wherein the processor is configured
to: retrieve the content from the content store based on the
principal and the identifier when the content is stored in the
content store; obtain a routing location for a content source
from which the content may be obtained from a name reso-
Iution service (NRS) based at least in part on the domain when
the content is not stored in the content store; and instruct the
transmitter to forward the interest request to the content
source based at least in part on the routing location.

[0008] These and other features will be more clearly under-
stood from the following detailed description taken in con-
junction with the accompanying drawings and claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] For a more complete understanding of this disclo-
sure, reference is now made to the following brief description,
taken in connection with the accompanying drawings and
detailed description, wherein like reference numerals repre-
sent like parts.

[0010] FIG. 1 is a schematic diagram of a naming scheme
for a content object in accordance with a disclosed embodi-
ment.

[0011] FIG. 2 is a diagram illustrating a Protocol Data Unit
(PDU) format for an interest packet according to a disclosed
embodiment.

[0012] FIG. 3 is a diagram illustrating a PDU format for a
data packet according to a disclosed embodiment.

[0013] FIG. 4 is a schematic diagram illustrating a high
level view name resolution flow according to a disclosed
embodiment.

[0014] FIG. 5 is a schematic diagram of a network for
searching and retrieving content using a naming resolution
protocol with the disclosed naming scheme in accordance
with a disclosed embodiment.

[0015] FIG. 6 is a diagram illustrating an exemplary nam-
ing relationship between an identifier and a location for a
content object in a static location resolution service in accor-
dance with a disclosed embodiment.

[0016] FIG. 7 is a diagram illustrating an exemplary nam-
ing relationship between an identifier and a location for a
content object in a dynamic location resolution service in
accordance with a disclosed embodiment.

[0017] FIG. 8 is a diagram illustrating an exemplary nam-
ing relationship between an identifier and a location for a
content object in a dynamic location resolution service using
a Cisco-based name in accordance with a disclosed embodi-
ment.

[0018] FIG. 9 is a diagram illustrating the principal that a
single object may have multiple names.

[0019] FIG. 10 is a diagram illustrating the relationships
between the object, identifiers, and principals for an object
with multiple names according to a disclosed embodiment.
[0020] FIG. 11 is a flowchart of a method for retrieving
content based on content name according to a disclosed
embodiment.
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[0021] FIG. 12 illustrates an embodiment of a network
node, which may be any device that transports and processes
data through a network.

[0022] FIG. 13 illustrates a typical, general-purpose net-
work component suitable for implementing one or more
embodiments of the components disclosed herein.

DETAILED DESCRIPTION

[0023] Itshould be understood at the outset that although an
illustrative implementation of one or more embodiments are
provided below, the disclosed systems and/or methods may
be implemented using any number of techniques, whether
currently known or in existence. The disclosure should in no
way be limited to the illustrative implementations, drawings,
and techniques illustrated below, including the exemplary
designs and implementations illustrated and described
herein, but may be modified within the scope of the appended
claims along with their full scope of equivalents.

[0024] Disclosed herein are systems, methods, and appara-
tuses for implementing a naming scheme, which may be used
in content-oriented network architecture, information-centric
network architecture, and many other Internet architectures
where communication is based on content name and content
may be cached in network routers. Collectively, these net-
works may be referred to as information-centric networks
(ICNs). Such ICNs provide unique features beyond current
IP-based Internet architectures, including high efficient con-
tent dissemination, content security, multi-path forwarding.
The content name is an important part of these ICN architec-
tures, since substantially all primitive operations may be
based on the content name. Examples of primitive operations
based on the content name may include issuing communica-
tion interests, caching content in network routers, and secu-
rity and trust.

[0025] Disclosed herein is a methodology to name content
and other network entities (e.g., devices, nodes, services, etc.)
with a P:I:D scheme, where P is a principal, | is an identifier,
and D is a domain. One feature of the disclosed naming
scheme is flexibility since the naming scheme may support
many legacy and future network naming schemes. Another
feature of the disclosed naming scheme may be persistence—
the name may be separated from location such that a location
change does not affect the name. Another feature of the dis-
closed naming scheme may be the ability to locate the con-
tent, since the content may always be locatable based on the
name itself. Yet another feature of the disclosed naming
scheme may be strong binding, e.g., the name and the content
may be strongly bounded.

[0026] The disclosed naming scheme may distinguish
between two types of names: content name and routing name.
A binding relationship between the content name and the
routing name may be established. A content name may iden-
tify a content object in a persistent way, such that the content
name may not be changeable and such that a client may
always use this name to: (1) retrieve the content from net-
work, and (2) verify the binding of the content and the name.
A routing name (or routing label) may be a network depen-
dent name, which is usually routable within the network, such
that a network node or client may reach the content using the
routing name. Usually, a routing name is the real location (or
locator) of the content in the network, or a dynamic resolution
service that points to the real location of the content. Per-
domain-based (globally or locally) naming resolution ser-
vices (NRS) may be available to map a content name to
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routing names. While per-domain NRS updates the routing
names (or labels) for the same content name, the per-domain
NRS updates may create late-binding routing behavior. A
single content name may be mapped to multiple routing
names.

[0027] Thedisclosed naming scheme may provide a unique
or relatively unique name to identify the content associated
with the name. The disclosed naming scheme may provide
that the content is always locatable for routing. The disclosed
naming scheme may be flexible and readable thereby provid-
ing meaning and flexibility to applications and services in
naming their content objects. The disclosed naming scheme
may be bindable (e.g., provide a security verifier) to enable
efficient checks to determine if the content is correctly named
in the network and may enable trust verification at the end
device (perhaps with the aid of an external trust management
mechanism (e.g., Public Key Infrastructure (PKI)). The dis-
closed naming scheme may allow for multiple domains in one
name and may support multiple NRSs at the same time. The
disclosed naming scheme may provide mobility support and
support late-binding of addresses to a PDU. Additionally, the
disclosed naming scheme may support both legacy and future
network architectures.

[0028] Some other naming schemes do not provide the
benefits provided by the disclosed naming scheme. For
example, flat (self-certified) naming schemes may not be
locatable and readable. Some hierarchical human-readable
naming schemes may not be bindable or trustable. Some
hierarchical flat naming schemes may not be readable or
trustable. Other naming schemes, such as Cisco’s naming
scheme, may not be persistently locatable and bindable.

[0029] FIG. 1 is a schematic diagram of a naming scheme
100 for a content object in accordance with a disclosed
embodiment. Naming scheme 100 shows an object 102 com-
prising a name 104. The name 104 may comprise an identifier
(1) 106, a domain (D) 108, and a principal (P) 110. A content
name 104 may be a persistent name instead of a dynamic and
network-state aware name. That is, at any time a name 104
may provide persistent information about the target object
102. Logically, a content name 104 may be in the format of
P:1:D, where P represents the principal 110, I is the identifier
106, and D is the domain 108. P may bind the object with a
complete name for security purposes and for different rela-
tionships (e.g., ownership, administration, and social rela-
tions). P 108 may be constructed by hashing the public key of
the principal or by hashing the content object 102 itself if the
content object 102 is static (e.g., unchanging over time). |
may be the identifier 106 of the content object 102 in varying
forms and may be referred by an end user, applications, and an
intermediate content router. I may be something chosen by a
publisher or network service, or any other entity that are
administrated by authorities. I may be hierarchical or flat. I
may be user-readable or non-readable, and may usually be
location independent. The relationship between I and the
content object 102 may be referred to as application-binding.
D may be the domain 108 that provides resolution from P:I to
the routing names of the object 102. For persistence purpose,
D can be in form of (1) the locator of the target object 102 if
the locator is persistent, (2) the resolution service name that
maps the content name to its real location (e.g., a routing
label) if the resolution service is persistent, (3) a resolution
service name that maps the content identifier to another reso-
Iution service name or location (e.g., a meta-domain), or (4)
any combination of the above. The relationship between D
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and the content object 102 may be referred to as network-
binding. For example, D may be the domain name of the
publisher’s domain’s gateway, service, or host that may
resolve P-1. Alternatively, D may be a domain name of a
redirection gateway, service, or host to preserve name persis-
tence or to deal with mobility or hosted services. D may be the
“fall-back” used for name-resolution if P-Iis not reachable in
the local cache or the requesting domain.

[0030] D may usually be routable (globally orlocally), such
that when an application or network node first receives an
interest with the content name, the network node may query a
NRS by routing with D and obtain the real location or locator
for the named object. In the case in which the NRS is not
static, a recursive name resolution may be performed, e.g., the
D points to a static NRS which in turn points to a dynamic
NRS which points to the location of the object 102. D may be
optional if | is routable within a given domain.

[0031] The domain concept in the disclosed naming
scheme 100 may be more general than the administration
domain in the current Internet architecture. The relationship
between a named object 102 and its domain 108 may be for
location resolution and routing purposes. The domain 110
may be the same as the administration domain of the content
object 102, or may be the same as that of a 3’7 party resolution
service provider, for which the designated domain provides
resolution services. In a more general way, the domain 108 of
a name 104 may have social-, admin-, owner-, and host-
relationships with the named object 102, which may imply
that domain 108 provides a resolution service to locate a
content object 102 with its name. A domain 108 may provide
a Domain Name System (DNS) like service that maps a
content identifier 106 to the location of the object 102 or the
resolution service. In contrast to current Internet centralized
DNS, a domain-based resolution may be more general and
may be provided in a distributed manner. Furthermore, the
meta-domain of a content object 102 may be a personal pro-
file, e.g., in social network service, an enterprise directory
service, a cloud service provider, or aweb hosting service. For
example, to support the example of a dynamic location reso-
Iution service as depicted in FIG. 8 using a Cisco®-based
name, the domain 108 part of the content name 104 may
simply be the service name or location of the lookup database,
which may be more persistent than the mapping of a content
identifier 106 to location. Note that when using a Cisco®-
based name, the lookup database may be assumed to be static
and pre-known by the network, which may not be realistic and
flexible enough.

[0032] Instead of a very specific format of routing names,
the naming scheme 100 may support variant routable names
(or routing labels), e.g., a network address or a locator. For a
content name P:1:D, the D may resolve P:I to one or many
routing labels. An application or a network router may choose
one routing label to reach the content or choose more routing
labels for multicast. A routing label for a content object 102
may be dynamic and may be changed from domain to
domain. For example, a single domain may by default set a
gateway routing label to all the clients it is serving. The
gateway may then replace routing label with some other label.
In this manner, the routing label may allow policy-based
intra/inter-domain routing, late binding for mobility, and
delay-tolerant content routing.

[0033] In general, with a content name P:I:D, a network
node (e.g., an access router) may first route to a naming
resolution service (NRS) with D. With the input of P:I, the
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NRS may return the routing label of the content object 102,
e.g.,alocation oralocator. In some cases, the NRS may return
the name of another NRS, with which the network node can
retrieve the routing label of the target content. Upon receiving
this, the network node may insert this label in the head of the
interest packet. The network may then use this routing label to
reach the next hop, to retrieve the named content by using P:1
at each hop, and to forward data back to the requester. Oth-
erwise, in a framework where a separate locator address space
is not managed, a per-hop forwarding may also be adopted
where the content router attempts to resolve the content name
Tlocally in the content router’s cache and, if unresolvable, the
content router may use I:D or just D to route to domain D. In
the latter case, once D is reached, the request I:D may be used
to route to location(s) of the content object 102.

[0034] Logically, a data PDU may be of the form <P:I:D,
<Routing Label>, C, Sign_P(I:D,C), Metadata>, where C is
the content payload, Sign_P is a signature generated from the
private key corresponding to P on C and persistent content
name, and the metadata may include other meta attribute
information. With this hybrid naming approach, the naming
scheme 100 may achieve the benefits of both pure self-certi-
fied names and hierarchical names. Specifically, similar to a
hierarchical human-readable name, the P:I part of the name
scheme 100 may be globally unique and readable (if needed).
With D, the name scheme 100 may be persistently locatable
without a real location of the content object 102 in the name
104. With the P part, the name scheme 100 may achieve
strong binding between content and the content’s name for
security and data integrity. Note that trust management may
be built on some external mechanism out of the naming
scheme 100.

[0035] As compared with other naming schemes, the nam-
ing scheme 100 may provide several benefits. P:1:D may have
better a persistence property since P:I:D separates routing
labels from content names. However, in some other naming
schemes, a content ID may include both routing labels and an
identifier. Thus, in these other naming schemes, when the
routing label of a content is changed (e.g., the host service is
changed, or a new host service is added), the content ID may
need to be changed. However, changing the content 1D
destroys the name persistency. Additionally, P:1:D may have
stronger security binding of the name and content via the
principal field 110 than is provided by some other naming
schemes.

[0036] Inaspecial case, the D ofa content name P:1:D may
also serve as a routing label. Based on the context the D may
serve dual purposes as a resolution/redirection point or as a
routing label (e.g., D could directly resolve to a container
(server)). This may avoid one round-trip time (RTT) to obtain
the Routing Labels of the content name.

[0037] It should be noted that for purposes of this disclo-
sure, the focus is substantially on the logical semantics of
fields in a naming scheme 100. However, in different embodi-
ments, variant formats of P:1:D may be options. For example,
I:D may be in a single component which may act as a resolv-
able identifier.

[0038] FIG. 2 is a diagram illustrating a PDU format for an
interest packet 200 according to a disclosed embodiment. The
PDU formatted interest packet 200 may comprise a message
type field 202, a forwarding mode field 204, a source-object
name field 206, a destination-object name field 208, a source-
routing label field 210, a destination-routing label field 212, a
checksum field 214, atime to live (TTL) field 216, a signature
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field 218, a nonce field 220, a meta data array field 222, and a
payload field 224. The source-object name field 206 and the
destination-object name field 208 may be persistent fields.
The source-routing label field 210 and the destination-routing
label field 212 may be mutable fields.

[0039] The message type 202 may comprise one or more
bits or a flag to indicate that the interest packet 200 is an
interest data packet. The forwarding mode field 204 may
indicate the type of forwarding to be applied to the interest
packet 200 by a content router. The source-object name 206
may be the name of the source-object using a P:I:D naming
scheme such as naming scheme 100. The destination-object
name field 208 may provide a destination-object name in the
P:I:D naming scheme format such as naming scheme 100.
The source-object content name 206 and the source-routing
label 210 may support dual mode forwarding. Initially, when
there is no destination routing label field 212 set, the destina-
tion routing label field 212 may be the same as the destination
content object name’s D (e.g., domain). After the routing
label is resolved, the response to the first interest may be the
actual routing label.

[0040] The checksum field 214 may provide a fixed-size
datum computed from an arbitrary block of data for the pur-
pose of detecting accidental errors that may have been intro-
duced during the data packet’s 200 transmission or storage.
The TTL field 216 may provide a time limit that limits the
lifespan or lifetime of the interest packet 200 in a network or
router. The signature field 218 field may provide security and
limit forgery of the interest packet 200. The nonce field 220
may comprise a random or pseudo-random number issued as
part of an authentication protocol. The meta data array field
222 may comprise descriptive information about the content
in the payload field 224. The meta data array field 222 may
comprise a device type 226, a location based service (LBS)
228, a selector 230, and other meta data 232. The device type
226, the location based service (LBS) 228, and the selector
230 are examples of meta data that may be contained within
the meta data array field 222. The payload field 224 may
comprise the content of the interest packet 200.

[0041] FIG. 3 is a diagram illustrating a PDU format for a
data packet 300 according to a disclosed embodiment. The
data packet 300 may comprise a message type field 302, a
forwarding mode field 304 a source-object name field 306, a
destination-object name field 308, a source-routing label field
310, a destination-routing label field 312, a checksum field
314, a TTL field 316, a signature field 318, a meta data array
field 320, and a payload field 322. The message type field 302
may comprise one or more bits or a flag to indicate that the
data packet 300 is a data packet (as opposed to an interest
packet). The forwarding mode field 304, the source-object
name field 306, the destination-object name field 308, the
source-routing label field 310, the destination-routing label
field 312, the checksum field 314, the TTL field 316, the
signature field 318, the meta data array field 320, and the
payload field 322 may be substantially similar to the corre-
sponding fields for interest packet 200 depicted in FIG. 2. The
meta data array 320 may comprise a device type 324, an LBS
326, a selector 328, and other meta data 330. The device type
324, the LBS 326, the selector 328, and the other meta data
330 may provide substantially similar information as that of
the device type 226, the location based service (LBS) 228, the
selector 230, and the other meta data 232 depicted in FIG. 2.
[0042] With a content name of P:I:D, in an embodiment,
only I and P may be used for content store (CS) and pending
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interest table (PIT) operation (in the context of CCN) since
P:1 provides global uniqueness of the content (e.g., to index
the cached content and pending interest). This may provide
location independency in data storage and forwarding.
[0043] According to content dissemination, the content
may be cached at an intermediate node along the forwarding
path. When a content request is received by a node with the
same named content in the cache, the node (e.g., router) may
use the I:P as the index to retrieve the content from local
content store. For content store (CS) and pending interest
table (PIT), two content objects with the same I and P are
considered as the same and thus, only one may be cached at
any time.

[0044] The P:I:D naming scheme may lend itself to allow-
ing consuming and producing applications to choose naming
semantic that meet their requirements in terms of reliability,
security, and/or performance metrics. The naming format
follows a P:I:D format, where I identifies the named entity
with a local or global scope, D may be the authority which
may resolve the entity’s location(s), and P may securely bind
the content object to 1. For content routing, I:D may be the
relevant portion. As I may be a hierarchical name or a flat
name, several options for content routing are possible. In one
case, separate ICN domains may be built that may be opti-
mized to deal with either flat names or hierarchical names.
Here, the name-resolution service may allow the requestto be
directed to the appropriate domain criterion determined by
the publisher, the consumer, or based on certain routing poli-
cies. In another case, a content routing domain may be built
where the name-resolution infrastructure may be enabled to
deal with both flat names and hierarchical names. In this case,
irrespective of the type of naming, a separate locator space
may exist to resolve the content name to its location(s).
[0045] FIG. 4 is a schematic diagram illustrating a high
level view name resolution flow 400 according to a disclosed
embodiment. The flow 400 shows a high level view of the
different components leading from human readable names
used by applications to names that would be used by net-
work’s name resolution layer to conduct content routing. The
name resolution flow 400 may proceed with a user 402 pro-
viding a human readable name 408 to an application 404. The
application 404 may provide the human readable name 408 to
a name mapping service 410 which may map the human
readable name to an I: D:P format and return the mapped name
412 to the application 404. The application 404 may then
provide the mapped name 412 to the name resolution service
layer 406. The name resolution service layer 406 may provide
the mapped name to one of name resolution service-1 420 in
domain-1 414, to a name resolution service-2 422 in
domain-2 416 and to the name resolution service-3 424 in
domain-3 418 depending on the name type (e.g., flat name
426, hierarchical name 428, or hybrid name 430).

[0046] The name mapping service 410 in FIG. 4 may be a
directory lookup service or a search service that the applica-
tion may use to map the human readable name (correlated to
1 if it is human readable) to a content plane name(s) of the
objects in the network. The name mapping service 410 may
be a distributed service that leverages the content routing
plane to respond to user queries for specific content. As dis-
cussed above different name resolution services 420, 422,
424 may be applied based on the I: D type (e.g., flat name 426,
hierarchical name 428, and hybrid name 430).

[0047] Ifthe combination of I:D is hierarchical, the content
routing may follow a resolution mechanism similar to CCN.
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To resolve an interest, either I itself may be routable if it is
globally unique, or the combination of : D may be routable. In
the latter case, I:D may be interpretable by the name resolu-
tion service-2 422 handling hierarchical names 428. Such
ICN domains may leverage a longest prefix match to take
advantage of name-prefix aggregation thereby mitigating the
routing scalability issue.

[0048] If1is flat, then the resolution through D may return
a routing label(s), which may be appended to the interest
packet for intra- and inter-domain name based routing on a
fast path. Alternatively, the name resolution may be handled
by the global name resolution infrastructure through inter-
domain cooperation on a slow path.

[0049] There may be several considerations for dynamic
name based routing. Based on the particular naming construct
(e.g., hierarchical vs. flat vs. hybrid), each of these consider-
ations may achieve the same objectives, respectively, using
different mechanisms.

[0050] FIG. 5is a schematic diagram of a network 500 for
searching and retrieving content using a naming resolution
protocol with the disclosed naming scheme in accordance
with a disclosed embodiment. Network 500 may comprise a
content search/directory service 502, a user device 504, a
name resolution service (NRS) 506, a plurality of content
routers 508, 510,512, 514, 516, 518, and a content publisher/
owner device 520. Content publisher/owner 520 may be
mobile and may change locations.

[0051] To retrieve content, the user device 504 may query
the content search/directory services 502 to retrieve a content
name. The content name may be in the form of P:1:D. The user
device 504 may then transmit an interest PDU (I_PDU) with
the content name (in P:1:D format) to the content server 508.
The particular order of the P:I:D in the PDU may vary
depending on implementation. For example, the order may be
P:1:D, P:D:1, I. P:D, I D:P, D:I:P, and D:P:1. The content router
508 may check the content store within the content router 508
to determine whether the content associated with the content
name is cached in the content store. The content router 508
may use only the P and I of the content name in order to
determine whether the content is cached within the content
store of the content router 508. If the content associated with
the content name is stored in the content store in the content
router 508, then the content router 508 may return a PDU with
the requested content to the user device 504 without forward-
ing the I_PDU to the content publisher/owner 520. If the
content is not stored in the content store of the content router
508, the content router 508 may route the I_PDU with the D
to the NRS 506 via content router 514. The NRS 506 may
return the content location information to the content router
508. The content router 508 may augment the I_PDU with the
location and forward the I_PDU along path 530 via content
routers 512, 518 to content publisher/owner 520 to retrieve
the content. Once the content router 508 receives the content
from the content publisher/owner 520, the content router 508
may cache the content with the P and I in the content store of
the content router 508. The content router 508 may then
forward the content to the user device 504.

[0052] Ifthe content is stored in the content store of either
of content routers 512, 518, that content router 512, 518 may
retrieve the content from its content store and provide the
content to the content router 508 without forwarding the
1_PDU to the content publisher/owner 520. The content
router 508 may then cache the content in its content store and
forward the content to the user device 504.
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[0053] Ifthe content publisher/owner 520 moves, the NRS
506 may be updated with the new location information for the
content publisher/owner 520. If the NRS 506 receives an
I _PDU with D from the content router 508 after the content
publisher/owner 520 has moved, the NRS 506 may return a
different location to the content router 508. The content router
508 may then augment the I_PDU with the new location
information and may forward the I_PDU to the content pub-
lisher/owner 520 via a new path 540 via content routers 510,
516 to retrieve the content from the content publisher/owner
520.

[0054] Each content router 508, 510, 512, 514, 516, 518
through which the content retrieved from the content pub-
lisher/owner 520 passes may cache the content in its own
content store. This may enable future requests for the content
to be satisfied without forwarding the interest to the content
publisher/owner 520, thereby reducing traffic in the network
500.

[0055] Network 500 may comprise other network devices,
nodes, routers, and servers other than those depicted in FIG.
5. For example, the network 500 may comprise other content
routers other than those depicted in FIG. 5. Additionally, the
network 500 may comprise other routers and switches that do
not cache content. The components of network 500 may be
connected via wired and/or wireless communication paths
and may be arranged as shown in FIG. 5.

[0056] FIG. 6 is a diagram illustrating an exemplary nam-
ing relationship 600 between an identifier and a location for a
content object in a static location resolution service in accor-
dance with a disclosed embodiment. The naming relationship
600 may comprise associating an identifier 602 with a reso-
Iution domain 604 which may be associated with a location
606. As an example of a static location resolution service,
suppose Abel.iPhone has an associated family service plan
with Top/ATT.US, which may be the resolution domain 604.
Assume ATT runs a location lookup service with name Top/
ATT.US/HLR, which is the home location registration ser-
vice that maps a phone identifier 602 to the current access
point (e.g., location) 604 in the ATT.US network. Upon acti-
vation, Abel (or ATT on behalf of Abel) may register Abel’s
iPhone with identifier Top/Abel.family/Abel.iPhone in Top/
ATT.US/HLR. Some other information (e.g., the phone num-
ber, home address, etc.) may be included as the input of the
registration. In an embodiment, the content name of Abel’s
iPhone is “Top/Abel.family/Abel.iPhone : Top/ATT.US/HLR
: Hash(phone_number)”, where Hash(phone_numer) may be
the hash of the phone number assigned by ATT.US for this
iPhone. Optionally, this part may be the hash of the public key
of Abel (if available).

[0057] Whenever Abel’s iPhone attaches to AT&T access
network, the point of attachment (PoA) may register the cur-
rent location of the iPhone, e.g., Top/ ATT.US/LTE/SF-GW-1,
to Top/ATT.US/HLR. The PoA may also register the Hash
(phone_number) from the device. When Alice, Abel’s family
friend, wants to communicate with (or get content from)
Abel.iPhone with an application, the application may use the
complete name of Abel’s iPhone (P:I:D). A router (or access
point, or a related network service) may obtain the domain of
the named object (e.g., Top/ ATT.US/HLR), which is routable.
The router may then retrieve the current location of Abel’s
iPhone from the domain (e.g., Top/ATT.US/LTE/SF-GW-1),
and then the router may put the location information in the
PDU head (e.g., interest in CCN), and may begin the com-
munication. Whenever an intermediate router finds a matched
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cache in its local content store with the identifier of “Top/
Abel.family/Abel.iPhone”, the intermediate router may sim-
ply return the content without retrieving the content from the
real device.

[0058] FIG. 7 is a diagram illustrating an exemplary nam-
ing relationship 700 between an identifier and a location for a
content object in a dynamic location resolution service in
accordance with a disclosed embodiment. The naming rela-
tionship 700 may comprise associating an identifier 702 with
a meta-resolution domain 704 which may be associated with
a resolution domain 706 which may be associated with a
location 708. In this example, Abel’s iPhone is owned by
Huawei/Innovation-center in Santa Clara, Calif.,, USA,
(Abel’s employer) and is used for Abel’s work. An identifier
702 may be statically assigned from the enterprise ownership
domain, e.g., Top/Huawei/Innovation-center/Abel.iPhone,
which may be a unique identifier within Huawei. Since Abel
travels a lot globally, Abel’s device may attach to different
wireless operators, e.g., Top/ATT.US and Top/Vodafone.EU.
Therefore, the location resolution service of Abel’s iPhone
may not be static. Suppose Huawei runs a resolution service
(e.g., meta-resolution domain 704) with name Top/Huawei/
HLR, which may record the real resolution service name to
retrieve the current location of the device. That is, it is the
static domain of content name. Therefore, the complete name
of Abel.iPhone is “Top/Huawei/Innovation-center/ Abel.iP-
hone : Top/Huawei/HLR : Hash(Pbk_Huawei)”, where Pbk_
Huawei is the public key of Huawei (or the Innovation-cen-
ter). When Abel.iPhone attaches to the ATT access network,
the point of attachment (PoA) registers the current location of
the iPhone, e.g., Top/ATT.US/LTE/SF-GW-1, to Top/ATT.
US/HLR, which in turn, registers itself to Top/Huawei/HLR,
which may be obtained from the device’s name.

[0059] When Alice, Abel’s colleague, wants to communi-
cate with (or get content from) Abel.iPhone with an applica-
tion, the application may use the complete name of Abel’s
iPhone (P:1:D). A router (or access point, or a related network
service) may obtain the domain information of the named
object, e.g., Top/Huawei/HLR, from the name. The router
may then query Top/Huawei/HLR to obtain the current reso-
Iution service of the device, e.g., Top/ATT.US/HLR. The
router may then query Top/ATT.US/HRL with the identifier
Top/Huawei/Innovation-center/Abel.iPhone, which may
return the location of the device (e.g., Top/ATT.US/LTE/SF-
GW-1). The PoA may put the location information in the PDU
head (e.g., interest in CCN) and may begin the communica-
tion.

[0060] Whenever an intermediate router finds a matched
cache in a local content store with the identifier of “Top/
Huawei/Innovation-center/Abel.iPhone”, the intermediate
router may simply return the content form the local content
store without retrieving the content form the real device. Inan
embodiment, Top/ATT.US/LTE/SF-GW-1 may directly reg-
ister the location of Abel.iPhone to Top/Huawei/HL.R. How-
ever, in general, Top/ATT.US/HLR may have a better trust
relationship with Top/Huawei/HLR for updating the location
of the device.

[0061] FIG. 8 is a diagram illustrating an exemplary nam-
ing relationship 800 between an identifier and a location for a
content object in a dynamic location resolution service using
a Cisco®-based name in accordance with a disclosed
embodiment. The naming relationship 800 may comprise
associating an identifier 802 with a meta-resolution domain
804 which may be associated with a resolution domain 806

Oct. 24,2013

which may be associated with a location 808. In this example,
Jeff runs a small business, Goldberg.com, and buys hosting
from CloudHost Inc. CloudHost is an international hosting
company which has four datacenters spread across the world.
CloudHost may advertise the same routing label, cloudhost.
inc_I_glbl, from different hosting application services into
the global Internet. CloudHost may provide Jeff with routing
labels for the server(s) hosting Jeff’s content. The server(s)
hosting Jeff’s content may act as a name-location resolution
service. Jeff may add an entry into the lookup database in
global-host.com: goldberg.com->{cloudhostinc_I_
clust44icloudhost.inc_L,_glbl}. Jeff’s Content-ID labels may
now reference his own entry ID :={goldberg.com/sales/con-
tact.htmlgoldberg.com}, which may be the content identifier
in naming scheme. Later, Jeff may add Level-4 as a second
hosting provider, which may provide Jeff with new routing
labels. Jeft may update his entry in the lookup database in
global-host.com: goldberg.com->{cloudhost.inc_L_clustl,
leveld.cdn_srvrlileveld.cdn_srvclusticloudhost.inc_[._glbl,
level4.cdn}. The persistent name of Jeff’s content is “gold-
berg.com : global-host.com : Hash(PbK_Jeff)”, where glo-
bal-host.com is a domain name that provides the lookup data-
base, which may be globally routable and which may provide
locator resolution service for goldberg.com, and PbK_Jeft'is
the public key of Jeff.

[0062] To locate any content with prefix of goldberg.com, a
network node may query global-host.com to obtain the loca-
tor information of the content identifier (ID) (e.g., goldberg.
com), which may return the real host service name of {cloud-
host.inc_I_clustl, leveld.cdn_srvrlllevel4.cdn_
srvclusticloudhost.inc_I_glbl, leveld.cdn}. After this, the
network node may choose one of them according its local
policy. The network node may resolve the real location of the
content with prefix goldberg.com, may put the result in the
PDU head, and may begin the communication. Whenever an
intermediate router finds matched cache in a local content
store with the identifier prefix of “goldberg.com”, the inter-
mediate router may simply return the content without retriev-
ing the content from the server that hosts the content. One
advantage of this naming scheme is that, whenever Jeff
changes or update his host service for goldberg.com, the
resolution records in global-host.com are updated. Thus, the
name may always be persistent for end users and applications.

[0063] As discussed above, one content object may have
several names. Different names may be assigned from differ-
ent domains and may be severed for different purposes. Logi-
cally, for a single object (e.g., a content, a device, an applica-
tion, a service, a network nodes, or a human-being), the object
may have multiple identifiers. For example, a mobile device
may have identifier of the International Mobile Station Equip-
ment Identity (IMEI), a phone number, an IP address, a
human readable name (e.g., Alice’s iPhone), and an organi-
zational device id (e.g., if the device belongs to a company).
User generated content may have a user chosen 1D, a uniform
resource locator (URL), and a tinyURL. All these identifiers
may have a single principal. Therefore, the name of the object

identifier, D is a domain that provides name resolution ser-
vice, and P is the principal.

[0064] FIG. 9 is a diagram illustrating the principal that a
single object 902 may have multiple names 904. The name
904 may comprise anidentifier (I) 906, a domain (D) 908, and
a principal (P) 910. The 1906 may provide application bind-
ing to the object 902. The domain 908 may provide network
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binding to the object 902, and the principal may provide
security binding to the object 902. The 1906 may comprise
any one of three identifiers—user chosen ID 912, URL 914,
and tinyURL 916. Thus, for example, as the FIG. 9 shows, a
content owner may name the data with several identifiers,
including user-chosen names 912, a complete URL 914, and
a tinyURL 916. All these identifiers 912, 914, 916 may cor-
respond to a single principal 910, and a single locator (e.g.,
domain 908), which may resolve the location of the content.

[0065] In a very general case, each identifier may be asso-
ciated with different principals, and multiple locators may be
used for a single content object, e.g., for load balance and
duplication. For example, Abel’s iPhone may have different
public keys for different names it may use for different net-
work services (e.g., one for Abel’s personal use and another
from the enterprise). Therefore, the relationships between the
object, identifiers, and principals may be illustrated as shown
in FIG. 10. Object 1002 may be associated with three differ-
ent names 1004, 1006, 1008. Name 1 1004 may comprise an
identifier 1010, a domain 1012, and a principal 1014. Name 2
1006 may comprise an identifier 1016, a domain 1018, and a
principal 1020. Name 3 1008 may comprise an identifier
1022, a domain 1024, and a principal 1026. Each identifier
1010, 1016, 1022 may be different, each domain 1012, 1018,
1024 may be different, and each principal 1014, 1020, 1026
may be different. Since an object 1002 may have many per-
sistent domains 1012,1018,1024 (e.g., content may be stored
at different host services or CDNs) and one object 1002 may
also have many 1Ds 1010, 1016, 1022 in this generic schema,
both domain 1012, 1018, 1024 and identifier 1010, 1016,
1022 may be a multi-element set. Content routers and con-
sumers may select varying elements for content routing and
forwarding (based on local-defined policy).

[0066] It may be noted that there may be mapping relation-
ships between multiple names of a single object. For example,
an object may have a hierarchical identifier within its local
domain owned by an enterprise, but may have a flat identifier
(hash of its content) with a distributed hash table (DHT)
service. There may be a mapping service to link these two
names towards the same object. In general, the mapping func-
tion between different names of a single object may be used to
build flexible relationships between names. For example, an
identifier may be derived from another identifier, which may
form nested or tunneled names. A principal may be signed by
another principal in order, for example, to build a trust rela-
tionship between different principals, such as for ownership,
administration, and social relationships. A domain name may
point to another domain name for the same object.

[0067] Asanexample of multiple names for a single object,
consider the situation in which Alice at Huawei/Innovation-
center generates a technical report about routing. The techni-
cal report about routing may be named as (Huawei/Innova-
tion-center/ Alice-CONA-routing-solution, Huawei/
PrivatePage, Hash(Pbk_Alice)), where Huawei/PrivatePage
is a directory service name that may locate the object identi-
fied by Huawei/Innovation-center/Alice-CONA-routing-so-
Iution. This name may only be meaningful within the Huawei
domain since Alice’s public key is not publically available to
entities outside of the Huawei domain and since Huawei/
PrivatePage may only be available for private access. That is,
this name is a private name. When the same content is made
public to the Internet, its name may be (Huawei/Innovation-
center/CONA-TR-2012-01, Huawei/PublicPage, Hash(Pbk_
Huawei)), where the identifier, and domain, and the principal
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are different from its private copy, although they may have the
same content payload. Huawei/PublicPage is the domain that
may resolve the identifier to a real location ofthe content, e.g.,
a public URL or the Institute of Electrical and Electronics
Engineers (IEEE) Digital Object Identifier (DOI) object
name. That is, this is the public name of the object. There may
be a mapping between the public and private names of the
object, e.g., the principal of the public name (Pbk_Huawei)
may sign the publickey (Pbk_Alice) of the private name, such
that an end user may derive the trust of the target object.
[0068] The disclosed naming scheme design and imple-
mentation may be independent from the trust management
infrastructure. The trust of a content object may be derived
from the trust of the principal, e.g., the public key of the
principal. Either network nodes or end users may verify the
trust of a content object according to different security
requirements.

[0069] Similar to CCN and NDN, the public key of a prin-
cipal may be a regular ICN data, which may also have a the
name in the form of P:I:D. For a public key name, the I may
be some domain- or realm-based name, D may be the name (if
static) of the certificate directory service of a certificate
authority (CA) or a domain that resolves the location of a
public key certificate, and the P may be the hash of the CA’s
public key.

[0070] FIG. 11 is a flowchart of a method 1100 for retriev-
ing content based on content name according to a disclosed
embodiment. The method 1100 may begin at block 1102,
where the content router 508 may receive an I_PDU with the
name of the requested content object in the P:I:D format. At
block 1104, the content router 508 may check its content store
for the content object based on the P and the I. At block 1106,
the content router 508 may determine whether the content
object is stored in the content store. If, at block 1106, the
content is found in the content router’s 508 content store, the
method 1100 may proceed to block 1108 where the content
router 508 may retrieve the content from the content store and
then proceed to block 1118. If; at block 1106, the content is
not found in the content router’s 508 content store, the
method 1100 may proceed to block 1110 where the content
router 508 may route the I_PDU with the D to the NRS 506.
Atblock 1112, the content router 508 may receive the content
location or another NRS from the NRS 506. At block 1113, if
the content router 508 receives another NRS rather than a
content location, then the method 1100 may proceed to block
1110. Otherwise, at block 1113, if the content router 508
receives the content location from the NRS 506, then the
method 1100 may proceed to block 1114. At block 1114, the
content router 508 may augment the I_PDU with the location
received from the NRS 506 or another NRS. At block 1116,
the content router 508 may retrieve the content from the
content publisher/owner 520 using augmented 1_PDU to
route the interest to the content publisher/owner 520. Atblock
1118, the content router may transmit the requested content to
the requesting user device 504, after which, the method 500
may end.

[0071] FIG. 12 illustrates an embodiment of a network
node 1200, which may be any device that transports and
processes data through a network. For instance, the network
node 1200 may be a content router or any node or router in the
network 500 and schemes described above. The network node
1200 may be configured to implement or support the adaptive
forwarding strategies described above. The network node
1200 may comprise one or more ingress ports or faces 1210
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coupled to a receiver (Rx) 1212 for receiving signals and
frames/data from other network components. The network
node 1200 may comprise a content aware unit 1220 to deter-
mine which network components to send content to. The
content aware unit 1220 may be implemented using hard-
ware, software, or both. The network unit 1200 may also
comprise one or more egress ports or faces 1230 coupled to a
transmitter (Tx) 1232 for transmitting signals and frames/
data to the other network components. The receiver 1212,
content aware unit 1220, and transmitter 1232 may also be
configured to implement at least some of the disclosed meth-
ods, which may be based on hardware, software, or both. The
components of the network node 1200 may be arranged as
shown in FIG. 12.

[0072] The content aware unit 1220 may also comprise a
programmable content forwarding plane block 1228 and one
or more storage blocks 1222 that may be coupled to the
programmable content forwarding plane block 1228. The
programmable content forwarding plane block 1228 may be
configured to implement content forwarding and processing
functions, such as at an application layer or layer 3 (L3) in the
Open Systems Interconnection (OSI) model, where the con-
tent may be forwarded based on content name or prefix and
possibly other content related information that maps the con-
tent to network traffic. Such mapping information may be
maintained in a content table at the content aware unit 1220 or
the network unit 1200. The programmable content forward-
ing plane block 1228 may interpret user requests for content
and accordingly fetch content, e.g., based on metadata and/or
content name, from the network or other content routers and
may store the content, e.g., temporarily, in the storage blocks
1222. The programmable content forwarding plane block
1228 may then forward the cached content to the user. The
programmable content forwarding plane block 1228 may be
implemented using software, hardware, or both and may
operate above the IP layer or layer 2 (I.2) in the OSi model.
The storage blocks 1222 may comprise a cache 1224 for
temporarily storing content, such as content that is requested
by a subscriber. Additionally, the storage blocks 1222 may
comprise a long-term storage 1226 for storing content rela-
tively longer, such as content submitted by a publisher. For
instance, the cache 1224 and the long-term storage 1226 may
include Dynamic random-access memories (DRAMs), solid-
state drives (SSDs), hard disks, or combinations thereof.

[0073] The network components described above may be
implemented on any general-purpose network component,
such as a computer or network component with sufficient
processing power, memory resources, and network through-
put capability to handle the necessary workload placed upon
it. FIG. 13 illustrates a typical, general-purpose network com-
ponent 1300 suitable for implementing one or more embodi-
ments of the components disclosed herein. For example, the
network component 1300 may be implemented as the NRS
506, the content publisher/owner 520, the user device 504,
and/or the content search/directory service 502 depicted in
FIG. 5. The network component 1300 includes a processor
1302 (which may be referred to as a central processor unit or
CPU) that is in communication with memory devices includ-
ing secondary storage 1304, read only memory (ROM) 1306,
random access memory (RAM) 1308, input/output (I/O)
devices 1310, and network connectivity devices 1312. The
processor 1302 may be implemented as one or more CPU
chips, or may be part of one or more application specific
integrated circuits (ASICs).
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[0074] The secondary storage 1304 is typically comprised
of one or more disk drives or tape drives and is used for
non-volatile storage of data and as an over-flow data storage
device if RAM 1308 is not large enough to hold all working
data. Secondary storage 1304 may be used to store programs
that are loaded into RAM 1308 when such programs are
selected for execution. The ROM 1306 is used to store
instructions and perhaps data that are read during program
execution. ROM 1306 is a non-volatile memory device that
typically has a small memory capacity relative to the larger
memory capacity of secondary storage 1304. The RAM 1308
is used to store volatile data and perhaps to store instructions.
Access to both ROM 1306 and RAM 1308 is typically faster
than to secondary storage 1304.

[0075] Atleastone embodimentis disclosed and variations,
combinations, and/or modifications of the embodiment(s)
and/or features of the embodiment(s) made by a person hav-
ing ordinary skill in the art are within the scope of the disclo-
sure. Alternative embodiments that result from combining,
integrating, and/or omitting features of the embodiment(s)
are also within the scope of the disclosure. Where numerical
ranges or limitations are expressly stated, such express ranges
or limitations should be understood to include iterative ranges
or limitations of like magnitude falling within the expressly
stated ranges or limitations (e.g., from about 1 to about 10
includes, 2, 3, 4, etc.; greater than 0.10 includes 0.11, 0.12,
0.13, etc.). For example, whenever a numerical range with a
lower limit, R,, and an upper limit, R, is disclosed, any
number falling within the range is specifically disclosed. In
particular, the following numbers within the range are spe-
cifically disclosed: R=R+k*(R,~R,), wherein k is a variable
ranging from 1 percent to 100 percent with a 1 percent incre-
ment, i.e., k is 1 percent, 2 percent, 3 percent, 4 percent, 7
percent, . . ., 70 percent, 71 percent, 72 percent, . . ., 97
percent, 96 percent, 97 percent, 98 percent, 99 percent, or 100
percent. Moreover, any numerical range defined by two R
numbers as defined in the above is also specifically disclosed.
The use of the term about means+10% of the subsequent
number, unless otherwise stated. Use of the term “optionally™
with respect to any element of a claim means that the element
is required, or alternatively, the element is not required, both
alternatives being within the scope of the claim. Use of
broader terms such as comprises, includes, and having should
be understood to provide support for narrower terms such as
consisting of, consisting essentially of, and comprised sub-
stantially of. Accordingly, the scope of protection is not lim-
ited by the description set out above but is defined by the
claims that follow, that scope including all equivalents of the
subject matter of the claims. Each and every claim is incor-
porated as further disclosure into the specification and the
claims are embodiment(s) of the present disclosure. The dis-
cussion of a reference in the disclosure is not an admission
that it is prior art, especially any reference that has a publica-
tion date after the priority date of this application. The dis-
closure of all patents, patent applications, and publications
cited in the disclosure are hereby incorporated by reference,
to the extent that they provide exemplary, procedural, or other
details supplementary to the disclosure.

[0076] While several embodiments have been provided in
the present disclosure, it should be understood that the dis-
closed systems and methods might be embodied in many
other specific forms without departing from the spirit or scope
of the present disclosure. The present examples are to be
considered as illustrative and not restrictive, and the intention
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is not to be limited to the details given herein. For example,
the various elements or components may be combined or
integrated in another system or certain features may be omit-
ted, or not implemented.

[0077] In addition, techniques, systems, subsystems, and
methods described and illustrated in the various embodi-
ments as discrete or separate may be combined or integrated
with other systems, modules, techniques, or methods without
departing from the scope of the present disclosure. Other
items shown or discussed as coupled or directly coupled or
communicating with each other may be indirectly coupled or
communicating through some interface, device, or interme-
diate component whether electrically, mechanically, or oth-
erwise. Other examples of changes, substitutions, and alter-
ations are ascertainable by one skilled in the art and could be
made without departing from the spirit and scope disclosed
herein.

What is claimed is:

1. A network node in an information centric network
(ICN), comprising:

a receiver configured to receive a request for content from

a user, wherein the request comprises a name, wherein
the name uniquely identifies the content associated with
the name, wherein the name provides persistently locat-
able routing to the content, wherein the name provides
meaning to an application, and wherein the name com-
prises a security verifier;

aprocessor coupled to the receiver and configured to deter-

mine a next hop to which to forward the request based on
the name; and

a transmitter coupled to the processor and configured to

forward the request to the next hop.

2. The network node of claim 1, further comprising a
content store configured to store the content objects, wherein
each content object is associated with at least one name.

3. The network node of claim 2, wherein the processor is
further configured to retrieve the content from the content
store based on the name when the content is stored in the
content store and to instruct the transmitter to transmit a reply
to the user, and wherein the reply comprises the content.

4. The network node of claim 1, wherein the name com-
prises an identifier, a domain, and a principal, wherein the
identifier identifies the object, wherein the domain provides
resolution from the identifier to alocation of the content in the
ICN, and wherein the principal binds the object with the name
for security.

5. The network node of claim 4, wherein the identifier
comprises a hierarchical name or a flat name.

6. The network node of claim 4, wherein the identifier is
location-independent.

7. The network node of claim 4, wherein the processor is
further configured to map the name to a resolution service that
provides a location in which the content is located.

8. The network node of claim 1, wherein the name supports
late binding of an address to a protocol data unit (PDU).

9. The network node of claim 1, wherein the content is
associated with multiple names.

10. A method for retrieving content implemented in a net-
work node in an information centric network, comprising:
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receiving at a receiver an interest for content, wherein the
interest comprises a content object name, wherein the
content object name comprises a principal, an identifier,
and a domain;

obtaining a location associated with the domain;

determining with a processor a routing path to a content

source from which the content may be obtained using
the location; and

forwarding with a transmitter the interest to the content

source,

wherein the content object name is persistent and indepen-

dent of the location.

11. The method of claim 10, further comprising retrieving
with the processor the content from a content store in the
network node based on the principal and the identifier.

12. The method of claim 10, wherein the location is
retrieved from a name resolution service (NRS) based in part
on the domain.

13. The method of claim 10, wherein the content is obtain-
able from multiple content sources.

14. The method of claim 10, wherein the content name
comprises multiple domains.

15. The method of claim 10, wherein the content name
supports late binding of the address to a protocol data unit
(PDU).

16. A content router in an information centric network,
comprising:

a receiver configured to receive an interest packet compris-

ing a content name, wherein the content name comprises
a principal, an identifier, and a domain, wherein the
identifier provides application binding to the content, the
domain provides network binding to the content, and the
principal provides security binding to the content;

a transmitter;

aprocessor coupled to the receiver and the transmitter; and

a content store coupled to the processor, wherein the pro-

cessor is configured to:

retrieve the content from the content store based on the
principal and the identifier when the content is stored
in the content store;

obtain a routing location for a content source from which
the content may be obtained from a name resolution
service (NRS) based at least in part on the domain
when the content is not stored in the content store; and

instruct the transmitter to forward the interest request to
the content source based at least in part on the routing
location.

17. The content router of claim 16, wherein the principal
comprises a hash of a public key of a content owner or content
administrator.

18. The content router of claim 16, wherein the principal
comprises a hash of the content object.

19. The content router or claim 16, wherein the identifier is
hierarchical.

20. The content router of claim 16, wherein the identifier is
flat.



