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KEY LOADING SYSTEMS AND METHODS

FIELD OF THE INVENTION

[0001] The invention generally relates to managing a
financial transaction system. In particular, embodiments of
the invention relate to loading a key to a financial transaction
terminal included in a financial transaction system from a
key manager system.

BACKGROUND OF THE INVENTION

[0002] Given the high security of financial transaction
systems, financial transaction terminals, such as automated
teller machines (“ATMs”) and point-of-sale (“POS”)
devices, often use cryptographic techniques in order to
protect sensitive transaction data transmitted through a
financial transaction system. Traditionally, each financial
transaction terminal in a financial transaction system is
assigned a key. The financial transaction terminals use the
keys to encrypt transaction data before transmitting the
transaction data to another device. Because the transaction
data is encrypted, eavesdroppers intercepting the transmis-
sion cannot obtain the actual transaction data, and therefore,
cannot use the data illegally.

[0003] In the past, keys were manually distributed to
financial transaction terminals using a security concept
referred to as “dual control.” The security concept of dual
control involves having multiple people (e.g., two people)
physically visit a site of a financial transaction terminal (e.g.,
an ATM) and load separate components of a key into the
financial transaction terminal. Although multiple people are
involved in issuing the key, a single person does not know
the entire key, and therefore, the security and secrecy of the
key is increased.

[0004] In recent years, the American National Standards
Institute (“ANSI”) suggested that financial transaction ter-
minals each be issued a unique key in order to increase the
security of financial transaction systems. By assigning each
financial transaction terminal a unique key, one comprised
key can only be used to exploit a single financial transaction
terminal and does not provide access to every financial
transaction terminal included in a financial transaction sys-
tem. In addition, ANSI suggested that each financial trans-
action terminal use a longer (i.e., harder to break by brute
force) key, such as a triple data encryption standard (“DES”)
key that includes 112 bits.

[0005] In order to adhere to suggestions of ANSIL, new
keys need to be loaded to financial transaction terminals.
However, re-keying multiple financial transaction terminals
of a financial transaction system using a manual key distri-
bution process can be costly and time consuming. In addi-
tion, using a human-intensive process can be prone to errors
and can decrease the security of the distributed keys. For
example, if the multiple individuals involved in a key
distribution process pool their individual knowledge of a
key, an entire key can be obtained illegally.

SUMMARY OF THE INVENTION

[0006] Some embodiments of the invention provide a
terminal manager system. The terminal manager system can
include a terminal handler that receives terminal information
from a terminal, generates an authentication request includ-
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ing at least a portion of the terminal information, and
generates a key request. The terminal manager system also
includes a server that sends the authentication request to a
key manager system and sends the key request to the key
manager system.

[0007] Additional embodiments of the invention provide a
method of loading a key to a terminal including sending
terminal information from the terminal to a terminal handler
and generating an authentication request with the terminal
handler. The authentication request can include at least a
portion of the terminal information. The method can also
include sending the authentication request to a server and a
key manager system, generating an authentication response
with the key manager system, sending the authentication
response to the terminal handler and the terminal, generating
a key request with the terminal handler, sending the key
request to the server and the key manager system, and
generating a key response with the key manager system. The
key response can include a key. Finally, the method can
include sending the key response to the terminal handler and
the terminal.

[0008] Another embodiment of the invention provides a
method of exchanging cryptographic information used for
loading keys from a key manager system to a plurality of
terminals included in a financial transaction system. The
method can include encrypting, with a key manager system,
a key manager public key encrypted with a key manager
private key; sending the key manager public key encrypted
with the key manager private key to an authority system;
sending an authority public key encrypted with an authority
private key to the terminal manager system; and verifying
the authority signature.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] FIG. 1 illustrates a financial transaction system
according to one embodiment of the invention.

[0010] FIG. 2 illustrates a terminal included in the finan-
cial transaction system of FIG. 1.

[0011] FIGS. 3-5D illustrate a process of setting-up a
financial transaction system according to some embodi-
ments of the invention.

[0012] FIGS. 6A-6B illustrate a process of authenticating
a terminal with the key manager system of the financial
transaction system of FIG. 1 according to one embodiment
of the invention.

[0013] FIGS. 6C-6D illustrate a process of loading a key
to a terminal from the key manager system of the financial
transaction system of FIG. 1 according to one embodiment
of the invention.

[0014] FIGS. 7A-7B illustrate a process of authenticating
a terminal with the key manager system of the financial
transaction system of FIG. 1 according to one embodiment
of the invention.

[0015] FIG. 7C-7D illustrate a process of loading a key to
a terminal from the key manager system of the financial
transaction system of FIG. 1 according to one embodiment
of the invention.

DETAILED DESCRIPTION

[0016] Before any embodiments of the invention are
explained in detail, it is to be understood that the invention
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is not limited in its application to the details of construction
and the arrangement of components set forth in the follow-
ing description or illustrated in the following drawings. The
invention is capable of other embodiments and of being
practiced or of being carried out in various ways. Also, it is
to be understood that the phraseology and terminology used
herein is for the purpose of description and should not be
regarded as limited. The use of “including,‘comprising” or
“having” and variations thereof herein is meant to encom-
pass the items listed thereafter and equivalents thereof as
well as additional items. The terms “mounted,”‘connected”
and “coupled” are used broadly and encompass both direct
and indirect mounting, connecting and coupling. Further,
“connected” and “coupled” are not restricted to physical or
mechanical connections or couplings, and can include elec-
trical connections or couplings, whether direct or indirect.

[0017] In addition, it should be understood that embodi-
ments of the invention include both hardware and software
components or modules. As such, it should be noted that a
plurality of hardware and software based devices, as well as
a plurality of different structural components may be utilized
to implement the invention. Furthermore, and as described
in subsequent paragraphs, the specific configurations illus-
trated in the drawings are intended to exemplify embodi-
ments of the invention and that other alternative configura-
tions are possible.

[0018] FIG. 1 illustrates a financial transaction system 10
according to one embodiment of the invention. As shown in
FIG. 1, the system 10 can include one or more financial
transaction terminals (hereinafter “terminals™) 12, a host
system or terminal manager system 13, a terminal handler
14, a terminal table 16, a terminal file filter 18, an extract
history database 20, an environment database 21, a server
22, and a key manager system 24. The system 10 can include
more or fewer components than those shown in FIG. 1. In
addition, the functionality of the components of the system
10 can be combined and distributed in configurations other
than as shown in FIG. 1. For example, the system 10 can
include fewer or additional terminals 12. The system 10 may
not include a separate terminal handler 14. In some embodi-
ments, the functionality of the terminal handler 14 can be
combined with the functionality of the terminals 12 and/or
the server 22 in a single component of the system 10. The
system 10 can also include more than one terminal hander
14. For example, each terminal 12 can be associated with a
separate terminal handler. The functionality of the key
manager system 24 can be combined with the functionality
of'the server 22 and represented as a single component of the
system 10. In some embodiments, the functionality of the
key manager system 24 and the terminal manager system 13
can be combined and distributed in other configurations than
those illustrated and described.

[0019] In some embodiments, the terminals 12 can be
included in a network of terminals. The terminals 12 can also
be included in multiple networks of terminals managed by
the terminal manager system 13.

[0020] A terminal 12 can include an automated teller
machine (“ATM”), a point-of-sale (“POS”) device, or
another financial transaction terminal, such as a workstation
that provides an interface to the system 10. In some embodi-
ments, a terminal 12 can include an ATM similar to those
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provided by NCR™ Corporation and Diebold™ Incorpo-
rated. Additional types or brands of ATMs can be included
in the system 10.

[0021] FIG. 2 illustrates a terminal 12 according to one
embodiment of the invention. As shown in FIG. 2, a
terminal 12 can include a pin-pad 30. The pin-pad 30 can
include an input mechanism 32, such as a keypad, a touch-
screen, a card reader, etc., that allows a user to enter personal
data, such as a personal identification number (“PIN). As
shown in FIG. 2, the pin-pad 30 can also include an 1/O
module 34 that transmits entered data to other components
of the terminal 12 and/or other components included in the
system 10. In some embodiments, the pin-pad 30 can
include a memory module 36 and a processor 38. The
memory module 36 can store a key issued to a terminal 12.
The memory module 36 can also store software executable
with the processor 38. In some embodiments, the processor
38 executes software stored in the memory module 36 in
order to encrypt data entered with the input mechanism 32
with a key stored in the memory module 36 before the data
is transmitted by the /O module 34. The software can
encrypt the entered data using various encryption tech-
niques, such as Rivest, Shamir, and Adleman (“RSA”)
encryption, data encryption standard (“DES”) encryption,
and triple data encryption standard (“3DES”) encryption.

[0022] In some embodiments, the pin-pad 30 provides
tamper resistance, and any attempt to illegally obtain access
to the pin-pad 30 can destroy the key stored in the memory
module 36 of the pin-pad 30. Once a key associated with a
terminal 12 is destroyed, all subsequent transactions involv-
ing the terminal 12 can fail. The failure of transactions can
alert a technician or terminal manager to reissue a key and
reinstall or reset a pin-pad 30 of a terminal 12.

[0023] The terminal table 16 can include information
associated with one or more terminals 12 that the key
manager system 24 can interact with. In some embodiments,
the terminal table 16 can include one or more database
tables, such as a standard query language (“SQL”) tables
resident on a server, such as a Hewlett-Packard® NonStop
(Tandem) server. The database tables can be published via
open database connectivity (“ODBC”). In some embodi-
ments, the terminal table 16 can be included and/or managed
with the terminal manager system 13.

[0024] In orderto create the terminal table 16, the terminal
manager system 13 can execute an extraction program. In
some embodiments, the extraction program can include a
command-based (“CBASE”) program. The extraction pro-
gram can extract terminal information from one or more data
sources, such as the environment database 21. The environ-
ment database 21 can include configuration data for the
terminal manager system 13. For example, the environment
database 21 can include configuration data that defines what
programs or applications the terminal manager system 13
should execute, how fast to run or execute particular pro-
grams, and which programs are associated with other pro-
grams executed with the terminal manager system 13. The
environment database 21 can include mapping definitions
for the terminal manager system 13, such as where the
environment database 21 is located. In addition, the envi-
ronment database 21 can include a terminal file. The termi-
nal file can provide information about the terminals 12
managed with the terminal manager system 13, such as a
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financial institution associated with a terminal, functionality
provided by a terminal 12, etc. The environment databases
21 can also include a physical description file that provides
information about the terminals 12, such as a communica-
tion protocol used with a terminal 12. The environment
database 21 can include a key file that includes keys used to
communicate with the terminals 12 and/or other components
of the terminal manager system 13 or external systems. In
some embodiments, the keys included in the key file can be
encrypted for further security.

[0025] In some embodiments, changes to the environment
databases 21 can be managed through a change management
system. The change management system can record changes
that are audited and activated. In particular, the change
management system can manage a change file or database
that tracks which files or databases that have been affected
by a particular change.

[0026] The extraction program can obtain terminal infor-
mation from the terminal file filter 18. The terminal file filter
18 can include a number of records that define values used
to populate one or more fields of the terminal table 16. In
some embodiments, the terminal file filter 18 can include
records defining values of a remotehandler_name field of the
terminal table 16. The remotehandler_name field can specify
a public key and a private key (or a pointer to a public and
a private key) assigned to a terminal 12 (or a corresponding
terminal driver). In some embodiments, terminals 12 man-
aged with the terminal manager system 13 can be assigned
a public key and a private key. In other embodiments, if the
terminal manager system 13 manages one or more networks
of terminals, terminals included in each network can be
assigned a different public key and a different private key.
Terminals 12 included in one or more networks can also be
associated with a particular client, such as ATMs associated
with a particular financial institution, and can be assigned a
public key and a private key pair different from other
terminals 12 managed with the terminal manager system 13.
In some embodiments, the terminal manager system 13 can
encrypt messages sent to a terminal 12 with a public key
assigned to the terminal 12. The terminal 12 can use the
corresponding assigned private key to decrypt the messages.

[0027] Insomeembodiments, the terminal file filter 18 can
include three types of records. A first record type can
indicate a system-wide public key and private key. A second
record type can indicate a public key and a private key
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associated with a particular network identifier associated
with a terminal 12. A third record type can indicate an
override public key and an override private key associated
with a client identifier of a terminal 12 (i.e., a particular
financial institution managing a terminal). In some embodi-
ments, network identifiers and client identifiers associated
with a particular terminal 12 can be stored in the environ-
ment database 21. Each type of record can include a field
specifying a protocol that a public key and a private key are
to be used with. For example, each type of record can
specify one of two protocols. A first protocol can include a
signature-based protocol, and a second protocol can include
a certificate-based protocol.

[0028] Table 1 provides fields of the terminal file filter 18
according to one embodiment of the invention.

TABLE 1

Record Type Protocol Network Client  Protocol

0 “SBP” — — Signature-based

0 “CBP” — — Certificate-based

1 “SBP” NET1 — Signature-based

1 “CBP” NET1 — Certificate-based

2 “SBP” NET2 CSH1  Signature-based

2 “CBP” NET2 CSH1  Certificate-based
[0029] In some embodiments, records included in the

terminal file filter 18 can include fields of alphanumeric data
separated by non-alphanumeric characters, such as one or
more spaces, commas, semicolons, white spaces, etc. In
some embodiments, a record that contains an exclamation
point “!” in the first column is treated as a comment and
skipped. In addition, all information stored in the terminal
file filter 18 can be wrapped to upper case before the
extraction program processes the records.

[0030] In addition, if the terminal file filter 18 includes
duplicate records, such as multiple system-wide public keys
and private keys for a signature-based protocol, the extrac-
tion program can use a last sequential record in the terminal
file filter 18 to populate the terminal table 16.

[0031] In some embodiments, the terminal table 16
includes one or more fields. Some fields can be required and
some fields can be optional. Table 2 provides fields included
in the terminal table 16 according to one embodiment of the
invention.

TABLE 2

Field Required  Data Type Description
Id Yes Integer  Terminal Type ID. See TABLE 3

below for mapping values.
id__alias Yes Text Device identifier
addrl No Text Card accepting address
City No Text Card accepting city
State No Text Card accepting state
postal__code No Text Card accepting postal code
Country No Text Card accepting country
phone__use_ cid Yes Boolean False
Active Yes Boolean  True
Notes No Text User notes
Hst_name Yes Text System name
ivr__code_ numeric Yes Text Telephone keypad interpretation.

For example, 2 = “ABC,” 3 =
“DEF,” etc.
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TABLE 2-continued
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Field Required  Data Type Description

Kem_ id Yes Integer  Key type of terminal.

remotehandler _name Yes Text Public key and private key (or a
pointer to a public and a private key)
assigned to a terminal

remote__protocol Yes Text Protocol

[0032] As shown in Table 2, the terminal table 16 can
include an identifier or “Id” field. The identifier field can
specify a terminal type identifier that describes a make or
model of a particular terminal 12. Each terminal type can be
associated with one or more terminal makes or models.
Table 3 illustrates terminal types and associated terminal
makes or models according to one embodiment of the
invention.

TABLE 3

Terminal ~ EMULATION-MODEL or VENDOR-
Type Identifier MODEL Literal Value

4 vm-dbld-906
5 vm-dbld-910
6 vm-dbld-911
7 vm-dbld-912
10 vm-dbld-1060, vm-dbld-1061, vim-dbld-1062,
vm-dbld-1063, vm-dbld-1064
12 vm-dbld-1071, vm-dbld-1072, vin-dbld-1073,
vm-dbld-1074
28 vm-ner-1770
29 vm-ner-1780
30 vm-ner-5070, vm-ner-5080, vm-ner-5081,
vm-ner-5084, vm-ncr-5085, vm-ner-5088
32 vm-ner-5663, vm-ner-5665, vm-ner-5670,

vm-ner-5674, vm-ner-5675, vim-ner-5682,
vm-ner-5684, vm-ncr-5685, vm-ner-5688

34 vm-ner-5840, vm-ner-5870, vm-ner-5870m,
vm-ner-5874, vm-ner-5875, vm-ner-5877,
vm-ner-5884, vm-ncr-5885, vm-ner-5888,
vm-ner-5890

37 vm-tidel-mpd, vm-tidel-sc, vim-tidel-td,vm-tidel-
tdm, vm-tidel-tds, vm-tidel-IS1000, vm-tidel-
1S2000

38 vm-triton-5000, vm-triton-9100, vm-triton-9100,

vm-triton-9501, vm-triton-9515,
vm-triton-9520, vm-triton-9600, vm-triton-9601,
vm-triton-9610, vm-triton-9615,
vm-triton-9620, vm-triton-9621, vm-triton-9635,
vm-triton-9640, vm-triton-9641,
vm-triton-96350, vm-triton-9660, vm-triton-9661,
vm-triton-9700, vm-triton-9703,
vm-triton-9710, vm-triton-9800, vm-triton-9810,
vm-triton-9840, vm-triton-9841,
vm-triton-98350, vm-triton-9860, vm-triton-9861,
vm-triton-9870, vm-triton-mako

[0033] In some embodiments, a user can specify configu-
ration details and/or a location of a configuration file during
execution of the extraction program. The configuration
details (specified by a user or in a configuration file) can
specify where and/or how to extract terminal information
from one or more data sources. The location of the configu-
ration file and/or the configuration details themselves can
also be preprogrammed into the extraction program.

[0034] Insomeembodiments, the configuration details can
specify one or more data sources to extract data from, such
as the environment database 21 and the terminal file filter 18.

The configuration details can include the location of data
sources, the names and/or formats of data stored in each data
source, and/or methods or functions for obtaining the data
from the data sources. In addition, the configuration details
can specity a location where the terminal table 16 should be
stored and/or updated once it is created.

[0035] Data extracted from each data source can be used
to create and populate the terminal table 16. Data extracted
and/or generated during the execution of the extraction
program can also be stored to the environment database 21,
the extract history database 20, and/or the terminal file filter
18. For example, logging data, such as a timestamp and/or
a network identifier, that specifies the completion of execut-
ing the extraction program can be stored in the extract
history database 20.

[0036] In some embodiments, the extraction program can
retrieve (e.g., from the configuration file or a separate
location) a network or switch identifier, the locations of the
source databases, and a build type. In some embodiments,
the build type specifies whether test records should be
included in the terminal table 16.

[0037] The extraction program can create the terminal
table 16 in various processing modes. For example, in a first
mode, the extraction program can add terminal information
from the data sources, such as the environment database 21,
to the terminal table 16. The environment database 21 can
include productive records and logically-deleted records,
and during the first processing mode, both the productive
records and the logically-deleted records can be extracted
and corresponding information can be added to the terminal
table 16. After extracting information from the data sources,
the extraction program can also add a network or switch
identifier and a last-change-number timestamp to the history
database 20 in order to log completion of creating or
updating the terminal table 16.

[0038] In a second processing mode, the extraction pro-
gram can read the contents of the extract history database 20
in order to determine a last extraction process completed.
The extraction program can then obtain any changes that
were made to any data sources, such as the environment
database 21 between the time of a last extraction process and
the time of the current extraction process. In some embodi-
ments, the extraction program only obtains those changes
that affect particular files associated with the terminals 12,
such as the terminal file or the key file. In some embodi-
ments, the extraction program can use the change manage-
ment system and/or the change file to determine data sources
that have been changed. For example, the extraction pro-
gram can use the change file to determine which data sources
(i.e., files and/or databases) where affected by particular
changes. In some embodiments, the extraction program
analyzes changes to the terminal file and/or the key file in
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order to determine changes used with the terminals 12. If
data in the terminal file and/or the key file associated with a
particular terminal 12 was modified since the last creation or
update of the terminal table 16, the extraction program can
reprocess the data (i.e., add or replace the data in the
terminal table 16).

[0039] After extracting terminal information from the data
sources in the second processing mode, the extraction pro-
gram can add or update a network identifier and a last-
change-number timestamp in the extract history database 20.

[0040] Insome embodiments, a failure to find information
in the extract history database 20 for a last extraction process
completion, the extraction program can default to the first or
complete extraction mode as described above. During nor-
mal operation, the extraction program can default to extract-
ing terminal information from the data sources in the second
processing mode.

[0041] Problems adding information associated with a
terminal 12 to the terminal table 16 during the extraction
process (e.g., a data mapping error) can cause the extraction
program to generate a warning. The warning can be dis-
played to a user initializing the execution of the extraction
program. The warning can also be logged for later review
and analysis. In some embodiments, the extraction program
can skip over terminals 12 with associated errors and can
continue the extraction process. In some embodiments, a
user can interrupt the extraction process by providing par-
ticular input, such as pressing one or more keys.

[0042] To protect the integrity of the information stored in
the terminal table 16, the terminal table 16 can be transaction
monitoring facility (“TMF”) protected and a TMF transac-
tion can be completed every number of operations, such as
every 100 operations in one embodiment.

[0043] The extract history database 20 can include infor-
mation regarding when the extraction program was
executed. The extract history database 20 can include a
network-identifier and a last-change-number timestamp that
corresponds to each time the extraction program was
executed. In some embodiments, the extract history database
20 can be TMF protected.

[0044] Insome embodiments, the terminal table 16 can be
managed with the terminal manager system 13. The terminal
manager system 13 can publish the terminal table 16 via
ODBC. The key manager 24 can access the terminal table 16
in order to obtain information regarding the terminals 12
managed by the terminal manager system 13. The terminal
table 16 can include terminal information regarding termi-
nals 12 managed by the terminal manager system 13 on
multiple networks. Once the extraction program creates and
stores the terminal table 16, the key manager system 24 can
use the terminal file to interact with the terminal manager
system 13 and/or the terminals 12.

[0045] The terminals 12 can communicate with the termi-
nal handler 14. In some embodiments, the terminal handler
14 and the terminals 12 communicate using Transmission
Control Protocol Internet Protocol (“TCP/IP”) over a con-
nection, such as a dial-up connection. The terminal handler
14 can be configured to request information from the ter-
minals 12 needed to interact with the key manager system 24
using key loading dialog messages. In some embodiments,
the terminal handler 14 can request different information
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from different terminals 12, depending on a protocol used by
the terminal 12 to receive a key from the key manager
system 24. For example, the terminal handler 14 can request
different information from a terminal 12 using a signature-
based protocol than a terminal 12 using a certificate-based
protocol. In some embodiments, the protocol used by a
terminal 12 can depend on a make and/or model of the
terminal 12.

[0046] The terminal handler 14 can transmit key-loading
dialog messages to the server 22. The server 22 can transmit
key-loading dialog messages to the key manager system 24.
Messages transmitted between the terminal handler 14 and
the server can be identified as key-loading dialog messages
by including a particular message identifier or code. Key-
loading dialog messages can include a step code that iden-
tifies a particular step or function of key loading that a
particular key-loading message relates to. For example,
key-loading dialog messages can be identified by a message
code of 1401 and can include a step code, such as 0, 1, 2, 3,
etc., that indicates a particular step of the key-loading dialog
or process. For example, a key-loading dialog message with
a step code of “0” can indicate that a terminal 12 is
requesting a new key from the key manager system 24.
Key-loading dialog messages can also include a terminal
identifier that identifies a terminal associated with the key-
loading dialog.

[0047] The server 22 can obtain key-loading dialog mes-
sages from the terminal handler 14 and can format the
messages such that the key manager system 24 can accept
and use the messages. The server 22 can also obtain key-
loading dialog messages from the key manager system 24
and can route messages to one or more terminal 12 via the
terminal handler 14. In some embodiments, the key manager
system 24 can also directly transmit messages to the termi-
nals 12 and/or the terminal handler 14.

[0048] In some embodiments, the server 22 can commu-
nicate with the key manager system 24 using TCP/IP.

[0049] The key manager system 24 can perform crypto-
graphic operations, such as generating keys, encrypting
information, and decrypting information. In some embodi-
ments, the key manager system 24 includes an A98-R
system provided by Trusted Security Solutions, Inc. The key
manager system 24 can also include a host or hardware
security module (“HSM”), such as those provided by Era-
com® and Thales®. The key manager system 24 can include
one or more tamper resistant security modules (“TRSMs”),
which are configured such that cryptographic-protected data
stored in the TRSMs is only in clear text form internally. In
some embodiments, there is substantially no way to obtain
the data in clear text form without destroying the data and/or
the physical TRSM.

[0050] The server 22 can receive key-loading dialog mes-
sages from the terminal handler 14 and can create requests
and messages based on the received messages. In some
embodiments, the requests can include extensible markup
language (“XML”) requests. The server 22 can forward the
requests to the key manager system 24. In some embodi-
ments, the key manager system 24, rather than the server 22,
can generate requests from the key-loading dialog messages
sent from the server 22.

[0051] In some embodiments, cryptographic information
included in messages sent to and/or from the key manager
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system 24 can be base-64 encoded. Traditionally, crypto-
graphic information, such as keys, signed keys, and certifi-
cates, are binary-based and susceptible to errors when trans-
mitted. Cryptographic information can be base-64 encoded
in order to increase the accuracy of the transmitted infor-
mation.

[0052] The key manager system 24 can process requests
and messages received from the server 22 and can return a
response. Each response can include one or more terminal
identifiers that identify one or more terminals 12 associated
with a response. In some embodiments, the key manager
system 24 can send responses to the server 22, and the server
22 can send the response to the terminal handler 14. The
terminal handler 14 can send the response to one or more
terminals as identified in the response. In other embodi-
ments, the key manager system 24 can send responses
directly to the terminal handler 14 and/or the terminals 12.

[0053] Insome embodiments, the server 22 and/or the key
manager system 24 can create output which can be stored
and/or updated to the terminal manager system 13. For
example, the server 22 and/or the key manager system 24
can update information stored in the environment database
21.

[0054] To set-up the system 10 to perform key loading,
components of the system 10 can be initially provided with
cryptographic information. FIG. 3 illustrates a set-up pro-
cess performed between a terminal 12, a manufacturer or
authority system 40, and the key manager system 24 accord-
ing to one embodiment of the invention. As shown in FIG.
3, the authority system 40 can send the terminal 12 a
terminal public key, a terminal private key, an authority
public and an authority private key. The terminal 12 can use
the terminal public key, the terminal private key, the author-
ity public key, and the authority private key to securely
exchange information in a cryptographic system using pub-
lic keys and private keys. Public private key cryptography
systems use two keys to securely provide information to a
receiver. A first key, a public key of a receiver, can be
provided to individuals who want to securely provide infor-
mation to the receiver. Individuals with the public key can
encrypt information for the receiver with the public key. A
second key, a private key of the receiver, is kept secret by the
receiver and is used by the receiver to decrypt information
encrypted with the public key of the receiver. Public keys
and private keys are different keys and one key cannot be
used to derive the other key. Thus, as long as a receiver
retains their private key secret, only the receiver can decrypt
information encrypted with the receiver’s public key.

[0055] Insome embodiments, the terminal 12 can generate
the terminal public key and/or the terminal private key rather
than receiving them from the authority system 40.

[0056] The terminal 12 can include a serial number sent
from the authority system 40. The serial number and the
terminal public key and the terminal private can be unique
for each terminal 12.

[0057] As shown in FIG. 3, the authority system 40 can
send the key manager system 24 the authority public key.
The key manager system can store the authority public key.
The key manager system 24 can send the authority system
40 a key manager public key. The authority system 40 can
sign the key manager public key and can return the signed
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key manager public key to the key manager system 24. The
key manager system can store the signed key manager
public key. The key manager system 24 can also store a key
manager private key (associated with the key manager
public key).

[0058] Signing a key (or another piece of information)
includes encrypting a piece of information with a private key
of a public key and a private key pair. Signed information
can be authenticated as being sent from a particular indi-
vidual, if a receiver of the signed data can decrypt the signed
data using a corresponding public key of the individual. For
example, if a sender has a public key and a private key, the
sender can encrypt information with the private key and can
provide the encrypted information to a receiver. The receiver
can obtain the public key and can verify that the sender sent
the encrypted information if the receiver can decrypt the
encrypted information with the public key of the sender.
Since only the sender knows the private key, if the receiver
can decrypt the signed information with the corresponding
public key, then only the sender could have created the
signed information.

[0059] FIG. 4 illustrates a set-up process performed
between a terminal 12, the authority system 40, and the key
manager system 24 according to one embodiment of the
invention. As shown in FIG. 4, in some embodiments, the
authority system 40 sends a terminal 12 a first certificate and
a second certificate rather than the terminal public key, the
terminal private key, the authority public key, and the
authority private key.

[0060] Certificates include a public key signed by a trusted
and authorized certificate provider (e.g., VeriSign®, Inc.).
Certificates can include additional information, such as the
name, address, etc. of the individual associated with the
public key included in the certificate.

[0061] The first certificate can include the terminal public
key. The second certificate can include the authority public
key. In some embodiments, the first certificate and/or the
second certificate can include an identifier of the terminal
12. The first certificate and the second certificate can be
signed by the authority private key of the authority system
40 and/or another trusted certificate provider.

[0062] As shown in FIG. 4, the authority system 40 can
send an authority certificate to the key manager system 24.
The authority certificate can include the authority public key.
The authority certificate can include the authority public key
signed by a certificate provider. The public key of the
certificate provider can be well known, and the key manager
system 24 can use the public key of the certificate provider
to obtain the authority public key.

[0063] The key manager system 24 can send a key man-
ager certificate to the authority system 40. The key manager
certificate can include the key manager public key, which
can be signed by a certificate provider. The authority system
40 can sign the key manager certificate by encrypting the
key manager certificate with the authority private key. The
authority system 40 can send the signed key manager
certificate to the key manager system 24.

[0064] The set-up processes shown in FIGS. 3 and 4
include the key manager system 24 directly exchanging
cryptographic information with the authority system 40. In
some embodiments, as shown in FIGS. 5A-5D, the terminal



US 2006/0294378 Al

manager system 13 can be included in the set-up process and
can act as an intermediary system between the key manager
system 24 and the authority system 40.

[0065] As shown in FIG. 5A, to generate the key manager
public key and the key manager private key, an analyst of the
terminal manager system 13 can use a terminal manager
console (hereinafter “console) 50 to generate a first request.
The first request can include a request for generating the key
manager public key and the key manager private key. The
console 50 can send the request to the terminal manager
system 13. The terminal manager system 13 can request the
key manager public key and the key manager private key
from the key manager system 24. The key manager system
24 can generate the key manager public key and the key
manager private key and can send the keys to the terminal
manager system 13. The terminal manager system 13 can
store the generated keys to a key database 52. In some
embodiments, the key database 52 can be managed with
terminal manager system 13 (e.g., the key file included in the
environment database 21). In other embodiments, the key
database 52 can be managed with the key manager system
24. In still other embodiments, the key database 52 can be
external to the terminal manager system 13 and the key
manager system 24. The key database 52 can store keys
generated by the key manager system 13 and/or keys pro-
vided from other sources, such as the authority system 40.
The keys stored in the key database 52 can include keys used
to verify signatures and keys used to encrypt information
entered into a pin-pad 30 of a terminal 12. In some embodi-
ments, the terminal manager system 13 can include a key
management application that an analyst or operator of the
terminal manager system 13 can use to manage and store
keys stored in the key database 52. The key database 52 can
also include key identifiers, such as names. The key iden-
tifiers can be passed between components of the system 10,
rather than actual keys, in order to increase the security of
keys.

[0066] In some embodiments, after the terminal manager
system 13 stores the key manager public key and the key
manager private key to the key database 52, the terminal
manager system 13 can send a confirmation message to the
console 50. The confirmation message can notify the termi-
nal manager system analyst that the key manager public key
and the key manager private key were generated and stored
to the key database 52.

[0067] As shown in FIG. 5B, an analyst of the terminal
manager system 13 can use the console 50 to generate a
second request for the key manager public key signed with
the key manager private key (“a key manager signature”).
The analyst can also request a hash. A hash can be generated
from a hash function. A hash function takes, as input, a first
number, string of text, etc., and generates another (often
smaller) number, string of text, etc. A hash function can be
a one-way function that is relatively easy to compute (i.e.,
easy to generate a hash of input) and significantly harder to
reverse (i.e., hard to determine the input from a hash).

[0068] The console 50 can send the second request to the
terminal manager system 13. The terminal manager system
13 can request the key manager signature from the key
manager system 24. The key manager system 24 can gen-
erate the key manager signature by signing the key manager
public key with the key manager private key. In some
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embodiments, the key manager system 24 can obtain the key
manager public key and the key manager private key from
the key database 52.

[0069] The key manager system 24 can return the key
manager signature to the terminal manager system 13, and
the terminal manager system 13 can store the key manager
signature to the key database 52.

[0070] If the analyst requested a hash, the terminal man-
ager system 13 can request a hash from the key manager
system 24. For example, the key manager system 24 can
generate a hash of the key manager signature and the key
manager public key. In some embodiments, the key manager
system 24 can obtain the key manager signature and/or the
key manager public key from the key database 52. The key
manager system 24 can send the hash to the terminal
manager system 13, and the terminal manager system 13 can
send the hash to the console 50.

[0071] The terminal manager system 13 can send the key
manager public key and the key manager signature to the
console 50. The analyst can provide the key manager public
key, the key manager signature, and the hash (if applicable)
to the authority system 40. In some embodiments, the
console 50 can transmit the information to the authority
system 40 over a network. The console 50 can also store the
key manager public key and the key manager signature on
a diskette or another portable data storage mechanism. The
analyst can mail or deliver the diskette to the authority
system 40. In some embodiments, the analyst can write or
print the hash on a form and can mail or deliver the form to
the authority system 40.

[0072] After the authority system 40 obtains the key
manager public key, the key manager signature, and the hash
(if applicable), the authority system 40 can send the analyst
the authority public key and the authority key signed with
the authority private key (“an authority signature”) (FIG.
5C). In some embodiments, the authority system 40 can
send the analyst a hash. The hash can include a hash of the
authority public key and the authority signature. In some
embodiments, the authority system 40 can send the authority
public key, the authority signature, and/or the hash to the
console 50 over a network. In other embodiments, the
authority system 40 can store the authority public key and
the authority signature to a diskette or other portable data
storage mechanism and can mail or deliver the diskette to the
analyst. The analyst can use the console 50 to obtain the
information stored on the diskette. The authority system 40
can also write or print the hash on a form and can mail or
mail the form to the analyst, and the analyst can enter the
hash into the console 50 using an input mechanism, such as
a keypad.

[0073] The console 50 can send the authority public key,
the authority signature, and the hash (if applicable) to the
terminal manager system 13. If the terminal manager system
13 obtains a hash from the console 50, the terminal manager
system 13 can send the authority public key and the author-
ity signature to the key manger system 24 and can request a
hash. The key manager system 24 can generate a hash of the
authority public key and the authority signature and can
return the hash to the terminal manager system 13. The
terminal manager system 13 can compare the hash provided
from the authority system 40 to the hash generated with the
key manager system 24. If the hashes match, the terminal
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manager system 13 can verify that the authority public key
and the authority signature were received without errors. If
the hashes do not match, the terminal manager system 13
can inform the analyst (via the console 50) that the authority
public key and/or the authority signature were received with
errors. In some embodiments, the analyst can contact the
authority system 40 and can request that the authority
system resend the authority public key, the authority signa-
ture, and the hash (if applicable).

[0074] Ifthe hashes match or if the authority system 40 did
not provide a hash, the terminal manager system 13 can ask
the key manager system 24 to verify the authority signature.
The key manager can verify the authority signature by
decrypting the authority signature with the authority public
key. If the decrypted authority signature does not match the
authority public key, the key manager system 24 can send a
message to the terminal manager system 13 indicating that
the authority signature is not verified. In some embodiments,
if the authority signature is not verified, the terminal man-
ager system 13 can inform the analyst (via the console 50)
that the authority signature is not verified. The analyst can
contact the authority system 40 and can request that the
authority system 40 resend the authority public key, the
authority signature, and the hash (if applicable).

[0075] In some embodiments, if the key manager system
24 verifies the authority signature (i.e., the decrypted author-
ity signature matches the authority public key), the key
manager system 24 can generate a message authentication
code (“MAC”). A MAC can include information used to
authenticate other information. A MAC algorithm can accept
as input information and can produce a MAC. In some
embodiments, a MAC algorithm can create a one-way hash
of information and can encrypt the hashed information with
a key. The key manager system 24 can generate a MAC
associated with the authority public key by generating a hash
of the authority public key and encrypting it with the
authority public key. The key manager system 24 can return
the MAC to the terminal manager system 13, and the
terminal manager system 13 can store the MAC to the key
database 52. The key manager system 24 can use the MAC
stored to the key database 52 to verify that the authority
public key has not be modified. The next time the key
manager system 24 obtains the authority public key from the
key database 52, the key manager system 24 can also obtain
the stored MAC. The key manager system can generate a
new MAC of the authority public key obtained from the key
database 52 and can compare the new MAC with the MAC
obtained from the key database 52. If the new MAC is the
same as the MAC obtained from the key database 52, the key
manager system 24 can verify that the authority public key
was not modified.

[0076] The terminal manager system 13 can store the
authority public key to the key database 52. In some
embodiments, the terminal manager system 13 can send a
confirmation message to the console 50. The console 50 can
provide the confirmation message to the analyst in order to
inform the analyst that the authority signature was verified
and that the authority public key and the associated MAC (if
applicable) were stored in the keys database 52.

[0077] As shown in FIG. 5D, the authority system 40 can
send the key manager public key, which was previously sent
to the authority system 40 (see FIG. 5B), and a signed key
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manager public key to the analyst. The signed key manager
signature can include the key manager public key signed or
encrypted with the authority private key.

[0078] In some embodiments, the authority system 40 can
also send a hash to the analyst. The hash can include a hash
of the key manager public key and the signed key manager
public key.

[0079] In some embodiments, the authority system 40 can
transmit the signed key manager public key and the hash (if
applicable) to the console 50 over a network. In other
embodiments, the authority system 40 can store the key
manager public key and the signed key manager public key
to a diskette or another portable data storage mechanism and
can mail or deliver the diskette to the analyst. The analyst
can use the console 50 to obtain and transmit the informa-
tion. The authority system 40 can also write or print the hash
on a form and can mail or deliver the form to the analyst. The
analyst can enter the hash into the console 50 using an input
mechanism, such as a keypad.

[0080] The console 50 can send the key manager public
key, the signed key manager public key, and the hash (if
applicable) to the terminal manager system 13.

[0081] If the authority system 40 sent a hash, the terminal
manager system 13 can send the key manager public key and
the signed key manager public key to the key manager
system 13. The key manager system 13 can generate a hash
of the key manager public key and the signed key manager
public key and can return the hash to the terminal manager
system 13. The terminal manager system 13 can compare the
hash generated with the key manager system to the hash sent
from the authority system 40. If the hashes match, the
terminal manager system 13 can confirm that the key
manager public key and the signed key manager public key
were received without errors. In some embodiments, if the
hashes do not match, the terminal manager system 13 can
send an error message to the analyst (via the console 50).
The error message can inform the analyst that the key
manager public key and/or the signed key manager public
key were received with errors. In some embodiments, the
analyst can contact the authority system 40 and can request
that the authority system 40 re-send the key manager public
key, the signed key manager public key, and the hash.

[0082] Ifthe hashes match or if the authority system 40 did
not provide a hash, the terminal manager system 13 can ask
the key manager system 24 to verify the signed key manager
public key. The key manager system 24 can verify the signed
key manager public key by decrypting the signed key
manager public key with the authority public key, which the
authority system 40 previously sent to the key manager
system 24 (FIG. 5C). In some embodiments, the key man-
ager system 24 can obtain the authority public key from the
key database 52. If the signed key manager public key
decrypted with the authority public key does not match the
key manager public key, the key manager system 24 can
send an error message to the terminal manager system 13. In
some embodiments, if the signed key manager public key is
not verified, the terminal manager system 13 can send the
error message to the analyst (via the console 50). The analyst
can contact the authority system 40 and can request that the
authority system 40 resend the key manager public key, the
signed key manager public key, and the hash (if applicable).

[0083] In some embodiments, if the key manager system
24 verifies the signed key manager public key (i.e., the
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decrypted signed key manager public key matches the key
manager public key), the key manager system 24 can
generate a MAC, as described with respect to FIG. 5C,
associated with the signed key manger public key. The key
manager system 24 can return the MAC to the terminal
manager system 13, and the terminal manager system 13 can
store the MAC to the key database 52.

[0084] The terminal manager system 13 can store the
signed key manager public key to the key database 52. In
some embodiments, the terminal manager system 13 can
send a confirmation message to the console 50. The console
50 can provide the confirmation message to the analyst in
order to inform the analyst that the signed key manager
public key was verified and that the signed key manager
public key and the generated MAC (if applicable) were
stored in the keys database 52.

[0085] The setup-up process shown in FIGS. 5A-5D can
also be used to establish and exchange cryptographic infor-
mation that includes certificates. In some embodiments, the
terminal manager system 13, the authority system 40, and/or
the key manager system 24 can interact with a certificate
authority to have their public keys and other related infor-
mation signed by a trusted individual or organization.

[0086] The cryptographic information can be sent by
secure means. For example, the terminal public/private key
pair and the authority public/private key pairs can be gen-
erated by the authority system and directly or hand-pro-
grammed into the terminal 12, such that information is not
communicated across an unsecure communication mecha-
nism. In some embodiments, information can be exchanged
by storing information to a diskette or another data storage
mechanism and mailing or delivering the diskette. Informa-
tion can also be transmitted over a secure network, such as
network that transmits information using a secure socket
layer (“SSL”).

[0087] Before providing a key to a terminal 12, the ter-
minal 12 and the key manager system 24 can authenticate
themselves with each other. In some embodiments, the
terminal 12 and the key manager system 24 can exchange
cryptographic information, such as the cryptographic infor-
mation described with respect to FIGS. 3, 4, and 5A-5D.

[0088] FIGS. 6A-6B illustrate a process of authenticating
a terminal 12 with the key manager system 24 according to
one embodiment of the invention. The authentication pro-
cess shown in FIGS. 6A-6B can use the cryptographic
information described with respect to FIG. 3.

[0089] As shown in FIG. 6A, the terminal 12 can initiate
a key-loading dialog with the terminal handler 14 (step 100).
In some embodiments, the terminal 12 is configured to
determine when a key is needed, such as at power-up or
boot-up. In other embodiments, an analyst or operator of the
terminal manager system can use a system monitor console
to initiate a key-loading dialog with the terminal handler 14.

[0090] Insome embodiments, when the terminal 12 (or an
analyst or operator of the terminal manager system 13)
initiates a key-loading dialog, the terminal handler 14 can
check a key entry mode of the terminal 12 (step 102). For
example, the terminal handler 14 can send a key entry mode
request to the terminal 12, and the terminal 12 can send a key
entry mode response. The key entry mode response can
include a key entry mode that indicates if the terminal 12 is
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configured to receive a key from the key manager system 24.
The key entry mode can also indicate a type of key accepted
by the terminal 12, such as a DES key that includes 56 bits
or a 3DES key that includes 112 bits.

[0091] Ifthe key entry mode indicates that the terminal 12
cannot remotely accept a key from the key manager system
24 (step 103), the terminal handler 14 can generate and send
an error message to the terminal 12 and/or the network
monitor console (step 104).

[0092] In some embodiments, if the key entry mode indi-
cates that the terminal 12 can accept keys from the key
manager system 24, the terminal handler 14 can use the key
entry mode sent from the terminal 12 to determine if the
terminal 12 can remotely accept a particular key (step 106).
For example, the terminal handler 14 can determine if the
terminal 12 can accept a 3DES key. If the terminal 12 cannot
accept a particular type of key, the terminal handler 14 can
generate a change key entry mode message to the terminal
12 (step 108). The change key mode entry message can
instruct the terminal 12 to use a particular key, such as a
3DES key. The terminal handler 14 can send the change key
entry mode message to the terminal 12 (step 109).

[0093] As shown in FIG. 6A, the terminal handler 14 can
request the serial number from the terminal 12 (step 112).
The terminal 12 can send the serial number to the terminal
handler 14 signed with the authority private key (step 114).

[0094] After the terminal handler 14 obtains the signed
serial number, the terminal handler 14 can request the
terminal public key (step 116). The terminal 12 can send the
terminal public key to the terminal handler 14 signed with
the authority private key (step 118).

[0095] As shown in FIG. 6B, after the terminal hanlder 14
obtains the signed serial number and the signed terminal
public key the terminal handler 14 can create an authenti-
cation request (step 119). The authentication request can
include the signed serial number and the signed terminal
public key. The authentication request can also include a
terminal identifier, which identifies a terminal requesting
authentication with the key manager system 24. The termi-
nal handler 14 can send the authentication request to the
server 22 (step 120), and the server 22 can send the
authentication request to the key manager system 24 (step
122).

[0096] After the key manager system 24 obtains the
authentication request, the key manager system can use the
authority public key, previously provided by the authority
system (FIG. 3), to decrypt the signed serial number and the
signed terminal public key and obtain the serial number and
the terminal public key (step 124). The key manager system
24 can then generate an authentication response (step 126).
The authentication response can include the signed key
manager public key, which was previously provided by the
authority system (FIG. 3). The authentication response can
also include a terminal identifier. The key manager system
24 can send the authentication response to the server 22 (step
127).

[0097] The server 22 can send the authentication response
to the terminal handler 14 (step 128), and the terminal
handler 14 can send the authentication response to the
terminal 12 (step 130). The server 22 can use the terminal
identifier included in the authentication response to deter-
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mine a particular terminal handler to send the authentication
response to. In some embodiments, the terminal handler 14
can use the terminal identifier to determine a particular
terminal to send the authentication response to.

[0098] When the terminal 12 obtains the authentication
response, the terminal handler 12 can use the authority
private key, which was previously provided from the author-
ity system 40 (FIG. 3), to decrypt the signed key manager
public key and obtain the key manager public key (step 132).
In some embodiments, after the terminal 12 obtains the key
manager public key, the terminal 12 can generate and send
a confirmation message to the terminal handler 14 (step
134). The terminal handler 14 can send the confirmation
message to the server 22 (step 136) and the server 22 can
send the confirmation message to the key manager system
24 (step 138).

[0099] After the terminal 12 obtains the key manager
public key, the terminal 12 and the key manager system 24
each possess each other’s public key.

[0100] FIGS. 6C-6D illustrate a process of loading a key
to the terminal 12 after the terminal 12 and the key manager
system 24 have exchanged public keys as described with
respect to FIGS. 6A-6B. As shown in FIG. 6C, the terminal
handler 14 can generate and send a key request to the server
22 (step 150). In some embodiments, the key request can
include a terminal identifier. The server 22 can send the key
request to the key manager system 24 (step 152).

[0101] After the key manager system 24 obtains the key
request, the key manager system 24 can generate a key for
the terminal 12 (step 154). In some embodiments, the key
can include a 3DES key. The key manager system 24 can
sign or encrypt the key with the terminal public key, which
was exchanged during the authentication process described
with respect to FIG. 3 (step 155). The key manager system
24 can generate and send a key response to the server 22
(step 156). The key response can include the encrypted key
and additional information (e.g., a terminal identifier). The
server 22 can send the key response to the terminal handler
14 (step 158). The terminal handler 14 can send the key
response to the terminal 12 (step 160). In some embodi-
ments, the server 22 and/or the terminal handler 14 can use
information included in the key response, such as a terminal
identifier to determine where to send the key response.

[0102] The terminal 12 receives the key response and can
decrypt the encrypted key using the terminal private key and
obtain the key (step 162). In some embodiments, the termi-
nal 12 can generate and send a confirmation message to the
terminal handler 14 after obtaining the key (step 162).

[0103] As shown in FIG. 6C, terminal handler 14 can
request key verification from the terminal 12 after receiving
the confirmation message (step 164). For example, the
terminal handler 14 can request check digits from the
terminal 12 as key verification. The terminal 12 can generate
key verification (step 166) and can send the key verification
to the terminal handler 14 as key verification (step 168).

[0104] The terminal handler 14 can send the key verifi-
cation to the server 22 (step 170), and the server 22 can send
the key verification to the key manager system 24 (step 172).
The key manager system 24 can use to the key verification
to verify that the terminal 12 received the key without errors
(step 174). In some embodiments, the key manager system
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24 can separately generate key verification based on the key.
The key manager system 24 can compare the generated key
verification with the key verification received from the
terminal 12. If the generated key verification, such as the
check digits, does not match key verification received from
the terminal 12 (step 175), the key manager system 24 can
generate another key (step 154), encrypt the key with the
terminal public key (step 155), and can send the encrypted
key to the server 22 (step 156).

[0105] As shown in FIG. 6D, if the generated key veri-
fication matches key verification recevied from the terminal
12 (step 175), the key manager system 24 can generate and
send a confirmation message to the server 22 (step 176). The
server 22 can forward the confirmation message to the
terminal handler 14 (step 178). In some embodiments, the
terminal handler 14 can send the confirmation message to
the terminal 12 (step 180). The terminal 12 can use the
confirmation message as an indication to store the key to the
memory module 36 of the pin-pad 30 and to use the key to
encrypt information entered in the pin-pad 30 before trans-
mitting information to the terminal manager system 13
and/or another system.

[0106] In some embodiments, the key manager system 24
can send a copy of the key to the terminal manager system
13 and/or another system, such as a financial institution
system, so that the terminal manager system 13 and/or
another system can decrypt information sent from the ter-
minal 12. The terminal manager system 13 can store the key.
For example, the terminal manager system 13 can store the
key in the key file included in the environmental database 21
and/or to the key database 52. In some embodiments, the key
manager system 24 can encrypt the generated key before
providing the key to the terminal manager system 13. For
example, the key manager system 24 can encrypt the key
with a terminal manager public key, and the terminal man-
ager system 24 can decrypt the encrypted key with a
corresponding terminal manager private key. Rather than
providing the key to the terminal manager system 13, the
terminal manager system 13 can request the key, decryption
with the key, and/or encryption with the key when needed.

[0107] FIGS. 7A-7B illustrate a process of authenticating
a terminal 12 with the key manager system 24 according to
another embodiment of the invention. The authentication
process shown in FIGS. 7A-7B can use the cryptographic
information described with respect to FIG. 4.

[0108] As shown in FIG. 7A, the terminal 12 can initiate
a key loading dialog with the terminal handler 14 (step 200).
In some embodiments, the terminal 12 is configured to
determine when a key is needed, such as at power-up or
boot-up. In other embodiments, an analyst or operator of the
terminal manager system can use a system monitor console
to initiate a key loading dialog with the terminal handler 14
associated with the terminal 12.

[0109] After the terminal 12 (or an analyst or operator of
the terminal manager system 13) initiates a key loading
dialog, the terminal handler 14 can request the first certifi-
cate from the terminal 12 (step 202). The terminal 12 can
send the first certificate to the terminal handler 14 (step 204).
After obtaining the first certificate, the terminal handler 14
can request the second certificate from the terminal 12 (step
206). The terminal 12 can send the second certificate to the
terminal handler 14 (step 208).
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[0110] After the terminal handler 14 obtains the first
certificate and the second certificate, the terminal handler 14
can create an authentication request (step 210). The authen-
tication request can include the first certificate and the
second certificate. The authentication request can also
include a terminal identifier. The terminal handler 14 can
send the authentication request to the server 22 (step 212),
and the server 22 can send the authentication request to the
key manager system 24 (step 214).

[0111] After the key manager system 24 obtains the
authentication request, the key manager system can use the
authority certificate, which was previously provided by the
authority system (FIG. 4), to decrypt the first certificate and
the second certificate (i.e., the authority public key and the
terminal public key) and obtain the terminal public key and
the authority public key (step 216). In some embodiments,
the key manager system 24 can verify the second certificate
and obtain the authority public key with a certificate verifier,
such as the certificate provider that signed created and
signed the second certificate. The key manager system 24
can generate an authentication request (step 217) and can
send the authentication response to the server 22 (step 218).
The authentication response can include the signed key
manager certificate, which was previously provided by the
authority system 40 (FIG. 4). The authentication response
can also include a terminal identifier.

[0112] The server 22 can send the authentication response
to the terminal handler 14 (step 220), and the terminal
handler 14 can send the authentication response to the
terminal 12 (step 222). The server 22 can use the terminal
identifier included in the authentication response to deter-
mine a particular terminal handler to send the authentication
response to. In some embodiments, the terminal handler 14
can use the terminal identifier to determine a particular
terminal to send the authentication response to.

[0113] When the terminal 12 obtains the authentication
response, the terminal handler 12 can use the second cer-
tificate, which was previously provided from the authority
system 40 and includes the authority public key (FIG. 4), to
decrypt the signed key manager certificate in order to obtain
the key manager certificate and the key manager public key
(step 224). In some embodiments, the terminal 12 can verity
the key manager certificate and obtain the key manager
public key with a certificate verifier, such as the certificate
provider that created and signed the key manager certificate.
After the terminal 12 obtains the key manager public key,
the terminal 12 can generate and send a confirmation mes-
sage to the terminal handler 14 (step 226). The terminal
handler 14 can send the confirmation message to the server
22 (step 228), and the server 22 can send the confirmation
message to the key manager system 24 (step 230).

[0114] After the terminal 12 obtains the key manager
public key, the terminal 12 and the key manager system 24
each possess each other’s public key.

[0115] FIGS. 7C-7D illustrates a process of loading a key
to the terminal 12 after the terminal 12 and the key manager
system 24 have exchanged public keys as described with
respect to FIGS. 7A-7B. As shown in FIG. 7C, the terminal
handler 14 can send a nonce request to the terminal 12 (step
250). A nonce is a randomly chosen value, different from
previously-chosen values that can be inserted into a message
in order to detect replay attack. A replay attack occurs when
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a message is intercepted by an eavesdropper and the eaves-
dropper replays the message. In some embodiments, even if
the eavesdropper cannot decrypt or understand the inter-
cepted message, the eavesdropper can use the intercepted
message to illegally obtain a key or cause other security
problems.

[0116] The terminal 12 can generate a nonce response
(step 252) and can send the nonce response to the terminal
handler 14 (step 254). The nonce response can include the
generated nonce. After the terminal handler 14 obtains the
nonce response from the terminal 12, the terminal handler 14
can generate a key request (step 256). The key request can
include the nonce. The key request can also include a
terminal identifier. The terminal handler 14 can send the key
request to the server 22 (step 258). The server 22 can send
the key request to the key manager system 24 (step 260).

[0117] After the key manager system 24 obtains the key
request, the key manager system 24 can generate a key for
the terminal 12 (step 262). In some embodiments, the key
can include a 3DES key. After generating the key, the key
manager system 24 can create a key response (step 264). The
key response can include a key certificate that includes the
generated key and the nonce. The key manager system 24
can sign the key certificate with the terminal public key,
which was exchanged during the authentication process
described with respect to FIG. 7A. The key response can
also include a terminal identifier. The key manager system
24 can send the key response to the server 22 (step 266). The
server 22 can send the key response to the terminal handler
14 (step 268). The server 22 can use the terminal identifier
included in the key response to determine a particular
terminal handler to send the key response to. The terminal
handler 14 can send the key response to the terminal 12 (step
270). In some embodiments, the terminal handler 14 can use
the terminal identifier included in the key response to
determine a particular terminal to send the key response to.

[0118] After receiving the key response, the terminal 12
can decrypt the key certificate and obtain the key (step 272).
The terminal 12 can also decrypt the key certificate in order
to obtain the nonce. The terminal 12 can verify that the
nonce included in the key certificate matches the nonce that
the terminal 12 provided to the terminal handler 14 (step
273). If the nonce does not match the nonce that the terminal
12 provided to the terminal handler 14 (step 274), the
terminal 12 can generate and send an error message to the
terminal 12 (step 275). In some embodiments, the terminal
handler 14 can send the error message to the server 22, and
the server 22 can send the error message to the key manager
system 24. The terminal handler 14 can also send a new
nonce request to the terminal 12 and can restart the key
loading process (step 250).

[0119] Otherwise, if the nonce included in the key certifi-
cate matches the nonce the terminal 12 provided to the
terminal handler 14, the terminal 12 can generate a key
verification message (step 280). In some embodiments, the
key verification message can include the nonce included in
the key certificate signed with the terminal private key. The
key verification message can also include a terminal iden-
tifier. The terminal 12 can send the key verification message
to the terminal handler 14 (step 282), and the terminal
handler 14 can send the key verification message to the
server 22 (step 284).
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[0120] The server 22 can send the key verification mes-
sage to the key manager system 24 (step 286). In some
embodiments, after receiving the key verification message,
the key manager system 24 can verify the key verification
message (step 288). For example, the key manager system
24 can verify the key verification message by decrypting the
nonce signed with the terminal private key using the termi-
nal public key. In some embodiments, if the key manger
system 24 verifies the key verification message (i.e., the
signed none decrypted with the terminal public key matches
the terminal public key) (step 290), the key manager system
24 can generate a confirmation message (step 292). The
confirmation message can include a terminal identifier. The
key manager system 24 can send the confirmation message
to the server 22 (step 294), and the server 22 can send the
confirmation message to the terminal handler 14 (step 296).
The server 22 can use the terminal identifier included in the
confirmation message to determine a particular terminal
handler 14 to send the confirmation message to. In some
embodiments, the terminal handler 14 can send the confir-
mation message to the terminal 12 (step 298). In some
embodiments, the terminal handler 14 can use the terminal
identifier included in the confirmation message to determine
a particular terminal to send the confirmation message to.

[0121] Otherwise, if the key manager system 24 does not
verify the key verification message (step 290), the key
manger system 24 can generate an error message (step 300).
The error message can include a terminal identifier. The key
manager system 24 can send the error message to the server
22 (step 302), and the server 22 can send the error message
to the terminal handler 14 (step 304). The server 22 can use
the terminal identifier included in the error message to
determine a particular terminal handler to send the error
message to. In some embodiments, the terminal handler 14
can send the error message to the terminal 12. The terminal
handler 14 can also send a new nonce request to the terminal
12 and can restart the key loading process.

[0122] After obtaining the key from the key certification,
the terminal 12 can store the key to the memory module 36
of'the pin-pad 30 and can use the key to encrypt information
entered in the pin-pad 30.

[0123] In some embodiments, the key manager system 24
can send a copy of the key to the terminal manager system
13 and/or another system, such as a financial institution
system, so that the terminal manager system 13 and/or
another system can decrypt information sent from the ter-
minal 12. The terminal manager system 13 can store the key.
For example, the terminal manager system 13 can stored the
key to the key file included in the environmental database 21
and/or to the key database 52. In some embodiments, the key
manager system 24 can encrypt the generated key before
providing the key to the terminal manager system 13. For
example, the key manager system 24 can encrypt the key
with a terminal manager public key, and the terminal man-
ager system 24 can decrypt the encrypted key with a
corresponding terminal manager private key. Rather than
providing the key to the terminal manager system 13, the
terminal manager system 13 can request the key and/or
decryption and/or encryption with the key when needed.
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[0124] Various features and advantages of the invention
are set forth in the following claims.

1. A terminal manager system comprising:

a terminal handler that receives terminal information from
a terminal, generates an authentication request includ-
ing at least a portion of the terminal information, and
generates a key request; and

a server that sends the authentication request to a key
manager system and sends the key request to the key
manager system.

2. The system of claim 1 wherein the terminal handler

receives the terminal information in a plurality of messages.

3. The system of claim 1 wherein the terminal handler
sends the authentication request to the server.

4. The system of claim 1 wherein the terminal handler
sends the key request to the server.

5. The system of claim 1 wherein the terminal handler
verifies a key entry mode of the terminal.

6. The system of claim 5 wherein the terminal handler
generates a change key entry mode message and sends the
change key entry mode message to the terminal.

7. The system of claim 1 wherein the key manager system
generates an authentication response, sends the authentica-
tion response to the server, generates a key, generates a key
response including the key, and sends the key response to the
server.

8. The system of claim 7 wherein the server sends the
authentication response to the terminal handler.

9. The system of claim 8 wherein the server uses a
terminal identifier included in the authentication response to
determine how to send the authentication response to the
terminal handler.

10. The system of claim 7 wherein the server sends the
key response to the terminal handler.

11. The system of claim 10 wherein the server uses a
terminal identifier included in the key response to determine
how to send the key response to the terminal handler.

12. The system of claim 1 wherein the server formats the
authentication request before sending the authentication
request to the key manager system.

13. The system of claim 12 wherein the server formats the
authentication request into an extensible markup language
formatted request.

14. The system of claim 1 wherein the server formats the
key request before sending the key request to the key
manager system.

15. The system of claim 14 wherein the server formats the
key request into an extensible markup language formatted
request.

16. The system of claim 1 wherein the terminal initiates
a key loading message dialog with the terminal handler.

17. The system of claim 1 wherein the terminal manager
system allows an operator to initiate a key loading message
dialog with the terminal handler.

18. The system of claim 1 wherein the terminal manager
system executes an extraction program to create a terminal
table and provides a key manager system access to the
terminal table, the terminal table including information
about a plurality of terminals managed with the terminal
manager system.
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19. A method of loading a key to a terminal, the method
comprising:

sending terminal information from the terminal to a
terminal handler;

generating an authentication request with the terminal
handler, the authentication request including at least a
portion of the terminal information;

sending the authentication request to a server and a key
manager system;

generating an authentication response with the key man-
ager system;

sending the authentication response to the terminal han-
dler and the terminal,

generating a key request with the terminal handler;

sending the key request to the server and the key manager
system,

generating a key response with the key manager system,
the key response including a key; and

sending the key response to the terminal handler and the

terminal.

20. The method of claim 19 further comprising sending
the authentication response to the server.

21. The method of claim 20 further comprising determin-
ing with the server how to send the authentication response
to the terminal handler using a terminal identifier included in
the authentication response.

22. The method of claim 19 further comprising sending
the key response to the server.

23. The method of claim 22 further comprising determin-
ing with the server how to send the key response to the
terminal handler using a terminal identifier included in the
key response.

24. The method of claim 19 wherein sending terminal
information to a terminal handler includes sending terminal
information in a plurality of messages.

25. The method of claim 19 further comprising verifying
a key entry mode of the terminal with the terminal handler.

26. The method of claim 25 further comprising generating
a change key entry mode message with the terminal handler
and sending the change key entry mode message to the
terminal.

27. The method of claim 19 further comprising determin-
ing how to send the authentication response to the terminal
handler using a terminal identifier included in the authenti-
cation response.

28. The method of claim 19 further comprising determin-
ing how to send the key response to the terminal handler
using a terminal identifier included in the key response.

29. The method of claim 19 further comprising formatting
the authentication request with the server before sending the
authentication request to the key manager system.

30. The method of claim 29 wherein formatting the
authentication request includes formatting the authentication
request into an extensible markup language formatted
request.

31. The method of claim 19 further comprising formatting
the key request with the server before sending the key
request to the key manager system.
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32. The method of claim 31 wherein formatting the key
request includes formatting the key request into an exten-
sible markup language formatted request.

33. The method of claim 19 further comprising initiating
a key loading message dialog with the terminal handler.

34. The method of claim 33 wherein initiating a key
loading message dialog with the terminal handler includes
sending a key loading message dialog to the terminal
handler from the terminal.

35. The method of claim 33 wherein initiating a key
loading message dialog with the terminal handler includes
sending a key loading message dialog to the terminal
handler from a console.

36. The method of claim 19 further comprising executing
an extraction program configured to create a terminal table
and providing the key manager system access to the terminal
table, the terminal table including information about a
plurality of terminals managed with a terminal manager
system.

37. A method of exchanging cryptographic information
used for loading keys from a key manager system to a
plurality of terminals included in a financial transaction
system, the method comprising:

encrypting, with a key manager system, a key manager
public key encrypted with a key manager private key;

sending the key manager public key encrypted with the
key manager private key to an authority system;

sending an authority public key encrypted with an author-
ity private key to the terminal manager system; and

verifying the authority public key encrypted with the

authority private key.

38. The method of claim 37 further comprising generating
a hash, the hash including a hash of at least one of the key
manager public key encrypted with the key manager private
key and the key manager public key, with the key manager
system and sending the hash to the authority system.

39. The method of claim 37 further comprising storing the
key manager public key encrypted with the key manager
private key to a key database.

40. The method of claim 37 further comprising sending a
first hash to the terminal manager system, the first hash
including a hash of at least one of the authority public key
encrypted with the authority private key and the authority
public key.

41. The method of claim 40 further comprising requesting
a second hash.

42. The method of claim 41 further comprising generating
the second hash of at least one of the authority public key
encrypted with the authority private key and the authority
public key with the key manager system and sending the
second hash to the terminal manager.

43. The method of claim 42 further comprising comparing
the first hash and the second hash.

44. The method of claim 37 further comprising storing the
authority public key to a key database.

45. The method of claim 37 further comprising sending a
key manager public key encrypted with an authority private
key to the terminal manager system.
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46. The method of claim 45 further comprising verifying
the key manager public key encrypted with the authority
private key.

47. The method of claim 45 further comprising storing the
key manager public key encrypted with the authority private
key to a key database.

48. The method of claim 37 wherein verifying the author-
ity public key encrypted with the authority private key
includes comparing the authority public key to the authority
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public key encrypted with the authority private key
decrypted with the authority public key.

49. The method of claim 46 wherein verifying the key
manager public key encrypted with the authority private key
includes comparing the key manager public key to the key
manager public key encrypted with the authority private key
decrypted with the authority public key.
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