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KEY LOADING SYSTEMS AND METHODS 

FIELD OF THE INVENTION 

[0001] The invention generally relates to managing a 
?nancial transaction system. In particular, embodiments of 
the invention relate to loading a key to a ?nancial transaction 
terminal included in a ?nancial transaction system from a 
key manager system. 

BACKGROUND OF THE INVENTION 

[0002] Given the high security of ?nancial transaction 
systems, ?nancial transaction terminals, such as automated 
teller machines (“ATMs”) and point-of-sale (“POS”) 
devices, often use cryptographic techniques in order to 
protect sensitive transaction data transmitted through a 
?nancial transaction system. Traditionally, each ?nancial 
transaction terminal in a ?nancial transaction system is 
assigned a key. The ?nancial transaction terminals use the 
keys to encrypt transaction data before transmitting the 
transaction data to another device. Because the transaction 
data is encrypted, eavesdroppers intercepting the transmis 
sion cannot obtain the actual transaction data, and therefore, 
cannot use the data illegally. 

[0003] In the past, keys Were manually distributed to 
?nancial transaction terminals using a security concept 
referred to as “dual control.” The security concept of dual 
control involves having multiple people (e.g., tWo people) 
physically visit a site of a ?nancial transaction terminal (e.g., 
an ATM) and load separate components of a key into the 
?nancial transaction terminal. Although multiple people are 
involved in issuing the key, a single person does not knoW 
the entire key, and therefore, the security and secrecy of the 
key is increased. 

[0004] In recent years, the American National Standards 
Institute (“ANSI”) suggested that ?nancial transaction ter 
minals each be issued a unique key in order to increase the 
security of ?nancial transaction systems. By assigning each 
?nancial transaction terminal a unique key, one comprised 
key can only be used to exploit a single ?nancial transaction 
terminal and does not provide access to every ?nancial 
transaction terminal included in a ?nancial transaction sys 
tem. In addition, ANSI suggested that each ?nancial trans 
action terminal use a longer (i.e., harder to break by brute 
force) key, such as a triple data encryption standard (“DES”) 
key that includes 112 bits. 

[0005] In order to adhere to suggestions of ANSI, neW 
keys need to be loaded to ?nancial transaction terminals. 
HoWever, re-keying multiple ?nancial transaction terminals 
of a ?nancial transaction system using a manual key distri 
bution process can be costly and time consuming. In addi 
tion, using a human-intensive process can be prone to errors 
and can decrease the security of the distributed keys. For 
example, if the multiple individuals involved in a key 
distribution process pool their individual knoWledge of a 
key, an entire key can be obtained illegally. 

SUMMARY OF THE INVENTION 

[0006] Some embodiments of the invention provide a 
terminal manager system. The terminal manager system can 
include a terminal handler that receives terminal information 
from a terminal, generates an authentication request includ 
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ing at least a portion of the terminal information, and 
generates a key request. The terminal manager system also 
includes a server that sends the authentication request to a 
key manager system and sends the key request to the key 
manager system. 

[0007] Additional embodiments of the invention provide a 
method of loading a key to a terminal including sending 
terminal information from the terminal to a terminal handler 
and generating an authentication request With the terminal 
handler. The authentication request can include at least a 
portion of the terminal information. The method can also 
include sending the authentication request to a server and a 
key manager system, generating an authentication response 
With the key manager system, sending the authentication 
response to the terminal handler and the terminal, generating 
a key request With the terminal handler, sending the key 
request to the server and the key manager system, and 
generating a key response With the key manager system. The 
key response can include a key. Finally, the method can 
include sending the key response to the terminal handler and 
the terminal. 

[0008] Another embodiment of the invention provides a 
method of exchanging cryptographic information used for 
loading keys from a key manager system to a plurality of 
terminals included in a ?nancial transaction system. The 
method can include encrypting, With a key manager system, 
a key manager public key encrypted With a key manager 
private key; sending the key manager public key encrypted 
With the key manager private key to an authority system; 
sending an authority public key encrypted With an authority 
private key to the terminal manager system; and verifying 
the authority signature. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0009] FIG. 1 illustrates a ?nancial transaction system 
according to one embodiment of the invention. 

[0010] FIG. 2 illustrates a terminal included in the ?nan 
cial transaction system of FIG. 1. 

[0011] FIGS. 3-5D illustrate a process of setting-up a 
?nancial transaction system according to some embodi 
ments of the invention. 

[0012] FIGS. 6A-6B illustrate a process of authenticating 
a terminal With the key manager system of the ?nancial 
transaction system of FIG. 1 according to one embodiment 
of the invention. 

[0013] FIGS. 6C-6D illustrate a process of loading a key 
to a terminal from the key manager system of the ?nancial 
transaction system of FIG. 1 according to one embodiment 
of the invention. 

[0014] FIGS. 7A-7B illustrate a process of authenticating 
a terminal With the key manager system of the ?nancial 
transaction system of FIG. 1 according to one embodiment 
of the invention. 

[0015] FIG. 7C-7D illustrate a process of loading a key to 
a terminal from the key manager system of the ?nancial 
transaction system of FIG. 1 according to one embodiment 
of the invention. 

DETAILED DESCRIPTION 

[0016] Before any embodiments of the invention are 
explained in detail, it is to be understood that the invention 
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is not limited in its application to the details of construction 
and the arrangement of components set forth in the folloW 
ing description or illustrated in the following drawings. The 
invention is capable of other embodiments and of being 
practiced or of being carried out in various Ways. Also, it is 
to be understood that the phraseology and terminology used 
herein is for the purpose of description and should not be 
regarded as limited. The use of “including,”“comprising” or 
“having” and variations thereof herein is meant to encom 
pass the items listed thereafter and equivalents thereof as 
Well as additional items. The terms “mounted,”“connected” 
and “coupled” are used broadly and encompass both direct 
and indirect mounting, connecting and coupling. Further, 
“connected” and “coupled” are not restricted to physical or 
mechanical connections or couplings, and can include elec 
trical connections or couplings, Whether direct or indirect. 

[0017] In addition, it should be understood that embodi 
ments of the invention include both hardWare and softWare 
components or modules. As such, it should be noted that a 
plurality of hardWare and softWare based devices, as Well as 
a plurality of different structural components may be utiliZed 
to implement the invention. Furthermore, and as described 
in subsequent paragraphs, the speci?c con?gurations illus 
trated in the draWings are intended to exemplify embodi 
ments of the invention and that other alternative con?gura 
tions are possible. 

[0018] FIG. 1 illustrates a ?nancial transaction system 10 
according to one embodiment of the invention. As shoWn in 
FIG. 1, the system 10 can include one or more ?nancial 

transaction terminals (hereinafter “terminals”) 12, a host 
system or terminal manager system 13, a terminal handler 
14, a terminal table 16, a terminal ?le ?lter 18, an extract 
history database 20, an environment database 21, a server 
22, and a key manager system 24. The system 10 can include 
more or feWer components than those shoWn in FIG. 1. In 
addition, the functionality of the components of the system 
10 can be combined and distributed in con?gurations other 
than as shoWn in FIG. 1. For example, the system 10 can 
include feWer or additional terminals 12. The system 10 may 
not include a separate terminal handler 14. In some embodi 
ments, the functionality of the terminal handler 14 can be 
combined With the functionality of the terminals 12 and/or 
the server 22 in a single component of the system 10. The 
system 10 can also include more than one terminal hander 
14. For example, each terminal 12 can be associated With a 
separate terminal handler. The functionality of the key 
manager system 24 can be combined With the functionality 
of the server 22 and represented as a single component of the 
system 10. In some embodiments, the functionality of the 
key manager system 24 and the terminal manager system 13 
can be combined and distributed in other con?gurations than 
those illustrated and described. 

[0019] In some embodiments, the terminals 12 can be 
included in a netWork of terminals. The terminals 12 can also 
be included in multiple netWorks of terminals managed by 
the terminal manager system 13. 

[0020] A terminal 12 can include an automated teller 
machine (“ATM”), a point-of-sale (“POS”) device, or 
another ?nancial transaction terminal, such as a Workstation 
that provides an interface to the system 10. In some embodi 
ments, a terminal 12 can include an ATM similar to those 
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provided by NCRTM Corporation and DieboldTM Incorpo 
rated. Additional types or brands of ATMs can be included 
in the system 10. 

[0021] FIG. 2 illustrates a terminal 12 according to one 
embodiment of the invention. As shoWn in FIG. 2, a 
terminal 12 can include a pin-pad 30. The pin-pad 30 can 
include an input mechanism 32, such as a keypad, a touch 
screen, a card reader, etc., that alloWs a user to enter personal 
data, such as a personal identi?cation number (“PIN”). As 
shoWn in FIG. 2, the pin-pad 30 can also include an I/O 
module 34 that transmits entered data to other components 
of the terminal 12 and/or other components included in the 
system 10. In some embodiments, the pin-pad 30 can 
include a memory module 36 and a processor 38. The 
memory module 36 can store a key issued to a terminal 12. 
The memory module 36 can also store softWare executable 
With the processor 38. In some embodiments, the processor 
38 executes softWare stored in the memory module 36 in 
order to encrypt data entered With the input mechanism 32 
With a key stored in the memory module 36 before the data 
is transmitted by the I/O module 34. The softWare can 
encrypt the entered data using various encryption tech 
niques, such as Rivest, Shamir, and Adleman (“RSA”) 
encryption, data encryption standard (“DES”) encryption, 
and triple data encryption standard (“3DES”) encryption. 

[0022] In some embodiments, the pin-pad 30 provides 
tamper resistance, and any attempt to illegally obtain access 
to the pin-pad 30 can destroy the key stored in the memory 
module 36 of the pin-pad 30. Once a key associated With a 
terminal 12 is destroyed, all subsequent transactions involv 
ing the terminal 12 can fail. The failure of transactions can 
alert a technician or terminal manager to reissue a key and 
reinstall or reset a pin-pad 30 of a terminal 12. 

[0023] The terminal table 16 can include information 
associated With one or more terminals 12 that the key 
manager system 24 can interact With. In some embodiments, 
the terminal table 16 can include one or more database 

tables, such as a standard query language (“SQL”) tables 
resident on a server, such as a Hewlett-Packard@ NonStop 
(Tandem) server. The database tables can be published via 
open database connectivity (“ODBC”). In some embodi 
ments, the terminal table 16 can be included and/ or managed 
With the terminal manager system 13. 

[0024] In order to create the terminal table 16, the terminal 
manager system 13 can execute an extraction program. In 
some embodiments, the extraction program can include a 
command-based (“CBASE”) program. The extraction pro 
gram can extract terminal information from one or more data 
sources, such as the environment database 21. The environ 
ment database 21 can include con?guration data for the 
terminal manager system 13. For example, the environment 
database 21 can include con?guration data that de?nes What 
programs or applications the terminal manager system 13 
should execute, hoW fast to run or execute particular pro 
grams, and Which programs are associated With other pro 
grams executed With the terminal manager system 13. The 
environment database 21 can include mapping de?nitions 
for the terminal manager system 13, such as Where the 
environment database 21 is located. In addition, the envi 
ronment database 21 can include a terminal ?le. The termi 
nal ?le can provide information about the terminals 12 
managed With the terminal manager system 13, such as a 
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?nancial institution associated with a terminal, functionality 
provided by a terminal 12, etc. The environment databases 
21 can also include a physical description ?le that provides 
information about the terminals 12, such as a communica 
tion protocol used with a terminal 12. The environment 
database 21 can include a key ?le that includes keys used to 
communicate with the terminals 12 and/ or other components 
of the terminal manager system 13 or external systems. In 
some embodiments, the keys included in the key ?le can be 
encrypted for further security. 

[0025] In some embodiments, changes to the environment 
databases 21 can be managed through a change management 
system. The change management system can record changes 
that are audited and activated. In particular, the change 
management system can manage a change ?le or database 
that tracks which ?les or databases that have been affected 
by a particular change. 

[0026] The extraction program can obtain terminal infor 
mation from the terminal ?le ?lter 18. The terminal ?le ?lter 
18 can include a number of records that de?ne values used 
to populate one or more ?elds of the terminal table 16. In 
some embodiments, the terminal ?le ?lter 18 can include 
records de?ning values of a remotehandler_name ?eld of the 
terminal table 16. The remotehandler_name ?eld can specify 
a public key and a private key (or a pointer to a public and 
a private key) assigned to a terminal 12 (or a corresponding 
terminal driver). In some embodiments, terminals 12 man 
aged with the terminal manager system 13 can be assigned 
a public key and a private key. In other embodiments, if the 
terminal manager system 13 manages one or more networks 
of terminals, terminals included in each network can be 
assigned a different public key and a different private key. 
Terminals 12 included in one or more networks can also be 
associated with a particular client, such as ATMs associated 
with a particular ?nancial institution, and can be assigned a 
public key and a private key pair different from other 
terminals 12 managed with the terminal manager system 13. 
In some embodiments, the terminal manager system 13 can 
encrypt messages sent to a terminal 12 with a public key 
assigned to the terminal 12. The terminal 12 can use the 
corresponding assigned private key to decrypt the messages. 

[0027] In some embodiments, the terminal ?le ?lter 18 can 
include three types of records. A ?rst record type can 
indicate a system-wide public key and private key. A second 
record type can indicate a public key and a private key 
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associated with a particular network identi?er associated 
with a terminal 12. A third record type can indicate an 
override public key and an override private key associated 
with a client identi?er of a terminal 12 (i.e., a particular 
?nancial institution managing a terminal). In some embodi 
ments, network identi?ers and client identi?ers associated 
with a particular terminal 12 can be stored in the environ 
ment database 21. Each type of record can include a ?eld 
specifying a protocol that a public key and a private key are 
to be used with. For example, each type of record can 
specify one of two protocols. A ?rst protocol can include a 
signature-based protocol, and a second protocol can include 
a certi?cate-based protocol. 

[0028] Table 1 provides ?elds of the terminal ?le ?lter 18 
according to one embodiment of the invention. 

TABLE 1 

Record Type Protocol Network Client Protocol 

0 “SBP” i i Signature-based 

0 “CBP” i i Certi?cate-based 

l “SBP” NETl i Signature-based 

l “CBP” NETl i Certi?cate-based 

2 “SBP” NET2 CSHl Signature-based 
2 “CBP” NET2 CSHl Certi?cate-based 

[0029] In some embodiments, records included in the 
terminal ?le ?lter 18 can include ?elds of alphanumeric data 
separated by non-alphanumeric characters, such as one or 
more spaces, commas, semicolons, white spaces, etc. In 
some embodiments, a record that contains an exclamation 
point “l” in the ?rst column is treated as a comment and 
skipped. In addition, all information stored in the terminal 
?le ?lter 18 can be wrapped to upper case before the 
extraction program processes the records. 

[0030] In addition, if the terminal ?le ?lter 18 includes 
duplicate records, such as multiple system-wide public keys 
and private keys for a signature-based protocol, the extrac 
tion program can use a last sequential record in the terminal 
?le ?lter 18 to populate the terminal table 16. 

[0031] In some embodiments, the terminal table 16 
includes one or more ?elds. Some ?elds can be required and 
some ?elds can be optional. Table 2 provides ?elds included 
in the terminal table 16 according to one embodiment of the 
invention. 

TABLE 2 

Field Required Data Type Description 

Id Yes Integer Terminal Type ID. See TABLE 3 
below for mapping values. 

idialias Yes Text Device identi?er 
addrl No Text Card accepting address 
City No Text Card accepting city 
State No Text Card accepting state 
postalicode No Text Card accepting postal code 
Country No Text Card accepting country 
phoneiuseicid Yes Boolean False 
Active Yes Boolean True 
Notes No Text User notes 

HStfH?IH? Yes Text System name 
ivricodeinulneric Yes Text Telephone keypad interpretation. 

For example, 2 = “ABC,” 3 = 

“DEF,” etc. 
























