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IT Essentials 5.0

5.3.1.5 Lab - Task Manager (Managing Processes) in Windows 7
Introduction

Print and complete this lab.

In this lab, you will explore Task Manager and manage processes from within Task Manager.

Recommended Equipment
The following equipment is required for this exercise:
* A computer running Windows 7

Step 1

Log on to Windows as an administrator.

Open a browser and a folder.

Click on the desktop and press Ctrl-Alt-Delete > Start Task Manager > Applications tab.

"B Windows Task Manager EI@
File Options View Windows Help
Applications |Pror_esses I Services I Performance I Metworking I Users |
-~
Task Status
@Cism - Internal Sites WebEx Enterprise Site - Wi... Running
j;'_"-(,Local Disk (C:) Running
. Raven Project Running
EndTask || SwitchTo {g | New Task...
Processes: 52 CPU Usage: 2% Physical Memaory: 26%

Select the open browser and then click Switch To.

What happened to the browser?

Bring Task Manager to the front of the desktop.
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& Windows Task Manager EI@

File Options View Windows Help

Applications | Processes | Services I Performance I Metworking I Isers |

P

Task Status

{22 Cisco - Internal Sites WebEx Enterprise Site - Wi... Running

&LDCEA Digk {C:) Running
. Raven Project Running

End Task Switch To

Processes: 52 CPU Usage: 0% Physical Memory: 26%

Click New Task.

The “Create New Task” window opens.

P

= Create New Task @

ﬂ.: Type the name of a program, folder, document, or Internet
== resource, and Windows will open it for you,

Open: notepad -
[7] Create this task with administrative privileges.

| o L\sj[ Cancel || Browse..

In the Open field type Notepad and then click OK.

What happens?

Navigate back to Windows Task Manager.
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58 Windows Task Manager EI@

File Options View Windows Help

Applications | processes I Services | Performance I Networking IUsers |

Task Status
'_:-‘—‘;,Cisco - Internal Sites WebEx Enterprise Site - Wi... Running

E_’: Local Disk (C:) Rurning
'] Raven Project Rurining
_|Untitled - Notepad Running

-

End Task L\\U SwitchTo | [ New Task...

Processes: 53

CPU Usage: 0% Physical Memory: 26%

Select Notepad and then click End Task.

What happens?

Step 2

Click the Services tab.

"% Windows Task Manager EI@

File Options View Help
Applications | Processes | Services | Performance I Networking I Users |
-
Mame PID Description Status Group o
idswc Windows Cards...  Stopped
EFS Encrypting File 5...  Stopped
AxInstsy ActiveX Installer.,.  Stopped AxINstSYVGroup
bthserv Bluetooth Suppo...  Stopped bthsves
Power 684 Power Running DeomLaunch
PlugPlay 684  Plug and Play Running DeomLaunch
Deomlaunch 684  DCOM Server Pr...  Running DeomLaunch
WinHttpAut... 1196 WinHTTP WebP... Running LocalService
WebClient WebClient Stopped LocalService
WdiService... 1196  Diagnostic Servi... Running LocalService
W32Time Windows Time Stopped LocalService
THREADCR... Thread Ordering...  Stopped LocalService
SstpSve Secure Socket T...  Stopped LocalService
sppuinotify SPP Motification ...  Stopped LocalService
nsi 1196 Metwork Store L., Running LocalService Al
*II - Tl e b S ; .HE. -

Processes: 52

CPU Usage: 0% Physical Memory: 26%

What is the Status of all services?
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Step 3
Click the Performance tab.

158 Windows Task Manager

File Options View Help

Physical Memory (MEB)

Total 3578
Cached 344
Available 2629
Free 18347
Kernel Memory (ME)

Paged 170
Monpaged 38

Processes: 51 CPU Usage: 0%

| Applications | Processes | Services | Performance | Networking | Users

CPU Usage CPU Usage History

Memory Physical Memory Usage History

System

Handles 14393
Threads 608
Processes ol
Up Time 1:05:29:19
Commit (MEB) 974 /7156

Resource Monitor... |

Physical Memory: 26%

How many Threads are running?

How many Processes are running?

What is the Total Physical Memory (MB)?

What is the Available Physical Memory (MB)?

How much Physical Memory (MB) is being used by the system?

Step 4
Click the Networking tab.
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"Z Windows Task Manager EI =) @

File Options View Help

'Applicaﬁons Processes | Services | Performance | Metworking | Users

Wireless Network Connection
1|

0.50 %

Local Area Connection
1%

0.50 %

Adapter Name Metwork Utiliza. .. Link Speed  State

Local Area Connect... 0% - Disconnected

Wireless Network C... 0% 65Mbps  Connected
Processes: 51 CPU Usage: 1% Physical Memony: 26%

What is the Link Speed?

Step 5
Click the Users tab.

"% Windows Task Manager EI =] @
File Options View Help
'App_licat'ons Processes | Services Performance Neﬂ-orhng Users

T — -

User jin] Status Client Name Session

A pdministrator 1 Active Console

Disconnect | | Logoff

Processes: 51 CPU Usage: 0% Physical Memory: 26%

List all users and their Status.
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What actions can you perform on the user from this window?

Step 6

Click the Processes tab.

File Options

View Help

| Applications | Processes |Servioes I Performance | Metworking I Users |

7
Image Mame

User Name CPU

Memaory (Private Working Set)

Description

esrss.exe. T 8656 K |
dwm.exe Vicki [ln} 13,236 K Desktop Window Manager
explorer.exe Vicki [ln} 18,628 K Windows Explorer
hgtray.exe Vicki [lu} 1,424K  VMware Host Network Access Status Tray Application
MSSECES, EXE Vicki (i} 2,272K  Microsoft Security Essentials User Interface
rundll32.exe Vicki (1} 2,252K  Windows host process (Rundll32)
Snagit32.exe Vicki 0o 15,324K  Snagit
SnagitEditor.exe  Vicki [[u} 21,204K  Snagit Editor
SnagPriv.exe Vicki [[u} 680 K  Snagit RPC Helper
taskhost.exe Vicki [lu} 1,308 K Host Process for Windows Tasks
taskmar.exe Vicki 01 1,520 Windows Task Manager
TacHelp.exe Vicki [lu} 668 K TechSmith HTML Help Helper
winlogon.exe [[u} 1,408 K
’ @Show processes from all users &
Processes: 41 CPU Usage: 0% Physical Memory: 28%
= = = —

Click Show processes from all users.
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File Options View Help

Applications | Processes | Services I Performance I Metworking I Users | [\r,
-
Image MName User Mame CPU  Memory (Private Working Set)  Description =
| corss.exe SYSTEM_ 00 1,180K _ Client Server Runtime Process
CSISS.EeXE SYSTEM 0o 8,656 K  Client Server Runtime Process
CTAudSvc.exe SYSTEM 00 772K Creative Audio Service
dwm.exe Vicki a0 13,244K  Desktop Window Manager
explorer.exe Vicki o0 17,434K  Windows Explorer
hgtray.exe Vicki v} 1,424K  VMware Host Network Access Status Tray Application =
lzass. exe SYSTEM [ili} 2,572K  Local Security Authority Process
|sm.exe SYSTEM (i} 796K Local Session Manaager Service
MsMpEng.exe SYSTEM v} 43, 144K AntiMalware Service Executable
MSSECES. EXE Vicki 00 2,272K  Microsoft Security Essentials User Interface
rundl32.exe Vicki (i} 2,252K  Windows host process (Rundll32)
SearchIndexer.... SYSTEM 00 4,440 K Microsoft Windows Search Indexer B
services.exe SYSTEM o0 3,292K Services and Controller app
SMss.exe SYSTEM 4] 232K Windows Session Manager
Snagit32.exe Vicki 0o 15,160 K Snagit
Snagitbditor.exe  Vicki (i} 21,396 K Snagit Editor
SnagPriv.exe Vicki v} 630K Snagit RPC Helper
spoolsy.exe SYSTEM 00 3,152K Spooler SubSystem App
sychost,exe SYSTEM v} 2,388 K  Host Process for Windows Services
svchost. exe MNETWO... 00 2,440 K  Host Process for Windows Services
svchost.exe LOCAL ... 00 13,616 K Host Process for Windows Services
sychost,exe SYSTEM i} 35,984K HostProcess for Windows Services
svchost. exe SYSTEM 00 13,076 K  Host Process for Windows Services =
Show processes from all users
Processes: 42 CPU Usage: 0% Physical Memory: 28%

Double-click the border around the tabs.

Windows Task Manager is now in compact mode.

Image Name I}
I csrss .exe '
CSrE8.EXE
CTAudSve.exe
dwm.exe
explorer.exe
hgtray.exe
|sass.exe
lem.exe
MsMpEng.exe
MSSECEs. EXE
rundll32.exe
SearchIndexer. ...
SErvices,exe
SMSS.EXe

SYSTEM

| User Name

SYSTEM
SYSTEM
Vicki
Vicki
Vicki

Vicki
Vicki
SYSTEM
SYSTEM
SYSTEM

00 1,180K

CPU  Memory {Private Working Set)

i) 8,656 K
0o T72K
00 13,244 K
00 17,476 K
0o 1L424K
0o 2,516 K
0o T34 K
00 43,904 K
i) 2,272K
0o 2,252K
0o 440 K
oo 3,240K
0o 232K

Description

. C_Ii_en't_"Server'_F;‘._'L.-||'-1'1:-i|.'_|'|eji3r'ooess

Client Server Runtime Process

Creative Audio Service

Desktop Window Manager

Windows Explorer

WMware Host Network Access Status Tray Application
Local Security Authority Process

Local Session Manager Service

AntiMalware Service Executable

Microsoft Security Essentials User Interface
Windows host process (Rundll32)

Microsoft Windows Search Indexer
Services and Controller app

Windows Session Manager

Show processes from all users

Click Image Name.
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User Name

Image Name

WUDFHost. exe LOCAL ...
wmpnetwk.exe NETWQ...
winlogon.exe SYSTEM
wininit, exe SYSTEM
vmware-usbarb,., SYSTEM
vmware-authd.... SYSTEM
vmnetdhcp. exe SYSTEM
vmnat. exe SYSTEM
TscHelp.exe Vicki
taskmar.exe Vicki
taskhost.exe Vicki
System Idle Pro... SYSTEM
System SYSTEM
svchost.exe LOCAL ...

CFRU

Juli]
00
00
00
00
Juli]
Juli]
Juli]
00
00
00
99
Juli]
Juli]

Memory (Private Working Set)

1,168 K
3,484K
1,376 K
712K
1,032K
3,332K
744K
340K
668 K
1,316 K
1,784K
12K
APOK
1,698 K

Description

Windows Driver Foundation - User-mode Driver Fra...
Windows Media Player Metwork Sharing Service
Windows Logon Application

Windows Start-Up Application

VMware USE Arbitration Service

VMware Authorization Service

WMware VMnet DHCP service

WMware NAT Service

TechSmith HTML Help Helper

Windows Task Manager

Host Process for Windows Tasks

Percentage of time the processor is idle

MT Kernel & System

Host Process for Windows Services =

Show processes from all users

Click Image Name again.

What effect does this have on the columns?

Image Name User Name

System Idle Pro... SYSTEM
System SYSTEM
SMSS.eXe SYSTEM
TscHelp.exe Vicki
SnagPriv.exe Vicki
wininit. exe SYSTEM
vmnetdhcp.exe SYSTEM
CTAudSve.exe SYSTEM
lsm.exe SYSTEM
vmnat. exe SYSTEM
vmware-usbarb... SYSTEM
WUDFHost. exe LOCAL ...
CSTSS5.EXE SYSTEM
winlogon.exe SYSTEM

CPU

99
00
Juli]
Juli]
Juli]
Juli]
00
00
00
Juli]
Juli]
Juli]
00
00

=
Memory (Private Working Set) |

12K
0K
232K
568 K
530 K
712K
744K
772K
796 K
340K
1,032K
1,168 K
1,180 K
1,375 K

Description

Percentage of time the processor is idle
MT Kernel & System

Windows Session Manager
TechSmith HTML Help Helper
Snagit RPC Helper

Windows Start-Up Application
WMware YMnet DHCP service
Creative Audio Service

Local Session Manager Service
WMware NAT Service

VMware USE Arbitration Service

Windows Driver Foundation - User-mode Driver Fra...

Client Server Runtime Process

Windows Logon Application =

Show processes from all users

Click Memory (Private Working Set).

What affect does this have on the columns?

Double-click the outside border again to return to tabs mode.

Step 7

Open a browser.

Note: Firefox is used in this lab. However, any browser will work. Just substitute your browser name

whenever you see the word Firefox.

Return to the Windows Task Manager.
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File Options View Help
| Applications | Processes |Services | Performance | MNetworking IUsefs | N
=
Image Mame User Name CPU  Memory (Private Working Set) Description jo)
CSrSS. XS SYSTEM 00 1,200 K  Client Server Runtime Process
CErSS. XS SYSTEM ala] 8,620 K Client Server Runtime Process
CTAudSve.exe SYSTEM a0 772K Creative Audio Service g
dwm.exe Vicki 00 13,348 K Desktop Window Manager 3
explorer.exe Vicki 00 18,836 K  Windows Explorer
| firefox.exe . Vicki 00 27,804K  Firefox |

hatray.exe W yicki iy} 1,424K  VMware Host Metwork Access Status Tray Application
|sass.exe SYSTEM 00 2,54 K Local Security Authority Process
lsm.exe SYSTEM iy} 800K Local Session Manager Service
MsMpEng.exe SYSTEM iy} 50,145 K AntiMalware Service Executable
MSSECEs, eXe Vicki iy} 2,272 K Microsoft Security Essentials User Interface
rundl32.exe Vicki iy} 2,252 K Windows host process (Rundl32)
SearchIndexer.... SYSTEM iy} 5,928 K Microsoft Windows Search Indexer
services.exe SYSTEM iy} 3,324K  Services and Controller app
SMSS. eXE SYSTEM i) 232K Windows Session Manager
Snagit32.exe Vicki 2] 15,360 K Snagit
SnagitEditor.exe  Vicki iy} 22,108 K Snagit Editor
SnanPriv.exe Vicki (1] AA0 K Snanit RPC Helner =

l Show processes from all users

Processes: 42 CPU Usage: 0% Physical Memonry: 30%

Click Image Name so the list is in alphabetical order, then locate and select firefox.exe.

i = 3

File Options View Help
| Applications | Processes |Services | Performance I Metworking | Users |
=
Image Name User Name CPU  Memory (Private Working Set) Description =
Ceres.exe SYSTEM 0o 1,200 K Client Server Runtime Process
CSrss.exe SYSTEM 0o 8,600 K Client Server Runtime Process
CTAudSve.exe SYSTEM an 772K Creative Audio Service A
dwm.exe Vicki i} 13,356 K Desktop Window Manager 1
explorer.exe Vicki s} 18,844 K  Windows Explorer
| firefox.exe o FleL B 38,020 K  Firefox |
hagtray.exe P otation 1,424K  VMware Host Network Access Status Tray Application ==
lsass.exe Eerl P ioces 2,532K  Local Security Authority Process
lem.exe 800K Local Session Manager Service
MsMpEng.ex End Process Tree 43,532K  AntiMalware Service Executable
MSSECes. eXg Debug 2,272K  Microsoft Security Essentials User Interface
rundll32.exe UAC Virtualization 2,252K  Windows host process (Rundll32)
SearchIndex Create D Fil 5/928 K Microsoft Windows Search Indexer
Services. exe By s 3,264K  Services and Controller app
e Set Priority 3 Realtime ession Manager
Snagit32.ex Set Affini High
SnagitEditor AT i r
: i e = Above N | &2
;nanprlv B Properties ove MNorma % Helner
B Go to Service(s) erma End Process

Below Mormal

Processes: 42 CPU Usage: 0% Physig Low

Right-click firefox.exe > Set Priority.

What is the default priority for the browser?

Set the priority to Above Normal.
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-
Windows Task Manager

P

“firefox.exe’?

instability.

Do you want to change the priority of

| Changing the priority of certain processes could cause system

[ Changepriorityﬂ)[ Cancel ]

Click Change priority to the Windows Task Manager warning message.

Step 8

Click View > Select Columns.

fa = 7 ™
B Windows Task Marlag_ﬂ‘ _ E@g
File Options Help
P Refrezh Mow F5 arking | Users
Update Speed 4

Image N;ms i h rivate Working Set) Déscripﬁcn . £
CSM55.EX8 1,200K  Client Server Runtime Process
CSrSS.EXE SYSTEM oo 8,596 K Client Server Runtime Process
CTAudSvc.exe SYSTEM oo 772K Creative Audio Service e
dwm.exe Vicki 01 13,372K  Desktop Window Manager 3
‘explarer.exe  Vicki | ‘00 | 18,836 K Windows Explorer

| firefox.exe  Vicki gt 1 43,316 K Firefox "
hatray.exe Wicki oo 1,424K  VMware Host Network Access Status Tray Application ==
lsass.exe SYSTEM oo 2,532K  Local Security Authority Process
Ism.exe SYSTEM oo 788K Local Session Manager Service
MsMpEng.exe SYSTEM oo 43,208 K AntiMalware Service Executable
MSSECEs. EXE Wicki oo 2,272K  Microsoft Security Essentials User Interface
rundll32.exe Vicki oo 2,252K  Windows host process (Rundll32)
SearchIndexer.... SYSTEM oo 5,268K Microsoft Windows Search Indexer
SErViCEs.EXe SYSTEM oo 3,308 K Services and Controler app
SMSs.exe SYSTEM oo 232K Windows Session Manager
Snagit32.exe Vicki oo 15,292K  Snagit
SnagitEditor.exe  Vicki oo 21,920K  Snagit Editor
SnanPriv.eye Wirki nn BAN K Snanit RPC Helner i

Show processes from all users

i Select which columns will be visible on the Process page

The “Select Process Page Columns” window appears.

-
Select Process Page Columns 1

S

Select the columns that will appear on the Process page of Task Manager.

[] Memory - Paged Pool
[] Memory - Non-paged Pool
[7] Page Faults

[ Page Fault Delta

! Base Priority

[ Handles

W | [C] Threads

[ USER Objects

[] GDI Objects

[ 1/0 Reads

ol | [E 1/0 writes

o | £ 1/0 other

| | [C] 1o Read Bytes

o | ] 1/0 wirite Bytes

\| | [C] 1/0 Other Bytes

m

oK [}J[ Cancel ]-

Place a check mark next to Base Priority > click OK.
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Expand the width of the “Windows Task Manager” so the “Base Priority” column is visible.

Mormal
MNormal
Mormal
Mormal
Mormal
MNormal
MNormal
Mormal
Mormal
Mormal
Mormal
Mormal
Mormal
MNormal
MNormal
Mormal
Mormal
Mormal
Mormal
Mormal
Mormal
Mormal
Mormal
Mormal
Mormal
Mormal
Mormal
Mormal
Mormal
Mormal
Mormal
Mormal
Mormal
Mormal
Mormal
Mormal

High

»

7
b Base Pri | =
NJA

m

kL =

Click Base Pri.

Which image name has a base priority of N/A?

List the image name that has a base priority of Above Normal?

Step 9

i ™
1% Windows Task Manager E@ﬂ
File Options View Help
| Applications | Processes | Services | Performance | Networking | Users |
Image Name User Name CPU  Memory (Private Working Set)
System Idle Process SYSTEM 99 12K
System SYSTEM 0o A0K
SMSs.EXE SYSTEM 0o 232K
CSrS5,.EXE SYSTEM [a]u] 1,200 K
CSrss.exe SYSTEM 0o 8,550 K
SEMVICES, EXE SYSTEM o0 3,252 K
lsass.exe SYSTEM 0o 2,520 K
lsm.exe SYSTEM an 738K
swchost.exe SYSTEM an 2,372K
svchost.exe METWORK SERVICE 0o 2,452K
MsMpEng.exe SYSTEM 0o 43,236 K
svchost.exe LOCAL SERVICE 0o 13,624 K
swchost.exe SYSTEM aa 33,408 K
svchost.exe SYSTEM 0o 12,980 K
svchost.exe LOCAL SERVICE 0o 2,988 K
svchost.exe METWORK SERVICE 0o 4616 K
SnagPriv.exe Vicki a0 630 K
spoolsy.exe SYSTEM a0 3,14 K
svchost.exe LOCAL SERVICE 0o 10,336 K
svchost.exe LOCAL SERVICE 0o 370K
sychost.exe LOCAL SERVICE 0o 1,648 K
vmware-usharbitrator.exe  SYSTEM a0 1,032K
vmnat. exe SYSTEM 00 B40 K
WUDFHost. exe LOCAL SERVICE 0o 1,168 K
vmnetdhcp.exe SYSTEM a0 Ta4K
vmware-zuthd.exe SYSTEM a0 3,336 K
TacHelp. exe Wicki a0 G668 K
taskhost.exe Wicki a0 1,784 K
explorer.exe Wicki [[x] 18,836 K
rundll32.exe Vicki a0 2,252K
MESECES. EXE Wicki a0 2,272K
hgtray.exe Wicki a0 1,424 K
Searchindexer.exe SYSTEM a0 5,268 K
wmpnetwk. exe METWORK SERVICE o0 3470 K
Snagit32.exe Wicki 2] 15,324 K
SnagitEditor.exe Wicki [[x] 22,260 K
firefox.exe Wicki [[x] 43,308 K Above
wininit, exe SYSTEM 0o T12K
4| 1 gl
Show processes from all users
Processes: 42 CPU Usage: 0% Physical Memory: 30%

Reset Firefox.exe base priority to normal. Right-click firefox.exe > Set Priority > Normal > Change

priority.

© 2013 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public.

Page 11 of 12



IT Essentials

Chapter 5 Lab

Click View > Select Columns > uncheck Base Priority > OK.

' ™ ™y
Select Process Page Columns . s ﬂ

Select the columns that will appear on the Process page of Task Manager.

[ Memory - Peak Working Set -
[ Memory - Working Set Delta
Memory - Private Working Set
[ Memory - Commit Size -
[] Memory - Paged Pool
[] Memory - Non-paged Pool
[[] Page Faults
[C] Page Fault Delta
|:| Base Priority
| [ Handles
[] Threads
[ USER Objects
[] GDI Objects
7] 1/0 Reads
[ 1o writes -

m

File Options View Help

Applications | Processes |Services IPerForrnance Networking IUsers |

Description

Client Server Rur
Client Server Rur| =
Creative Audio 5
Desktop Window
Windows Explore
VMware Host MNel
Local Security Au
Local Session Mal
AntiMalware Sery
Microsoft Securit
Windows host pr
Microsoft Window
Services and Cor
Windows Session -
3

| Image Name} m | User Name CPU  Memory (Private Working Set)
CSrss.exg SYSTEM oo 1,200 K
CSMSS,EXE SYSTEM oo 8,020 K
CTAudSve.exe SYSTEM oo TIZK
dwm.exe Vicki o0 13,396 K
explorer. exe Vicki oo 18,856 K
hgtray.exe Vicki oo 1,424K
Isass.exe SYSTEM [uls} 2,532K
lzm.exe SYSTEM oo 788 K
MsMpEng. exe SYSTEM 0o 43,5096 K
MSSECES, EXE Vicki oo 2,272K
rundll32.exe Vicki oo 2,252K
SearchIndexer.exe SYSTEM [uls} 5,264 K
SErvices.exe SYSTEM oo 3,328 K
SMSS.EXe SYSTEM 0o 232K
i n

Show processes from all users

End Process

Processes: 41 CPU Usage: 0% Physical Memory: 28%

Is Firefox listed as a process?

Close all open windows.
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