AMR PRESENTS

Contingency Planning Brief:
Challenges and Getting Started

SUMMARY

If you are looking at
understanding
contingency planning
solution options for
addressing HIPAA
Security gaps in your
enterprise this Brief from
AMR is for you. Two
hours of your time may
save you days of effort
and identify significant
ways to optimize your
budget and resources.

WHO SHOULD ATTEND?

vClOs

v'Risk Managers

v'Corporate Compliance
Officers

v'Contingency Managers

v Information Security
Implementation Team

(please SHARE this
opportunity with appropriate
staff members)

REGISTER EARLY!

Space is limited

Tuesday, August 23, 2005

Illinois Hospital Association, Naperville & Springfield
1:30 p.m.—3:30 p.m.

AMR

1151 E. Warrenville Road
P.O. Box 3015
Naperville, IL 60566
630.276.5400
www.ihatoday.org

OVERVIEW

Contingency planning, also referred to as Business Continuity Planning
(BCP), is about a coordinated strategy that involves plans, procedures and
technical measures to enable the recovery of systems, operations, and
data after a disruption. Yet, many hospitals either do not have plans or if
they do the plans are out of date or not tested.

Why should security professionals and officers care about contingency
planning? Contingency Plan is a HIPAA Security Rule standard that must
be met. Some industry experts say that among organizations that suffer
significant, sustained disasters, 20% are completely out of business within
24 months. Contingency plans address the “availability” security principle.
The availability principle addresses threats related to business disruption —
so that authorized individuals such as physicians and nurses have access
to vital systems and information when required.

In this FREE, two-hour Brief and Q & A, you will learn:

e The HIPAA Security Rule has very specific requirements related to the
components of a Contingency Plan. Identify all components and understand how
they relate to each other.

e A Business Impact Analysis (BIA) is the first step in developing a comprehensive
contingency plan. Examine how to conduct a BIA.

e Step through templates for all critical documents that must be created for a
contingency plan.

e Examine the NIST classifications of threats, the classification of information
categories, and the types of backup sites and other solution options that your
organization can consider for disaster recovery purposes.

PRESENTER: Uday O. Ali Pabrai, Chief Executive, HIPAA Academy

Uday O. Ali Pabrai, CISSP, CHSS, is a highly sought after InfoSec and HIPAA
Security compliance expert. Based on his hands-on consulting experiences, he
developed a unique security methodology, BizShield™: The Seven Steps to
HIPAA Security Compliance. BizShield™ today provides the framework for
many healthcare security initiatives. Mr. Pabrai's clients have included several
hospitals including Condell, Edward, Sherman, Northwest Community and
several others, Blue Cross Blue Shield Affiliates, State of Illinois, lowa, Oregon,
Microsoft, U.S. Defense Intelligence Agency, U.S. Naval Surface

Warfare Center, HCR ManorCare, VitalWorks, Florida Department of Law
Enforcement, Kemin Industries, Marsh and many others. Mr. Pabrai is the
author of several leading HIPAA Security industry texts and InfoSec policies
that are all available at the HIPAAAcademy.Net e-store.
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REGISTER BY: August 16, 2005

Contingency Planning Brief: Challenges & Getting Started

Tuesday August 23, 2005

Registration: 1:00 p.m. Program: 1:30 p.m.—3:30 p.m.

PLEASE INDICATE WHICH SITE YOU WILL ATTEND:
Q Illinois Hospital Association, Naperville
O Illinois Hospital Association, Springfield (Videoconference)

PLEASE PRINT CLEARLY: This Program is COMPLIMENTARY

Name: Title:

Hospital/Organization:

Address:
City/Zip: Phone:
E-Mail: Fax:

THIS FORM MAY BE DUPLICATED < < < PHONE REGISTRATIONS ACCEPTED

TO REGISTER: Complete the form above and mail or fax to:

Lil Longshore Phone: 630.276.5884

P.O. Box 3015 Fax:  630.276.5885

Naperville, IL 60566 E-Mail: llongshore@ihastaff.org
GENERAL INFORMATION

MAPS are located at: www.ihatoday.org = Click on Education/Membership

AMERICANS WITH DISABILITIES ACT: AMR wishes to ensure that no
individual with a disability is excluded, denied services, segregated or otherwise treated
differently from other individuals because of the absence of auxiliary aids and services
unless providing such auxiliary aids and services would fundamentally alter the
program provided or result in an undue burden. If you need any of the auxiliary aids or
services identified in the Americans with Disabilities Act in order to attend this
program, please call 630.276.5884 at least five (5) working days before the program
date if possible.

CANCELLATION POLICY: AMR reserves the right to cancel or reschedule a
program due to an insufficient number of registrants or other unforeseen circumstances.
Registrants will be notified of cancellation prior to the program date.




