Model Policy on Employee
Privacy

All workplaces must have a personal information protection policy (aka a privacy policy) protecting the personal information of
employeesand providing mechanisms for accessing and revising personal information and a complaint resolution process. The
following Model Employee Privacy Policy is based on one used by a leading supplier of agricultural productsandisone ofthe best
examplesof a policy we’ve ever seen.

0f course, privacy policiesaren’t one-size-fitsalland what works for one organization might not work for you. So you'll need to modify
the modelsto your own situation.

HR managers in any part of the country can adapt this Model Policy for use at their own workplace.




MODEL PoLicY ON EMPLOYEE PRIVACY

Although based on a template from a leading supplier of agricultural products, HR managers in any part
of the country can adapt this Model Policy for use attheir own workplace.

Dear ABC Company Employees:

ABC Companyis committed to maintaining the accuracy, confidentiality and security of your personal

information. This Privacy Policy describes the personal information that ABC Company collects from or
aboutyou, how we use that information who we disclose it to.

WHAT THIS POLICY DOES & DOESN’T COVER

This Privacy Policy applies tothe personal information of all individuals who apply to be, are, or were
employed by ABC Company (collectively, "employees"). Exception: Personalinformation collected, used
or disclosed using the ABC Company website is covered not by this Privacy Policy but by the "Website
Privacy Statement" posted on the ABC Company website itself at [insert URL].

For purposes of this Privacy Policy, “personal information” means any information about an identifiable
individual, other than the person's business title or business contactinformation when used or disclosed
for the purpose of business communications. Personal information does notincludeanonymous or non-

personal information, i.e., information that can’t be associated with ortracked back to a particular
individual.

COMPLIANCE WITH PRIVACY LAWS

ABC Company’s policy is to comply with the privacy legislation of each province and territory where we

operate—and with federal PIPEDA law (Personal Information Protection & Electronic Documents Act) to
the extentan operationissubjecttofederal regulation.

This Privacy Policy establishes ageneral framework. Because employee privacy rights vary from
jurisdiction to jurisdiction, some of the rights, obligations and procedures set outin this Privacy Policy

may notapply the same way—orapply atall—to ABC Company employees workingin certain locations
and/or conducting certain operations.

If you’re unsure or have questions about whetherand how this Privacy Policy applies toyou, please ask
[insert contact, e.g., the HR or privacy director].

PERSONAL INFORMATION ABOUT EMPLOYEES WE COLLECT

ABC Company collects and maintains different types of personal information concerning employees,
including the personal information containedin:

* Resumes andjob applications;

e References and interview notes;

* Photographsandvideo;

e Letters offeringand acceptingemployment;

e Mandatory policy acknowledgement sign-offsheets;
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e Payrollinformation; including but not limited to social insurance number, pay cheque deposit
information, and GRRSP/ESP information;

¢ Wage and benefitinformation;

e Formsrelatingtothe applicationfor, orin respect of changesto, employee health and welfare
benefits; including, shortand long term disability, medical and dental care; and

¢ Beneficiary and emergency contactinformation.

ABC Company also collects personal information such as names, home addresses, phone numbers,
personal email addresses, dates of birth, employeeidentification numbers and marital status, and any
otherinformation necessary to ABC Company’s business purposes, whichis voluntarily disclosed in the
course of an employee's application forand employment with ABC Company.

ABC Company generally collects personal information directly from you, the employee. We generally get
your permission first before we try to collect personal information about you thatis held by a third party
either by asking you directly for permission orimplying that we have your permission on the basis of
your actions.

From time totime, ABC Company may receive personal information aboutyou collected from third
parties we do business with inthe course of our businessinteractions. Inthose circumstances, ABC
Company will take reasonable stepsto ensure that those third parties have represented to us that they
have the right to disclose your personal information to us.

ABC Company may also collect personal information about you without your knowledge or consent
where we’re allowed to do so by law.

PURPOSES OF COLLECTING EMPLOYEE PERSONAL INFORMATION

ABC Company uses, collects and discloses personal information about employees for our business
purposes, including:

e Establishing, managing orterminating your employment;
e Decidingifyou’re eligible to be offered ajob, including verification of your references and
qualifications;
e Administering pay and benefits;
e  Processingemployeework-related claims (e.g. workers’ compensation, insurance claims, etc.);
e Establishingtrainingand/ordevelopment requirements;
e Conducting performance reviews and determining performance requirements;
e Assessing qualifications fora particularjob or task;
e Gatheringevidencefordisciplinary action ortermination;
Establishinga contact pointin the event of an emergency (such as next of kin);
o Complyingwith applicablelabouroremployment laws;
Compilingdirectories;
e Ensuringthe security of company-held information; and
e Otherpurposesasare reasonably required by ABC Company.
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MONITORING

The work output of ABC Company employees, whetherin paperrecord, computerfiles, orany other
storage format belongs to us. Such work output and the tools used to generate it are always subject to

review and monitoring by ABC Company and you should not have any expectation that they constitute
your private information.

In the course of conducting business, we may monitor employee activities and our premises and
property, such as by installing surveillance cameras at workplaces that pose high security risks. Any such
surveillance cameras are there forthe protection of employees and third parties, and prevent theft,
vandalism and damage to ABC Company goods and property. In most cases, recorded images are
routinely destroyed and not shared with third parties. Exception: Such records may be turned overto

the police orother appropriate government agency or authority where there’s suspicion of acrime or
such disclosure is otherwise necessary to enforce the laws.

ABC Company alsoreservesthe right to monitorall employees' computerand e-mail use.
HOW WE USE EMPLOYEE PERSONAL INFORMATION
ABC Company may use your personal information for:

¢ The purposesdescribed in this Privacy Policy; or
e Any additional purposes that we advise you of and get your consentto where such consentisrequired
by law.

ABC Company may also use your personal information without your knowledge or consent where we’re
allowed orrequiredtodoso by law.

HOW & WHEN WE DISCLOSE EMPLOYEE PERSONAL INFORMATION

ABC Company may share your personal information with ouremployees, contractors, consultants and
other parties whorequire the information to help us establish, manage orterminate your employment.
In some instances, such parties may also provide certaininformation technology and data processing
services to us so that we may operate our business. We may share personal information with such
parties bothinand outside of your home jurisdiction, and as result; your personal information may be
collected, used, processed, stored ordisclosed in Canadaand the United States.

We typically require the parties with whom we share personal information to comply with the terms of
this Privacy Policy when using or disclosing that information.

In addition, your personal information may be disclosed:

e Aspermitted orrequired by law or regulatory requirements —in which case, ABC Company will try not
to disclose more personal information than required underthe circumstances;

e To comply with valid legal processes such as search warrants, subpoenas or court orders;

e Aspart of ABC Company'sregularreporting activities;

¢ To protect the rightsand property of ABC Company;

e Duringemergency situations or where necessary to protect a person’s safety;

e Where the personal informationis publicly available; or

e With your consentwhere such consentisrequired by law.
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NOTIFICATION & CONSENT

ABC Companyis generally notrequired by privacy laws to get your consent to collect, use or disclose
personal information forthe purpose of establishing, managing orterminating youremployment. In
addition, we may collect, use ordisclose your personal information without your knowledge or consent
where allowed orrequired by law.

If we do need your consent, we will assume, unless you tell us otherwise, that you have consented to
ABC Company’s collecting, using and disclosing your personal information for the purposes stated
above. You may also, at any time, subjectto legal or contractual restrictions and reasonable notice,
withdraw your consent. All communications withdrawing orvarying the terms of your consent should be
inwritingand addressed to [list contact].

HOW WE PROTECT EMPLOYEE PERSONAL INFORMATION

ABC Company maintains physical, technical and procedural safeguards to protect your personal
information and ensuringthatitdoesn’tgetlostand secured from unauthorized access, copying, use,
modification ordisclosure.

HOW LONG WE RETAIN EMPLOYEE PERSONAL INFORMATION

Exceptas otherwise allowed orrequired by law, ABC Company tries to ensure that we retain your
personal information only foraslongas we believeis necessary to fulfillthe purposes for which we
collectedit. Once we determine that retaining thatinformationis nolonger necessary, ABC Company
will destroy orerase or make itanonymoussothat it can’t be associated with ortracked back to you.

UPDATING OF EMPLOYEE PERSONAL INFORMATION

We askyou to keep usinformed if and when your personal information happens to change during the
course of youremployment so that we can ensure that the information containedin ourrecordsis both
accurate and current.

You may request that we change your personal information atany time. If we don’tagree to the
requested change, we will instead append an alternative text to the recordin question.

EMPLOYEE ACCESS TO THEIR PERSONAL INFORMATION

You can ask to see the personal information that we hold aboutyou. If you want to review, verify or
correct your personal information, contact [list contact name and instructions] in writing.

When requesting access to your personal information, ABC Company may ask you for information so
that we can confirmyouridentity and right to access, as well as to search for and provide you the
personal information you want. We may charge you a fee to access your personal information; but we’ll
advise you of any fee inadvance. If you require assistance in preparing your request, please contact [list
contact name and instructions].

Your right to access the personal information that we hold aboutyou is subject to limits. The law may
allow orevenrequire us to refuse to provide some orall of the personal information that we hold about
you. In addition, the personal information may have been destroyed, erased or made anonymousin
accordance with ourrecord retention obligations and practices.
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In the eventthat we can’t provide you access to your personal information, we’ll make an effort to
explainthe reasons why, subject to legal restrictions.

ABC COMPANY’S RIGHT TO REVISE THIS PRIVACY POLICY

ABC Company may make changes to this Privacy Policy in accordance with changes to legal

requirements orinternal information policies and practices. We'll notify you of any changes we make
and distribute toyou a revised version of the Privacy Policy incorporating the change.

QUESTIONS OR CONCERNS

If you have any questions about this Privacy Policy or concerns about how we manage your personal
information, please contact [list contact and instructions].

Signed: President/CEO Date:

The ABC Company Employee Privacy Policy should be consulted whenever there are concerns about
privacy inthe workplace.
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NEW - Special No-Risk Charter Membership Offer!

JHRInsider

Finally, the plain-English “how-to” help and practical “working tools” you need
to quickly and easily get in compliance - and stay in compliance with the
latest HR laws, standards, guidelines and court rulings.

HR Insider gives you complete, online HR compliance and management help -
organized and searchable by topic. You find out in crystal-clear, plain-English:

P What you need to know HR laws, standards, interpretive guidance, best practices,
and case rulings and how they affect your company’s HR program, policies and

procedures.

P What practical steps you need to take to comply with HR regulations, reduce legal

risks, and improve workplace morale.

P Ready-to-use “working tools” to help you comply, including model policies and
procedures you can adapt to your specific needs; in addition to model forms,

letters, checklists, and much more.

P> Plus, you get access to unlimited webinars on a variety of human resource

compliance topics.

MEMBERSHIP OFFER:

Just $697

for One Full
Year!

Limited-Time Offer!

Here’s just a sample of the valuable help you get from HR Insider:

D> Ask the Expert: Part of the value of HR Insider is getting real
solutions and best practices from our circle of experts and editors.
Submit a question and receive responses from both our experts and
community.

P> Complimentary Video Learning Center: Access to a variety of HR
videos you can use to compliment your training.

P> Hot Topics Centres: Each hot topic covers a single critical HR topic or
issue and includes in-depth analysis, plain language “how-to”
guidance, practical “working tools”, plus special reports, expert
interviews, training programs, and more.

P> Infographics: Visual representations of a variety of HR topics, useful
for a quick and enjoyable read.

P> Joh Descriptions: Pre-made descriptions for various positions you may
be hiring.

D> Latest Headlines: All the latest HR headlines from around the world,
updated daily.

D> Legal Announcements by Province: Updated as laws and regulations
change, a comprehensive guide to HR law by province.

D> Newsletters: Weekly electronic newsletters that showcase the most
important updates to the HR Insider.

D> Policies: A large variety of policies you can implement on various
topics, including Gender Identity & Gender Expression, Work Related
Stress, Discrimination, Peer Recognition, Model Attendance, and
many more.

D> Print Newsletter: Monthly print newsletters mailed right to you. A
perfect resource to keep in the staff room, or any area where
employees have down-time.

D> 24/1 Access: All these tools and resources are accessible to you at any
time, from anywhere.



Start Your No-Risk Charter Membership to

JHRInsider

Here’s What You Get:

1-Year Membership to OHS Insider: complete “how-to” HR compliance and management help organized and
searchable by topic, including regularly-updated, plain-English explanations of HR standards and regulations,
updates on the latest directives, guidelines, court cases and rulings - PLUS, downloadable model forms, checklists,
model policies and other practical working tools to make HR compliance easy and enable you to stay in compliance.

1-Year (12 issues) of HR Compliance Insider: practical, “how-to” help to comply with the latest laws, rules,
regulations and court rulings - along with practical “working tools”, and handy links to related content on HR
Insider - delivered to you each month.

Unlimited Webinars: our webinars cover a wide variety of HR compliance topics, and include some of Canada’s
foremost HR experts.

Weekly E-Mail Updates: on rules, requlations, court cases, and other HR developments that affect your workplace,
plus the tools you need to respond.

Bonus Sign-Up Offer: receive 4-11x17 HR posters FREE when you purchase an HR Insider membership

Our Risk-Free Guarantee: if you are not completely satisfied with HR Insider just cancel your membership and get
a refund - no questions asked.

SENT - Limited Time Special Offer

/ﬁ?ﬁ%ﬁ,@? Membership Rate: $697
"'Wf”"' Full Membership Package - Retail Price: $1,571

4 - 11 x 17 Posters

Sign-up today! Call 1-800-220-954/



