
                             

                  

 
 

  

UBA Pa yMa na g e r a nd EMS Applic a tion Form     

 

     

 
A. CUSTOMER DETAILS 

Co mpa ny Na me   

Add re ss  

City/  Sta te   

Pho ne  Numb e r  

Ema il  

 

 

Compa ny Ac c ount De ta ils 

Ac c ount Na me  Ac c ount Numbe rs Ac c ount Type  (Sa ving s, 

Curre nt, Domic ilia ry) 

   

   

   

   

   

   

   

   

  

 

 

 

 

B. Se tup de ta ils  

     Se le c t d e sire d  Pro d uc t:  Pa yMa na g e r         Expe nse  Ma na g e me nt Syste m(EMS) 

 

 Wha t Pa yMa na g e r mo d ule  d o  yo u d e sire ?     Dire c t Cre d it           Dire c t De b it 

 

 Wha t fo rm o f third  le ve l a uthe ntic a tio n se c urity d o  yo u d e sire ?   

Syste m g e ne ra te d  PIN          Se c ure  to ke n d e vic e   

 

 Administra to rs’  Full Na me  a nd  e ma il a d dre ss_____________________________________ 

 Administra to r func tio ns: 

1. Use rs Se tup                              YES ___  NO ___ 

2. Tra nsa c tio n re po rt                 YES ___  NO ___ 

3. Use r Ac tivity Re po rts              YES ___  NO ___ 

 

 Full na me  a nd  e ma il a d d re ss o f pe rso nne l tha t wo uld  a ppro ve  a d ministra to r’ s 

se tups a nd  mo d ific a tio ns _______________________________________________________ 

 

 File  se rve r a dd re ss (Optio na l): __________________________________________________ 

 

 Ma nd a te  De ta ils 



i. Ba tc h tra nsa c tio ns a mo unt limit ___________________________ 

 

ii. Ind ivid ua l tra nsa c tio n a mo unt limit _____________________ 

 

iii. Do  yo u d e sire  tra nsa c tio n ve rific a tio n?  YES ___  NO ___ 

 

 

 

 

iv. Wo uld  sig na to rie s a ppro ve  tra nsa c tio ns in p ie c e me a l a ppro va l?  YES ___ NO ___ 

 

 Ho w ma ny d a ys sho uld  it b e  o pe ne d ?  ___________ 

 

 Is Fo re ig n Curre nc y Pa yme nt d e sire d  (Pa yMa na g e r o nly)?  YES ___  NO ___ 

 

 Wo uld  simplifie d  d a ta  file  b e  use d  fo r a ll up lo a d s?  YES ___  NO ___ 

 

 If YES, sho uld  third  pa rty c o d e  b e  syste m g e ne ra te d ?  YES ___  NO ___ 

 

 Wo uld  yo u a lso  wa nt to  a c c e ss this se rvic e  a t a ny UBA Bra nc h?  YES ___  NO ___ 

 

 

 

 

 Sig na to rie s 

Full Na me  De sig na tion Sig na tory 

Le ve l 

Ac c ount numbe r 

a nd  

Approva l limit (N) 

Sig na ture   Ema il a ddre ss 

    

 

 

  

    

 

 

  

    

 

 

  

    

 

 

  

    

 

 

  

    

 

 

  

    

 

 

  

    

 

 

  

    

 

 

  

    

 

 

  

    

 

 

  

    

 

 

  



 

 

 

Ple a se  a tta c h pa sspo rt p ho to g ra phs o f a ll sig na to rie s with na me  a nd  sig na ture  o f e a c h sig na to ry 

o n the  flipsid e  

* Se e  g lo ssa ry o f te rms o n b a c k pa g e    
 

 

Ce rtific a tion 

 

I __________________________ he re b y c e rtify tha t the  info rma tio n pro vid e d  a b o ve  is c o rre c t a nd  

c o mple te . 

 

Full Na me  De sig na tion Sig na ture  Da te  

 

 

 

   

 

 

 

 

 

 

C. For Ba nk Use  Only 

 Ac c ount R. Ma na g e r Bra nc h Op. Ma na g e r Bra nc h Ma na g e r 

Na me     

Sig na ture     

Da te     

Ema il 

Add re ss 

   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

Glossa ry 

 

Authe ntic a tion c ode : this is a  PIN tha t is se nt to  the  fina l sig na to rie s e ma il b o x b e fo re  fina l 

tra nsa c tio ns a re  se nt fo r pa yme nt. 

Approva l limit: hig he st a mo unt in Na ira  tha t a  sig na to ry c a n a ppro ve  

Administra tor func tions: The se  a re  the  ro le s tha t a  c lie nt a d ministra to r c a n pe rfo rm  

Ba tc h tra nsa c tion a mount limit: hig he st a mo unt in Na ira  tha t a  file  o f tra nsa c tio ns sho uld  

c o nta in 

Bra nc h Usa g e : tra nsa c tio ns c a n b e  pro c e sse d  b y the  b a nk b ra nc h o n b e ha lf o f c usto me r   

Clie nt ID: is use d  to  id e ntify the  c lie nt a c c e ssing  the  syste m during  lo g o n 

Dire c t Cre dit: fund s tra nsfe r to  a  sp e c ifie d  a c c o unt 

Dire c t De bit: fund s tra nsfe r fro m spe c ifie d  a c c o unt 

Expe nse  Ma na g e me nt: Mo d ule  fo r ma na g ing  a nd  fund ing  UBA c a shc a rd s 

Fore ig n Curre nc y Pa yme nt: This is fo r ma king  pa yme nts in c urre nc ie s o the r tha n the  Na ira   

File  se rve r a ddre ss: This is the  pa th whe re  do c ume nts to  b e  vie we d  b y sig na to rie s re sid e s  

Group na me : Na me  o f g ro up  tha t a  sig na to ry b e lo ng s to . Exa mple  Ma na g e r Gro up , Dire c to r  

Gro up  e tc  

Individua l tra nsa c tion limit: hig he st a mo unt in Na ira  tha t p a yme nt to  a  sing le  b e ne fic ia ry c a n 

b e  

Pa yMa na g e r: Dire c t c re d it a nd  d ire c t d e b it syste m 

Pie c e me a l a pprova l: this a llo ws fo r so me  tra nsa c tio ns to  b e  a ppro ve d  fro m a  b a tc h while  the  

b a la nc e  tra nsa c tio ns c a n b e  tre a te d  la te r d e pe nd e d  o n the  numb e r o f d a ys se t fo r it to  b e  

o pe n 

Se c ure  toke n de vic e : this is a  ha rd wa re  tha t g e ne ra te s a  PIN e ve ry 60se c s. It is to  b e  use d  b y 

fina l sig na to ry b e fo re  tra nsa c tio ns a re  se nt fo r pa yme nts 

       Sig na torie s: a ppro ve rs o f pa yme nt tra nsa c tio ns 

Sig na tory Le ve l: po sitio n o f a ppro ve rs (1st sig na to ry, 2nd  e tc ) 

Syste m Administra tor: pe rso nne l tha t wo uld  ma na g e  syste m o n c lie nt’ s b e ha lf. This inc lud e s 

se tting  up  use rs, d o wnlo a d ing  re po rts, a ssig ning  rig hts a nd  privile g e s e tc  

Third pa rty: this is a  b e ne fic ia ry o r a  re mitte r 

Third pa rty c ode : this is a  uniq ue  c o de  use d  to  id e ntify e a c h third  pa rty o n the  syste m 

Tra nsa c tion re port: re c o rd s o f tra nsa c tio ns o n the  syste m c a n b e  vie we d  

Tra nsa c tion ve rific a tion: This e nsure s tha t a  se c o nd  le ve l c he c k o n tra nsa c tio ns up lo a d e d  is 

d o ne  a nd  a p pro ve d  

Simplifie d da ta  file : a n up lo a d  file  tha t c o nta ins a  third  pa rty c o d e , c urre nc y to  b e  pa id  in a nd  

a mo unt. Fo r this to  ha pp e n, a ll third  pa rtie s wo uld  ha ve  b e e n re g iste re d  o n the  syste m with a  

c o rre spo nd ing  third  pa rty c o d e  

Syste m g e ne ra te d third pa rty c ode : this is a  uniq ue  c o de  tha t is g e ne ra te d  b y the  syste m to  

id e ntify e a c h third  pa rty. Co d e  c a n a lso  g e t ma nua lly g e ne ra te d  b y d a ta  e ntry sta ff 

Use rs Se tup: this is a  func tio n whe re  a n a d ministra to r se ts up  ne w p e rso nne l o n the  syste m a nd  

a ssig ns the m func tio ns   

Use r Ac tivity Re ports: lo g s o f e ve ry a c tio n c a rrie d  o ut o n the  syste m c a n b e  vie we d  using  this 

func tio n 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

PMSPECIFIC TERMS AND CONDITIONS GO VERNING UBA’S PAYMANAGER 

SOLUTION 

 

1 . SCOPE OF SERVICES\FEATURES OF SOLUTION 

 

1.1 Ab ility to  e ffe c t insta nt d e b it o f c o rpo ra te  a c c o unt in UBA a nd  c re d it o n 

a c c o unts in a ny b a nk o n the  Inte rswitc h ne two rk;  

 

1.2  We b  b a se d  syste m whic h a llo ws so lutio n to  b e  use d  fro m a ny lo c a tio n with 

inte rne t a c c e ss; 

 

1.3 Wo rkflo w fo r multip le  sig na to ry a ppro va ls b e fo re  fina l pa yme nt is c o nsumma te d ; 

 

1.4  Mo d ule  tha t a llo ws fo r d ra ft pa yme nt to  b e ne fic ia rie s; 

 

1.5 Co mpre he nsive  re po rts o n tra nsa c tio ns; 

 

1.6 Se c ure  syste m tha t g e ne ra te s a uthe ntic a tio n c o de  o n the  fly fo r fina l pa yme nt to  

b e  c o nsumma te d ; 

 

1.7 Ale rt syste m to  no tify use rs o f whe n tra nsa c tio ns a re  pe nd ing  fo r the ir a c tio n; 

 

1.8 Lib ra rie s o f tra nsa c tio ns tha t c a n b e  sto re d  a nd  re use d ; 

 

1.9 Ab ility to  e ffe c t sta nd ing  o rd e r tra nsa c tio ns; 

 

10.0 Ca rd  ma na g e me nt syste m  

 

10.1   Fo re ig n c urre nc y pa yme nt c a pa b ility 

 

10.2   Dire c t De b it o n third  pa rty’ s b a nk a c c o unts in Nig e ria  a nd  Cre d ite d  to  Co rp o ra te    

c o lle c tio n a c c o unt re a l-time  o nline  

 

10.3    Simplifie d  d a ta  file  fo r d a ta  e ntry 

 

10.4  Ac c e pta nc e  o f Use r a nd  syste m g e ne ra te d  third  pa rty c o d e s 

 

10.5  A c o mp re he nsive  Third  p a rty ma na g e me nt mo d ule  

 

 

2. USERS 

 

2.1 The  UBA Pa yMa na g e r So lutio n (“ the  So lutio n”) is a va ila b le  to  c o rp o ra te s 

ma inta ining  Curre nt a nd / o r Sa ving s a c c o unt(s). 
  

 

3. SECURITY SYSTEM 

 

3.1  Uniq ue  a c c e ss c o de s (Use rna me  a nd  pa sswo rd ) fo r e a c h use r; 

 

3.2  Authe ntic a tio n c o de  to  fina lize  tra nsa c tio ns; 

 

3.3  Da ta  is tra nsmitte d  using  128 b it SSL c e rtific a te ;  

 

3.4  Da ta  is sto re d  in da ta b a se  e nc rypte d ; 

 

 



 

 

 

3.5  Ma ke r-c he c ke r me c ha nism fo r e ve ry a c tio n c a rrie d  o ut o n syste m; 

 

3.6  Co mpre he nsive  a c tivity lo g s; 

 

3.6.1 PIN c ha ng e  to  lo c k c a rds to  o rg a niza tio n 

 

3.6.2 PIN c ha ng e  b e fo re  first fund ing  

 

 

 

4. USE OF UBA PAYMANAGER SOLUTION PASSWORD 

 

4.1  Ea c h Custo me r sha ll b e  a ssig ne d  a  Pa sswo rd  b y the  Ba nk, d e ta ils o f whic h must 

 b e  ke pt se c re t b y the  Custo me r. 

 

4.2 The  Pa sswo rd  will g ra nt the  Custo me r a c c e ss to  de ta ils a b o ut the  Ac c o unt, a nd  

the  a b ility to  a utho rize  tra nsa c tio ns in re spe c t o f the  Ac c o unt thro ug h the  

So lutio n. 

 

4.3 The  Custo me r must c ha ng e  its Pa sswo rd : 

 

4.3.1 Imme d ia te ly a fte r first use  o f the  So lutio n, to  o ne  fo rmula te d  b y it; 

 

4.3.2   As o fte n a s p o ssib le  a fte r fo rmula ting  it to  re duc e  the  risk o f c o mp ro mise  to  the  

So lutio n; 

 

4.3.3  As so o n a s it suspe c ts tha t its p a sswo rd  ha s b e e n d isc lo se d ;  

 

4.4 The  Pa sswo rd  must no t b e  d isc lo se d  o r ma d e  kno wn to  a ny o the r pe rso n o r e ntity 

inc lud ing  me mb e rs o f sta ff o f the  Ba nk b y the  Custo me r.  If writte n, the  Pa sswo rd  

must no t b e  re c o g niza b le  a s a  Pa sswo rd  a nd  must b e  ke pt se pa ra te  fro m the  

So lutio n o r a ny re la te d  do c ume nta tio n. 

 

4.5 In the  e ve nt tha t it is no t p o ssib le  to  e ffe c t a n imme d ia te  Pa sswo rd  c ha ng e  whe n 

a  Custo me r suspe c ts tha t its Pa sswo rd  ha s b e e n c o mp ro mise d , the  Custo me r 

must no tify the  Ba nk o r suspe nd  itse lf fro m use  o f the  So lutio n: 

 

4.5.1 By te le pho ne  o r in writing  imme d ia te ly the  Custo me r d isc o ve rs the  c o mpro mise  o f 

the  se c urity o f the  So lutio n; a nd  a lso  

 

4.5.2  Co nfirm in writing  within 24 ho urs the  c o mpro mise  o f the  se c urity o f the  So lutio n.  

 

4.6 The  Custo me r sha ll b e  lia b le  fo r a ll tra nsa c tio ns tha t ta ke  p la c e  up  to  1 ho ur, 

within a  Busine ss Da y, a fte r the  Ba nk   re c e ive s no tific a tio n tha t the  se c urity o f the  

So lutio n ha s b e e n c o mpro mise d . 

 

4.7 In the  e ve nt tha t the re  a re  insuffic ie nt fund s in the  Ac c o unt to  pa y fo r a ny 

Ba nking  Tra nsa c tio n o r o the r a mo unt pa ya b le  fro m the  Ac c o unt, inc lud ing  a ny 

inte re st, fe e s, c ha rg e s o r o the r pa yme nts due  to  the  Ba nk, the  Ba nk ma y in its 

o wn a b so lute  d isc re tio n tra nsfe r suffic ie nt fund s fro m a ny o the r a c c o unt 

ma inta ine d  b y the  Custo me r with the  Ba nk to  the  Ac c o unt. 

 

4.8 If the  Custo me r d e lib e ra te ly, ina d ve rte ntly o r ne g lig e ntly d isc lo se s the  Pa sswo rd  

to  a ny p e rso n o r e ntity, re sulting  in una utho rize d  tra nsa c tio ns o n the  Ac c o unt(s),  

             



 

 

            

 

             the  Custo me r sha ll b e  so le ly lia b le  fo r tho se  tra nsa c tio ns a nd  the  Ba nk sha ll no t b e  

lia b le  fo r a ny lo sse s inc urre d  the re b y b y the  Custo me r.   

 

4.9 If a  Custo me r fo rg e ts its Pa sswo rd  a t a ny time  it will b e  re q uire d  to  a dvise  the  Ba nk 

in writing , thro ug h its b ra nc h, whe re upo n a rra ng e me nts will b e  ma de  to  ha ve  the  

Pa sswo rd  re se t.   

 

4.10 Fo r se c urity p urp o se s a nd  to  ma inta in the  hig he st le ve l o f se rvic e , the re  sha ll b e  

a n a ud it tra il o f tra nsa c tio ns b e twe e n the  Custo me r a nd  the  Ba nk. 

 

4.11 The  Ba nk is he re b y a utho rize d  b y the  Custo me r to  a c t o n a ll instruc tio ns re c e ive d  

in re spe c t o f the  Ac c o unt(s), via  the  So lutio n, a nd  to  de b it a nd  c re d it the  

Ac c o unt(s) with the  a mo unt o f a ll tra nsa c tio ns initia te d  via  the  So lutio n pro vid e d  

tha t, a ll instruc tio ns sha ll b e  a uthe ntic a te d  b y the  use  o f: 

(a ) the  Pa sswo rd ; 

(b ) Any o the r p ro c e dure s whic h ma y b e  a g re e d  in writing  b e twe e n the  

Custo me r a nd  the  Ba nk.  

 

5. TRANSACTION LIMIT 

 

5.1 In the  c a se  o f the  tra nsfe r o f funds fro m the  Custo me r’ s Ac c o unt, the  ma ximum 

sum whic h c a n b e  a utho rize d  in a ny o ne  Da y sha ll no t e xc e e d  =N=………… 

(…………. na ira ) o r suc h o the r sum a s the  Ba nk a nd  the  Custo me r ma y a g re e  in 

writing . 

 

5.2 Pro visio n o f the  So lutio n will no t e ntitle  the  Custo me r to  o ve rdra w the  Ac c o unt(s) if 

b o rro wing  a rra ng e me nts ha ve  no t b e e n ma d e  with the  Ba nk no r to  o ve rd ra w in 

e xc e ss o f a ny b o rro wing  limit a g re e d  b y the  Ba nk.   

 

6. LIMITS OF LIABILITY AND INDEMNITY 

 

6.1 The  Custo me r sha ll b e  lia b le  fo r a ll lo sse s a rising  fro m the  misuse  o f its Pa sswo rd  

with the  Custo me r’ s c o nse nt o r d ue  to  his ne g lig e nc e .  

 

6.2 The  Custo me r will no t b e  re sp o nsib le  fo r a ny tra nsa c tio ns if a  Pa sswo rd  is misuse d  

b e fo re  it re c e ive s it b ut it sha ll b e  o b lig e d  to  no tify the  Ba nk unde r c la use  4.5 

a b o ve . 

 

6.3 The  Ba nk sha ll no t b e  re spo nsib le  fo r a ny tra nsa c tio n fa ilure  und e r a ny 

c irc umsta nc e s inc lud ing , b ut no t limite d  to , the  fo llo wing  c irc umsta nc e s: 

 

6.3.1 Whe re  the re  a re  insuffic ie nt fund s in the  Custo me r’ s Ac c o unt a t the  time  o f the  

tra nsa c tio n; 

 

6.3.2 whe re  the  Ac c o unt ha s b e e n te mpo ra rily o r p e rma ne ntly suspe nde d  due  to  

vio la tio n(s) o f a ny o f the  pro visio ns o f the se  Te rms a nd  Co nd itio ns; 

 

6.4  If a  pa yme nt instruc tio n is hija c ke d  in tra nsmissio n, this d o e s no t ne c e ssa rily re sult 

 in e xp o sure  o n the  p a rt o f e ithe r the  Ba nk o r the  Custo me r a s the  tra nsa c tio n flo w 

 re q uire s the  c o nte nt o f the  file s to  still b e  re vie we d  b y o the r o ffic e rs o f the  

 Custo me r e ithe r a t the  p re -p a yme nt sta g e  o r d uring  the  sta g e s o f fina l 

 a utho riza tio n. 

 

 



 

 

 

6.5 In the  e ve nt o f id e ntity imp e rso na tio n, whe re  a  use r ha s g a ine d  una utho rize d  

 a c c e ss to  the  a pp lic a tio n, va rio us c o ntro ls ha ve  b e e n b uilt into  the  a pp lic a tio n to  

 re nd e r this c o mpro mise  ine ffe c tive . So me  o f the se  c o ntro ls a re : 

 

6.5.1 Authe ntic a tio n c o d e  b e fo re  fina l a utho riza tio n 

6.5.2 RSA se c ure  to ke n b e fo re  fina l a utho riza tio n 

  

6.6 In the  c a se  o f a  to ta l syste m hija c k b y a n una utho rize d  pa rty, whic h le a d s to  

 da ma g ing  e ve nts to  the  Custo me r’ s a c c o unt, the  lia b ility o f the  Ba nk will b e  a  

 func tio n o f: 

6.6.1 Cle a r p ro o f tha t the  b re a c h is no t a s a  re sult o f ne g lig e nc e  o n the  pa rt o f the  

Custo me r o r a ny o f its e mpo we re d  o ffic e rs. Suc h ne g lig e nc e  inc lude  b ut is no t b e  

limite d  to  re la te d  a c tio ns suc h a s the  misp la c e me nt o f pa sswo rd s a nd / o r se c urity 

to ke ns o r e vid e nc e  tha t the  e le c tro nic  instruc tio n wa s fa c ilita te d  b y the  use  o f the  

pa sswo rd s a nd / o r to ke n o f a ny o f the  o ffic e rs o f the  Custo me r. 

6.6.2 The  Custo me r a llo wing  UBA to  c o nduc t a  pe rio d ic  (q ua rte rly) re vie w a nd  risk 

a sse ssme nt o f the  re la te d  a p p lic a tio n re side nt in the  Custo me r’ s e nviro nme nt. 

 

 

7. FEES/ CHARGES  

 

7.1 The  Custo me r he re b y a utho rize s the  Ba nk to  de b it the  Custo me r’ s Ac c o unt(s) the  

sum o f N___________ (___________________ o nly) c o mmissio n pe r tra nsa c tio n. 

 

7.2 De ta ils o f suc h c ha rg e s a re  a va ila b le  o n re q ue st fro m the  Ba nk, a nd  the  Ba nk   

re se rve s the  rig ht to  a pp ly the  re le va nt c ha rg e s fo r a ny furthe r se rvic e s tha t ma y 

b e  intro duc e d  a nd  utilize d  b y the  Custo me r. 

 

 

8. GENERAL 

 

8.1 The  So lutio n must no t b e  use d : 

 Afte r o ne  o r mo re  o f the  se c urity fe a ture s o n the  So lutio n ha s b e e n c o mp ro mise d ;  

 

8.2 Onc e  the  So lutio n ha s b e e n use d  fo r a  tra nsa c tio n, the  tra nsa c tio n c a nno t b e  

sto ppe d  o r re ve rse d . 

 

8.3      The  Custo me r must ta ke  a ll re a so na b le  p re c a utio ns to  p re ve nt una utho rize d  use  o f        

            the  So lutio n. 

 

8.4       A d ire c t d e b it ma nda te  sha ll b e  o b ta ine d  fro m Third  pa rty(s) b e fo re  the      

            a c c o unt(s) is d e b ite d  

 

8.5       Only c a sh-c a rd s issue d  b y the  b a nk sha ll b e  use d  o n the  EMS 

 

Sig n off 

 

I _____________________ a c kno wle dg e  tha t we  ha ve  re a d  a nd  unde rsto o d  the  te rms a nd  

c o nd itio ns a nd  se c urity p re c a utio ns sta te d  the re in.  
 

Full Na me  De sig na tion Sig na ture  Da te  

 

 

   

 


