uBAN

United Bark for Afvica plc

UBA PayManagerand EMS Applic ation Form

A. CUSTOMERDEIAILS

Company Name

Address

City/ State

Phone Number

Email

Company Account Details

Account Name

Account Numbers

Account Type (Savings,
Curmre nt, Domiciliary)

B. Setup details

Selectdesired Pooduct: PayManage} | FExpense Management System (EMS)[ |

What PayManagermodule do you de sire ? DinactCneditlZ| DinectDebitlZ|

What form ofthird le vel authe ntic a tion se ¢ urity dolﬁou desire?
System generated PIN[] Secure token device

Administrators’ Full Name and emailaddress

» Administra to r func tio ns:

1. Users Setup YES___ NO ___
2. Tansactionreport YES___ NO ___
3. UserActivity Reports YES___ NO ___

Fullname and emailaddressofpersonnelthat would approve administrator's
setups and mo dific ations

Fle serveraddress (Optional):

Mandate Details



Batch transac tions amount limit
Individualtransaction amount limit

Do you desire transaction verification? YES___ NO __

Would signatoriesapprove transactionsin piecemealapproval? YES___ NO

e How manydaysshould itbe opened?

sForeign Currency Paymentdesired (PayManageronly)? YES___ NO

Would simplified data file be used foralluploads? YES___
» K YES, should thid party code be system generated? YES___ NO __

Would you also wantto accessthisservice atany UBA Branch? YES___

ignatorie s

NO

NO

Full Name

Designation

Signatory
Ievel

Accountnumber
and
Approvallimit (N)

Sig na ture

Email address




Please attach passport photographsofallsignatories with name and signature of each signatory

on the flipside
* See glossary of termson backpage

Certtification
I hereby certify that the information provided above iscormectand
complete.

Full Name Designation Signa ture Da te

C. ForBank Use Only

AccountR Manager

Branch Op. Manager

Branch Manager

Name

Sig na ture

Date

Email
Address




Glossary

Authentication code: thisis a PIN thatis sent to the finalsignatoriesemailboxbefore final
transactions are sent forpayment.

Approvallimit: highe st amount in Naira thata signatory can approve
Administrator func tions: These are the wlesthata client administratorcan perform

Batch transaction amount limit: highe st amount in Naira that a file of transac tions should
contain

Branch Usage: transactionscan be processed by the bankbranch onbehalfofcustomer
Client ID: is used to id e ntify the client acc essing the system during logon

Direct Credit: funds transferto a specified account

Dire c t Debit: funds transferfrom specified account

Expense Management: Module formanaging and funding UBA cashcards

Foreign Cumency Payment: Thisis formaking paymentsin cunencies otherthan the Naira

File serveraddress: Thisis the path where documentsto be viewed by signatoriesresides
Group name: Name of group thata signatory belongsto. Example ManagerGroup, Director
Group etc

Individual transac tion limit: highe st amount in Naira that payment to a single beneficiary can
be

PayManager: Directcredit and direct debit system

Piecemealapproval: thisallowsforsome transactionsto be approved from a batch while the
balance transactionscan be treated laterdepended on the numberofdayssetforitto be
open

Secure token device: thisisa hardware that generatesa PINevery 60secs. tisto be used by
finalsignatory before transactions are sentforpayments

Signatories: approvers of payment transac tions

Signatory Ievek position of approvers (1% signatory, 2" etc)

System Administrator: personnelthat would manage system on client'sbehalf. Thisincludes
se tting up users, downloading repo1ts, assigning rights and privilegesetc

Third party: thisisa beneficiary ora remitter

Third party code: thisisa unique code used to identify each third party on the system
Transaction report: recordsoftransactionson the system canbe viewed

Transac tion verification: This ensures thata second levelcheckon transactionsuploaded is
done and approved

Simplified data file: an upload file that contains a thid party code, cumency to be paid in and
amount. Forthisto happen, allthird parties would have been registered on the system with a
comesponding thid party code

System generated third party code: thisisa unique code thatisgenerated by the system to
identify each thid party. Code can also getmanually generated by data entry staff

Users Setup: thisis a func tion where an administratorsets up new personnelon the system and
assigns the m func tions

UserActivity Reports: logsofevery action camied out on the system can be viewed using this
func tion



PMSPECIFIC TERMS AND CONDIIIONS GO VERNING UBA’S PAYMANAGER

SOILUTION

1. SCOPE OF SERVIC ES\ FEATURES OF SOIUTION

1.1 Ability to effect instant debit of corporate account m UBA and credit on
accountsin any bank on the Inte rswitc h ne two 1k;

1.2 Web based system which allows solution to be used from any location with
intemetaccess;

1.3 Wo rkflow formultiple signatory approvalsbefore fnalpaymentisconsummated;

14 Module thatallowsfordraft paymentto beneficiares;

1.5 Comprehensive reports on transac tions;

1.6 Secure system that generates authentication code on the fly forfinal payment to
be consummated;

1.7 Alert system to notify usersof when transactionsare pending fortheirac tion;

1.8 Iibraresoftransactionsthatcanbe stored and reused;

1.9 Ability to effect standing ordertransac tions;

10.0 Card management system

10.1 Foreign cumrency payment capability

10.2 DirectDebiton thid party’sbankaccountsin Nigeria and Credited to Corporate
collection accountrealtime online

10.3 Simplfied data file fordata entry

104 Acceptance of Userand system generated third party codes

10.5 A comprehensive Third party management module

2. USERS

2.1 The UBA PayManager Solution (“the Solution”) is avaiable to corporates
maintaining Current and/orSavings ac count(s).

3. SEC URITY SYSTEM

3.1 Unique accesscodes(Usemame and password) foreach user;

3.2 Authentication code to finalize transac tions;

3.3 Data istransmitte d using 128 bit SSLc e rtificate;

3.4 Data isstored in database encrypted;



3.5

3.6

3.6.1

3.6.2

4.1

4.2

4.3

431

4.3.2

4.3.3

4.4

4.5

45.1

4.5.2

4.6

4.7

4.8

Makercheckermechanism forevery action camed out on system;
Comprehensive activity logs;
PIN change to lockcardsto organization

PIN change before first funding

USE OF UBA PAYMANAGER SOIUTION PASSWORD

Each Customershallbe assigned a Password by the Bank, details of which must
be keptsecret by the Customer.

The Password will grant the Customeraccess to details about the Account, and
the ability to authorize transactions n respect of the Account through the
So lutio n.

The Customermust change its Password:
Immediately afterfist use ofthe Solution, to one formulated by it;

As often as possible after formulating it to reduce the risk of compromise to the
So lution;

Assoon asitsuspectsthatitspassword hasbeen disclosed;

The Password must not be disclosed ormade known to any otherperson orentity
including members of staff of the Bank by the Customer. ¥ written, the Password
must not be recognizable as a Password and must be kept separate from the
Solution orany related documentation.

In the eventthatitisnot possble to effect an inmediate Password change when
a Customer suspects that its Password has been compromised, the Customer
must no tify the Bank orsuspend itse If from use ofthe Solution:

By telephone orin writing imme diately the Customerdiscoversthe compromise of
the securty ofthe Solution; and also

Confim in writing within 24 hours the compromise ofthe securty ofthe Solution.

The Customer shall be lable for all transactions that take place up to 1 hour,
within a Business Day, afterthe Bank receivesnotification that the securty of the
Solution hasbeen compromised.

In the event that there are isufficient funds in the Account to pay for any
Banking Transaction or other amount payable from the Account, including any
interest, fees, charges or other payments due to the Bank, the Bank may in its
own absolute discretion transfer sufficient funds from any other account
maintained by the Customerwith the Bank to the Account.

I the Customerdelberately, inadvertently or negligently discloses the Password
to any person orentity, re sulting in unauthorized transac tions on the Account(s),



4.9

4.10

411

5.1

5.2

6.1

6.2

6.3

6.3.1

6.3.2

6.4

the Customershallbe solely liable forthose transactions and the Bankshallnotbe
lable forany lossesincumred thereby by the Customer.

Fa Customerforgetsits Password at any time t wilbe required to advise the Bank
in wrting , through its branch, whereupon amangements wilbe made to have the
Password reset.

For securty purposes and to maintain the highest level of service, there shallbe
anaudittrailloftransactionsbetween the Customerand the Bank.

The Bankishereby authorzed by the Customerto acton allinstructionsreceived

i respectofthe Account(s), via the Solution, and to debit and credit the

Account(s) with the amountofalltransactionsinitiated via the Solution provided

that, allinstruc tions shallbe authenticated by the use of:

(a) the Password;

(b) Any otherprocedures which maybe agreed in writing between the
Customerand the Bank.

TRANSACTION IIMIT

In the case of the transfer of funds from the Customers Account, the maximum
sum which can be authorized in any one Day shall not exceed =N=............
Covveeeenenns naira) orsuch other sum as the Bank and the Customermay agree in

Provision ofthe Solution willnot entitle the Customerto overdraw the Account(s) if
bomowing amangements have not been made with the Bank norto overdraw in
excessofany bomowing limit agreed by the Bank.

IIMTIS O FIIABILITY AND INDEMNIIY

The Customer shallbe Lable for all losses arsing from the misuse of its Password
with the Customersconsentordue to hisnegligence.

The Customerwilnot be responsible forany transactions if a Password is misuse d
before it receives it but it shall be obliged to notify the Bank under clause 4.5
above.

The Bank shall not be responsble for any transaction faiure under any
cicumstancesincluding, but not limited to, the following circ umstances:

Where there are msufficient funds in the Customers Account at the time of the
transaction;

where the Account has been temporarly or pemanently suspended due to
violation(s) of any of the provisions ofthese Terms and Conditions;

Ifa payment instruc tion is hjacked in transmission, this does not necessarly result
in exposure on the part of eitherthe Bankorthe Customerasthe transaction flow
requires the content of the files to still be reviewed by other officers of the
Customer either at the pre-payment stage or during the stages of final
autho riza tio n.



6.5

In the event of identity impersonation, where a user has gained unauthorized
accessto the application, variouscontrolshave been built into the application to
renderthiscompromise ineffective. Some ofthese controlsare:

6.5.1 Authenticationcode before finalauthorzation

6.5.2 RSA secure token before finalauthorization

6.6 In the case of a total system hijack by an unauthorized party, which leads to
damaging events to the Customers account, the Lability of the Bank will be a
func tion of:

6.6.1 Clearproofthat the breach is not as a result of negligence on the part of the
Customeroranyofitsempowered officers. Such negligence include butisnotbe
Iimited to related actions such asthe misplacement of passwords and/or sec urity
tokensorevidence thatthe electronic instruction wasfaciltated by the use ofthe
passwordsand/ortoken of any ofthe officersofthe Customer.

6.6.2 'The Customer allowing UBA to conduct a periodic (quarterdy) review and rnsk
assessmentofthe related application resident in the Customer s environme nt.

7. FEES/ CHARGES

7.1 The Customerhereby authorzes the Bankto debit the Customers Account(s) the
sum of N ( only) commission pertransac tion.

7.2 Details of such charges are available on request from the Bank, and the Bank
reserves the right to apply the relevant charges for any further services that may
be ntroduced and utilized by the Customer.

8. GENERAL

8.1 The Solution must notbe used:

Afterone ormore ofthe securty featureson the Solution hasbeen compromised;

8.2 Once the Solution hasbeen used fora transaction, the transaction cannotbe
stopped orreversed.

8.3 The Customermusttake allreasonable precautionsto prevent unauthorized use of
the Solution.

8.4 A directdebit mandate shallbe obtained from Third panty(s) before the
account(s)isdebited

8.5 Only cash-cardsissued by the bankshallbe used on the EMS

Sign off

I acknowledge that we have read and understood the terms and

conditions and securty prec autions stated therein.

Full Name Designation Sig na ture Date




