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Network Communication Protocols
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Cisco Discovery
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Management 

Protocol
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Cisco Port 
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BOFL
Well�eet Breath 

Of Life

SIP L3

SMDS
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IPX

IPX WAN 
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NetBIOS

SPX SPX ll
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ACSE
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RTP FEC
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MPEG-2
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DS2/J2 E3

DS3
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ATM

OAM (ATM)
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PPP
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PAP (PPP)
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IPHC
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BVCP

OSINLCP
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DNCP

ATCP XNSCP

IPXCP

IPCP

Q.933
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SVC (Frame Relay)

LMI (Frame Relay)

FRAME RELAY

CLLM

FRF.12

Motorola FRF.15

VoFR

HDLC

LAPB LAPBX

Well�eet PPP

Router Bridge

LLAP AARP

ES-IS IS-IS IDRP
DDP

ATP ADSP

NBPAEP

AURP

RTMP

BCP

ISDN H12ISDN-DISDN H11ISDN-B ISDN H0

V.24

or

RS-232

V.35

V.36

or

RS-449

RS-530

V.11

or

X.21

V.21

V.27 bis V.29

V.22 AT&T 209

HSSI DS3 E3 E1 DS1

V.26 bisV.26V.22 bis

V.32 V.33 V.42 V.42 bis

Airlink 

Security

XGCP

COPS

RTSP

NCS

SDP

DASS2/DPNSS

CCP

BAC/BACP

OSP

IUA SUA M3UA

M2UAM2PA

ORP

TOH

LCP

SMPPEAP

TFTP

LMP

BGMP

MODBUS
SSP

RRC

SLIP

3G UMTS W-CDMA

2.5G WAP Forum

SS7oIP

CC

MMNCSS

RR

SMS GMM

SM

NAS

TCAP

MAP

BMC

PDCP

NBAP

RANAP

RNSAP
AAL2L3

ALCAP

STC

Mobile 

Application Part

SS7 Transaction Capabilities

Application Part

TCP/IP Microsoft Virtual Private 
Network

Sun NFS IPTV VOIPStorage Area Network 
(SAN)

Mobile Novell Netware X.25 ISOAppleTalk Other Supported
Protocol Suites

3COM

Banyan Vines

DECnet IV

DECnet V 

IBM

XNS

3G Lucent Wireless

UMTS/GSM
WIRELESS

GPRS

2G Motorola Wireless

3G CDMA 2000
(Mobile IP)

SS7 Over IP

Application Layer

Presentation Layer

Session Layer

• Second of four end-user function layers.

• Controls establishment and termination of 

sessions between two end-users.

• Manages session to ensure orderly delivery 

of information or data.

• Manages parameter negotiation and 

synchronizes connection data �ow.   

• Lowest of the higher-layer protocols

which provide end-user functions.

• Utilizes network layer to ensure reliable,

sequenced data exchange between end 

users.

• Can be connection or connectionless 

(datagram) oriented.

• Datagrams are separately routed and 

may arrive out of sequence.

• Connection oriented services provide 

a virtual connection over which all 

packets travel in sequence.

• Segments messages into smaller units 

(packets) for transmission.

• Third end-user layer.

• Manages and transfers end-user 

data-unit syntax.

• Isolates application layer processes 

from di�erences in data representation 

and syntax.

• Initiates and terminates connections 

and handles errors.    

• Top end-user layer.

• Provides appropriate semantics 

or meaning to transferred data.  

• Provides for setup and termination 

of associations between application 

processes.

• Provides virtual terminal, �le and job 

transfer and manipulation services.    

Transport Layer

Network Layer

Data Link Layer

Physical Layer

Real Time Control

Real Time Streaming

Layer 2 Control Protocol

• Last Network Services layer.
• Data units are called packets.
• Uses data link layer to ensure error free 

delivery of data.

• Uses unique source and destination 
network addresses to route packets 

through the internetwork.

• Provides low and congestion control to 
prevent network resource (bu�ers, 

transmission links, etc.) depletion.

• Second Network Services layer.
• Blocks of data are called frames.
• Ensures reliable and error-free data 

transfer across links between adjacent 

network nodes.

• Links may be physical, e.g. point-to-point 
WAN, or a virtual link between two nodes 

on a multi-access LAN.

• Concerned with bit synchronization, 
recognizing end of block and detection 

and correction of bit errors, usually by 

retransmission.

• Frames are composed of network layer 
packets and control information.

• Control information may be in the form of 
headers or trailers.

• Control information allows the receiving 
node to perform synchronization and 

error detection.

• First of three Network Services layers.
• Concerned with the physical 

transmission of data bits.

• Speciic to the media, e.g. optical, 
copper, coax, RF, twisted pair, etc.

• Speciies data signal encoding and 
magnitudes and physical connector 

speci�cations and pin outs.

• Ensures that a bit entering at one end 
of the transmission media reaches the 

other end.

Datagram Delivery Protocol

LocalTalk Link
Access

Procedure

Apple Talk Address
Resolution Protocol

Network Information
Services

MPEG/Video

MPEG4-AVC

Society of Motion Pictures
and TV Engineers

Microsoft Windows Media
Video Series 9


