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Preface

ThisguidecontainsinformationaboutadministeringOracleCommunicationsUnified
InventoryManagement(UIM).Thisguideincludesinformationabouthowtostartand
stopUIM,anoverviewofsecurityforUIM,andhowtomanageandmonitorUIM.It
alsoincludesinformationaboutimprovingUIMperformance,backingupand
restoringUIMdata,andmanagingtheUIMdatabase.

Audience
Thisguideisintendedforsystemadministratorsandotherindividualswhoare
responsibleforensuringthatUIMisoperatinginthemannerrequiredforyour
business.

ThisdocumentassumesthatyouhaveagoodworkingknowledgeofSunSolaris,
Windows,UNIX,IBMAIX,OracleFusionMiddleware11gR1,OracleWebLogic,and
JavaJ2EEsoftware.

Related Documentation
Formoreinformation,seethefollowingdocumentsintheOracleCommunications
UnifiedInventoryManagementRelease7.2.2documentationset:

■ UIM Installation Guide:DescribestherequirementsforinstallingUIM,installation
procedures,andpost-installationtasks.

■ UIM Security Guide:ProvidesguidelinesandrecommendationsforsettingupUIM
inasecureconfiguration.

■ UIM Concepts:Providesanoverviewofimportantconceptsandanintroductionto
usingbothUIMandDesignStudio.

■ UIM Developer’s Guide:Explainshowtocustomizeandextendmanyaspectsof
UIM,includingthedatamodel,life-cyclemanagement,topology,security,rulesets,
Webservices,userinterface,andlocalization.

■ UIM Information Model Reference:DescribestheUIMinformationmodelentities
anddataattributes,andexplainspatternsthatarecommonacrossallentities.

■ Oracle Communications Information Model Reference:DescribestheOracle
Communicationsinformationmodelentitiesanddataattributes,andexplains

Note: Documentationonthird-partysoftwareproductsislimitedto
theinformationneededtouseUIM.Ifyouneedadditional
informationonathird-partysoftwareapplication,consultthe
documentationprovidedbytheproduct’smanufacturer.
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patternsthatarecommonacrossallentities.Theinformationdescribedinthis
referenceiscommonacrossallOracleCommunicationsproducts.

■ UIM Cartridge and Technology Pack Guide:Providesinformationabouthowyouuse
cartridgesandtechnologypackswithUIM.Describesthecontentofthebase
cartridges.

■ UIMtechnologypackimplementationguides:Describethecontentofproduct
technologypacksaswellasconfigurationguidelinesandimplementation
considerations.

Forstep-by-stepinstructionsforperformingtasks,logintoeachapplicationtoseethe
following:

■ DesignStudioHelp:Providesstep-by-stepinstructionsfortasksyouperformin
DesignStudio.

■ UIMHelp:Providesstep-by-stepinstructionsfortasksyouperforminUIM.

Documentation Accessibility
ForinformationaboutOracle'scommitmenttoaccessibility,visittheOracle
AccessibilityProgramwebsiteat
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

OraclecustomershaveaccesstoelectronicsupportthroughMyOracleSupport.For
information,visithttp://www.oracle.com/pls/topic/lookup?ctx=acc&id=infoor
visithttp://www.oracle.com/pls/topic/lookup?ctx=acc&id=trsifyouarehearing
impaired.
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1Unified Inventory Management System 
Administration Overview

ThischapterprovidesanoverviewofOracleCommunicationsUnifiedInventory
Management(UIM)basicadministrationtasksandthetoolstoperformthosetasks.

Overview of UIM Administration Tasks
AUIMadministratorisresponsiblefortheday-to-daytasksofmaintainingand
managingUIManditsusers.ThetasksalsoincludemanagingUIMcomponentsand
database.

YouperformthefollowingtasksasaUIMadminstrator:

■ StartingandstoppingtheUIMserver.See"StartingandStoppingUIM"formore
information.

■ ManagingUIMsecurity.See"UnderstandingUIMSecurity"formoreinformation.

■ MonitoringandmanagingUIM.See"MonitoringandManagingUnifiedInventory
Management"formoreinformation.

■ ImprovingUIMperformance.See"ImprovingUnifiedInventoryManagement
Performance"formoreinformation.

■ BackingupandrestoringUIMdata.See"UnifiedInventoryManagementBackup
andRestore"formoreinformation.

■ ManagingtheUIMdatabase.See"ManagingtheUnifiedInventoryManagement
Database"formoreinformation.

Directory Placeholders Used in This Guide
Table1–1liststheplaceholdersthatareusedinthisguidetorefertodirectoriesrelated
totheUIMapplication.
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Table 1–1  Directory Placeholders

Placeholder Default Directory Path Directory Description

MW_Home /opt/Oracle/Middleware ThelocationwheretheOracleMiddleware
productwasinstalled.Thisdirectorycontains
thebasedirectoryfortheWebLogicServer,a
utilitiesdirectory,andotherfilesanddirectories.

WL_Home /opt/Oracle/Middleware/wlserver_10.3 ThebasedirectoryfortheWebLogicServercore
files.ItislocatedintheMW_Homedirectory.

Domain_Home /opt/Oracle/Middleware/user_projects/ 
domains/domain_name

wheredomain_nameisthenameassigned
tothedomainatinstallation

Thedirectorythatcontainstheconfigurationfor
thedomainintowhichUIMistypically
installed,butitisfrequentlysettosomeother
directoryatinstallation.

UIM_Home /opt/Oracle/Middleware/user_projects/ 
domains/domain_name/UIM

wheredomain_nameisthenameassigned
tothedomainatinstallation

ThedirectoryintowhichUIMwasinstalled.
Thisdirectorycontainsvarious
installation-relatedfiles.
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2Starting and Stopping UIM 

ThischapterdescribeshowtostartandstopOracleCommunicationsUnified
InventoryManagement(UIM).

About Starting and Stopping UIM
BecauseUIMresidesonaWebLogicserver,startingorstoppingtheWebLogicserver
alsostartsandstopsUIM.

Starting the UIM Server
TostarttheUIMserver:

1. Openacommandwindow.

2. NavigatetotheDomain_Home/bindirectory.

3. Runthefollowingcommand:

./startUIM.sh

Verifying the UIM Server Started
ToverifythattheUIMserverstarted:

1. InaWebbrowser,enter:

http://ServerName:Port/console 

2. EntertheWebLogicserveradministrationusernameandpassword.

3. IntheDomainStructuretree,expandEnvironment,andclickServers.

TheSummaryofServersscreenappears.

Note: IftheUIMenvironmentisinaWebLogiccluster,consultthe
OracleWebLogicServerdocumentationforinformationabouthowto
startandstoptheclusterservers.

Note: Formanagedserversinacluster,runthefollowingcommand
foreachmanagedserver:

./startUIM.sh managed_server_name admin_url

Forexample:./startUIM.shuim_ms1machine1.oracle.com:7001
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4. ViewthestateoftheAdministrationServerandandverifythatthestateis
RUNNING.

IfthestateisnotRUNNING,youmayneedtowaitashortperiodandrefreshthe
page.

5. IntheDomainStructuretree,clickDeployments.

TheSummaryofDeploymentsscreenappears.

6. VerifythatthestateofthedeploymentsfortheUIMrelatedapplicationsare
ACTIVE.ThefollowingisalistoftheUIMrelatedapplicationsandlibraries:

oracle.communications.inventory

oracle.communications.inventory.cartridgeadapter

oracle.communications.inventory.corelib(7.2, 7.2.2.0.0)

oracle.communications.inventory.customlib(7.2, 7.2.2.0.0)

oracle.communications.inventory.externallib(7.2, 7.2.2.0.0)

oracle.communications.inventory.javadoc

oracle.communications.inventory.mapviewer

oracle.communications.platform.poms(11.1.1.6.0, 1.2.0.0.0)

oracle.communications.platform.ies(11.1.1.6.0, 1.2.0.0.0)

oracle.communications.platform.cui.webapp(11.1.1.6.0, 1.2.0.0.0)

oracle.communications.platform.WsFramework(11.1.1.6.0, 1.2.0.0.0)

cartridge_management_ws(1.2.0.0.0)

Stopping the UIM Server
TostoptheUIMserver:

1. NavigatetotheDomain_Home/bindirectory.

2. Runthefollowingcommand:

./stopWebLogic.sh

YoucanalsostoptheUIMserverfromtheWebLogicconsole,bydoingthefollowing:

1. InaWebbrowser,enter:

http://ServerName:Port/console 

2. EntertheWebLogicserveradministrationusernameandpassword.

3. IntheDomainStructuretree,expandEnvironment,andclickServers.

TheSummaryofServersscreenappears.

4. ClicktheControltabandselectAdminServer.

5. ClickShutdownandselectForce Shutdown Now.

Note: Ifanyofthedeploymentsarenotinthestatusyouexpected,
youcanusethebuttonsinthiswindowtostartandstopindividual
deployments,ifnecessary.
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TheServerLifeCycleAssistantscreenappears.

6. ClickYes.

Verifying the UIM Server Stopped
ToverifythatUIMhasstopped,dooneofthefollowing:

■ TryconnectingtotheWebLogicconsole.Ifyoucannot,WebLogicisprobablynot
running.

■ Lookattheprocesslistfortheuserwhostartedtheserver.IfWebLogicisrunning,
therewillprobablybeatleastoneprocesswithstartUIM.shinitsdescription.

■ Lookintheuser'sprocesslistforajavaprocessthatwasstartedoutoftheJava
directoryforWebLogic.Processdescriptionsvaryfromplatformtoplatform,so
lookattheprocesslistwhenyouknowUIMisrunningtoseewhattheentries
looklikeonyourplatform.Youcanlaterusethisinformationtoconfirmthatthe
WebLogicserverhasshutdowncompletely.

Note: TheprocedureabovestopsUIMbystoppingthe
AdministrationserverfortheWebLogicServer.IftheWebLogicServer
doesnotshutdowncompletely,youwillnotbeabletostartitagain
duetoaportconflict.Iftheprocedureabovehascompleted,butsome
WebLogicServerprocessesarestillrunningforthedomain,youcan
usethekillcommandtostopthem.See"VerifyingtheUIMServer
Stopped"forinformationaboutverifyingwhetherUIMandWebLogic
havestoppedcompletely
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3Understanding UIM Security

ThischapterprovidesanoverviewofsecurityinOracleCommunicationsUnified
InventoryManagement(UIM).YoumanagemostaspectsofUIMsecurityexternally
ratherthanintheapplicationitself.Thischapterdoesnotprovidedetailedinformation
abouthowyouperformapplicationsecuritytasksinexternalsystems.Consultthe
documentationforthesesystemsformoreinformation.

UIM Security Overview
UIMsupportstwocategoriesofapplicationsecurity:

■ Authenticationistheprocessofidentifyingusers(includingcomputerprocesses)
byusernameandpasswordtoensurethattheyareallowedtoaccessthesystem.
See"Authentication"formoreinformation.

■ AuthorizationcontrolsaccesstospecificpartsofUIM,suchaspages,actions,and
dataentities.Usersaregrantedaccessastheresultofbeingassignedtosecurity
roles,whichareinturnassociatedwithsecuritypolicies.Forexample,whenan
authenticateduserlogsintoUIM,thecontentofthemainUIMworkareadepends
ontheirlevelofaccess.Userswithunrestrictedaccessseelinkstoallpagesinthe
Taskspane;othersseeonlylinkstothepagestheyareauthorizedtoaccess.See
"Authorization"formoreinformation.

Figure3–1illustratesasimpleauthenticationandauthorizationflow.Auserlogsinto
UIM,searchesforanentity(inthiscase,aNetworkentity),viewstheSummarywork
areaofthatentity,andthenopenstheNetworkInformationworkareatoeditdata.
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Figure 3–1 Authentication and Authorization Flow

Bydefault,youusetwoexternalsystemstomanagemostaspectsofUIMsecurity:

■ WebLogicServerAdministrationConsoleenablesyoutomanageusersand
groups.Youcreateanddeleteusersandassignpasswordsinthisapplication.

■ OracleEnterpriseManagerenablesyoutocreatesecurityrolesandsecurity
policiesthatdefinewhatpagesuserscanaccessandwhatactionstheycantake.



Authentication

Understanding UIM Security 3-3

Thedefaultsystemsprovidealow-cost,basicsetofsecurityfeatures.Youcanusethe
followingtools,whichprovideadditionalsecurityfunctionality.

■ OracleInternetDirectoryisanLDAP-compliantsecuritydirectorythatrunsonthe
Oracledatabase.ItisfullyintegratedintoOracleFusionMiddleware.

■ OracleIdentityManagementisanenterprise-scaletoolformanagingthe
end-to-endlifecycleofuseridentitiesacrossallresources.OracleIdentity
ManagementisamemberoftheOracleFusionMiddlewarefamilyofproducts

Theuseofnon-defaultsystemsrequiresconfigurationofbothWebLogicServerand
thesystemsthemselves.SeetheWebLogicServerandthethird-partydocumentation
forinformation.

Entitysecurityisperformedbytheapplicationitself.APIsecuritymustbe
implementedthroughtheextensibilityframework.SeeUIM Developer’s Guideformore
informationaboutimplementingthesekindsofsecurity.

Authentication
Authenticationverifiesthatyouarewhoyouclaimtobe.UIMrequiresauthentication
byusernameandpasswordbeforeallowingyouaccesstotheapplication.Loginname
andpasswordarerequiredforaccesstotheapplicationhomepageorviadirectURL
toaspecificworkarea.

TheUIMloginpageisconfiguredtonotallowauto-completionofusernamesand
passwords.Passwordtextisnotechoedtothefieldasyoutype.Ifyouenteraninvalid
usernameorpassword,anerrormessageisdisplayed.

Aconfigurableperiodofuserinactivityresultsinasessiontimeout.Theusermust
provideausernameandpasswordtoresumeactivity.Thedefaultsessiontimeoutis
30minutes,butyoucanconfigureadifferentone.See"SettingtheSessionTimeout".

AccesstoUIMfromWebservicesalsorequiresausernameandpassword.Theuser
nameandpasswordarepassedintothesystemintheSimpleObjectAccessProtocol
(SOAP)headerofeachmessage.

YoumanageusernamesandpasswordsintheWebLogicServerAdministration
Console(oranotherapplicationofyourchoice).Theactualauthenticationprocessis
performedbytheDefaultAuthenticationproviderortheauthenticationprovider
providedbythechosenLDAP.TheWebLogicServerAdministrationConsoleuses
embeddedLDAPbydefault.

Passwordrequirementsaredeterminedbytheauthenticationprovider.Inthecaseof
WebLogicServerEmbeddedLDAP,passwordsmustbeaminimumofeight

Note: UIMrequiresaseparatesignonfromotherOracle
Communicationsapplications.SingleSignOn(SSO)isnotenabled.

Note: Webservicesaredeliveredoverunencryptedchannels,suchas
HTTPandJavamessageservice(JMS)transports.Theusernameand
passwordareincludedintheSOAPheadersoftheWebservice
messages.Whentransportedoveranunencryptedchannel,passwords
mustnotbepassedascleartext.Toavoidthisvulnerability,usea
digestpassword(encryptedhash)instead.



Authentication

3-4 UIM System Administrator's Guide

charactersandincludeatleastonenumericalandonealphabeticcharacter.Password
expirationpoliciesarealsodeterminedbytheauthenticationprovider.

Youcancreategroupsthatincludesimilarusers.Groupingusersmakesiteasiertoset
upauthorization.Youcanassignagrouptoarole,whichautomaticallygrantsall
permissionsassociatedwiththeroletoallmembersofthegroup.

SeetheWebLogicServerAdministrationConsoledocumentationandHelpfor
informationaboutcreating,deleting,andmanagingusers,groups,andpasswords.

TograntaccesstoindividualpagesandactionsinUIM,youassociateusersand
groupswithsecurityroles,whichareinturnassociatedwithsecuritypolicies.See
"Authorization"formoreinformation.

Setting the Session Timeout

Bydefault,ausersessiontimesoutafter30minutesofinactivity.Theusermustlog
backintoUIMifthesessiontimesout.

YoucanmodifythesessiontimeoutinWebLogicServerAdministrationConsole.Enter
thenewvalueintheSession Timeout (in seconds)valueintheConfigurationtabfor
theoracle.communications.uimappapplication.

SeetheWebLogicServerAdministrationConsoledocumentationandonlineHelpfor
additionalinformation.

Authenticating Web Services

WebserviceoperationsrequireauthenticationtoensurethattheWebservice
operationshavethecorrectpermissionstoaccesstheapplication.

YouusetheWebLogicServerAdministrationConsoletoconfigureauthorizationfor
Webservices.YouconfigureauthenticationbyassociatingaWebservicetooneor
moreWebservicepolicies.Webservicepoliciesspecifythedetailsofthemessage-level
security(digitalsignaturesandencryption)andreliableSOAPmessagingcapabilities
ofaWebservice.

PoliciescanbeattachedtotheWebserviceendpoint,whichmeansthatthepolicy
assertionsapplytotheentireWebservice,orattheoperationlevel,whichmeansthat
thepolicyassertionsapplyonlytothespecificoperation.

WebservicesaredefinedandstoredinoneormoreWebservicepolicyfiles.Asample
Webservicepolicyfile(UIM_Home/webservices/reference_
webservice.zip/security/SampleAuth.xml)isshippedwithUIM.Youcanusethatfile
orcreateadditionalfiles.SeeUIM Developer’s Guideforinformationabouthowto
createWebservicepolicyfiles.

YouassociateWebservicesandWebservicepoliciesintheWebLogicServer
AdministrationConsole.Thefollowingproceduredescribesatahighlevelhowto
makethisassociation.SeetheWebLogicServerAdministrationConsole
documentationandonlineHelpfordetailedinstructions.

YoucanassociateapolicytoaWebservicewithouthavingtorestarttheserver.

1. IntheWebLogicServerAdministrationConsole,opentheSettingspageforthe
UIMdeployment(oracle.communications.inventory).

2. IntheModulesandComponentsarea,selecttheWebserviceyouwantto
configure.

Forexample,toconfiguretheServiceFulfillmentWebservice,clickthe
oracle.communications.inventory.sfws.ws.UIMServiceFulfillmentPortImpllink.
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3. ClicktheConfigurationtab.

TheSettingspagefortheWebserviceappears.

4. ClicktheWS-Policytab.

ThetableofWebserviceendpointsandoperationsappears.Thetablealsodisplays
currentWebservicepolicies.

5. ClickLock & Edit.

6. SelectaWebserviceendpointoroperation.

TheConfigureaWebservicepolicypageappears.

7. Selectapre-packagedoracustomWebservicepolicyfileandthenclicktheright
arrow.

8. ClickOK.

TheSaveDeploymentPlanAssistantpageappears.

9. ClickthelinknexttoLocation.

10. NavigatetotheDomain_Home/UIM/app/plandirectory.

11. ClickFinish.

Authorization
Authorizationdetermineswhetheranauthenticateduserhaspermissiontoviewa
workareaortotakeanaction.Forexample,ifanauthenticateduserdoesnothave
permissiontovieworchangetelephonenumberinformation,thelinktotheTelephone
NumberSearchworkareadoesnotappearintheTaskspaneloftheUIMhomepage.
Similarly,theuserwouldbedeniedaccessfromadirectURLtoaTelephoneNumber
Summaryworkarea.

TherearetwotypesofauthorizationinUIM:

■ TaskflowauthorizationcontrolstheabilitytoviewUIMworkareas,suchasentity
Summaryworkareas.See"TaskflowPermissions"foracompletelist.

■ Resourceauthorizationcontrolstheabilitytotakeactions,suchasdeletingor
validatinganentity.Theseactionsaretriggeredbyclickingabuttonormaking
selectionsfromtheActionsmenu.See"ResourcePermissions"foracompletelist.

Usersaregrantedpermissionsbytheirassignmenttosecurityrolesandsecurity
policies.

■ Securityrolesdefinegroupsofusersthatrequireparticularkindsofaccess.For
example,youcandefinearoleforuserswhomustbeabletoviewbutnotchange
telephonenumberinformation.Youcoulddefineanotherroleforuserswhoneed
tobeablemakechangestotelephonenumbers.

■ Securitypoliciesaregroupsofpermissionsthatgrantaccesstopagesandactions.
Youassociatesecurityrolestosecuritypoliciestodefinetheaccessgrantedto
userswhoareassignedtothoseroles.Forexample,tograntviewaccessfor
telephonenumbers,youcancreateapolicythatincludespermissionstoviewthe
TelephoneNumberSummaryandTelephoneNumberSearchResultspages.

Note: RefertoDeveloping Custom Web ServicesintheUIM Developer’s 
Guideformoredetail.
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YouuseOracleEnterpriseManager(oranothersystemofyourchoice)toadminister
rolesandpoliciesforUIM.Changesyoumakeareappliedimmediatelywithoutthe
needtorestarttheserver.Userpermissionchangesrequirethattheuserlogoutand
loginagain.

UIMprovidestheabilitytoextenditssecuritysothatcustomerscancreatetheirown
customwaysofauthorizingwhatuserssee.SeeUIM Developer’s Guideformore
information.

Using Security Roles

Youcreatesecurityrolesthatdefinetheaccesslevelsappropriateforusersperforming
particularfunctions.Youcancreateasmanyrolesasyouneedandyoucanassignas
manyorasfewrolestoauserasisnecessary.

Forexample,youcanassignJaimetoaNumber_Adminrole,allowinghimtoboth
viewandedittelephonenumberentities.YoucanassignJagdeeptobothNumber_
AdminandService_Adminroles,allowinghertoviewandedittelephonenumber
entitiesandserviceentities.Youcanretrieveuserinformation,includingtheroles
assignedtoauser,throughtheUserEnvironmentclass.SeeUIM Developer’s Guidefor
anexample.

Theactualpermissionsassociatedwithanyrolearetheresultoftherolebeing
associatedwithsecuritypolicies.Eachpolicydefinesaccesstoaworkareaoractionin
UIM.See"UsingSecurityPolicies".

Allusersareassignedtoadefaultrolecalledauthenticated-role.Thisrolegrantsno
accessexcepttheabilitytologintoUIM.Auserwithonlythislevelofaccesscanview
theUIMhomepage,butcannotviewanyotherUIMpagesortakeanyactions.

Anotherdefaultrole,uimuser,grantssuperuserpermissions.Usersassignedtothis
rolecanaccessallUIMpagesandactions.Insomecases,suchasintestingor
developmentenvironments,thismaybetheonlyrolethatisrequired.

YouuseOracleEnterpriseManagertocreaterolesandtoassignuserstothem.Youcan
assignuserswhenyoucreateroles.Youcanalsoupdateexistingrolesbyaddingand
removingusers.SeetheOracleEnterpriseManagerdocumentationandonlineHelp
formoreinformation.

Using Security Policies

Youusesecuritypoliciestoassociatespecificpermissions,suchastheabilitytoview
theLogicalDeviceSearchResultsworkareasormakechangestoEquipmententities,
withroles.Policiesaregroupingsofspecificpermissionsthatyougranttousers
assignedtoroles.

BecausethereareseparatepermissionsforeachUIMworkareaandfortheabilityto
makechangesonthoseworkareas,therearealargenumberofspecificpermissions
thatcanbeassigned.Asaresult,youcantailorpoliciestograntexactlythe
permissionsrequiredforarole.

Forexample,supposeyouhavetworolesassociatedwithtelephonenumbers.One
role(Number_User)isassociatedwithapolicythatincludespermissionsforviewing
TelephoneNumberSummaryandSearchResultsworkareas.Anotherrole(Number_

Note: Itispossibletoassociatepoliciesdirectlywithusers,butusing
rolesreducesduplicativeworkandisthereforerecommended.



Authorization

Understanding UIM Security 3-7

Admin)isassociatedwithapolicythatincludesthosesamepermissionsaswellas
permissiontoedittelephonenumberinformation.

YouuseOracleEnterpriseManagertomanagepolicies.Tocreatepolicies,yougather
togetherthepermissionsthatapplytoaroleorrolesandthenassociatethose
permissionstotheroles.

Figure3–2showsaportionoftheOracleEnterpriseManagerApplicationPolicies
page.ThehighlightedarearepresentsthepermissionsassociatedwithNumber_
Admin_Role.Thefullnamesofthethreepermissionsassociatedwiththatroleare:

■ /WEB-INF/oracle/communications/inventory/ui/number/flow/TelephoneNumbe
rSearchResultsFlow.xml#TelephoneNumberSearchResultsFlow

■ /WEB-INF/oracle/communications/inventory/ui/number/flow/TelephoneNumbe
rSummaryFlow.xml#TelephoneNumberSummaryFlow

■ /WEB-INF/oracle/communications/inventory/ui/number/flow/TelephoneNumbe
rEditFlow.xml#TelephoneNumberEditFlow

TheOracleEnterpriseManagerApplicationPoliciespagelistsallthepoliciesdefined
fortheapplication,includingthepoliciesforthedefaultauthenticated-roleanduim_
userroles.

SeetheOracleEnterpriseManagerdocumentationandonlineHelpfordetailed
informationaboutworkingwithpolicies.

Figure 3–2 Security Policies in Oracle Enterprise Manager

Note: ThepermissionstringsaretoolongtobefullyvisibleinOracle
EnterpriseManagerApplicationPoliciespage.See"Taskflow
Permissions"and"ResourcePermissions"foralistofallofthe
permissionsatfulllength.
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Changing Security Policy Providers

Bydefault,OracleEnterpriseManagerusesanXMLfileasthesecuritypolicystore.
Thisfile,Domain_home/config/fmwconfig/system-jazn-data.xml,isinstalled
automaticallyduringtheWebLogicandUIMinstallations.

YoucanconfigureOracleEnterpriseManagertouseadifferentpolicystoreinsteadof
thedefaultXMLfile.Forexample,youmayhaveapre-existingLDAPserverthatyou
wanttouseforthispurpose.

YouspecifythesecuritypolicystoreintheEnterpriseManagerSecurityProvider
Configurationpage.SeetheOracleEnterpriseManagerHelpanddocumentationfor
detailedinstructions.

Taskflow Permissions

Table3–1listsalloftheUIMtaskflowpermissions,sortedbycomponentname.

Table 3–1  Taskflow Permissions

Component
Access 
Type Permission String Controls the Ability to:

Business
Interaction

Edit /WEB-INF/oracle/communications/inventory/ui
/businessinteraction/flow/BusinessInteractionEdi
tFlow.xml#BusinessInteractionEditFlow

Editabusinessinteraction
fromsearchresultsorthe
Summaryworkarea.

Business
Interaction

View /WEB-INF/oracle/communications/inventory/ui
/businessinteraction/flow/BusinessInteractionSea
rchResultsFlow.xml#BusinessInteractionSearchRes
ultsFlow

OpenaSearchworkarea
forbusinessinteractions
byclickingtheBusiness 
Interactionslinkinthe
Taskspanel.

Business
Interaction

View /WEB-INF/oracle/communications/inventory/ui
/businessinteraction/flow/BusinessInteractionSu
mmaryFlow.xml#BusinessInteractionSummaryFlo
w

OpenaBusiness
InteractionSummaryby
clickingontheid
(hyperlink)inthe
Business Interactions
searchresults.

Business
Interaction

View /WEB-INF/oracle/communications/inventory/ui
/businessinteraction/flow/BusinessInteractionAtt
achmentSummaryFlow.xml#BusinessInteractionAt
tachmentSummaryFlow

OpenaBusiness
InteractionAttachment
Summaryworkarea,
whichdisplaystheXML
payload.

Characteristics View /WEB-INF/oracle/communications/inventory/ui
/characteristic/flow/CharacteristicSpecificationSe
archResultsFlow.xml#CharacteristicSearchResultsF
low

Viewcharacteristicssearch
results.

Characteristics View /WEB-INF/oracle/communications/inventory/ui
/characteristic/flow/CharacteristicSpecificationSu
mmaryFlow.xml#CharacteristicSpecificationSumm
aryFlow

OpenaCharacteristic
SpecificationSummary
workarea.

Custom
Network
Address

View /WEB-INF/oracle/communications/inventory/ui
/customnetworkaddress/flow/CustomNetworkA
ddressSearchResultsFlow.xml#CustomNetworkAd
dressSearchResultsFlow

OpenaSearchworkarea
forcustomnetwork
addressesbyclickingthe
Custom Network Address
linkintheTaskspanel.

Custom
Network
Address

View /WEB-INF/oracle/communications/inventory/ui
/customnetworkaddress/flow/CustomNetworkA
ddressSummaryFlow.xml#CustomNetworkAddres
sSummaryFlow

OpenaCustomNetwork
AddressSummarywork
area.
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Custom
Network
Address

Edit /WEB-INF/oracle/communications/inventory/ui
/customnetworkaddress/flow/CustomNetworkA
ddressEditFlow.xml#CustomNetworkAddressEdit
Flow

Editacustomnetwork
addressfromsearch
resultsoraSummary
workarea.

Condition Edit /WEB-INF/oracle/communications/inventory/ui
/consumer/flow/ConditionEditFlow.xml#Conditi
onEditFlow

Editaconditionby
openingitsworkarea
fromtheRelated Pages
menuinanentitywork
area.

Condition View /WEB-INF/oracle/communications/inventory/ui
/consumer/flow/ConditionListFlow.xml#Conditi
onListFlow

Openthelistofconditions
associatedbyusingthe
Related Pagesmenuinan
entityworkarea.

Configuration View /WEB-INF/oracle/communications/inventory/ui
/configuration/flow/ConfigurationSummaryFlo
w.xml#ConfigurationSummaryFlow

OpenaConfiguration
Summaryworkarea.(For
allconfigurationsexcept
Pipe.)

Configuration Edit /WEB-INF/oracle/communications/inventory/ui
/configuration/flow/ConfigurationEditFlow.xml#
ConfigurationEditFlow

Editanentity
configuration.(Forall
configurationsexcept
Pipe.)

Configuration Edit /WEB-INF/oracle/communications/inventory/ui
/configuration/flow/ConfigurationItemAddFlow.
xml#ConfigurationItemAddFlow

Addaconfigurationitem
fromaConfiguration
Summaryworkarea.(For
allconfigurations,except
Pipe.)

Configuration Edit /WEB-INF/oracle/communications/inventory/ui
/configuration/flow/ConfigurationItemRenameFl
ow.xml#ConfigurationItemRenameFlow

Renameaconfiguration
iteminaConfiguration
Summaryworkarea

Configuration Edit /WEB-INF/oracle/communications/inventory/ui
/configuration/flow/ConfigurationMaintainChar
acteristicsFlow.xml#ConfigurationMaintainCharac
teristicsFlow

Editconfiguration
characteristics.

Connectivity View /WEB-INF/oracle/communications/inventory/ui
/connectivity/flow/ConnectivityGapAnalysisFlo
w.xml

ViewGapAnalysis.

Connectivity View /WEB-INF/oracle/communications/inventory/ui
/connectivity/flow/MultiplexedFacilityCapacityC
onfigurationFlow.xml

ViewCapacity
ConfigurationPage.

Connectivity View /WEB-INF/oracle/communications/inventory/ui
/connectivity/flow/TDMConnectivityChannelFlo
w.xml

ViewConnectivity
Channelpage.

Connectivity Edit /WEB-INF/oracle/communications/inventory/ui
/connectivity/flow/TDMConnectivityCreateFlow.
xml

CreateConnectivity.

Connectivity View /WEB-INF/oracle/communications/inventory/ui
/connectivity/flow/TDMConnectivityDesignFlo
w.xml

ViewConnectivityDesign
Page.

Connectivity View /WEB-INF/oracle/communications/inventory/ui
/connectivity/flow/TDMConnectivityDetailsFlow
.xml

ViewConnectivityDetails
Page.

Table 3–1 (Cont.) Taskflow Permissions

Component
Access 
Type Permission String Controls the Ability to:
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Connectivity View /WEB-INF/oracle/communications/inventory/ui
/connectivity/flow/TDMConnectivitySearchResu
ltsFlow.xml

ViewConnectivitySearch
Page.

Connectivity View /WEB-INF/oracle/communications/inventory/ui
/connectivity/interconnection/visualization/flow
/CrossConnectsViewFlow.xml

ViewCrossConnect
VisualizationPage.

Consumer View /WEB-INF/oracle/communications/inventory/ui
/consumer/flow/ConsumerListFlow.xml#Consu
merListFlow

Viewtelephonenumber
assignmentsina
TelephoneNumber
Summaryworkarea.

CustomObject View /WEB-INF/oracle/communications/inventory/ui
/customobject/flow/CustomObjectSearchResults
Flow.xml#CustomObjectSearchResultsFlow

OpenaSearchworkarea
forcustomobjectsby
clickingthe Custom 
ObjectslinkintheTasks
panel.

CustomObject View /WEB-INF/oracle/communications/inventory/ui
/customobject/flow/CustomObjectSummaryFlow
.xml#CustomObjectSummaryFlow

OpenaCustomObject
Summaryworkarea.

CustomObject Edit /WEB-INF/oracle/communications/inventory/ui
/customobject/flow/CustomObjectEditFlow.xml#
CustomObjectEditFlow

Editacustomobjectfrom
searchresultsora
Summaryworkarea.

DeviceInterface View /WEB-INF/oracle/communications/inventory/ui
/deviceinterface/flow/DeviceInterfaceSearchResu
ltsFlow.xml#DeviceInterfaceSearchResultsFlow

OpenaSearchworkarea
fordeviceinterfacesby
clickingtheDevice 
InterfacelinkintheTasks
panel.

DeviceInterface View /WEB-INF/oracle/communications/inventory/ui
/deviceinterface/flow/DeviceInterfaceSummaryF
low.xml#DeviceInterfaceSummaryFlow

OpenaDeviceInterface
Summaryworkarea.

DeviceInterface Edit /WEB-INF/oracle/communications/inventory/ui
/deviceinterface/flow/DeviceInterfaceEditPopup
Flow.xml#DeviceInterfaceEditFlow

Editadeviceinterface
fromadeviceinterface
hierarchy.

DeviceInterface Edit /WEB-INF/oracle/communications/inventory/ui
/deviceinterface/flow/DeviceInterfaceEditFlow.x
ml#DeviceInterfaceEditFlow

Editadeviceinterface
fromaDeviceInterface
Summaryworkarea

Equipment View /WEB-INF/oracle/communications/inventory/ui
/equipment/flow/EquipmentSearchResultsFlow.x
ml#EquipmentSearchResultsFlow

OpenaSearchworkarea
forequipmentbyclicking
theEquipmentlinkinthe
Taskspanel.

Equipment View /WEB-INF/oracle/communications/inventory/ui
/equipment/flow/EquipmentSpecVisualFlow.xml
#EquipmentSpecVisualFlow

OpenanEquipment
SpecificationVisualwork
areabyusingtheRelated 
Pagesmenuinthe
EquipmentSpecification
Summaryworkarea.

Equipment View /WEB-INF/oracle/communications/inventory/ui
/equipment/flow/EquipmentSummaryFlow.xml#
EquipmentSummaryFlow

OpenanEquipment
Summaryworkarea.

Equipment View /WEB-INF/oracle/communications/inventory/ui
/equipment/flow/EquipmentViewFlow.xml#Equi
pmentViewFlow

OpenanEquipment
Visualworkarea.

Table 3–1 (Cont.) Taskflow Permissions

Component
Access 
Type Permission String Controls the Ability to:
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Equipment Edit /WEB-INF/oracle/communications/inventory/ui
/equipment/flow/EquipmentEditFlow.xml#Equi
pmentEditFlow

EditanEquipmententity
fromsearchresultsora
Summaryworkarea.

Equipment Edit /WEB-INF/oracle/communications/inventory/ui
/equipment/flow/EquipmentRangeEditFlow.xml
#EquipmentRangeEditFlow

EditarangeofEquipment
entities.

Equipment
Holder

View /WEB-INF/oracle/communications/inventory/ui
/equipmentholder/flow/EquipmentHolderSearch
ResultsFlow.xml#EquipmentHolderSearchResultsF
low

OpenaSearchworkarea
fordeviceinterfacesby
clickingtheDevice 
InterfacelinkintheTasks
panel.

Equipment
Holder

View /WEB-INF/oracle/communications/inventory/ui
/equipmentholder/flow/EquipmentHolderSumm
aryFlow.xml#EquipmentHolderSummaryFlow

OpenanEquipment
HolderSummarywork
area.

Equipment
Holder

Edit /WEB-INF/oracle/communications/inventory/ui
/equipmentholder/flow/EquipmentHolderEditFl
ow.xml#EquipmentHolderEditFlow

Editanequipmentholder.

FavoriteItems View /WEB-INF/oracle/communications/platform/cui
/flows/FavoriteItemsFlow.xml#FavoriteItemsFlo
w

ViewtheFavoritesmenu
intheUIMmainpage.

FavoriteItems Edit /WEB-INF/oracle/communications/platform/cui
/flows/ManageFavoritesFlow.xml#ManageFavori
tesFlow

Editthecontentsofthe
Favoritesmenuinthe
UIMmainpage.

Import Edit /WEB-INF/oracle/communications/inventory/ui
/admin/flow/ExecuteRuleFlow.xml#ExecuteRule
Flow

ViewtheInventoryImport
workarea.

InventoryGroup View /WEB-INF/oracle/communications/inventory/ui
/inventorygroup/flow/InventoryGroupSearchRes
ultsFlow.xml#InventoryGroupSearchResultsFlow

OpenaSearchworkarea
forinventorygroupsby
clickingtheInventory 
GrouplinkintheTasks
panel.

InventoryGroup View /WEB-INF/oracle/communications/inventory/ui
/inventorygroup/flow/InventoryGroupSummary
Flow.xml#InventoryGroupSummaryFlow

ViewanInventoryGroup
Summaryworkarea.

InventoryGroup Edit /WEB-INF/oracle/communications/inventory/ui
/inventorygroup/flow/InventoryGroupEditFlow.
xml#InventoryGroupEditFlow

Editaninventorygroup
fromsearchresultsora
Summaryworkarea.

Involvement Edit /WEB-INF/oracle/communications/inventory/ui
/custominvolvement/flow/CustomInvolvementE
ditFlow.xml#CustomInvolvementEditFlow

Editacustom
involvementfroman
entitySummarywork
area.Theusercaneditthe
custominvolvementby
clickingEditinthe
Custom Involvementlist
intheentitySummary
page.

LogicalDevice View /WEB-INF/oracle/communications/inventory/ui
/logicaldevice/flow/LogicalDeviceSearchResultsF
low.xml#LogicalDeviceSearchResultsFlow

OpenaSearchworkarea
forlogicaldevicesby
clickingtheLogical 
DevicelinkintheTasks
panel.

Table 3–1 (Cont.) Taskflow Permissions

Component
Access 
Type Permission String Controls the Ability to:
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LogicalDevice View /WEB-INF/oracle/communications/inventory/ui
/logicaldevice/flow/LogicalDeviceSummaryFlow
.xml#LogicalDeviceSummaryFlow

OpenaLogicalDevice
Summaryworkarea.

LogicalDevice Edit /WEB-INF/oracle/communications/inventory/ui
/logicaldevice/flow/LogicalDeviceEditFlow.xml#
LogicalDeviceEditFlow

Editalogicaldevicefrom
searchresultsora
Summaryworkarea.

LogicalDevice Edit /WEB-INF/oracle/communications/inventory/ui
/device/MaintainMappingsFlow.xml#MaintainM
appingsFlow

Mapadeviceinterfacetoa
physicalconnectoror
physicalport.

LogicalDevice
Account

View /WEB-INF/oracle/communications/inventory/ui
/logicaldeviceaccount/flow/LogicalDeviceAccou
ntSearchResultsFlow.xml#LogicalDeviceAccountS
earchResultsFlow

OpenaSearchworkarea
forlogicaldeviceaccounts
byclickingtheLogical 
Device Accountlinkin
theTaskspanel.

LogicalDevice
Account

View /WEB-INF/oracle/communications/inventory/ui
/logicaldeviceaccount/flow/LogicalDeviceAccou
ntSummaryFlow.xml#LogicalDeviceAccountSum
maryFlow

OpenaLogicalDevice
AccountSummarywork
area.

LogicalDevice
Account

Edit /WEB-INF/oracle/communications/inventory/ui
/logicaldeviceaccount/flow/LogicalDeviceAccou
ntEditFlow.xml#LogicalDeviceAccountEditFlow

Editalogicaldevice
accountfromsearch
resultsoraSummary
workarea.

LogicalDevice
Account

Edit /WEB-INF/oracle/communications/inventory/ui
/logicaldeviceaccount/flow/LogicalDeviceAccou
ntRangeEditFlow.xml#LogicalDeviceAccountRang
eEditFlow

Editarangeoflogical
deviceaccounts.

MapProfile Edit /WEB-INF/oracle/communications/inventory/ui
/network/flow/MapProfileEditFlow.xml#MapPro
fileEditFlow

Editathemapprofile
fromaNetworkSummary
workarea.

MapViewer View /WEB-INF/oracle/communications/inventory/ui
/network/flow/MapViewFlow.xml#MapViewFlo
w

OpentheMapViewer
application.

MediaResource View /WEB-INF/oracle/communications/inventory/ui
/mediaresource/flow/MediaResourceLogicalDevi
ceListFlow.xml#MediaResourceLogicalDeviceListF
low

Openalistofmedia
resourcesinaLogical
DeviceorMediaStream
Summaryworkarea.

MediaStream View /WEB-INF/oracle/communications/inventory/ui
/mediaresource/flow/MediaStreamSearchResults
Flow.xml#MediaStreamSearchResultsFlow

OpenaSearchworkarea
formediastreamsby
clickingtheMedia 
StreamslinkintheTasks
panel.

MediaStream View /WEB-INF/oracle/communications/inventory/ui
/mediaresource/flow/MediaStreamSummaryFlo
w.xml#MediaStreamSummaryFlow

OpenaMediaStream
Summaryworkarea.

MediaStream Edit /WEB-INF/oracle/communications/inventory/ui
/mediaresource/flow/MediaStreamEditFlow.xml
#MediaStreamEditFlow

EditaMediaStreamentity
fromsearchresultsora
Summaryworkarea.

Network View /WEB-INF/oracle/communications/inventory/ui
/networknode/flow/NetworkNodeSearchResults
Flow.xml#NetworkNodeSearchResultsFlow

OpenaSearchworkarea
fornetworknodes.The
workareaisopenedfrom
thetopologyvisualization.

Table 3–1 (Cont.) Taskflow Permissions

Component
Access 
Type Permission String Controls the Ability to:
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Network View /WEB-INF/oracle/communications/inventory/ui
/network/flow/NetworkSearchResultsFlow.xml#
NetworkSearchResults

OpenaSearchworkarea
forNetworkentitiesby
clickingtheNetworklink
intheTaskspanel.

Network View /WEB-INF/oracle/communications/inventory/ui
/network/flow/NetworkSummaryFlow.xml#Net
workSummaryFlow

ViewaNetworkSummary
page.

Network View /WEB-INF/oracle/communications/inventory/ui
/network/flow/NetworkViewFlow.xml#Network
ViewFlow

ViewaNetwork
Visualizationworkarea.

Network View /WEB-INF/oracle/communications/inventory/ui
/nonmaptopology/flow/NonMapTopologyViewF
low.xml#NonMapTopologyViewFlow

OpentheTopological
Viewworkarea.

Network Edit /WEB-INF/oracle/communications/inventory/ui
/networkedge/flow/NetworkEdgeEditFlow.xml#
NetworkEdgeEditFlow

Editanetworkedgefrom
Networkcanvas.

Network Edit /WEB-INF/oracle/communications/inventory/ui
/network/flow/NetworkEditFlow.xml#NetworkE
ditFlow

EditaNetworkentity
fromsearchresultsora
Summaryworkarea.

Network Edit /WEB-INF/oracle/communications/inventory/ui
/networknode/flow/NetworkNodeEditFlow.xml
#NetworkNodeEditFlow

Editanetworknodefrom
Networkcanvas.

Party View /WEB-INF/oracle/communications/inventory/ui
/party/flow/PartySearchResultsFlow.xml#PartyS
earchResultsFlow

OpenaSearchworkarea
forpartiesbyclickingthe
PartylinkintheTasks
panel.

Party View /WEB-INF/oracle/communications/inventory/ui
/party/flow/PartySummaryFlow.xml#PartySum
maryFlow

OpenaPartySummary
workarea.

Party Edit /WEB-INF/oracle/communications/inventory/ui
/party/flow/PartyEditFlow.xml#PartyEditFlow

Editapartyfromsearch
resultsoraSummary
workarea.

PathAnalysis Edit /WEB-INF/oracle/communications/inventory/ui
/connectivity/flow/PathAnalysisFlow.xml#PathA
nalysisFlow

OpenaPathAnalysis
workareafromaPipeor
PipeConfigurationwork
area.

Physical
Connector

View /WEB-INF/oracle/communications/inventory/ui
/physicalconnector/flow/PhysicalConnectorSearc
hResultsFlow.xml#PhysicalConnectorSearchResult
sFlow

OpenaSearchworkarea
forphysicalconnectors
fromaPhysiscalDeviceor
EquipmentSummary
workarea.

Physical
Connector

View /WEB-INF/oracle/communications/inventory/ui
/physicalconnector/flow/PhysicalConnectorSum
maryFlow.xml#PhysicalConnectorSummaryFlow

OpenaPhysical
ConnectorSummarywork
areafromaPhysical
DeviceorEquipment
Summaryworkarea..

Physical
Connector

Edit /WEB-INF/oracle/communications/inventory/ui
/physicalconnector/flow/PhysicalConnectorEditF
low.xml#PhysicalConnectorEditFlow

Editaphysicalconnector
fromaPhysiscalDeviceor
EquipmentSummary
workarea.

Table 3–1 (Cont.) Taskflow Permissions

Component
Access 
Type Permission String Controls the Ability to:
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PhysicalDevice View /WEB-INF/oracle/communications/inventory/ui
/physicaldevice/flow/PhysicalDeviceSearchResul
tsFlow.xml#PhysicalDeviceSearchResultsFlow

OpenaSearchworkarea
forphysicaldevicesby
clickingthePhysical 
DevicelinkintheTasks
panel.

PhysicalDevice View /WEB-INF/oracle/communications/inventory/ui
/physicaldevice/flow/PhysicalDeviceSummaryFl
ow.xml#PhysicalDeviceSummaryFlow

OpenaPhysicalDevice
Summaryworkarea.

PhysicalDevice Edit /WEB-INF/oracle/communications/inventory/ui
/physicaldevice/flow/PhysicalDeviceEditFlow.x
ml#PhysicalDeviceEditFlow

Editaphysicaldevice
fromsearchresultsora
Summaryworkarea.

PhysicalPort View /WEB-INF/oracle/communications/inventory/ui
/physicalport/flow/PhysicalPortSearchResultsFlo
w.xml#PhysicalPortSearchResultsFlow

OpenaSearchworkarea
forphysicalportsfroma
PhysiscalDeviceor
EquipmentSummary
workarea.

PhysicalPort View /WEB-INF/oracle/communications/inventory/ui
/physicalport/flow/PhysicalPortSummaryFlow.x
ml#PhysicalPortSummaryFlow

OpenaPhysicalPort
Summarypagefroma
PhysiscalDeviceor
EquipmentSummary
workarea.

PhysicalPort Edit /WEB-INF/oracle/communications/inventory/ui
/physicalport/flow/PhysicalPortEditFlow.xml#Ph
ysicalPortEditFlow

Editaphysicalportfroma
PhysicalDeviceor
EquipmentSummary
workarea.

Pipe View /WEB-INF/oracle/communications/inventory/ui
/connectivity/flow/EnabledbyViewFlow.xml#Ena
bledbyViewFlow

OpenanEnabledby
Visualizationworkarea
fromaPipeSummary
workarea.

Pipe View /WEB-INF/oracle/communications/inventory/ui
/configuration/flow/PipeConfigurationTrailListFl
ow.xml#PipeConfigurationTrailListFlow

OpenanEnabledBy
Visualizationworkareain
aPipeConfiguration
Summaryworkarea.

Pipe View /WEB-INF/oracle/communications/inventory/ui
/connectivity/flow/PipeSearchResultsFlow.xml#P
ipeSearchResultsFlow

OpenaSearchworkarea
forpipesbyclickingthe
PipelinkintheTasks
panel.

Pipe View /WEB-INF/oracle/communications/inventory/ui
/connectivity/flow/PipeSummaryFlow.xml#Pipe
SummaryFlow

OpenaPipeSummary
workarea.

Pipe View /WEB-INF/oracle/communications/inventory/ui
/connectivity/flow/PipeTerminationPointSearchR
esultsFlow.xml#PipeTerminationPointSearchResult
sFlow

OpenaSearchworkarea
forpipetermination
points.

Pipe View /WEB-INF/oracle/communications/inventory/ui
/connectivity/flow/PipeTerminationPointSumma
ryFlow.xml#PipeTerminationPointSummaryFlow

OpenaPipeTermination
PointSummaryworkarea
fromaPipeSummary
workarea.

Pipe View /WEB-INF/oracle/communications/inventory/ui
/configuration/flow/PipeConfigurationSummary
Flow.xml#PipeConfigurationSummaryFlow

OpenaPipe
ConfigurationSummary
workarea.

Table 3–1 (Cont.) Taskflow Permissions

Component
Access 
Type Permission String Controls the Ability to:
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Pipe Edit /WEB-INF/oracle/communications/inventory/ui
/connectivity/flow/PipeEditFlow.xml#PipeEditFl
ow

Editapipefromsearch
resultsoraSummary
workarea.

Pipe Edit /WEB-INF/oracle/communications/inventory/ui
/connectivity/flow/PipeTPDirectionEditPopupFl
ow.xml#PipeTPDirectionEditPopupFlow

Editpipedirectionality
fromaPipeSummary
workarea.

Pipe Edit /WEB-INF/oracle/communications/inventory/ui
/connectivity/flow/PipeTerminationPointEditFlo
w.xml#PipeTerminationPointEditFlow

Editapipetermination
pointfromaPipe
Summaryworkarea.

Place View /WEB-INF/oracle/communications/inventory/ui
/place/flow/PlaceSearchResultsFlow.xml#PlaceSe
archResultsFlow

OpenaSearchworkarea
forplacesbyclickingthe
PlacelinkintheTasks
panel.

Place View /WEB-INF/oracle/communications/inventory/ui
/place/flow/PlaceSummaryFlow.xml#PlaceSumm
aryFlow

OpenaPlaceSummary
workarea.

Place Edit /WEB-INF/oracle/communications/inventory/ui
/place/flow/PlaceEditFlow.xml#PlaceEditFlow

Editaplacefromsearch
resultsoraSummary
page.

Product View /WEB-INF/oracle/communications/inventory/ui
/product/flow/ProductSearchResultsFlow.xml#Pr
oductSearchResultsFlow

OpenaSearchworkarea
forproductsbyclicking
theProductlinkinthe
Taskspanel.

Product View /WEB-INF/oracle/communications/inventory/ui
/product/flow/ProductSummaryFlow.xml#Produ
ctSummaryFlow

OpenaProductSummary
workarea.

Product Edit /WEB-INF/oracle/communications/inventory/ui
/product/flow/ProductEditFlow.xml#ProductEdi
tFlow

Editaproductfromsearch
resultsoraSummary
workarea.

PopertyLocation View /WEB-INF/oracle/communications/inventory/ui
/location/flow/LocationSearchResultsFlow.xml

ViewPropertyLocation
SearchPage.

PropertyLocatio
n

Edit /WEB-INF/oracle/communications/inventory/ui
/location/flow/LocationDetailsFlow.xml

ViewPropertyLocation
Create/EditPage.

Reservation View /WEB-INF/oracle/communications/inventory/ui
/consumer/flow/ReservationListFlow.xml#Reser
vationListFlow

Viewthereservationlist
foranentitybyselecting
fromtheRelated Pages
menuinanentity
Summarypage.

Reservation View /WEB-INF/oracle/communications/inventory/ui
/consumer/flow/ReservationSearchResultsFlow.x
ml#ReservationSearchResultsFlow

OpenaSearchworkarea
forreservationsby
clickingtheReservation
linkintheTaskspanel.

Reservation Edit /WEB-INF/oracle/communications/inventory/ui
/consumer/flow/RedeemReservationFlow.xml#R
edeemReservationFlow

OpentheRedeem
Reservationworkarea.

Reservation Edit /WEB-INF/oracle/communications/inventory/ui
/consumer/flow/ReservationEditFlow.xml#Reser
vationEditFlow

Editareservation.

Role Edit /WEB-INF/oracle/communications/inventory/ui
/role/flow/InventoryRoleEditFlow.xml#Inventor
yRoleEditFlow

Editarolefromanentity
Summaryworkarea.

Table 3–1 (Cont.) Taskflow Permissions

Component
Access 
Type Permission String Controls the Ability to:
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RuleSet View /WEB-INF/oracle/communications/inventory/ui
/rule/flow/RuleSearchResultsFlow.xml#RuleSear
chResultsFlow

OpenaSearchworkarea
forrulesetsbyclickingthe
Rule SetlinkintheTasks
panel.

RuleSet View /WEB-INF/oracle/communications/inventory/ui
/rule/flow/RuleSummaryFlow.xml#RuleSummar
yFlow

OpenaRuleSetSummary
workarea.

Service View /WEB-INF/oracle/communications/inventory/ui
/service/flow/ServiceSearchResultsFlow.xml#Ser
viceSearchResultsFlow

OpenaSearchworkarea
forservicesbyclickingthe
ServicelinkintheTasks
panel.

Service View /WEB-INF/oracle/communications/inventory/ui
/service/flow/ServiceSummaryFlow.xml#Service
SummaryFlow

OpenaServiceSummary
workarea.

Service View /WEB-INF/oracle/communications/inventory/ui
/service/flow/ServiceTopologyViewFlow.xml#Ser
viceTopologyViewFlow

Openthetopologyview
foraservice.

Service Edit /WEB-INF/oracle/communications/inventory/ui
/service/flow/ServiceEditFlow.xml#ServiceEditFl
ow

Editaservicefromsearch
resultsoraSummary
page.

SignalStructure View /WEB-INF/oracle/communications/inventory/ui
/connectivity/flow/SignalStructureSummaryFlo
w.xml#SignalStructureSummaryFlow

OpentheSignalStructure
workareafromthe
Related Pagesmenuofa
PipeSummaryworkarea.

SignalStructure View /WEB-INF/oracle/communications/inventory/ui
/connectivity/flow/SignalTPSpecificationSearchR
esultsFlow.xml#SignalTPSpecificationSearchResult
sFlow

OpenaSearchworkarea
forSignalTermination
Pointspecificationsby
selectingMap Signal 
Structurefromthe
Related Pagesmenuofa
PipeSummaryworkarea

Specification View /WEB-INF/oracle/communications/inventory/ui
/sequencespecification/flow/SequenceSpecificati
onSearchResultsFlow.xml#SequenceSpecificationS
earchResultsFlow

OpenaSearchworkarea
forsequencespecifications
byclickingtheSequence 
Specificationlinkinthe
Taskspanel.

Specification View /WEB-INF/oracle/communications/inventory/ui
/sequencespecification/flow/SequenceSpecificati
onSummaryFlow.xml#SequenceSpecificationSum
maryFlow

OpenaSequence
SpecificationSummary
workarea.

Specification View /WEB-INF/oracle/communications/inventory/ui
/specification/flow/SpecificationSearchResultsFlo
w.xml#SpecificationSearchResultsFlow

OpenaSearchworkarea
tosearchforspecifications
byclickingthe
Specificationlinkinthe
Taskspanel.

Specification View /WEB-INF/oracle/communications/inventory/ui
/specification/flow/SpecificationSummaryFlow.x
ml#SpecificationSummaryFlow

OpenaSpecification
Summaryworkarea.

Specification Edit /WEB-INF/oracle/communications/inventory/ui
/specification/flow/SpecificationRelationshipMai
ntFlow.xml#SpecificationRelationshipMaintFlow

Editspecification
relationships.

Table 3–1 (Cont.) Taskflow Permissions

Component
Access 
Type Permission String Controls the Ability to:
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Resource Permissions

Table3–2listsalltheUIMresourcepermissions,sortedbycomponent.

Telephone
Number

View /WEB-INF/oracle/communications/inventory/ui
/number/flow/TelephoneNumberSearchResultsFl
ow.xml#TelephoneNumberSearchResultsFlow

OpenaSearchworkarea
fortelephonenumbersby
clickingtheTelephone 
NumberlinkintheTasks
panel.

Telephone
Number

View /WEB-INF/oracle/communications/inventory/ui
/number/flow/TelephoneNumberSummaryFlow.
xml#TelephoneNumberSummaryFlow

OpentheTelephone
NumberSummarywork
area.

Telephone
Number

Edit /WEB-INF/oracle/communications/inventory/ui
/number/flow/TelephoneNumberEditFlow.xml#
TelephoneNumberEditFlow

Editatelephonenumber.

Topology View /WEB-INF/oracle/communications/inventory/ui
/admin/flow/RebuildTopologyFlow.xml#Rebuild
TopologyFlow

OpentheRebuild
Topologyworkarea.

Table 3–2  Resource Permissions

Component Type Permission Name Purpose

Business
Interaction

Button
Action

BusinessInteraction.DELETE Deleteabusinessinteraction
fromthesearchresults.

Business
Interaction

Button
Action

BusinessInteractionItem.DELETE Deleteabusinessinteraction
itemfromtheBusiness
InteractionSummarywork
area.

Business
Interaction

Button
Action

BusinessInteractionItem.TRANSFER Transferabusinessinteraction
itemfromtheBusiness
InteractionSummarywork
area.

Business
Interaction

Menu BusinessInteraction.ASSOCIATE Associateabusinessinteraction
itemfromtheBusiness
InteractionSummarywork
area.

Business
Interaction

Menu
Action

BusinessInteraction.ACTIVATE Activateabusinessinteraction
fromtheBusinessInteraction
Summaryworkarea.

Business
Interaction

Menu
Action

BusinessInteraction.APPROVE_
CONFIGURATIONS

Approveabusinessinteraction
fromtheBusinessInteraction
Summaryworkarea.

Business
Interaction

Menu
Action

BusinessInteraction.CANCEL Cancelabusinessinteraction
fromtheBusinessInteraction
Summaryworkarea.

Business
Interaction

Menu
Action

BusinessInteraction.CANCEL_HIERARCHY Cancelabusinessinteraction
hierarchyfromtheBusiness
InteractionSummarywork
area.

Business
Interaction

Menu
Action

BusinessInteraction.COMPLETE Completeabusinessinteraction
fromtheBusinessInteraction
Summaryworkarea.

Table 3–1 (Cont.) Taskflow Permissions

Component
Access 
Type Permission String Controls the Ability to:
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Business
Interaction

Menu
Action

BusinessInteraction.COMPLETE_
HIERARCHY

Completeabusinessinteraction
hierarchyfromtheBusiness
InteractionSummarywork
area.

Business
Interaction

Menu
Action

BusinessInteraction.DEACTIVATE Deactivateabusiness
interactionfromtheBusiness
InteractionSummarywork
area.

Business
Interaction

Menu
Action

BusinessInteraction.ISSUE_
CONFIGURATIONS

Issueaserviceconfiguration
fromfromtheBusiness
InteractionSummarywork
area.

Business
Interaction

Menu
Action

BusinessInteraction.SEND_REQUEST Sendarequestfromthe
BusinessInteractionSummary
workarea.

Business
Interaction

Menu
Action

BusinessInteraction.VALIDATE Validateabusinessinteraction
fromtheBusinessInteraction
Summaryworkarea.

Business
Interaction

Menu
Action

BusinessInteraction.ASSOCIATE_CHILD_BI Addachildbusiness
interactiontothehierarchyin
theBusinessIinteraction
Summaryworkarea.

Business
Interaction

Menu
Action

BusinessInteraction.DISASSOCIATE_CHILD_
BI

Removeachildbusiness
interactionfromthehierarchy
intheBusinessInteraction
Summaryworkarea.

Characteristics Button
Action

CharacteristicSpecification.DELETE DeleteaCharacteristic
specificationfromthe
Characteristic Specification
list.

Common
Configuration

Menu
Action

Configuration.MAINTAIN_CONFIG_ITEMS Maintainconfigurationitems
fromthehierarchyinthe
ConfigurationSummarywork
area.

Condition Button
Action

Condition.DELETE Deleteaconditionfromthe
ConditionListworkarea.

Connectivity Button
Action

TDMConnectivity.DELETE Deleteaconnectivityfromthe
searchresults.

Connectivity Button
Action

TDMConnectivityDetails.SAVE SavetheTDMConnectivity
details.

Connectivity Button
Action

TDMConnectivityDetails.SAVE_AND_CLOSE SavetheTDMConnectivity
detailsandnavigatebacktothe
viewmode.

Connectivity Button
Action

TDMConnectivityDetails.EDIT EdittheTDMConnectivity
details.

Connectivity Button
Action

TDMConnectivityCreate.SAVE CreatetheTDMConnectivity.

Connectivity Button
Action

TDMConnectivityCreate.SAVE_AND_CLOSE CreatetheTDMConnectivity
andnavigatebacktotheSearch
page.

Table 3–2 (Cont.) Resource Permissions

Component Type Permission Name Purpose
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Connectivity Button
Action

TDMConnectivityCreate.EDIT OpentheTDMConnectivity
detailsintheEditmodeinthe
CreatePage.

Connectivity Button
Action

TDMConnectivityCreate.DELETE DeletetheTDMConnectivity
fromtheNewChannelized
Connectivitytable.

CrossConnect Button
Action

CrossConnectsView.DELETE Deletethecrossconnectfrom
theCrossConnectVisualpage.

CrossConnect Button
Action

CrossConnectsView.CREATE_CROSS_
CONNECTS

Createacrossconnectinthe
CrossConnectVisualpage.

Custom
Network
Address

Button
Action

CustomNetworkAddress.DELETE Deleteacustomnetwork
addressfromsearchresults.

Custom
Network
Address

Menu
Action

CustomNetworkAddress.ACTIVATE Activateacustomnetwork
addressfromtheCustom
NetworkAddressSummary
workarea.

Custom
Network
Address

Menu
Action

CustomNetworkAddress.DEACTIVATE Deactivateacustomnetwork
addressfromtheCustom
NetworkAddressSummary
workarea.

Custom
Network
Address

Menu
Action

CustomNetworkAddress.VALIDATE Validateacustomnetwork
addressfromtheCustom
NetworkAddressSummary
workarea.

Custom
Network
Address

Menu
Action

CustomNetworkAddress.ASSOCIATE_CNA Addachildcustomnetwork
addresstothehierarchyinthe
CustomNetworkAddress
Summaryworkarea.

Custom
Network
Address

Menu
Action

CustomNetworkAddress.DISASSOCIATE_
CNA

Removeachildcustom
networkaddressfromthe
hierarchyintheCustom
NetworkAddressSummary
workarea.

CustomObject Button
Action

CustomObject.DELETE Deleteacustomobjectfrom
searchresults.

CustomObject Menu
Action

CustomObject.ACTIVATE Activateacustomobjectfrom
theCustomObjectSummary
workarea.

CustomObject Menu
Action

CustomObject.DEACTIVATE Deactivateacustomobjectfrom
theCustomObjectSummary
workarea.

CustomObject Menu
Action

CustomObject.VALIDATE Validateacustomobjectfrom
theCustomObjectSummary
workarea.

CustomObject Menu
Action

CustomObject.ASSOCIATE_CO Addachildcustomobjectto
thehierarchyintheCustom
ObjectSummaryworkarea.

CustomObject Menu
Action

CustomObject.DISASSOCIATE_CO Removeachildcustomobject
fromthehierarchyinthe
CustomObjectSummarywork
area.

Table 3–2 (Cont.) Resource Permissions

Component Type Permission Name Purpose
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Equipment Button
Action

EquipmentHolder.DELETE Deleteanequipmentholder
fromsearchresults.

Equipment Button
Action

Equipment.DELETE DeleteanEquipmententity
fromsearchresults.

Equipment Button
Action

Equipment.DUPLICATE DuplicateanEquipmententity
fromsearchresults.

Equipment Menu
Action

Equipment.ACTIVATE ActivateanEquipmententity
fromtheEquipmentSummary
workarea.

Equipment Menu
Action

Equipment.DEACTIVATE DeactivateanEquipmententity
fromtheEquipmentSummary
workarea.

Equipment Menu
Action

Equipment.VALIDATE ValidateanEquipmententity
fromtheEquipmentSummary
workarea.

Equipment Button
Action

Equipment.ASSOCIATE Associateanentitywith
EquipmentfromtheEquipment
portletontheEntitySummary
Pageand/orfromthehierarchy
inthePhysicalDevice
Summaryworkarea.

Equipment Menu
Action

Equipment.DISASSOCIATE DisaasociateEquipmentfrom
thehierarchyinthePhysical
DeviceSummaryworkarea.

Inventory
Group

Button
Action

InventoryGroup.DELETE Deleteaninventorygroupfrom
searchresults.

Inventory
Group

Button
Action

InventoryGroupItem.DELETE Deleteaninventorygroupfrom
searchresults.

Inventory
Group

Menu
Action

InventoryGroup.ACTIVATE Activateaninventorygroup
fromtheInventoryGroup
Summaryworkarea.

Inventory
Group

Menu
Action

InventoryGroup.DEACTIVATE Deactivateaninventorygroup
fromtheInventoryGroup
Summaryworkarea.

Inventory
Group

Menu
Action

InventoryGroup.VALIDATE Validateaninventorygroup
fromtheInventoryGroup
Summaryworkarea.

Inventory
Group

Button
Action

InventoryGroup.ASSOCIATE Associateanentitywithan
inventorygroupfromthe
InventoryGroupportletonthe
EntitySummaryworkarea.

Inventory
Group

Menu
Action

InventoryGroup.ASSOCIATE_IG Addachildinventorygroupto
thehierarchyintheInventory
GroupSummaryworkarea
and/oraddaparent
inventorygrouptotheParent
InventoryGroupsectioninthe
InventoryGroupSummary
workarea.

Table 3–2 (Cont.) Resource Permissions

Component Type Permission Name Purpose
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Inventory
Group

Menu
Action

InventoryGroup.DISASSOCIATE_IG Removeachildinventory
groupfromthehierarchyinthe
InventoryGroupSummary
workareaand/orremovea
parentinventorygroupfromthe
ParentInventoryGroupsection
intheInventoryGroup
Summaryworkarea.

Inventory
Group

Button
Action

InventoryGroupItem.ASSOCIATE Associateinventorygroup
itemsfromtheInventoryGroup
Summaryworkarea.

Involvement Button
Action

Involvement.DELETE Deleteaninvolvementfroman
entitySummaryworkarea.

Location Button
Action

LocationSearch.CREATE Createalocationfromthe
Locationsearchpage.

Location Button
Action

LocationSearch.DELETE Deletelaocationfromthe
searchresults.

Location Button
Action

LocationDetails.EDIT Editthelocationdetails.

Location Button
Action

LocationDetails.CREATE_NEC Addanetworkentitycodeto
theLocationdetails.

Location Button
Action

LocationDetails.DELETE_NEC Deleteanetworkentitycode
fromtheLocationdetails.

Location Button
Action

LocationDetails.VALIDATE_ADDRESS Validatethelocation.

LogicalDevice Button
Action

LogicalDevice.DELETE Deletealogicaldevicefrom
searchresults.

LogicalDevice Button
Action

DeviceMapping.DELETE Mapaphysicalportor
connectortoadeviceinterface
fromtheDeviceInterface
Summaryworkarea.

LogicalDevice Menu
Action

LogicalDevice.ACTIVATE Activatealogicaldevicefrom
theLogicalDeviceSummary
workarea.

LogicalDevice Menu
Action

LogicalDevice.DEACTIVATE Deactivatealogicaldevicefrom
theLogicalDeviceSummary
workarea.

LogicalDevice Menu
Action

LogicalDevice.VALIDATE Validatealogicaldevicefrom
theLogicalDeviceSummary
workarea.

LogicalDevice Button
Action

LogicalDevice.DUPLICATE Duplicatealogicaldevicefrom
thesearchresultspage.

LogicalDevice Menu
Action

LogicalDevice.ASSOCIATE_LD Addalogicaldevicetothe
hierarchyintheLogicalDevice
Summaryworkareaand/or
fromthehierarchyinthe
PhysicalDeviceSummarywork
area.

Table 3–2 (Cont.) Resource Permissions

Component Type Permission Name Purpose
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LogicalDevice Menu
Action

LogicalDevice.DISASSOCIATE_LD Removealogicaldevicefrom
thehierarchyintheLogical
DeviceSummaryworkarea
and/orfromthehierarchyin
thePhysicalDeviceSummary
workarea.

LogicalDevice Menu
Action

DeviceInterface.ASSOCIATE_DI Addadeviceinterfacetothe
hierarchyintheLogicalDevice
Summaryworkareaand/orto
thehierarchyintheDevice
InterfaceSummaryworkarea.

LogicalDevice Menu
Action

LogicalDevice.MAINTAIN_MAPPINGS Maintainmappingsfromthe
hierarchyintheLogicalDevice
Summaryworkarea.

LogicalDevice Menu
Action

DeviceInterface.DISASSOCIATE_DI Removeadeviceinterfacefrom
thehierarchyintheLogical
DeviceSummaryworkarea
and/orfromthehierarchyin
theDeviceInterfaceSummary
workarea.

LogicalDevice
Account

Button
Action

LogicalDeviceAccount.DELETE Deletealogicaldeviceaccount
fromsearchresults.

LogicalDevice
Account

Menu
Action

LogicalDeviceAccount.ACTIVATE Activatealogicaldevice
accountfromtheLogical
DeviceAccountSummarywork
area.

LogicalDevice
Account

Menu
Action

LogicalDeviceAccount.DEACTIVATE Deactivatealogicaldevice
accountfromtheLogical
DeviceAccountSummarywork
area.

LogicalDevice
Account

Menu
Action

LogicalDeviceAccount.VALIDATE Validatethelogicaldevice
accountfromtheLogical
DeviceAccountSummarywork
area.

LogicalDevice
Account

Button
Action

LogicalDeviceAccount.ASSOCIATE Associateanentitywitha
logicaldeviceaccountfromthe
LogicalDeviceAccountportlet
ontheEntitySummarywork
area.

LogicalDevice
Configuration

Menu
Action

LogicalDeviceConfigurationVersion.APPROV
E

Approveaconfigurationfrom
theLogicalDevice
ConfigurationSummarywork
area.

LogicalDevice
Configuration

Menu
Action

LogicalDeviceConfigurationVersion.AUTO_
CONFIGURE

Auto-configureaconfiguration
fromtheLogicalDevice
ConfigurationSummarywork
area.

LogicalDevice
Configuration

Menu
Action

LogicalDeviceConfigurationVersion.CANCEL Cancelaconfigurationfromthe
LogicalDeviceConfiguration
Summaryworkarea.

LogicalDevice
Configuration

Menu
Action

LogicalDeviceConfigurationVersion.COMPLE
TE

Completeaconfigurationfrom
theLogicalDevice
ConfigurationSummarywork
area.

Table 3–2 (Cont.) Resource Permissions
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LogicalDevice
Configuration

Menu
Action

LogicalDeviceConfigurationVersion.CREATE_
NEW_VERSION

Createanewconfiguration
fromtheLogicalDevice
ConfigurationSummarywork
area.

LogicalDevice
Configuration

Menu
Action

LogicalDeviceConfigurationVersion.ISSUE Issueaconfigurationfromthe
LogicalDeviceConfiguration
Summaryworkarea.

LogicalDevice
Configuration

Menu
Action

LogicalDeviceConfigurationVersion.RESUME Resumeaconfigurationfrom
theLogicalDevice
ConfigurationSummarywork
area.

LogicalDevice
Configuration

Menu
Action

LogicalDeviceConfigurationVersion.SUSPEN
D

Suspendaconfigurationfrom
theLogicalDevice
ConfigurationSummarywork
area.

LogicalDevice
Configuration

Menu
Action

LogicalDeviceConfigurationVersion.VALIDAT
E

Validateaconfigurationfrom
theLogicalDevice
ConfigurationSummarywork
area.

Media Button
Action

Media.DELETE Deleteamediafilefromsearch
results.

MediaStream Button
Action

MediaStream.DELETE Deleteamediastreamfrom
searchresults.

MediaStream Button
Action

MediaStream.DUPLICATE Duplicateamediastreamfrom
searchresults.

MediaStream Menu
Action

MediaStream.ACTIVATE Activateamediastreamfrom
theMediaStreamSummary
workarea.

MediaStream Menu
Action

MediaStream.DEACTIVATE Deactivateamediastreamfrom
theMediaStreamSummary
workarea.

MediaStream Menu
Action

MediaStream.VALIDATE Validateamediastreamfrom
theMediaStreamSummary
workarea.

Media
Resource

Button
Action

MediaResource.ASSOCIATE Addamediaresourcetothe
MediaResourceportletonthe
EntitySummaryworkarea.

Media
Resource

Button
Action

MediaResource.DELETE Deleteamediaresourcefrom
theMediaResourceportleton
theEntitySummaryworkarea.

Media
Resource

Button
Action

MediaResource.DUPLICATE Duplicateamediaresource
fromtheMediaResource
portletontheEntitySummary
workarea.

Media
Resource

Button
Action

MediaResource.EDIT Editamediaresourcefromthe
MediaResourceportletonthe
EntitySummaryworkarea.

Network Button
Action

Network.DELETE Deleteanetworkfromsearch
results.

Network Menu
Action

Network.ACTIVATE Activateanetworkfromthe
NetworkSummaryworkarea.

Table 3–2 (Cont.) Resource Permissions
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Network Menu
Action

Network.DEACTIVATE Deactivateanetworkfromthe
NetworkSummaryworkarea.

Network Menu
Action

Network.VALIDATE Validateanetworkfromthe
NetworkSummaryworkarea.

Network Menu
Action

NetworkNodeEdge.DISASSOCIATE Disassociateanetwork
node/nodeedgefromthe
NetworkMapViewand
NetworkView.

Network Menu
Action

NetworkNodeEdge.UPDATE_ASSOCIATION Updateanetworknode/node
edgeassociationfromthe
NetworkMapView&Network
View.

Network
Configuration

Menu
Action

NetworkConfigurationVersion.APPROVE Approveaconfigurationfrom
theNetworkConfiguration
Summaryworkarea.

Network
Configuration

Menu
Action

NetworkConfigurationVersion.AUTO_
CONFIGURE

Auto-configureaconfiguration
fromtheNetwork
ConfigurationSummarywork
area.

Network
Configuration

Menu
Action

NetworkConfigurationVersion.CANCEL Cancelaconfigurationfromthe
NetworkConfiguration
Summaryworkarea.

Network
Configuration

Menu
Action

NetworkConfigurationVersion.COMPLETE Completeaconfigurationfrom
theNetworkConfiguration
Summaryworkarea.

Network
Configuration

Menu
Action

NetworkConfigurationVersion.CREATE_
NEW_VERSION

Createanewconfiguration
fromtheNetwork
ConfigurationSummarywork
area.

Network
Configuration

Menu
Action

NetworkConfigurationVersion.ISSUE Issueaconfigurationfromthe
NetworkConfiguration
Summaryworkarea.

Network
Configuration

Menu
Action

NetworkConfigurationVersion.RESUME Resumeaconfigurationfrom
theNetworkConfiguration
Summaryworkarea.

Network
Configuration

Menu
Action

NetworkConfigurationVersion.SUSPEND Suspendaconfigurationfrom
theNetworkConfiguration
Summaryworkarea.

Network
Configuration

Menu
Action

NetworkConfigurationVersion.VALIDATE Validateaconfigurationfrom
theNetworkConfiguration
Summaryworkarea.

Party Button
Action

Party.DELETE Deleteapartyfromsearch
results.

Party Button
Action

Party.EDIT EditapartyfromPartysearch
resultsortheServiceSummary
workarea.

Party Menu
Action

Party.ACTIVATE ActivateapartyfromtheParty
Summaryworkarea.

Party Menu
Action

Party.DEACTIVATE Deactivateapartyfromthe
PartySummaryworkarea.

Table 3–2 (Cont.) Resource Permissions
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Party Menu
Action

Party.VALIDATE ValidateapartyfromtheParty
Summaryworkarea.

Party Button
Action

Party.ASSOCIATE Associateanentitywithaparty
fromthePartyportletonthe
EntitySummaryworkarea.

Physical
Device

Button
Action

PhysicalDevice.DELETE Deleteaphysicaldevicefrom
searchresults.

Physical
Device

Button
Action

PhysicalDevice.DUPLICATE Duplicateaphysicaldevice
fromsearchresults.

Physical
Device

Menu
Action

PhysicalDevice.ACTIVATE Activatephysicaldevicefrom
thePhysicalDeviceSummary
workarea.

Physical
Device

Menu
Action

PhysicalDevice.DEACTIVATE Deactivateaphysicaldevice
fromthePhysicalDevice
Summaryworkarea.

Physical
Device

Menu
Action

PhysicalDevice.VALIDATE Validateaphysicaldevicefrom
thePhysicalDeviceSummary
workarea.

Physical
Device

Menu
Action

PhysicalDevice.ASSOCIATE Addaphysicaldevicetothe
EquipmentSummarypage
and/ortothehierarchyinthe
LogicalDevieSummarywork
areaand/ortothePhysical
Deviceportlet.

Physical
Device

Button
Action

PhysicalDevice.ASSOCIATE_PD Addaphysicaldevicetothe
hierarchyinthePhysicalDevice
Summaryworkarea.

Physical
Device

Menu
Action

PhysicalDevice.DISASSOCIATE Removeaphysicaldevicefrom
theEquipmentSummarypage
and/orfromthehierarchyin
theLogicalDevieSummary
workareaand/orfromthe
PhysicalDeviceportlet.

Physical
Device

Button
Action

PhysicalDevice.DISASSOCIATE_PD Removeaphysicaldevicefrom
thehierarchyinthePhysical
DeviceSummaryworkarea.

Physical
Device

Menu
Action

PhysicalDevice.MAINTAIN_MAPPINGS Maintainmappingsfromthe
hierarchyinthePhysicalDevice
Summaryworkarea.

Pipe Button
Action

Pipe.DELETE Deleteapipefromsearch
results.

Pipe Button
Action

Pipe.DUPLICATE Duplicateapipefromsearch
results.

Pipe Menu
Action

Pipe.ACTIVATE ActivateapipefromthePipe
Summaryworkarea.

Pipe Menu
Action

Pipe.DEACTIVATE DeactivateapipefromthePipe
Summaryworkarea.

Pipe Menu
Action

Pipe.MAP_SIGNAL_STRUCTURE Associateasignalstructuretoa
pipefromthePipeSummary
workarea.

Table 3–2 (Cont.) Resource Permissions
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Pipe Menu
Action

Pipe.REMOVE_SIGNAL_STRUCTURE Disassociateasignalstructure
fromapipefromthePipe
Summaryworkarea.

Pipe Menu
Action

Pipe.VALIDATE ValidateapipefromthePipe
Summaryworkarea.

Pipe Button
Action

Pipe.MAINTAIN_CAPACITY UpdateCapacityfromPipe
Summaryworkarea.

Pipe Button
Action

Pipe.MAINTAIN_DIRECTIONALITY CreateDirectionalityfromPipe
Summaryworkarea.

Pipe Button
Action

Pipe.MAINTAIN_TERMINATION_
RESOURCES

DeleteTPsfromPipeTP
Summaryworkarea.

Pipe Button
Action

PipeProvides.DELETE DeleteonPipeProvidespage.

Pipe Button
Action

PipeTrail.ASSOCIATE Associateapipetrailfromthe
ManualConfigurepage.

Pipe Button
Action

PipeTrail.DELETE Deleteapipetrailfromthe
ManualConfigurepage.

Pipe Button
Action

PipeTrail.UPDATE Updateapipetrailfromthe
ManualConfigurepage.

Pipe
Configuration

Menu
Action

PipeConfigurationVersion.APPROVE Approveaconfigurationfrom
thePipeConfiguration
Summaryworkarea.

Pipe
Configuration

Menu
Action

PipeConfigurationVersion.AUTO_
CONFIGURE

Auto-configureaconfiguration
fromthePipeConfiguration
Summaryworkarea.

Pipe
Configuration

Menu
Action

PipeConfigurationVersion.CANCEL Cancelaconfigurationfromthe
PipeConfigurationSummary
workarea.

Pipe
Configuration

Menu
Action

PipeConfigurationVersion.COMPLETE Completeaconfigurationfrom
thePipeConfiguration
Summaryworkarea.

Pipe
Configuration

Menu
Action

PipeConfigurationVersion.CREATE_NEW_
VERSION

Createanewconfiguration
fromthePipeConfiguration
Summaryworkarea.

Pipe
Configuration

Menu
Action

PipeConfigurationVersion.ISSUE Issueaconfigurationfromthe
PipeConfigurationSummary
workarea.

Pipe
Configuration

Menu
Action

PipeConfigurationVersion.RESUME Resumeaconfigurationfrom
thePipeConfiguration
Summaryworkarea.

Pipe
Configuration

Menu
Action

PipeConfigurationVersion.SUSPEND Suspendaconfigurationfrom
thePipeConfiguration
Summaryworkarea.

Pipe
Configuration

Menu
Action

PipeConfigurationVersion.VALIDATE Validateaconfigurationfrom
thePipeConfiguration
Summaryworkarea.

Pipe
Configuration

Menu PipeConfigurationVersion.ACTIONS ActionsonthePipeConfigTrail
ListfromthePipe
ConfigurationSummarywork
area.
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Pipe
Configuration

Button
Action

PipeConfigurationVersion.ASSOCIATE AssociateaPipeConfigTrail
ListfromthePipe
ConfigurationSummarywork
area.

Place Button
Action

Place.DELETE Deleteaplacefromsearch
results.

Place Button
Action

Place.EDIT Editaplacefromsearchresults
oranentitySummarywork
area.

Place Menu
Action

Place.ASSOCIATE Associateaplacefromthe
hierarcyinthePlaceSummary
workareaand/orPlaceportlet.

Place Menu
Action

Place.ASSOCIATE_PLACE Addachildplacetothe
hierarchyinthePlaceSummary
workarea.

Place Menu
Action

Place.DISASSOCIATE_PLACE Removeachildplacefromthe
hierarcyinthePlaceSummary
workarea.

Place
Configuration

Menu
Action

PlaceConfigurationVersion.APPROVE Approveaconfigurationfrom
thePlaceConfiguration
Summaryworkarea.

Place
Configuration

Menu
Action

PlaceConfigurationVersion.AUTO_
CONFIGURE

Auto-configureaconfiguration
fromthePlaceConfiguration
Summaryworkarea.

Place
Configuration

Menu
Action

PlaceConfigurationVersion.CANCEL Cancelaconfigurationfromthe
PlaceConfigurationSummary
workarea.

Place
Configuration

Menu
Action

PlaceConfigurationVersion.COMPLETE Completeaconfigurationfrom
thePlaceConfiguration
Summaryworkarea.

Place
Configuration

Menu
Action

PlaceConfigurationVersion.CREATE_NEW_
VERSION

Createanewconfiguration
fromthePlaceConfiguration
Summaryworkarea.

Place
Configuration

Menu
Action

PlaceConfigurationVersion.ISSUE Issueaconfigurationfromthe
PlaceConfigurationSummary
workarea.

Place
Configuration

Menu
Action

PlaceConfigurationVersion.RESUME Resumeaconfigurationfrom
thePlaceConfiguration
Summaryworkarea.

Place
Configuration

Menu
Action

PlaceConfigurationVersion.SUSPEND Suspendaconfigurationfrom
thePlaceConfiguration
Summaryworkarea.

Place
Configuration

Menu
Action

PlaceConfigurationVersion.VALIDATE Validateaconfigurationfrom
thePlaceConfiguration
Summaryworkarea.

Product Button
Action

Product.DELETE Deleteaproductfromsearch
results.

Product Menu
Action

Product.ACTIVATE Activateaproductfromthe
ProductSummaryworkarea.

Product Menu
Action

Product.DEACTIVATE Deactivateaproductfromthe
ProductSummaryworkarea.
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Product Menu
Action

Product.VALIDATE_PRODUCT Validateaproductfromthe
ProductSummaryworkarea.

Product Menu
Action

Product.ASSOCIATE_PRODUCT Associateaproducttothe
hierarchyintheProduct
Summaryworkarea.

Product Menu
Action

Product.DISASSOCIATE_PRODUCT Disassociateaproductfromthe
hierarchyintheProduct
Summaryworkarea.

Reservation Button
Action

Reservation.DELETE Deleteareservationfromthe
Reservationslist.

Role Button
Action

Role.DELETE DeletearolefromtheRoleslist
inanentitySummarywork
area.

Role Button
Action

Role.EDIT EditarolefromtheRoleslistin
anentitySummaryworkarea.

Ruleset Button
Action

Rule.DELETE Deletearuleset.

Service Button
Action

Service.DELETE Deleteaservicefromsearch
results.

Service Menu
Action

Service.ACTIVATE Activateaservicefromthe
ServiceSummaryworkarea.

Service Menu
Action

Service.CANCEL Cancelaservicefromthe
ServiceSummaryworkarea.

Service Menu
Action

Service.COMPLETE Completeaservicefromthe
ServiceSummaryworkarea.

Service Menu
Action

Service.DEACTIVATE Deactivateaservicefromthe
ServiceSummaryworkarea.

Service Menu
Action

Service.DISCONNECT Disconnectaservicefromthe
ServiceSummaryworkarea.

Service Menu
Action

Service.RESUME Resumeaservicefromthe
ServiceSummaryworkarea.

Service Menu
Action

Service.SUSPEND Suspendaservicefromthe
ServiceSummaryworkarea.

Service Menu
Action

Service.VALIDATE Validateaservicefromthe
ServiceSummaryworkarea.

Service Menu
Action

Service.ASSOCIATE Addaservicetothehierarchy
intheServiceSummarywork
area.

Service
Configuration

Menu
Action

ServiceConfigurationVersion.APPROVE Approveaconfigurationfrom
theServiceConfiguration
Summaryworkarea.

Service
Configuration

Menu
Action

ServiceConfigurationVersion.AUTO_
CONFIGURE

Auto-configureaconfiguration
fromtheServiceConfiguration
Summaryworkarea.

Service
Configuration

Menu
Action

ServiceConfigurationVersion.CANCEL Cancelaconfigurationfromthe
ServiceConfiguration
Summaryworkarea.

Table 3–2 (Cont.) Resource Permissions

Component Type Permission Name Purpose



Authorization

Understanding UIM Security 3-29

Application Role Management

ForanyadministrativetasksrelatedtoApplicationRolesusingEMConsole,itis
recommendedtotakeabackupofsystem-jaxn-data.xmllocatedintheDomain_
home/config/fmwconfig/directory.

AllthechangesmadetoApplicationRoleswillbeineffectimmediately,withouta
restartingtheapplicationserver.

Creating the Application Role

TocreateApplicationRole,performthefollowing.

1. LogintoEnterpriseManagerConsole.

Service
Configuration

Menu
Action

ServiceConfigurationVersion.COMPLETE Completeaconfigurationfrom
theServiceConfiguration
Summaryworkarea.

Service
Configuration

Menu
Action

ServiceConfigurationVersion.CREATE_NEW_
VERSION

Createanewconfiguration
fromtheServiceConfiguration
Summaryworkarea.

Service
Configuration

Menu
Action

ServiceConfigurationVersion.ISSUE Issueaconfigurationfromthe
ServiceConfiguration
Summaryworkarea.

Service
Configuration

Menu
Action

ServiceConfigurationVersion.RESUME Resumeaconfigurationfrom
theServiceConfiguration
Summaryworkarea.

Service
Configuration

Menu
Action

ServiceConfigurationVersion.SUSPEND Suspendaconfigurationfrom
theServiceConfiguration
Summaryworkarea.

Service
Configuration

Menu
Action

ServiceConfigurationVersion.VALIDATE Validateaconfigurationfrom
theServiceConfiguration
Summaryworkarea.

Specification Button
Action

Specification.DELETE Deleteaspecificationfromthe
Specificationslist.

Specification Button
Action

SequenceSpecification.DELETE DeleteaSequencespecification.

Telephone
Number

Button
Action

TelephoneNumber.DELETE Deleteatelephonenumber
fromsearchresults.

Telephone
Number

Menu
Action

TelephoneNumber.ACTIVATE Activateatelephonenumber
fromtheTelephoneNumber
Summaryworkarea.

Telephone
Number

Menu
Action

TelephoneNumber.DEACTIVATE Deactivateatelephonenumber
fromtheTelephoneNumber
Summaryworkarea.

Telephone
Number

Menu
Action

TelephoneNumber.SNAPBACK ConfiguretheSnapbackaction
onatelephonenumberfrom
theTelephoneNumber
Summaryworkarea.

Telephone
Number

Menu
Action

TelephoneNumber.VALIDATE Validateatelephonenumber
fromtheTelephoneNumber
Summaryworkarea.

Table 3–2 (Cont.) Resource Permissions

Component Type Permission Name Purpose



Authorization

3-30 UIM System Administrator's Guide

2. NavigatetoInventory Applicationontheleftnavigationbar

3. NavigatetoSecurity Rolespage.Right-clickthe
oracle.communications.inventoryandselectSecurity>Application Roles.

4. ClicktheCreatebuttontocreateanewApplicationRole.

5. IntheNew Application Rolepage,entertheroledetails.

6. Toassociateausertotheapplicationrole,clicktheAdd Userbutton.Clickthe
Searchbutton,oftheUserNamefield,toviewtheavailableusersinthemapping
page.

7. FromtheAvailableUsersfield,selecttheusertobeassignedtothenew
applicationroleandclicktheMovebuttontomovetheusertotheSelectedUsers
field.

8. ClickOK.

9. OntheApplication Role Creationpage,clicktheOKbuttontocompletethe
associationofausertoanapplicationrole.

Updating the Application Role

ToupdatetheApplicationRole,performthefollowing:

1. LogintoEnterpriseManagerConsole.

2. NavigatetoInventory Applicationontheleftnavigationbar.

3. NavigatetoSecurity Rolespage.Right-clickoracle.communications.inventory
andselectSecurity>Application Roles.

4. IntheApplication Rolespage,clicktheSearchbutton,oftheRoleNamefield,to
viewalistofexistingapplicationroles.

5. ClicktheapplicationroleyouwanttoupdateandclicktheEditbuttontonavigate
totheEdit Application Rolepage.

FromtheEdit Application Rolepage,youcanaddanexistingApplication
Role/User/Grouptoanapplicationrole.

6. Inthiscase,weshalladdanewusertoresourceAdminapplicationRole.Clickon
Add Usertoviewapopup.

7. Selectauser,clicktheMovebuttontomovetheusertotheSelect Usersboxand
clickOK.

8. ClickOKintheEdit Application RolepagetoaddtheusertoApplicationRole.

Deleting the Application Role

TodeletetheApplicationRole,performthefollowing:

1. LogintoEnterpriseManagerConsole.

2. NavigatetoInventory Applicationontheleftnavigationbar

3. NavigatetoSecurity Rolespage.Right-clickthe
oracle.communications.inventoryandselectSecurity>Application Roles.

4. IntheApplication Rolespage,clicktheSearchbuttontoviewalistofexisting
applicationroles.

5. ClickontheapplicationroleyouwanttodeleteandclickDelete.

6. IntheconfirmationpopuppageclickYestodeletetheapplicationrole.
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Theroleisdeleted.

Application Policy Management

ForanyadministrativetasksrelatedtoApplicationPoliciesusingEMConsole,itis
recommendedtotakeabackupofsystem-jaxn-data.xmllocatedunderDomain_
Home/config/fmwconfig/.

AllthechangesmadetoApplicationPolicieswillbeineffectimmediately,without
restartingtheapplicationserver.

Creating the Policy

APolicycanbecreatedbyaddingUserInterfacepagepermissionsandAction
permissionstoanexistingpolicy.

Adding User Interface (UI) Page Permissions to an Existing Policy

ToaddUserInterface(UI)pagepermissionstoanexistingpolicy,performthe
following:

1. LogintoEnterpriseManagerConsole.

2. NavigatetoInventory Applicationontheleftnavigationbar

3. NavigatetoSecurity Policiespage.Right-clickoracle.communications.inventory
andselectSecurity>Application Policies.

TheApplicationPoliciesListpageappears.

4. ClicktheCreatebuttontocreateanewApplicationPolicy.

TheCreateApplicationGrantpageappears.

5. ClicktheAddbutton,intheGrant Detailssection.

TheAddPermissionpopupappears.

6. Entertheresource_nameintheResource NamefieldandclicktheSearchbutton,of
theResourceNamefield,tolistalltheresourcesthatstartwithresource_name.

7. FromtheSearchresultssection,alltheresourcesthatstartwithresource_nameare
displayed.SelectaresourcetoseedetailsintheCustomizesection.

Ifcustomizationisrequired,enterthecustominformationandclickOK.

Ifcustomizationisnotrequired,clickOK.

8. TheresourceisaddedtothePermissionslist.

9. Repeatsteps7and8fortheremainingresourcesthatstartwithresource_name.

10. ClicktheAdd Application RolebuttonintheGranteesection.

TheAddApplicationRolepopuppageappears.

11. Selecttheapplicationrole_nameandclickMove,tomovetheapplicationroletothe
Selected Rolessection.

12. ClickOKtocompletetheApplicationGrantCreationprocess.

Adding Action Permissions to an Existing Policy

Note: ThesearchisNOTcasessensitive.
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ToaddActionpermissionstoanexistingpolicy,performthefollowing:.

1. LogintoEnterpriseManagerConsole.

2. NavigatetoInventory Applicationontheleftnavigationbar

3. NavigatetoSecurity Policiespage.Right-clickoracle.communications.inventory
andselectSecurity>Application Policies.

TheApplicationPoliciesListpageappears.

4. ClicktheSearchbutton,ofthePermissionsfield,tosearchforexistingpolicies.

TheEditApplicationGrantpageappears.

5. SelectthePolicytobemodifiedandclicktheEditbutton.

TheApplicationsGrantpageappears.

6. ClicktheAddbuttontoaddanewPermission.

TheAddPermissionpopuppageappears.

7. IntheCustomizesection,entercustomizeddatainthefollowingfields:

■ PermissionClass

■ ResourceName

■ PermissionActions

ClickOKtoaddthepermissions.

8. ClickOKtocompletetheAddApplicationPermissionsprocess.

Updating the Policy Role

ToupdatethePolicyRole,performthefollowing:

1. LogintoEnterpriseManagerConsole.

2. NavigatetoInventory Applicationontheleftnavigationbar.

3. NavigatetoSecurity Policiespage.Right-clickoracle.communications.inventory
andselectSecurity>Application Policies.

4. IntheApplication Policiespage,clicktheSearchbutton,ofthePermissionfield,
toviewalistofexistingapplicationpolicies.

5. SelecttheapplicationpolicyyouwanttoeditandclicktheEditbuttontonavigate
totheEdit Application Grant Pagepage.

FromtheEdit Application Rolepage,youcanadd/removethefollowingaspects
ofapolicy:

■ Permissions(TaskFlowpermissionsorResourcePermissions).TaskFlow
PermissionsareusedforUIpageswhereasResourcePermissionsareusedfor
UIActions.

■ Grantee(User/Group/Role).NotethatifmultipleRoles/Groupsare
associatedtoaPolicy,theApplicationPolicywillbeapplicabletotheuser
onlyiftheuserispartofallRoles/Groups.

6. ClicktheAddbuttontoaddPermissions.

TheAddPermissionspageappears.

7. EnterTelephoneNumberintheResource NamesectionandclicktheSearch
buttontoviewalltheUIresourceshavingTelephoneNumberintheirname.
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8. Selectthefirstrow(TelephoneNumberEditFlow)andclickOKtoaddthe
Permissiontotherole.

9. Repeatsteps7and8toaddTelephoneNumberSearchResultsFlowand
TelephoneNumberSummaryFlow.

10. ClickOKtoupdatethepolicy.

Deleting the Policy Role

TodeletetheApplicationRole,performthefollowing:

1. LogintoEnterpriseManagerConsole.

2. NavigatetoInventory Applicationontheleftnavigationbar

3. NavigatetotheSecurity Policiespage.Right-click
oracle.communications.inventoryandselectSecurity>Application Policies.

4. IntheApplication Policiespage,clicktheSearchbutton,ofthePermissionfield,
toviewalistofexistingapplicationpolicies.

5. SelecttheapplicationroleyouwanttodeleteandclickDelete.

6. Intheconfirmationpopup,clickYestodeletetheapplicationpolicy.

Thepolicyisdeleted.

Enabling Web Service Authentication at Runtime

WebServicepoliciescanbeassociatedwithdeployedwebservicesusingtheAdmin
Console.

Thisapproachisbettersuitedforapplicationsthatdonotneedfrequentdeployments.

Creating the Application Role

TocreateApplicationRole,performthefollowing.

1. LogintoAdminConsole.

2. Intheleftpane,selectDeploymentsandclickthedeployedapplicationtoexpand
it.Clickonthedeployedwebservice.

3. SelecttheConfigurationtabandWS-Policysub-tab.Clickonthe+signnextto
theServiceEndpointlistedtoseealltheoperationsthatthewebservicesupports.

4. ClickontheServiceEndpointtoconfigurethepolicytypeforthewebservice.

5. SelectthepolicyforthisendpointandclickFinish.

6. Toattachapolicytoanoperation,clicktheoperation.Onthenextscreenselectthe
policythatyouwouldliketoassociatewiththeoperationandclickonthe>sign.
TheselectedpolicyorpoliciesgetmovedovertotheChosenMessagePolicieslist.
ClickNext.

7. Tousethesamepolicyforinbound(i.e.requests)andoutbound(i.e.response)
message,clickNexton:ConfiguretheWS-PolicyfortheInboundSOAPMessage
ofanOperation&ConfiguretheWS-PolicyfortheoutboundSOAPMessageofan
Operationpages.

Note: Eachtimetheapplicationisdeployed,theWS_Policieswill
havetobereconfigured.
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8. ClickFinish.

Partitioning the Database

ThissectionexplainshowtopartitionyourUIMdatabasebyusingusergroups,within
asecurityrealm,torepresentdatapartitions.Partitioningallowstheusertocontrol
dataaccesstoanentity.

TheUIMdatabasemanagementtasksinclude:

■ CreatingPartitionsintheUIMDatabase

■ Updatingthesystem-config.propertiesFile

Creating Partitions in the UIM Database

TocreatepartitionsintheUIMdatabase,dothefollowing:

1. EnsureyouareloggedintotheWebLogicserveradministrationconsole.

2. ClickLock and Edit.

3. IntheDomain Structuretree,selectSecurity Realms.

TheSummary of Security Realmspageappears.

4. Selectthesecurity_realm.

TheSettings for security_realmpageappears.

5. ClicktheUsers and Groupstab.

6. ClicktheGroupstab.

7. ClickonNew.

TheCreate a New Grouppageappears.

8. Enterthenameforthenewgroup.Usethefollowingformatforthenewgroup:
ora_uim_partition#name

9. ClickOk.

Repeatsteps8and9foreachpartitionthatistobecreated.

TheSettings for security_realmpageappears.

10. ClicktheUserstab.

11. Clickontheusernamethatyouwanttoaddtothenewgroup.

TheSettings for user_namepageappears.

12. ClicktheGroupstab.

13. FromtheParents Groups Available:list,selectthegrouporgroupsthatyouwant
toaddtheusertoandthenclickonthesinglearrowtomovethegrouporgroups
totheChosen:list.

14. ClickSave.

15. ClickRelease Configuration.

Note: Ifyoudonotusetheora_uim_partition#nameprefix,UIM
willnotrecognizethegroupasapartitionandthepartitioningwill
notwork.



Authorization

Understanding UIM Security 3-35

Updating the system-config.properties File

Toupdatethesystem-config.propertiesfile,dothefollowing:

1. IntheUIM_Home/configdirectory,openthesystem-config.propertiesfile.

2. Settheuim.security.filter.enabledpropertyvaluetoTrue.

uim.security.filter.enabled=true

Note: ChangesmadetogroupsinWebLogicServerareimmediate,
butyoumustlogout/logbackintoUIMtopickupthechanges.
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4Monitoring and Managing Unified Inventory 
Management

Thischapterprovidesmonitoringandmanagingactivitiesthatyoumayneedto
performafterinstallingorupgradingtheOracleCommunicationsUnifiedInventory
Management(UIM)software.

Monitoring and Managing Overview
Thefollowinglistincludestasksthatyoumayneedtoperformonbothasingleserver
environmentandaclusteredserverenvironment.

■ SharingJARFiles

■ DisablingtheHTTPPort

■ SettingtheDatabaseRowPrefetchSize

■ ModifyingtheDefaultFileEncoding

■ ModifyingtheTimeZone

■ ConfiguringYourServer’sTimers

■ RegisteringEntitiestotheLifeCycleListener

■ ConfiguringException-Type-to-Error-CodeMappings

■ LocalizingUIMErrorMessages

■ LocalizingtheUIMServerandtheApplicationServer

■ ShuttingDownanApplicationServer

■ ConfiguringtheSSLPolicy/Certificate

■ Resetting/ChangingtheWebLogicServer’sDatabaseConnections

■ SettingtheDefaultTelephoneNumberEditMask

■ LoadBalancingaClusteredServer

■ ConfiguringTopologyUpdates

■ ConfiguringaGeocodeService

■ PerformingaUIMServicePurge
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Sharing JAR Files
AfteryouinstallUIM,youneedtosharespecificJARfileswithDesignStudio(DS)for
usewithtechpacks.EachindividualUIMSystemAdministratormustdeterminethe
bestmethodforsharingtheseJARfiles,basedonyourcompany’sstandardpractices.

Thefollowingisalistofdirectories,withtheJARfilesthatneedtobeshared:

■ UIM_Home/lib

capacity_caps.jar

characteristic_caps.jar

consumable_caps.jar

core_caps.jar

groupenabled_caps.jar

ora_uim_commonLib.jar

persistence.jar

platform-persistence.jar

poms.jar

uim-api-framework.jar

uim-caps.jar

uim-entities.jar

uim-entity-xmlbean.jar

uim-managers.jar

uim-tools.jar

uim-webservices-framework.jar

■ POMSClient/lib

platformWsFramework.jar

■ WL_Home/server/lib

log4j.jar

weblogic.jar

webservices.jar

wlclient.jar

xbean.jar

■ UIM_Home/cartirdges/base

ora_uim_baseextpts

ora_uim_basemeasurements

ora_uim_basephone_mgmt

ora_uim_baserulesets

ora_uim_basespecifications

ora_uim_canada_tn
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ora_uim_mds

ora_uim_model

ora_uim_norway_tn

ora_uim_saudi_arabia_tn

ora_uim_uk_tn

ora_uim_us_tn

Disabling the HTTP Port
AfteryouinstallUIM,youcandisabletheHTTP(non-SSL)portifitwasenabled
duringinstallation.

TodisabletheHTTPport:

1. EnsureyouareloggedintotheWebLogicAdministrationConsole.

2. Click Lock & Edit.

3. IntheDomain Structuretree,expandEnvironment,andthenclickServers.

TheSummaryofServerspageappears.

4. SelecttheAdminServer.

TheSettingsforAdminServerpageappears.

5. DeselecttheListen Port Enabledsetting.

6. ClickSave.

7. ClickActivate Changes.

Setting the Database RowPrefetch Size
Youcanspecifythenumberofresultsetrowstoprefetch.

1. EnsureyouareloggedintotheWebLogicAdministrationConsole.

2. Click Lock & Edit.

3. IntheDomain Structuretree,expandServices,thenexpandJDBCandthenclick
Data Sources.

TheSummaryofJDBCDataSourcespageappears.

4. ClicktheInventoryDataSourcedatasource.

TheSettingsforInventoryDataSourcepageappears.

5. UnderConfiguration,clicktheConnection Pooltab.

6. InthePropertiesfield,enterthefollowing:

Note: TheseJARfileswillchangewitheachnewpatchsetor
maintenancerelease.TheJARfileswillneedtobere-distributedeach
timeUIMisupgradedwithapatchsetormaintenancereleaseandthe
DSAdministratorwillneedtobenotified.

Note: Ifyoudisablethisport,thenyoumustenabletheSSLport.
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defaultRowPrefetch=50

7. ClickSave.

8. Repeatsteps3through7for InventoryTxDataSource.

9. ClickActivate Changes.

10. RestarttheWebLogicApplicationServer.

Modifying the Default File Encoding
TheUIMinstallerautomaticallysetsthedefaultfileencodingtoUTF8forbothfull
installationsandupgrades.Checkthestartupscripttoverifythatthedefaultfile
encodingissettoUTF8.Ifthissettingisincorrect,youcanmanuallychangethe
defaultfileencodingsettingintheCUSTOMSECTIONsegmentofthestartupscript.

Thefollowingexampleshowsthecorrectcommandsyntax:

JAVA_OPTIONS="${JAVA_OPTIONS}-Dfile.encoding=UTF-8"

Modifying the Time Zone 
Forfullinstallationsandupgrades,theUIMinstallerautomaticallysetsthetimezone
foryourlocale.Youshouldcheckyourstartupscripttoverifythatthetimezone
settingforyourlocaleiscorrect.Ifthissettingisincorrect,addalinetotheCUSTOM
SECTIONsegmentofyourstartupscript.EnterthetimezoneIDinaformatthatis
recognizablebythe java.util.TimeZoneobject.Thefollowingexampleshowsthe
commandsyntax:

JAVA_OPTIONS="${JAVA_OPTIONS} -Duser.timezone=Asia/Shanghai"

Toviewalistofvalidtimezonevalues,runthefollowingcommand:

import java.util.*;

public class TimeZoneList {

public static void main(String[] args) {

String[] sZoneIds = TimeZone.getAvailableIDs();

List lZoneIdList = Arrays.asList(sZoneIds);

Collections.sort(lZoneIdList);

System.out.println(lZoneIdList);

}

Note: Ifyourapplicationserveranddatabaseserverarelocatedin
differenttimezones,settheapplicationserver’suser.timezonevalue
tomatchthedatabaseserver’stimezone.Theapplicationserverand
databaseservertimezonesmustmatch.
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Configuring Your Server’s Timers
Youcancreateandconfiguretimersfor:

■ Monitoringwhethertheserverthatmanagesthecluster-awaretimersisstill
running

■ Customextensions

■ Cleaningupexpiredreservations

■ Detectingtelephonenumberjeopardyandpublishingnotificationevents

YouconfigurethetimersforyourserversintheUIM_Home/config/timers.properties
file.Formoreinformation,seethecommentsinthetimers.properties file.

Registering Entities to the LifeCycle Listener
Youcanregisterallorasubsetofentitiesforcreate,retrieve,update,anddelete
(CRUD)events.Forexample,youcanspecifythatcreateeventsaregeneratedwhen
anyentityiscreated.Likewise,youcanspecifythatupdateeventsaregeneratedonly
whenEquipmentandTelephoneNumberentitiesareupdated.

Configuring Exception-Type-to-Error-Code Mappings
Youcanmaperrorcodestoexceptiontypestohelpthepersistenceframeworkmanage
validationexceptions.Forexample,youcanmaperrorcodesto
DuplicateEntityExceptionortoAttributeRequiredException.

YoumaperrorcodestoexceptiontypesbyusingtheUIM_
Home/config/resources/logging/exception.propertiesfile.Formoreinformation,see
thecommentsintheexception.propertiesfile.

Localizing UIM Error Messages
YoucanlocalizeUIMerrormessagesanditemsbymodifyingpropertiesfilesinthe
UIM_Home/config/resources/logging directory.

Table4–1listseachproperty’sfilename,errorIDrange,andtheerrormessagesor
itemsitlocalizes.

Note: Theapplicationservertimezoneisdefaultedtothe
underlyingoperatingsystemtimezone.Toconfigureadifferenttime
zonefortheapplicationserver,addthefollowingvaluetothestartup
scriptatDomain_Home/bin/setUIMenv.sh.Thevalidtimezonevalues
aredefinedinjava.util.TimeZone.

JAVA_OPTIONS="${JAVA_OPTIONS} -Duser.timezone=timezone"

wheretimezoneisavalidstringvaluedefiningthetimezoneIDsuch
asGMTorEST.

Table 4–1  Properties Files for Localizing UIM Error Messages and Items.

Property File Name
Error ID 
Range Error Message or Item It Localizes

addressrange.properties N/A Propertynamesfortheaddressrange
cartridge
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businessInteraction.properties 270000-279999 Errormessagesgeneratedbythebusiness
interactionmodule

capacity.properties 320000-329999 Errormessagesgeneratedbythecapacity
module

configaction.properties 240000-249999 Errormessagesgeneratedbythe
configurationactions

configuration.properties 240000-249999 Treenodelabelnames

connectivity.properties 260000-269999 Errormessagesgeneratedbythe
connectivitymodule

consumer.properties 220000-229999 Errormessagesgeneratedbytheconsumer
module

countries.properties N/A Errormessagesgeneratedbythecountries
module

custom.properties 280000-289999 Errormessagesgeneratedbythecustom
module

enum.properties N/A Errormessagesgeneratedbyenumeration

equipment.properties 210000-219999 Errormessagesgeneratedbythe
equipmentmodule

extensibility.properties 180000-189999 Errormessagesgeneratedbythe
extensibilitymodule

inventoryGroup.properties 190000-199999 Errormessagesgeneratedbytheinventory
groupmodule

location.properties 420000-420999 Errormessagesgeneratedbythelocation
module

logicaldevice.properties 290000-299999 Errormessagesgeneratedbythelogical
devicemodule

media.properties 350000-359999 Errormessagesgeneratedbythemedia
module

mediaResource.properties 360000-369999 Errormessagesgeneratedbythe
mediaResourcemodule

network.properties 300000-309999 Errormessagesgeneratedbythenetwork
module

number.properties 120000-129999 Errormessagesgeneratedbythenumber
module

party.properties 230000-239999 Errormessagesgeneratedbythepartyrole
module

place.properties 250000-259999 Errormessagesgeneratedbytheplace
module

product.properties 390000-399999 Errormessagesgeneratedbytheproduct
module

project.properties 140000-149999 Errormessagesgeneratedbytheproject
module

resource.properties 330000-339999 Resourceentitynamesand
resource-relatederrormessages

Table 4–1 (Cont.) Properties Files for Localizing UIM Error Messages and Items.

Property File Name
Error ID 
Range Error Message or Item It Localizes
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FormoreinformationonhowtolocalizeUIM,seeUIM Developer’s Guide.

Localizing the UIM Server and the Application Server
Bydefault,theUIMandapplicationserversoftwaredisplayinformationinEnglish.
Youcansetthesoftwaretodisplayinformationinanotherlanguagebylocalizingtext
stringsintheUIMpropertiesfiles.Formoreinformation,seeUIM Developer’s Guide.

Shutting Down an Application Server
UIMprovidesascripttoshutdownanapplicationserver.Usethefollowingcommand
orthekillcommandonthemachinerunningtheservertobeshutdown:

stopWebLogic.sh AdminUserIDAdminPasswordServerNameAdminServerURL

whereAdminServerURLisintheformat:t3://ServerName:PortNumber

Forexample:

stopWebLogic.sh weblogic password server03 t3://wplsnroyall:7101

Configuring the SSL Policy/Certificate
ThissectiondescribestheconfigurationofSSLwithOracleWebLogicserver.Youmust
configurethenewself-signedcertificateintheWebLogicAdministrationConsole.

Togenerateanewprivatekeyandself-signedcertificate:

1. NavigatetotheWL_home/server/libdirectoryandrunthefollowingcommand:

keytool -aliasalias-genkey -keypasskeypass-keystorekeystore.jks-storepass
keystorepass

role.properties 90000-99999 Errormessagesgeneratedbytherole
module

service.properties 110000-119999 Errormessagesgeneratedbytheservice
module

signal.properties 310000-319999 Errormessagesgeneratedbythe
connectivitysignalmodule

specification.properties 130000-139999 Errormessagesgeneratedbythe
specificationmodule

status.properties N/A Errormessagesgeneratedbythestatus
module

subscriber.properties 150000-159999 Errormessagesgeneratedbythe
subscribermodule

system.properties 100000-109999 Errormessagesgeneratedbythe
frameworkmodule

topology.properties 340000-349999 Errormessagesgeneratedbythetopology
module

wsservice.properties 400000-409999 Errormessagesgeneratedbythewsservice
module

Table 4–1 (Cont.) Properties Files for Localizing UIM Error Messages and Items.

Property File Name
Error ID 
Range Error Message or Item It Localizes
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where:

■ aliasisthename

■ keypassisthepassword

■ keystore.jksisthekeystorename

■ keystorepassisthekeystorepassword

2. ForWhat is your first and last name?,entertheapplicationserverIPaddress.

3. Providerelevantinformationforthefollowingprompts:

■ Whatisthenameofyourorganizationalunit?

■ Whatisthenameofyourorganization?

■ WhatisthenameofyourCityorLocality?

■ WhatisthenameofyourStateorProvince?

■ Whatisthetwo-lettercountrycodeforthisunit?

Asummaryisdisplayedshowingtheinformationyouentered,asshownin
theexamplebelow:

Is CN=IPAddressProvided,OU=OrganizationalUnit,O=Organization,
L=Locality,ST=State,C=CountryCodecorrect?

■ EnterYes.

Thekeystorekeystore.jksfileiscreated.

Toconfigurethenewself-signedcertificateintheWebLogicAdministrationConsole:

1. LogintotheWebLogicserverAdministrationConsoleusingtheAdministrator
credentials.

TheHomescreenappears.

2. ClickLock & Edit.

3. IntheDomain Structuretree,expandEnvironmentandthenclickServers.

TheSummaryofServersscreenappears.

4. IntheServerstable,clickAdminServer.

TheSettingsforAdminServerscreenappears.

TheGeneraltabisdisplayedbydefault.

5. SelectSSL Listen Port Enabled.

6. IntheSSL Listen Portfield,updatethevalueasappropriate.

7. ClickSave.

8. ClicktheKeystorestab.

9. ClickChange andthenfromtheKeystoreslist,selectCustom Identity and Java 
Standard Trust.

10. Dothefollowing:

■ IntheCustom Identity Keystorefield,enterthefullpathtoyourJKSfileas
follows:

WL_Home/server/lib/keystore.jks

■ Inthe Custom Identity Keystore Typefield,enterjks.
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■ IntheCustom Identity Keystore Passphrasefield,enterthekeystore
password.

■ LeavetheJavastandardtrustkeyasthedefault.

■ ClickSave.

11. ClicktheSSLtab.

12. Dothefollowing:

■ FromtheIdentity and Trust Locationslist,selectKeystores.

■ InthePrivate Key Aliasfield,enterthealiasname.

■ InthePrivate Key Passphrasefield,entertheprivatekeypassword.

■ ClickSave.

■ ClickAdvanced.

■ FromtheTwo Way Client Cert Behaviorlist,selectClient Certs Requested 
But Not Enforced.

■ ClickSave.

13. ClickActivate ChangesintheChangeCenterintheleftpane.

FormoreinformationonSSLconfiguration,seetheAdministrationConsoleHelp.

Resetting/Changing the WebLogic Server’s Database Connections
YoumayneedtoresettheWebLogicserver’sdatabaseconnectionswhenthefollowing
occurs:

■ ThedatabasegoesdownwhileUIMisactive

■ UIMisstartedwhenthedatabaseisdown

YouresetthedatabaseconnectionsbyresettingthefollowingJDBCdatasourcesinthe
WebLogicserveradministrationconsole:InventoryDataSource,
InventoryTxDataSource,CMDSInventoryPersistentDataSource,
InventoryMapDataSource,InvJMSPersistentDataSource,mds-commsRepository,
andUIMAdapterDataSource.

Toreset/changethedatabaseconnections:

1. LogintotheWebLogicserveradministrationconsoleat:

Note: Toreplaceaself-signedcertificatewithaproduction-quality
certificate,ortoimportatrustedCAcertificateintoakeystore,runthe
followingcommand:

keytool -import -aliasalias-filecert.pem-keypasskeypass-keystore
keystore.jks-storepasskeystorepass

Note: IfyouimportatrustedCAcertificate,noexistingentryfor
aliasshouldbeinthekeystore.

Whileaccessingtheapplication,thebrowseraskstoinstallthe
certificate.InstallthecertificateinTrusted Root Certification 
Authorities.
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http://ServerName:PortNumber/console

2. ClickLock & Edit.

3. IntheDomain Structuretree,expandServicesandthenclickData Sources.

TheSummaryofJDBCDataSourcespageappears.

4. ClickInventoryDataSource.

TheSettingsforInventoryDataSourcepageappears.

5. ClicktheControltab.

6. Selectthecheckboxnexttothedatasourceinstancethatyouwanttoreset.

7. ClickReset.

8. ClickYes.

9. ClicktheConnection Pooltab.

10. Modifythefollowingfieldstomatchyourenvironment:

■ URL

■ Properties

■ Password

■ Confirm Password

11. Repeatsteps4through10foralltheremainingdatasources.

Setting the Default Telephone Number Edit Mask
Thedefaulttelephonenumbereditmaskdefinesthelengthformatfortelephone
numbersenteredintotheUIMsystem.ThisvalueisusedwhenaTelephoneNumber
specificationfailstospecifytheextensionpointrulesetFormatting-
SpecManager.getEditMask.

Theinitialvalueis########(eightdigits).

Whentherule,thepropertiesfile,orboththeruleandthepropertiesfilefailto
provideadefaulteditmask,theUIMapplicationforcestheeditmasktothevaluein
thenumber.propertiesfile.

Tomodifythedefaulttelephonenumbereditmask:

1. OpenUIM_Home/config/resources/logging.

2. Findthefollowingentry:

number.defaultEditMask=##########

3. Change##########tothedesiredlength.

Forexample,enter##########tosetthetelephonenumberlengthto10digits.
Eachpoundsignsymbol(#)representsonedigit.

Note: Ifyouwanttochangethedatabaseconnection,performsteps
9and10



Load Balancing a Clustered Server

Monitoring and Managing Unified Inventory Management 4-11

Load Balancing a Clustered Server
Thetwomethodsforloadbalancingaclusteredserverincludeahardware-basedload
balancerandasoftware-basedproxyserver.

Dependingonthetypeofenvironmentbeingdeployed,dooneofthefollowing:

■ Configuretheloadbalancer

■ Configuretheproxyserver

Configuring the Load Balancer

Therequirementfortheloadbalancerserviceisserveraffinity,alsoknownasasticky
session.Forexample,auserstartsanewsessionanditisloadbalancedtoserver#2.
ThesubsequentHTTPrequestsinthissessionwillbealwaysroutedtoserver#2until
server#2fails.

Forinformationonloadbalancerrequirements,refertotheWebLogicdocument:Using 
WebLogic Server Clusters(seeLoad Balancing in a Cluster).

F5 BIG-IP Configuration

RefertotheDeployment Guide: Deploying F5 with Oracle's WebLogic Server 10foundat:

http://www.f5.com/pdf/deployment-guides/f5-weblogic10-dg.pdf

Model:BIG-IPLTM6400

Softwareversion:9.4.0Build517.5

ThefollowingwereconfiguredintheBIG-IPloadbalancer:

Monitor,HTTPprofilewithrechunk,persistenceprofilewithHTTPcookieinsert,
streamprofile,OneConnect,TCPprofile,pools,andavirtualserver.

Cisco CSS 1150X Configuration Example

ThefollowingisanexampleconfigurationusingCiscoCSS1150Xmachines.

service uim01

port 8026

protocol tcp

string uim01

keepalive type http

keepalive maxfailure 2

keepalive retryperiod 2

keepalive uri "/inv"

ip address 10.143.34.53 (uim01 listening ip address)

active

service uim02

port 8026

protocol tcp

string uim02

keepalive type http

Note: Oraclerecommendsusingthehardware-basedloadbalancer
inproductionenvironments.Useeitherthehardware-basedload
balancerorthesoftware-basedproxyserverintestordevelopment
environments.
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keepalive maxfailure 2

keepalive retryperiod 2

keepalive uri "/inv"

ip address 10.143.34.56 (uim02 listening ip address)

active

Owner test

content UIMCluster

ip address 10.143.36.12

protocol tcp

port 8026

add service uim01

add service uim02

advanced-balance arrowpoint-cookie

balance leastconn

param-bypass enable

no persistentactive

Configuring the Proxy Server

Thereareseveraloptionsavailablefortheproxyserver,refertoOracle WebLogic Server
documentationforinformationonconfiguringthevariousproxyserveroptions.

Configuring Topology Updates
Toconfiguretopologyupdates,seethefollowingtopics:

■ ConfiguringAsynchronousTopologyUpdates

■ TurningOffTopologyUpdates

■ RebuildingTopology

Configuring Asynchronous Topology Updates

Bydefault,theUIMtopologyisupdatedsynchronouslywithbusinessmodelchanges.
Thetopologyandthebusinessmodelareupdatedinsingletransactiontoreflectnew,
changed,anddeletedentities.SeeUIM ConceptsandUIM Developer’s Guideformore
informationabouttopology.

YoucanconfigureUIMtoupdatethetopologyasynchronouslyfrombusinessmodel
updates.Inthisscenario,topologyupdatesareperformedinaseparatetransaction
frombusinessmodelupdates.ConfiguringUIMtoupdatethetopology
asynchronouslycanimproveperformancebyreducingthesystemoverheadassociated
withbusinessmodelchanges.

ToconfigureUIMforasynchronoustopologyupdates:

1. StoptheUIMapplicationserver.

2. OpentheUIM_home/config/topologyProcess.propertiesfile.

3. ChangethevalueoftheprocessSynchronousentrytofalse.

4. Savethefile.

Turning Off Topology Updates

IfyouusetopologyinfrequentlyorwanttooptimizeUIMperformance,youcanturn
offtopologyupdatesentirely.Ifupdatesareturnedoffandyouwanttouse
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topology-relatedfeatures,suchaspathanalysis,youmustfirstrebuildthetopology.
See"RebuildingTopology".

Toturnofftopologyupdates:

1. StoptheUIMapplicationserver.

2. OpentheUIM_home/config/topologyProcess.propertiesfile.

3. ChangethevalueofthedisableTopologyentrytotrue.

4. Savethefile.

Rebuilding Topology

Ifyouhaveturnedofftopologyupdates,youmustrebuildthetopologybeforeyou
canuseanytopology-relatedfeatures,suchaspathanalysisorvisualization.You
shouldschedulethisasamaintenancetaskduringtimewhennochangestothe
inventorywilltakeplace.

IfUIMisinstalledinaclusterenvironment,onlyoneinstancecanberebuiltatatime.
Whenarebuildisinprogressononeinstance,therebuildoperationisdisabledfor
otherinstances.

Youshouldscheduletopologyrebuildsduringtimeswhennochangestothe
inventorywilltakeplace.

TorebuildtheUIMtopology:

1. LogintoUIM.

2. IntheTaskspanel,clickRebuild Topology.

TheRebuild Topologyworkareaappears.

3. ClicktheRebuild Topologybutton.

Thetopologybeginstoberebuilt.Youcanrefreshtheworkareatoseestatus
updates.Whentheprocessiscomplete,theworkarearevertstoitsoriginal
appearanceandtheRebuild Topologybuttonbecomesavailable.

Youcancheckonthesuccessoftherebuildbyconsultingthelogat:

WLServer_Home\user_projects\domains\Domain_Home\uim\logs\****Server_
uim_rebuild.log

Configuring a Geocode Service
Toconfigureageocodeservice,seethefollowingtopics:

■ AboutOracleeLocation

■ UsingaGeocodeServiceotherthanOracleeLocation

Caution: Whenyourebuild,theoldtopologyisdeletedandanew
onecreated.Youshouldbackupyouroldtopologytoensurethatyou
canreturntoitifnecessary.
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About Oracle eLocation

UIMusesOracleeLocationasthedefaultgeocodeservice,butyoumayopttousea
differentgeocodeservice.ThissectiondescribesOracleeLocation,andprovides
informationaboutconfiguringUIMtouseadifferentgeocodeservice.

UIMinterfaceswithOracleeLocationthroughanXMLAPIrequestthatissentwhen
youclickValidate AddressfromwithinUIMwhencreatingalocation.Oracle
eLocationreturnsanXMLAPIresponsetoUIM,indicatingwhetherornottheaddress
sentintherequestwasavalidaddress.Forvalidaddresses,theresponseincludesa
geocode,whichisaspecificlatitudeandlongitudethatrepresentsthelocation.

Using a Geocode Service other than Oracle eLocation

Uponinstallation,UIMisconfiguredtousetheOracleeLocationgeocodeservice.
However,youcanconfigureUIMtouseageocodeserviceotherthanthedefault
OracleeLocation.Forexample,youmayopttouseathrid-partygeocodeservice,or
createacustomgeocodeservicetouse.

UIMistightlycoupledwithOracleeLocation.Asaresult,whenyouclickValidate 
AddressfromwithinUIMwhencreatingalocation,UIMcreatesanXMLrequest
basedonwhattheOracleeLocationgeocodeserviceisexpecting.Similarly,UIM
expectsanXMLresponsebasedonwhattheOracleeLocationgeocodeservicereturns.
YoucanfinddetailedinformationabouttheeLocationXMLrequestandresponse
structuresatthefollowingWebsite:

http://elocation.oracle.com/geocoder/concept.html

Using a Third-Party Geocode Service

Touseathird-partygeocodeservice,youcanhostyourowneLocationservicethat:

■ HandlestheinputXMLrequestfromUIM

■ CreatesanewXMLrequestbasedonwhatthethird-partygeocodeserviceis
expecting

■ MapsthedatafromtheinputXMLrequesttothenewXMLrequest

■ SendsthenewXMLrequesttothethird-partygeocodeservice

■ Handlestheresponsefromthethird-partygeocodeservice

■ CreatesanewXMLresponsebasedonwhatUIMisexpecting

■ MapsthedatafromtheXMLresponsetothenewXMLresponse

■ SendsthenewXMLresponsetoUIM

Inthisscenario,theeLocationserviceisjustamiddletierthatperformsXML
mapping,allowingUIMandthethird-partygeocodeservicetocommunicate.

ForinformationonhowtohostyourowneLocationservice,seeOracle Spatial eLocation 
Quick Start Guide:

http://download.oracle.com/otndocs/products/spatial/pdf/elocation_

quickstart.pdf

Using a Custom Geocode Service

Touseacustomgeocodeservice,youcanhostyourowneLocationservicethat:

■ HandlestheinputXMLrequestfromUIM
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■ PerformscustomaddressanalysisbasedoninputXMLrequestdatatodetermine
thegeocode

■ CreatesanXMLresponsebasedonwhatUIMisexpecting

■ SendsthenewXMLresponsetoUIM

Inthisscenario,theeLocationservicehoststhecustomgeocodeservice.

ForinformationonhowtohostyourowneLocationservice,includinghowtodevelop
thecustomgeocodeservicethatrunsonyoureLocationservice,seeOracle Spatial 
eLocation Quick Start Guide:

http://download.oracle.com/otndocs/products/spatial/pdf/elocation_

quickstart.pdf

Configuring UIM

AfteryoureLocationserviceisupandrunning,youmustconfiguretheUIM_
Home/config/system-config.propertiesfiletopointtoyoureLocationservice.This
filedefinesseveralpropertiesrelatedtothegeocodeservicethatUIMisusing,suchas
hostname,userID,password,andsoforth.See"Updatingthe
system-config.propertiesFile"formoreinformation.

Performing a UIM Service Purge
ThissectiondescribeshowtoperformaservicepurgeforUIM.Thetoolisavailableas
partoftheora_uim_dbtools.jarfile,locatedintheUIM_Home/util/folder.

Prerequisites

TheprerequisitestoperformaUIMservicepurgeincludethefollowing:

■ Gatherthestatisticsoftheschemabeforeandafterrunningpurgescripts,usethe
followingcommand:

EXEC DBMS_STATS.gather_schema_stats(uim_db_schema_username);

■ Provideadminprivilegestothedatabaseuser.

■ Backupthedatabasebeforeexecutingpurgescripts,asscriptswilldeletethe
recordsmatchingspecifiedcriteriapermanently.

■ MusthaveJavaversion1.6orhigherinstalled.

■ MustrunServicePurgeScripts.sqlonthedatabase,whichispartofora_uim_
dbtools.jar.ServicePurgeScripts.sqlislocatedatora_uim_dbtools.jar/sqlscripts.
Toinstallthisscript,usesqlplustorunthesqlscript,followingarethestepsto
installthescripts:

1. Logintosqlplus

2. Executefollowingcommand:

@<dbtools_extracted_dir>/sqlscripts/ServicePurgeScripts.sql

WARNING: Performing a service purge will delete database records 
permanently. Ensure that the database has been backed up before 
proceeding with any service purge operations.
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Configuring the UIM Service Purge Environment

Extracttheora_uim_dbtools.jarfromtheUIMInstaller.Usethefollowingcommand
toextractthefile:

jar -xvf ora_uim_dbtools.jar

Afterthefileisextracted,edittheservicePurge.shfileandsetthefollowingvariables:

1. SetJAVA_HOME.

2. Modifytheseparameterstopointtothedatabase:

■ DB_HOSTNAME-hostnameofthedatabase.

■ DB_PORT-databaseport

■ DB_SERVICE_NAME-databaseservicename

3. Addextractedfolderpathto<add-extracted-path>forthe'sqlFileLocation'
variable.

Database Tables

ThefollowingtableswillbecreatedtocapturetheServicePurgeexecutionauditand
errordetails:

■ Purge_Error_Log

■ Purge_Audit

Purge_Error_Log

Thistableisusedtorecorderrors/failures.TheServicePurgecanfailduetoany
invaliddatacreatedusingtoolswhicharenotpartofUIM.Suchfailuresarerecorded
inthistable.Table4–2containsthefollowinginformationaboutthefailure:

Purge_Audit

ThistablerecordstheServicePurgeexecutioninformation.Table4–3containsthe
followingdetailedinformationforeachattribute:

Table 4–2  Purge_Error_Log

Name Description

ID Referstopurgehelper’sID

ErrorCode SQLerrorcode

ErrorMessage SQLerrormessage

ReportedDate Timewhenerrorisrecorded

Table 4–3  Purge_Audit

Attribute Name Description

JOBID Foreveryexecuteorresumepurgeoperation,anewrecordwill
becreatedinthistable.

PURGETYPE DefaultedtoSERVICE.
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Operations

TheServicePurgecanbeexecutedwiththefollowingoptions:

■ Report

■ Execute

■ Status

■ Suspend

START_DATE Thedatewhenthepurgeprocessisinitiated.

Note:Inthecaseofascheduledexecution,thevaluewillbeset
tothescheduledtimeandoncetheprocessstartstheprocess
willupdatethisvaluewiththetimewhentheprocessis
initiated.

END_DATE Thedatewhenthepurgeprocessiscompletedorcancelled.

USERNAME Thedatabaseschemausernamethroughwhichtheuserwill
performtheoperation.

CRITERIA Thisfieldcontainsthecriteriastringwhichwillbegeneratedby
API,usingcriteriaspecifiedbytheuser.Thefieldwillalso
containinformationaboutparallelprocessesandbatchsize
specifiedbytheuser.Forexample:

(ADMINSTATELIKE'CANCELLED')AND
LASTMODIFIEDDATE<=to_
date('07/30/2012:23:59:59','mm/dd/yyyy:hh24:mi:ss'):10:1000

Wherethefirstpartofthevalueisthecriteria( '( ADMINSTATE 
LIKE 'CANCELLED'  )  AND LASTMODIFIEDDATE <=  to_
date('07/30/2012:23:59:59','mm/dd/yyyy:hh24:mi:ss')' )followedby
theparallelprocesses('10')andbatchsize('1000').

STATUS Thisisthestatusoftheservicepurge,withoneofthefollowing
values:INPROGRESS,SCHEDULED,CANCELLED,or
FAILED.Followingisadescriptionforeachofthestatus.

INPROGRESS:thepurgeexecutionhasstarted.

SCHEDULED:apurgeexecutionisscheduled.

Note:Whenascheduledpurgeexecutionstarts,theSTATUS
andSTART_DATEwillbeupdatedtoINPROGRESSandwith
thescheduledtimerespectively.

CANCELLED:thepurgeexecutionhasbeencancelled.

FAILED:thepurgeexecutionhasfailed,duetoerrorswhenone
ormoreserviceswerenotprocessed,oneofthereasonscanbe
inconsistentdata.

PARENTJOB Newchildrecord,createdwhenajobissuspendedand
resumed,whichwillrefertotheparentrecordthroughthis
attribute.Forexample,ifapurgeisexecutedandlater
suspended,therewillbearecordforthisjobwithastatusof
SUSPENDED.Whenthepurgeisresumed,theolderrecord
whichwassuspendedwillbeupdatedwithastatusof
COMPLETEDandanewrecordwillbecreatedwhichwillrefer
tothecompletedrecordthroughJOBID.Thiswillenableusto
maintainahistoryoftheoperationsthatwereperformed.

REPORTNAME Reportnamegeneratedwhenservicepurgeexecutionis
performed.

Table 4–3 (Cont.) Purge_Audit

Attribute Name Description
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■ Resume

■ Cancel

Report

Thereportoptionallowstheusertospecifycriteria,determinethetotalnumberof
recordstobedeleted,andestimatetheamountofdiscspacetobefreedup.Pleasenote
thatthisoptionwillprovidethereport,butwillnotactuallypurgetherecords.

Thefollowingargumentscanbeusedduringreportgeneration:

-ed:Thisargumentismandatory.TheedargumentstandsforEndDate,whichmeans
thatserviceswitha"lastmodifieddate"onorbeforethisdatewillbeconsideredfor
puge.Theusermustspecifythisdateinthefollowingformat:[MM/DD/YYYY].
Followingisanexample:

./servicePurge.shreport-ed02/21/2005

-status:Thisargumentisoptional.Thestatusargumentindicatestheadminstateof
theservice.Asavalueforthisargumentonly"disconnected"canbementioned.All
serviceswitha"disconnected"adminstatewillbeconsideredforpurgeandbydefault
servicesina"cancelled"statewillbeconsideredforpurge.Forexample:

./servicePurge.shreport-statusdisconnected

Intheaboveexample,allserviceswithanadminstateofdisconnectedorcancelled
willbeconsideredforreportgeneration.

-sd:Thisargumentisoptional.ThesdargumentstandsforStartDate,whichmeans
thatserviceswitha"lastmodifieddate"onorbeforethisdatewillbeconsideredfor
purge.Thedatemustbespecifiedinthefollowingformat:[MM/DD/YYYY].
Followingisanexample:

./servicePurge.shreport-sd02/21/1990

-icsc:Thisargumentisoptional.Theicscargumentstandsforignorecancelledservice
configuration,whichmeansthatallthecancelledserviceconfigurationversions,that
werepartofany"in-service"services,willnotbepurgedandwillberetained.
Followingisanexample:

./servicePurge.shreport-icsc

Execute

Theexecuteoptionenablestheusertopurgecancelledand(or)disconnectedservices,
whichincludesrowsfromseveraltableslistedbelow,usingthespecifiedcriteria.The
executeoptionalwayscreatesareportforthespecifiedcriteriaandpromptstheuser
forconfirmation,ifthepurgeenddatespecifiediswithinoneyearrangefromnow.
Theusercannotrunmorethanoneexecuteoperationatatime.Iftheuserwishesto
startanewexecuteoperation,thentheoldexecuteoperationmustbecancelled.In
caseofasuspendedpurgeoperation,nonewexecuteoperationscanbeinitiated
unlessthesuspendedoperationiscancelled.

WARNING: Performing a service purge will delete database records 
permanently. Ensure that the database has been backed up before 
proceeding with any service purge operations.
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Thefollowingisthelistoftableswhichwillbeimpacted:

■ Service

■ Service_Char

■ Party_ServiceRel

■ Place_ServiceRel

■ ServiceAssignment

■ ServiceConsumer

■ ServiceReservation

■ ServiceCondition

■ ServiceConfigurationVersion

■ BusinessInteraction

■ ConfigurationInput

■ TopologyProfile

■ TopologyProfileEdge

■ TopologyProfileNode

■ ServiceConfigurationItem

■ ServiceConfigurationItem_Char

■ BusinessInteractionItem

■ <Entity>Consumer

■ <Entity>Assignment

■ <Entity>ConfigRef

Intheabovelistoftables,th<Entity>Consumer,<Entity>Assignment and
<Entity>ConfigReftablesareapplicabletothefollowingentityresources,whichcan
beconsumedbyService:

■ CustomNetworkAddress

■ CustomObject

■ DeviceInterface

■ Equipment

■ EquipmentHolder

■ GeographicLocation

■ GeographicSite

■ LogicalDeviceAccount

■ LogicalDevice

■ Network

■ PhysicalConnector

■ PhysicalDevice

■ PhysicalPort

■ Pipe
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■ Service

■ TelephoneNumber

Whenanexecuteoperationisperformed,anewrecordiscreatedinthePurgeAudit
table,withastatusofINPROGRESSandaftertheexecuteoperationcompletes
successfully,itupdatestherecordwithastatusofCOMPLETED.

Thefollowingargumentscanbeusedduringtheexecuteoperation:

-ped:Thisargumentismandatory.ThepedargumentstandsforPurgeEndDate
whichindicatesthatserviceswitha"lastmodifieddate"onorbeforethisdatewillbe
consideredforpurge.Thedatemustbespecifiedinthefollowingformat:
[MM/DD/YYYY].Forexample:

./servicePurge.shreport-ped02/21/2005 

-status:Thisargumentisoptional.Thestatusargumentindicatestheadminstateof
theservice.Asavalueforthisargumentonly'disconnected'canbementioned,soall
serviceswithadisconnectedadminstatewillbeconsideredandbydefaultservicesin
acancelledadminstatewillalsobeconsidered.Forexample:

./servicePurge.shreport-statusdisconnected 

Inthiscaseallserviceswithanadminstateofdisconnectedorcancelledwillbe
consideredforreportgeneration.

-psd:Thisargumentisoptional.ThepsdargumentstandsforPurgeStartDatewhich
meansthatserviceswitha"lastmodifieddate"onorafterthisdatewillbeconsidered
forpurge.Thedatemustbespecifiedinthefollowingformat:[MM/DD/YYYY].For
example:

./servicePurge.shreport-psd02/21/1990 

-s:Thisargumentisoptional.Thisargumentwillscheduletheexecutionofthepurge.
Thedatemustbespecifiedinthefollowingformat:[MM/DD/YYYY:HH:mm:ss].For
example:

./servicePurge.shexecute-s07/26/2012:19:30:00 

-force:Thisargumentisoptional.ServicePurgewillnotaskforconfirmationwhen
thisoptionisspecifiedbytheuser.Forexample:

./servicePurge.shexecute-force 

-icsc:Thisargumentisoptional.Theicscargumentstandsforignorecancelledservice
configuration,whichmeansthatallthecancelledserviceconfigurationversions,that
werepartofany"in-service"services,willnotbepurgedandwillberetained.
Followingisanexample:

./servicePurge.shexecute-icsc

-c:Setsthecommitsizetothegivenvalue.Bydefault,itissetto1000Services.The
Maxvalueforthisargumentis10000.Iftheuserpromptsmorethanthisvalue,the
toolwilltakeconsideritas10000.Forexample:

./servicePurge.shexecute-c1000 
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-t:Thisargumentisoptional.SetstheNumberofParallelProcessestothegivenvalue.
TheMaxvaluethatusercanspecifyis100,iftheuserspecifiesmorethanthis,only100
parallelprocesseswillbecreated.Thisisoptionalargumentandbydefaultitissetto
10.Forexample

./servicePurge.shexecute-t15

Status

Thestatusoptionshowsinformationforin-progress/suspendedpurgeoperations.It
alsoprovidesthefollowinginformation,relatedtothepurgeprocessbeforeseeking
confirmationoncancellation:

■ Activeservicepurgeoperation.

■ Numberofservicespurged.

■ Allthejobsrelatedtoservicepurge.

■ Reportfilenamewhichisgeneratedwhileservicesarepurged.

■ Numberofservicespurged.

Suspend

Thesuspendoptionwillsuspendtheservicepurgeoperationandallowactiveparallel
processestocontinuetorunandcomplete,butnonewprocesseswillbecreated.
Beforesuspendingtheactiveservicepurgeoperation,theservicepurgewillprovide
thefollowinginformation:

■ Activeservicepurgeoperation.

■ Numberofservicespurged.

■ Allthejobsrelatedtoservicepurge.

■ Reportfilenamewhichisgeneratedwhileservicesarepurged.

■ Numberofservicespurged.

Asuspendedoperationcanbecancelledorresumed,butoncetheoperationisina
suspendedstate,nonewpurgeoperationscanbeinitiated.Afteranexecuteoperation
issuspended,thePurgeAudittableStatusrecordwillbeupdatedtoaCOMPLETED
stateandanewrecordwillbecreatedwithastatusofSUSPENDED.

PleasenotethatthereareprocesseswhicharestillinRUNNINGstatuswhenapurge
operationissuspended.Aftertheseprocessescompleteexecution,theprocesseswill
changetoaDISABLEDstate.WhenalltheprocesseshavechangedtoaDISABLED
status,nonewprocesseswillbecreated.

Resume

Theresumeoptionrestartstheservicepurgeoperation,usingargumentsspecifiedby
theuser.Inthiscase,thePurgeAudittableStatusrecordisupdatedwithastatusof
INPROGRESSfortherecordwhichwasina'suspended'state.Thefollowing
argumentscanbespecifiedwhileresumingpurgeoperations:

Note: Theservicepurgeexecuteoperationwillexcludedisconnected
services,whichhaveanyofitsTelephoneNumberresourcesAging.

TheservicepurgeexecuteoperationwillonlydeleteEntity
Assignmentinformation.Itdoesnotdeleteresourceswhichwere
consumed/referredbytheservice.
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-s:Thisisanoptionalargument.Thisargumentwillscheduletheexecutionofthe
purge.Theusermustspecifythedateinthefollowingformat
[MM/DD/YYYY:HH:mm:ss].Forexample:

./servicePurge.shexecute-s06/26/2012:19:30:00

-c:Setsthecommitsizetothegivenvalue.Bydefaultitissetto1000Services.Max
valuethisargumentwilltakeit10000.Iftheuserpromptsmorethanthisvaluetool
willtakeitas10000.Forexample:

./servicePurge.shexecute-c1000 

-t:SetstheNumberofParallelProcessestothegivenvalue.Maxvaluethatusercan
specifyis100,iftheuserspecifiesmorethanthisonly100parallelprocesseswillget
created.Thisisoptionalargumentandbydefaultitissetto10.Forexample

./servicePurge.shresume-t15

Cancel

Thecanceloptionterminatesallservicepurgerelatedprocesseswithastatusof
INPROGRESSorSUSPENDED.Italsoprovidesthefollowinginformationrelatedto
purgeprocess,beforeseekingconfirmationoncancellation:

■ Activeservicepurgeoperation.

■ Numberofservicespurged.

■ Allthejobsrelatedtoservicepurge.

■ Reportfilenamewhichisgeneratedwhileservicesarepurged.

■ Numberofservicespurged.

Afterthisinformationisprovided,theuserwillbeaskedforaconfirmationtogo
aheadwithcancellationofIn-progress/Suspendedoperations.WhentheService
Purgeiscancelled,thePurgeAudittableStatusrecordwillbeupdatedwithastatusof
CANCELLEDforrecordswithanINPROGRESS/SUSPENDEDstatus.
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5Improving Unified Inventory Management 
Performance 

ThischapterdescribeswaystoimproveUIMperformance.

Improving UIM Performance Overview
ThefollowinglistincludestasksthatyoumayneedtoperformtoimproveUIM
performance.

■ ConfiguringaSharedIndexDirectory

■ ChangingtheLoggingLevel

■ UpdatingtheSystemConfigurationFiles

■ SettingTimeoutValuesforUIM

Configuring a Shared Index Directory
Formuiltiserverdeploymentenvironments(includingconfigurationsformultiple
singleservers,administration/managedservers,andadministration/clustered
servers),youmustdeployacommonsharedstorage,suchasastorageareanetwork,
forallUIMWebLogicapplicationservers.Withoutastorageareanetwork,resultsmay
varyondifferentserversbecausesomeserversmayhavedifferentdomains.

Changing the Logging Level
UIMisusinglog4jfortheloggingservices.Fordetailsonlog4j,referto:

http://logging.apache.org/log4j/1.2/index.html

Thelogginglevelisdefinedintheloggingconfig.xml file.

ThefileislocatedinUIM_Home/config.

Appender Configuration

Threedefaultappendersaresuppliedbydefault:

■  Stdout

ConsoleAppender-usedtologmessagestothestandardoutput

■ rollingFile
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RollingFileAppender-usedtologmessagestotherollingfile 
UIM_Home/logs/WebLogic_Name_uim.log

■ rebuildRollingFile

RollingFileAppender-usedtologtherebuildtopologymessagestotherolling
fileUIM_Home/logs/WebLogic_Name_uim_rebuild.log

Thefollowingisanexampleofthelayoutoftheappenderlogmessage:

%d{yyyy-MM-ddHH:mm:ss,SSS}%-5p[%X{userName}]["%X{requestSession}]
[%c{1}]%m%n 

where:

■ %d{yyyy-MM-dd HH:mm:ss,SSS}

istheDateintheformatyyyy-MM-ddHH:mm:ss,SSS)

■ %-5p

isthepriorityoftheloggingevent>

■ %X{userName}

istheusernameassociatedwiththethreadthatgeneratedtheloggingevent

■ %X{requestSession}

isthesessionIDassociatedwiththethreadthatgeneratedtheloggingevent.Note
thattherequestSessionisnotincludedbydefault.Thelayoutvalueneedstobe
modifiedtoaddtherequestSession.

■ %c{1}

isthecategoryoftheloggingeventwiththeprecision specifier(ie:thedecimal
constantinbrackets).Theprecisionspecifiercorrespondtotherightmost
componentsofthecategoryname.Forexample,forthecategoryname
oracle.communications.inventory.techpack.video.impl.VideoManagerImplthepattern
%c{1}willoutputVideoManagerImpl.

■ %m

istheapplicationsuppliedmessageassociatedwiththeloggingevent.For
example:[INV-801005] No subscriber is associated to the service.

■ %n

istheplatformdependentlineseparatorcharacterorcharacters

Forallparameters,see:

http://logging.apache.org/log4j/1.2/apidocs/org/apache/log4j/PatternLayout

.html

Thisisalocalizedloggingoutputmessageexample:

2012-01-03 15:20:22,087 ERROR [uimuser1] [VideoManagerImpl] [INV-801005] No 
subscriber is associated to the service.

It'spossibletofiltertheloggingmessagesbytheUIMuser.ToenabletheUIMuser
filter,weneedtoaddthefollowingelementtothedefaultappender:

<filterclass="oracle.communications.inventory.api.logging.util.FilterUtil">

<paramname="userName"value=""/>
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</filter> 

Thefilterisalreadyavailable,butcommentedout,inthedefaultappender.Toenable
theUIMuserfilter,wecanuncommentthefilterandaddavaluetotheuserName
parameter.Forexample:

<filterclass="oracle.communications.inventory.api.logging.util.FilterUtil">

<paramname="userName"value="Justin"/>

</filter>

Wecanlistmultipleusersinthefilterbyrepeatingtheparamelement.Forexample:

<filterclass="oracle.communications.inventory.api.logging.util.FilterUtil">

<paramname="userName"value="Justin"/>

<paramname="userName"value="Lili-Mai"/>

<paramname="userName"value="Marilou"/>

</filter>

Logger Configuration

Bydefaulttherootloggerissettoerrorandwilllogthemessagestothestandard
outputandtheUIMrollingfile:

<root>

<priorityvalue="error"/>

<appender-refref="stdout"/>

<appender-refref="rollingFile"/>

</root> 

Loggersmaybeassignedlevels.Thesetofpossiblelevelsare(intheordermessage
loggingrank):

■ all-lowestpossiblerankandisintendedtoturnonalllogging

■ trace-finer-grainedinformationaleventsthanthedebug

■ debug-fine-grainedinformationaleventsthataremostusefultodebugan
application

■ info-informationalmessagesthathighlighttheprogressoftheapplicationat
coarse-grainedlevel

■ warn-potentiallyharmfulsituations

■ error-erroreventsthatmightstillallowtheapplicationtocontinuerunning

■ fatal-verysevereerroreventsthatwillpresumablyleadtheapplicationtoabort

■ off-highestpossiblerankandisintendedtoturnofflogging

Severalapplicationloggersarealsopre-configuredintheloggingconfig.xmlfile.
Additionalonesmaybeaddedasneeded.Forexample,iftherootloggerlevelissetto
error,butwewouldliketosettheUIMTechPacksloggerleveltodebug,thenwe
wouldaddthefollowingtotheloggingconfig.xml:

<loggername="oracle.communications.inventory.techpack"additivity="false">
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<levelvalue="debug"/>

<appender-refref="stdout"/>

<appender-refref="rollingFile"/>

</logger>

Connecting debugger to UIM

IfweneedtoconnectadebuggertotheUIMWeblogicserver,thenwewouldneedto
editthefileDomain_Home/bin/setUIMEnv.shandaddthefollowingstringtothe
USER_MEM_ARGSvariable:

"-Xdebug-Xnoagent-Xrunjdwp:transport=dt_
socket,address=1234,server=y,suspend=n-Djava.compiler=NONE" 

Example:

Note: AppenderAdditivity

TheoutputofalogstatementofloggerCwillgotoalltheappenders
inCanditsancestors.Thisisthemeaningofthetermappender 
additivity.

However,ifanancestorofloggerC,sayP,hastheadditivityflagsetto
false,thenC'soutputwillbedirectedtoalltheappendersinCandits
ancestorsuptoandincludingPbutnottheappendersinanyofthe
ancestorsofP.

Loggershavetheiradditivityflagsettotruebydefault.

Source:http://logging.apache.org/log4j/1.2/manual.html

Tip: ToenabledebugloggingfortheUIMRulesetExtensionPoint
Framework,youcanaddthefollowingtotheloggingconfig.xmlfile:

<loggername="oracle.communications.inventory.extensibility.rules"
additivity="false">

<levelvalue="debug"/>

<appender-refref="stdout"/>

<appender-refref="rollingFile"/>

</logger> 

<loggername="RuleSetLogger"additivity="false">

<levelvalue="debug"/>

<appender-refref="stdout"/>

<appender-refref="rollingFile"/>

</logger>

Ifyouaddtheabove,thenyoucancommentoutorremovethelogger
fororacle.communications.inventory.extensibility.rules.impl.It'll
becomeredundantbecausedebuglevelisenableonitsparent
package.



Enabling SQL and Other EclipseLink Logging

Improving Unified Inventory Management Performance 5-5

Beforechange:

USER_MEM_ARGS="-Xms1024m-Xmx3000m-Xmn850m-XX:MaxPermSize=1024m
-Xrs-XX:+HeapDumpOnOutOfMemoryError-XX:+UseConcMarkSweepGC
-XX:+CMSClassUnloadingEnabled-XX:+CMSPermGenSweepingEnabled" 

Afterchange:

USER_MEM_ARGS="-Xms1024m-Xmx3000m-Xmn850m-XX:MaxPermSize=1024m
-Xrs-XX:+HeapDumpOnOutOfMemoryError-XX:+UseConcMarkSweepGC
-XX:+CMSClassUnloadingEnabled-XX:+CMSPermGenSweepingEnabled-Xdebug
-Xnoagent-Xrunjdwp:transport=dt_socket,address=1234,server=y,suspend=n
-Djava.compiler=NONE" 

Youcanadjusttheportbychangingaddress=1234.

Enabling SQL and Other EclipseLink Logging
ToenableSQLandotherEclipseLinklogging,performthefollowing:

1. Openacommandwindow.

2. NavigatetotheMW_Home/oracle_common/common/bindirectory.

3. StarttheWebLogicScriptingTool(WLST)usingthefollowingcommand:

./wlst.sh

4. Connecttotheserveronwhichyouwanttochangethelogginglevel,usethe
followingcommand:

connect(userid,password,’t3://hostname:port’)

5. GotoCustomsettingsusingthefollowingcommand:

custom()

6. GotoTopLinkusingthefollowingcommand:

cd(’TopLink’)

7. Listthesessionsatthislevelusingthefollowingcommand:

ls()

8. Copythesessionandgotothatsessionusingthefollowingcommand:

cd(’session’)

Note: ’custom()’cantakeawhiletoexecute,approximately5
minutesormore.

Note: ThefollowingisanexampleofaTopLinksession:

'TopLink:Name=Session(file/share/uimcluster/domains/clusterUim 
720b1357/servers/uim_ms1/tmp/_WL_user/ 
oracle.communications.inventory/b0t675/APP-INF/lib/uim-entities.j
ar_default’
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9. ChangetheEclipseLinklogginglevelusingthefollowingcommand:

set(’CurrentEclipseLinkLogLevel’,newLevel)

EclipseLinkprovidesninelogginglevels,refertoTable5–1foralistofthedifferent
logginglevelsandabriefdescriptionofeach.

10. ToenableSQLloggingusethefollowingcommand:

set(’CurrentEclipseLinkLogLevel’,’FINE’)

Updating the System Configuration Files
ThesystemconfigurationfileslocatedinUIM_Home/config are:

■ castor.properties 

■ config-reload.properties 

■ consumer.properties 

■ reference.properties

■ ruleProcess.properties

■ system-config.properties

■ timers.properties

■ topologyProcess.properties

Youmayneedtoupdatethesefilesdependingonyourenvironment.

Ifyouarewantingtochangetelephonenumberagain,see"Updatingthe
consumer.propertiesFile"and"Updatingthetimers.propertiesFile".

Seethenextsectionsforpropertydefaultvaluesandexamples.

Table 5–1  EclipseLink Logging Levels

Level Description

OFF Thissettingdisablesthegenerationofthelogoutput.YoumaywanttosetloggingtoOFF
duringproductiontoavoidtheoverheadoflogging.

SEVERE Thislevelenablesreportingoffailurecasesonly.Usually,ifthefailureoccurs,theapplication
stops.

WARNING Thislevelenablesloggingofissuesthathaveapotentialtocauseproblems.Forexample,a
settingthatispickedbytheapplicationandnotbytheuser.

INFO Thislevelenablesthestandardoutput.Thecontentsofthisoutputisverylimited.Itisthe
defaultlogginglevelifalogginglevelisnotset.

CONFIG Thislevelenablesloggingofsuchconfigurationdetailsasyourdatabaselogininformationand
somemetadatainformation.YoumaywanttousetheCONFIGloglevelatdeploymenttime.

FINE ThislevelenablesloggingofthefirstlevelofthedebugginginformationandSQL.Youmay
wanttousethisloglevelduringdebuggingandtesting,butnotatproduction.

FINER ThislevelenablesloggingofmoredebugginginformationthantheFINEsetting.Forexample,
thetransactioninformationisloggedatthislevel.Youmaywanttousethisloglevelduring
debuggingandtesting,butnotatproduction.

FINEST ThislevelenablesloggingofmoredebugginginformationthantheFINERsetting,suchasa
verydetailedinformationaboutcertainfeatures(forexample,sequencing).Youmaywantto
usethisloglevelduringdebuggingandtesting,butnotatproduction.

ALL ThislevelcurrentlylogsatthesamelevelasFINEST.
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Updating the castor.properties File

Thecastor.properties fileisusedtoconfigureCastor.Youcanupdatethevaluesinthis
fileorleavethedefaults.

1. Theorg.exolab.castor.indentpropertyofthecastor.properties fileisusedto
controlifalldocumentsshouldbeindentedonoutputbydefault.

Thedefaultvalueistrue.

Example:

org.exolab.castor.indent=true

2. Theorg.exolab.castor.xml.naming propertyofthecastor.properties fileisusedto
preservetheJavamixed-caseconventions.Bydefault,allnamesaretreatedasthe
"lower"option.UncommentthefollowinglinetopreservetheJavamixed-case
conventions:

org.exolab.castor.xml.naming=mixed

3. Theorg.exolab.castor.parserpropertyofthecastor.properties fileisusedtodefine
thedefaultXMLparsertobeusedbyCastor.Theparsermustimplement
org.xml.sax.Parsers.

Thedefaultvalueisorg.apache.xerces.parsers.SAXParser.

Example:

org.exolab.castor.parser=org.apache.xerces.parsers.SAXParser

4. Theorg.exolab.castor.xml.serializer.factorypropertyofthecastor.properties file
inUIMisset,bydefault,to
org.exolab.castor.xml.XercesJDK5XMLSerializerFactory.

Bydefault,UIMdoesnotshiptheexternalXercesjarfileandusestheXercesfile
shippedwiththeJDK.

Theorg.exolab.castor.xml.XercesJDK5XMLSerializerFactoryisonlyvalidforSun
JDKforWindows,LinuxandSolaris.ForIBMAIXJDK,the
org.exolab.castor.xml.serializer.factoryvalueshouldbesetto
org.exolab.castor.xml.XercesXMLSerializerFactory.

Updating the config-reload.properties File

Theconfig-reload.properties fileisusedtocontrolinventoryautomaticreload.You
canupdatethevaluesinthisfileorleavethedefaults.

1. Theinventory.auto.reload.enabledpropertyoftheconfig-reload.properties fileis
usedtoenable/disableautoreloadofSystemconfigurationproperties.

Thedefaultvalueistrue.

Example:

inventory.auto.reload.enabled=true

2. Theinventory.auto.reload.intervalpropertyoftheconfig-reload.properties fileis
usedtosetthereloadintervalinmilliseconds.

Thedefaultvalueis3000milliseconds.

Example:

inventory.auto.reload.interval=3000
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Updating the consumer.properties File

Theconsumer.properties fileisusedtocontrolconsumptionofentities.Youcan
updatethevaluesinthisfileorleavethedefaults.

1. ThedeleteReservation.batchsizepropertyoftheconsumer.properties fileisused
tocontrolthenumberofexpiredreservationrecordstobedeletedforeach
executionoftheCleanupExpiredReservationtimerprocess.

Thedefaultvalueis1000records.

Example:

deleteReservation.batchSize=1000

2. Thefollowingpertaintotelephonenumber(TN)agingandtheTNlifecycle
propertiesoftheconsumer.propertiesfile.

Thetn.defaultDisconnectedStateExpirypropertyoftheconsumer.properties file
isusedtochangetheexpirationperiodfortransitionalTNassignmentstatefrom
DisconnectedstatetoTransitionalstate.

Thedefaultvalueis30days.

Example:

tn.defaultDisconnectedStateExpiry=30

3. Thetn.defaultTransitionalStateExpiry propertyoftheconsumer.properties fileis
usedtochangetheexpirationperiodfortransitionalTNassignmentstatefrom
TransitionalstatetoUnassignedstate.

Thedefaultvalueis30days.

Example:

tn.defaultTransitionalStateExpiry=30

4. Thetn.recallTNSearchResultsLimitpropertyoftheconsumer.properties fileis
usedtocontrolthenumberoftelephonenumberassignmentrecordsselectedfor
theTNAgingandRecallTimerprocess.

Thedefaultvalueis500records.

Example:

tn.recallTNSearchResultsLimit=500

5. Thetn.portabilityCharacteristicNamepropertyoftheconsumer.properties fileis
usedtospecifythecharacteristicnameoftheTNwhichwillbeusedinportability
logic.

ThedefaultvalueistnType.

Example:

tn.portabilityCharacteristicName=tnType

6. Thetn.winbackCharacteristicNamepropertyoftheconsumer.properties fileis
usedtospecifythecharacteristicnameoftheTNwhichwillbeusedinwinback
(stealback)logic

Example:

tn.winbackCharacteristicName=winback
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Updating the reference.properties File

Thereference.properties fileisusedtocontrolreferencedproperties.Youcanupdate
thevaluesinthisfileorleavethedefaults.

1. TheAllowDeactivateReferencedCustomNetworkAdrresspropertyofthe
reference.properties fileisusedtodeactivatethe
ReferencedCustomNetworkAddressproperty.

Thedefaultvalueisfalse.

Example:

AllowDeactivateReferencedCustomNetworkAddress=false

2. TheAllowDeactivateReferencedCustomObjectpropertyofthe
reference.properties fileisusedtodeactivatetheReferencedCustomObject
property.

Thedefaultvalueisfalse.

Example:

AllowDeactivateReferencedCustomObject=false

3. TheAllowDeactivateReferencedEquipmentpropertyofthereference.properties 
fileisusedtodeactivatetheReferencedCustomEquipmentproperty.

Thedefaultvalueisfalse.

Example:

AllowDeactivateReferencedEquipment=false

4. TheAllowedDeactivateReferencedLogialDevicepropertyofthe
reference.properties fileisusedtodeactivatetheReferencedLogicalDevice
property.

Thedefaultvalueisfalse.

Example:

AllowDeactivateReferencedLogicalDevice=false

5. TheAllowDeactivateReferencedLogialDeviceAccountpropertyofthe
reference.properties fileisusedtodeactivatethe
ReferencedLogicalDeviceAccountproperty.

Thedefaultvalueisfalse.

Example:

AllowDeactivateReferencedLogicalDeviceAccount=false

6. TheAllowDeactivateReferencedNetworkpropertyofthereference.properties 
fileisusedtodeactivatetheReferencedNetworkproperty.

Thedefaultvalueisfalse.

Example:

AllowDeactivateReferencedNetwork=false

7. TheAllowDeactivateReferencedPhysicalDevicepropertyofthe
reference.properties fileisusedtodeactivatetheReferencedPhysicalDevice
property.

Thedefaultvalueisfalse.
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Example:

AllowDeactivateReferencedPhysicalDevice=false

8. TheAllowDeactivateReferencedPipepropertyofthereference.properties fileis
usedtodeactivatetheReferencedPipeproperty.

Thedefaultvalueisfalse.

Example:

AllowDeactivateReferencedPipe=false

9. TheAllowDeactivateReferencedTelephoneNumberpropertyofthe
reference.properties fileisusedtodeactivatetheReferencedTelephoneNumber
property.

Thedefaultvalueisfalse.

Example:

AllowDeactivateReferencedTelephoneNumber=false

10. TheAllowSuspendReferencedServicepropertyofthereference.properties fileis
usedtosuspendtheReferencedServiceproperty.

Thedefaultvalueistrue.

Example:

AllowSuspendReferencedService=true

11. TheAllowDisconnectReferencedServicepropertyofthereference.properties file
isusedtodisconnecttheReferencedServiceproperty.

Thedefaultvalueistrue.

Example:

AllowDisconnectReferencedService=true

12. TheAllowCancelReferencedServicepropertyofthereference.properties fileis
usedtocanceltheReferencedServiceproperty.

Thedefaultvalueistrue.

Example:

AllowCancelReferencedService=true

13. TheAllowCancelReferencedBusinessInteractionpropertyofthe
reference.properties fileisusedtocanceltheReferencedBusinessInteraction
property.

Thedefaultvalueistrue.

Example:

AllowCancelReferencedBusinessInteraction=true

Updating the ruleProcess.properties File

TheruleProcess.properties fileisusedtocontroltheWorkManager.Youcanupdate
thevaluesinthisfileorleavethedefaults.

1. TheWORK_MANAGER_JNDIpropertyoftheruleProcess.properties fileisa
settingonlyforWebLogic.

Example:



Updating the System Configuration Files

Improving Unified Inventory Management Performance 5-11

WORK_MANAGER_JNDI=java:comp/env/wm/ruleWorkManager

2. ThetimeOutSecpropertyoftheruleProcess.properties fileisusedtosetthe
timeoutinWorkManagerduringcartridgeInstall.

Thedefaultvalueis10000milliseconds.

Example:

timeOutSec=10000

Updating the system-config.properties File 

1. ThecreateTN.flushSizepropertyofthesystem-config.properties filecontrolsthe
numberoftelephonenumberentitiestocreatebeforecallingtheflushtransaction.

DonotsetthecreateTN.flushSizepropertytomorethan500.

Example:

createTN.flushSize=500

2. ThesecurityViolationLoggingEnabled propertyofthesystem-config.properties 
fileisusedforsettingsecurityaccessviolationlogging.

Example:

securityViolationLoggingEnabled=true

3. Thefollowingpropertiesofthesystem-config.properties fileareusedforsetting
Systemspecificsettings.

Examples:

system.minDate=0

system.maxDate=2147483647000

system.lastModifiedDateThreshold=15

4. ThebusinessInteraction.allowCancelWithCompletedChild propertyofthe
system-config.properties fileisusedtoallowabusinessinteractiontobecanceled
ifithascompletedchildren.

Example:

businessInteraction.allowCancelWithCompletedChild=false

5. ThebusinessInteraction.allowCancelWithCompletedConfiguration propertyof
thesystem-config.properties fileisusedtoallowabusinessinteractiontobe
canceledifitisassociatedtoacompletedconfigurationversion.

Example:

businessInteraction.allowCancelWithCompletedConfiguration=false

6. ThelockPolicy.defaultRowLockExpirationDuration propertyofthe
system-config.properties fileisusedforsettingthedefaultrowlockexpiration
durationfortheentity.Thevalueisdefinedinmilliseconds.Thisvalueshouldbe
definedasthatitshouldbelessthanorequaltotransactiontimeout.

Thedefaultvalueis30000.

Example:

lockPolicy.defaultRowLockExpirationDuration=30000
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7. ThelockPolicy.MaxSupportedRowLocks propertyofthe
system-config.properties fileisusedforsettingthedefaultmaximumnumberof
entitiestoberowlocked.Thisshouldbeinsyncwiththemaximumnumberor
range.

Thedefaultvalueis100.

Example:

lockPolicy.MaxSupportedRowLocks=100

8. Thesystem.auth.debug propertyofthesystem-config.properties fileisusedto
enable/disablethesystemauthenticationdebug.

Example:

system.auth.debug=false

9. Thedb.sequence.cacheSize propertyofthesystem-config.properties fileisused
forsettingthecachesizeforOracleSequenceusedforAutoIDgeneration.

Thedefaultvalueis20.

Example:

db.sequence.cacheSize=20

10. Thecmws.asynch.mode propertyofthesystem-config.properties fileisusedfor
settingtheCartridgedeploymentmodetoeithersynchronousorasynchronous.

Example:

cmws.asynch.mode=true

11. Theui.search.pageSize propertyofthesystem-config.properties fileisusedfor
settingthenumberofrowsinapageintheUI.Thisnumberisapplicabletothe
searches.WhenaSearchisperformed,onlyapageofdataisbroughtbacktothe
server.Astheuserscrollsbeyondthispage,nextpageisautomaticallyretrieved
fromthedatabase.

Thedefaultvalueis200.

Example:

ui.search.pageSize=200

12. Theui.search.queryBehavior propertyofthesystem-config.properties fileisused
forsettingthequerybehavior.Therearevariouschoicespresentedtothesystem
abouthowmuchdataisqueriedfromthedatabaseandwhetherthecountis
retrievedfortheUI.Basedonperformanceevaluations,oneofthefollowing
valuescanbepicked:

FULL_COUNT_FULL_QUERY(1)(Thisisthedefaultvalue)

NO_COUNT_FULL_QUERY(2)

LIMIT_COUNT_FULL_QUERY(3)

LIMIT_COUNT_LIMIT_QUERY(4)

RefertotheUIM System Administrator’s Guideaboutthedetailsandprosandcons
ofthesequerybehaviors.

Thedefaultvalueis1.

Example:

ui.search.queryBehavior=1
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13. Theui.search.queryLimit propertyofthesystem-config.properties fileisusedfor
settingthelimittobeappliedtothequeryandthecount,throughtheUI.A-1
indicatesthatnolimitisapplied.Changethisvalueifyouwanttoapplyalimit.
RefertotheUIM System Administrator’s Guideaboutthedetailsonhowthisquery
limitisused.

Example:

ui.search.queryLimit=-1

14. Theuim.default.paging.query.hint propertyofthesystem-config.properties file
isusedtoimproveperformanceofthefinderAPIswheninvokedfromWeb
Services.WhenasearchqueryisfiredfromwebservicewithoutSearchPolicythen
theAPIwillsetthisdefaultqueryhint.

Example:

uim.default.paging.query.hint=FIRST_ROWS(25)

15. Theuim.security.filter.enabled propertyofthesystem-config.properties fileis
usedforsettingsecurityaccesstoallowfortheconfiguringofpartitions.

Example:

uim.security.filter.enabled=false

16. Thefollowingpropertiesofthesystem-config.properties fileareusedforsetting
Entityspecificcachesettings.

Examples:

uim.entitySpecificCache.enable=false

oracle.communications.platform.entity.impl.ServiceConfigurationVersionDAO.siz
e=0

oracle.communications.platform.entity.impl.ServiceConfigurationVersionDAO.exp
iry=0

oracle.communications.platform.entity.impl.ServiceConfigurationVersionDAO.dis
ableHits=true

oracle.communications.platform.entity.impl.BusinessInteractionDAO.size=0

oracle.communications.platform.entity.impl.BusinessInteractionDAO.expiry=0

oracle.communications.platform.entity.impl.BusinessInteractionDAO.disableHits=
true

17. Thefollowingpropertiesofthesystem-config.properties fileareusedforsetting
eLocationspecificsettings.

Examples:

uim.entitySpecificCache.enable=false

eLocation.URL=http://eLocation.oracle.com/eLocation/lbs

eLocation.matchMode=Default

eLocation.http.proxyExists=false

eLocation.http.proxyHost=

eLocation.http.proxyPort=

eLocation.http.proxyUser=

eLocation.http.proxyPassword=
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FordetailedinformationoneLocationconfiguration,refertotheUIM Developer’s 
Guide.

18. Thefollowingpropertiesofthesystem-config.properties fileareusedforsetting
PropertyLocationsettings.

Examples:

uim.networkentity.code.maxlength=3

uim.propertylocation.name.maxlength=200

uim.networklocation.code.minlength=3

uim.networklocation.code.maxlength=10

uim.networkentitylocation.code.delimiter.enabled=true

uim.propertylocation.name.delimiter=

19. Thefollowingpropertyofthesystem-config.properties fileisusedforsettingPipe
Capacitysettings.

Examples:

connectivity.capacityVariant=4

20. Thefollowingpropertyofthesystem-config.properties fileisusedforsetting
ConnectivityTerminationsettings.

Examples:

connectivity.termination.apply.compatibility=false

Updating the timers.properties File

Eachtimercanbedefinedbyfiveproperties:firstTime,period,fixedRate,listener,and
cluster.

■ firstTime:Thefirsttimetocallthelistener.Ifitisspecifiedasrelative 
time(without":"),suchas600(inseconds),thenthelistenerwillbe 
called10minutesafterthesystemisstarted. 
Ifitisspecifiedasabsolutetime,suchas12:00:00(noon),or 
23:00:00(11PM),thenthelistenerwillbecalledatthespecifiedtime 
afterthesystemisstarted. 
 
Ifitisspecifiedas"onTheHour",thenthelistenerwillbeexecutedon 
thenexthour(forexample08:00:00)afterthesystemisstarted(for 
example07:28:34). 
 
Thedefaultis60secondsinrelativetime.

■ period:Afterthelisteneriscalledthefirsttime,thenumberofsecondsbetween 
repeatingexpirationintervals.Thelistenerwillbecalledwhenthe 
timerexpires. 
 
Thedefaultis600seconds.

■ fixedRate:Thisisnotused.

■ listener:Thelistener'sclassname.Thelistener'stimerExpired(Timertimer) 
methodwillbeexecutedwhenthetimerexpired. 
 
Thereisnodefault.Thispropertymustbespecified.
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■ cluster:Theflagindicateswhetherthistimerisclusteraware.Ifitissettotrue, 
thentherewillonlyoneinstanceofthistimerrunninginthecluster.If 
itissettofalse,theneachserverwillhavethistimerinstancerunning 
locally. 
 
Mostofthetimershouldbeclusteraware.Anexampleofnon-cluster 
awaretimeristhetimerwhichmonitorswhethertheserverwhich 
managestheclusterawaretimersisstillalive. 
 
Thedefaultvalueistrue.

Thetimers.properties fileislocatedin:

UIM_Home/config/timers.properties.

1. TheclusterTimerMonitortimerofthetimers.properties fileisatimertomonitor
ifthecurrentserverwhichmanagestheclusterawaretimersisstillalive.

Thistimershouldberunningoneveryserverinthecluster.

Examples:

clusterTimerMonitor.firstTime=10 
clusterTimerMonitor.period=10 
clusterTimerMonitor.listener=oracle.communications.inventory.api.framework.tim
er.TimerController 
clusterTimerMonitor.cluster=false

2. ThecustomTimertimerofthetimers.properties fileisacustomertimerfor
customextensions.

Thereshouldbeonlyoneinstanceofthistimerinthecluster.

Examples:

customTimer.firstTime=300 
customTimer.period=600 
customTimer.listener=oracle.communications.inventory.api.common.TimeoutEven
tListener

3. ThecleanReservationtimerofthetimers.properties fileisatimertocleanup
expiredreservations.

Thereshouldbeonlyoneinstanceofthistimerinthecluster.

Examples:

cleanReservation.firstTime=600 
cleanReservation.period=600 
cleanReservation.listener=oracle.communications.inventory.api.consumer.impl.Re
servationManagerImpl

4. ThetelephoneNumberAgingtimerofthetimers.properties fileisatimerfor
recallingdisconnectedtelephonenumbers.

Examples:

telephoneNumberAging.firstTime=600 
telephoneNumberAging.period=600 
telephoneNumberAging.listener=oracle.communications.inventory.api.number.Tel
ephoneNumberHelper

5. TherowLockExpirationtimerofthetimers.properties fileisatimertocleanup
theexpiredentityrowlocks.
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Examples:

rowLockExpiration.firstTime=120 
rowLockExpiration.period=600 
rowLockExpiration.listener=oracle.communications.inventory.api.common.impl.R
owLockExpiryTimerListener

FormoreinformationontelephonenumberagingandTNlifecycles,seeUIM 
Concepts.

Updating the topologyProcess.properties File

ThetopologyProcess.properties fileisusedtocontrolreferencedproperties.Youcan
updatethevaluesinthisfileorleavethedefaults.

1. ThedisableTopologypropertyofthetopologyProcess.properties fileisusedto
turnTopologyRefreshOnorOff.

Thedefaultvalueisfalse.

Example:

disableTopology=false

2. TheprocessSynchronouspropertyofthetopologyProcess.properties fileisusedto
refreshTopologyaspartofthetransaction(true)orasynchronouslyinaseparate
transaction(false).

Thedefaultvalueistrue.

Example:

processSynchronous=true

3. ThemapperClasspropertyofthetopologyProcess.properties fileistheClass
ObjectthatmapsthebusinessmodeltoTopology.

Example:

mapperClass=com.metasolv.api.topology.mapper.impl.TopologyMapperImpl

4. TheWORK_MANAGER_CLASS,WORK_MANAGER_NAME,andWORK_
MANAGER_THREADSpropertiesofthetopologyProcess.properties fileare
settingsonlyforoc4j.

Examples:

WORK_MANAGER_CLASS=com.tangosol.coherence.commonj.WorkManager

WORK_MANAGER_NAME=TopologyWorkManager

WORK_MANAGER_THREADS=20

5. TheWORK_MANAGER_JNDIpropertyofthetopologyProcess.properties fileis
asettingonlyforWebLogic.

Example:

WORK_MANAGER_JNDI=java:comp/env/wm/TopologyWorkManager

6. ThedefaultBaseMap,defaultApplicationDatasource,defaultMapTileServerUrl,
anddefaultMapCopyrightpropertiesofthetopologyProcess.properties fileare
usedtosetthedefaultMapProfilesettings.

Examples:

defaultBaseMap=elocation_mercator.world_map
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defaultApplicationDatasource=UIMDATA

defaultMapTileServerUrl=http://elocation.oracle.com/mapviewer/mcserver

defaultMapCopyright=Copyright©2007,2012OracleCorp©2010NAVTEQ

7. TheMapViewerUrlpropertyofthetopologyProcess.properties fileisusedif
mapviewerisrunninginaseparatedomain.Uncommentthefollowingline:

Example:

mapviewerUrl=http://hostname:port/mapviewer

8. ThesimpleLinearMode,simpleLinearModeMaxCycles,and
continueProcessingIndicatorpropertiesofthetopologyProcess.properties fileare
usedtosetthePathAnalysisproperties.

Examples:

simpleLinearMode=false

simpleLinearModeMaxCycles=5

continueProcessingIndicator=true

9. Thefollowingproperties,usedbyTopology(rebuild/async)processing,arenotto
bemodified.Ifmodified,Topologymaynotworkasexpected.

Examples:

topology.threadedEntityList=LogicalDevice,PhysicalDevice,Equipment,Geographi
cPlace

topology.nonThreadedEntityList=Network,NetworkNode,Pipe,NetworkEdge

topology.placeRelList=LogicalDevice,PhysicalDevice,Equipment,NetworkNode,N
etwork,GeographicPlace

topology.netNodeRelList=LogicalDevice,PhysicalDevice,Equipment,Network

10. TherebuildServiceTopologypropertyofthetopologyProcess.properties fileis
usedforrebuildingservicetopologydata.

Thedefaultvalueistrue.

Example:

topology.rebuildServiceTopology=true

11. TherebuildChunkSizepropertyofthetopologyProcess.properties shouldbea
numberonly.

Example:

topology.rebuildChunkSize=100

12. ThedateformatforthetopologyProcess.properties fileis//EEEMMMd
HH:mm:sszyyyy,forexample-ESTJan1922:14:072038.

Examples:

topology.fromDate=ESTJan2922:14:072009

topology.toDate=ESTJan1922:14:072038
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Setting Timeout Values for UIM
TheWebLogicserversupportsdistributedtransactions,whicharetransactionsthat
updatemultipleresourcemanagers,suchasanapplicationserverandadatabase,ina
singletransaction.Thisguaranteesdataintegritybyensuringthattransactional
updatesareeithercommittedorrolledbackinalloftheparticipatingdatabases.

ThissectionexplainshowtosettransactiontimeoutsfortheOracledatabaseandJTA.
Ingeneral,theJTAtimeoutshouldbelessthanorequaltotheOracledatabase
timeout:

JTAtimeout<=databasetimeout

Oraclerecommendssettingthetransactiontimeoutsto1800 seconds.

Setting the Oracle Database Timeout

TheDISTRIBUTED_LOCK_TIMEOUTisaparameterofthedatabase.Therearetwowaysto
changethisparameter.YoucanuseOracleEnterpriseManagerorusesql.

TochangetheDISTRIBUTED_LOCK_TIMEOUTparameterusingsql:

1. Opensqlplus.

2. Connecttothedatabase.

3. Enter:

’alter system set distributed_lock_timeout=1800 scope=spfile’

Thedefaultvalueforthisparameteris60seconds,butOraclerecommendssetting
thisparameterto1800seconds.

4. Exitsqlplus.

Setting the JTA Timeout

YouspecifyhowlongatransactioncanremainintheActivestateuntilthetransaction
isrolledbackbyusingtheWebLogicserveradministrationconsole.

TosettheJTAtimeoutvalue:

1. LogintotheWebLogicserveradministrationconsoleat:

http://ServerName:PortNumber/console

2. ClickLock & Edit.

3. IntheDomain Structuretree,expandServices,andthenclickJTA.

TheSettingsforDomain_Namepaneappears.

4. UpdatethevalueintheTimeout SecondsfieldandthenclickSave.

5. ClickActivate Changes.

Note: Oraclerecommendssettingthedatabasetimeoutvaluehigher
thantheXAtransactiontimeoutvalue.Otherwise,in-doubttable
lockscanoccuronthedatabasesidebeforetheWebLogicserverJTA
orJDBCXAcanclosethetransaction.
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Changing the Query Behavior and Row Limit Parameters
Thequerybehaviorandrowlimitparametersaredefinedinthe
system-config.properties file.

ThefileislocatedintheUIM_Home/config/system-config.properties.

Thedefaultoptionsareasfollows:

Example:

ui.search.queryLimit=-1(-1meansdonotlimit)

ui.search.queryBehavior=1

ui.search.pageSize=200 

Table5–2describestheoptionsavailablefortheQueryBehaviorandRowLimit
parameters.

TochangetheQueryBehaviorandRowLimitparameters,performthefollowing:

1. Openacommandwindow.

2. NavigatetotheUIM_Home/config/system-config.propertiesfile.

3. Openthesystem-config.propertiesfileandscrolldowntotheui.search.queryLimit,
ui.search.queryBehaviorandui.search.pageSizeentries.

4. Changetheparametersasrequired,tomeetthespecificneedsofyourdeployment.

RefertoTable5–3foradescriptionoftheprosandconsoftheparameteroptions.

5. Saveandclosethesystem-config.propertiesfile.

Table 5–2  Query Behavior and Row Limit Parameters

Behavior (option #) Row Limit Count Scrolling

FULL_COUNT_FULL_QUERY(1) N/A Theexactcountisdisplayed. Usercanscroll
throughtheentire
resultset.

NO_COUNT_FULL_QUERY(2) N/A Notdisplayed Usercanscroll
throughtheentire
resultset.

LIMIT_COUNT_FULL_QUERY(3) Usedfor
countonly

Iftotalcount<rowlimit,thentotal
countisdisplayedelse:

Totalcount:rowlimit(LimitReached)
isdisplayed

Usercanscrollthe
resultsuptotherow
limit.

LIMIT_COUNT_LIMIT_QUERY
(4)

Usedfor
countand
query

Iftotalcount<rowlimit,thentotal
countisdisplayedelse

Totalcount:rowlimit(LimitReached)
isdisplayed

Usercanscrollthe
resultsuptotherow
limit.
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Table 5–3  Parameter Options Pros and Cons

Behavior Advantages Disadvantages

FULL_COUNT_FULL_QUERY(1) Youknowtheexactcountofrows
satisfyingthecriteria.

Youcanscrollthroughtheentire
resultset.

Iftheuserdoesnotgivemeaningful
criteria,andthenumberofrows
matchingthecriteriaislarge,itmay
takeawhiletocalculatethecount.

Ifthedatabaseisnottuned
correctly,sortingtheentiredataset
maytakeawhile.

NO_COUNT_FULL_QUERY(2) Thequeryforfindingthetotalcount
isnotperformed.Soitwillhelpthe
performanceofthepages.

Usabilityofthepageisnotasgood.
Thescrollbarinthepageisnot
representativeofthenumberof
rowssatisfyingthedataandsouser
neverknowshowmuchheneedsto
scroll.

Ifthedatabaseisnottuned
correctly,sortingtheentiredataset
maytakeawhile.

LIMIT_COUNT_FULL_QUERY(3) Ifthecriteriaismeaningful,andthe
numberofrowssatisfyingthecriteria
islessthantherowlimit,thereisno
differenceintheresultsbroughtback
andusabilityofthepagesas
comparedtoBehavior(1)orBehavior
(4).

Betterperformanceascomparedto
Behavior(1),asthecountqueryis
limited.

Resultsaremoreaccurateas
comparedtoBehavior(4).

Usercannotscrolltotherowspast
therowlimit.

LIMIT_COUNT_LIMIT_QUERY(4) Ifthecriteriaismeaningful,andthe
numberofrowssatisfyingthecriteria
islessthantherowlimit,thereisno
differenceintheresultsbroughtback
andusabilityofthepagesas
comparedtoBehavior(1)orBehavior
(3).

Betterperformanceascomparedto
Behavior(1),asthecountqueryis
limited.

Betterperformanceascomparedto
Behavior(3),asthequeryislimited.

Usercannotscrolltotherowspast
therowlimit.

Ifthenumberofrowsmatchingthe
criteriaismorethantherowlimit,
therowlimitisappliedbeforethe
ordering,sothefirstrowsdisplayed
maybenotbethefirstinthesort
orderoftheentiredataset.
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6Unified Inventory Management Backup and 
Restore 

ThischapterdescribeshowtobackupandrestoreOracleCommunicationsUnified
InventoryManagement(UIM)data.Itcoversthefollowingtopics:

Itisimportanttounderstandhowtobackupcriticaldatatoprotectthesystemagainst
differentfailures.Youcansavebackupartifactsinvariousways—byusingperiodic
backupstotapeorfault-tolerantdisks,orbymanuallycopyingfilestoanother
machine.

WebLogic Server Related Artifacts
Thefollowingsectionsdescribetheartifactsthatyoushouldbackup.

Static Artifacts

Staticartifactsarethosethatchangelessfrequently.Theseinclude:

■ MW_Home(exceptuser_projects/domains/domain_name)fortheAdministration
ServerandalltheManagedServers

■ WL_Home(bydefault,itresidesinMW_Homeanditcanbeconfiguredbytheuser
topointtoadifferentlocation)fortheAdministrationServerandalltheManaged
Servers

Thisdataischangedonlywhilepatchingorupgradingtheenvironment.

Runtime Artifacts

Runtimeartifactsarethosethatchangemorefrequently.Theseinclude:

■ Domain_HomeandUIM_Homedirectoriesinalltheservers(Bydefault,itresidesin
Domain_Home,butitcanbeconfiguredbytheusertopointtoadifferentlocation.)

■ UIMApplicationartifacts(.earfiles,.warfiles,.propertiesfiles)whichreside
outsideofthedomaindirectoryoneachoftheservers(incaseofno_stageor
external_stageapplicationstagingmodes)

Thisdatachangesfrequentlywhileupdatingthedomainconfigurations,deployingan
application,andwhileperformingotheradministrativechanges.

Persistent Stores

Apersistentstoreprovidesabuilt-in,high-performancestoragesolutionforWebLogic
Serversubsystemsandservicesthatrequirepersistence.Forexample,itcanstore
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persistentJMS(JavaMessagingService)messagesordurablesubscriberinformation,
aswellastemporarilystoremessagessenttoanunavailabledestinationusingthe
Store-and-Forwardfeature.Thepersistentstoresupportspersistencetoafile-based
store(FileStore)ortoaJDBCenableddatabase(JDBCStore).Thedefaultstore
maintainsitsdataintheDomain_Home/servers/AdminServer/data/store/default
directoryinsidetheservernamesubdirectoryofadomain’srootdirectory.

Using a Shared File System to Backup the Artifacts

Thebestpracticeistostoresnapshotsoftheaboveartifactseitheratthefilesystem
level,orusingoneofthemodelssuggestedbelowin"UsingtheWebLogicBackup
Utility"and"UsingthePackandUnpackUtility",ontoaStorageAreaNetwork(SAN).
Thiswouldensurethelocalmachinefailureatthephysicalleveldoesn’timpactthe
backups.

Itisbesttotakebackupsbeforeconfigurationchangesaredone.

Using the WebLogic Backup Utility

YoucanconfigureOracleWebLogicServertomakebackupcopiesoftheconfiguration
files.Thisfacilitatesrecoveryincaseswhereconfigurationchangesneedtobereversed
orintheunlikelycasethatconfigurationfilesbecomecorrupted.Whenthe
AdministrationServerstartsup,itsavesaJARfilenamedconfig-booted.jarthat
containstheconfigurationfiles.Whenyoumakechangestotheconfigurationfiles,the
oldfilesaresavedintheconfigArchivedirectoryundertheDomain_Homedirectory,in
aJARfilewithasequentiallynumberednamesuchasconfig-1.jar.Theconfiguration
archiveisalwayslocaltotheAdministrationServerhost.Itisabestpracticetoback
upthearchivestoanexternallocation.

Using the Pack and Unpack Utility

Thisutilityprovidesawaytodefinetemplatesandusethetemplatetopackadomain
forunpackinglaterortounpackinanothernode.PleasenotethatthedomainUIMis
deployedin,maycontainotherapplicationsandtheadministratorneedstoensurethe
UIMspecificcomponentsarepacked,iftheupgradeorpatchishappeninginUIM.
YoucanuseatemplatethatcontainsasubsetofadomaintocreateaManagedServer
domaindirectoryhierarchyonaremotemachine.Itwouldensurethatwhen
unpackedonlytheUIMartifactsarerestored.

RefertotheOracle WebLogic Serverdocumentationformoredetails.

Restoring WebLogic Related Configurations and Artifacts

Thefollowinglinkdescribesthedifferentscenariosandwhatneedstoberestoredin
eachofthescenarios.

http://www.oracle.com/technetwork/database/features/availability/maa-wp-wl

s-br-scenarios-128715.pdf

Note: Verifythatthefile/folderbeingbackedupmeetsthefilesize
orpathnamelengthrequirementsforthebackuputilitybeingused.
Forexample,themaximumpathnamelengthforthetarapplicationis
256characters.
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Embedded LDAP
IfanyofyoursecurityrealmsusetheDefaultAuthentication,Authorization,
CredentialMapping,orRoleMappingproviders,youshouldmaintainanup-to-date
backupofthefollowingdirectorytree:

Domain_Home/servers/AdminServer/data/ldap

Intheprecedingdirectory,Domain_Homeisthedomainrootdirectoryand
AdminServeristhedirectoryinwhichtheAdministrationServerstoresrun-timeand
securitydata.

FormoreinformationbackinguptheembeddedLDAPserverdata,seethefollowing
topics:

■ "ConfigurebackupsforembeddedLDAPservers"intheOracleWebLogicServer
AdministrationConsoleHelp

■ "BackUpLDAPRepository"inManaging Server Startup and Shutdown for Oracle 
WebLogic Serverlocatedatthefollowinglink:

http://docs.oracle.com/cd/E12840_01/wls/docs103/server_

start/failures.html

IftheembeddedLDAPserverfilebecomescorruptorunusable,theAdministration
ServerwillgenerateaNumberFormatExceptionandfailtostart.Thissituationisrare
butcanoccurifthediskbecomesfullandcausestheembeddedLDAPfiletoenterinto
aninvalidstate.

DonotupdatetheconfigurationofasecurityproviderwhileabackupofLDAPdatais
inprogress.Ifachangeismade—forinstance,ifanadministratoraddsauser—while
youarebackinguptheldapdirectorytree,thebackupsintheldapfilessubdirectory
couldbecomeinconsistent.Ifthisdoesoccur,consistent,butpotentiallyout-of-date,
LDAPbackupsareavailable,becauseonceaday,aserversuspendswriteoperations
andcreatesitsownbackupoftheLDAPdata.ItarchivesthisbackupinaZIPfile
belowtheldap/backupdirectoryandthenresumeswriteoperations.Thisbackupis
guaranteedtobeconsistent,butitmightnotcontainthelatestsecuritydata.

Restoring Embedded LDAP Server File

TorecoverfromanunusableembeddedLDAPserverfile,completethefollowing
steps:

1. Changetothefollowingdirectory:

Domain_Home/servers/AdminServer/data

2. RenametheembeddedLDAPserverfile,asinthefollowingexample:

mv ldap ldap.old

wheremvistheUnixcommandusedtorenamethefile.

Byrenamingthefile,andnotdeletingitcompletely,itremainsavailabletoyoufor
analysisandpotentialdatarecovery.

3. StarttheAdministrationServer.

WhentheAdministrationServerstarts,anewembeddedLDAPserverfileis
created.

4. RestoreanydatatothenewembeddedLDAPserverthatwasaddedsincethe
timetheWebLogicdomainwascreated.
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IfyouhaveconfiguredabackupoftheembeddedLDAPserver,youcanrestore
thebackedupdatabyimportingit.Forinformation,see"ExportingandImporting
InformationintheEmbeddedLDAPServer".

http://docs.oracle.com/cd/E17904_01/web.1111/e13707/ldap.htm

Export and Import of LDAP Data

Alternativelytheexportandimportfunctionscouldalsobeusedasdescribedin
ExportingandImportingInformationintheEmbeddedLDAPServer.

Database Backup and Restore
UseRecoveryManager(RMAN)tobackup,restore,andrecoverdatafiles,control
files,serverparameterfiles(SPFILEs)andarchivedredologfiles.YoucanuseRMAN
withamediamanagertobackupfilestoexternalstorage.Youcanalsoconfigure
parallelismwhenbackinguporrecoveringOracleRACdatabases.InOracleRAC,
RMANchannelscanbedynamicallyallocatedacrossalloftheOracleRACinstances.
Channelfailoverenablesfailedoperationsononenodetocontinueonanothernode.
YoucanstartRMANfromOracleEnterpriseManagerBackupManagerorfromthe
commandline.

FormoreinformationaboutusingRMAN,see"ConfiguringRecoveryManagerand
Archiving",atthefollowinglink:

http://docs.oracle.com/cd/E11882_01/rac.112/e16795/rman.htm

Backup SerializedSystemIni.dat and Security Certificates
EachserverinstancecreatesafilenamedSerializedSystemIni.datandlocatesitinthe
Domain_Home/securitydirectory.Thisfilecontainsencryptedsecuritydatathatmust
bepresenttoboottheserver.Youmustbackupthisfile.

IfyouconfiguredaservertouseSSL,youmustalsobackupthesecuritycertificates
andkeys.Thelocationofthesefilesisuser-configurable.

Note: InadditiontotheUIMschematheMDSschemawhichwas
usedintheinstallationprocessshouldalsobebackedupforfailure
handling.
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7Managing the Unified Inventory 
Management Database 

ThischapterprovidesinformationaboutmanagingyourOracleCommunications
UnifiedInventoryManagement(UIM)databaseandfilesystem.

Overview of Managing the UIM Database
TheUIMdatabasemanagementtasksinclude:

TuningtheDatabase

Tuning the Database
ThissectionexplainshowtotuneyourUIMdatabase.

Table7–1andTable7–2providerecommendeddatabaseparametersfortuningyour
database.ThesearetheminimumrequirementsforUIM.

Table 7–1  Database Creation Parameters

Parameter Recommended Value

SGA+PGA Atleast4GBintotal.

Oraclerecommendsthatyouuseasmuchmemoryasyouhave
availableinthesystem,andalsouseAutomaticMemory
Management.

Processes 2000

Connectionmode Dedicatedserver

Redologfilesize 1024MBminimum

Table 7–2  Database Initialization Parameters

Parameter Recommended Value

db_file_multiblock_read_
count

16

distributed_lock_timeout 1800

dml_locks 9700

job_queue_processes 10

log_buffer 31457280
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open_cursors 5000

parallel_max_servers 640

plsql_code_type NATIVE

Table 7–2 (Cont.) Database Initialization Parameters

Parameter Recommended Value


