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Abstract 
 

The key exchange protocols using passwords achieved great attention due to their 

simplicity and e ciency. On the other hand these protocols should resist all types of password 

guessing attacks, as the password is of low entropy. Recently Lu and Cao proposed a three 

party simple key ex-change protocol (S-3PAKE). It is an extension of Abdella and Pointchval 

SPAKE protocol. Later Guo et al. proposed a man in the middle attack and undetectable on-

line password guessing attack on the above protocol. They also presented an improved S-

3PAKE. In the present paper we have shown that the improved S-3PAKE still su ers from 

undetectable pass-word guessing attack and discuss the countermeasures to preclude such an 

attack. 
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1. Introduction 
 

The key exchange protocol is one of the most elegant ways of establishing se-cure 

communication between a pair of users by using a session key. The session key which is 

exchanged between two users assures the secure communication for later sessions. The first 

practical key exchange protocol was proposed by Di e-Hellman[4]. Since the introduction of 

key exchange protocol by Di e-Hellman, various versions and improvements in key exchange 

protocol have been developed. In the line of key exchange protocol developments, pass-word 

based key exchange mechanism achieved attention due to its simplicity and wide range of 

applicability, as it requires the users to remember the eas-ily rememberable password [3, 7, 

8]. Even though the protocol is simple and e cient, according to Ding and Hoster[5], it should 

not be vulnerable to any type of o -line, undetectable or detectable on-line password guessing 

attacks, as the passwords are of low-entropy. 

In general the password guessing attacks can be divided into the three classes listed 

below: 

• Detectable on-line password guessing attacks : An attacker attempts to use a 

guessed password in an on-line transaction. He/She verifies the cor-rectness of 

his/her guess using the response from server. A failed guess can be detected and 

logged by the server.  

• Undetectable on-line password guessing attacks : Similar to an attacker tries to 

verify a password guess in an on-line transaction. However, a failed guess cannot 

be detected and logged by server, as server is not able to distinguish an honest 

request from a malicious one.  

• On-line password guessing attacks : An attacker guesses a password and verifies 
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his/her guess on-line. No participation of server is required, so the server does not 

notice the attack.  

Since the first proposal of Bellovin and Merrit (PAKE) [2], many e - cient key exchange 

protocols based on password have been developed. Recently these two party key exchange 

protocols are extended to three party, in which, the two parties initially communicate the 

passwords with the trusted server se-curely. Later the server authenticates the clients when 

they want to agree upon a session key. The 3-party protocol is introduced by Steiner et al[10]. 

Subsequently Ding and Hoster published on-line and o -line guessing attacks on Stener’s 
protocol [5]. Later lin et al. proposed two versions of im-proved three party protocol[7], one 

with server’s public key and another without. Recently Chang and Chang [3] proposed a 
novel three party encrypted key exchange protocol without server public key and claimed the 

pro-tocol is secure, e cient and practical. Unlike their claims Yoon and Yoo [11] pointed out 

an undetectable password guessing attack on their protocol, in which one party is able to 

know the other party’s password and furthermore they presented an improved version of it to 
avoid the above attack. In the sim-ilar line Lu and Cao [8] extended the Adbella and 

Pointcheval protocol (SPAKE)[1] and proposed a simple three party key exchange protocol 

(S-3PAKE). More recently Phan et al. [9] pointed out the unknown key share attack and 

undetectable password guessing attack on S-3PAKE and Guo et al. [6] proposed the man in 

the middle attack and undetectable on line dictionary attack. They also presented an improved 

version of S-3PAKE protocol to resist the above attack. 

In this paper we have shown that the improved S-3PAKE [6] still suffers from the 

undetectable on-line dictionary attack. The countermeasures which they suggested do not 

fully solve the on-line dictionary attack. In the present work we gave another remedy to 

preclude the above attack. 

The paper is organized as follows: section 2 briefly presents the S-3PAKE protocol, 

section 3 presents the undetectable password guessing attack on S-3PAKE and improved S-

3PAKE, section 4 discusses the online undetectable password guessing attack and the 

countermeasures to avoid the attack and finally the concluding remarks are made in section 5. 
 

2. Review of S-3PAKE 
 

In this section we review the simple three party key exchange protocol (S-3PAKE). 
 

2.1 Simple three party key exchange protocol 

 

The notations used in the protocol are given below: 

 

(G, g, p)  :  a  finite  cyclic  group  G  generated  by  an  element  g  of  prime  order p. 

M, N: two elements in G  

S: a trusted server 

A, B:  two clients 

pw1: the password shared between A and S  

pw2: the password shared between B and S  

H, H 
′
 : two secure one-way hash functions. 
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Procedure to be followed in the three party key exchange protocol 
 

Step 1: 

A1: A chooses a random number pZx  and computes
1pwx NgX  , and then sends 

A||X to B. 

 

B1: B also chooses a random number pZy  and computes
2pwy NgY  , then sends 

A||X ||B||Y to S. 

 

Step  2: 

S2:  Upon  receiving  A||X ||B||Y ,  the  server  S  first  uses  the  passwords  pw1  and  

pw2  to compute  1pw
x

M
Xg  and  2pw

y

N
Yg   ,  respectively.   Then she chooses 

another random number pZz  and computes xzzx gg )(  , yzyx gg )(  . Finally, she 

sends X 
′ 
||Y 

′
 to B, where  1' ),,( pwxyz gSAHgX      and 2' ),,( pwyxz gSBHgY  . 

   

B2: when B receives X 
′
 ||Y 

′
, he uses the password pw2 to 

compute
2' ),,(. pwyxzxz gSBHgYg  , and uses a random number y to compute g

xyz
 ← 

(g
xz

 )
y
 . 

At last, he forwards X 
′
 ||α to A, where α ← H (A, B, g

xyz  
). 

 

 Step 3: 

A3: After A receives X
′
||α, she first computes

1' ),,(. pwxyzyz gSAHgXg  and g
xyz

 ← 
(g

yz
 )

x
 . Then, she checks whether α ← H (A, B, g

xyz
 ) holds or not. If it does not hold, A 

terminates the protocol. Otherwise, she is convinced that g
xyz

 is valid. And in this case, she 

can compute the session key SKA ← H 
′
(A, B, g

xyz
 ) and returns β ← H 

′
(B, A, g

xyz
 ) to B for 

validation. 

B3: Upon receiving β, B checks whether β = H 
′
(B, A, g

xyz
 ) holds or not. If it does hold, 

B can compute the session key SKB ← H 
′
(A, B, g

xyz
 ). Otherwise, he terminates the protocol. 

 

2.2 The undetectable password guessing attack on S-3PAKE and improved S-3PAKE.  
 

In this section we briefly present the undetectable password guessing attack on S-3PAKE 

protocol and the improved version as reported by Gao et al., [11]. The malicious party B tries 

to guess the password of A by using the reply from the trusted server S. 

 

Step  1: 

A1: A chooses a random number pZx  and computes
1pwx NgX  , and then sends 

A||X to B. 

B1: Upon receiving A||X guesses the password of A as pw1’ and 
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computes
'1

1
' .

pw

pwx
x

M

Mg
g  . Then chooses a random number pZy  and 

computes
2' )( pwyx NgY  , then sends A||X ||B||Y to S and chooses randomly X 

′
 and α′

 and 

then sends to A. A would verify α. 

 

Step2: 

S2: :  Upon  receiving  A||X ||B||Y ,  the  server  S  first  uses  the  passwords  pw1  and  

pw2  to  compute  1pw
x

M
Xg  and  2pw

y

N
Yg   ,  respectively.    Then she chooses 

another random number pZz  and computes zxzx gg )(  , zyzxyzx gg )( ''   . Finally,  

she  sends  X 
′ 

||Y 
′
 to  B, where  1'' ),,( pwxyzx gSAHgX      and 

2'' ),,( pwyxxz gSBHgY  . 

B2: When  B   receives  '||' YX ,   he  uses  the  password  pw2  to  compute  

2'
~

),,(
'

pwyxgSBH
YY   and '1'

~

),,(
'

pwxgSAH
XX   and  checks      

zyxyxz gg ')(  , if this is correct , then pw1=pw1’.     

    

2.3 Improved S-3PAKE       

 

The keys KAS and KBS are established securely between A and S, B and S, respectively. 

 

Step  1: 

A1:   A chooses a random number x  ∈ Zp    and  computes  X   ← g
x
.N 

pw1
    and δA = M 

ACKAS (X ), then sends A||X||δA to B, where M AC(X ) is the message authentication code of 

X . 

B1: B also chooses a random number y ∈ Zp and computes Y ← g
y
 .N 

pw2
 and δB = M 

ACKBS (Y ), then sends A||X ||δA||Y||δB to S. 

 

Step  2: 

S2: Upon receiving A||X||δA||B||Y||δB , the server S first verify δA and δB , then uses the 

passwords pw1 and pw2 to compute g
x
 ← X/M 

pw1
 and g

y
 ← Y /N 

pw2
, respectively. Then she 

chooses another random number z ∈ Zp and computes  g
xz

    ← (gx
)

z
 , g

yz
    ← (gy

 )
z
 .    

Finally,  she  sends  X’||Y’  to  B,  where X 
‘
 ← g

yz
 .H (A, B, S, g

x
 )

pw1
   and  Y’  ← g

xz
 .H (B, 

A, S, g
y
 )

pw2
. 

B2: when B receives X’ ||Y’, he uses the password pw2 to compute g
xz

 ← Y’/gxz
 .H (B, 

A, S, g
y
 )

pw2
 , and uses random number y to compute g

xyz
 ← (g

xz
 )

y
 . 

At last, he forwards X 
′
||α to A, where α ← H (A, B, g

xyz
 ).  

 

Step 3: 

A3: After A receives X’||α, she first computes g
yz

 ← X’/gyz
 .H (A, B, S, g

x
 )

pw1
 and g

xyz
 ← 

(g 
yz

 )
x
 . Then, she checks whether α ← H (A, B, g

xyz
 ) holds or not. If it does not hold, A 
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terminates the protocol. Otherwise, she is convinced that g
xyz

 is valid. And in this case, she 

can compute the session key SKA ← H 
′
(A, B, g

xyz
 ) and returns β ← H 

′
(B, A, g

xyz
 ) to B for 

validation. 

B3: Upon receiving β, B checks whether β = H 
′
(B, A, g

xyz
 ) holds or not. If it does hold, 

B can compute the session key SKB ← H 
′
(A, B, g

xyz
 ). Otherwise, he terminates the protocol. 

 

3. Online Undetectable Password Guessing Attack 
 

The improved S-3PAKE still suffers from undetected online attack, which causes the 

malicious party B to guess the password by using the reply from the server S.  

 

Step 1: 

A1:   A chooses  a  random  number  x   Zp    and  computes  X   ← g
x
.N 

pw1
    and δA = 

M ACKAS (X ), then sends A||X ||δA to B, where MAC(X ) is a message authentication code of 

X . 

B1:  Upon  receiving  A||X ||δA,  B  chooses a  random  number  y,  guesses the  password 

of A as pw1’ and computes 
'1

1
' .

pw

pwx
x

M

Mg
g  . Then chooses a random number pZy  and 

computes
2' )( pwyx NgY  ,  )(YMACBSB  and sends A||X ||B|| δA ||Y|| B to S 

 

Step2: 

S2: :  Upon  receiving  A||X ||B||Y|| B  ,  the  server  S  first  verify  A B , uses  the  

passwords  pw1  and  pw2  to  compute  1pw
x

M
Xg  and  2

'
pw

yx

N
Yg   ,  respectively.    

Then she chooses another random number pZz  and computes zxzx gg )(  , 

zyzxyzx gg )( ''   . Finally, she sends X 
′ 
||Y

′
 to B, where  1'' ),,,( pwxyzx gSBAHgX      

and 2'' ),,,( pwyxxz gSABHgY  . 

B2: When  B   receives  X’  ||Y’   ,   he  uses  the  password  pw2  to  compute  

2'
~

),,,(
'

pwyxgSABH
YY  and '1'

~

),,,(
'

pwxgSBAH
XX   and  checks      

zyxyxz gg ')(  , then pw1=pw1’.     

 

3.1 Discussion and Countermeasures 
 

This section presents a simple way of avoiding the above attack by using the ephemeral 

secret keys KAS and KBS between the server and the clients A and B for the computations of X 
′
 and Y 

′
 of the server. 

 

The procedure is as follows:- 

 

Step 2: 

S2: Upon receiving A||X||δA||Y||δB , the server S first verify δA and δB , then uses the 

passwords pw1 and pw2 to compute g
x
 ← X/M 

pw1
 and g

y
 ← Y /N 

pw2
, respectively. Then she 
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chooses another random number z  Zp and com-putes g
xz

 ← (gx
)

z
 , g

yz
 ← (gy

 )
z
 . Finally, she 

sends X 
′
||Y 

′
 to B, where X 

′
 ← gyz

 .g
KAS

 .H (A, B, S, g
x
)

pw1
 and Y 

′
 ← g

xz
 .g

KBS
 .H (B, A, S, 

g
y
 )

pw2
. 

B2: when B receives X 
′  
||Y 

′
, he uses the password pw2 to compute g

xz
 .g

KBS
 ← Y 

′
/H (B, 

A, S, g
y
 )

pw2
, next g

xz
 ← g

xz
 .g 

KBS
 .(g

KBS
 )

−1
 and uses random number y to compute g

xyz
 ← 

(g
xz

 )
y
 . At last, he forwards X 

′
||α to A, where α ← H (A, B, g

xyz
).  

 

Step 3: 

A3: After A receives X 
′
||α, she first computes g

yz
 .g

KBS
 ← X 

′
/H (A, B, S, g

x
)

pw1
 and g

xyz
 

← ((g
yz

 ).g
KAS

 .(g
KAS

 )
−1

)
x
 . Then, she checks whether α ← H (A, B, g

xyz
 ) holds or not. If it 

does not hold, A terminates the protocol. Otherwise, she is convinced that g
xyz

 is valid. And 

in this case, she can compute the session key SKA ← H 
′
(A, B, g

xyz
 ) and returns β ← H (B, 

A, g
xyz

 ) to B for validation. 

B3: Upon receiving β, B checks whether β = H (B, A, g
xyz

 ) holds or not. If it does hold, B 

can compute the session key SKB ← H 
′
(A, B, g

xyz
 ). Otherwise, he terminates the protocol. 

 

4. Conclusion 
 

In the present paper we demonstrated the undetectable password guessing atttack on 

improved S-3PAKE protocol. The message authentication code for X and Y is not sufficient 

to preclude the above attack. The efficient way to make the system to resist this attack is by 

including secret random ephemeral keys between A and S, S and B in the computations of X 
′
 

and Y 
′
. Apart from all these facts, the provable security approach should be taken when 

designing the protocols. 
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