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Today’s Business Environment

» We are all familiar with the rapid pace of change
we are seeing now in large part due to the
emergence of the e-business economy and Internet
time. Business life cycles are getting shorter and
shorter and we are all struggling to adapt our
organizations and business process to cope with
that change.

Information, Organization,
and Control
“The important point is that technology neither

encourages nor discourages centralized or decentralized
structures and controls, but ...

offers new possibilities.”
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Learning Objectives

Understand how governance structures define
the way decisions are made in an organization.
Describe the three models of governance based
on organization structure (centralized,
decentralized, and federal), decision rights, and
control (e.g., COSO, COBIT, ITIL).

Discuss examples and strategies for
implementation.




Real World Example

In April 2011, Sony was hit by one of the biggest data
breaches in history when PlayStation was hacked.
« Compromised the personal information of potentially 100
million users.
Sony took the on-line platform offline for weeks.
* To woo back its customers, it offered a “welcome back
package.”
— Free games, movies, and $1 million identity theft insurance
policy per customer.

« Estimated cost of the breach was 104 million British pounds—

not counting reputational damage.

« A U.S. Congressional Committee, the U.K. Minister of Culture,

and the city of Taipei were among those demanding more
information about the breach.
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Real World Example (Cont.)

» In September 2011, Sony posted its new security policy and

st

andards on its website.

Appointed a former official at the U.S. Department of

H
O

omeland Security as its first Chief Information Security
fficer.

— Responsible for assuring the security of Sony’s information

assets and services.

— Oversees corporate information security, privacy, and Internet

safety.

— Coordinates closely with key headquarters groups on security

A

issues.
governance structure helps Sony’s security professionals,

IS organization, and business units work toward achieving
corporate goals, which now include information security.
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IT Governance

* Governance in the context of business enterprises is all

about making decisions that define expectations, grant
authority, or ensure performance.
— Aligning behavior with business goals through
empowerment and monitoring.

* Empowerment comes from granting the right to make

decisions.
* Monitoring comes from evaluating performance.

« IT governance focuses on how decision rights can be
distributed differently to facilitate centralized,
decentralized, or hybrid modes of decision making.

« The organizational structure plays a major role.
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Centralized vs. Decentralized
Organizational Structures

Centralized: reduces duplication since resources
under one control and, often, in one location.

Decentralized: creates flexibility because resources
not in the same location or control

“Federalism” combines centralization with
decentralization (Figure 8.1 shows the continuum of where
these structures fall.)

Companies with higher levels of governance maturity have a
need for control that is made possible in the centralized
structure.

For example:
— Bethlehem Steel allows major business units (plants) to
decentralize and operate independently
— Levi-Strauss centralized to minimize the duplication of
resources and save on costs.
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Figure 8.1 Organizational continuum

Decentralization Federalism
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Centralization

Organizational Structural Approaches

Figure 8.2 shows advantages and disadvantages of
each organizational approach.

Most companies want to achieve the advantages
derived from both organizational paradigms.
Federalism is a structuring approach that distributes
power, hardware, software, data, and personnel
between a central IS group and IS in business units.
A hybrid approach enables organizations to benefit
from both structural approaches.

Figure 8.3 shows how these approaches interrelate.
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Figure 8.2 Advantages and disadvantages of organizational approaches.
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Another Perspective on IT Governance

Peter Weill and his colleagues define /T governance as

— “specifying the decision rights and _accountability
framework to encourage desirable behavior in using IT.”

< IT governance is not about what decisions are actually

made, but Who :
— “Who is making the decisions (i.e., who holds the decision rights)
and how the decision makers are held accountable for them.”

* Match the manager’s decision rights with his or her
accountability for a decision.

« Figure 8.4 indicates what happens when there is a
mismatch.

« Mismatches result in either an oversupply of IT resources
or the inability of IT to meet business demand.
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Figure 8.4 IS decision rights-accountability gap —
Indicates what happens when there is a mismatch.
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Figure 8.4 IS decision rights-accountability gap —
Indicates what happens when there is a mismatch.
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Another Perspective on IT Governance (Cont,)

* Good IT governance provides a structure to make good
decisions.
« IT governance has two major components:

— 1) The assignment of decision-making authority and _responsibility
(Weill and Ross propose archetypes [a pattern for decision rights
allocation] labeling the combinations of people who either input
information or have decision rights for key IT decisions ; see Fig. 8.6)

— 2) The decision-making mechanisms (e.g., policies, review boards,
steering committees)

»  Weill and his colleagues proposed five generally applicable
categories of IT decisions:
— 1) IT principles, 2) IT architecture, 3) IT infrastructure strategies, 4)
business application needs, and 5) IT investment and prioritization.

—  Figure 8.5 provides a description of these decision categories with an
example of major IS activities affected by them.




Another Perspective on IT Governance (Cont.-
2)
* Good IT governance provides a structure to make good
decisions.

» IT governance has two major components:

— 1) The assignment of decision-making authority and
responsibility
— 2) The decision-making mechanisms (e.g, steering committees,
review boards, policies).

*  Weill and his colleagues proposed five generally applicable
categories of IT decisions:

— 1) IT principles, 2) IT architecture, 3) IT infrastructure strategies,
4) business application needs, and 5) IT investment and
prioritization.

— Figure 8.5 provides a description of these decision categories with
an example of major IS activities affected by them.
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Figure 8.5 Five major categories of IT decisions.

- Examples of Effected IS
Category Description Activities
R High-level statements about how IT is used |Participating in setting.
IT Principles in the business. strategic direction.
: An integrated set of technical choices to Establishing architecture and
IT Architecture guide the organization in satisfying business [standards.

needs. The architecture is a set of policies
and rules for the use of IT and plots a
migration path to the way business will be
done.

IT Infrastructure ies for the base foundation of ing Internet and
Strategies budgeted-for IT capability (both technical  [network services, providing
and human) shared throughout the firm as  |general support, managing
reliable services and centrally coordinated.  [data, managing human

Busil Applicati i ion of the business need for Developing and maintaining
Needs purchased or internally-developed IT 1S.

IT Investment & Decision about how much and where to Anticipating new
Prioritization invest in IT, including project approvals and |technologies.

|justification techniques.
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Political Archetypes

* Weill and Ross propose archetypes labeling the combinations of
people who either input information or have decision rights for
key IT decisions (i.e., authority and/or responsibility)

— Business monarchy, IT monarchy, feudal, federal, IT duopoly, and
anarchy.

* An archetype is a pattern for decision rights allocation.

* Decisions can be made at several levels in the organization
(Figure 8.6).
— Enterprise-wide, business unit, and region/group within a business unit.
* There is significant variation across organizations in terms of
archetypes selected for decision right allocation.
— The duopoly is used by the largest portion (36%) of organizations for IT
principles decisions.
— IT monarchy is the most popular for IT architecture (73%) and
infrastructure decisions (59%).
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Figure 8.6 IT governance archetypes.
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IT Governance and Security

» Weill and Ross Framework for IT governance offers a
new perspective for assigning responsibility for key
security decisions.

 Figure 8.7 shows an appropriate governance pattern
for each decision.

Information Security Strategy

Information Security Policies

Information Security Infrastructure

Information Security Education/Training/Awareness

Information Security Investments

* The archetypes clearly define the responsibilities of the major
players in the company.

N

Figure 8.7 Matching information security decisions and archetypes.




Decision Making Mechanisms

« Policies are useful for the decision making process in certain
situations.
* A review board or committee formally designated to approve,
monitor, and review specific topics.
— It can be an effective governance Mechanism
« IT steering committee

— an advisory committee of key stakeholders or experts can provide
guidance on important IT issues.

— Works well with federal archetypes, which call for joint
participation of IT and business leaders.

¢ IT Governance Council
— asteering committee at the highest level.
— Reports to the board of the directors or the CEO.
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Governance Frameworks for Control
Decisions

» Governance frameworks have been employed
recently to define responsibility for control
decisions.

* These frameworks focus on processes and risks
associated with them.
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Traditional Technology vs. Consumerization
of Technology

 Traditional IT organizations operated with a command and
control mentality:

— IT leaders made decisions about which technologies would be
used.

» Consumerization of technology is a term used to describe the
increasingly powerful tools available in the consumer _space
that are impacting the corporate space.

— It covers cloud services, desktop application, social networking,
devices, and the management policies surrounding them.

— Its trend changed the management approach from “How do we
stop it?” to “How do we WOrk with this?”

— Consumerization of IT is driven by employees who buy their own
devices (BYOD), use their own personal online service accounts, install
their own applications and then connect to the corporate network with
the device, often without the organization's knowledge or approval.
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Sarbanes-Oxley Act of
2002

WHAT

WHY
WHO
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Sarbanes-Oxley Act of 2002:
WHAT

* What the term 'Sarbanes-Oxley' stands for
— Senator Paul Sarbanes and Representative Michael Oxley,
who drafted the Sarbanes-Oxley Act of 2002.
* Also known as “Public Company Accounting Reform
and Investor Protection Act”
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Sarbanes-Oxley Act of 2002:
WHY

» The bill was enacted as a reaction to a number of
major corporate and accounting scandals including
those affecting Enron, Tyco International, Adelphia,
and WorldCom.

— These scandals, which cost investors billions of dollars when
the share prices of affected companies collapsed, shook
public confidence in the nation's securities markets.

* The intent of the Sarbanes-Oxley Act

— To protect investors by improving the accuracy and
reliability of corporate disclosures made pursuant to the
securities laws, and for other purposes.
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Sarbanes-Oxley Act of 2002:
WHO

* Who the Act applies to
— SOX applies to all public companies in the U.S. and
international companies that have registered equity or debt
securities with the Securities and Exchange Commission
(SEC) and the accounting firms that provide auditing
services to them.
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Sarbanes-Oxley Act of 2002 (cont.)

* What the Act is about
— The Sarbanes-Oxley Act created new standards for
corporate accountability as well as new penalties for acts
of wrongdoing.

It changes how corporate boards and executives must
interact with each other and with corporate auditors. It
removes the defense of "l wasn't aware of financial
issues" from CEOs and CFOs, holding them accountable
for the accuracy of financial statements.

— The Act specifies new financial reporting responsibilities,
including adherance to new internal controls and
procedures designed to ensure the validity of their
financial records.
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Sarbanes-Oxley Act of 2002 (cont.)

» If a company isn’t in compliance...

— What happens depends on which section of the act
they’re out of compliance with.

— Non compliance penalties range from the loss of
exchange listing, loss of D&O (Directors and Officers)
insurance to multimillion dollar fines and imprisonment.
It can result in a lack of investor confidence.

— A CEO or CFO who submits a wrong certification is
subject to a fine up to $1 million and imprisonment for
up to ten years. If the wrong certification was submitted
"willfully", the fine can be increased up to $5 million
and the prison term can be increased up to twenty years.
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IT Control and Sarbanes-Oxley

* In 2004 and 2005 IT departments began to identify
controls, determined design effectiveness, and validated
operation of controls through testing.

» Five IT control weaknesses were uncovered by auditors:

1. Failure to segregate duties within applications, and failure to
set up new accounts and terminate old ones in a timely manner.

2. Lack of proper oversight for making application changes,
including appointing a person to make a change and another to
perform quality assurance on it.

3. Inadequate review of audit logs to not only ensure that
systems were running smoothly but that there also was an
audit log of the audit log.

4. Failure to identify abnormal transactions in a timely manner.
5. Lack of understanding of key system configurations.
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IT and the Implementation of Sarbanes Oxley Act
Compliance

» The most contentious aspect of SOX is Section 404, which
requires management and the external auditor to report on the
adequacy of the company's internal control on financial
reporting (ICFR).

¢ CIO works with auditors, CFO, and CEO.

— CIO must tread carefully
» ISO
— ISO (International Organization for Standardization) is the
world's largest developer and publisher of International
Standards

* Information Technology Infrastructure Library (ITIL)

— Set of concepts and techniques for managing IT that focuses on
aligning IT services witg the needs of business.
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Sarbanes-Oxley Act of 2002
Summary

» The Sarbanes-Oxley (SoX) Act of 2002 was enacted
to increase regulatory visibility and accountability of
public companies and their financial health.

— All companies subject to the SEC are subject to the
requirements of the act.

— CEO’s and CFO’s must personally certify and be
accountable for their firm’s financial records and
accounting (stiff penalties).

— Firms must provide real-time disclosures of any events that
may affect a firm’s stock price or financial performance.

— IT departments realized that they played a major role in
ensuring the accuracy of financial data.
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Sarbanes—Oxley Act of 2002

» The Sarbanes-Oxley (SoX) Act of 2002 was enacted to
increase regulatory visibility and accountability of
public companies and their financial health.

 All corporations under the SEC are subject to SoX
requirements.

— Includes:
v'U.S. and foreign companies that are traded on U.S.
exchanges.
¥'companies that make up a significant part of a U.S.
company’s financial reporting.

* CEOs and CFOs must personally certify and be accountable

for their firm’s financial records and accounting.
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SoX - Financial Controls

* Auditors must certify the underlying controls and
processes that are used to compile a company’s
financial results.

» Companies must provide real-time disclosures of
any events that may affect a firm’s stock price or
financial performance within a 48-hour period.

Penalties for failing to comply range from fines to a
20-year jail term.

* IT plays a major role in ensuring the accuracy of
financial data.
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SoX - IT Controls

Five IT control weaknesses are repeatedly uncovered by

auditors:

1. Failure to segregate duties within applications as well as failure
to set up new accounts and terminate old ones in a timely
manner.

2. Lack of proper oversight for making application changes,
including appointing a person to make a change and another to
perform quality assurance on it.

3. Inadequate review of audit logs to ensure that systems were
running smoothly and that there was an audit log of the audit log.

4. Failure to identify abnormal transactions in a timely manner.

5. Lack of understanding of key system configurations.

+ IT managers must assess the level of controls needed
to mitigate potential risks in organizational business
processes.
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Frameworks for Implementing SoX

COSO (Committee Of Sponsoring
Organizations of the Treadway Commission)

and

COBIT (Control OBjectives for Information
and related Technology)
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Frameworks for Implementing SoX - COSO

Treadway Commission (National Commission on
Fraudulent Financial Reporting) was created as a
result of financial scandals in the 1980s.

— Members came from five highly esteemed /Fo_c‘:ls
accounting organizations. on,
— These organizations became known as the Q’&K
Committee of Sponsoring Organizations of
the Treadway Commission (COSO). = . .
« They created three control objectives for y .-" ; P '
management and auditors that focused on : j f £ "'
dealing with risks to internal control: A 2R, '
_ Operations

_ Compliance ,
— Financial reporting.
v'SoX is focused on this control
objective.
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Frameworks for Implementing SoX —
COSO

* Treadway Commission (National Commission on Fraudulent
Financial Reporting) was created as a result of financial
scandals in the 1980s.

— Members came from five highly esteemed accounting organizations.
— These organizations became known as the Committee of Sponsoring
Organizations of the Treadway Commission (COSO).
* They created three control objectives for management and
auditors that focused on dealing with risks to internal control:
— Operations.
— Compliance.
— Financial reporting.
v'SoX is focused on this control objective.
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COSO Business Framework

COSO (Committee Of Sponsoring Organizations of the

Treadway Commission) established five essential control

components for managers and auditors.

1. Control environment—addresses the overall culture of the

company.

Risk assessment—most critical risks to internal controls.

Control processes—outline important processes and guidelines.

Information and communication of the procedures.

. Monitoring—by management of the internal controls.

e SoX:

— requires public companies to define their control framework.

— recommends COSO as the business framework for general
accounting controls.

— is not IT-specific.

PERER
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COBIT - Control Objectives for
Information and Related Technology

* COBIT is an IT governance framework that is consistent with
COSO controls that:
— focus on making sure that IT provides the systematic rigor needed for
SoX compliance.
— provide a framework for linking IT processes, IT resources, and IT
information to a company’s strategies and objectives.
 Information Systems Audit & Control Association (ISACA)
issued COBIT in 1996.
« COBIT provides a set of process goals, metrics, and practices
(Figure 8.8).
— Risk categorized into four major domains: planning and organization,
acquisition and implementation, delivery and support, or monitoring.
— The company determines the processes that are the most susceptible to
the risks that it chooses to manage.
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Figure 8.8 Components of COBIT and their examples.
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COBIT - a Governance Framework

» The company identifies processes that it is going to

manage.
+ Sets up a control objective and more specific key goal
indicators.
* Advantages:
— Well-suited to organizations focused on risk management and
mitigation.
— designates clear ownership and responsibility for key processes in
such a way that is understood by all organizational stakeholders.
— COBIT provides a formal framework for aligning IS strategy with
the business strategy.
* Disadvantages:
— Very detailed.
— Costly and time-consuming.
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Harmonizing the Elements of IT Governance

Resource
Management
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CosiT* Answers Key Business Questions

Is my information technolo;
organization doing the right things?

Are we doing them the right way?
Are we getting them done well?

Are we getting the benefits? *

* Based on the “Four Ares” as described by John Thorp in his book The
Information Paradox, written jointly with Fujitsu, first published in 1998
and revised in 2003
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Other Control Frameworks for SoX

¢ The International Standards Organization (ISO).
— The world's largest developer and publisher of International
Standards.
* Information Technology Infrastructure Library (ITIL).
— A set of concepts and techniques for managing IT infrastructure,
development, and operations.
— Offers 8 sets of management procedures:

« Service delivery, service support, service management, ICT
infrastructure management, software asset management,
business perspective, security management, and application
management.

— A widely recognized framework for IT service management and
operations management that has been adopted around the globe.
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IS and the Implementation of SoX Act
Compliance

The IS department and CIO are involved with the
implementation of SoX.

Section 404 deals with management’s assessment of internal
controls.

Braganza and Franken provide six tactics that CIOs can use in
working with auditors, CFOs, and CEOs (Figure 8.9):

— Knowledge building.

— Knowledge deployment.

— Innovation directive.

— Mobilization.

— Standardization.

— Subsidy.
* The extent to which a CIO could employ these various tactics

depends upon the his/her power relating to the SoX

implementation.

© ot Wiey & Ghen. nformation Systoms - Thaory and Practces

Figure 8.9
CIO Tactics
for
implementing
SoX
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What IS Does Not Do

* Does not perform €ore business functions such
as:
— Selling
— Manufacturing
— Accounting.
« Does not set_business strategy.

— General managers must not delegate critical technology
decisions.
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Categories of IT Governance (Decisions)

« Assume that you are CIO in your organization. When it comes
specifically to IT governance, you and your colleagues
propose six generally applicable categories of IT decisions.
Which ONE of the following is NOT one of your categories?

¢ 1) IT cost and evaluation

e 2)IT principles

* 3)IT architecture

¢ 4)IT infrastructure strategies

« 5) Business application needs

* 6) IT investment and prioritization
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Management vs. Leader

* Management » Leadership

— Planning — Establishing direction
— Budgeting — Aligning people

— Organizing — Motivating

— Staffing — Inspiring

— Controlling — Empowering
— Problem-solving — Problem-preventing
“Soft” Interpersonal Skills

Effective communication +Working with conflict

*Deep listening *Relationship building
*Facilitating *Understanding how to work
*Negotiating effectively in teams

«Knowing when to say NO!
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Conclusions

» The power of IS department now and the future will come
from leadership, influence and capability - and less from
control.

» The roadblock to competitive advantage generally is not
technology, but implementation - with people.

» Alternative governance approaches are possible: centralized,
decentralized and federalism (hybrid).

» A second governance approach involves decision rights

— How to allocate decision rights in such a way as to encourage
desirable behavior in the use of IT.

* A third governance approach is based on controls

— Sarbanes-Oxley Act (2002) and

— COBIT an IT governance framework based on control that can be
used to promote IT-related internal controls and Sarbanes-Oxley
compliance.
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