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Getting started

This guide assumes that you have a background in telecommunications local
service, which includes some knowledge of Qwest products and order writing
conventions. This guide is for CLEC system administrators, whose
responsibilities include:

e managing your company’s account
e managing IMA users and other administrators

e Although the Account Administration menu lists a command for billing
account number, CLEC system administrators are no longer required to
manage this information and is done by Qwest.

Note: Several factors external to Qwest and IMA may influence
response time, including your internet service provider (ISP),
connection speed, and internet traffic.

Creating your personal profile

Before you use IMA, you must create a personal profile, which contains
information that is used to contact you. Your personal profile appears the first
time you log in to IMA.

October 16, 2006 5
http://www.qwest.com/wholesale/ima/gui/index.html



1—Getting started
Resources

Resour

CLEC System Administrator’s Guide—20.0

1 Loginto IMA.

3 Personal Profile - Microsoft Internet Explorer provided by Qwest =13

File Edic View Favorites Tools  Help

Qe - (0 ¥ [ @D O seorh g Favtes @ veda €2 - 3

FEither an Email address or valid Fax Number is required as part of the User Profile information.

Personal Profile

Name:
Telephone Number:
E-Mail Address:
Fax:
Street Address:
Floor:
Room/Mail Stop:
City:

State: | AL v
Zip/Postal Code:

Update Database ] [ Logout ]

Quest Private
IDisclose and Distribngte Scldy to Qwest Enployess, Pariners or Affilistes Having 2 Need to Know:

Copyzighi @ 2001 Quest All Righls Reserved, Unprubilished and Confidential Prepey of Quwet,
Legal hitp /Awwav qwest comlegalindex hil
Privacy: hitp:/Asesy quest com legalprivacy hal

&] Done &3 Local intranet

2 Click in each field and type the appropriate information. All fields are
required except for

e E-mail Address or Fax (but you must fill in at least one of these)
e Floor
e Room/Mail Stop

Note: In the Telephone Number and Fax fields, use the format 000-

000-0000.
3 C(Click Update Database.
IMA displays a message that the database has been updated.
4 Click Return to Main Menu.

Note: Clicking Logout clears all data and returns you to the
Interconnect Login window. You will still need to create your
personal profile at next log in.

You can change your personal profile at any time to keep it current. See
“Modifying your personal profile” on page 9.

ces

IMA-hours of operation (MT)

Monday-Friday 6:00 AM-Midnight
Saturday 6:00 AM-9:00 PM
Sunday 11:00 AM-7:00 PM

October 16, 2006
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Business Application Help Desk
888-888-7998

Websites

Local Service Ordering Guidelines

http://www.qwest.com/wholesale/clecs/Isog.html

Qwest E-Business

http://ecom.gwest.com

Products and Services

http://www.gwest.com/wholesale/pcat/index.html

Wholesale Customer Contacts Business Procedure. This site provides a
single source for customer contact information including telephone numbers
and hours of operation.

http://www.gwest.com/wholesale/clecs/escalations.html

Wholesale Resources—IMA

http://www.gwest.com/wholesale/ima/index.html

Documents

In addition to this document, Qwest provides four other guides to help you use
IMA.

These guides are available at http://www.gwest.com/wholesale/ima/gui/
document.html

¢ IMA Connection Guide

Guidelines for connecting to IMA.

e Facility-Based Directory Listing Guide

Guidelines for submitting orders for facility-based directory listings.
e IMA User’s Guide

Guidelines on preparing, submitting, and following up on LSRs.

The following guide is available at http://www.gwest.com/wholesale/training/
coursecatalog.html

e Loop Qualification and Raw Loop Data CLEC Job Aid

Guidelines for retrieving raw loop data and for checking whether a loop
qualifies (for Qwest DSL for Resale or for unbundled ADSL service).

October 16, 2006 7
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Managing your personal profile and
autofill information

Modifying your personal profile

1 In the Interconnect Functions window click User Administration.

3 Personal Profile - Microsoft Internet Explorer. provided by Owest

Ele Edit \iew Favorites Tools Help <

Qe - © ¢ @G =) search 5o Favorites @ Meda €2 - &

Personal Profile

Name:
Telephone Number:
E-Mail Address:
Fax:
Sireet Address:
Floor:
Room/Mail Stop:
City:

State: AL ~
Zip/Postal Code:

Update Database

Return to Main Menu

Quest Private
Disclose and Distrdvule Solely to Qwest Enployees, Partners or Affiliates Having a Need fo Know.

Copyright © 2001 Quest All Rights Reserved. Unpublished and Confidential Property of Qwest.
Legal: http:/fnww qwest.com/legal/indexJitml
Privacy: ktip:/fininw.qurest. comlegaliprivacy Juml

&) & Local intranet

2 Click in each field and type the appropriate information. All fields are
required except for

e E-mail Address or Fax (at least one of these must remain populated)
e Floor
e Room/Mail Stop

3 C(Click Update Database.

IMA displays a message that the database has been updated.
4 Click Return to Main Menu.

October 16, 2006 9
http://www.qwest.com/wholesale/ima/gui/index.html



2—Managing your personal profile and autofill information CLEC System Administrator’s Guide—20.0
Creating or modifying autofill information

Creating or modifying autofill information

You can have IMA automatically fill in information about implementation and
design engineering contacts when your users prepare the LSR form. To do so,
you create corporate autofill information or user autofill information (or both).
You can modify the autofill information to keep it current.

To create or modify autofill information for your corporate ID as a whole and to
turn autofill on or off, you complete corporate autofill information. To create or
modify autofill information for a specific user, you complete user autofill
information. If you create user autofill information, that information appears
on the LSR form whenever it is prepared by that user. If there is no user
information for a user, the corporate autofill information appears if you have
turned autofill on.

Creating or modifying corporate autofill information

Corporate autofill information fills in contact information for your corporate ID
as a whole. It is not customized for individual users.

1 In the Interconnect Functions window, click System Administration.

2 IMA System Administration - Microsoft Internet Explorer provided by Owest

File Ecit Yiew Favorites Tools Help

@Back > ﬂ g" A ‘-"Search ‘iWE'Favontes @ Meda €2 > &

IMA System Administration

« Account Administration

o Add/Modify Corporate
Autofill Information

o Receive notifications for
expired Agent requests

o Add/Remove Agent

o View Corporate User Profile

o Add/Modify Billing Account
Number

o Set Co-Provider System
Parameters

o View Pending Service Order
Notice

o User Administration
o Add User
o Add/Modify User Autofill
Information
o Set User Name
o Set User Password
o Set User Access
o Set User State

« Reports
o Get BAN List

o Get User List
o Get Agent/Owner List

« Return to Main Menu

Qwest Private
Disclose and Distribute Solely fo Qwest Engployees, Pariners or Affiliates Having a Need to Know.

Copyright © 2001 Qwest All Rights Reserved. Urpublished and Confidential Property of Qwest.
Legal: http:/funw qwest.com/legalfindexJitml
Privacy: kips /i qvest. com/legaliprivacy Jneml

F=| & Local intranet
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Creating or modifying autofill information

2 Under Account Administration, click Add/Modify Corporate Autofill

Information.

G | Add/Modify Corporate Autofill Information - Microsoft Internet Explorer provided by Owrest

Ble Edit View Favorites Tools Help

£

H O Back ~ Iﬂ é" , p. ) Search :\:’ Faworites e[‘ Meda £4) v &3
Add/Modify Corporate Autofill Information
Enter Corporate Autofill Information Below:
CORPORATE ID: 99
DSGCON TEL NO:
CC: DSGCON FAX NO:
IMPCON: DSGCON STREET:
IMPCON TEL NO: DSGCON FLOOR:
ALT IMPCON: DSGCON ROOM/MAIL STOP:
ALT IMPCON TEL NO: DSGCON CITY:
DSGCON: DSGCON STATE: Co v
DRC: DSGCON ZIP:
DSGCON E-MAIL:
AUTOFILL: YES v

Return to System Administration

Disclose and Distrihute Solely to Qwest Enployees, Partiers or Affiliates Having a Need to Know.

Copyright ® 2001 Qwest Al Rights Reserved. Unpublished and Confidential Praperty of Qwest.
Legal: htip:/Awww wvest.com/Tegal/indexrtml
Privacy: hiip:fww spwest.com/legal fprivacy himl

Qwest Private

W Local intranet

3 Fill in or modify any or all of the fields, giving information about the
implementation and design/engineering contacts for your corporate ID. You
must fill either the DRC or the DSGCON FAX NO field, but not both.

Follow the guidelines below:

In this field ...

Enter or modify ...

CccC

Your CIC (carrier identification code )

IMPCON

Implementation contact

IMPCON TEL NO

Phone number for implementation contact

ALT IMPCON

Alternate implementation contact

ALT IMPCON TEL NO

Phone number for alternate implementation contact

DSGCON

Design engineering contact

DRC

Design routing code

DSGCON E-MAIL

E-mail address for design engineering contact

DSGCON TEL NO

Phone number for design engineering contact

DSGCON FAX NO

Fax number for design engineering contact

October 16, 2006
http://www.qwest.com/wholesale/ima/gui/index.html
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In this field ... Enter or mo

dify ...

DSGCON STREET Street address

for design engineering contact

DSGCON FLOOR Floor or suite number for design engineering contact

DSGCON ROOM/MAIL STOP Room or mail stop for design engineering contact

DSGCON CITY City for design

engineering contact

DSGCON STATE State for desig

n engineering contact

DSGCON ZIP ZIP Code for design engineering contact

If you want IMA to automatically fill in thi

s information when your users

prepare the LSR form, select YES in the AUTOFILL field.

Click Add/Modify Autofill.

Click Return to System Administration.

Creating or modifying user autofill information

User autofill information customizes contact information for individual users.

1

In the Interconnect Functions window,

click System Administration.

2 Under User Administration, click Add/Modify User Autofill

Information.

2 Get User Autofill Information - Microsoft Internet Explorer provided by Gwest

Fle Ecit Yiew Favorites Tools Help

@Back > ﬂ E" , y ) Search ‘-:W:,\'Favontes @Media & v &

Get User Autofill Information

Corporate ID: U99

Username:

[ Get user Autofill Information ] [ Clear ]

Return to System Administration

Quwest Private

Copyright © 2001 Qwest All Rights Reserved. Unpublished and Confidential Property of Qwest.
Legal: hitp:/Awmwav.qwest.com/legalindex uml
Privacy: hitps/Awwwpwest.com/legalprivacy.huiml

] Done & Local

Disclose and Distribute Solely to Qwest Englayees, Pariners or Affiliates Having a Need 1o Know.

inftranet

The Corporate ID field is always pre-populated with your Qwest-assigned
corporate ID.

3 Type the username of the user for whom you want to create autofill

12

information.

October 16, 2006
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4 C(Click Get user Autofill Information.

s | Add/Modify User Autofill Information - Microsoft Internet Explorer provided by Qwest

Ble Edit View Favorites Tools Help

OBack A > Iﬂ @ /_;J /;‘?Search ‘\;:':I(Favorltes wMed\a L) < .,', _J

L EX

Enter User Autofill Information Below:

CORPORATE ID: 99

USERNAME: clec_adm DSGCON TEL NO:

CC: DSGCON FAX NO:

IMPCON: DSGCON STREET:

IMPCON TEL NO: DSGCON FLOOR:

ALT IMPCON: DSGCON ROOM/MAIL STOP:
ALT IMPCON TEL NO: DSGCON CITY:

DSGCON: DSGCON STATE:

DRC: DSGCON ZIP:

DSGCON E-MATL:

Add/Modify Autofill

Return to System Administration

Quwest Private
Disclose and Distrfhuie Solely to Qwest Enployees, Partners or Affiliates Having a Need to Know.

Copyright © 2001 Qwest Al Righis Reserved. Unpublished and Confidential Property of Qwest.
Legal: hiip:/fwww.qwest.comlegal/index himl
Privacy: hiip:/fwww.west.com/legalprivacy Jrtml

Add/Modity User Autofill Information

@j Cone

& Local intranet

5 Fill in or modify any or all of the fields, giving information about the
implementation and design engineering contacts for the user you specified.
Fill in either the DRC or the DSGCON FAX NO field, but not both.

Follow the guidelines for corporate autofill information above.

6 Click Add/Modify Autofill.
7 Click Return to System Administration.

October 16, 2006
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Managing your account

You manage your account by

e viewing your company’s user profile (see “Viewing your company’s
corporate user profile” below)

e changing your LSR purge interval (page 17)
e viewing your pending service order notice (PSON) parameters (page 18)

Although the tasks listed on the Interconnect Functions window include
viewing reference data, that task is normally done by the users in your
company. The guidelines for viewing the reference data are in the IMA User’s
Guide on page 24 at:
http://www.qwest.com/wholesale/ima/gui/document.html

Viewing your company’s corporate user
profile

You can view your company'’s corporate user profile. The corporate user profile
lists, by state, what services your company is allowed to offer. It also verifies
how your company wants to receive various types of notices. This is a view-
only window. To change the corporate user profile, contact the Qwest
Wholesale Systems Help Desk at 888-796-9102 and select option 3.

To view your company’s corporate user profile:

1 In the Interconnect Functions window, click System Administration.

October 16, 2006 15
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2 Under Account Ad
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ministration, click View Corporate User Profile.

4} Corporate User Profile - Microsoft Internet Explorer, provided by Qwast

Fle Edit wiew Favorites Tools  Help

OBack - Q \ﬂ E‘] 7 /-“SEarEh ‘»_;":(Favuntes &

Corporate User Profile

Corporate User ID: U99

Corporate User Name: |[Your company name]

Certified te do Business

State Business Residence Coin
Arizona O
Colorado O
Tdaho ]
Iowa O
Minnesota [}
Montana [}
Nebraska ]
New Mexico [}
Naorth Dakota m}
Oregon O
South Dakota ]
Utah ]
‘Washington O
Wyoming ]

O'Wireless

Select Electronic Line Loss Notifications
[ 3end Line Less to Trading Partner ID:

IMANUTZ0 +

Select GUI Line Loss Notifications
[ Send Line Loss to E-Mail

L1

2006-06-20 09:58:10.0

andfor Fax:

Ling Loss Motification Inactive

Select Electromic Status Update Options
[“]LSE Statuses (] Crder Statuses [ Enable BHC Statuses

[ Recetve Non-Fatal Errors
CLEC TAP/Lifeline Guideline Compliance

[ Certified
by CLEC authorized officer: ‘ ‘

ticket # ‘ |
Updated Fri Sep 01 13:04:54 MDT 2006

[JProkibit LSR. Reject Owverride

Return to System Administration

Qwest Brivate
Disclose and Distrinete Sclely to Qwest Employees, Pariners or Affiliates Having a Need 0 Know:

Copyright © 2001 Quest ATl Rights Reserved. Unpublished and Confidential Property of Quest
Legal Iip /v quwest. comdlegalindex Tnal
Privary: uip sy quwest. comulegaliprivacy liml

&] Done

% Local intranet

16
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3 Review the information in the window.

Field Description

Certified to do Business A list of states in which you are certified to do business
and the type of business you are authorized to
perform.

Wireless If checked, you have authorization for wireless
business.

Select Electronic Line Loss If checked, you want to send Line Loss information to a

Notifications trading partner..

Select GUI Line Loss If checked, you want to be notified of line loss via e-

Notifications mail or fax.

Select Electronic Status If checked, you want updates on LSR status, order

Update Options statuses or Batch Hot Cut statuses or all three.

Receive Non-Fatal Errors If checked, you want to receive non-fatal errors.

CLEC TAP/Lifeline Guideline If checked, indicates the CLEC has TAP/Lifeline

Compliance certification allowing for low income assistance
program for subsidized phone service.

Prohibit LSR Reject Override If checked, the LSR Reject Override is not available.

4 When you are done, click Return to System Administration.

Changing your LSR purge interval

You can change the frequency with which IMA purges your LSR queue. This
queue contains LSRs that were submitted after IMA business hours and that
could not be processed when IMA reopened for business because of errors.

1 In the Interconnect Functions window, click System Administration.

October 16, 2006 17
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Viewing the pending service order notice parameters

2 Under Account Administration, click Set Co-Provider System
Parameters.

A Set Co-Provider System Parameters - Microsoft Internet Explorer provided by Owest E]
Fle Edit view Favorites Tools Help o,

H oBacK M > ) Iﬂ é" _;J ‘7“Search ‘j\:r_’Favorltes @Med\a & <

=1

Set Co-Provider System Parameters

Select Purge Interval for Corporate ID: U99.

Queued LSRs Purge Interval: | BI-WEEKLY v

[ Set Parameters I [ Clear ]

Return to System Administration

Qwest Private
Disclose and Distribute Solely to Qwest Englayees, Partners or Affiliates Having a Need fo Know.

Copyright © 2001 Qwest All Rights Reserved. Unpublished and Confidential Property of Qwest.
Legal: http:/Avwwpwest.com/Tegal/index Juml
Privacy: hiips/fmwagvestcomlegaliprivacy html

] Dore & Local intranet

The Corporate ID field is always pre-populated with your Qwest-assigned
corporate ID.

3 Select the purge interval you want from the list.
4 Click Set Parameters.

IMA displays a message that the LSR purge interval was changed.
5 C(Click Return to System Administration.

Viewing the pending service order notice
parameters

You can view the pending service order notices parameters for your corporate
ID.

This is a view-only window. To change the parameters on this screen, contact
the Qwest Wholesale Systems Help Desk at 888-796-9102 and select option 3.

1 In the Interconnect Functions window, click System Administration.

18 October 16, 2006
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3—Managing your account
Viewing the pending service order notice parameters

2 Under Account Administration, click View Pending Service Order

Notice.

e | Pending Service Order Notice System Parameter - Microsoft Internet Explorer provided by Ow... |LHE|8‘

Ble Edit View Favorites Tools Help

@Back M > Iﬂ ﬁ /_:\J /V?Search \l‘:z‘Favorltes @Med\a &) v 8

Pending Service Order Notice System
Parameter

Receive Pending Service Order Notices for Corporate ID: U99.

Receive Pending Service Order Notices: Y
Receive Pending Service Order Notices Effective Date: 2005-02-10 11:09:57.0

Return to System Administration

Disclose and Distribute Solely to Qwest Enployees, Partners or Affiliates Having a Need to Know.

Copyright © 2001 Qwest All Rights Reserved. Unpublished and Confidential Property of Qwest.
Legal: http:/fnww qwest.com/legal/indexJitml
Privacy: ktip:/fininw.qurest. comlegaliprivacy Juml

@'] Done

& Local intranet

3 Review the information in the window.

4 When you are done, click Return to System Administration.

October 16, 2006
http://www.qwest.com/wholesale/ima/gui/index.html

19



3—Managing your account CLEC System Administrator’s Guide—20.0
Viewing the pending service order notice parameters

20 October 16, 2006
http://www.qwest.com/wholesale/ima/gui/index.html



Qwest =

4

Managing users

As a system administrator, you manage the users within your company,
including:

e adding a user (see “Adding a user” below)
e changing a user’s access level (page 23)

e changing a user’s system access (page 24)
e changing a username (page 25)

e changing a user’s password (page 26)

e viewing a list of users (page 27)

Adding a user

You can add a new user in either of two ways:

e by following the procedure below
This is the most direct way to create a new user.

e by reactivating an inactive user account (see page 24) and assigning a new
username (see page 25)
This procedure is less direct, but it is a good way to reuse inactive accounts
and maintain a more efficient database.

If a single user needs two different access levels (see page 23), you must add
the user twice—that is, with two different usernames. You then assign the
appropriate level of access to each username.

1 In the Interconnect Functions window, click System Administration.

October 16, 2006 21
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Under User Administration, click Add User.

2} Add User - Misrosoft Internet Explorer provided by Qwest E@
File Ecit Vew Favorites Tools Help

QBack - @ ﬂ IEL‘ /;J /-" Search ‘-;":;’Favor\tes @ Media &) ~ &

Add User

Enter User Information for Corporate ID: U99.

Username:
Password:

Re-Type Password:

Return to System Administration

Qwest Private
Disclose and Distribute Solely o Qwest Employees, Pariners or Affiliates Having a Need fo Know.

Copyright ® 2001 Qwest All Rights Reserved. Unpublished and Confidential Praperty of Qwest.
Legal: http:/Awww west.comTegal/indexJitml
Privacy: hiip:/fww apwest.com/Tegal privacy Juml

&) & Local intranet

Note: The Corporate ID field is always pre-populated with your
Qwest-assigned corporate ID.

Fill in the fields:

In this field ... Type ...

Username The username for the new user

The username must have three to eight characters
(alphabetic or numeric) and must be unique within the
user’s Corporate ID.

Password The password for the new user

The password must have six to eight characters; at least
one or all of the characters must be numeric.

Re-Type Password The password you entered in the Password field

Click Add User.

IMA displays a message that the user was added. IMA automatically sets
the new user access level to user and their status to active.

Click Return to System Administration.

If the user you added performs both user and admin tasks, repeat this
entire procedure to add a second username for the user.

If the access level for the new user needs to be different than the IMA
default of user, see “Changing a user’s access level” below.

October 16, 2006
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Deleting a user

You cannot directly delete users from the IMA system. But if users no longer
require access to the system, you can inactivate their usernames,
subsequently reactivate those usernames and reassign them to new users (see
“Changing a user’s access level” on page 23 and “Changing a username” on
page 25).

Changing a user’s access level

There are three types of user access levels.

Access Level Description

User Users who need access to IMA PreOrder, Order and
PostOrder functions—the default access level when you
create a new user

Admin Other administrators

Pre_order_user Users who need access to IMA PreOrder functions only

You can change a user’s user access level to admin or pre_order_user. You
can also change an existing admin or pre_order_user access level back to
user.

1 In the Interconnect Functions window, click System Administration.

2 Under User Administration, click Set User Access.

2 Set User Access - Microsoft Internet Explorer provided by Owest

File Ecit Vew Favorites Tools Help &

@Back - @ ﬂ lg‘ ¢y Search ‘-:W:;’Favor\tes @ Media &) ~ &

Set User Access

Enter User Name and Select Access Level

Username:
Access Level: user v
[ Set Access Level ] l Clear l

Return to System Administration

Quwest Private
Disclose and Distribute Solely o Qwest Employees, Pariners or Affiliates Having a Need fo Know.

Copyright © 2001 Qwest All Rights Reserved. Unpublished and Confidential Property of Qwest.
Legal: htip:/www spwest.com/Tegal/index Jrtml
Privacy: hilp:ffww apwest.com/legal fprivacy Juml

&) % Local intranet
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3 Fill in the fields:

In this field ... Do the following ...
Username Enter the username whose access level you want to change
Access Level Select the new access level from the list

4 Click Set Access Level.

5 Click Return to System Administration.

IMA displays a message stating that the user’s access level was changed.

Whether a user can log in to the system is determined by their state. When
you create a new user, IMA automatically makes the user’s state active so that
they can log in. When a user no longer requires access to the system, you can
change their state to inactive. If an inactive user again requires access to the
system, you can set their user state back to active. You can reassign an
inactive user’s account by changing it to active and then changing the user

name. See “Viewing a list of users” on page 27.

1

In the Interconnect Functions window, click System Administration.

2 Under User Administration, click Set User State.

) Set User State - Microsoft Internet Explorer provided by Owest

Fle Edit View Favorites Tools Help

Peack - () ﬂ IEL‘ 2 Search ‘:‘E:’Favor\tes @ veda £2) ~ &

LEX

Set User State

Enter User Name and Select State

Username:

State: | ActiveUser v

Return to System Administration

Qwest Private

Copyright © 2001 Qwest All Rights Reserved. Unpublished and Confidential Praperty of Qwest.
Legal: htip:/Awww gwest.com/Tegal/indeximl
Privacy: hilp:fww apwest.com/Tegal privacy uml

Disclose and Distribute Solely to Qwest Employees, Partiers or Affiliates Having a Need to Know.

&) Done & Local intranet

In the Username field, type the username whose access you want to

change.

Do one of the following:

e To deactivate the user, select InActiveUser from the list.

October 16, 2006

http://www.qwest.com/wholesale/ima/gui/index.html



CLEC System Administrator’s Guide—20.0 4—Managing users
Changing a username

e To reactivate the user, select ActiveUser from the list.
5 Click Set State.

IMA displays a message that the user has been set to Active or InActive.
6 Click Return to System Administration.

Changing a username

You can change a username to get a better match between the username and
the user’s actual name.

You can assign a new username only to an active user ID, not an inactive user
ID (see “Changing a user’s system access” on page 24). If the username is
inactive, be sure to activate it first.

1 In the Interconnect Functions window, click System Administration.

2 Under User Administration, click Set User Name.
) Set User Name - Microsoft Internet Explorer provided by Owest E

Ble Edit View Favortes Tools Help

CQsack - ) (¥ [B] D | PO seach FpFavorites @ eda €2) (2~ L

Set User Name

Enter Old User Name and New User Name

Old Username:

New Username:

Return to System Administration

Quwest Private
Disclose and Distribute Solely to Qwest Engplayees, Partners or Affiliates Having a Need 1o Know.

Copyright © 2001 Qwest All Rights Reserved. Unpublished and Confidential Property of Qwest.
Legal: htip:/fwww qwest.comlegal index Jrtmd
Privacy: htip:/Anww gwest.comlegal privacy himl

&) % Local intranet

3 Fill in the fields:

In this field ... Type ...
Old Username The username you want to change
New Username The new username you want to use

4 Click Set Name.

IMA displays a message that the username was changed.
5 C(Click Return to System Administration.

October 16, 2006 25
http://www.qwest.com/wholesale/ima/gui/index.html



4—Managing users
Changing a user’s password

CLEC System Administrator’s Guide—20.0

Changing a user’s password

26

If a user cannot log in because they have forgotten their password, you can
assign a new password. The Qwest Wholesale Systems Help Desk
(888-796-9102) can also change a user’s password.

1 In the Interconnect Functions window, click System Administration.

2 Under User Administration, click Set User Password.

3 Set User Password - Microsoft Internet Explorer provided by Owest E

: He Edt View Favorites Tools Help

Qox - © - ¥ A& ‘-“Search iz Favorites. @ Meda &%) v &

@j Cone

Set User Password

Enter User Name and New Password.

New Password:

Re-Type New Password:

Return to System Administration

Disclose and Distrduie Solely to Qwest Enployees, Parters or Affiliates Having a Need io Know.

Copyright ® 2001 Quwest All Rights Reserved. Unpublished and Confidential Property of Quwest.
Legal: http:/Awww.qwest.comlegalindexJuml
Privacy: htip:/Anww qwest.com/legaliprivacy himl

Username:

Quest Private

% Local intranet

3 Fill in the fields:

In this field ...

Type ...

Username

The username for the user

New Password

The new password for the user

The password must have six to eight characters; at least one or
all of the characters must be numeric.

Note: IMA will not display old passwords for users who might
want to use them. Also, there is no expiration date for a
password within IMA.

Re-Type New Password

The password you entered in the Password field

Click Set Password.

IMA displays a message that the user’s password was changed.

Click Return to System Administration.
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Viewing a list of users

You can view a list of users for your corporate ID. The list shows each user’s
ID, user name, state, and access level.

1 In the Interconnect Functions window, click System Administration.

2 Under Reports, click Get User List.

) Get User List - Microsoft Internet Explorer provided by Owest

Fle Edit view Favorites Tools Help

eBaCK - & ﬂ g ,J /-77Search ‘j‘:v’Favontes @Medla &" v &2

Get User List

Corporate 1D: U99

UserStatus: Active v

Return to System Administration

Quwest Private
Disclose and Distribute Solely to Qwest Englayees, Pariners or Affiliates Having a Need 1o Know.

Copyright © 2001 Qwest All Rights Reserved. Unpublished and Confidential Property of Qwest.
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&) Done & Local intranet

3 From the UserStatus list, select whether you want to view active users,
inactive users, or both.

4 Click Get User List.

IMA displays a list of users for your Corporate ID.

Note: If an entry in the user list does not contain the user’s name, the
user has not completed their personal profile.

5 When you are done with the list, click Return to System Administration.
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5

As a CLEC system administrator, you can add or remove agents who process
LSRs or trouble reports on your behalf. When you add an agent, you authorize
them to use IMA, CEMR, or MEDIACC. When you remove an agent, you can
redirect the LSR notices that were originally submitted by that agent.

Adding or removing agents

1

In the Interconnect Functions window, click System Administration.

2 Under Account Administration, click Add/Remove Agent.

) Add/Remove Agent - Microsoft Internet Explorer provided by Owest

Fle Edit view Favorites Tools Help

eBaCK - & ﬂ g ;J K-”Search ‘j‘:v’Favontes @J’Medla &" v &2

Add/Remove Agent

Corporate 1D: U99

Application: v
New Agent ID:
[ Get Agent H Add Agent H Remaove Agent H Clear I

Return to System Administration

Qwest Private

Copyright © 2001 Qwest All Rights Reserved. Unpublished and Confidential Property of Qwest.
Legal: http:/Avwwpwest.com/Tegal/index Juml
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3 To add an agent, continue with the procedure directly below. To remove an

agent, skip to "Removing an agent” on page 30.

Adding a new agent

1

October 16, 2006

In the Application field, select the application for which you want to add

the agent.

In the New Agent ID field, type the corporate ID of the agent you want to

add.
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3 Click Add Agent.

A Add/Remove Agent - Microsoft Internet Explorer provided by Owest

Fle Edit view Favorites Tools Help

H @Back M > ) Iﬂ g _;‘J /"Search ‘j“‘\'f_-‘Favorltes Q!J‘Med\a &) v &g
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U98 will be added as agent for U99 for IMA

Add/Remove Agent

Corporate ID: U99

Application: | IMA v

..07-29-2005. ..
u97...07-29-2005. ..
u97...07-30-2005. ..
U98...08-03-2005...

New Agent ID: U98

Agent IDs:

l Get Agent H Add Agent H Remove Agent H Clear I

Return to System Administration

Quest Private
Disclose and Distrihuie Solely to Qwest Enployees, Partners or Affiliates Having a Need to Know.

Copyright © 2001 Quwest Al Righis Reserved. Unpublished and Confidential Property of Qwest.
Legal: hiip:/fwww.qwest.comlegaliindex himl
Privacy: hiip:/fwww.west.com/legalprivacy Jriml

@j Cone

& Local intranet

A message at the top of the window indicates that the agent will be added
for the corporate ID and application you specified. This becomes effective

in eight calendar days.

Note: You cannot add multiple relationships with the same agent. Your
corporate ID and agent ID cannot be the same.

Removing an agent

Important: Before you can remove an agent, you must first redirect
the LSR notices for LSRs submitted by that agent—that is,
you must specify who is to get those notices when the
agent relationship actually expires. If you do not first
redirect the notices, the agent will not be removed after the
required eight day period.

If you haven't already redirected the notices for the agent you want to
remove, follow the guidelines in the next section.

1 In the Application field, select the application for which you want to

remove the agent.

October 16, 2006
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Redirecting notices for LSRs submitted by expired agents

2 Click Get Agent.

) Add/Remove Agent - Microsoft Internet Explorer provided by Owest

Fle Edit View Favorites Tools Help 2

@Back - & ﬂ lg ;J /"' Search ‘:“‘\?Favor\tes @Medla &) ~ &3

Add/Remove Agent

Corporate ID: U99

Application:

197...07-29-2005. . .
...07/30-2005. ..
uag. . .08-03-2005. ..

Agent IDs:

New Agent ID:

[ Get Agent H Add Agent ” Remove Agent H Clear ]

Return to System Administration

Quwest Private
Disclose and Distribute Solely to Qwest Enployees, Partiers or Affiliates Having a Need to Know.

Copyright © 2001 Qwest Al Righis Reserved. Unpublished and Confidential Property of Qwest.
Legal: hitp/Anww.qwest.convlegalindexhiml
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3 Inthe Agent IDs list, select (highlight) the agent you want to remove and
click Remove Agent.

The agent relationship actually expires in eight calendar days.

4 If IMA prompts you to redirect the notices for LSRs submitted by expired
agents, follow the guidelines in the next section.

Redirecting notices for LSRs submitted by
expired agents

If agents submit LSRs on behalf of your company, LSR notices are normally
sent to those agents. Before you can remove an agent, you must specify
where you want LSR notices to be sent, so they’ll be redirected if the agent
relationship expires after the agent has submitted an LSR.

Note: You can forward the notices to agents, but only the owner can
actually work with LSRs submitted by former agents—that is,
only the owner can view or open those LSRs or their status
updates, submit supplements to the LSRs, or work with their

jeopardies.
1 In the Interconnect Functions window, click System Administration.
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2 Under Account Administration, click Receive notifications for expired

Agent requests.

ke | Expired Agent Notification - Microsoft Internet Explorer provided by Owest

Fle Edit view Favorites Tools Help

@Back - & ﬂ EL‘ ;J K-”‘Search ‘f:v"Favontes @Medla 6‘ v &2

Expired Agent Notification

Corporate ID: U%9

Select Expired Agents' request notifications:

Send GUI notifications to E-Mail:

and/or Fax:

Send EDI notifications to Trading Partner ID:
Last updated on: 07/21/2005 02:06:34 PM

Return to System Administration

Qwest Private
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3 For LSR notices, type the e-mail address and/or the fax number to which

you want the notices to be sent.

4 For EDI notices, select the trading partner ID to which you want the notices

to be sent.

Note: Be sure to select a trading partner that uses the same EDI
release as the expired agent; otherwise, the trading partner you

select won't receive the notices.
5 Click Submit.

Generating a list of agents or owners

You can display a list of the agents currently working on your behalf or a list of
other CLECs you are currently supporting.The list shows the beginning date of
the agreement and—if the agreement has been terminated—the date it will

expire.

1 In the Interconnect Functions window, click System Administration.
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Generating a list of agents or owners

In the IMA System Administration window, under REPORTS, click Get

Agent/Owner List.

A Get Agent/Owner List - Microsoft Internet Explorer provided by Owest

Fle Edit View Favorites Tools Help

@Back A > | ﬂ lg ’:\ ,' Search ?::‘Favor\tes @Medla L 2] v B

L OX

Get Agent/Owner List

Corporate ID: U99

Application: | IMA v
Relation: |Agent ~

[ Get Agent/Owner List ] [ Clear ]

Return to System Administration

Quwest Private

Capyright © 2001 Quest All Rights Reserved. Unpublished and Confidential Property of Quest.
Legal: hiips/www gwest.com/legalindex himl
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In the Application list, accept IMA unless you are a CEMR or MEDIACC

system administrator.

In the Relation field, select either Agent or Owner.

Click Get Agent/Owner List.
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Enabling copying and pasting between
IMA and external applications

You can configure an individual workstation so that a user can copy and paste
content between the IMA GUI and external applications that have system
clipboard access, such as e-mail. To do this, you must modify your java.policy
file, as explained in this chapter. If you do not want to modify your java.policy
file, your users can still copy and paste within IMA.

Before you begin

1 Please read the important legal disclaimer below before beginning this
procedure.

2 It is strongly recommended that an appropriate IT system administrator
complete this procedure.

3 Close all applications on your system.

Disclaimer

Caution:Enabling System Clipboard access may have adverse effects
on the user’s system, and could allow malfeasant code to
share potentially sensitive or confidential clipboard
information with external sources. Qwest advises against
enabling System Clipboard access, and disclaims
responsibility for any resulting adverse effects. User
acknowledges that by enabling this access it is doing so at its
own risk.

Procedure for enabling system clipboard
access

1 Create a backup copy of the “java.policy” file from the folder C:\Program
Files\Java\j2rel.4.2_05\lib\security.
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Note: To backup the file, highlight it, select Edit>Copy, then select
Edit>Paste

Fle Edit Wiew Favorites Tools Help

0 Back -

l’? /-USearch BEAs

CIOX

1,
"

(£ Adobe Type Manager
(23 Blazent
3 Centratne
() Cifrix
() Common Fles
(3 ComPlus Applications
(2 Internet Explorer
= 5 Java
=2 ]2rel4.2_05
=2 bin
(2 javars
El=] s}
I applet
=cmm
) ext
I fonts
i3
= im
2 images
12 security
< |

¥

=

</
Address |@C:\Program Fles\lavatj2re 1.4, 2_05\ib\security A | Go
Folders * (S cacerts
& dobe = ECopy of java.policy
2| e o

IE) CY
Java security
local_policy jar

US_export_policy.jar

Execute the Java Policy Tool file (policytool.exe) by double-clicking on it

from the following folder: Program Files\Java\j2rel.4.2_05\bin.

Fle Edit View Favorites Tools Help

GBack - ¥ f_“Search [

Address |@ CHhProgram Files\JavaljZre 1.4.2_05bin

Folders
|5 Adobe Type Manager
I Blazent
5 CentraCne
1 Citrix
I3 Common Files
15 ComPlus Applications
(5 Internet Explorer
= I Java
=5 j2rel.4.2 05
S bin
(2 Javas
= b
1) Java Web Start
I Javasoft
= Macromeadia
I Maintenance

x

[ <€

v ‘ Go

(Siclient 1] 3wl [#net.dl

() awtdi [#jpeg.di [Erio.dl

%) axbridge.dl [ 3picom3z2.di [EnNplavalLdl
[Hemm.dl &) jpicplaz.cpl [EnPlavatzd

(S depr.dil Hjpicplaz.exe [ENPIavaladl
Hdt_shmem.d  [Epiexp3z.dl [#NPIavald.dl
[#di_socketdl [#)jpins4.dl [EnPIavasz.dl

%) eua.dl (2 3pinse.di [EnNpIPI142_05.dI
& fontmanager.dl  [8jpins7.dl [EnPodis 10.dI

(S hpidl (2 jpinsp.di Florbd exe
Hhprofdl (%) jpishare.dl i exe
Hipser12.dl [#)js0und.di [EReguls.dll
[%jaas_nt.dl ) jucheck, exe [Ereidl
[#java.dl Hljusched.exe Elrmid.exe
Mjavaexe [Flkeytool.exe Crmiregistry.exe
Cljavaw.exe Flkinit.exe Flservertool.exe
[Hjawtdl Flklist.exe Flinameserv.exe
[Bjcov.dl Fktab.exe (2] werify.dl

(%) 1dbcodbe.dl (& msvert.dl [#wak_lsa_auth.dl

< | >

Note: The .exe portion may not appear in the file name, depending on
your Windows folder options configuration.

Note: If an error dialog appears that starts with"Could not find policy

file ...”, click OK.
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The Policy Tool pop-up window appears.

£ Ppolicy Tool

File  Edit

Folicy File: |

Keystore: |

Add Palicy Entry | Edit Policy Entry |

Femove Policy Entry |

3 Select File>Open to open the “java.policy” file in the folder Program
Files\Java\j2rel.4.2_05\lib\security.
The path and filename now appear in the Policy File text field.

& Policy Tool

File Edit

L OX

Folicy File: |C:1Pr0gram Files\avalj2rel.4.2_08\isecuribjava.policy

Keystare: |

Add Policy Entry

Edit Palicy Entry

Remave Palicy Entry

CodeBase "file:${java homelliblexdr
CodeBase <ALL=

|

4

Policy Entry

In the Policy Tool window, click Add Policy Entry.

X

CodeBase: ‘

SignedBy: |
Add Principal

Edit Principal

Remave Principal

Frincipals. ‘

i e

Edit Permission

Remove Permission

Done

permission java.awt AWTPermission "accessCliphoard”;

Cancel
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5 In the Policy Entry window, click Add Permission.

Add Mew Permission:

|TargetName:

|Acti0ns:
Signed By:

o]

[~ |

- |
=
!

Cancel

6 Select AWTPermission from the Permission drop down list.

7 Select accessClipboard from the Target Name drop down list.

8 Click OK.

Add Mew Permission:

|A\p’\l’TPermissi0n

3 hoard

|java.a\u\-'t.AV\I"I'Permissi0n

|accessCIipboard

|Acti0ns:
Signed By:

o]

i

Cancel

“permission java.awt.AWTPermission ‘accessClipboard’” appears in Policy

Entry window.

Policy Entry

X

CodeBase: ‘

SignedBy: ‘

Add Principal Edit Principal

Remove Principal

Principals. ‘

Add Permission Edit Permission

Remove Permission

permission java. awtAWTPermission "accessCliphoard”;

Done Cancel

38
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9 C(Click Done in the Policy Entry window.
A new “CodeBase<ALL>" entry appears in the Policy Tool window.

& Policy Tool

File Edit

Folicy File: |C:1Pr0gram Files\avalj2rel.4.2_08\isecuribjava.policy

Keystare: |

{Add Policy Entry§| Edit Policy Entry Remave Policy Entry

CodeBase "file:${java homelliblexdr ~
CodeBase <ALL=

CodeBase "hitpiipawsne3 uswe. uswest.com:8900-"
CodeBase "hitpiipawsned uswe. uswest.com:8900-"
CndeRase "hitt-inawsot! nswe nswest com BA00-"

10 Select File>Save in the Policy Tool window.

Folicy successfully written to CA\Program Filestavalj2rel 4.2_05\ibisecuribjava. policy

11 Click OK.
The new permission is in effect.

12 Select File>Exit to exit the Policy Tool window.

Procedure for disabling system clipboard
access

The following steps explain how to reverse the above procedure to disable the
System Clipboard access.

1 Execute the Java Policy Tool file (policytool.exe) by double-clicking on it
from the following folder: Program Files\Java\j2rel.4.2_05\bin.

- EX

I

File Edit View Favorites Tools Help )
@eak - ) ¥ O search [Ev
Address ||E|C:\Program Flles\Javalj2re 1.4, 2_05pin 2 | Go
Folders x %chent ﬁ]dwp.dll gnet.dll
& awt.dl jpeg.dl A nio.dll
© Adobe Type Manager * | Satrdged  Fpomazd  ENPlavalld
(C Blazent Bemm.di [E)jpicpaz.cpl [ENPIavalz.dl
& Cenraone Hdepr.di Slipicplaz.exe EnPlavaldd
& Cirix Hdt_shmem.dl  Ejplexpazdl [EMPIavaid.dl
(= Common Files [3) dt_socket.dl [E1pinsa.di [EMPI1avaz2.di
(5 ComPlus Applications [Hevlad [Eipinss.dl [EMPIPI142_05.dI
=) Internet Explorer (S fontmanager.dl  [3jpins7.di [Hnpods1o.dl
B2 Java | Ehpidi [#)jpinsp.di =
. [Bhprof.dl [Eljpishare.dl
jerel4.2_05 = = =
&bin [Hioser1z.dl [Ejsound.di [H]RegUtis
[Mjaas_nt.al #)jucheck.exe Hrmi.dl
D javaiis [Hjavad [Fljusched.exe Frmid.exe
S Tjavaexe [Tlkeytoolexe Ermiregistry exe
[ Java Web Start Tiavaw.exe Flkinit.exe Fservertocl.exe
3 Javasoft (2] jawt.dl Flklistexe Fltnamesery.exe
(2 Macromedia (B jcov.di Flktab.exe (%] verify.di
[ Maintenance - [#3dbeodbe.di [# mswert.dl [Hw2k_lsa_auth.dl
< o 3 < | b4
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6—Enabling copying and pasting between IMA and external applications

Procedure for disabling system clipboard access

CLEC System Administrator’s Guide—20.0

2 Select File>Open to open the “java.policy” file in the folder Program
Files\Java\j2rel.4.2_05\lib\security.
The path and filename appear in the Policy File text field and the policy

entries appear in the window.

3 Highlight the appropriate policy entry.

Note: The “appropriate” policy entry is difficult to determine by just
looking at the list. Always view the contents of the policy entry
(steps 3 and 4) to ensure correctness.

& Policy Tool

L OX

File Edit

Folicy File: |C:1Pr0gram Files\avalj2rel.4.2_08\isecuribjava.policy

Keystare: |

Edit Palicy Entry

Remave Palicy Entry

CodeBase "file:${java homelliblexdr
CodeBase <ALL=

CodeBase "hitpiipawsne3 uswe. uswest.com:8900-"
CodeBase "hitpiipawsned uswe. uswest.com:8900-"
CndeRase "hitt-inawsot! nswe nswest com BA00-"

4 Select Edit Policy Entry button to view the contents of the highlighted
policy entry to confirm you have the right entry.
The Policy Entry window appears, showing the “accessClipboard”
permission as the correct entry.

Note: If the line of text ends with anything other than
“accessClipboard”, you have chosen the wrong policy entry and
must choose a different policy entry (return to step 3).

Policy Entry.

X

CodeBase: |

SignedBy: |

Add Principal Edit Principal

Remaove Principal

Frincipals:

Add Permission Edit Permission

Remove Permission

permission java.awt AWTPermission "accessCliphoard”;

Dang Cancel

5 Click Cancel to exit the Policy Entry window.
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Troubleshooting tips

With the confirmed entry highlighted in the Policy Tool window, click
Remove Policy Entry.
The Remove Policy Entry verification dialog appears.

i

Remowe this Palicy Entry?

Grant CodeBase =ALL=

permission java.awt AWTPermission "accessCliphoard”;

ﬂl Cancel |

Click OK to remove the policy entry.
Select File->Save
Select File->Exit to exit the application.

Troubleshooting tips

If you do not achieve the correct outcome for either of these procedures,
please work through the steps below in chronological order.

1

You may need to exit out of Netscape and restart the IMA application
before changes take effect.

Retry the procedure to make sure you completed every step.

Reinstate your backup copy of the “java.policy” file, create a new backup of
it, and retry the procedure.

Have your System Administrator contact the Qwest IT Wholesale Systems
Help Desk to inquire if any further assistance is available. (See contact
information below.)

Further assistance

October 16, 2006

e For general information about the Java Policy File you may go to the
following
link:http:j
html

e If you are a System Administrator and wish to speak with a Qwest IT

Wholesale Systems Help Desk representative, please dial 1-888-796-
9102, Option 3.
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Further assistance
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