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General Overview B   
American Express operates its own global card 
payment network acting itself as a card issuer and a 
merchant acquirer. American Express has developed a 
strategy for engaging (on a self-selection basis) a 
limited range of financial institutions for Cards Issuing 
services, Merchant Acquiring services and the 
provision of ATM services. Financial institutions so 
selected (also called Licensees) enter into relevant 
agreements with American Express for obtaining 
issuing, acquiring or ATM licenses and the provision of 
related services. American Express interacts with each 
of such Licensees on an individual basis. 

 

 Э    
   ,   

    
     

/ .  Э   
   (   

 )   
      

 ,    
      

.    
 (   ) 

    
 Э      

 ,    
      

    . 
 Э      

    . 
 

These American Express Payment System rules have 
been developed in accordance with Federal Law No 
161-FГ НКtОН 27 JuЧО 2011 “OЧ tСО National Payment 
SвstОЦ”. TСОsО American Express Payment System 
rules are effective in the Russia Federation and apply 
to Participants located in the Russian Federation only. 
 

     
Э       

  № 161-   27  2011 
 «    ». 

      
Э       

    
  ,  

   . 
 

The American Express Payment System does not 
МШЧstТtutО КЧН Тs ЧШt ЦКЧКРОН Кs К “ПШur-pКrtв” 
payment system.  The American Express Payment 
System is not an association. Payment System 
Participants of the  American Express Payment System  
do not make decisions on tariffs or on approval of rules 
and do not have any participation interest in any 
American Express entities and do not participate in the 
management of the  American Express Payment 
System. Moreover, the Payment System Participants 
are not involved in making decisions on admission of 
new members to the American Express Payment 
System. The participation in the American Express 
Payment System is being built on a contractual basis 
by way of joining these American Express Payment 
System Rules and acceptance of other American 
Express global business and operational policies. 

   Э    
     

« »  .  
   Э    

 .     
 Э       

      
  ,     

  -     
Э       .  

      
         

   Э .     
   Э   

      
     

     
  Э     

     
Э . 
 

The American Express Payment System rules are 
updated periodically. The current version of the 
American Express Payment System rules is available 
from Payment System Operator upon request. 

 Ч    Э  
   .   

 Ч    Э  
     

,    
. 

 
The American Express Payment System rules contain 
the requirements, indicators and parameters which 
Payment System Participants and Payment 
Infrastructure Service Operators must adhere to or be 
compliant with, to ensure smoothness of operations in 
the American Express Payment System. 

     Э   
  ,   

   
       

,    
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 Э . 

 

The scope of these American Express Payment 
System rules is limited to domestic transactions of 
Payment System Participants in Russia that have a 
licence from American Express.  

     
Э       

 ,  , 
   , 

   .  
 
 

These American Express Payment System rules are 
published at the official web-site 
https://business.americanexpress.com/ru. The Russian 
text of these American Express Payment System Rules 
shall prevail. 
 

     
Э      
https://business.americanexpress.com/ru.  

      
.  

 
Payment System Participants must ensure its stable 
and secure functioning in accordance with local 
applicable law, the American Express Payment System 
rules and other operational or technical documents 
issued by American Express and applicable globally. 
 

     
    

    
  , 

     
 Э     

 ,  
 Э    . 

References to Other Publications. Additional 
References in the American Express Payment 
System Rules  

   . 
    

   Э  
The American Express Payment System rules 
sometimes refer to other American Express global 
publications. Information in these global publications is 
generally of a technical or operational nature and 
applies if a Payment System Participant participates in 
its respective services and constitute confidential 
information of American Express pursuant to Federal 
Law No. 98-FГ НКtОН 29 JuЧО 2004 “OЧ CШЦЦОrМТКl 
SОМrОts”. AЦОrТМКЧ EбprОss РlШЛКl puЛlТМКtТШЧs МКЧ ЛО 
found on http://corp.americanexpress.com/gcs/gns/, to 
which only Payment System Participants shall have 
access. The American Express Payment System rules 
govern in the event of any inconsistency or 
contradiction with American Express global 
publications. 
  

    Э  
       

    Э , 
      

 .      
       

  ,  
     
,    

 Э     
No. 98-   29  2004 . "   

".     
  Э     

 http://corp.americanexpress.com/gcs/gns/, 
     

  .    
     
    

 Э    . 
 
 

Contact Details (Moscow Banking Hours): 

American Express Bank LLC,  
American Express Payment System Operations 
Department 

К   (     
 ): 

 «  Э  » 
    

 Э  
 

33-1 Usacheva Str, Moscow 119048 . , 33-1 ,  119048 

Tel: +7 495 933 8400 Te : +7 495 933 8400 

Email: AEPSRUSSIA@aexp.com 
 

Э . : AEPSRUSSIA@aexp.com 

Contact Details (24 x 7): 

American Express Global Network 
К   ( ,  

) 

   Э  

https://business.americanexpress.com/ru
https://business.americanexpress.com/ru
http://corp.americanexpress.com/gcs/gns/
http://corp.americanexpress.com/gcs/gns/
mailto:AEPSRUSSIA@aexp.com
mailto:AEPSRUSSIA@aexp.com
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Tel: +1 602 766 1150 TО : +1 602 766 1150 

Definitions: 
:  

 
“AЦОrТМaЧ EбprОss” refers to any American Express 
entity in the American Express group of companies, 
including American Express Bank LLC, American 
Express Travel Related Services Company, Inc. and 
American Express Limited, as applicable. 
 

«  Э »    
  Э ,   

«  Э  »,  Э  
  , .,   

Э  ,    . 
 
 

“PaвЦОЧt SвstОЦ OpОrator” – American Express 

Bank LLC setting American Express Payment System 
rules and carrying out other obligations as stipulated in 
the Federal Law No. 161-FГ Кs ШП JuЧО 27 2011 “OЧ 
NКtТШЧКl PКвЦОЧt SвstОЦ”. 

«   » -  
«  Э  »,  

    Э ,  
   , 

   № 161-
  27  2011  «   

 ». 
 

“OpОratТoЧal CОЧtОr” – American Express Limited 
providing for the Payment System Participants and 
their clients in frames of American Express Payment 
System access to the funds transfer services, including 
those with use of electronic means of payment, as well 
as electronic messages exchange. 

«  » -   
Э  ,    

   Э   
      

      ,  
      

,     
. 

 
“PaвЦОЧt ClОarТЧР CОЧtОr” - American Express Bank 
LLC carrying out in frames of American Express 
PКвЦОЧt SвstОЦ PКrtТМТpКЧts’ pКвЦОЧt ШrНОrs 
acceptance for execution and other actions as 
stipulated in the Federal Law No. 161-FZ as of June 27 
2011 “OЧ NКtТШЧКl PКвЦОЧt SвstОЦ”.  

«   » -  
«  Э  »,   

    Э  
     

     
     , 

   № 161-  
 27  2011  «    

». 
 

“CОЧtral PaвЦОЧt ClОarТЧР CouЧtОrpartв” – 

Payment Clearing Center being in accordance with the 
Federal Law No. 161-FГ Кs ШП JuЧО 27 2011 “OЧ 
NКtТШЧКl PКвЦОЧt SвstОЦ” pКвОr КЧН ЛОЧОПТМТКrв ШП tСО 
PКвЦОЧt SвstОЦ PКrtТМТpКЧts’ ПuЧНs trКЧsПОr which 
opens balance account with the Settlement Center for 
the purpose of settlements execution between 
Payment System Participants and American Express 
Payment System. 

«    
» -   , 

     
 № 161-   27  2011  «  

  »  
      

   ,  
       

     
  Э   

 . 
 

“SОttlОЦОЧt CОЧtОr” – American Express Bank LLC 
providing in frames of American Express Payment 
SвstОЦ PКrtТМТpКЧts’ pКвЦОЧt ШrНОrs ОбОМutТШЧ ЯТК 
debiting and crediting the Payment System 
PКrtТМТpКЧts’ ЛКЧФ КММШuЧts Кs аОll Кs НОlТЯОrв ШП tСО 
payment execution confirmations. 

«  » -  «  Э  
»,     

  Э   
    

     
     

 ,    
,   

   . 
 

“PaвЦОЧt SвstОЦ PartТМТpaЧts” means funds 

transfer operators which meet criteria settled by these 
Rules to whom American Express has granted a 
licence. 

“   ”-   
  ,  
,    

    Э .  
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“PaвЦОЧt SвstОЦ PartТМТpaЧt AМquТrОr” means a 
Payment System Participant who has been granted a 
licence by American Express to acquire merchants 
and/or ATMs who will accept the American Express 
card. 
 

«    – » -  

    Э , 
    Э   

 -   /   
      

,    
Э . 

“PaвЦОЧt SвstОЦ PartТМТpaЧt IssuОr” means a 
Payment System Participant who has been granted a 
licence by American Express to issue American 
Express cards to its customers. 
 

“    – ” -  

    Э , 
    Э   

   Э . 

“AММouЧt” means a bank (correspondent) account 
established with Settlement Centre by a Payment 
System Participant for the purpose of settlement within 
the American Express Payment System. 
 
 

“ »  -  ( ) , 
     

     
      

Э . 
 

“AЦОrТМaЧ EбprОss CarН” means a payment card 

bearing an American Express trademark or logo and 
issued by a Payment System Participant. 
 

“К   Э ”  “К ” - 

      
   Э ,  

  . 
 

“CarНЦОЦbОr Data” means Information about 
Cardmember arising from its application for and/or use 
of a Card including, its full name, expiration date and/or 
service code, account number, account status, type of 
card, country code, postal code, gender, date of birth, 
and fee services/enrolments. 

 

“   К   Э ”  
-    ,   

       /  
 ,  ,  

   /   , 
 ,  ,  ,  , 

 , ,  ,   
    ,  

 . 
 

“SОЧsТtТvО AutСОЧtТМatТoЧ Data” means security-
related information (including but not limited to card 
validation codes/values, full magnetic-stripe data, PINs, 
and PIN blocks) used to authenticate cardmembers 
and/or authorize payment card transactions. 

 

“  ” - , 
  ( ,  

, /    
,     , -
  - ),   

   /  
    . 

“AutСorТsatТoЧ” means the process whereby a 
Payment System Participant Issuer provides a decision 
on a transaction initiated by one of their cardmembers 
at a merchant location and/or in ATMs of a Payment 
System Participant Acquirer. 

 

“ ” - ,   
  -   
       

,     
  ,  -  

 /    
. 
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Chapter 1 - The American Express Payment 
System 

 1 –    
Э  

1.1. Payment System Governance 1.1.      
Э  

1.1.1. Payment System Operator 1.1.1.    

As a Payment System Operator, American Express 
Bank LLC will: 
 

   -  «  
Э  »:  
 

 Define the American Express Payment 
System rules and ensure adherence and 
compliance to those rules; 

 

      
 Э     

   ; 
 

 Maintain in writing and make publicly available 
the list of Payment Infrastructure Service 
Operators upon written request to the 
Payment System Operator; 

 

     
   

   
    

,   
 ; 

 

 Upon engaging new Payment Infrastructure 
Service Operators or terminating existing 
arrangements, the Payment System Operator 
will submit an updated list of Payment 
Infrastructure Service Operators to the Central 
Bank of Russia within 10 days of introducing 
changes to the list; 

      
    

    
    

   
     

    10   
    ; 

 

 Manage and monitor the performance of the 
Payment Infrastructure Service Operators to 
ensure adherence to the American Express 
Payment System rules; 

 

     
    

Э        
; 

 Manage and monitor the performance of the 
Payment System Participants to ensure 
adherence to the  American Express Payment 
System rules ; 

 

     
    

Э     
; 

 Implement the system for assessing and 
managing risks in the American Express 
Payment System including specifying the 
requirements of Payment System Participants 
to manage risk in the American Express 
Payment System, including risks assessment 
and management in the  American Express 
Payment System;  

 

    
     

Э ,   
    

      
    Э , 

       
    Э ; 

 

 Manage disputes with Payment System 
Participants and Payment Infrastructure 
Service Operators in accordance with the 
American Express Payment System rules. 

 

     
    

   
    

    
Э . 

1.1.2. Payment Infrastructure Service Operators 1.1.2.    
 

Within the scope of activities of the American Express 
Payment System, the Payment System Operator 
reserves the right to: 
 
 

     
  Э     
      
: 
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 Select the organizations providing Payment 
Infrastructure Services 

 

 Specify and approve the functions they 
provide or undertake 

 

    
 -   

 ; 
 

     
  . 

The Payment Infrastructure Service Operators are the 
Operations Centre, the Central Payment Clearing 
Counterparty, the Payment Clearing Centre and the 
Settlement Centre. The Payment Infrastructure Service 
Operators interact with each other, the Payment 
System Operator and the Payment System 
Participants. 
 

    
  ,  

  ,  
    ,  

    
 ,      

      
   .  

 
The list of Payment Infrastructure Service Operators is 
maintained by and made publicly available from 
Payment System Operator upon written request. 

    
     

 ,   
 . 

 
Payment Infrastructure Service Operators are retained 
on the basis of the payment infrastructure services 
agreement concluded between the Payment System 
Operator and each Payment Infrastructure Service 
Operator, excepting where the Payment System 
Operator has integrated its activities with those of a 
Payment Infrastructure Service Operator. 

     
    

     
     

 ,  ,  
     

     
 . 

 
The Payment System Operator will organize Payment 
Infrastructure Service Operators (except when the 
Payment System Operator also acts as a Payment 
Infrastructure Service  Operator) based on the nature 
and scope of operations within the American Express 
Payment System acting in compliance with the  Federal 
Law No 161-FГ НКtОН 27 JuЧО 2011 “OЧ tСО NКtТШЧКl 
PКвЦОЧt SвstОЦ” 

    
    

 (   ,  
      
   ) 

       
   Э    

    № 161-   
27  2011  «    

». 
 

The American Express Payment System rules are an 
integral part of the agreement between Payment 
System Operator and Payment Infrastructure Service 
Operators. 
 

     Э    
     

      
   . 

 
The Payment System Operator may further specify the 
terms of Operational Services, Payment Clearing 
services, or Settlement Services through Operational 
Services Agreements, Settlement Agreements, or other 
agreements. 
 

   
 ,   

,         
    

    
 ,  ,   

  . 
 

The Payment Infrastructure Service Operators are 
responsible for ensuring the performance and 
timeliness of the payment process within the American 
Express Payment System and for ensuring its 
continuous operation and restoration of its proper 
operation in the event of its failure 

 

     
     

    
      

Э ,      
,     

      
.  

 
Payment Infrastructure Service Operators must provide 
information about their activities in writing either by 
means of mail or electronic mail: 
 

    
     

    (  
     

 ): 
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 As and when required by the Payment System 
Operator 

 

     
; 

 

 As and when required by American Express 
global business and operational policies 

 

    ,  
    

 Э ; 
 

 In the course of their daily interaction with the 
Payment System Operator 

 

      
  ; 

 

 As and when required in accordance with 
applicable Russian Law. 

 

    ,  
  

. 

1.1.3. Operations Centre (may or may not be 

located within the Russian Federation): 

1.1.3.   (   

  ,     

 ): 

 
Shall be engaged by the Payment System Operator 
according to the clause 1.1.2 and the Chapter 3 hereof. 

     
,   1.1.2   

3   

Provides Operational Services in a safe, secure and 
sound manner 
 

   
    

 ; 
 

Provides Payment System Participants and their 
individual clients with access to funds transfer services 
within the framework of the American Express Payment 
System. 
 
 

    
       

      
Э ; 
 

Ensures the  exchange of electronic messages occurs 
including electronic means of payment: 
 
between Payment System Participants and their 
Individual Clients, the Payment Clearing Centre and 
the Settlement Centre; 
 
and between the Payment Clearing Centre and the 
Settlement Centre as specified in Chapter 4. 

   , 
   : 

      
,     
 ,   

 
     

      
 4; 

 
Carries out core processing activities by providing 
network capability and information processing as 
required for the operation of the American Express 
Payment System and as provided for in the American 
Express Payment System rules. 
 

  ,   
 -

 ,   
     

Э      
   Э . 

 
 
Till the 1st of July 2014 the Operational Centre carries 
out the part of the Payment Clearing Center functional 
rОРКrНТЧР PКrtТМТpКЧts’ pКвЦОЧt МlОКrТЧР pШsТtТШЧs 
determination and sending out of payment instructions 
containing payment clearing positions to the Payment 
System Participants. 

 1  2014    
    

     
    
      
    

  . 
 

1.1.4. Payment Clearing Centre (is an American 

Express Bank LLC structural division) 

1.1.4.    (  

   

«  Э  ») 

The Payment Clearing Centre, which also carries out 
the Central Payment Clearing Counterparty functions: 
 

  ,   
    

 : 

 
Provides Payment Clearing services in a safe, secure    
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and sound manner 
 

    
  ; 

 
Ensures within the framework of the payment system, 
the acceptance of instructions for execution from 
Payment System Participants to effect funds transfers, 
as specified in Chapter  4 
 

     Э  
    
     

    4; 
 

Determines the payment clearing position on a net 
basis including the appropriate method for calculation 
for each Payment System Participant (this function is 
carried out by the Operational Centre till the 1

st
 of July) 

 

     
- ,    

    
     

  (  1  2014   
   ); 

 
Enables or sends executable instructions from 
Payment System Participants and the  Central 
Payment Clearing Counterparty  to the Settlement 
Centre on behalf of Payment System Participants, as 
specified in Chapter 4 
 

      
    

      
    

       
  4; 

 
Ensures delivery of confirmations on acceptance for 
execution and execution of instructions of Payment 
System Participants 
 

    
 ,    

    
  ; 

 
Monitors the availability of sufficient funds in Payment 
SвstОЦ PКrtТМТpКЧt’s ccounts with the Settlement 
Centre and monitors the risks of default (improper 
performance) by Payment System Participants on their 
obligations to transfer funds, on a daily basis through: 
 
 
 

    
      

     
,      

(  )  
     

  , : 

regular analysis of financial standing of the Payment 
System Participants 
 

     
  ; 

 
assessment of collateral in certain cases 
 

    
 ; 

 
monitoring the results of daily settlement 
 

    
 ; 

 
As a Central Clearing Counterparty, acts as payer and 
payee of funds transmitted via funds transfers of the 
Payment System Participants and exercises day-to-day 
control over risks of non-performance (improper 
performance) by the Payment System Participants of 
their funds transfer obligations, and maintains sufficient 
funds placed on the current account opened by 
American Express Limited with the Settlement Center 
with the right of direct debit to perform settlements. 
According to the agreement between the Payment 
System Operator and American Express Limited, the 
American Express Limited account will maintain 
sufficient available balance to provide for payments for 
the next 3 business days, based on the average 
payment history. The Payment System Operator will 
monitor this balance on a continuous basis and will 
advise American Express Limited of any projected 
shortfall. Central Payment Clearing Counterparty uses 
the above mentioned funds in daily settlements 
between each of Payment System Participants and 
American Express Payment System.  
 
 
 

    
,      

     
     

     
 (  ) 

    
    ;  

   ,  
    ,  

  Э     
      

 .     
     

    Э  ,   
Э     

     
      

  3  ,   
    

    .  
      

       
 Э    
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Э  .   
    

      
      

   Э . 
 
 

The Central Payment Clearing Counterparty may 
impose restrictions on those Payment System 
Participants for which an analysis of their financial 
condition indicates a heightened risk by imposing 
requirements for increased security for the 
performance of Payment System Participants funds 
transfer obligations, including setting of the maximum 
amount of the payment clearing position, and operates 
in compliance with requirements specified in Chapter 4. 
 

    
      

 ,   
     

,  ,  
    

 ,      
    
     

       
      

4. 
 

1.1.5. Settlement Centre: (is an American Express 

Bank LLC structural division) 

1.1.5.   (   

  «  Э  

»): 

Provides Settlement Services in a safe, secure and 
sound manner 
 

   
    

 ; 
Executes, within the framework of the payment system, 
the Payment System PartiМТpКЧt’s ТЧstruМtТШЧs rОМОТЯОН 
from  the Payment Clearing Centre (the Central 
Payment Clearing Counterparty), by way of debiting 
and/or crediting funds in the bank accounts of the 
Payment System Participants, as well as sending 
confirmations on the execution of Payment System 
PКrtТМТpКЧts’ ТЧstruМtТШЧs, Кs spОМТПТОН ТЧ CСКptОr 4. 

    
  (   
 )  

    
      

     
( )    

    
      

     
     4. 
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Interaction of Participants and Operators in American Express Payment 
System 
 

       
   

 
 
 
 
 

Operations Centre 

(may be outside of 

Russia)/

 
(    

 )

Payment System 

Operator/

  

Settlement Centre/

 

Payment Clearing 

Centre/

 
 

Operational Services 

Agreement/

   

Services Agreement and 

Payment System Rules/

   
   

 

Bank Account 

Agreements/

  

Russian Banks/
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1.1.6 Payment System Participant  1.1.6    

 

A Payment System Participant must comply with applicable 
laws and any transaction must be legal in the Russian 
Federation. In the event of any conflict between the 
American Express Payment System rules and any 
applicable law or regulation, the requirements of the law or 
regulation govern. 
 

     
    
,      

    
.      

     Э   
     

     
. 

 
Payment System Participants are not obliged to enter into 
an agreement with Payment Infrastructure Service 
Operators except for the correspondent account agreement 
with the Settlement Centre. All relations between Payment 
Infrastructure Service Operators and Payment System 
Participants are regulated by the American Express 
Payment System rules. 
 

      
-       

 (     
 ,    

).       
      

      
Э . 
 

The American Express Payment System rules govern the 
relationship between the Payment System Operator and its 
Payment System Participants. Payment System 
Participants shall adhere to the American Express Payment 
System rules only by way of accepting them in their entirety. 
 

    Э  
     

    .   
     
    Э     

  . 

All Participants are required to open Account with the 
Settlement Centre. 
 

         
  . 

All Payment System Participants of the American Express 
Payment System are direct participants. 
 

      
.  

All Payment System Participants of the American Express 
Payment System are also Licensees of American Express 
and must comply with any applicable American Express 
global business and operational policies. 
 

      
  Э  (    

 Э )     
     

  Э . 
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1.2. Modifications to the American Express Payment 
System rules 

 
The Payment System Operator may amend, modify, delete, 
or otherwise change the American Express Payment 
System rules. Payment System Participants will be notified 
at least two months in advance of pending changes, of 
which no less than one month may be used by Payment 
System Participants to consider and provide feedback on 
proposed changes, which may be taken into consideration 
by the Payment System Operator prior to submission of 
those changes to the Central Bank of Russia. 

 

1.2.       
  Э  

 
      

      
    Э ,    

      .  
     
         

    .     
     

    
     

        
 ,     

      
      

   . 
 

Changes will be reflected in the next edition of the American 
Express Payment System rules. 
 

      
    Э . 

1.3. Compliance with American Express Global 
Business and Operational Policies 

1.3.      
  Э  

All Participants of the American Express Payment System 
are also Licensees of American Express and must also 
comply with any applicable American Express global 
business and operational policies. The American Express 
global business and operational policies specify the 
common operational rules for the American Express Global 
Network with which Payment System Participants must 
comply when operating and participating in the American 
Express Payment System. 

      
  Э  (   

 Э )     
     

  Э .    
   Э   

      
Э ,      

     
      

Э .   
 

American Express global publications can be found on 
http://corp.americanexpress.com/gcs/gns/, to which only 
Payment System Participants shall have access. The 
American Express Payment System rules govern in the 
event of any inconsistency or contradiction with American 
Express global publications. 
  

      
Э      
http://corp.americanexpress.com/gcs/gns/,    

    
  Э .    

      
    Э   

 . 
 
 

In the event of unusual or unexpected circumstances 
beyond the control of Payment System Participants that 
affect the consistent operation of the American Express 
Payment System, Payment System Participants must 
immediately contact the Payment System Operator on the 
following contact details: 
 
 

   ,  
     , 

     
  Э ,   
     

      
 : 

 
Contact Details (Moscow Banking Hours): 

 
American Express Bank LLC,  
American Express Payment System Operations 
Department 

К   (     
 ): 

 «  Э  » 
    

 Э  

 
33-1 Usacheva Str, Moscow 119048 
 

. , 33, .1, . , 119048 

Tel: +7 495 933 8400 TО : +7 495 933 8400 

http://corp.americanexpress.com/gcs/gns/
http://corp.americanexpress.com/gcs/gns/
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Email: AEPSRUSSIA@aexp.com 

 
 

Э . : AEPSRUSSIA@aexp.com 

Contact Details (24 x 7 and in non-working hours): 

American Express Global Network 
К   (    

) 

    Э  
Tel: +1 602 766 1150 TО : +1 602 766 1150 

1.4. Conflicts 1.4.   

In the event of any conflict between the American Express 
global business and operational policies and the Payment 
System Rules, the Payment System Rules will govern. 

   -     
     

 Э      
 Э ,    

 . 
 

In the event of any conflict between the Payment System 
Rules and any applicable Russian laws or regulations, the 
requirements of such law or regulation will govern. 
 

   -    
    Э    

    
 ,    

 . 
 

In the event of any conflict between the American Express 
global business and operational policies and any applicable 
Russian laws or regulations, the requirements of such law 
or regulation will govern. 
 

   -      
     

 Э      
  ,  

   . 
 

1.5. Confidentiality Requirements 1.5.   

A Payment System Participant must:    : 

Maintain the integrity of confidential information 
 

    
; 

 
Not disclose any confidential information, save for such 
disclosures as required by the Russian legislation or 
pursuant to a demand by a regulatory body 
 

   ,  
      

    
   ; 

 
Store and handle confidential information in such a way as 
to prevent unauthorized disclosure 
 

      
 ,     

 ; 
 

Take reasonable measures to protect confidential 
information and treat it with at least the degree of care with 
which a Payment System Participant treats its own 
confidential and proprietary information. 
 

      
    

    ,    
    ; 

 
Disclose confidential information only to those employees 
with specific need to know. 
 

    
 ,      

  ; 
 

In addition, and without prejudice to the obligations of the 
Payment System Participants with regard to American 
Express confidential information, the Payment System 
Participants shall be in compliance with article 10(1) of the 
Federal Law No. 98-FГ “OЧ МШЦЦОrМТКl sОМrОts” НКtОН 29 
July 2004 and article 26 of the Federal law No. 161-FZ 
“RussТКЧ LКа ШЧ NКtТШЧКl PКвЦОЧt SвstОЦ” НКtОН 27 June 
2011. 
 

      
   ,  

     . 
10(1)   № 98-   29.07.2004 .  «  

 »   26   № 
161-   27.06.2011 «    

». 
 

1.6. Payment System Operator and American Express 
Right to Monitor, Audit, Inspect and Investigate 

1.6.       
Э       

 

The Payment System Operator or American Express may:      Э  
 : 

mailto:AEPSRUSSIA@aexp.com
mailto:AEPSRUSSIA@aexp.com
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Request Payment Infrastructure Service Operators and 
Payment System Participants to provide the Payment 
System Operator with financial and compliance information, 
as specified in the American Express Payment System 
Rules and American Express global business and 
operational policies. Such details including information on 
their activities should be provided to the Payment System 
Operator upon the request, in a means defined by the 
Payment System Operator including but not limited to hard 
or soft copy, by mail or via electronic mail and within the 
time frames defined by the Payment System Operator. 
 

       
    

,      
    Э      
     Э    

     
 Э .  ,  

     
,     

         
,    , 
      

 ,        
,    . 

 
Inspect the premises of a Payment System Participant and 
Payment Infrastructure Service Operators at any time and 
charge the Payment System Participant and Payment 
Infrastructure Service Operators a fee for this inspection. 
 

        
      
 ,      
      
     ; 

 
Conduct an investigation or onsite review of  a Payment 
System Participant and Payment Infrastructure Service 
Operators at their expense. 

     
       

   ; 
 

 Monitor and Conduct security inspections in order to 
mitigate fraud activity 
 

      
   . 

 
 
A Payment System Participant and Payment Infrastructure 
Service Operator must cooperate fully with the Payment 
System Operator in an investigation or onsite review. This 
cooperation includes providing access to the premises and 
to all pertinent records and releasing any information to the 
Payment System Operator upon request. 
 

      
      
     
      . Э  

,        
      , 

    , 
   . 

1.7. Appeals 1.7.  

If a Payment System Participant believes that an imposed 
condition is unreasonable, it may appeal to the Payment 
System Operator. 

    ,  
   ,  

     
 . 

1.8. A list of the payment systems with which 
interaction takes place and the procedure for such 
interaction 

1.8.  ё  ,   
 ,    
 

None.   . 
 

1.9. Procedure for number assignment allowing to 
unambiguously identify a Payment System Participant 
and the form of its participation in the American 
Express Payment System 

1.9.    ( ),  
   ё   

     ё    
Э  
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After successful registration, to each Participant in 
American Express Payment System the unique 
Identification number will be assigned in the range of 
numbers from 00001 to 99999, using information about 
Payment System Participants in American Express 
database. This unique Identification Numbers of 
organization will be used to identify all the activities of the 
participants in the American Express Payment System. The 
Identification Numbers of organizations that are available 
for distribution, arranged in an ordinal sequence in the 
database. The Identification Numbers that are available for 
assignment are organized in numerical sequence in a 
database. 
 

      
 Э   ,  
       
       

     
   00001  99999,  

   .   
    

     
     Э . 

  ,  
  ,    

   . 
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Chapter 2 - Participation in the American Express 
Payment System 

 2 -     
 Э  

2.1. Criteria for Participation in the American Express 
Payment System – Direct Participants 

2.1. К      
 Э  -   

All Payment System Participants in the American Express 
Payment System will be direct participants 

     
Э    . 

To participate in the American Express Payment System 
as a direct Payment System Participant, the applicant must 
comply with the following criteria: 
 
 

      
Э       

,    
 : 

  Have or obtain a license from American Express 
 

   Э   
     

 Э ; 
 

 Be able to comply with general financial soundness 
principles (to be assessed at the time of obtaining a license 
from American Express as well as assessed whilst the 
organization holds a Payment System Participant status) 
on a regular basis but, in any event, not less than once per 
year or as law requires. In reviewing such financial 
soundness principles the following documentation will be 
examined: 
 

    
,      

     
Э ,     ,  

      
  ,    

        
   

.     
   :   

 
Constitutional Documents (Certificates of Incorporation, 
Articles of Association or other such similar documents) 
 

  
(    , 

    ); 
 

Audited financial statements prepared in accordance with 
the accounting requirements set by the Central Bank of 
Russia 

 ,  , 
      

   ; 

Audited financial statement prepared in accordance with the 
International Financial reporting standards 
 

 ,  , 
      

   
; 

 
Reports from major rating agencies, where applicable 
 

   ,   
; 

 
Disclosure of corporate structure, ownership and ultimate 
beneficial owners 
 

     
   ; 

 
Other financial and legal documentation according  
Payment System Operator requirements 
 

      
    

 ; 
 

Be able to execute measures (by provision of procedures 
for examination) concerning the Counteraction of the 
Legitimization (Anti- Money Laundering) of the Proceeds of 
Crime and the Financing of Terrorism 
 

    (   
  )     

  ( ) 
,     

 ; 
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HКЯО tСО tОМСЧТМКl КЛТlТtв tШ МШЧЧОМt tШ AЦОrТМКЧ EбprОss’s 
technology infrastructure (American Express Global 
Network [AEGN]) or confirmation of the ability and/or intent 
to appoint a third-party processor who will connect to 
AЦОrТМКЧ EбprОss’s tОМСЧШlШРв ТЧПrКstruМturО (AEGN) 
 

     
    
    

Э      
     

    
  Э ; 

 
Be able to comply with Bank secrecy assurance and/or 
Data Protection standards 
 

     
    ; 

 
Be able to have a Account(s) at the Settlement Centre and 
follow sound settlement practices to ensure the operational 
continuity of the American Express Payment System 

 ( )     
     
     

    
Э ; 
 

Conduct their business and operations in a way judged 
compatible with American Express corporate reputational 
standards, such as but not limited to, demonstration of 
policies and procedures for examination, as follows: 
 

      
      

  Э ,  
   

  ,   
      
: 

 

 Fraud and security controls 
 

      
 

 

 Corporate & ethics governance 
 

     
 

 

 Sound Business practices 
 

    
 

 

 Business strategy 
 

   
 
 
 

2.2. Procedure for applying to join the American 
Express Payment System 

2.2.       
   Э  

To participate in the American Express Payment System, 
and prior to the conclusion of obtaining a license from 
American Express, the prospect must read the American 
Express Payment System Rules publicly available from 
Payment System Operator and thereafter submit a letter of 
intent indicating their desire to join the American Express 
Payment System.  Submission of the letter of intent 
rОprОsОЧts МШЧПТrЦКtТШЧ ШП tСО prШspОМt’s 
acknowledgement and agreement to the American express 
Payment System Rules in their entirety.  

       
Э        Э , 

       
  Э ,     

  ,     
    
 .     

     
       

 Э . 
 

The Payment System Operator shall review and consider 
the application and all attached documents and may 
request additional documents and information in order to 
ЦКФО tСО НОМТsТШЧ ШЧ tСО КpplТМКЧt’s КММОssТШЧ tШ tСО 
American Express Payment System. The Payment System 
OpОrКtШr НОМТНОs аСОtСОr tШ КpprШЯО tСО КpplТМКЧt’s 
accession to the American Express Payment System as a 
Payment System Participant or decides to reject the 
application and shall notify the applicant of such decision. 

       
      

      
       
     . 

      
      
 ,       
      
      
.  

 
Specific provision on accession to the American Express 
Payment System of money transfer operators that at the 
date hereof have  licence with American Express to act as 
Issuers or Acquirers (including ATM providers) prior to the 

      
  Э     

 ,      
Э      Э    
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registration of the American Express Payment System by 
the Central Bank of Russia in the register of operators of 
payment systems and receipt of the Payment System 
Operator of the registration certificate from the Bank of 
Russia: 
 

Э  -   (  
 )     
     
        

    
 :  

 

Accession of such Payment System Participants to the 
rules shall be made pursuant to the notice sent by the 
Payment System Operator and the American Express entity 
with which the relevant card issuing or acquiring (or ATM) 
licence has been signed; 
 

      
      , 

 ,   
      

 Э ,       
        

; 
 

Such notification shall be sent upon registration by the 
Central Bank of Russia of the Payment System Operator in 
the register of operators of the payment systems and 
receipt of the registration certificate from the Central Bank 
of Russia; 
 

     
         
     

   ;  
 

Accession to the rules means entering into the contractual 
relationships with the Payment System Operator and the 
Payment Infrastructure Service Operators on the terms set 
out in these rules.  
 

      
 Э      

      
      

     Э .  
 

2.3. Suspension and Termination of American Express 
Payment System membership  

2.3.      
   Э   

2.3.1. Suspension of American Express Payment 

System membership 

2.3.1.      

 Э  

The American Express Payment System Participation 
cannot be suspended. 
 

      
Э   .  
 

2.3.2. Termination of American Express Payment 

System membership 

2.3.2.      

 Э  

Membership in the American Express Payment System 
can be terminated in one of two ways: the termination by 
the Payment System Operator and upon specific request 
by the Payment System Participant.   
 

     Э   
     :  

     Э   
     

      
 Э      

.  
 

2.3.3. American Express Payment System Participation 

termination by Payment System Operator 

 

2.3.3.      

 Э     

    

The Payment System Operator has the right to terminate a 
PКвЦОЧt SвstОЦ PКrtТМТpКЧt’s ЦОЦЛОrsСТp ТЧ tСО 
American Express Payment System in accordance with 
clause 6.3 of the Payment System Rules and American 
Express global business and operational policies. 
 

     Э   
      

     . 6.3  
    Э   

      
 Э . 

 
 

2.3.4. Voluntary termination by a Payment System 

Participant 

 

2.3.4.      

  Э     

  



П   ы А э  Э  
 

American Express Payment System Rules  
___________________________________________________________________________ 

 
26                                          П ч - ы   

AXP Public 
 

 

Participation in the American Express Payment System 
may be terminated upon specific request by the Payment 
System Participant.  
In order to voluntarily terminate as a Participant, the 
Participant must give written notice with a minimum period 
of 30 days addressed to the Payment System Operator by 
registered or certified mail, return receipt requested, or by 
personal or reputable courier service. 
 

     Э   
     

    . 
       

 Э ,    
     
      30 ( ) 

      
     ,  
  ,    
  . 

 

2.4. Payment System Participant Responsibilities to 
their Customers 

2.4.     
   

Payment System Participants shall service their customers 
in accordance with the terms and conditions of the licence 
issued by American and in accordance with the applicable 
law of the country of incorporation of the Payment System 
Participant and in accordance with the terms and 
conditions of agreements made between the Payment 
System Participants and their customers. 
 

      
     , 

  Э ,     
    

   ,  
( )  ,      

,     
   . 

 
In the process of providing services to their customers, 
Payment System Participants shall fulfil the following 
requirements: 
 

       
     
: 

A Payment System Participant Acquirer will ensure that the 
ЧОtаШrФ ШП POS’s Кt tСОТr ЦОrМСКЧt lШМКtТШЧs Тs КЛlО tШ 
accept American Express payment card transactions during 
their hours of operation so that such transactions can be 
routed to the Payment System Participant Issuer for 
authorisation. 
 

  -   
      -

     
Э         

    -  
     

  -   ; 
 
 

A Payment System Participant Acquirer will ensure that 
their merchant locations submit details of completed 
transactions in accordance with the terms and conditions of 
agreements made with their merchants. 
 

   -   
  -    
       

 ,   -  
; 

 
A Payment System Participant Acquirer will be responsible 
for the disbursement of payments for completed 
transactions to their merchants in accordance with the 
terms and conditions of agreements made with their 
merchants. 
 

  -   
     

   -   
     , 

   -   
; 

 
A Payment System Participant providing ATM services will 
ОЧsurО tСКt tСО ЧОtаШrФ ШП ATM’s Кt tСОТr lШМКtТШЧs Тs КЛlО tШ 
accept American Express payment card transactions during 
their hours of operation so that such transactions can be 
routed to the Payment System Participant Issuer for 
authorisation. 
 

,     
   ,    

       
  Э     

         
     

   -   ; 
 

A Payment System Participant Issuer will ensure that 
transactions initiated by American Express cardmembers at 
merchant locations or through ATMs are validated and 
appropriate authorisation decisions are provided in a timely 
manner during their hours of operation. 

  -   
      

   ,  
    -  
  ,     

  ; 
 

A Payment System Participant Issuer will ensure that their 
cardmembers are advised of completed transactions in 
accordance with the terms and conditions of agreements 

  -   
  ,   

  ,   
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made with their cardmembers.      , 
   ,   

  ; 
 

A Payment System Participant Issuer will be responsible for 
the collection of payments from their cardmembers in 
accordance with the terms and conditions of agreements 
made with their cardmembers. 

  -   
      , 

    ,  
   ,   
 ,    

 . 
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Chapter 3 - Procedure for engaging Payment 
Infrastructure Service Operators and 
maintenance of the list thereof 

 

 3 -     
ё      

  ё   

The requirements of this section are publicly accessible as 
part of these American Express Payment System Rules, 
which are maintained by and publicly available at the 
official web-site 

https://business.americanexpress.com/ru. 

  

      
     Э  

         
 https://business.americanexpress.com/ru. 

 
3.1. Requirements for Payment Infrastructure 
Service Operators  
 

3.1.     ё  
 

Payment Infrastructure Service Operators engaged by the 
Payment System Operator must be able to provide for 
uninterrupted functioning of the American Express 
Payment System in Russia. For this purpose, the 
Operations Centre and the Payment Clearing Centre must 
have back-up facilities from which all services may be 
provided if primary facilities go down. The Settlement 
Centre must be able to remedy any business interruption 
within maximum one calendar day and have the adequate 
technological background which guarantees American 
Express Payment System business continuity. 
 

  ё  , 
  ё  ,  

    
 ё    

Э   .       
      

,     
     ,  

  . ё    
         

       
 ,  
    

 Э . 
 

Operational Centre, Payment Clearing Centre (Central 
Payment Clearing Counterparty)  and Settlement Centre, 
which functions are performed by Payment System 
Operator  must have sufficient financial liquidity to carry out 
their functions.  
 

 ,     
 (    )  

 ,     
 ,    

     
. 

3.2. Banking Secrecy Provision 3.2.    

Operations Centre, Payment Clearing Centre, Central 
Payment Clearing Counterparty and Settlement Centre 
may not disclose data on transactions and accounts of the 
Payment System Participants and their clients, obtained 
through rendering of operational, clearing and settlement 
services to the Payment System Participants, except data 
transfer within the American Express Payment System and 
instances provided for by the federal laws. 
 

 ,   , 
     

       
        

,     
,     

  ,    
      Э  

     . 
 

3.3. Payment Infrastructure Service Operators 3.3.   ё   

3.3.1. Operations Centre  3.3.1.   

The Payment System Operator engages American 
Express Limited as the Operations Centre based on 
intercompany agreements made between them. American 
Express Limited performs functions of the Operations 
Centre engaged by the Payment System Operator 
provided for in these American Express Payment System 
Rules. The Payment System Operator is liable towards 
Payment System Participants for services of the 
Operations Centre engaged by the Payment System 
Operator in addition to the liability of the Operations Centre 
itself. The Operations Centre is liable towards the Payment  
 

 ё     
Э         

    .  
Э      

,    , 
    

  Э .    
ё      

  ,   , 
  ё  , 
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Clearing Centre and the Settlement Centre for the services 
of the Operations Centre and would be required to 
reimburse actual damage incurred with regards to the 
Payment System Participants, Payment Clearing Center 
and Settlement Center due to inappropriate operational 
services or non-performance thereof. 
 
 

.   ё    
  ,   

 ,     
    

(  )  . 
 

3.3.2. Payment Clearing Centre 3.3.2. ё     
Payment System Operator combines its activities with the 
functionality of the Payment Clearing Centre and The 
Central Payment Clearing Counterparty. The Payment 
Clearing Centre and Central Payment Clearing 
Counterparty perform their activities based on these 
American Express Payment System Rules and other 
American Express global business and operational 
policies. 
 

 ё       
 ё     

   . 
ё       

     
      Э  

       
 Э .  

 
 

The Payment Clearing Centre is liable towards Payment 
System Participants and the Settlement Centre for 
damages caused through non-performance or undue 
performance of payment clearing services. 
 

      
,      

    
(  )   . 
 

3.3.3. Settlement Centre  3.3.3. ё   

The Payment System Operator combines its activities with 
those of the Settlement Centre.  The Settlement Centre 
performs its activities based on the American Express 
Payment System Rules and other American Express 
global business and operations Policies and in accordance 
with agreement(s) with the Payment Clearing Centre and 
Payment System Participants. The Settlement Centre is 
American Express Bank LLC 

 ё       
  . ё   

      
 ,     

   ( )   
     . 

    «  Э  
». 

 

3.4. Maintenance of the List of Payment Infrastructure 
Service Operators 

3.4.     ё  
 

The Payment System Operator shall maintain the list of 
Payment Infrastructure Service Operators engaged by it 
according to the rules provided for by the Central Bank of 
Russia. The list is maintained in writing and held on the 
premises of the Payment System Operator.  
 

      
    ё  

    , 
     

. Э        
    . 

 
Any addition or deletion of a Payment Infrastructure 
Service Operator should be reflected in the list within the 
term specified by the Central Bank of Russia or within one 
month after such change. 
 

         
  ё    

  ,   
  ,      

,        
.  
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Chapter 4 - Funds Transfer Procedure and 
Transaction Processing 

 

 4 -      
    

4.1. Procedure for interaction among the Payment 
System Operator, Payment System, Participants and 
Payment Infrastructure Service Operators. General 
Process 

4.1.     
ё  ,  ё  

    ё  
.   

 

American Express Cards allow Cardholders to make 
payments or purchases without using cash and to withdraw 
cash at Automated Teller Machines (ATMs) and in bank 
branches, to make payments in ATMs and to send funds to 
the Card or account of another person, perform other 
payment operations, such as  telecom (mobile, phone, 
internet and hosting, long-distance and international 
telecom). 
 

  Э    
      

     
      

  ,    
,     

      , 
    

  /  ,  
  - . 

 
A typical purchase transaction involves the following 
parties: Cardholder, Merchant, Issuer and Acquirer. In a 
typical purchase transaction, a Cardholder purchases 
goods or services from a merchant using a card or other 
payment device. 
 

      
:  , -  

, Э   Э .   
     

  ,     
 .  

 
The following steps detail how the online authorization 
process works for a single transaction processed by a POS 
device in which an authorization response is needed prior 
to completing the transaction.  
 

     
     

,    -
,     
   . 

 
A cardmember presents an American Express card or 
payment card number to merchant.  
 

     
Э     -  

.  
 

The card information is captured by swiping the Card in the 
POS device, manually keying the information into the 
device, inserting a Chip-Card into a Chip-Enabled Device, 
or tap-ping/waving an Express pay enabled Chip Card or 
Mobile Proximity Payment Device over an Express pay 
enabled device. 
 

    -
,      

,      
        

     
 . 

 
The POS device relays the transaction data (including the 
card number, purchase amount, and other information 
which Participant- Issuer is able to check and so determine 
that the person performing the transaction is an eligible 
Cardholder) to the Acquirer. 

-      
  -  (  

 ,     , 
   -    

       
 ,     

  ). 
 

The Acquirer's system formats and transmits this data to 
the American Express Operational Centre as an 
Authorization Request message.  

    
-      

     
 . 

When the American Express Operational Centre receives 
this request, it identifies the Issuer by comparing the Card 
prefix with Network resident lookup tables and forwards the 
request to the Issuer's host system for uthorization. 

     
 ,  

 Э    
      

   Э    
   -   

. 
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Acquiring 

Participant/

  Э

American Express 

Operational Centre/

  
 Э

Merchant

or ATM/

   
ATM

Cardmember/

 

Issuing Participant/

-Э

Payment card/ 

 

Authorisation

Request/

 

Authorisation

Request/

 

Authorisation

Request/

 

 
 
 
 

 The Issuer's Authorization system reviews the 
transaction and cardmember Information and provides 
an authorisation response. 
 

  Э   
     

      
      .  

 
The American Express Operational Centre forwards the 
response to the Acquirer. The Acquirer system relays 
tСО КpprШprТКtО КМtТШЧ МШНО tШ tСО ЦОrМСКЧt’s POS 
device. 
 
 
If the Issuer is unable to respond, the American 
Express Operational Centre will respond in accordance 
with default parameters specified by that Issuer. 
 

     
 - .  

 Э     
 -  -  

. 
 

   -  
,     

     
  -    

,     
    -

. 
 

Once the Cardmember goes ahead with the 
transaction, the merchant confirms the transaction and 
record the authorisation code returned. The 
Cardmember is provided with their purchased goods or 
service. The merchant batches their American Express 
card transactions, once per day, and submit the 
transaction file to their Acquirer. 
 

    , 
-    

    -
    , . 

     .  
-     

,     
Э ,    ,      

   -
. 
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American Express 

Payment System 

Operational Centre/

  
 Э

Cardmember/

 

Payment System 

Participant

Issuer/

-Э

Goods or Services/

  

Transaction

Batch File/

 

File Validation

and Acceptance/

   

Merchant

or ATM/

   
ATM

Payment System 

Participant

Acquirer/

  Э

Transaction

Batch File/

 

 
 
 
 
 
 
 
The Acquirer will collate American Express 
cardmember transactions submitted by their merchants 
and submit a file to the perational centre (usually on a 
daily basis). 
 

  -   
    ,   

  -  
,        

    . 
 

The Operational Centre validates the incoming files and 
acknowledge receipt to the Payment System 
Participant as accepted, partially accepted or rejected. 
For both partially accepted and rejected files, 
explanations will be provided for the cause of the 
issues. 
 

      
   ,   

       
 .     

    ,  
  .  

 
Validated transaction files from American Express 
participants worldwide are collated and sorted into 
transaction and reconciliation files for each Participant 
bank. The transaction and reconciliation files are then 
sent to each Payment System participant. In addition, 
transactions in these collated and sorted files are used 
to calculate the net clearing position for each Payment 
System  participant. The Daily Activity Report, which 
sets out the net clearing position, will be sent to each 
participant. 
 

 ,    
,     

Э    ,   
      

- .  ,  
  ,    

 .   , 
    , 

    
    .  

   ,  
  ,  

    
. 
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American Express 

Operational Centre/

  
 Э

Cardmember/

 

Issuing Participant/

-Э

Transaction & 

Reconciliation File/

  
 

Daily Activity Report/

  
 

Merchant

or ATM/

  
 ATM

Acquiring 

Participant/

  
Э

Statements/ Statements/

Transaction & 

Reconciliation File/

  
 

Daily Activity Report/

  
 

 
 
 
In accordance with the net clearing position, the 
American Express Settlement Centre will as 
appropriate: 
 
 

    
 ,  :  

Credit those participants to whom funds are owed in 
line with the pre-set arrangements 
 

    , 
    ; 

 
Debit those participants from which funds are due in 
line with their pre-set arrangements 

    , 
    . 

 
American Express Payment System settles its 
obligations directly with Participants. Similarly, 
Participants settle their obligations directly with 
American Express Payment System. Payment System 
PКrtТМТpКЧts’ ШЛlТРКtТШЧs КrО ЛШШФОН ШЧ tСО CОЧtrКl 
Payment Clearing Counterparty balance accounts as 
amounts due to American Express Payment System, 
and the Payment System obligations are booked on the 
balance accounts of the Central Payment Clearing 
Counterparty as the amounts due to the Participant(s). 
 

   Э  
     

     
.      
     

      
Э .     

     
    

     
  Э ,   

   Э  
     
    

  ( )  
. 
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4.2. Procedure for Payment Clearing and 
Settlement within the American Express Payment 
System 

4.2.   ё  
  ё    ё  
  Э  

 
Procedure for defining Payment System Participant 
Obligations 
 

    
  

 

The Payment Clearing Centre  and  Central Payment 
Clearing Counterparty clear Payment Instructions 
submitted by the Payment System Participants for 
payment clearing within the American Express 
Payment System.  
 

     
    

    
,   

   ё    
    Э . 

 
The Operational Centre determines the amounts due 
from or to each Payment System Participant as a result 
of the payment clearing processes (the net clearing 
positions) and    Payment Clearing Center determines 
the sufficiency of funds for payment orders execution. 
The Operational Center determines the net payment 
clearing position and sends payment instructions to the 
Payment Clearing Center. Payment clearing positions 
are determined on netto basis. Payment Clearing 
Centre sends an authenticated system generated 
payment instruction to the Settlement Centre for 
execution via banking software installed in Settlement 
Centre. 
 
 

    , 
     

     
     ё  
 ( ё   ),  

     
   
  .  

    
      

     
 .   

   - . 
    

   
      

   , 
   . 

 
The Payment Clearing Process (until July 2014): 
 

   (  1  
2014): 
 

Each sending Payment System Participant creates and 
sends to the Payment Clearing Centre, via the 
Operations Centre engaged by the Payment System 
Operator, inbound files recording its transactions.  
 

    
 ё       

    , 
   . 

The Operations Centre verifies that the inbound files 
conform to established formatting and content 
requirements, validates them, and sorts the files 
(outbound files) for the purpose of sending transactions 
to each receiving Payment System Participant. 
 

    
    

,   ,  
      

    
. 

 
The Operations Centre informs each sending Payment 
System Participant whether its inbound files have been 
validated or rejected by sending an Acknowledgment 
file. This information is being sent byia the Operations 
Centre on behalf of the Payment Clearing Centre. 
 

      
   , 

      
   
 .    

        
   . 

 
The Operations Centre merges all transactions 
addressed to a receiving Payment System Participant; it 
generates and sends outbound files (comprising such 
transactions, but not comprising the payment clearing 
positions) via the Operations Centre to the relevant 
receiving Payment System Participant. 
 

     , 
    

 ; ё    
     ,  

      
 ,    

   
 .  
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The Operations Centre, loads all sorted transactions 
from sending Payment System Participants into a global 
database for the purposes of extracting, processing and 
calculating net clearing positions for each Payment 
System Participant. 
 

      
 ,   

     
 ,    

   - ,   
     

     -
    

 -     
,    

    . 
 

The Operations Centre provides the Payment Clearing 
Centre with Daily Activity Reports (DAR) that details the 
net clearing positions, calculated based on transactions 
from Payment System Participants, of each Payment 
System Participant for the last payment period. 
 

     
     ё   

,     
ё        

,    
- ,    

      
 . 

 
The Payment Clearing Centre uses the Daily Activity 
Report to check that there are sufficient funds available 
on Payment System Participant bank Accounts held at  
Settlement Centre  to ensure that obligations resulting 
from the net clearing position calculation can be met 

    
       

     
 ,     , 

 ,  ,  
     

. 
 

Payment System Participants must maintain sufficient 
funds on their bank Accounts opened with Settlement 
Centre and will be responsible for adequate and timely 
funding of such Accounts to meet their obligations 
arising from the net clearing position calculation 
process. 
 

    
     , 

   ,   
        

     
   , 

    - . 
 

The Payment Clearing Centre sends instructions to the 
Settlement Centre based on each Payment System 
PКrtТМТpКЧt’s ЧОt МlОКrТЧР pШsТtТШЧ ШЧМО pОr ЛКЧФТЧР НКв.   
 
 

     
ё   ,   
ё      

 ,      
 .   

 
The Payment Clearing Centre only forwards instructions 
containing payment clearing positions to the Settlement 
Centre where sufficient funds have been validated as 
available and cleared. Credit (overdraft) facilities will not 
be permitted on a Payment System Participants 
Accounts opened with Settlement Centre. 
 
 

    
     

        
    

   
.   ( )  

    , 
   ,  .  

 
If there are insufficient funds on the Payment System 
Participant(s) Accounts the Central Payment Clearing 
Counterparty will immediately advise the relevant 
Payment System Participant, that the Payment System 
PКrtТМТpКЧt’s pКвЦОЧt ШЛlТРКtТШЧ ТЧ ПКЯШur ШП Central 
Payment Clearing Counterparty will not be executed. 
Only when the Payment System Participant has 
remitted sufficient available funds to their Account, will 
the instructions be executed by the Settlement Centre. 
 
 

       
  ( )   

    
   

     
     

   
.   

    
       

   , 
     
   
.  
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Where there are insufficient funds, partial execution of a 
PКвЦОЧt SвstОЦ PКrtТМТpКЧt’s pКвЦОЧt ШЛlТРКtТШЧs Тs 
not permitted. 
 

    
     
   Э   
. 

 
To ensure the continuity of the payment system 
processing of payment instructions, funds insufficiency 
on Payment System Participant(s) Account(s) defined 
above will not stop the processing of other payment 
instructions for other Payment System Participants or 
subsequent payment instructions for the same Payment 
System Participant when there are sufficient funds in the 
PКвЦОЧt SвstОЦ PКrtТМТpКЧt’s Account. entral 
Clearing Counterparty shall have sufficient funds placed 
with the settlement account of American Express 
Limited and shall use such funds to pay other 
Participants in case of insufficiency of funds of other 
Participants. 
 

     
      

   Э ,  
      

( )  ,  ,  
    

      
     

      
      

   .  
    

   ,  
    ,  

 Э     ,  
      

      
     

  .  
 

The Payment Clearing Centre (Central Payment 
Clearing Counterparty) maintains daily records of 
mutual claims and obligations resulting from completed 
transactions on Payment System Participant payment 
cards at Payment System Participant merchant and 
ATM locations. 
 

   (  
  )  

     
,     

    
   -  

  .  
 

The claims and obligations of the Payment System 
Participants shall be accounted for separately in each of 
the currencies specified for settlement purposes. 
 

     
 ,    

  ,    . 
 

A Payment System Participant's obligations against the  
Central Payment Clearing Counterparty  and the   
Central Payment Clearing Counterparty   obligations 
against a Payment System Participant shall be recorded 
in the Payment System Participants and  Central 
Payment Clearing Counterparty   settlement accounts, 
opened with the Settlement Centre. Statements of the 
above accounts made by the Settlements Center will 
be sent to Payment System Participant and shall be an 
unconditional evidence and written proof of availability 
of mutual claims and obligations in any disputable 
situation. 
 

    
     

      
      
     
      
  ,   

 .     , 
  ,  

     
    

    
      

-   .  
 

The changes in Payment Clearing Process is as 
follows (after the 1

st
 of July 2014) 

 

     
(  1  2014): 
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The Payment Clearing Centre will extract, process and 
accept PКrtТМТpКЧts’ pКвЦОЧt ТЧstruМtТШЧs ПШr ОбОМutТШЧ 
including review thereof against the requirements,   
determine net clearing positions for each Payment 
System Participant and the Central Payment Clearing 
Counterparty КЧН НОlТЯОrОs tСО КММОptОН PКrtТМТpКЧts’ 
payment instructions to the Settlement Centre. 
 

   , 
,     
   , 

    
    

,    
     

      
    -  

       
   

,      
    

  . 
 

The Payment Clearing Centre will provide Payment 
System Participants with Daily Activity Reports that 
detail the net clearing positions of each Payment 
System Participant and sends out notifications 
(confirmations) to the Payment System Participants on 
their payment instructions acceptance for execution and 
sends out notifications (confirmations) to the Payment 
System Participants on their payment instructions 
execution. 
 

     
     ё  

 ,   
  ё      

       
   ( ), 

     
  ,    
 ( ),  
    

. 
 
 

4.3. Applicable Methods of Settlement 

 

4.3.    

In accordance with Regulation of the Bank of Russia 
No. 383-P НКtОН 19 JuЧО 2012 “OЧ tСО FuЧНs TrКЧsПОr 
RulОs” tСО ПШrЦs ШП МlОКrТЧР sОttlОЦОЧts аТtСТЧ tСО 
American Express Payment System are as follows: 
 

    Э  
    

     
     19 

 2012  № 383-  «   
   »: 

 

 Settlements in the form of money transfer as 
requested by the payee (direct debit); 

 

      
    
 (  ); 

 

 Credit transfer. 
 

   . 
 

4.4. PaвЦОЧt SвstОЦ PartТМТpaЧts’ Settlements 
Procedure within American Express Payment 
System 

4.4.     
  Э    

    

 

Each Payment System Participant shall open and 
maintain an Account with the Settlement Centre. 
 

      
ё   ё  .  

 
Each Payment System Participant will be advised by 
the Payment Clearing Centre of their net clearing 
position and their activity for the previous 24 hours by 
receipt of the Daily Activity Report. 

      
    

      
,   

    
     

    24 . 
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The Settlement Centre executes funds transfers in 
accordance with the instructions provided by the 
Payment Clearing Centre to appropriately debit or 
МrОНТt К PКвЦОЧt SвstОЦ PКrtТМТpКЧt’s Account or 
American Express Limited and/or Central Payment 
Clearing Counterparty     balance account opened with 
the Settlement Center. After a funds transfer is 
executed the Settlement Centre sends a payment 
confirmation to the Payment System Participant. 

ё     
     

    
    ё  ,  

 Э    ( )  
    

,    ,  
   .   

     
    

    ,  
   . 

 
Mutual claims and obligations that result in net 
settlements in the American Express Payment System 
will be between the Payment System Participants and 
American Express only.  
 

      
   -    

  Э     
     

 Э .  
 

There will be no direct settlements between Payment 
System Participants in the American Express Payment 
System. 
 

     
     

 Э   . 
 

The Funds Transfer Process is as follows: 
 

   : 
 

On delivery of payment instructions the Settlement 
Centre validates that payment instructions are in 
accordance with Regulation of the Bank of Russia No. 
383-P НКtОН 19 JuЧО 2012 “OЧ tСО FuЧНs TrКЧsПОr 
RulОs” КЧН tСКt Кll rОquТrОН ТЧПШrЦКtТШЧ Тs prОsОЧt. 
 

    
  ,   

     
     19  2012 № 383-

 «      
»,     

. 
 

The Settlement Centre debits or credits a Payment 
System Participant’s Account or American Express 
Limited and/or Central Payment Clearing Counterparty 
balance account according to the amounts detailed on 
payment instructions. 
 

      
   /   

    
     ,   

 . 
 

The Settlement Centre sends a statement as of close of 
business to each Payment System Participant, which 
will include all payment orders processed that day for 
that Payment System Participant. 
 

     
       

,      
  ,    

  ,   
     

 . 
 

 

4.5. Procedure for Handling a Funds Transfer within 
the American Express Payment System 

 

 

4.5.    
     

  Э  

 

For the sole purpose of this section the term Cardholder 
rОПОrs tШ PКвЦОЧt SвstОЦ PКrtТМТpКЧt’s МlТОЧts ТЧМluНТЧР 
private individuals, selfemployed or corporate customers 
in accordance with the applicable regulation of the 
Russian Federation. 

      
     

   –  , 
 ,  

,    
    

. 
Payment System Participants effect funds transfers on a 
bank account by way of various mechanisms: 

    
      

: 
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DОЛТtТЧР ПuЧНs ПrШЦ tСО pКвОr’s ЛКЧФ Кccount and 
crediting funds to the bank accounts of the funds 
receiver (including the use of intermediary banks), 
ЛКsОН ШЧ tСО CКrНСШlНОrs’ instructions made with the 
use of electronic means of payment, including Payment 
Cards;  

      
      

  (  . .   
- )    

 ,    
  ,  . .  

; 
DebТtТЧР ПuЧНs ПrШЦ tСО pКвОr’s ЛКЧФ КММШuЧt КЧН МКsС 
withdrawal of funds by the Individual Clients, based on 
tСО CКrНСШlНОrs’ ТЧstruМtТШЧs ЦКНО аТtС tСО usО ШП 
electronic means of payment, including Payment Cards; 
 
 

      
     

  -   
    , 

     
,     ; 

Accepting cash on the basis of an Individual 
CКrНСШlНОrs’ pКвЦОЧt ТЧstruМtТШЧs ЦКНО аТtС tСО usО ШП 
electronic means of payment, including Payment Cards, 
and crediting funds to the bank accounts of the funds 
receiver (including the use of intermediary banks). 

      
  ,   

   ,  
    ,   

      (  
    - ). 

 
FuЧНs trКЧsПОrs КrО ТЧТtТКtОН Лв CКrНСШlНОrs’ 
instructions captured with the use of electronic means of 
payment (or its data fields), including Payment Cards. 
All such operations are carried out in compliance with 
the requirements of the Bank of Russia of 24.12.2004 
No. 266-P "On the issue of bank cards and transactions 
made with the use of payment cards" and the 
requirements of these Payment System Rules. 

     
    

,     
  (  ),    

 .     
 ,    

   24.12.2006 . № 266-  «   
    ,   

  »   
 . 

In executing transactions Authorization, identification 
and authentication may be performed in accordance 
with the requirements of Russian legislation and these 
Payment System Rules. 

     
,     

   
    . 

Upon completion of the payment operation made with 
Payment Cards, primary accounting documents 
(receipts, slips) are created electronically and/or in hard 
copy. These documents serve as the basis for the 
compilation and transmission of payment instructions of 
the holder of the electronic means of payment (including 
Payment Cards) sent to the Payment System 
Participants. 

      
    
  ( , ),  

      . 
     

     
 ,   
 . 

 
Such funds transfers become irrevocable from the 
moment the Cardholders verifies its payment instruction. 

 
     

      
    

 .  
In case an operation is carried out without irrevocability 
comes into effect at the moment when the Card is 
properly accepted for payment and primary accounting 
documents are handed (receipts, slips) where 
applicable. 

      , 
      

     
    

( , ),  . 
Funds transfers become unconditional when all the 
conditions for the Authorization and verification of 
operation, as well as identification and/or authentication, 
in accordance with the requirements of Russian 
legislation and Global American Express business and 
operational policies. 

     
     
      

 ,  /  
     

    
     

 Э . 
Funds transfers are final when the funds are credited to 
the bank account of the recipient (when the transfer is 
effected for the same Payment System Participant), or 
to the Account of the Payment System Participant that 
provides services to recipient.  

     
     
      

 (      
    )  

    , 
  . 
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4.6. Irrevocability, Unconditionality and Finality in 
settlement with the Payment System Participants. 

 

4.6. ,   
     

  

 Irrevocability of funds transfer occurs at the time of 
debiting the payer's account, opened with the 
Settlement Centre. The finality of funds transfer occurs 
at the time the funds are credited to the beneficiary's 
Account, opened with the Settlement Center. 

     
      

  ,    
.    
      
   - ,   

 . 
Payment instruction are sent by the Payment Clearing 
Centre to the Settlement Centre without conditions for 
the funds receiving by the Payment System 
Participants. 
 

ё  ,  
ё    ё  

,   -    
     

. 
 

4.7. American Express Payment System Hours of 
Operation 

 

4.7.     
 Э  

The Payment System Participant Issuer is responsible 
for responding to all Authorization Requests twenty-four 
(24) hours per day, seven (7) days per week in 
accordance with the policies set forth in the American 
Express global business and operational policies. 
 

  -   
   
     

 24  , 7     
     

   Э . 
 

Payment System Participant Acquirers are responsible 
for routing Authorization Requests from merchants and 
ATMs twenty-four (24) hours per day, seven (7) days 
per week. 
 

  -   
    
    

-    ,  24 
  , 7   . 

 
The Payment System Participant transaction data files 
will be processed by the Operations Centre twenty-four 
(24) hours per day, seven (7) days per week and 
Payment System Participants may send files and 
receive files twenty-four (24) hours per day, seven (7) 
days per week 
 

   , 
   , 

    24  
 , 7   .   

     
      

24   , 7   . 
 

Sending Payment System Participants may send 
transaction data files multiple times throughout the day. 
Files are processed according to the transmittal date 
and time stamp on the header record during the file 
capture process. Payment System Participants must 
comply with the settlement timeframes, specified in 
Exhibit 2 and ensure sufficient funds on their Accounts. 
It is the Payment System Participant's responsibility to 
control and monitor the submission process until an 
acknowledgment is received from the Payment 
Clearing Centre via the Operations Centre. 
 

     
,    , 

   .   
      

,       
  .     

       
   Э   

  .  
     
 ,    2,  
      

    ,  
       
   

     
    

    
    

 Э . 
 



П   ы А э  Э  
 

American Express Payment System Rules  
___________________________________________________________________________ 

 
41                                          П ч - ы   

AXP Public 
 

 

 
 

Funds transfer of the Payment System Participants is 
executed not later than the dates specified in the 
Federal law No. 161-FГ “RussТКЧ LКа ШЧ NКtТШЧКl 
PaymОЧt SвstОЦ” НКted 27 June 2011. Date and time 
of the execution of any action by Payment System 
Operator and Payment System Participants are 
determined by the Moscow time. 

     
    , 

   №161- .  
      

     
     

.  
Operating hours for the execution of the payment 
instructions of the Payment System Participants 
established in accordance with the Exhibit 2. 
Payment system participants are informed about the 
changes of the working hours, weekends and public 
holidays in the American Express Payment System no 
later than five (5) working days prior to the date of the 
changes. 

    
    

     2.  
     

 ,    
     

Э    5 ( )     
.  

 
Payment System Participants are informed about the 
changes of the settlement schedule within the 
American Express Payment System not less than 2 
(two) months prior to the effective date of the changes. 
Notification is made by sending to the Payment System 
Participants electronic messages and placement  
information in  Payment System Operator office, as well 
as on the official website  
https://business.americanexpress.com/ru 

 

     
      

   ,   2 ( ) 
      . 

    
    
      

     
 ,     

  https://business.americanexpress.com/ru  

  . 
 

Payment System Participants must settle the net 
clearing position with the American Express Payment 
System on the same day as receipt of the Daily Activity 
Report, unless the banking cut-off time in Moscow 
restricts same-day settlement, in which case, the 
Participant must settle with American Express Payment 
System on the following Business Day. 

     
,     
       

 ,    
       

    ,  
       

     . 
 

4.8. Procedure under which a funds transfer is to 
be accompanied by information about the payer as 
required by Russian anti-money laundering 
legislation, if such information is not included in 
the instruction of a Payment System Participant 

4.8.    
     

     
   

 ,   
,  ,      

    

This requirement does not apply to the American 
Express Payment System as all money transfers in this 
system are payment card transfers. 
 
 

 ё    Э   
  ,   

      
    

. 
 

Payment System Participants must ensure all 
transactions and activities are undertaken in 
compliance with the requirements of American Express 
and applicable local law including the requirements of 
Federal Law on Combating Money Laundering and the 
Financing of Terrorism (No. 115-FZ of August 7, 2001). 

    
     

 Э    
,   

  N 115-    7  2001 
 "     

( ) ,    
,   "   

      
 . 

 

https://business.americanexpress.com/ru
https://business.americanexpress.com/ru
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Chapter 5 - Risk Management  5 -   

The Payment System Operator defines the risk 
management system in order to ensure the reliability 
and operational continuity of the American Express 
Payment System. The risk management system is 
defined to meet requirements of the  Federal Law 
No. 161-FГ НКtОН 27 JuЧО 2011 “OЧ tСО NКtТШЧКl 
PКвЦОЧt SвstОЦ”and the requirements of the 
Central Bank of Russia. 
 

     
   Э    

    .  
       

  № 161-   27  2011  «  
  »   

  . 
 

The principal function of the risk management 
system is to define the operational continuity of the 
American Express Payment System, to define the 
governance structure required to achieve that and to 
define the methodology and control measures to 
demonstrate that operational continuity and the 
mitigation actions necessary to maintain that 
continuity. 
 

      
    

  Э ,   
 ,    

 ,    
   ,  

      
 . 

 
To ensure operational continuity of the American 
Express Payment System, all Payment System 
Participants and all Payment Infrastructure Service 
Operators will develop and implement a combination 
of risk methods and measures to ensure compliance 
with the requirements of the local applicable law, the 
Central Bank of Russia requirements and the 
American Express Payment System rules. 
 

     
   Э    

      
       

  ,   
 ,    

,   ,   
   Э . 

 

5.1. The Risk Management Model 5.1.    

The American Express Payment System is a 
Payment System Operator self-governed payment 
system. 
 

      
Э     

   .  
 

The Payment System Operator will create the risk 
management structure with respect to its own 
functional responsibilities and of the relevant 
departments under its control.  

     
     

 ,    ,  
  . 

 
The Payment System Participants and the Payment 
Infrastructure Service Operators will create their risk 
management structure with respect to their own 
functional responsibilities and of the relevant 
departments under their control. This should be 
defined in accordance with local applicable law, the 
Central Bank of Russia requirements and 
requirements set out in these Rules. 

       
    
     
  ,   

 ,    
,     

  ,     
,    

  Э . 
 

5.2. Risk Management Structure Activities 

 

5.2.     

 

In the frames of the risk management in American 
Express Payment System the following measures 
are defined: 

        
Э      

 : 

5.2.1. Risk Management Governance Structure 

 

5.2.1.     

The American Express Payment System, risk 
management system is responsible for the risk 
management, operational continuity and general 
functioning of the American Express Payment 
System. This function consists of: 
 

       
     

    Э  
    

 : 
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 American Express Bank LLC Chairman of 
the Management Committee 

 

    «  Э  
»; 

 

 American Express Bank LLC Risk 
Manager; 

 

      
   «  Э  

»; 
 

 American Express Bank LLC Head of 
Operations; 

 

     «  
Э  »; 

 

 Other departments of the Payment System 
Operator and American Express as defined 
by their responsibilities 

 

      
    «  

Э »     . 
 

5.2.2. Risk management functional 

responsibilities 

5.2.2.     

 

In order to control the Payment System Operational 
CОЧtrО КЧН  PКrtТМТpКЧts’ КМtТЯТtв ШЧ ЛusТЧОss 
continuity of American Express Payment System the 
Payment System Operator shall establish the 
following key responsibilities of the risk 
management function:  
 

      
      

     
    Э  

     
  ,   

  : 
 

to ensure the continuous operation of the American 
Express Payment System 
 

    
  Э ; 

 
to assess the likelihood and impact for each 
identified risk on a regular basis 
 

      
     ; 

 
to initiate any necessary actions to manage risk level 
changes 
 

       ; 
 

to ensure adherence and compliance to the payment 
system rules by the Payment System Participants 
and the Payment Infrastructure Service Operators 
 

     
  Э      

    ; 
 

to collect, process and systematize information in the 
frame of risk management, including information 
received from the Payment System Participants and 
the Payment Infrastructure Service Operators, 
 

,       
 ,  ,   
       

; 
 

to propose changes to the American Express 
Payment System rules with regards to the 
improvement of the risk management system 
 

       
Э       

     Э . 
 

The segregation of the risk management roles and 
functions is set out in the internal documents of the 
Payment System Operator. 

      
      
     
, ,     

    . 

5.2.3. Informing the Governing bodies of the 

Payment System Operator 

5.2.3.     
   

The risk management functions will report on a 
regular basis to the Payment System Operator 
Management Committee on the performance risk 
criteria, report of Payment System Participants 
sufficiency of funds, any changes in payment 

system participant market risk rating, significant 

issues with merchant fraud, delays in payment 
processing as a result of payment participant 
payment failures.  
 

       
      

    Э ,   
    , 

      
 ,  ,   

   , 
      

Э ,     
   . 

 
The risk management functions will escalate issues         
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to American Express Bank LLC Board of Directors 
on as needed basis if there is a significant impact on 
the American Express Payment System 
performance, its operational continuity or if any of 
the risk management measures require significant 
amendment. 
 

  «  Э  »   
     

     
  Э    ,   

      
. 

 
The Payment System Participants, in accordance 
with their risk management structure, will report 
information about increased risks of interruption of 
the Payment System operations as soon as they 
discover such risk and by any available 
communication means, including but not limited to 
the description of the nature of the risk, the root 
cause, the potential impact and mitigating solutions 
and timelines being considered. 
 

  ,     
   ,   

  ,   
    Э  

  ,    
      , 

   ,    
,  ,  , 

  ,     
. 

 
The Payment System Operator employee shall 
immediately escalate information, received from the 
Payment System Participant, to Payment System 
Operator Management Committee on as needed 
basis if there is a significant impact on the American 
Express Payment System performance, its 
operational continuity or if any of the risk 
management measures require significant 
amendment. 
 

   ,   
,      

       
     

     
  Э    ,   

      
 

 

The reporting guidelines as well as the escalation 
guidelines is set out in the internal documents of the 
Payment System Operator. 

     
     
  . 

 

5.2.4. Operational Continuity Parameters  

 

5.2.4.    
   Э  

 

In order to measure the performance of the 
American Express Payment System, the Payment 
System Operator has defined the following criteria:  
 

     
   Э    

    : 

The required response performance in respect of 
the transaction authorization request processing 
time provided by the Operational Centre will not 
exceed an average of 10 seconds over the reporting 
period, with respect to issues within the control of 
the Operational Centre. 
 

     
 ,    

      
 .     

  10     
,      
   . 

 
The required response performance in respect of 
the Payment Clearing Centre services will be 
determined as the time taken to receive incoming 
files, validate those files and respond. This time will 
not exceed 3 hours, with respect to issues within the 
control of the Payment Clearing Centre. 
 

     
,      

  ,     . 
     3    

      
. 

 
The required response performance in respect of 
completing the settlement process and the resulting 
movement of funds to the Payment System 
Participants settlement accounts will not exceed 2 
working days, with respect to issues within the 
control of the Settlement Centre. 

   , 
      

     .  
    2     

    . 
 

5.2.5. American Express Payment System 

Operational Continuity procedure 

5.2.5.    
    

Э  

To execute continuity of operations in the American 
Express Payment System, Payment System 

     
   Э ,   
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Participants and the Operational Centre should 
develop and implement a combination of risk 
methods and measures to ensure compliance with 
the requirements of the American Express Payment 
System rules. 
 

      
       

,     
     Э . 

 

Responsibility for management of interruption risk of 
the American Express Payment System operation 
continuity is distributed among American Express 
Payment System Operator, Operational Center and 
the Participatns according to the present American 
Express Payment System Rules. 

     
     

 Э     
 ,      
     
   Э . 

 

5.2.5.1. Procedure for coordination of the activity 

within American Express Payment System. 

5.2.5.1.    
     Э  

The Payment System Operator governs risk 
management and coordinates the activity of the 
subjects of American Express Payment System. 
Such coordination is performed through the 
interaction between American Express Payment 
System Operator, Participants and Operational 
Center on a regular basis to identify, collect and 
analysis of the information about risks in American 
Express Payment System which is used to prevent 
and / or mitigation of the negative impact on the 
American Express Payment System operations as 
well as in case of emergency situations which 
require immediate solutions. 

     
      

   Э     
    

 Э .    
    , 

  ,    
    ,    

       
Э     /    

    
  Э ,      

 ,   . 
 

The American Express Payment System 
Operational Center is responsible for:  

      
    :  

Maintenance of the required response performance 
in respect of the transaction authorization request 
processing time on an appropriate level. 
 

    
   ,  

       
  . 

 
Informing the Payment System Operator and the 
Payment System Participants in the event of an 
emergency. 
 

     
    ,   
   . 

Execution a full American Express Payment System 
contingency plan test of all its IT applications and 
network connectivity used by Payment System 
Participants on a regular basis.  
 

      
      

,    , 
  . 

 
 

Providing a fall-back service for those Payment 
System Participants who are temporarily unavailable 
in the case of providing an authorization 
confirmation to requesting Payment System 
Participant Acquirers. The parameters of the service 
are agreed with each Payment System Participant 
by the Payment System Operator at inception or as 
later amended. 

    
     

,      
,      

 ,    
 – .     

       
       

   Э   . 

5.2.5.2. Continuous operation requirements  5.2.5.2.      
    

The American Express Payment System Operator, 
will develop and maintain the Payment System 
contingency plan in the event of any emergencies, 
and in doing so determines: 
 

       
      

     
 ,   : 

 

the list of threats that may lead to an interruption in 
payment system operation and the classification of 
such threats depending on the level of adverse 
effect on the American Express Payment System; 

 ,    
   Э      

      
   Э ; 
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the list of critical operational processes; 
 

    ; 
 

the procedure for reporting on and activating the 
payment system contingency plan in the event of 
emergencies; 
 

      
      
  ; 

 
the action plan necessary to restore the American 
Express Payment System; 
 

     
   Э    ,   
 ; 

 
the testing of the American Express Payment 
System contingency plan not less than once every 
two years. 
 

     
    Э ,  

,     . 
 

Payment System Participants must establish their 
own  contingency plans in the event of failure, 
including insolvency or other suspension of 
business operations as required by the applicable 
law and in compliance with American Express 
Payment System rules.  

 

     
     

     
 ,    

      
      

     
  Э . 

 
Such payment system contingency plans are to be 
provided to the Payment System Operator on 
request. 
 

     
   . 

The Payment System Operator sets out the 
technical requirements of continuous American 
Express Payment System operation through: 
 

     
    

    Э : 
 

the establishing of the mandatory technical network 
functionality; 
 

     
 ; 

 
the execution of the established procedures to 
ensure proper processing of the data and payment 
information; 
 

      
   ; 

 

the release into production of new and/or upgraded 
payment system technical functionality on a periodic 
basis; 
 

     /   
    ; 

 

to mitigate the risk of operational failure through 
periodic functional testing 
 

     
    
; 

 
the setting out of requirements for the Payment 
System ParticipКЧt’s МОrtТПТМКtТШЧ. 
 

     
 . 

Payment System Participants must provide the 
necessary IT applications and network connectivity, 
which will be certified by the Payment System 
Operator in accordance with the standards and 
technical specifications required by the American 
Express Payment System and American Express 
global business and operational policies 
 

     
     , 
    ,  
     

    Э   
      

Э .  
 

The Payment System Participants bears all risks 
associated with the violations of the technical 
requirements of the American Express Payment 
System. 
In case of an interruption in service (system 
outages) that results in a loss of connection or 
network connectivity between the Payment System 
Participants and the payment system, Payment 
System Participants must cooperate with the 
Payment System Operator and comply with any 

       , 
      
   Э .  

     (  ), 
        

      
   Э ,    

       
    . 
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requests to resolve the interruption. 
 
In the event of any emergencies or events that have 
caused the interruption in service, Payment System 
Participants must immediately inform the Payment 
System Operator by phone and subsequently in 
writing of the situations, cause and consequences at 
the following: 
 

   , ,   
   ,    

    
         

,      
    : 

 
Contact Details (Moscow Banking Hours): 
 

American Express Bank LLC, American Express 
Payment System Operations Department 

К   (      
): 

 «  Э  » 
      

Э  
 

33-1 Usacheva Str, Moscow 119048 
 

. , 33, . 1, . , 119048 

Tel: +7 495 933 8400 Te : +7 495 933 8400 
 

Email: AEPSRUSSIA@aexp.com 
 

Э . : AEPSRUSSIA@aexp.com 

Contact Details (24 x 7): 

American Express Global Network 
К   ( ,  ) 

   Э  
 

Tel: +1 602 766 1150 TО : +1 602 766 1150 
 

5.2.6. Methods for Analyzing Payment System 

Risks 

5.2.6.       
 Э  

 

5.2.6.1. Risk Types. Risk level assessment 5.2.6.1.  .    

Payment System Operator, within the risk 
management system, defines the following types of 
risks will be assessed and monitored: 
 

        
 Э      

  ,    : 
 

Payment System Participant Risk      

A Payment System Participant is unable to meet its 
financial obligations to the payment system due to 
financial difficulties. The assessment of the Payment 
SвstОЦ PКrtТМТpКЧt’s rТsФ ТНОЧtТПТОs Тts 
creditworthiness and its financial standing to assess 
its ability to fulfil its respective settlement obligations 
on time and in full. 
 

      
 Э      , 

  .    
     

     
 ,      
      . 

 
Payment System Participant creditworthiness and 
financial standing is assessed according to the risk 
provisions in the American Express Payment System 
rules and American Express global business and 
operational policies on a regular basis. This may be 
more frequent particularly in situations where there is 
higher than usual perceived risk or where specific 
information has become available. Following these 
assessments, the Payment System Operator can 
request the assignment of collateral in the form of an 
irrevocable letter of credit or bank guarantee as 
collateral on behalf of Payment System Participants. 
 

     
       
   Э     

    Э   
       , 
     

 .     
        
      

       
   . 

 

The long-term rating of a Payment System 
Participant shall be rated by a recognized debt-rating 
КРОЧМв Кt ЧШ lОss tСКЧ “ТЧЯОstЦОЧt РrКНО” (Т.О., ТЧ tСО 
МКsО ШП FТtМС КЧН StКЧНКrН КЧН PШШr’s, ЧШt lОss tСКЧ 
“BBB-”, КЧН ТЧ tСО МКsО ШП MШШНв’s, ЧШ lОss tСКЧ 
“BКК3”). TСО PКвЦОЧt SвstОЦ OpОrКtШr аТll usО tСО 
lowest rating of the rating agencies. If a Payment 
System Participant is not rated by one of the rating 
agencies, it will be rated on a similar scale by internal 

     
  ,   

     ,   
   « -  » 

( , ,  FТtМС  StКЧНКrН КЧН PШШr’s, 
    « -»    MШШНв’s  

   «BКК3»).    
      .  
,       

mailto:AEPSRUSSIA@aexp.com
mailto:AEPSRUSSIA@aexp.com
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American Express rating teams. 
 

  ,   
 Э      

 . 
 

Payment System Participants will be assessed on 
their settlement performance against the defined 
settlement execution criteria issued by the Payment 
System Operator. Serious or repeated disruptions 
caused by non-settlement with lead to the actions 
defined in chapter 6. 

    ,   
 ,    
  .     

    ,  
    ,    

6     Э . 
 

The Payment System Operator has the right to block 
PКвЦОЧt SвstОЦ PКrtТМТpКЧts’ МКrН trКЧsКМtТШЧs ТЧ 
the event of application of bankruptcy or liquidation 
procedures against that Payment System Participant 
Шr ТЧ tСКt PКвЦОЧt SвstОЦ PКrtТМТpКЧt’s ТЧКЛТlТtв tШ 
provide an acceptable form of security defined 
above. 
 

      
       

      
       

     
    Э    

. 
 

Legal Risk    
The Payment System Operator will establish a 
procedure to: 
 

     
    : 

 
Monitor any changes in Russian legislation and 
Central Bank of Russia directives related to payment 
processing. 
 

      
   ; 

 

Ensure any required amendments to the American 
Express Payment System rules are implemented 
 

      
  Э     

      
  Э ;  

 
Periodically review all related agreements 
 

  ,    
    ; 

 
Ensure any disputes are addressed according to the 
American Express Payment System rules. 
 

       
   Э . 

 
Fraud Risk 
 

  
 

The Payment System Operator sets out the criteria  
for identification of the high risk merchants. All 
Payment System Participants will be notified of 
merchants identified as potential high risk through 
FraudNet (an American Express provided 
application). In addition to the notification, the 
Payment System Operator will provide the list of 
actions to address the fraud risk concerns. 
 

       
  -      

.       
 -     

    FrКuНNОt 
(  ,   Э ).  

   ,   
      

      
  . 

 
All Payment System Participants are required to 
cooperate fully to investigate all frauds or potential 
frauds, to take action to minimise any losses, to hold 
funds if appropriate, to assist and regulatory or law 
enforcement agencies and to initiate legal action 
against any perpetrators. 
 

       
       

    , 
       

,     , 
    

     
   . 

 
Paymvent System Participant Acquirers must 
provide, in addition to the above requirements, fraud 
risk and detection procedures to ensure its 
merchants cooperate fully and provide all relevant 
information in any investigation. It may be necessary 
to terminate such merchant relationships for any 
participation in fraudulent activity and for any 
negative effect on the American Express brand. 

   - ,    
 ,    

    ,  
-     

   ,  
 .        

 Э       
-  ,   
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  . 

 
The Payment System Participant has a right to 
request the block of the card transactions to prevent 
fraudulent actions by itself. 

      
     

  . 
The Payment System Operator has a right to block 
PКвЦОЧt SвstОЦ PКrtТМТpКЧts’ МКrН trКЧsКМtТШЧs ТЧ К 
fraudulent situation to limit potential loss where there 
is no reasonable alternative. 
 

      
      
       

      
  . 

  

5.2.6.2. Assessment of the regularities of 

American Express Payment System operations 

5.2.6.2.    
   Э  

 

American Express Payment system Operator 
performs the Business Impact Analysis to identify the 
irregularities of the payment system operation.  The 
Business Impact Analysis provides the foundation for 
recovery prioritization by identifying critical functions 
by locations with a potential for negative impact. The 
following information is gathered and analyzed for 
each function by location as well as the application(s) 
that support the function: 
 

     
   Э    

       
    Э .  

      
   Э    

     
Э ,  ,   

  ,    
 .    
       

    : 
 

An evaluation of criticality of all American Express 
Payment System functions performed at each 
location (function name, function description and 
locations are captured); 
 

      
Э      (  

,    ); 
 

The brand and legal/regulatory impacts to the 
American Express Payment System if the 
Function/Location were lost; 

     ,   
      

Э      ; 
 

The business determines the Recovery Time 
Objective in hours or days. This is the length of time 
a business function can be unavailable before its 
operations and processing are significantly affected; 
 

    , 
     .   , 

       
      

 ; 
 

The business determines the Recovery Point 
Objective, which is the maximum tolerable data loss 
for that business function; 
 

   ,  
      

. 
 

Iidentification of potential failures in the payment 
system operation, classifying such failures according 
to their effect on continuity; 
 

    
     Э , 

       
     

  Э . 
 

5.2.6.3. American Express Payment System 

Business Impact Analysis  

5.2.6.3.      
    

 Э  

In the frames of the modelling and analysis of the 
American Express Payment System operations the 
following Business Impact Analysis Data 
Assumptions are applied: 
 

       
   Э   
      
  : 

 
Recovery objectives include sustaining the current 
client base and continuity of the business activity as 
necessary to maintain a continuous level of 
American Express Payment System service; 

     
 Э      
     

   Э ; 
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Identified impact values (Financial, Regulatory/Legal 
and Brand) are based on the maximum effect of a 
total outage of the identified critical business activity 

   ( , , 
)       

       
Э ; 

Identified impact values are measured with the 
assumption that no recovery capability exists for the 
business activity. 
 

   ,   
    

    Э ; 
 

When considering impacts it cannot be assumed that 
our competitors are experiencing similar outages 
 

   ,   
     ; 

 
Business Impact Analysis criticality is determined by 
the evaluation of the impact values (Financial, 
Regulatory/Legal and Brand) provided by the line of 
business; 
 

      
   Э  ,  

   ,   
 ; 

 
Each critical business function is rated according to 
its impact across financial, legal/regulatory and brand 
impact areas. The probability of occurrence is also 
assessed against each critical business function. The 
overall risk of that function being interrupted is the 
combination of the impact and the probability it will 
occur. 
 

      
      Э  

       
,     ,   

 ,    
    . 

       
    ,  

 ,    . 
 

That provides a risk level (high, medium or low) 
which is then used to identify those business 
functions where the most preventative and 
comprehensive contingency plans are required. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

     ,   
      ,  

      
    
      . 
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5.2.6.4. Acceptable level of interruption risks in 

American Express Payment System 

5.2.6.4.     
    

 Э  

Acceptable level of interruption risks is determined 
as follows: 
 

     
    Э  

  : 
 

Type of interruption 
Acceptable 
level 

Non 
Accceptable 
level 

Payment Processing 
issues – continue 
processing with 
workaround solutions  1-2 days over 2 days 

Payment System 
Participants late 
payments/insufficiency 
of funds 

1-2 days, 1-
2 times a 
year 

longer 
periods, 
more than 2 
times a year 

Funding of American 
Express account – 
insufficient funds not allowed not allowed 

Counterparty risk – fall 
in rating below 
acceptable level 

acceptable 
short term 
with 
increased 
collateral 

over 6 
months 

 

  
 

  

C   
 

  
 

 
 

 
  

Э    
 

  1-2  
 2-  

 

 
 

 
 

   
    

1-2 , 1-2   
 

 2-  
,  2 

   

 
   

 
Э      

 
 

 
 
 

  
Э   

 

 6   
 

 
 

  
 6 

 
 

5.2.6.5. Assessment of the level of interruption 

risks 

5.2.6.5.      
 

Measure for maintenance of the acceptable level of 
of the risks of interruption in American Express 
Payment System are as follows: 
 

      
    

   Э     : 

Monitoring of the settlements and cases of the 
delays in settlements by Settlement Center and 
American Express Payment System Participants; 

      
    

      
; 

 
Regular analysis if the relevant financial statements 
to assess the risks (downgrade if the credit rating) of 
the American Express Payment System 
Participants. 
 

      
  (   )  
 . 

 

Analysis of the Operational Continuity Parameters of 
American Express Payment System mentioned in p. 
5.2.4.. 

    
   Э ,    

5.2.4. 
 

In case of identification of any changes in the        
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permitted level of interruption risk or in the risk 
profile for continuous operation of American Express 
Payment System the responsible person (structural 
division) of the American Express Payment System 
Operator determines the probability and potential 
value of the negative impact to the  American 
Express Payment System and informs the executive 
body of the  American Express Payment System 
Operator about necessary measures to be taken in 
order to prevent or mitigate the increased risk to the 
American Express Payment System operations. 
 

    
  Э ,   (  

)     
      

   Э ,   
      

     Э   
      

       
    Э . 

 

5.2.6.6. Assessment of the effectiveness of the 

risk management system 

5.2.6.6.     
 

 

In order to improve risk management system in the 
American Express Payment System, assessment of 
the effectiveness risk management system is 
performed by the responsible persons of the 
American Express Payment System Operator, 
based on the information about risks, cases of the 
interruption of the American Express Payment 
System operations and other available information. 

     
   Э     

    
  , c   
 ,    
  ,    

    Э   
  . 

 
Based on the results of the relevant assessment, 
which is reported to the executive bodies of the 
American Express Payment System Operator, the 
decision to improve the risk management 
procedures is taken. 

   ,    
     

   ,  
      

 ,   
     Э . 

5.2.7. Provision of Risk Management Information 

 

5.2.7.   ,   
  

 

The Payment System Operator has the right to 
request any information relating to the operation of 
the American Express Payment System from the 
Payment System Participants and the Payment 
Infrastructure Service Operators. 
 
The Payment System Operator will receive 
information from all Payment Infrastructure Service 
Operators on a regular basis. 
 

      
 ,   

    Э ,   
     ё  

. 
 
        

      
.  

 
Payment System Participants will in their internal 
processes, include procedures to inform the 
Payment System Operator of events that did, or 
may, result in reduction or loss of performance in 
authorisation, funds transfer or settlement, including 
cases of system failure, with an analysis of their 
causes and consequences. 
 

       
    

   ,    
    , 

      ,    , 
   ,      

 . 
 

Payment System Participants must immediately 
notify the Payment System Operator in writing of 
any suspected or confirmed cases of loss, theft, or 
compromise of any materials or records that contain 
American Express Payment System transaction 
Data. 
 

   ,   
    , 

         
 -       

   Э ,  
     

     . 
 

Payment System Participants must notify the 
Payment System Operator about any changes 
affecting the operation of the data communication 
infrastructure. 

     
      

,     
  . 
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5.2.8. Procedure in emergency, disputed and 

non-standard situations 

 

5.2.8.    ,  
   

In the event of an emergency, disputed and non-
standard situations Payment System Participants 
must inform  the Payment System Operator  by 
sending an email, the fax or telephone to the contact 
details stipulated in Payment System rules. 
situations Payment System Participants must 
provide to the Payment System Operator  
documentation stating the reasons and effect of the 
situation and is to include all business and technical 
consequences and resolution  
 

      
,     

     
       

 ,     
.     

      
     , 

        
 . 

  
 

The Payment System Operator provides support 24 
hours per day, 7 days per week. 
 

      
 24     7   . 

 
Contact Details (Moscow Banking Hours): 

American Express Bank LLC, American Express 
Payment System Operations Department 

К   (      
): 

 «  Э  » 
      

Э  
33-1 Usacheva Str, Moscow 119048 

 
. , 33 . 1, . , 119048 

Tel: +7 495 933 8400 Te : +7 495 933 8400 
Email: AEPSRUSSIA@aexp.com 
 

Э . : AEPSRUSSIA@aexp.com 

Contact Details (24 x 7): 

American Express Global Network 

К   ( ,  ) 

   Э  
 

Tel: +1 602 766 1150 TО : +1 602 766 1150 
 

5.2.9. Procedure for Operational and/or 

Technical amendments or upgrades 

 

5.2.9.     
    

 

The procedure for changing operational and 
technological means and procedures is set by the 
Payment System Operator and Payment 
Infrastructure Service Operators as defined in 
American Express global business and operational 
policies for the implementation of changes. 
 

     
      
       

  ,     
     Э . 

Payment System Participants will be advised of 
changes at least 6 months in advance of the 
changes coming into effect, except in cases where 
urgent implementation of changes are required for 
the prevention of critical failures in the American 
Express Payment System. 
 
 

      
   ,   6   

   ,  
      

      Э . 
 

5.2.10. Procedure for American Express 

Payment System Independent Assessment 

5.2.10.      
 Э  

 

The Payment System Operator will select, upon the 
decision of its executive body and / or in case of 
interruption event of the operational continuity of the 
American Express Payment System, qualified 
external auditor following its standard procurement 
process to assess the performance and compliance 
of its operation and technical infrastructure. 

      
   /     

   
    

 Э     
      

   ,  

mailto:AEPSRUSSIA@aexp.com
mailto:AEPSRUSSIA@aexp.com
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 . 
 

5.2.11. Procedure for ensuring Information 

Security in American Express Payment System 

 

5.2.11.      
   Э  

 

See chapter 7. .  7. 
  

5.3. Risk Management Methods 

 

5.3.    

 

The risk management system will use the following 
methods to ensure operational continuity: 
 

     
  : 

 
by using irrevocable bank guarantees or letters of 
credit as collateral on behalf of Payment System 
Participants 
 

     
     
   ; 

 
by the blocking of payment cards issued by Payment 
System Participant where it is unable to meet its 
obligations 
 

  ,   
 ,     

    ; 
 

other appropriate methods as specified in the 
American Express Payment System rules 
 

   ,  
    Э . 

 
The risk management system will not use a 
payment system guarantee fund as risk 
management method. 

    Э   
      

  . 
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Chapter 6 - Compliance with the American 
Express Payment System Rules 

 

 6 - К    
    

Э  

The Payment System Operator is responsible for 
monitoring compliance with the payment system rules 
by Payment System Participants and by Payment 
Infrastructure Service Operator.  

    
     
  Э   

      
.  

 

6.1. Right of American Express Payment System to 
Monitor, Audit, Inspect or Investigate  

 

6.1.     
Э    , 

      

In exercising control of compliance with the American 
Express Payment System rules by Payment System 
Participants and Payment Infrastructure Service 
Operator, the Payment System Operator can, if 
appropriate and within the framework of American 
Express Payment System Rules: 

      
    Э  

      
    

        
     

 Э :  
 

request financial and compliance information  including 
information on their activity. This information should be 
provided to the Payment System Operator in the form 
requested (including but not limited to hard or soft copy, 
by mail or via electronic mail) and within the time frame 
requested by the Payment System Operator.  
 

  ,   
     

  Э ,   
      

   . 
     

       
   ,   

  (   
     ,  

   )   , 
   .   

 
request an audit of the activities of Payment System 
Participants and Payment Infrastructure Service 
Operator for compliance with the American Express 
Payment Systemrules. Such audits may be conducted 
by the Payment System Operator itself or by specialized 
third-party organizations engaged by the Payment 
System Operator. All costs incurred will be met by the 
Payment System Participant and Payment Infrastructure 
Service Operator 

    
        
    
   Э .  

      
     

     
,     

 ,  
 .    
      
      

  .  
 

take adequate measures against the Payment System 
Participants and Payment Infrastructure Service 
Operator if they fail to comply with the requirements of 
the payment system rules.  
 

     
     

     
     

  Э .  
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Payment System Participant and Payment Infrastructure 
Service Operator must cooperate fully with the Payment 
System Operator in an investigation or onsite review. 
This cooperation includes providing access to the 
premises and to all pertinent records and releasing any 
information to the Payment System Operator upon 
request. 

      
    

     
       

. Э  ,    
       

   ,   
  , 

   . 

6.2. Procedure for auditing Payment System 
Participants and Payment Infrastructure Service 
Operator 

6.2.     
     
  

 

The Payment System Operator shall have the right at 
any time and upon giving a Payment System 
Participant and Payment Infrastructure Service 
Operator thirty (30) days advance written notice, to 
audit the activities of such Payment System Participant 
and Payment Infrastructure Service Operator (including 
its financial statements).  
 

      
    , 

     
     30 

( ) ,    
(      ) 

      
   . 

 
Audits may be carried out with respect to certain 
КspОМts ШП PКвЦОЧt SвstОЦ PКrtТМТpКЧts’ КЧН PКвЦОЧt 
IЧПrКstruМturО SОrЯТМО OpОrКtШr’s activities. The scope 
of the audits can include the required standards of 
financial soundness, AML compliance, operational 
capability, American Express Payment System 
continuous operation requirements, risk assessment 
and management and other questions within the 
framework of the American Express Payment System 
Rules.  
 

     
    

      
.     

   ,  
   / ,  
   

  Э ,     
 .       

     
   Э .  

 
The Payment System Operator reserves the right to 
conduct a complete audit and Vulnerability Threat 
Analysis of any infrastructure or functional equivalent 
that facilitates connection to the American Express 
Payment System to ensure compliance with applicable 
American Express global business and operational 
policies. These audits and vulnerability threat analyses 
will include security assessments and may include 
physical and on-site assessments. 
 

      
      

     
     

 ,  
     

 Э ,    
     

 Э .     
        
    

Э ,       
     . 

 
АСОЧ КuНТtТЧР PКвЦОЧt SвstОЦ PКrtТМТpКЧts’ КЧН 
Payment Infrastructure Service OpОrКtШr’s activities, 
the authorised representatives of the Payment System 
Operator or specialised third-party organisations 
engaged by the Payment System Operator shall have 
the right to: 
 

    
      

    
     

     
   

 :  
 

receive and review documents of the Payment System 
Participants and Payment Infrastructure Service 
Operator; 
 

     
      

;  
 

where necessary receive copies of documents for filing 
purposes; 
 

      
   ;  
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receive verbal and written clarifications on matters 
rОlКtТЧР tШ tСО PКвЦОЧt SвstОЦ PКrtТМТpКЧts’ КЧН 
PКвЦОЧt IЧПrКstruМturО SОrЯТМО OpОrКtШr’s activities; 
 

      
    

      
;  

 
СКЯО КММОss tШ PКвЦОЧt SвstОЦ PКrtТМТpКЧts’ КЧН 
PКвЦОЧt IЧПrКstruМturО SОrЯТМО OpОrКtШr’s places of 
business; 
 

     
      

   ;  
 

Inspect the premises of a Payment System Participant 
and Payment Infrastructure Service Operator at any 
time and charge them a fee for this inspection. 
 

      
       

  ,    
      ; 

 
Conduct an investigation or onsite review at the 
Payment System Participant's and Payment 
IЧПrКstruМturО SОrЯТМО OpОrКtШr’s ОбpОЧsО 

    
      

   ; 
 

 Monitor and Conduct security inspections at any 
location that has excessive fraud activity 
 

     
,     

   . 
 

have access to the information systems of Payment 
System Participants and Payment Infrastructure Service 
Operator, and obtain information in electronic form. 
 

     
       
 ,   

   . 
 

Payment System Participants and Payment 
Infrastructure Service Operator must cooperate fully 
with any such audit.  
 

       
    

     
. 

 
The Payment System Operator shall require that the 
auditors maintain the confidentiality of any confidential 
information of the Participant and Payment 
Infrastructure Service Operator in question.  
 

      
   

    
       

,     
. 

 
Based on the results of an audit, the authorized 
representatives of the auditing party shall prepare  a 
confidential audit report containing general information 
about the activities of Payment System Participants 
and Payment Infrastructure Service Operator as well as 
specific information regarding the initial audit request. 
 

    
    

 ,     
      

   , 
      

    
,     

. 
 

A report of any audit conducted pursuant to this section 
shall be deemed to be confidential information jointly of 
the Payment System Operator and the Payment 
System Participant and Payment Infrastructure Service 
Operator, and will be shown only to staff of either party 
who are responsible for supporting the American 
Express Payment System.  
 

   ,   
   ,   

    
  ,   
      

,      
    

   , 
     

  Э ,  
 . 
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If such audits indicate that a Payment System 
PКrtТМТpКЧt’s КЧН Payment Infrastructure Service 
OpОrКtШr’s ШpОrКtТШЧs КrО НОПТМТОЧt аТtС rОspОМt tШ tСО 
required standards, the Payment System Participant 
and Payment Infrastructure Service Operator shall 
propose within thirty (30) days after receiving such 
audit results, a corrective plan and to eliminate the 
deficiencies identified in the audit. 
 

      
,     

       
     

  ,  
     30 

( )     
    

    ,   
 ,   

 . 
 

6.3. American Express Payment System Rules 
Violations  

 

6.3.     
 Э  

 

Payment System Participants and Payment 
Infrastructure Service Operator shall be responsible for 
compliance with the System Rules. 
 

       
    

     
 Э .  

 
IЧ МКsО ШП PКвЦОЧt SвstОЦ PКrtТМТpКЧt’s КЧН PКвЦОЧt 
IЧПrКstruМturО SОrЯТМО OpОrКtШr’s ЯТШlКtТon of these 
American Express Payment System Rules the 
Payment System Operator may: 
 

     
     

    
 Э ,    

:  
 

instruct the Payment System Participant and Payment 
Infrastructure Service Operator to remedy the breach; 
 

       
    
 ;  

 
apply fines as defined in American Express global 
business and operational policies ; or 
 

 ,   
     

Э ;  
 

tОrЦТЧКtО tСО PКвЦОЧt SвstОЦ PКrtТМТpКЧt’s 
membership in the American Express Payment System 
and terminate the agreement with the relevant Payment 
Infrastructure Service Operator.  

     
      

   Э .  
 

6.4. Appeals 6.4.  

If a Payment System Participant believes that an 
imposed condition is unreasonable, it may appeal to the 
Payment System Operator. 

    ,  
   

,     
   . 

 
The Payment System Participant must prove in its 
appeal that the prohibition or imposed conditions are 
impractical or unwarranted. 
 

 

      
   ,   
    

  . 

 
The decision of Payment System Operator is final. 
 

      
    . 

6.5. Merchants Investigation responsibilities  

 

6.5.     
 -     
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Payment System Operator may request an 
investigation of merchants at any time within the 
framework of the American Express Payment System 
and in accordance with American Express global 
business and operational policies. Payment System 
Participant Acquirers are obliged to fully cooperate with 
any such investigation. 
 

     
  -  

     
 Э       

     
  Э .  

  -    
     

. 
 

Payment System Participant Acquirer and the merchant 
are obliged to correct any deficiencies identified in the 
respective audit or investigation. The Payment System 
Operator reserves the right to levy fines on either party 
in accordance with the American Express global 
business and operational policies. 
 

   -   -
    
,    .  

     
       

     
   Э .  

 
If the merchant fails to correct an identified violation, 
the Payment System Operator can impose conditions 
upon the Merchant, suspend the merchant for a 
prescribed period or permanently prohibit the 
MОrМСКЧt’s КММОptКЧМО ШП tСО AЦОrТМКЧ EбprОss МКrН.  
 

 -     
,    

,     
     

 -  , 
  -  

     
 -    

.  
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Chapter 7 - Information Protection 
Requirements  

 7-     

The Payment System Operator and each Payment 
System Participant and Payment Infrastructure Service 
Operator shall comply with requirements of the 
Resolution of the Government of the Russian 
FОНОrКtТШЧ NШ 584 Кs ШП JuЧО 13 2012 “OЧ tСО 
approval of the regulations on information security in a 
pКвЦОЧt sвstОЦ” КЧН tСО CОЧtrКl BКЧФ ШП RussТК 
Regulations No 383-P Кs ШП JuЧО 9, 2012 “OЧ tСО 
requirements to the ensuring of protection of 
information during the carrying out of transfers of 
money and on the procedure for the performance by 
the Central  Bank of Russia of control of observance of 
the requirements to the ensuring of protection of 
information during the carrying out of transfers of 
ЦШЧОв”.  
 

   ,  
      

    
"       

",   
    13  

2012 . № 584,     
  9  2012 № 382-  "    

    
      

     
     

    
  ”. 

 

Payment System Participants must protect American 
Express Cardmember Data and Sensitive 
Authentication Data by adhering to the Information 
Security Policy as described in more detail in Exhibit 1 
to these American Express Payment System 
rules(Information Security Policy). 
 

    
     

Э     
    
,     
 1     

  Э  (   
). 

 
The Payment System Operator and each Payment 
System Participant shall ensure information security 
regarding information security tools and methods, 
personal data, and other information that must be 
protected in accordance with the Russian Federation 
laws (hereinafter -“ТЧПШrЦКtТШЧ”) Лв аКв ШП tКФТЧР lОРКl, 
organizational, and technical measures for the purpose 
of: 
 

      
    

      
  , 

    , 
     

    
(  – ),   

,     
 : 

 
protecting information from unauthorized access, 
destruction, modification, blocking, copying, transfer, 
and dissemination, as well as from any other unlawful 
actions with such information; 
 

    
 , , 

, , , 
  ,    

     
; 

 
ensuring confidentiality of information; and 
 

  ; 
 

ensuring the right to access information in accordance 
with the applicable Russian laws. 
 

       
    

. 
 

For the purposes of ensuring information security the 
Payment System Operator and each Payment System 
Participant shall take the following measures: 
 

     
      

    
 : 

 
establishing and arranging operation of a separate unit 
responsible for information security (an information 
security division), or appointment of an officer 
(employee) responsible for information security;  
 

    
    
 (   
)     

( ),    
 ; 

 
ensuring that duties of employees who are involved in 
processing information include duties to comply with the 
information security requirements; 

    , 
   , 
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 ; 
 

taking measures to identify information security threats 
and analyze information system vulnerabilities; 
 
 

 ,   
     

   ; 
 

analyzing and managing risks of noncompliance with 
the information security requirements; 
 

     
      

; 
 

developing information security systems and 
incorporating such systems into information systems; 
 

     
   ; 

 
using information security tools (encryption tools, tools 
designed to protect information from unauthorized 
access, antivirus software, firewalls, intruder detection 
systems, and security control (analysis) tools); 
 

    
(  ( ) , 

    
 ,  

 ,   
,   , 

  ( ) ); 
 

detecting and responding to information security 
incidents; 
 

 ,    
   ,   

; 
 

ensuring information security when using public data 
information and telecommunication networks 
 

    
 -

   ; 
 

determining a procedure of access to the payment 
sвstОЦ’s ТЧПrКstruМturО ПКМТlТtТОs ЛОТЧР usОН tШ prШcess 
information; 
 

     
  , 

 ; 
 

organising and conducting monitoring and assessment 
of compliance with the information security requirements 
at the own infrastructure facilities at least once every 
two years. 
 

      
      
     

1 ( )   2 ( ) . 
 

The Payment System Operator and each Payment 
System Participant shall approve their local (internal) 
regulations setting out a procedure of compliance with 
the information security requirements. 
 

      
     
 ( )  , 

    
  . 

 
For the purpose of control (assessment of) over 
compliance with the information security requirements 
the Payment System Operator and each Payment 
System Participant may engage, under a contract, 
organizations licensed to provide technical protection of 
confidential information. 
 

   ( )   
      

      
   ,  
      

 . 
 

Control (assessment of) over compliance with the 
information security requirements shall be performed by 
the Payment System Operator  and each Payment 
System Participant, either independently or under the 
contract with an organization licensed to provide 
technical protection of confidential information 
(outsourced). 
 

 ( )    
    

      
 ,     

,     
    

 (  ). 
 

The information security requirements shall be complied 
with: 
 

    : 
 

in case of developing and creating information systems 
– at all stages of their creation, modernisation and 
operation; and 
 

      
 –    ( )  , 

,     
;  

 
in case of acquiring information systems – upon their      – 
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commissioning and in the course of their modernisation 
and operation. 
 

    , , 
    . 

 
For the purposes of ensuring information security the 
Payment System Operator and each Payment System 
Participant must follow the relevant regulations of the 
Central Bank of Russia.  
 

      
     
    

    
  . 

 
Requirements for information security in funds transfers 
shall apply to protect the following information: 
 

     
     

     
: 

 
information on cash balances on bank accounts; 
 

      
 ; 

 
information on balances of electronic funds; 
 

     
; 

 
information on effected funds transfers, including 
information contained in notices (acknowledgements) 
rОlКtОН tШ tСО КММОptКЧМО ШП tСО PКrtТМТpКЧts’ 
instructions, as well as in notices (acknowledgements) 
related to the fulfilment of the Payment System 
PКrtТМТpКЧts’ ТЧstruМtТШЧs;  
 

     
,    ,   

 ( ),   
     

,     ( ), 
    

 ;  
 

information on effected funds transfers as kept in the 
operational centre using payment cards or located 
outside the Russian Federation; 
 

     
,      

     
   ; 

 
information contained in the instructions of funds 
trКЧsПОr ШpОrКtШrs’ МlТОЧts Кs ОбОМutОН ТЧ tСО КpplТМКЛlО 
ПШrЦ ШП МlОКrТЧР, tСО PКвЦОЧt SвstОЦ PКrtТМТpКЧts’ 
ТЧstruМtТШЧs, tСО pКвЦОЧt МlОКrТЧР МОЧtrО’s ТЧstruМtТШЧs; 
 

,     
     

     
 ,   
 ,   

 ; 
 

information on payment clearing positions; 
 

    ; 
 

information required for clients to authenticate their right 
to dispose of funds, including data of payment 
cardmembers; 
 

,    
    
,      

 ; 
 

key information of cryptographic facilities for information 
protection used in funds transfers; 
 

    
 ,   

   ; 
 

information on the configuration determining the 
operation parameters of automatic systems, software, 
hardware, telecommunications equipment operated by a 
funds transfer operator, operator of payment 
infrastructure services, and used for funds transfers, as 
well as information on the configuration determining the 
operation parameters of information protection 
hardware; 
 

  ,  
   , 

 ,  
 ,  

,   
     

,    
,    

   ,  
   ,  

      
; 

 
restricted information, including personal data and other 
information subject to mandatory protection under 
Russian laws and processed in funds transfers. 
 

  ,    
    , 

      
  , 
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 . 

 
For the purposes of analysis of ensuring in the payment 
system of the protection of information during the 
carrying out of transfers of money resources Payment 
System Participants shall provide to Payment System 
Operator by request or  annually,  if no request is 
received, the following information:  
 

      
     

     
     
      
,       

    : 
 

about the degree of performance of requirements to the 
ensuring of the protection of information during the 
carrying out of transfers of money resources;  
 

      
     

 ; 
 

about the carrying out of the procedure of ensuring the 
protection of information during the carrying out of 
transfers of money resources;  
 

     
    

 ; 

about the revealed incidents connected with 
infringements of requirements to the ensuring of the 
protection of information during the carrying out of 
transfers of money resources;  
 

  ,   
     

    
 ; 

 
about the results of the carried out estimations of 
conformity;  
 

    ; 

about the revealed threats and vulnerabilities in 
ensuring the protection of information. 
 

       
 . 

 
The American Express Payment System Operational 
Centre located outside of the Russian Federation shall 
ensure compliance with the American Express global 
business and operational policies in all areas of  
information security.  
 
 
Payment System Participants  assume legally binding 
obligations to comply with the American Express 
Payment System  rules and the American Express 
global business and operational policies  
 

     
Э ,     

,    
     

 Э      
.  

 
     Э , 
      

    Э   
     

 Э . 
 

The American Express Payment System risk 
management function includes analysis of the 
information security in the payment system when 
effecting money transfers, which receives periodically 
but at least once a year information about Operational 
CОЧtrО’s КМtТЯТtТОs Кs аОll Кs tСО ТЧПШrЦКtТШЧ КЛШut 
ШtСОr AЦОrТМКЧ EбprОss ОЧtТtТОs’ КМtТЯТtТОs, КЧН rТsФ 
assessments relating to the information security within 
the payment system. This information shall contain, 
inter alia, the following data: 
 

     
 Э     

      
   ,  

   ,    
     

Э    ,    
   ,    

        
   .  
 ,  , 

 : 
 

data classification 
 

  

provision of rights of access, including access to the 
information systems and applications, and the rights 
access compliance control 
 

  ,    
   ,  

     
 

data encryption 
 

  
 

data transmission protection 
 

     

physical protection of data processing centres 
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logical security system for network and servers that 
provide access to data, information systems and 
applications 
 

     , 
   , 
    

 
control over unauthorized access to network and 
servers 
 

       
 

 
control over the procedure for data storage and 
maintenance of logs of information access attempts. 
 
 

      
    . 

 
 

information security breaches while performing of 
operational services by the Operational Center. 

     
   

 . 
 

Information security incidents, including incidents within 
the American Express group of companies, relating to 
payment system activity, shall be promptly reported to 
the Payment System Operator through the Operational 
Centre and controlled in real-time mode with 
implementation of all subsequent actions in accordance 
with the requirements of Russian law and the American 
Express global policies and standards to the extent not 
contravening such law 
 

    , 
    Э , 

     
 Э ,   

     
  ,    

      
     
  ,  

     
  Э ,  ,   

.  
 

All amendments and improvements to the information 
systems and applications shall be made by the 
Operational Centre and American Express apart from 
the processes of their ongoing use. 
 

      
    

 ,    
Э ,      

. 
 

The information security activity of the Operational 
Centre and American Express shall be subject to the 
annual audit by an independent unit of the American 
Express to be conducted using a risk-oriented 
approach under which any high risk areas are subject 
to mandatory audit. If such areas relate to payment 
system activity, the results of such audit shall be 
reported to the Payment System Operator by the said 
unit. 
 

  ,   
 Э      
    

   Э ,  
    

      
      

 .  ,   
     
 Э ,    
      
 . 

 
Payment System Participants, Payment Infrastructure 
Service Operators and the Payment System Operator 
shall on their own ensure information protection within 
their corporate information system as required by these 
American Express Payment System rules.  
 

  ,   
     
    

     
     

    
  Э .  

 
The Payment System Participants, Payment 
Infrastructure Service Operators and the Payment 
System Operator shall ensure information security in 
funds transfers, in exchanging e-mails, in keeping 
information related to their activities in the payment 
system, for which purpose the following may be used: 
 

  ,   
      

    
    

 ,    
,   , 

      
  Э ,      

: 
 

the provisions of national standards for information 
protection, standards of organisations, including those 
of the Central Bank of Russia, recommendations in the 

     
,  ,    
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area of standardisation, including the recommendations 
of the Central Bank of Russia adopted under Russian 
laws on technical regulation; 
 

,    
,     

   , 
     

    
; 

 
the provisions of documents as determined by 
international payment systems; 
 

 ,  
  ; 

 
the provisions of the documents as determined by the 
Russian legislation; 

 ,  
  ; 

 
the results of risk analysis in ensuring information 
security in funds transfers on the basis of models of 
threats and information interlopers detected in national 
information protection standards, including the 
standards of the Central Bank of Russia adopted under 
Russian laws on technical regulation, or on the basis of 
models of threats and information interlopers detected 
by a payment system operator, funds transfer operator, 
payment infrastructure services operator. 
 

     
     

       
  , 

     
 ,  ,  

     
 ,     

    
 ,    

     
,   

 ,    
 ,    

. 
 

All the Payment System Participants shall immediately 
inform the Payment System Operator on any revealed 
incidents related to information security under the 
procedure and in the form required by the Payment 
System Operator; the Payment System Operator shall 
separately notify the Payment System Participants 
about such procedure and form. 
 

     
    

    ,   
  ,    

    
;      

    
      
. 

 
Each Payment System Participant and the Payment 
System Operator shall regulate the revision of the 
procedure for ensuring information security in funds 
transfers as required by the Payment System Operator, 
in connection with: 
 

      
    
    

    
    , 

   ,  
: 

 
any change in information protection requirements 
under the payment system rules; 
 

     , 
    

 Э ; 
 

any change in Russian laws, the regulations of the 
Central Bank of Russia covering relations in the national 
payment system. 
 

 ,    
  ,   

   , 
    

 . 
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Payment System Participants and Payment 
Infrastructure Service Operators shall ensure using 
information protection hardware intended for detecting 
a malicious code and to prevent its impact on 
information infrastructure facilities (hereafter - the 
“СКrНаКrО prШtОМtТЧР ТЧПШrЦКtТШЧ ПrШЦ К ЦКlТМТШus 
МШНО”) ТЧ МШЦputОr ОquТpЦОЧt, ТЧМluНТЧР ATMs КЧН 
payment terminals if technically possible to do so; 
regular upgrading the hardware protecting information 
from a malicious code and databases used in the 
hardware protecting information from a malicious code 
and containing the description of malicious codes and 
methods of their deactivation. 
 

       
    

    
,    
     

     
  (  – 

     
  ),   

 ,    
 ,    

;    
     
     , 

     
     

       
  . 

 
The Payment System Operator shall keep record of 
and make available to Payment System Participants 
and Payment Infrastructure Service Operators the 
following information: 
 

      
      

     
: 

 
on any incidents revealed in the payment systems and 
related to violations of requirements for information 
security in funds transfers; 
 

     , 
     

    
   ; 

 
on methods of analysis of and responding to incidents 
related to violations of requirements for information 
security in funds transfers. 
 

      , 
     

    
   . 
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Chapter 8 - Dispute Resolution  8 -   

8.1. General Provisions 8.1.   

Disputes between a Payment System Participant and 
the Payment System Operator should generally be 
settled in the ordinary course of business. Therefore, 
neither the Payment System Participant nor the 
Payment System Operator shall have the right to resort 
to litigation or any other procedure prior to exhausting 
the arbitration procedures set forth in this Chapter 8. 
 

      
    

    . 
,    , 

      
      

    
,   

 8. 
 

The procedure for disputes resolution between the 
Payment System Operator  and Payment Infrastructure 
Service Operators shall be set out in the agreement(s) 
pursuant to which Payment System Operator appoints 
and authorizes Payment Infrastructure Service 
Operators to perform such functions for American 
Express Payment System (except where the Payment 
System Operator combines the functions of the 
Payment Clearing Centre and Settlement Centre). 
 
 

     
     
    

 ( ),     
     

     
   

     
Э  (   ,   

    
     

). 
 

The Payment System Operator shall represent the 
Payment Infrastructure Service Operators in relations 
with Participants and all disputes between Participants 
and the Payment Infrastructure Service Operators 
 shall be resolved in accordance with the provisions of 
this Chapter below except where the Payment System 
Operator combines the functions of the Payment 
Clearing Centre and Settlement Centre) . 
 

    
     
    ,  

        
   , 
    , 

      (  
 ,    

    
    ). 

 

8.2. Formal Written Notice 8.2.   

If any dispute shall arise between a Payment System 
Participant and the Payment System Operator, the 
Payment System Participant and the Payment System 
Operator shall attempt to resolve such dispute 
promptly by negotiation between authorized 
representatives. Either a Payment System Participant 
or the Payment System Operator may give the other 
party written notice of any dispute not resolved in the 
normal course of business. Within thirty (30) days after 
delivery of the notice, the receiving party shall submit 
to the other a written response. 
 
 
 
 
 
The notice and the response shall include, 
respectively: 
 

     
       

 -  ,   
      

      
    
 .  

     
     

    ,  
    .  

 30 ( )     
, ,  , 

     
. 

 
      

, : 
 

A stКtОЦОЧt ШП tСО pКrtв’s pШsТtТШЧ КЧН К suЦЦКrв ШП 
arguments supporting that position, and  
 
the name and title of the authorized representative. 
 

       
     ,  

 
     
,    

 . 
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8.3. Resolution Meeting 8.3.     

Within forty-five (45) days after delivery of the disputing 
pКrtв’s ЧШtТМО, tСО КutСШrТгОН rОprОsОЧtКtТЯОs ШП ЛШtС 
parties shall meet at a mutually acceptable time and 
place and thereafter as often as they deem reasonably 
necessary, to attempt to resolve the dispute. 
All reasonable requests for information made by one 
party to the other will be honored. The foregoing time 
deadlines may be extended by mutual written 
agreement. If the parties mutually agree that it would 
aid resolution of the dispute, each party may have its 
attorney attend such meetings. 
 

  45 (  )    
     

       , 
   ,    
  ,    

,   .  
     

,    
 ,  . 

       
     

.     
   ,  

     
    

. 
 

All negotiations pursuant to this section shall be 
confidential and shall be treated as compromise and 
settlement negotiations for purposes of applicable rules 
of evidence. 
 

      
 8    
      

     
   . 

 

8.4. Mediation 

 

8.4.      
( ) 

If the dispute has not been resolved by negotiation 
between the authorized representatives and if the 
parties have not agreed to extend the applicable time 
deadlines, within ninety (90) days of the disputing 
pКrtв’s ЧШtТМО, tСО pКrtТОs sСКll ОЧНОКЯШur tШ sОttlО tСО 
dispute by mediation under the rules and procedures of 
the dispute resolution forum specified in the American 
Express global business and operational policies. Each 
party shall bear its own costs of such mediation. The 
parties agree that the mediator, not the parties, shall 
decide when the parties are unable to reach 
agreement on the resolution of this dispute, and that 
mediation shall continue until the mediator so decides. 
The parties shall refrain from demanding arbitration for 
a period of sixty (60) days from the date of the 
mediКtШr’s НОМТsТШЧ tСКt tСО pКrtТОs СКЯО ПКТlОН tШ rОКМС 
agreement. Any applicable statute of limitations with 
respect to a dispute subject to this chapter shall be 
tolled for the period beginning from the date of delivery 
of the original notice regarding the dispute through the 
period ending five (5) days after the end of the sixty 
(60) day cooling off period referred to in this chapter. 

 

       
  ,   

       
 ,     90 

( )      
     

     
     , 

      
  Э .   

        
.  ,  ,  

 ,    ,   
      

,     
    . 

     
     60 ( )  

      ,  
    .  

      
,      

,    , 
     

  ,    5 
( )     

 60 ( ) , 
   . 

 
After the expiration of the sixty (60) day period, a party 
may elect to initiate binding arbitration by the arbitral 
tribunal and in a place specified in the American 
Express global business and operational policies. 
 

    60 ( ) 
      

   
      , 

      
  Э . 
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Chapter 9 - Fees  9 - К  
American Express Payment System rules do not 
establish a minimum amount of fee for money transfer 
services for payment System Particvipants and their 
clients. 

    Э   
    

      
    . 

 
  For services of  the Settlement Centre Payment 
System Participants pay the uniform fees within the 
American Express Payment System. For the services 
of the PISO(Settlement center services) Payment 
System Participants pay in accordance with the Tariffs 
(Exhibit 3), published on web-site at:  

https://business.americanexpress.com/ru. 

 

     
     

  Э .     
 (   ) 

     
    (  3) , 

   
https://business.americanexpress.com/ru. 

 
Tariffs may be unilaterally amended by the Payment 
System Operator in accordance with the procedure 
stipulated in the Payment System Rules. 
 

       
    , 

     
    Э . 

 
Fees for funds transfer services  are collected from the 
PКвЦОЧt SвstОЦ PКrtТМТpКЧt’s ЛКЧФ КММШuЧts, ШpОЧОН 
in the Settlement Centre in accordance with the Tariffs 
set by Payment System Operator by debiting 
appropriate amounts from the Payment System 
PКrtТМТpКЧt’s ЛКЧФ КММШuЧts ЧШ lКtОr tСО ПТrst аШrФТЧР 
day of the calendar month following the month  of the 
funds transfer activity. 

      
     , 
   ,    
,   
 ,   

      
      

   ,   
,       
  .  

Payment System Participant gives the preliminary 
consent to the Payment System Operator for debiting 
his account for fees in accordance with Tariffs. 
Payment System Operator does not charge any fees 
for other services of the Payment System 
Infrastructure Operators. 

     
(   )   

       
     

    
 Э     
  .  
       

   . 
 

Additional compliance related fees in accordance with 
the Exhibit 3 may be assessed and collected from 
Payment System Participants in the event on non-
compliance with American Express global business 
and operational policies. 

 /    
  № 3     

      
     

 Э . 
  

https://business.americanexpress.com/ru
https://business.americanexpress.com/ru
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Exhibit 1: Information Security Policy 

 

 1:   
 

Unlawful disclosure (hereinafter the Data Compromise) 
negatively impacts cardmembers, merchants and 
Payment System Participant Issuers. Addressing this 
threat by implementing security operating policies can 
help improve customer trust, increase profitability and 
enhance the security of the payment system. 
 

   (  – 
 )     

   Э ,  
    -

.     
     

   , 
     

   Э  . 
 

Payment System Participant Acquirers must ensure 
that all of their Service Providers and  merchants of 
Payment System Participant Aquirers and their 
ЦОrМСКЧt’s SОrЯТМО PrШЯТНОrs usТЧР CКrНЦОЦЛОr DКtК 
and Sensitive Authentication Data follow this 
Information Security Policy. 
 

  -   
,    

      
    -

,    ,  
    

    . 
 

Payment System Participant Acquirers must ensure 
tСКt tСОТr SОrЯТМО PrШЯТНОrs, ЦОrМСКЧts КЧН ЦОrМСКЧt’s 
Service Providers: 
 

  -   
,    , 

      
-  : 

 
store Cardmember Data only to facilitate American 
Express Card Transactions in accordance with their 
agreements with the Payment System Participant 
Acquirer; and  
 

      
     Э   

      
 - ;  

 
comply with this Information Security Policy. 
 

    
. 

 
The Information Security Policy is intended to ensure 
that Cardmember Data and Sensitive Authentication 
Data are protected wherever such data are stored and 
processed. The Information Security Policy applies to 
all Payment System Participants, merchants, and 
Service Providers that process, store, or transmit 
Cardmember Data and/or Sensitive Authentication 
Data. 
 

     
      

     
    .  

     
  ,  

   ,  
,     

  /   
. 

 

General Compliance Requirements      

All Payment System Participants are required to 
comply with the Information Security Policy and must 
ensure that all Service Providers comply with the 
Information Security Policy. 
 

     
     

    
   . 
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Payment System Participant Acquirers must also 
ensure that merchants comply with the Information 
Security Policy. All Payment System Participants must 
ensure that their agreements with their Service 
Providers, and in the case of Payment System 
Participant Acquirers, with their merchants, include a 
requirement to comply with the Information Security 
Policy. In addition, such agreements must contain 
provisions requiring Payment System Participants' 
Service Providers, and in the case of Payment System 
Participant Acquirers, their merchants, to report all 
instances of a Data Compromise immediately to the 
Payment System Participant and in no case later than 
twenty-four (24) hours after discovery of the incident, to 
allow the Payment System Participant to comply with 
the requirements set out in these payment system 
rules. 
 

  -   
    
  -  

.     
 ,     

 ,     
 -  –    

 ,    
     
.  ,    

 ,    
   ,   

   -
 –    , 

    
     ,   

      (24) 
     , 
      

,    . 
 

All compliance validation documentation and 
information must be provided to the Payment System 
Operator upon request. Payment System Participants 
may be required to provide information via a secure 
web portal on a periodic basis. Questions on this 
process can be directed to the relevant Payment 
System Operator representative. Payment System 
Participants failing to provide information requested by 
the Payment System Operator may be subject to non-
compliance fees set out in American Express global 
business and operational policies. 
 

   ,  
  ,  

     
  .    

    
    

- .      
   

  .    
 ,   

,   
 ,    
 ,     

     
Э . 
 

Notification of Data Compromise From Payment 
System Participant to the Payment Service 
Operator 

    
      

  
After discovery of a Data Compromise, Payment 
System Participants are required to do the following: 
Report to the Payment System Operator immediately 
and in no case later than twenty-four (24) hours after 
discovery of the incident, the suspected or confirmed 
loss, theft, or misappropriation by any means of any 
materials, records, or information in any form 
containing Cardmember Data and/or Sensitive 
Authentication Data, including such loss, theft, or 
misappropriation by a merchant, Service Provider, or 
agent of the Payment System Participant. All reports 
must be submitted to the Payment System Operator 
Fraud and Security team at gnsfraud@aexp.com and 
shall contain, to the extent possible, the following 
information: 
 

     
     

: 
     

,        
  (24)    
     

,      
   ,   

   ,    
  /   

,      ,   
   

,     
  .    

      
      

 . : РЧsПrКuН@КОбp.МШЦ    
   : 

 
name of Payment System Participant; 
 

   ; 
 

form of information compromised; 
 

  ; 
 

number of account numbers compromised    ; 
 

type of Cardmember Data and/or Sensitive      /  
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Authentication Data compromised; 
 

 ; 
 

pertinent details regarding the suspected or confirmed 
loss or theft and ensuing investigation; 
 

,     
     

   ; 
 

name and telephone number of person to contact for 
additional information; 
 

. . .    ,    
   ; 

 
name and telephone number of person reporting the 
suspected or confirmed loss, theft, or misappropriation; 
and 
 

. . .    ,   
   , 

   ;  
 

accounts numbers compromised (if exists) 
 

    (  
). 

 
Take immediate action to conduct an investigation of 
the incident and to limit the potential exposure of 
Cardmember Data and Sensitive Authentication Data. 
 

    
     

      
 . 

 
Fully cooperate with the Payment System Operator to 
rectify issues from the incident, including providing 
access to the premises involved. In addition, the 
Payment System Operator must be given access to all 
pertinent records and documentation as soon as they 
are available including analysis and reporting from 
third-party forensics companies, as well as access to 
information needed to verify the ability to prevent future 
Data Compromises in a manner consistent with the 
requirements of this Policy, which may include, but are 
not limited to, a validation by a security assessor 
(qualified by the Payment System Operator as such) 
that issues from the incident have been remediated. 
 

      
    , 
  ,   

   .  
,       

       
  ,     

,      
 ,   

 ,     
    

    
      

,   ,   
,     

(    
   )   , 

  . 
 

Should the Payment System Operator determine the 
Payment System Participant, its merchants, or their 
agents are deficient or negligent in processing, storing 
and/or transferring Cardmember Data or Sensitive 
Authentication Data securely, and/or investigating the 
loss of such data, the Payment System Participant 
must immediately comply with any corrective action 
required by the Payment System Operator. 
Investigative services will be provided for a fee by the 
Payment System Operator and will be utilized to 
provide training, investigative coordination, and actual 
investigations on substantial losses occurring across 
markets where American Express operates or any 
cases of significant losses for American Express. 
 

      
     

     
,      

    ,  
/       

  /   
   ,   

     
     

  .   
     

        
  ,  
    

 ,    
  Э ,   

    Э . 
 

Payment System Participants who do not comply with 
requirements of this section in full  will be subject to all 
costs incurred by the Payment System Operator 
plusnon-compliance fees set out American Express 
global business and operational policies. 
. 

  ,   
  ,    

,    
,      

 ,    
     

 Э . 
 

If a Data Compromise occurs at an Payment System        
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Participant Issuer, irrespective of whether the Payment 
System Participant Issuer provided notification to the 
Payment System Operator that the Card or Card 
number in question was lost, stolen, not received, or 
otherwise misappropriated, the Payment System 
Participant Issuer shall have the risk of loss for 
Charges on Cards for which the Payment System 
Participant Issuer provided an Authorization. 
 

- ,   ,  
   -  

     ,  
      

, ,      
 ,   

-       
  ,     

      
- . 

 

Notification of Data Compromise from the Payment 
System Operator to Potentially Impacted Payment 
System Participant Issuers 

 

      
 ,    
  -  

 

Upon learning a Data Compromise may have occurred, 
the Payment System Operator will notify all impacted 
Payment System Participant Issuers of potentially 
compromised Accounts by way of one or more alerts 
through the American Express FraudNet Participant 
Communication Platform (PCP). Usage of FraudNet 
can be found in the American Express global business 
and operational policies 
 

 ,     
     , 

      
  - , 

     
      /  

      
     

   FrКuНNОt  Э  
( ).    

 FraudNet    
     

 Э . 
 

Multiple alerts about a single Data Compromise can be 
identified by the common reference number and thus 
can be tracked in the Payment System Participant 
Communication Platform.  
 

     
     

,      
    

 .  
 

Accounts included in alerts may have been received 
from the compromised entity or  the Payment System 
OpОrКtШr’s suЛНТЯТsТШЧ ШП AЦОrТМКЧ EбprОss GrШup ШП 
companies (American Express Global Security, Law 
Enforcement). 
 

,   ,   
   ,   

  ,    
 Э  (   

Э    ,  
). 

 
If a list of accounts is not available, the Payment 
System Operator will conduct a data analysis based on 
information known about the Data Compromise and 
provide to Payment System Participant Issuers the 
resulting list of their Accounts. 
 

   ,  
      

       
   -

     
  . 

 
Payment System Participant Issuers must take action 
immediately after receiving an alert to minimize any 
fraud activity on the identified Accounts, including but 
not limited to, monitoring, closing, or blocking these 
Accounts. 
 

    
 -    

     
    

  , ,  , 
,     

. 
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 Exhibit 2./  2. Settlement Schedule of the American Express Payment System/ 
         Э  

 
Time of acceptance of the payments instructions /       

 / Date 
 

 (  )/ Time (Moscow time) 

 / Monday  21:30/Until 21:30 

/ Tuesday  21:30/Until 21:30 

/ Wednesday  21:30/Until 21:30 

/ Thursday  21:30/Until 21:30 

/ Friday  21:30/Until 21:30 

/ Saturday  / Not accepted 

/ Sunday  / Not accepted 

 
Schedule of the settlement processing/     

/Action 
/ 

Monday 

/ 
Tuesday 

/ 
Wednesda
y 

/ 
Thursday 

/ 
Friday 

/ 
Saturday 

/ 
Sunday 

 
 

 
 

 
 /  

  
  

   
 

 
 
 

Э / FuЧНs 
transfer to / from a 
correspondent 
account of the 
Participants in 
order to settle 
within the 
American Express 
Payment System 

 21:30  
 / 

until 21:30 of 
the settlement 
day 
 

 21:30 
 

 / 
until 21:30 
of the 
settlement 
day 
 
 

 21:30 
 

 / 
until 21:30 
of the 
settlement 
day 
 
 

 21:30 
 

 / 
until 21:30 
of the 
settlement 
day 
 
 

 21:30 
 

 / 
until 21:30 
of the 
settlement 
day 
 
 

 
 

 

/ Payment 
instructions are 
not processed 

 
 

 

/ Payment 
instructions are 
not processed 

 
  

 
 

 
Э  
Settlement within 
the American 
Express Payment 
System 
 

 21:30  
 / 

until 21:30 of 
the settlement 
day 
 
 

 21:30 
 

 / 
until 21:30 
of the 
settlement 
day 
 
 

 21:30 
 

 / 
until 21:30 
of the 
settlement 
day 
 
 

 21:30 
 

/ 
until 21:30 
of the 
settlement 
day 
  
 

 21:30 
 

/ 
until 21:30 
of the 
settlement 
day 
  
 

 
 

 

/ Payment 
instructions are 
not processed 

 
 

 

/ Payment 
instructions are 
not processed 

 
  

  / 
Statement on the 
settlement day 
 

 15:00 , 
 

  
 / 

until 15:00 of 
the day 
following the 
day of 
settlement 
 

 15:00 
, 

   
 / 

until 15:00 
of the day 
following 
the day of 
settlement 
 
 

 15:00 
, 

   
 / 

until 15:00 
of the day 
following 
the day of 
settlement 
 
 

 15:00 
, 

   
 / 

until 15:00 
of the day 
following 
the day of 
settlement 
 
 

 15:00 
, 

   
 / 

until 15:00 
of the day 
following 
the day of 
settlement 
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Exhibit 3/  3. Schedule of Fees/К  
 

   / SОrvТМО ЧaЦО  / TarТПП 
 
/ Order 

of charging 

1  / Account Opening 
 / Free of 

charge 

  
/ 

Charged once on 
account opening 

2 К    / AММouЧt MaТЧtОЧaЧМО 
 / Free of 

charge 
/MШЧt

hly 

3 
    / IЧtОrОst 

rate (credit balance) 0% 
/MШЧt

hly 

4  / AММouЧt МlosТЧР 
 / Free of 

charge 

  
/ 

Charged once on 
account closing 

5   / PaвЦОЧt traЧsaМtТoЧs     

  
    / OutРШТЧР 

payments in RUR 
20 ./20 Russian 
Roubles 

 /PОr 
transaction 

  
    / OutРШТЧР pКвЦОЧts ТЧ 

USD 
5  /5 US 
Dollars. 

 /PОr 
transaction 

     / Outgoing Payments in Euro 5 / 5 EurШ. 
 /PОr 

transaction 

  
    / IЧtrКЛКЧФ 

transfers in RUR 
 / Free of 

charge 
 /PОr 

transaction 

  
    / IЧtrКЛКЧФ 

transfers in USD 
 / Free of 

charge 
 /PОr 

transaction 

  
    / IЧtrКЛКЧФ trКЧsПОrs ТЧ 

Euro 
 / Free of 

charge 
 /PОr 

transaction 

  
    ,  

, / IЧМШЦТЧР pКвЦОЧts ТЧ RUR, USD, EurШ 
 / Free of 

charge 
 /PОr 

transaction 

6    / Statements  and other services     

  

  / Statements on account: 
   /PКpОr stКtОЦОЧts; 

  MT940/SАIFT ЦОssКРО  MT940 
 / Free of 

charge 

 
/RОРulКr 

statements 

     / DuplТМКtО stКtОЦОЧts 
200 ./ 200 Russian 
Roubles 

 /PОr 
statement 

 
     / 

Balance confirmation on request by the audir firm 
 / Free of 

charge 
 /PОr 

notification 

  
      / Written 

notification on account maintenance upon the Client's request 
 / Free of 

charge 
 /PОr 

notification 

 
 
 
 
 


