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General Overview

American Express operates its own global card
payment network acting itself as a card issuer and a
merchant acquirer. American Express has developed a
strategy for engaging (on a self-selection basis) a
limited range of financial institutions for Cards Issuing
services, Merchant Acquiring services and the
provision of ATM services. Financial institutions so
selected (also called Licensees) enter into relevant
agreements with American Express for obtaining
issuing, acquiring or ATM licenses and the provision of
related services. American Express interacts with each
of such Licensees on an individual basis.

These American Express Payment System rules have
been developed in accordance with Federal Law No
161-FZ dated 27 June 2011 “On the National Payment
System”. These American Express Payment System
rules are effective in the Russia Federation and apply
to Participants located in the Russian Federation only.

The American Express Payment System does not
constitute and is not managed as a “four-party”
payment system. The American Express Payment
System is not an association. Payment System
Participants of the American Express Payment System
do not make decisions on tariffs or on approval of rules
and do not have any participation interest in any
American Express entities and do not participate in the
management of the American Express Payment
System. Moreover, the Payment System Participants
are not involved in making decisions on admission of
new members to the American Express Payment
System. The participation in the American Express
Payment System is being built on a contractual basis
by way of joining these American Express Payment
System Rules and acceptance of other American
Express global business and operational policies.

The American Express Payment System rules are
updated periodically. The current version of the
American Express Payment System rules is available
from Payment System Operator upon request.

The American Express Payment System rules contain
the requirements, indicators and parameters which

BeeaeHue

AmMepukaH  Okcnpecc  ynpasnser  cobCcTBEHHOW
rno6anbHOM KapTOYHOWM NNAaTEXHOW CeTblo, B KOTOPOWN
CaMOCTOATENbHO OCYLLECTBASAET (PYHKUUM 3SMUTEHTa
Kapt 1 ocyuwectBnsetr 9KBavipuHr nNpeanpuaTvn
ToproBnu/ycnyr. AmepukaH Jkcnpecc paspaboTan
rnobanbHyt0 cTpaTermio npuBnevYeHnss (Ha ocHoBe
CaMoCTOATENBHOro Bblbopa) y3KOro Kpyra
pMHaHCOBbLIX OpraHusauuii Ans okasaHusa ycnyr no
amuccun  KapT, ocCyLlecTBneHuss 9KBampuHra u
npefocTaBneHnss ycnyr no obcrnyxuBaHUo KapT B
6aHkomatax. Takme oTobBpaHHble  UHAHCOBbIE
opraHusaumm (Tawkke uMeHyemble JlnueHsnaTamu)
3aKM4aloT  COOTBETCTBYHOLUME  COMMaleHuss  C
AmMepukaH Okcnpecc Ha mnonyyYeHne nuUeH3ui Ha
Bbinyck KapT, ocylecTBneHne 9KBavipuHra unu
npegocTaBneHne ycnyr no obcnyxusBaHuio KapT B
6aHkOMaTax W oOKasaHue COMyTCTBYIOLUMX YCMyr.
AMepurKaH JKcnpecc B3anMMOAENCTBYET C KaXabiM 13
Takux JluueHsnaToB Ha UHANBMAYaNbHON OCHOBE.

HacTtosawwe lMpaBuna nnaTexHon cuctembl AMEPUKIH

Okcnpecc  pa3paboTaHsbl B COOTBETCTBUM C
depepanbHbiM 3akoHOM Ne 161-P3 ot 27 umoHa 2011
roja «O HauuoHanbHOW NNaTeXHOW CUCTEMEY.

HacToswwe lMpaBuna nnatexHon cuctembl AMEPUKIH
Jkcnpecc AEeWCTBYIOT UCKIIOYUTENBHO Ha TEPPUTOPUM
Poccuinckon depepaunm 7] NPUMEHAITCA
UCKMIOYMTENBHO K Y4acTHMKaM, 3aperncTpupoBaHHbIM
Ha TeppuTopun Poccuiickon ®epepauuum.

MnatexHas cuctema AmepuksH Jkcnpecc He
ABndeTca n He ynpasndeTtca KaK
«YETbIPEXCTOPOHHASA» nnaTtexHasi cucrtema.

MnaTtexHass cuctema AMeEpUKaIH JKcnpecc He
ABnsieTca accouuauunen. B MnaTtexHon cucteme
AMepukaH JKcnpecc YYacTHWUKU NNaTexXHOW CUCTEMBI
He MpPUHMMAaIOT pelweHn o6 ycTaHoBReHUn TapudoB
WUNM yYCTaHOBMNEHUW MPaBWUI, OHW TaKKe He UMeloT
yyactuss B Kakom-nmbo w3 KOMNaHui AMEpUK3H
JKcnpecc M He y4yacTBYIOT B ee ynpasneHun. Takke
YYyacTHUKM nnaTexHoOW CUCTeMbl He Y4yacTBYKOT B
NPUHATUM pELUEeHU O MPUHATMM  HOBbLIX YNIEHOB B
MnaTexHyto cnuctemy AMepukaH Jkcnpecc. Y4yactue B
MnaTtexHon cucteme AMEPUKIH OKCMNpecc CTpouTCs
Ha [OroBOPHOW OCHOBE MNyTEM MPUHATUA 1
npucoeauHeHNs  KaxablM Y4YacTHUKOM MSiaTeXHON
cucteMbl K HactoAwwmm  [NpaBunam  nnaTexHomn
cucTeMbl AMEPUKIH JIKCMpecc M WMHbIM rnobanbHbIM
6usHeCc ¥ oOnepauuoHHbIM MONMUTMKaM AMEpPUKIH
Okcnpecc.

MpaBuna nnatexHon cucteMbl AMEpPUKIH Jkcnpecc
o6HoBNSATCHA BpeMsi OT BpeMeHu. [locneHss Bepcus
MpaBun nnaTtexHon cuctembl AMEPUKIH JKcnpecc

MOXeT OblTb MpegocTaBneHa Mo NUCbMEHHOMY
3anpocy, HanpaeneHHomy OnepaTopy nnaTexHon
CUCTEMBI.

[MpaBuna nnaTtexHown cucTeMbI
cogepxaT nepedeHb TpeboBaHMN,

AmepukaH 3kcnpecc
nokasartenen u

Payment System Participants and Payment napameTpoB YHKLMOHUPOBaHNS YyacTHuKoB

Infrastructure Service Operators must adhere to or be nnartexHon cuctembl 1 OnepaTopoB YCIyr NNATEXHOM

compliant with, to ensure smoothness of operations in  MHpacTpykTyp®I, BbIMOMHEHME KOTOpPbIX "

the American Express Payment System. COOTBETCTBUE KOTOPbIM obecneunBaeT
8 [My6nu4Ho-0ocmyrHbil OOKyMeHm
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American Express Payment System Rules

The scope of these American Express Payment
System rules is limited to domestic transactions of
Payment System Participants in Russia that have a
licence from American Express.

These American Express Payment System rules are
published at the official web-site
https://business.americanexpress.com/ru. The Russian
text of these American Express Payment System Rules
shall prevail.

Payment System Participants must ensure its stable
and secure functioning in accordance with local
applicable law, the American Express Payment System
rules and other operational or technical documents
issued by American Express and applicable globally.

References to Other Publications. Additional
References in the American Express Payment
System Rules

The American Express Payment System rules
sometimes refer to other American Express global
publications. Information in these global publications is
generally of a technical or operational nature and
applies if a Payment System Participant participates in
its respective services and constitute confidential
information of American Express pursuant to Federal
Law No. 98-FZ dated 29 June 2004 “On Commercial
Secrets”. American Express global publications can be
found on http://corp.americanexpress.com/gcs/gns/, to
which only Payment System Participants shall have
access. The American Express Payment System rules

becnepeboiHoCTb MnaTtexHown

AmepukaH 3kcnpecc.

paboTbl cucTeMbl

Hactosawwe lMpaBuna nnatexHon cuctembl AMEpPUKIH
Okcnpecc perynupytoT TOMNbKo onepaumu Y4YacTHUKOB
nnaTexHomn CUCTEMBI, MMEILLMX NNLEH3UIO,
pacnpocTpaHsiowylocs  Ha  Tepputopun  Poccuu,
coBeplLUaemMble Ha Tepputopun Poccun.

Hactosawwe lMpaBuna nnatexHon cuctemMbl AMEPUKIH
Jkcnpecc nybnukyloTca Ha odwuumanbHoMm canTe
https://business.americanexpress.com/ru. TekcT
HacToawmx [paBun Ha pyccKOM £3blke SABMSETCH
OCHOBHbIM.

Bce YyacTHMkM nnaTeXHOW CUCTEMbl  OOIMKHbI
rapaHTupoBatb  OecnepeboiiHoe 1  6e3onacHoe
PYHKLMOHNPOBaHWE B COOTBETCTBUMN c
3aKoHOOAaTeNbCTBOM Poccuiickon depepauum,
HacToswwmmn  [paBunamu  NNaTeXHOW  CUCTEMbI
AMepukaH JKCMpecc U MHbIMKM - OMepauMOHHBbIMU
TEXHUYECKUMN [OKyMeHTamu, BbIMyCKaeMbIMMn
AMepukaH JKcnpecc U NpMMeHsieMbiMU rrobanbHo.

Ccbinku Ha npoyue OOKYMEHThI.
JononHutenbHble ccbiniku B [paBunax
nraTexxHom cucteMmbl AMEepUKIH JKcnpecc

MpaBuna nnatexHon cuctemMbl AMEpPUK3IH Jkcnpecc
MOryT cOAepXaTb CCbIIKM Ha Jpyrue OusHec u
onepaumoHHble  MonuTukM  AMepukaH  Jkcnpecc,
umetroLme rnobanbHbI Xapaktep U NpMMeHsieMble Mo
BceMY MuUpy. [aHHble OOKYMEHTbI HOCAT TEXHUYECKUN
UNM OnepaLMoHHBIN XapakTep U AEeNCTBYIOT TOMbKO B
OTHOLLEHUM KOHKPETHbIX YCNyr, npeaoCcTaBnseMblX
YyacTHMKaM MNaTexHOW CUCTEMbl U SBMSHOTCA
WHGOPMaLUUiA, COCTaBRSIOWEN KOMMEPYECKYID TanHy
AmepukaH Skcnpecc cornacHo ®enepanbHOMY 3aKOHY
No. 98-03 ot 29 wuwona 2004 r. "O koMMmepyeckomn
TanHe". [noGanbHble O6u3HeC © onepaunoHHble

govern in the event of any inconsistency or nonutnkn AmMepukaH Jkcnpecc nyOonuKyrTCa Ha

contradiction ~ with ~ American  Express  global cajre http://corp.americanexpress.com/gcs/ans/,

publications. [OCTYN K KOTOPbIM MPefoCTaBMsAeTCsl UCKMIOUYUTENBHO
YyacTHMKaM nnaTexHon cuctembl. B cnyyae niobbix
pPacxXxoXOeHWn WNM  MPOTMBOPEYUA Mexay 3TUMM
OOKyMeHTamu MpaBuna nraTexxHomn CUCTEMBI
AMepuKaH DKCNpecc MMEHT NPUOPUTETHOE 3HAYEHNE.

Contact Details (Moscow Banking Hours): KoHTakTHas nHdopmauums (B paboume yackl no

American Express Bank LLC, MOCKOBCKOMY BPEMEHM):

American Express Payment System Operations 000 «AmepukaH Jkcnpecc baHk»

Department OnepaunoHHbIn genapTameHT NnaTtexHon cuctemMbl
AmepukaH Jkecnpecc

33-1 Usacheva Str, Moscow 119048 Yn. YcaueBa, 33-1, Mocksa 119048

Tel: +7 495 933 8400 Ten: +7 495 933 8400

Email: AEPSRUSSIA@aexp.com On. nouta: AEPSRUSSIA@aexp.com

Contact Details (24 x 7): KoHTakTHas uH¢popmauus (KpyrnocyTouHo, 6e3

American Express Global Network BbIXOAHbIX)
"mobanbHas ceTb AMeprKaH Jkcnpecc
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Tel: +1 602 766 1150

Definitions:

“American Express” refers to any American Express
entity in the American Express group of companies,
including American Express Bank LLC, American
Express Travel Related Services Company, Inc. and
American Express Limited, as applicable.

“Payment System Operator” — American Express
Bank LLC setting American Express Payment System
rules and carrying out other obligations as stipulated in
the Federal Law No. 161-FZ as of June 27 2011 “On
National Payment System”.

“Operational Center” — American Express Limited
providing for the Payment System Participants and
their clients in frames of American Express Payment
System access to the funds transfer services, including
those with use of electronic means of payment, as well
as electronic messages exchange.

“Payment Clearing Center” - American Express Bank
LLC carrying out in frames of American Express
Payment System Participants’ payment orders
acceptance for execution and other actions as
stipulated in the Federal Law No. 161-FZ as of June 27
2011 “On National Payment System”.

“Central Payment Clearing Counterparty” -
Payment Clearing Center being in accordance with the
Federal Law No. 161-FZ as of June 27 2011 “On
National Payment System” payer and beneficiary of the
Payment System Participants’ funds transfer which
opens balance account with the Settlement Center for
the purpose of settlements execution between
Payment System Participants and American Express
Payment System.

“Settlement Center” — American Express Bank LLC
providing in frames of American Express Payment
System Participants’ payment orders execution via
debiting and crediting the Payment System
Participants’ bank accounts as well as delivery of the
payment execution confirmations.

“Payment System Participants” means funds
transfer operators which meet criteria settled by these
Rules to whom American Express has granted a
licence.

Ten: +1 602 766 1150

OnpegeneHus:

«AMepuKaH Jkcnpeccy» o3HayaeT Mobyo KOMNaHuo
rpynnel  AmepukaH  3Okcnipecc, Bkmiodas OO0
«AmepukaH Okcnpecc baHk», AmMepukaH 3kcnpecc
Tpagan Punantenq KomnaHu, WHK., 1 AMEpUK3H
Okcnpecc JlumuTe, B 3aBMCMMOCTU OT KOHTEKCTa.

«Onepatop nnartexHoM cuctembl» - 00O
«AmepukaH  3Akcnpecc  BaHk», onpegenstowiee
MpaBuna nnatexHon cuctemMbl AMEpUKaH Jkcnpecc, a
Takke BbIMONHsOLLEE WHble 06s3aHHOCTH,
npegycmoTpeHHble ®PepepanbHbiM 3akoHoM Ne 161-
d3 ot 27 wwHa 2011 roga «O HaumoHanbHOM
nnaTexHowm cuctemer.

«OnepauuoHHbIN LEeHTP» - KoMnaHus AMepuKkaH
Okcnpecc Jlumunten, obecneunBarowlass B - pamkax
MnatexHo cuctembl AMEpPUKIH Jkcnpecc Ans
Y4acTHMKOB MNaTeXHOW CUCTEMbI U WX KIIMEHTOB
JOCTyn K ycriyram no nepeBoay AEeHEXHbIX CPeacTs, B
TOM 4YuCrne C UCMOMb30BAHNEM 3MEKTPOHHbLIX CPEACTB
nnarexa, a Takke  0oOmMeH 3NEKTPOHHbIMM
COOOLLIEHNAMMU.

«MnaTeXHbI KNUPUHIOBLIN LUeHTp» - 000
«AmepukaH Okcnpecc baHk», obecneuuBaiowiee B
pamkax [naTexHon cuctembl AMEPUKIH Jkcnpecc
NpuMeM K WCMONTHEHUIO PAacropsKeHU YYacTHUKOB
nnaTexHom cucteMbl 00 OcCyLlecTBNeHUU nepeBona
OEHEXHbIX CPeAcCTB W BbINOMHEHUE WHbIX OEWCTBUNA,
npegycMoTpeHHbIx PegepansHeiM 3akoHom Ne 161-03
oT 27 wioHsa 2011 roga «O HaunoHanbHOWM MnaTeXHon
cucTemen.

«LUeHTpanbHbIn nraTeXxHbIN KNMUPUHIOBbIN
KOHTpareHT» - [1naTtexHbld KIMPUHIOBbLIA LEHTP,
BbICTyrmalowuin B cooTBeTcTBUM C PegepanbHbiM
3akoHoM Ne 161-d3 ot 27 wmoHs 2011 roga «O
HaUMOHANbHON MMATEXHOW CUCTEME» NIaTENbLUNKOM
W nonyyatenemMm cpeacTB MO NepeBOdaM [OEHEXHbIX
cpeacTB Y4YacTHMKOB NNATEXHOW CUCTEMbI, KOTOPOMY
B PacyeTHoM ueHTpe Ons uenel pacyeToB Mexay
YyacTHMkamMn nnaTtexHom cuctembl K [natexHown
cuctemon AMepUKaH OKkcnpecc  OTKpbIBaeTcs
©anaHcoBbIN CYeT.

«PacyetHbIn ueHTp» - OOO «AmepukaH Jkcnpecc
BaHk», obecneunBatowee B pamkax [lnaTexHon
CUCTEMBI AMepUKaH Okcnpecc ncnonHeHne
pPacrnopsKeHNUn  Y4YaCcTHMKOB MfaTEXHOW CUCTEMbI
NOCPEeACTBOM CMUCaHUS U 3a4MCNEHUSA OEHEXHbIX

cpeacte  no  GaHKOBCKMM  cyeTam  Y4YacTHUKOB
nraTexHo CUCTeMbl, a TaKke HarnpasneHune
NoATBEpPXKOEHWI, KacatoLmnxcs MCMONHeHnsa

pacrnopsiKeHnn Y4aCcTHUKOB NiaTeXHOW CUCTEMbI.

“YyacTHMKM nnaTexHoM cucTeMbl”- onepaTtopbl Mo
nepeBody [EHEXHbIX CpeAcTB, COOTBETCTBYlOLME
KpUTEpUSIM, YCTaHOBIIEHHbIM MpaBunamu n
nonyyMBLUNE NULUEH3NIO OT AMEPUKIH JKcnpecc.
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“Payment System Participant Acquirer” means a
Payment System Participant who has been granted a
licence by American Express to acquire merchants
and/or ATMs who will accept the American Express
card.

“Payment System Participant Issuer” means a
Payment System Participant who has been granted a
licence by American Express to issue American
Express cards to its customers.

“Account” means a bank (correspondent) account
established with Settlement Centre by a Payment
System Participant for the purpose of settlement within
the American Express Payment System.

“American Express Card” means a payment card
bearing an American Express trademark or logo and
issued by a Payment System Participant.

“Cardmember Data” means Information about
Cardmember arising from its application for and/or use
of a Card including, its full name, expiration date and/or
service code, account number, account status, type of
card, country code, postal code, gender, date of birth,
and fee services/enrolments.

“Sensitive Authentication Data” means security-
related information (including but not limited to card
validation codes/values, full magnetic-stripe data, PINs,
and PIN blocks) used to authenticate cardmembers
and/or authorize payment card transactions.

“Authorisation” means the process whereby a
Payment System Participant Issuer provides a decision
on a transaction initiated by one of their cardmembers
at a merchant location and/or in ATMs of a Payment
System Participant Acquirer.

«YYacTHUK nnaTeXxHoM CUCTEMbl — 3KBanep» -
YyYacTHMK nnaTexHowm cuctembl AMEpuKaH JKcnpecc,
NOMNyYMBLUWIA NULEH3NI0 OT AMEpUKIH JKCnpecc Ha
3KBaMPWHI TOProBO-CEPBUCHBLIX NPEANPUATAN WU/unn
npenocTaBneHne ycnyr no obCnyxuBaHuio KapT B

OaHkoMaTtax, npuHuMarwmx KapTel  AMEpUKaH
Okcnpecc.
“Y4yacTHUK nNMaTeXHOW CUCTEeMbl — 3MMUTEHT’ -

YyacTHUK nnaTtexHom cucteMbl AMEPUKIH JKcnpecc,
NOMNyYMBLUWIA NULEH3NI0 OT AMEpPUKIH JKCnpecc Ha
BbINyck KapT AMepukaH Jkcnpecc.

“CuyeT» - 0OaHKOBCKMI (KOPPECMOHOEHTCKWI) CYeT,
OTKpbITEIN B PacyeTHOM uUeHTpe  Y4aCTHUKOM
NnaTeXxHom cucTemMbl Ons  Lenel OCyLecTBreHus
pacyeToB B pamkax [lnaTexHon cuctembl AMEPUKSH
Jkcnpecc.

“Kapta AmepukaH Jkcnpecc” wunm “Kapra” -
nnaTtexHasa kapta ¢ M3o0bpaxeHMem TOBapHOro 3Haka
n norotuna AMepuUKaH OKcnpecc, BbiMyLlEHHas
Y4acTHUKOM NNaTeXHOW CUCTEMBI.

“NaHHble aepxaTtens Kaptbl AMepukaH dkcnpecc”
- MHcpopmauma o gepxatene KapTtel, nonyyaemasi B
CBSA3U C nojayen 3asBreHvs Ha Bblgadvy Kaptbl n/vnu
nonb3oBaHnem Kapton, Bknodas SUO, paty
OKOHYaHWA cpoka AencTBUa n/mnu kog obcnyxmeaHus,
HOMep cyeTa, CTaTyCc cyeTa, TWUM KapTbl, KOA4 CTpaHbl,
MOYTOBBLIN WHAEKC, MOM, AAaTy POXAEHUs, a Takke
AaHHble O KOMMUCCUSIX 3a YCnyru, npegocTaBfsemMble
Aepxartento KapTbl.

“AyTeHTM(MKaUNOHHBbIE AaHHble” - MHMOpPMaLus,
kacawwasacs 6esonacHocTM  (BkMwyasd, MNOMMMO
npoyero, Koabl/undpbl NOATBEPKAEHUS NOASIMHHOCTU
KapT, NOMHble [aHHble Ha MarHutHom nonoce, NUH-
Konbl " MNH-6nokn), ucnornb3yemasi ansa
ayTeHTuduKkauum aepxatenen KapTt n/vnn
aBTOpM3aLMM onepaLuii No NnaTeXHbIM KapTam.
“ABTOpM3aumua” - Mpouecc, NocpeacTBOM KOTOPOro
YYacTHUK NNaTeXHOW CUCTEMbI-AMUTEHT MNPUHUMAET
peweHne o6 ogobpeHun unu oTkase B COBEPLUEHUU
TPaH3aKuun, MHULMNPOBAHHOW OAHUM U3 AepxaTenemn
KapT paHHOro Y4yactHuka, B TOProBO-CEPBUCHLIX
npeanpusaTMax  u/vnm  GaHkoMaTtax — Y4yacTHuka
aKBaviepa.
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Chapter 1 - The American Express Payment
System

1.1. Payment System Governance

1.1.1. Payment System Operator

As a Payment System Operator, American Express
Bank LLC will:

e Define the American Express Payment
System rules and ensure adherence and
compliance to those rules;

e Maintain in writing and make publicly available
the list of Payment Infrastructure Service
Operators upon written request to the
Payment System Operator;

e Upon engaging new Payment Infrastructure
Service Operators or terminating existing
arrangements, the Payment System Operator
will submit an updated list of Payment
Infrastructure Service Operators to the Central
Bank of Russia within 10 days of introducing
changes to the list;

e Manage and monitor the performance of the
Payment Infrastructure Service Operators to
ensure adherence to the American Express
Payment System rules;

e Manage and monitor the performance of the
Payment System Participants to ensure
adherence to the American Express Payment
System rules ;

e Implement the system for assessing and
managing risks in the American Express
Payment System including specifying the
requirements of Payment System Participants
to manage risk in the American Express
Payment System, including risks assessment
and management in the American Express
Payment System;

e Manage disputes with Payment System
Participants and Payment Infrastructure
Service Operators in accordance with the
American Express Payment System rules.

1.1.2. Payment Infrastructure Service Operators

Within the scope of activities of the American Express
Payment System, the Payment System Operator
reserves the right to:

12 [My6nu4yHo-0ocmynHbIl

Maea 1 - MNnartexHas cuctema AMepuUKaH
Akcnpecc

1.1. CtpykTypa lNnatexHon cucteMbl AMEPUKIH
Akcnpecc

1.1.1. OnepaTtop nnaTexxHon cUcTeMbl

Onepatop nnatexHon cuctembl - OO0 «AMepUKaH
Okcnpecc baHk»:

. onpegenset [MpaBuna nnaTtexHoW CUCTEMBbI
AmepurkaH 3Kcnpecc n ocyulecrtendeTt
KOHTPOIb 3a Ux cobntogeHnewm;

e BegeT nepeyeHb  OnepatopoB  ycnyr
nnaTexHomn WHPPaCTPYKTYpbI "
npepocrasnseT ero BCEM
3aUHTEPECOBaHHbLIM NULAM MO MUCbMEHHOMY
obpaweHunio, HanpaeneHHoMmy OnepaTopy
NNaTeXXHoW CUCTEMBI;

e B cryyae npuBneyeHuss Hobix OnepaTopos
ycnyr nnatexHom WHMPACTPyKTypbl  UNn
pacTopXXeHUs CYyLLEeCTBYHLINX OOrOBOPOB C
HUMKU HanpaensieT OOHOBMEHHbLIN MepeyvYeHb
OnepatopoB yenyr nnaTexHon
MHPPacTPyKTypbl B LleHTpanbHbIi  6aHK
Poccuinckon ®egepaunn B TeveHne 10 gHen
C MOMEHTA TaKoro N3MeHeHUs NepeyHs;

e obecneynBaeT KOHTpOmnb 3a cobnaeHvem
MpaBmMn nnaTtexHom CcUcTembl AMEPUKIH
Okcnpecc Onepatopamu ycnyr nnaTexHown

MHPPaCTPYKTYpbI;

e obecneunBaeT KOHTpOnb 3a cobnaeHvem
MpaBMn nnaTtexHoW CcUCTemMbl AMEPUKIH
3kcnpecc YyacTHMkamMm  nnaTexHon
CUCTEMBI;

e OpraHMsoBbIBaeT  CUCTEMy  ynpaBsfieHus
puckammn B [NnatexHonm cucteme AMEPUKIH

3kenpecc, BKItOYas onpegeneHvne
TpeboBaHMM K Y4yacTHMKaM  NaTexHon
CcuCTEMbI no ynpaBneHWlo puckamum B

MnaTtexHon cucteme AMEpPUKIH Jkcnpecc,
OLEHKY PWCKOB W YyMNpaBreHWe puckamu B
MnaTexHon cucteme AMEPUKIH DKCMNPECC;

e PaccmatpuBaeTt crnopbl c yyactnem
Y4yacTHuKoB nnaTexHomn cuUcTeEMBI "
Onepatopamu ycnyr nnaTexHomn
WHMPACTPYKTYpbI B  COOTBETCTBUM  C
MpaBvnamy nnaTexHou cuctembl AMEpPUK3H

Skenpecc.
1.1.2. OnepaTtopbl ycnyr nnarexHomn
MHPACTPYKTYpPbI

C ydetom m™acwTaboB peatensHocTM [MnaTexHon
cuctembl AMepukaH Okcnpecc OnepaTop nnaTexHown
cuUCTEeMbl OCTaBnisieT 3a coboli npaBo NpUHUMATHL
peLleHue:

OoKyMeHm
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e Select the organizations providing Payment
Infrastructure Services

e Specify and approve the functions they
provide or undertake

The Payment Infrastructure Service Operators are the
Operations Centre, the Central Payment Clearing
Counterparty, the Payment Clearing Centre and the
Settlement Centre. The Payment Infrastructure Service

Operators interact with each other, the Payment
System Operator and the Payment System
Participants.

The list of Payment Infrastructure Service Operators is
maintained by and made publicly available from
Payment System Operator upon written request.

Payment Infrastructure Service Operators are retained
on the basis of the payment infrastructure services
agreement concluded between the Payment System
Operator and each Payment Infrastructure Service
Operator, excepting where the Payment System
Operator has integrated its activities with those of a
Payment Infrastructure Service Operator.

The Payment System Operator will organize Payment
Infrastructure Service Operators (except when the
Payment System Operator also acts as a Payment
Infrastructure Service Operator) based on the nature
and scope of operations within the American Express
Payment System acting in compliance with the Federal
Law No 161-FZ dated 27 June 2011 “On the National
Payment System”

The American Express Payment System rules are an
integral part of the agreement between Payment
System Operator and Payment Infrastructure Service
Operators.

The Payment System Operator may further specify the
terms of Operational Services, Payment Clearing
services, or Settlement Services through Operational
Services Agreements, Settlement Agreements, or other
agreements.

The Payment Infrastructure Service Operators are
responsible for ensuring the performance and
timeliness of the payment process within the American
Express Payment System and for ensuring its
continuous operation and restoration of its proper
operation in the event of its failure

Payment Infrastructure Service Operators must provide
information about their activities in writing either by
means of mail or electronic mail:

e 0 HeobXxoaAMMOoCTH npuBreYeHus
opraHusauumn - OnepatopoB ycnyr
NNaTexHon MHpPaCTPyKTYypbI;

e 00 onpegeneHum unm ofo6peHumn

BbIMOMHAEMbIX UMW PYHKLNIA.

OnepaTopamy ycriyr nnaTtexHon WHPacTPyKTypbl
anaTca  OnepaumoHHbIn  UeHTp, LeHTpanbHbIn
NNaTexHbIA KIMUPUHIOBBIN  KOHTpareHT, [lnaTexHbin
KMWPUHIOBLIM LEHTP M PacyeTHbI LEHTP, KOoTopble
HanpsMylo MNM OnocpeAoBaHHO B3aWMOAENCTBYIOT
mMexagy cobon, a Takke ¢ OnepaTopom nnaTexHoOW
cucTeMbl M Y4YyaCTHMKaMM MNNATexHONW CUCTEMbl B
paMKax OCYLLEeCTBNEHNS CBOEN AeATENbHOCTH.

Cnuncok OnepaTopos yenyr nnaTexxHon
WHMPACTPYKTYpbl MOXeT ObiTb npegoctaBneH no
nMcCbMEHHOMY 3anpocy, agpecoBaHHomy OnepaTopy
NnaTexHowm CUCTEMbI.

Mpv npueneveHmn OnepaTopa ycnyr nnaTexHou
uHdpacTpykTypbl Onepatop nNNaTexHoOn CUCTEMbI
3aknoyaetr ¢ OnepatopoMm  ycrnyr  nnaTexHom
MHPACTPYKTYypbl JOroBOpP O MPedoCTaBfAEHUN YCryr
NnaTexHon MHAPaCTPYKTYpbl, KPOME cryyaes, Koraa
OnepaTtop nnaTexHoOW CUCTeMbl COBMELLAeT CBOIO
AeATenbHOCTb C AedtensHocTbio OnepaTopa ycnyr
NNaTexHown NHpPaCTPyKTypbI.

Onepatop nNnaTeXHOW CUCTeMbl  OCYyLeCTBRsSeT
npusneyeHne  OnepaTopoB  ycryr  nnaTexHon
WHAPACTPYKTYpbl (3@ WCKNIOYEHWeM cryvas, Korga
OnepaTop nnaTeXHow cucTembl coBmeLLaeT yHKLMM
OnepaTopa ycnyr nnaTexHoW WHMPaCTPYKTypbl)
ucxogsa M3  xapaktepa u  obbema onepauun B
MnaTtexHon cucteme AMEpUKOH JKCrpecc U B
cooTBeTcTBUM ¢ PegepanbHbiM 3akoHoMm Ne 161-D3 ot
27 wioHa 2011 roga «O HauuoHanbHOW NnaTeXHoWn
cuctemen.

MpaBuna nnaTexHon cucteMbl AMEpUKaIH Jkcnpecc
ABMNAIOTCA HEOTbEMIIEMON YaCTbio AOroBOpa OKa3aHUs
ycnyr mexgy OnepaTopom nnaTexHoW CucTtembl u
OnepaTopom ycnyr nnaTexHon MHPPaCcTPYKTypbl.

JononHuTenbHble ycrnosusi npefocTaBneHus
OMepauUMoHHbIX  YCIyr, MNNaTeXHbIX  KIMPUHIOBbIX
YCIyT, @ TakKe pacyeTHbIX yCryr MOryT OblTb ykasaHbl
OnepaTopom nnaTexHow cUCTeMbl B
COOTBETCTBYIOLLMX [OTOBOpax Ha npeaocTaBneHue

ONEepauMOoHHbIX YCIyr, pacyeTHbIX YCNyr, a Takke
nobbIX ApyrMx 4OroBopax.

OnepaTtopbl  ycnyr nnaTexHon UHQPacTpyKTypbl
oTBevaloT 3a obecneveHve Hagnexawero wu

CBOEBPEMEHHOIO COBEPLUEHUSI NEPEBOAOB AEHEXHbIX
cpenctB B pamkax [MnaTtexHon cuctembl AMEPUKIH
Okcnpecc, 3a obecneyeHne HecnepeboriHoCcTn ee
(PYHKUMOHNPOBaHNSA, a TakKe BOCCTAaHOBIEHME ee
Hagnexawero (yHKUMOHMPOBAHMA B CryyYae ero
HapyLUeHus.

OnepaTtopbl  ycnyr nnaTexHonm UMHQPacTpyKTypbl
OOMKHbl  NPefocTaBnsiTe  MHGOpMauulo O CBOeWn
OeATenbHOCTM B NUCbMEHHOM  Buae  (BKIo4vas
npegocTaBneHne  MHgoOpMauMnM No  MnoyTe  Wnu
3MNEKTPOHHOW NoyTe):
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e As and when required by the Payment System
Operator

e As and when required by American Express
global business and operational policies

¢ In the course of their daily interaction with the
Payment System Operator

e As and when required in accordance with
applicable Russian Law.

1.1.3. Operations Centre (may or may not be
located within the Russian Federation):

Shall be engaged by the Payment System Operator
according to the clause 1.1.2 and the Chapter 3 hereof.

Provides Operational Services in a safe, secure and
sound manner

Provides Payment System Participants and their
individual clients with access to funds transfer services
within the framework of the American Express Payment
System.

Ensures the exchange of electronic messages occurs
including electronic means of payment:

between Payment System Participants and their
Individual Clients, the Payment Clearing Centre and
the Settlement Centre;

and between the Payment Clearing Centre and the
Settlement Centre as specified in Chapter 4.

Carries out core processing activities by providing
network capability and information processing as
required for the operation of the American Express
Payment System and as provided for in the American
Express Payment System rules.

Till the 1st of July 2014 the Operational Centre carries
out the part of the Payment Clearing Center functional
regarding Participants’ payment clearing positions
determination and sending out of payment instructions
containing payment clearing positions to the Payment
System Participants.

1.1.4. Payment Clearing Centre (is an American
Express Bank LLC structural division)

The Payment Clearing Centre, which also carries out
the Central Payment Clearing Counterparty functions:

Provides Payment Clearing services in a safe, secure

e [lo TpeboBaHuio nraTexHon

CUCTEMBbI;

Onepatopa

e B Mnopsigke M cnyyasx, npegycMOTPEHHbIX
rnobanbHbiMX  MOMUTUKAMU W MpaBuiamu
AmepukaH Jkcnpecc;

. B XOAe eXeJHEeBHOro B3aMMOOEencTBnsa C
OnepaTopOM NIaTeXXHON CUCTEMBI;

e B ropsgke W cnyyasix, NpegycMOTPEHHbIX
3aKOHOOAaTEeNbCTBOM Poccuinckon
depepauun.

1.1.3. OnepaunoHHbIN LeHTp (MOXeT HaxoAuTbCA
KaKk Ha TeppuTopuMM, TaK M 3a npepenamm
Poccuickon depepauum):

npuenekaetca OnepaTopoM nNnaTeXHOMW CUCTEMbl B
nopsigke, NpeaycMoTpeHHOM nyHkTom 1.1.2 n nason
3 HacToswumx MNpasun

ObecneunBaet rapaHTMPOBaHHbIN
b6ecnepeboriHoctTh 1 GesonacHocTu
onepaumoHHbIX YCRyr;

ypOBeHb
oKasaHus

npegocTaBnseT BO3MOXHOCTb MepeBoAa [AeHeXHbIX
CpeAcTB YuyacTHMKam MnaTeXHoW CUCTeMbl U UX
KnueHTam B pamkax [MnaTexHon cuctemMbl AMEpUKaH
dkenpecc;

obecneynBaet o6MeH ANEKTPOHHbIMU coo0LeHnaMuU,
BKI1lOYasA 3J1IEKTPOHHbIE CpeacTBa nnartexa:

Mexay YyacTHMKaMM NNaTexHoM CUCTEMbI M UX
KnueHTamu, [naTexHbiM KIMPUHIOBBIM LEHTPOM WU
PacuyeTHbIM LIEeHTPOM, a TaKkxe

Mexgy [naTexHbiM  KIMMPUHIOBBIM — LIEHTPOM 1
PacyeTHbIM LIEeHTPOM B COOTBETCTBUM C MOJTOXEHUSMM
naBbl 4;
OCYyLWeCTBNSAEeT WHble OeNCTBUS, CBHA3aHHble C
MCNonb30BaHNEM WHOPMaLNOHHO-
KOMMYHUKaLMOHHBIX TEXHOMOrM1m, Heobxoaumble Ans
YHKUMOHUPOBaHUS naTexHon cuctembl AMEPUKIH
Skenpecc M  npeaycMoTpeHHble  [MpaBunamu
nnaTexHowm cnctembl AMEpUKaH SKcnpecc.

Oo 1

BbIMOJTHAET

mons 2014 roga OnepaumoHHbIA LEHTP
yacTb  (oyHKUMOHana [nartexHoro
KIIMPUHIOBOrO  LIEHTpPAa B 4acTu  onpegeneHus
NNaTeXHbIX  KIUPWHIOBBIX  MO3WMLUMA  YYaCTHMKOB
NnnNaTexHon CUCTEMbI U HanNpaBreHNs pPacrnopsiXXeHUn ¢
yKasaHMeM  MMaTeXHbIX  KIAMPUHIOBBIX  MO3ULNIA
YyacTHMKaM NnaTeXXHon CUCTEMBI.

1.1.4. MnaTeXHbIA KNUPUHIOBBLIN LEHTP (ABNseTcA

CTPYKTYPHbIM noapasgenieHnem 000
«AmepukaH Jkcnpecc BaHk»)
MnaTexXxHbin  KIMPWHIOBLIN  LEHTP, Takxe

BbINOMHAOWNIA yHKUUK LleHTpanbHoro nnaTexHoro
KIMUPUHIOBOIO KOHTpareHTa:

obecneunBaet rapaHTUpPOBaHHBI YPOBEHb
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and sound manner

Ensures within the framework of the payment system,
the acceptance of instructions for execution from
Payment System Participants to effect funds transfers,
as specified in Chapter 4

Determines the payment clearing position on a net
basis including the appropriate method for calculation
for each Payment System Participant (this function is
carried out by the Operational Centre till the 1% of July)

Enables or sends executable instructions from
Payment System Participants and the Central
Payment Clearing Counterparty to the Settlement
Centre on behalf of Payment System Participants, as
specified in Chapter 4

Ensures delivery of confirmations on acceptance for
execution and execution of instructions of Payment
System Participants

Monitors the availability of sufficient funds in Payment
System Participant's Accounts with the Settlement
Centre and monitors the risks of default (improper
performance) by Payment System Participants on their
obligations to transfer funds, on a daily basis through:

regular analysis of financial standing of the Payment
System Participants

assessment of collateral in certain cases
monitoring the results of daily settlement

As a Central Clearing Counterparty, acts as payer and
payee of funds transmitted via funds transfers of the
Payment System Participants and exercises day-to-day
control over risks of non-performance (improper
performance) by the Payment System Participants of
their funds transfer obligations, and maintains sufficient
funds placed on the current account opened by
American Express Limited with the Settlement Center
with the right of direct debit to perform settlements.
According to the agreement between the Payment
System Operator and American Express Limited, the
American Express Limited account will maintain
sufficient available balance to provide for payments for
the next 3 business days, based on the average
payment history. The Payment System Operator will
monitor this balance on a continuous basis and will
advise American Express Limited of any projected
shortfall. Central Payment Clearing Counterparty uses
the above mentioned funds in daily settlements
between each of Payment System Participants and
American Express Payment System.

G6ecnepeboriHocTh 1 GesonacHocTu
NNaTeXHbIX KIMUPUHIOBbLIX YCIYT;

OKasaHua

B pamkax lnaTexHoln cuctembl AMEPUKIH JKcnpecc
OCYLLEeCTBNSIET MpUEM noAanexawinx WUCMOMHEHWUIO
pPacrnopsKeHUn YYacTHUKOB MNaTeXHOW CUCTEMbl B
COOTBETCTBUM C NONOXeHnsMn MnaBbl 4;

onpegensieT nnaTteXHble KIMPUHrOBblE MO3NUMM Ha
HETTO-OCHOBE, BKMYas Haanexallee ycTaHOBIeHune
napamMeTpoB TEXHUYECKOro pacdeTa nnaTexHbIX
KIUPUHIOBLIX MO3ULUMIA  ONs KaXOoro  YyacTHuka
nnartexHon cuctembl (o 1 wona 2014 roga paHHas
yHKUMS BbiNonHsaeTcss OnepaumoHHbIM LIEHTPOM);

nepepaet PacyeTHOMY LIEHTPY OT MMEHM Y4aCTHUKOB
" LleHTpanbHoro NnaTexHoro KNMPUHIOBOrO
KOHTpareHTa nnaTexHon cucTembl nognexaiime
WCMNOMNHEHUIO PacrnopsXeHUs YYacTHUKOB NIaTEXHON
CUCTEMbl B 3IEKTPOHHOM BWAE B COOTBETCTBUMM C
nonoxexHnamu [Naebl 4;

obecneymBaeT OTNpaBKy YYyacTHMKaAM MnaTeXHoW
cUCTeMbl MOATBEPXKAEHWUW, Kacalwmxca npuema K
WCMNOJTHEHMIO " NCMNOJTHEHNSA pacnopsikeHuin
YY4acTHUKOB NNaTeXHOW CUCTEMBI;

eXXeHEBHO ocyllecTensieTt KOHTPOI1b 3a
OOCTaTOYHOCTbIO [OEeHeXHbIX cpedctB Ha  Cuyetax
Y4yacTHMKOB nnaTexHou cuctembl B PacuyeTHom
LeHTpe, a TaKkke 3a puCKaMu HEUCMOSTHEHMS
(HeHagnexatero WCMNONHEHNS) YyacTHukamm
NNaTeXXHoM CcUcTeMbl CBouUX 00A3aTenbCTB MO
nepeBoay OeHEXHbIX CPeAcTB, NpeaycMaTpyBatoLLMiA:

perynspHbIi  aHanm3 (PUHAHCOBOrO  COCTOSIHUSA
Y4acTHMKOB NNaTeXHOW CUCTEMbI;
TpeboBaHue npepocTaBneHuss  obecneyeHuss B
onpeneneHHbIX cny4vasx;

OCYLLECTBINEHNE €XEAHEBHOrO KOHTPOMS pe3ynbTaToB
NpOBeAEHHbIX pac4eToB;

Anaacbk LleHTpanbHbIM - NAATEXHBIM - KIMPUHTOBLIM
KOHTpareHToM, BbICTynaeT B KayecTBe nnaTtenbLlumka u
nony4atens cpeacts Mo nepeBojaM  OeHeXHbIX
CcpeactB  YYacCTHMKOB — MNNaTeXHOW  CUCTEMbI U
€Xe[QHEeBHO OCYLLECTBNSAET KOHTPONb 3a pucKamu
HeucnonHeHus (HeHagnexatero WCMNONHEHUS)
YyacTHukamu nnaTexHomn CUCTEMbI CBOUX
0ba3aTenbLCTB N0 MEepPeBOAY AEHEXHbIX CPeacTs; U
obnagaeT OOCTaTOMHbIMK AEHEXHbIMW cpeacTBaMmu,
KOTOpble HaxoasaTcs Ha 6anaHcoBOM cyeTe, OTKPbITOM
KomnaHun AMepukaH Jkcnpecc Jinmuteq B PacyeTHoMm
LeHTpe AN OCYLIECTBMEHUs pacyeToB C MNpaBoOM
npsmoro  aebeToBaHus. B cootBetctBUM C
cornalleHvemM Mexay Onepartopom nnaTexHom
cuctembl 1 AMepurkaH Jkcnpecc Jiumuten, AMepuKaH
dkcnpecc Jlumnten Oynet noaaepxuneatb
AOCTaTOYHbIA AOCTYMHbIA 6anaHc pacyeTHOro cyeTa
ana obecneyeHns NepeBOOOB AEHEXHbIX CpencTB B
TeyeHve cnegywowmx 3 paboumx AHen, ucxogs u3s
MaKkcMmMarbHbIX pa3mepoB 0653aTenbCTB YYacTHUKOB
nnaTeXXHol CUCTEMbl 3a  WCTOPUID  MaTexen.
OnepaTtop nnaTeXXHoW CUCTEMbl KOHTPONMPYET 3TOT
OanaHC Ha MOCTOSIHHOM OCHOBE W WHAOPMUPYET
AmepukaH  3kcnpecc  JlumuTeq  OTHOCUTENBHO
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The Central Payment Clearing Counterparty may
impose restrictions on those Payment System
Participants for which an analysis of their financial
condition indicates a heightened risk by imposing
requirements  for increased security for the
performance of Payment System Participants funds
transfer obligations, including setting of the maximum
amount of the payment clearing position, and operates
in compliance with requirements specified in Chapter 4.

1.1.5. Settlement Centre: (is an American Express
Bank LLC structural division)

Provides Settlement Services in a safe, secure and
sound manner

Executes, within the framework of the payment system,
the Payment System Participant’s instructions received
from the Payment Clearing Centre (the Central
Payment Clearing Counterparty), by way of debiting
and/or crediting funds in the bank accounts of the
Payment System Participants, as well as sending
confirmations on the execution of Payment System
Participants’ instructions, as specified in Chapter 4.

BO3MOXHOMN NpOrHo3MpyemMon HegoCTaTO4YHOCTH
OEHEXHbIX CPeACTB Ha pacyeTHOM cyeTe AMEpPUKIH
Okcnpecc  Jlumuten. LleHTpanbHbI  NNaTeXHbIN
KMVPUHTOBLIA  KOHTPareHT WCMonb3yeT YyKa3aHHble
cpencTBa B paMKax eXeOHEBHbIX pacyeToB MeXay
KaXabiM M3 Y4YacTHMKOB MNaTEXHOW CUCTEMbI U
MnaTtexHon cnuctemor AMepukaH Qkcrpecc.

LleHTpanbHbIN NnaTeXHbIN KNUPWHIOBLIA KOHTpareHT
MMeeT MpaBo MPUMEHSTb B OTHOLUEHWU YYacCTHUKOB
nnaTeXxxHon cucTemsl, aHanus dhrHaHcoBOro
COCTOSIHUS KOTOPbIX CBUAETENbCTBYET O NOBbILLUEHHOM
puvcke, orpaHuunTernbHbIe Mepbl, BKIOYas
YyCTaHOBMIEHNE MaKCUManbHOro pasmepa nnaTexHown
KMWPUHIOBOW MO3vunKn, npeabasnate TpeboBaHus o
NOBbILEHHOM pa3mepe obecnedyeHnss WCMONHEHNs
064A3aTenbLCTB YHacTHUMKOB MNAaTeXHOM CUCTEMbI MO
nepeBoAy AEHEXHbIX CPeACTB M OCYLEeCTBMASET CBOIO
AesATeNnbHOCTb B COOTBETCTBMU C NOMOXeHWsAMM [nasbl
4.

1.1.5. PacyeTHbIN LEeHTP (ABNAETCA CTPYKTYPHbLIM
nogpasgeneHnem 00O «AmMepukaH IJkcnpecc

BaHk»):

obecneunBaeT rapaHTMpPOBaHHbIN YPOBEHb
6ecnepeboiHocTH 7 6e3onacHOCTM  OKasaHus
pacyeTHbIX YCNyr;

ncrnonHseT nocTynueLLne oT [MnaTexHoro
KnupuHrosoro LueHTpa (LleHTpanbHOro nnaTexHoro
KINMPUHIOBOTO KOHTpareHTa) pacnopsiKeHus
YYacTHMKOB  NMaTeXHOW CUCTEMbl  MOCPEACTBOM

CMMCaHUA U1 3a4YUCIEHUS] [OEHEXHbIX CpPeAcTB Mo
6aHKOBCKMM cyeTaM YYacTHUKOB MNaTeXHOW CUCTEMBI
n(unun) LleHTpanbHOro MMaTeXHOro KMMPWHIOBOrO
KOHTpareHTa W npegocTaBnsieT  NoaTBEPXOeHUs!
npoBeaeHNst OaHHbIX onepauuii B COOTBETCTBUM C
pacnopspkeHUs MM YYacTHUKOB MNaTeXHOW CUCTEMbI B
COOTBETCTBUWN C NonoxeHusmu nasbl 4.
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Interaction of Participants and Operators in American Express Payment
System

B3anmoaencrteume Y4acTHMKOB nriatexHou cuctembl u OnepatopoBycnyr
nraTe>XXHon MHPaCTPYKTYpbI

Operations Centre
(may be outside of
Russia)/
OnepaumOoHHbIN LEHTP
(MOXeT ObITb 3a
npegenamu P®)

Operational Services
Agreement/ Payment System
[oroBop 06 onepaunoHHOM Operator/
obcnyxnsaHumn Onepatop MNMnatexHoun
cucrtembl

Payment Clearing
Centre/ Settlement Centre/
MnaTexHbln PacyeTHbI LLeHTp
KnNupuHroBbI LEeHTP

Services Agreement and

Payment System Rules/ Bank Account
[loroBop o npefgocTaBneHnn Agreements/
ycnyr u Mpasuna [oroeop 6aHKOBCKOro
MnatexHon Cucremsl cyeta

Russian Banks/
Poccuiickue 6aHkm
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1.1.6 Payment System Participant

A Payment System Participant must comply with applicable
laws and any transaction must be legal in the Russian
Federation. In the event of any conflict between the
American Express Payment System rules and any
applicable law or regulation, the requirements of the law or
regulation govern.

Payment System Participants are not obliged to enter into
an agreement with Payment Infrastructure Service
Operators except for the correspondent account agreement
with the Settlement Centre. All relations between Payment
Infrastructure Service Operators and Payment System
Participants are regulated by the American Express
Payment System rules.

The American Express Payment System rules govern the
relationship between the Payment System Operator and its
Payment System Participants. Payment System
Participants shall adhere to the American Express Payment
System rules only by way of accepting them in their entirety.

All Participants are required to open Account with the
Settlement Centre.

All Payment System Participants of the American Express
Payment System are direct participants.

All Payment System Participants of the American Express
Payment System are also Licensees of American Express
and must comply with any applicable American Express
global business and operational policies.

1.1.6 Y4acTHUKMK NNaTEXXHOM CUCTEMbI

YyacTHMKM NnaTexHom cucteMbl 00s3aHbl cobnioaatb
TpeboBaHus OencTByloLEero 3akoHopaaTenbcTBa Poccuiickoi
denepaunm, u Bce OCYLLECTBMSIEMblE OMepauun LOSHKHbI
ObITb paspeLueHbl 3aKOHOaTENbCTBOM Poccuiickon
depepaunn. B cnyvyae Bo3HMKHOBEHMS NOOLIX NpOTMBOPEYni
mexay NMpaBunamu nnaTexHon cuctemsl AMepUKaH Jkcnpecc
M nobbiMM  HOpMamMu [OENCTBYHOLLEro 3akoHOoA4aTenbCTBa
Poccunckonn depepaumm nocnegHve MMeEKOT MNPUOPUTETHOE
3Ha4eHue.

Y4YacTHMKM NNaTexHoOM cuCTeMbl He 0053aHbl 3aknoyaTtb
Kakvme-nnbo cornaweHus ¢ OnepaTopamu ycnyr nNnaTexHon
WMHPACTPYKTypbl  (KpoMe  cornaweHun o6  OTKpbITUK
KOPPECMNOHAEHTCKOro CcyeTa, 3aknioyaemblx € PacyeTHbim
ueHTpom). Bce oOTHOWeEHUs mexay YdacTHUKaMu nnaTexHown
cuctembl 1 OnepaTopamu ycnyr nrnaTexHoOnW MHPPaCTPYKTypbl

perynupytotcs NpaBunamu nnaTtexHom cuctembl AMEPUKIH
Skenpecc.

MpaBuna nnaTexHonW cucteMbl AMepukaH  Jkcrpecc
perynupytoT OTHoweHnss mexay OnepaTtopoM MnaTexHon
cUCTEMbl M Y4YacTHMKaMMU MMaTEXHOW CUCTEMbI. YYaCTHUKM
nnaTexHon cuctembl npucoeauHsitotca Kk [paBunam

NNaTexHon cucteMbl AMEPUKIH IKCMpPecc TOMbKO NyTemM Mx
NPUHATUS B LIENOM.

Bce YuacTHukn nnatexHom cuctembl 0683aHbl OTKpbITh CueT
B PacyeTHOM ueHTpe.

B nnartexHon cucteme npeaycMOTPEHO TOMbKO MpsMOe
yyacrtme.

Bce YuacTHVMKM nNnaTexHOM CUCTEMbI TakkKe SIBMSOTCA
JInueHsnatamm AMepukaH Jkcnpecc (MMET NULEH3N0 OT
AmepukaH  3kcnpecc) M obsizaHbl  cobnogatb  Bce
gencteylowme rnobanbHble 6GuM3HEC U OnepauMoHHble
nonuTNKN AMEpuKaH JKcrpecc.
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1.2. Modifications to the American Express Payment
System rules

The Payment System Operator may amend, modify, delete,
or otherwise change the American Express Payment
System rules. Payment System Participants will be notified
at least two months in advance of pending changes, of
which no less than one month may be used by Payment
System Participants to consider and provide feedback on
proposed changes, which may be taken into consideration
by the Payment System Operator prior to submission of
those changes to the Central Bank of Russia.

Changes will be reflected in the next edition of the American
Express Payment System rules.

1.3. Compliance with American Global
Business and Operational Policies

All Participants of the American Express Payment System
are also Licensees of American Express and must also
comply with any applicable American Express global
business and operational policies. The American Express
global business and operational policies specify the
common operational rules for the American Express Global
Network with which Payment System Participants must
comply when operating and participating in the American
Express Payment System.

Express

American Express global publications can be found on
http://corp.americanexpress.com/gcs/gns/, to which only
Payment System Participants shall have access. The
American Express Payment System rules govern in the
event of any inconsistency or contradiction with American
Express global publications.

In the event of unusual or unexpected circumstances
beyond the control of Payment System Participants that
affect the consistent operation of the American Express
Payment System, Payment System Participants must
immediately contact the Payment System Operator on the
following contact details:

1.2. BHeceHne wu3meHeHun B [lpaBuna nnatexHomn

cuctembl AMepUuKaH Jkcnpecc

OnepaTtop nnaTexHon cuctembl B OAHOCTOPOHHEM MOpsAKe
MMeeT NpaBO WCKMOYUTL OTAefnbHble nonoxeHns [pasun
nnaTeXxHoN cmctembl AMEPUKIH JKCMpecc, a Takke BHOCUTb
B HMX nNobble  OOMOMHEHUS U U3MEHEHWs. YYacCTHUKM
nnaTeXXHoW cucTembl NpedynpexaarnTcs O npegnonaraembix
N3MEHEHUSAX N JOMNOMHEHUSAX He No3dHee YeM 3a ABa Mecsua
[0 X BHECEHMS B JOKYMeHT. [Mpu aTom OnepaTop nnaTtexHown

cuctemMbl obecnedmBaeT Y4vyacTHUKaM NMaTeXHOW CUCTEMbI
BO3MOXHOCTb npeaBapuTEnbHOro O3HaKoOMMEeHUs c
npeanaraemMbiMn  M3MEHEHWsSIMU U HanpaBfeHus CBOEero

MHeHus OnepaTtopy MraTeXHOW CUCTEMblI B CPOK HE MeHee
ofHoro Mecsiua, kotopoe OyneT paccmoTpeHo OnepaTtopom
nnaTexxHol  cuctembl OO  NPEeOOCTaBMEHUSI  AaHHbIX
mameHeHmn B [paBunax  nnaTeXHoMm  CUCTEMbI B
LleHTpanbHbI 6aHk Poccuiickon ®epepauun.

M3aMeHeHns oTpaxatoTCsl B KaxOOW nocriegyrollen pegakuum
MpaBun nnaTexHon cucteMbl AMEpPUKIH JKcnpecc.

1.3. CobnrogeHune rnobanbHbIX GU3HEC U onepaLUOHHbIX
nonuTuk AMepuKaH dkcnpecc

Bce YuacTHUKM nnatexHom cucTeMbl TakkKe SIBMSHOTCA
JlnueHsnatamm AMepukaH Jkcrnpecc (MMEeKT  NULEH3UIo
AmepukaH  3kcnpecc) M obsizaHbl  cobmogatb  Bce
pencteytowme rnobanbHble 6GU3HEC U OMepaLuoHHble
nonutnkn AmepukaH Jkcnpecc. [nobanbHble 6GusHec u
onepauyoHHbIE MONUTUKM AMEPUKIH JKCMpecc onpenensiot
obLue onepaunoHHble NpaBuna rnobanbHON ceTn AMEPUKIH
3Kcnpecc, KoTopble [OOIMKHbI cobrnogaTe BCe  YUYACTHUKM
NnNaTtexHo  cucteMbl  MpW  OCYLLECTBINIEHUM  CBOEW
JeATenbHOCT B pamMkax [lnaTexHow cucteMbl AMEPUKIH
Okcnpecc.

mobanbHble BU3HEC 1 onepaumoHHbIE MONMUTUMKM AMEPUK3IH
3kcnpecc nyGnukytoTcs Ha cavnite

http://corp.americanexpress.com/gcs/gns/, 4OCTYN K KOTOPOMY
NpefoCTaBnsieTCAd UCKMYMTENbHO YYacTHUKAM MnaTexXHon
cuctembl  AmepukaH  Okcnpecc. B cnyyae  nobbix
pacxoXAeHVN NNy NPOTUBOPEYMIA MEXAY STUMWN AOKYMEHTaMM
MpaBuna nnatexHon cucTteMbl AMEPUKIH ISKCNPEecC UMET
NPUOPUTETHOE 3HAYEHMeE.

B cnyyae HenpeaBumaeHHbIX 0GCTOATENLCTB, HaXOAALLMXCA
BHE MNpeaernoB KOHTPONsS YYaCTHWKOB MIaTeXHON CUCTEMBI,
KoTopble HapywatoT 6ecnepeboliHyto paboTy [nartexHon
cuctembl  AMEpPUKIH  JKCrmpecc, YYaCTHUKM  MNNaTexHown
CUCTEMbl  [OOIDKHbI  He3ameanuTenbHO  yBegoMuTb 00
uHumaeHTe Onepartopa NnaTeXxHoW CUCTEMbI NO CreayoLMM
KOHTaKTHbIM JaHHbIM:

Contact Details (Moscow Banking Hours): KoHTakTHaa wuHcpopmauma (B paboume 4acbl no
MOCKOBCKOMY BpeMeHMU):
American Express Bank LLC, 000 «AmepunkaH Jkcnpecc baHk»
American  Express Payment System  Operations OnepauuoHHbIn aenaptameHT MnaTexHon CcUCTEMBI
Department AmepurkaH Qkcnpecc
33-1 Usacheva Str, Moscow 119048 Yn. Ycauenra, 33, ctp.1, rop. Mockea, 119048
Tel: +7 495 933 8400 Ten: +7 495 933 8400
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Email: AEPSRUSSIA@aexp.com

Contact Details (24 x 7 and in non-working hours):
American Express Global Network

Tel: +1 602 766 1150

1.4. Conflicts

In the event of any conflict between the American Express
global business and operational policies and the Payment
System Rules, the Payment System Rules will govern.

In the event of any conflict between the Payment System
Rules and any applicable Russian laws or regulations, the
requirements of such law or regulation will govern.

In the event of any conflict between the American Express
global business and operational policies and any applicable
Russian laws or regulations, the requirements of such law
or regulation will govern.

1.5. Confidentiality Requirements
A Payment System Participant must:
Maintain the integrity of confidential information

Not disclose any confidential information, save for such
disclosures as required by the Russian legislation or
pursuant to a demand by a regulatory body

Store and handle confidential information in such a way as
to prevent unauthorized disclosure

Take reasonable measures to protect confidential
information and treat it with at least the degree of care with
which a Payment System Participant treats its own
confidential and proprietary information.

Disclose confidential information only to those employees
with specific need to know.

In addition, and without prejudice to the obligations of the
Payment System Participants with regard to American
Express confidential information, the Payment System
Participants shall be in compliance with article 10(1) of the
Federal Law No. 98-FZ “On commercial secrets” dated 29
July 2004 and article 26 of the Federal law No. 161-FZ
“Russian Law on National Payment System” dated 27 June
2011.

1.6. Payment System Operator and American Express
Right to Monitor, Audit, Inspect and Investigate

The Payment System Operator or American Express may:

3n. noyta: AEPSRUSSIA@aexp.com

KoHTakTHasi nHdopmauma (KpyrrocyTouHo u 6e3
BbIXOAHbIX)
TexHuyeckas cnyxba nogaepxkun AmepukaH Jkcnpecc

Ten: +1 602 766 1150

1.4. BO3HMKHOBEHME NPOTUBOpPEUYUn

B cnyvae BO3HVMKHOBEHWS KaKMX-NMMBO NPOTUBOPEYUUI MEXAY
rnobanbHbiMM  BU3HEC ¥ ONEepauMOHHbIMK - NOMAUTUKaMMU
AmepukaH 3kcnpecc u [MpaBunamy nnaTexHOW CUCTEMbI
AMEpUK3H Jkcnpece, nocrnegHue 6yayT nmeTb
npeobnagatoLuyto cuny.

B cnyyae BO3HVMKHOBEHWSI KaKMX-NMMOO NPOTUBOPEYMIA MEXOY
MpaBunamyn nnaTexHon cuctembl AMEPUKIH JKcnpecc w
nobbiMM  HOpMamMy  OEeNCTBYKOLWEro  3akoHogaTenbCcTBa
Poccunckon  depepaummn, nocnegHue  6yayt  MMeTb
npeobnagaioLyio cuny.

B crnyyae BO3HWKHOBEHMSI KakMx-NnGo NpPOTUMBOPEYMii Mexay
rnobanbHbiMU  BM3HEC UM onepauMoHHbIMK  MONUTUKaMK
AMepukaH JKcmpecc U NoBbIMM HOpMaMu [elCTBYHOLWEro

3akoHogaTenbctBa Poccuiickon degepaumn, nocnegHue
OyayT nmeTb NnpeobnagatoLLyto cuny.

1.5. Tpeb6oBaHMA KOH(pUACHUMANBHOCTU

Yy4yacTHUK nnaTeXHOM cucTeMbl 06513aH:

CTporo cobnogatb yCcrosus KOH(bMAEHUMANbHOCTH
MHopMaLmK;

He packpbiBaTb KOHMAEHUManNbHyl0 UMHpopmaumio, He
noanexawyr  pasrralleHuo B  COOTBETCTBUM C

TpeboBaHusAMKM 3akoHogaTenbctBa Poccuiickon dPepepaumm
U YNONTHOMOYEHHbIX PEFYNMPYIOLLNX OPraHoB.;

XpaHWUTb 1 obpabaTbiBaTh KOHMMAEHLMANBHYH UHDOPMaLMo
TaKuM obpasom, YTOGbI He AONyCTUTb ee
HeCaHKLMOHNPOBaHHOIO pasrnalleHus;

npunarate BCe pa3yMHble Mepbl Ans NpefoTBpalleHus
pasrnaweHus KOHMAEHLUMansHON HdopMaLun "
cobnogatb BCe Te Mepbl NPeaoCTOPOXHOCTWU, YTO U Mpu
paboTte ¢ cobCcTBEHHOWN KOHMAEHUMANBHON NHGOPMaLNEN;

npenocTaBnsATb KOH(UAEHUMANbHY WHGOPMAaLMIO TOMNbKO
TEM COTPYOHWKaM, KOTOPbIM OHa HyXHa ANs WUCMOMHeHWs!
CBOUX CNyxebHbIx 06513aHHOCTEN;

B pononHeHue k ob6sizaTenbCTBaM Y4YacTHWKOB MnaTeXHOM
CUCTEMbI MO COBMAEHNI0 KOHPUAEHUMANBHOCTH, YKa3aHHbIe
YyacTHukn o6si3ytoTca Takke cobniogatb TpebGoBaHus CT.
10(1) ®enepancHoro 3akoHa Ne 98-®3 ot 29.07.2004 r. «O
KOMMEPYECKON TarHe» n cTaTbn 26 degepanbHoro 3akoHa Ne
161-®d3 o1 27.06.2011 «O HauuoHanbHOM MNaTEXHOWN
cuctemey.

1.6. NMpaBo Onepatopa NnaTeXxHOM cucteMbl U AMEpPUK3H
AKcnpecc Ha npoBeAeHUe ayAUTOPCKUX U MPOYUX
NpoBepoK

OnepaTop nnaTexHon cucTembl UMM AMepUKaH JKcnpecc
MMeeT NpaBo:
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Request Payment Infrastructure Service Operators and
Payment System Participants to provide the Payment
System Operator with financial and compliance information,
as specified in the American Express Payment System
Rules and American Express global business and
operational policies. Such details including information on
their activities should be provided to the Payment System
Operator upon the request, in a means defined by the
Payment System Operator including but not limited to hard
or soft copy, by mail or via electronic mail and within the
time frames defined by the Payment System Operator.

Inspect the premises of a Payment System Participant and
Payment Infrastructure Service Operators at any time and
charge the Payment System Participant and Payment
Infrastructure Service Operators a fee for this inspection.

Conduct an investigation or onsite review of a Payment
System Participant and Payment Infrastructure Service
Operators at their expense.

Monitor and Conduct security inspections in order to
mitigate fraud activity

A Payment System Participant and Payment Infrastructure
Service Operator must cooperate fully with the Payment
System Operator in an investigation or onsite review. This
cooperation includes providing access to the premises and
to all pertinent records and releasing any information to the
Payment System Operator upon request.

1.7. Appeals

If a Payment System Participant believes that an imposed
condition is unreasonable, it may appeal to the Payment
System Operator.

1.8. A list of the payment systems with which
interaction takes place and the procedure for such
interaction

None.

1.9. Procedure for number assignment allowing to
unambiguously identify a Payment System Participant
and the form of its participation in the American
Express Payment System

3anpocuTb y Y4acTHUKOB nnaTexHon cuctemsl n Onepatopos
yenyr nnaTexHown MHPACTPYKTYPbI drHaHCcoBYIO
WHdOpMaLmio, a Takke noaTeepxaeHus cobniogenus MNpasun
nnaTeXxHoW cnucteMbl AMEPUK3H DKCMPecc B COOTBETCTBUM C
MpaBvnamn nnatexHon cuctembl AMEpPUKIH JKCnpecc K

rnobanbHbIMM  BU3HEC W OMNEPaUMOHHBIMK  MOMUTUKaAMKU
AmepukaH Qkcnipecc. [aHHas WHdopmauusi, BKoYasi
UMHpOPMaLMID O AeATEeNbHOCTM  YYaCTHWKOB  MraTeXHOn
cuctembl, pormkHa ObiTb  npepoctaBneHa  OnepaTopy

nnaTexHon cucTembl MO 3anpocy B opMe U C MOMOLLbIO
CpeacTB, YykasaHHblx OnepaTtopom MNMNaTeXHOW CUCTEMBI,
BKIOYas npegocTaBreHve uHdopMauum B OymaxHOM wunu
3MNEKTPOHHOM BUAE, MO MOYTE UMK MO INEKTPOHHON MoYTe B
CpOKM, yka3aHHble OnepaTopom MraTeXHOW CUCTEMbI.

B noboe Bpems NMpoBOAWUTL MPOBEPKWM MOMELLEHUN nboro
Y4yacTHuka nnatexHom cuctembl u  OnepaTtopoB ycnyr
nNnaTexHon WHPACTPYKTypbl, a Takke B3UMaTb nnarty c
Y4yactHuka nnatexHom cuctembl u  OnepaTopoB ycrnyr
nnaTeXxHon MHAPaCTPYKTYpbl 3a NPOBeAEeHNe 3TUX NPOBEPOK;

npoBoAUTb KaMeparbHble MPOBEpPKM YYacTHMKa MnaTexHOM
cuctembl 1 OnepaTopoB ycnyr NnaTexHon MHAPaCTPYKTYpbI
1 33 X CYET;

npoBoAWTbL MPOBEpPKU cobrniogeHnss mMep GesonacHOCTU BO
nsbexxaHue cry4aeB MOLIEHHUYECKUX TPaH3aKLMA.

YyacTHUKM nnaTexHon cuctembl M OnepaTopbl  ycnyr
NnaTexHo WMHGPACTPYKTYypbl OOMKHbI OKasbiBaTb MOJSHOE
cogeiictene  OnepaTopy  NnaTeXxHOM  CUCTEMbl  Mpu

NpoBeAEHMN NPOBEPOK MINN PEBU3NIA B MX NMOMELLEHUSAX. ITO
O3Ha4aeT, YTO OHW AOIMKHbLI NPefoCTaBnAaTb AOCTYN K CBOUM
NOMELLIEHNSIM U BCEM OTHOCALLMMCS K NPOBEPKE AOKYMEHTaM,
a TaKke npegocTasnaTb nobyto WHdOopMaumio,
3anpaiwumaemyto OnepaTopomM NnaTexHon CUCTEMBI.

1.7. Annenauun

Ecnu  YyacTHMK nnaTtexHoW CUCTEMbl  cUYMTaeT, 4To
npeabsiBrieHHoe TpeboBaHMe ABNseTcsl He0H6OCHOBAHHbLIM, OH
MOXeT nogaTb OnepaTtopy nnaTexHomn cucTemsl
COOTBETCTBYHOLLYIO annensiumio.

1.8. TMepeyeHb MNNaTéXHbIX CUCTEM, C KOTOPbIMU
OCYLUECTBNAETCA B3aMMOAEeMCTBUE, U MOPSAOK TaKoro
B3aumMoaencTBus

TakoBbIX HE UMEETCS.

1.9. NMopsgok npucBoeHusi Koga (Homepa), no3BonsAoLWwero
OQHO3Ha4YHO YCTAaHOBUTb YYaCcTHMKA NNaTEXHOW CUCTEMBI
1 B1A ero yyactusa B lNnatéxHon cucteme AMepuKaH
Akcnpecc
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After successful registration, to each Participant in
American Express Payment System the unique
Identification number will be assigned in the range of
numbers from 00001 to 99999, using information about
Payment System Participants in American Express
database. This unique Identification Numbers of
organization will be used to identify all the activities of the
participants in the American Express Payment System. The
Identification Numbers of organizations that are available
for distribution, arranged in an ordinal sequence in the
database. The Identification Numbers that are available for
assignment are organized in numerical sequence in a
database.

Mocne ycnewHow peructpaumm B [natexHom cucteme
AmepukaH  3Jkcnpecc  Kaxgoro  YuacTtHuka, Onepatop
nnaTexHon cncrembl 6yaet BHOCUTbL cBedeHus 06 YyacTHuke
NnaTeXHOW CUCTeMbl B CBOW CUCTEMbl ANs OpMUPOBaHWA
YHVKanbHoro MaeHTudurkaumoHHoro Homepa opraHusaumm B
OnanasoHe u4ucen ot 00001 pgo 99999, npuceavBaemMoro
KaXgoMmy YUYacTHUKY NnaTeXHOW cucTeMbl. Takon YHUKarbHbIN
NaeHTudmkaumoHHbIn Homep opraHvsauum 6ynet
Mcrnonb3oBaTbCA MpU UAEHTUdMKAUMN BCeN AeATenbHOCTU
YyactHuka B [MnatexHon cucteme AMepukaH JOkcrnpecc.
MaeHTudpmkaumoHHele  HOMepa  opraHusaumu,  KoTopble
AOCTYNMHbI AN5 pacnpefeneHunsi, opraHn3oBaHbl B MOPSAKOBON
nocrnegoBaTenbHOCTV B 6ase AaHHbIX.
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Chapter 2 - Participation in the American Express
Payment System

2.1. Criteria for Participation in the American Express
Payment System — Direct Participants

All Payment System Participants in the American Express
Payment System will be direct participants

To participate in the American Express Payment System
as a direct Payment System Participant, the applicant must
comply with the following criteria:

Have or obtain a license from American Express

Be able to comply with general financial soundness
principles (to be assessed at the time of obtaining a license
from American Express as well as assessed whilst the
organization holds a Payment System Participant status)
on a regular basis but, in any event, not less than once per
year or as law requires. In reviewing such financial
soundness principles the following documentation will be
examined:

Constitutional Documents (Certificates of Incorporation,
Articles of Association or other such similar documents)

Audited financial statements prepared in accordance with
the accounting requirements set by the Central Bank of
Russia

Audited financial statement prepared in accordance with the
International Financial reporting standards

Reports from major rating agencies, where applicable
Disclosure of corporate structure, ownership and ultimate
beneficial owners

Other financial and legal documentation
Payment System Operator requirements

according

Be able to execute measures (by provision of procedures
for examination) concerning the Counteraction of the
Legitimization (Anti- Money Laundering) of the Proceeds of
Crime and the Financing of Terrorism

MnaBa 2 - YyacTtue B lnaTexHon cucteme
AmepunkaH Jkcnpecc

2.1. Kputepum yyactus B lNnartexHon cucteme
AmMepukaH Jkcnpecc - NpAMbIe y4acTHUKMN

Bce Y4yacTHWKM nnaTexHom cuctembl AMEPUKIH
3kcnpecc ABNATCA NPAMbIMU YyHaCTHUKAMM.

Ona yyactma B [natexHon cucteme AMEPUKIH
JKcnpecc B kayecTBe NPAMOro Y4YacTHMKa nraTexHom

cuCTeMbl, 3asBUTENb [OJKEH COOTBETCTBOBaTb
crneayoLmMm KpUTepusm:

MmeTb  nuueHanio  AMepukaH  Jkcnpecc  wnm
HaxoguTca B Mpouecce MNOMyYeHUs  NULEH3NU

AmepukaH Jkcnpecc;

CooTBeTcTBOBaTb MpuHUMNAM obuen drHaHCOBOMN
YCTOMYMBOCTW, OLleHKa KOTOPOW MpPOBOAMUTCA Kak Ha
MOMEHT  MOMYyYEHUA  NULEH3MM OT  AMEPUK3H
3Kcnpecc, Tak WU Ha perynspHon OCHoBe, Moka
oneparop no NepeBoay AEHEXHbIX CPEACTB sIBNAETCA
YYacTHMKOM MNaTeXHOW CUCTEMbI, HO He pexe

OOHOrO pasa B Trog wnum B COOTBETCTBUM C
TpeboBaHUsMHA 3akoHogaTenbCcTBa Poccuickon
depgepaunn. [aHHass oueHka NpoBOAMTCA  Ha

OCHOBaHMM NpoBepkKn cneayrwmx JOKYMEHTOB!:

MpaBoycTaHaBnuBawLWnxX OOKYMEHTOB
(cBugetenbcTtBa O rOCYAapCTBEHHOW perncrpauuu,
YcTaBa 1 npo4mx KOpnopaTUBHbIX JOKYMEHTOB);

DUHAHCOBOW OTYETHOCTW, 3aBEPEHHOW ayauTopamu,
1 NOArOTOBMEHHOW B COOTBETCTBUM C TpeboBaHUAMMU
LleHTpanbHoro 6aHka Poccuiickon ®epepauuu;

DUHAHCOBOW OTYETHOCTW, 3aBEPEHHOW ayauTopamu,
1 NOArOTOBMEHHOW B COOTBETCTBUM C TpeboBaHUAMMU
MeXayHapoaHbIX cTaHpapToB unHaHcoBOM
OTYETHOCTW;

OTYeTOB OCHOBHbIX PENTUHIOBLIX AreHTCTB, MPU MX
Hanmyunu;

MHdopmaumm 0 KOpropaTuBHOW  CTPYKType U
OKOHYaTenbHbIX Bnagensuax u 6eHeduumapax;

MHon huHaHCOBOW M OpuANYECcKon UHopmauun B
COOTBETCTBUU c  TpeboBaHuAMYK Onepatopa
NnaTexHown cucTemsl;

WmeTb 1 cobnogatb npouenypbl (M NpeaocTaBnaTb
MX Ons O3HaKOMMEeHWs) U MNpuvHUMaTb Mepbl Mo
NPOTUBOAENCTBUIO neranusaumm (oTMbIBaHUIO)
[OX0O0B,  MONYYEHHbIX MPECTYNHbIM  NyTeM MU
UHaHCMPOBaHUIO TEPPOPU3MA;
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Have the technical ability to connect to American Express’s
technology infrastructure (American Express Global
Network [AEGN]) or confirmation of the ability and/or intent
to appoint a third-party processor who will connect to
American Express’s technology infrastructure (AEGN)

Be able to comply with Bank secrecy assurance and/or
Data Protection standards

Be able to have a Account(s) at the Settlement Centre and
follow sound settlement practices to ensure the operational
continuity of the American Express Payment System

Conduct their business and operations in a way judged
compatible with American Express corporate reputational
standards, such as but not limited to, demonstration of
policies and procedures for examination, as follows:

e Fraud and security controls

e Corporate & ethics governance

e Sound Business practices

e Business strategy

2.2. Procedure for applying to join the American
Express Payment System

To participate in the American Express Payment System,
and prior to the conclusion of obtaining a license from
American Express, the prospect must read the American
Express Payment System Rules publicly available from
Payment System Operator and thereafter submit a letter of
intent indicating their desire to join the American Express
Payment System. Submission of the letter of intent
represents confirmation of the prospect’s
acknowledgement and agreement to the American express
Payment System Rules in their entirety.

The Payment System Operator shall review and consider
the application and all attached documents and may
request additional documents and information in order to
make the decision on the applicant’'s accession to the
American Express Payment System. The Payment System
Operator decides whether to approve the applicant’s
accession to the American Express Payment System as a
Payment System Participant or decides to reject the
application and shall notify the applicant of such decision.

Specific provision on accession to the American Express
Payment System of money transfer operators that at the
date hereof have licence with American Express to act as
Issuers or Acquirers (including ATM providers) prior to the

MMeTb TeXHMYECKY0 BO3MOXHOCTb MOAKIHOYEHUSA K
TEXHONOrMYEeCKon " TenekoOMMYHNKaLNOHHON
WHppacTpykType rnobanbHOM  ceTm  AMEpUKaH
OKcnpecc wWNU  NOATBEPAUTbL  BO3MOXHOCTb UK
HaMepeHne YMONHOMOYMTL TpeTbe fuuo  Ans
NOAKIIOYEHNA K TakKoW  TENeKoOMMYHUKaLWOHHOMN
WHdPacTpyKType AMEpPUKIH SKCNpecc;

CobniogaTte TpeboBaHWs B OTHOLLEHWMU OaHKOBCKON
TalHbl U 3allNTbl NepCoOHalbHbIX AaHHbIX;

OT1kpbiTe CyeT(a) B PacyeTHOM LEHTpe nnaTtexHoun
cucteMbl U cobniopgaTtb cTaH4apThl  NPOBEAEHMSA
pacyeToB B Uenax obecneveHus GecnepebonHOCTU
dyHKUMOHNpPOoBaHNA TnaTexHon cuctembl AMEPUK3H
Jkenpecc;

OcyLuecTBnATb CBOK AEATENbHOCTb U onepauun B
COOTBETCTBUW C BbICOKOW JErOBOW 1 KOPrNopaTUBHOW

penyTaumeir  AMepukaH  Jkcnpecc, BKIToYast
npeaocTaBlieHMe  COOTBETCTBYIOLUMX — BHYTPEHHUX
npouegyp W  MOMWUTWK,  KOTOpble  3asiBUTESb

coGupaeTcsa MCrnonb3oBaTbh B CBOEN OeSATENbHOCTU U
KacaloLLMXcs:

e MetogoB un cnoco6os
MOLLIEHHNYeCTBa

KOHTPONA pUCKa

. KopnopaTvBHbIX CTaHOApTOB MOBEAEHWS U

3TUKKN
e [106ponopsiAOYHbIX  MPUMHUMMIOB  BeOeHus
OusHeca
e bBusHec cTpaTerun
2.2. [lpoueaypa nopauyum 3asiBieHUS Ha Yy4yacTue B

MnatexxHon cucteme AMepUKaH JKcnpecc

Ona uenen yyactma B [InatexHon cucteme AMEPUKIH
Skcnpecc 1 0o nonyyYeHus NMueH3nM ot AMepurKaH Jkcnpecc,
3agBuTenb o0653aH o3HakomuTbCs C lMpaBunamu nnaTexHon
cuctemMbl AMEpPUKSH OKCMPEece, KOTOPblE MOXHO MOMyYuTb y
Onepartopa nnaTexHoW CUCTEMbI, U HaMpaBWUTb 3asiBEHUE C

yKazaHMeM  3auMHTepecoBaHHOCTM  CTaTb  YYaCTHUKOM
nnaTexHoi cucTembl. HanpasneHue Takoro — 3asiBMeHUs
ABNAETCA NOATBEPXAEHMEeM W [oKasaTenbCTBOM hakTa

03HaKoMMneHus 1 cornacus c MNpaBunammu NnaTexHon CUCTeMbl
AmepukaH Dkcnpecc.

OnepaTtop nnaTexHol CUCTeMbl paccMaTpuBaeT 3asiBrieHne U
npenocTaBneHHble  JOKYMEHTbl W MOXEeT  3amnpocuTb Yy
3a9BMTENSA NPELOCTaBMeHUs AOMOMHUTENbHBIX JOKYMEHTOB W
cBedeHWIn ONa NPUHATUA peLLeHnst O NMPUCOEAUHEHNN Takoro
3asBATENss B KayecTBe Y4yacTHWKA NnaTexHOW CUCTEMBI.
OnepaTtop nnNaTexHoW CUCTEMbI MNPUHMMAaeT pelleHne 06
0000peHNN NpucoeanHeHUs 3asiBUTENs B KayecTBe YYacTHMKa
nnaTexHoW cucTemMbl, NGO NPUHMMAaET pelueHne 06 oTkase B
0806peHnn npucoearHeHns 3asBuTenNs B ka4ecTse Y4yacTHuKa
MnaTeXHo CUCTeMbl W HampasnseT CBOe pelleHue
3aABUTENIO.

CneuuanbHasi oroBopka O npucoeauHeHun K [natexHou
cucteme AMepukaH JKCMpecc OnepaTopoB MO NepeBomy
[EHEXHbIX CpeAcTB, MOMyYMBLUMX MULEH3UM OT  AMEPUKIH
JKeMnpecc Ha [AeATenbHOCTb B KayecTBE OMUTEHTa KapT wnn
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registration of the American Express Payment System by
the Central Bank of Russia in the register of operators of
payment systems and receipt of the Payment System
Operator of the registration certificate from the Bank of
Russia:

Accession of such Payment System Participants to the
rules shall be made pursuant to the notice sent by the
Payment System Operator and the American Express entity
with which the relevant card issuing or acquiring (or ATM)
licence has been signed;

Such notification shall be sent upon registration by the
Central Bank of Russia of the Payment System Operator in
the register of operators of the payment systems and
receipt of the registration certificate from the Central Bank
of Russia;

Accession to the rules means entering into the contractual
relationships with the Payment System Operator and the
Payment Infrastructure Service Operators on the terms set
out in these rules.

2.3. Suspension and Termination of American Express
Payment System membership

2.3.1. Suspension of American Express Payment
System membership

The American Express Payment System Participation
cannot be suspended.

2.3.2. Termination of American Express Payment
System membership

Membership in the American Express Payment System
can be terminated in one of two ways: the termination by
the Payment System Operator and upon specific request
by the Payment System Participant.

2.3.3. American Express Payment System Participation
termination by Payment System Operator

The Payment System Operator has the right to terminate a
Payment System Participant's membership in the
American Express Payment System in accordance with
clause 6.3 of the Payment System Rules and American
Express global business and operational policies.

2.3.4. Voluntary termination by a Payment System
Participant

OkBariepa  TOpProBO-CEPBUCHBIX  NPeanpuaTUn  (BkMoYas
3KBaWpuHr 6aHKOMaToB) 0O MOMeHTa peructpaumm Onepatopa
nnatexHon cuctembl LleHTpanbHeiM 6GaHkoM Poccuiickon
®egepaunm B PeecTpe onepatopoB MMaTeXHbIX CUCTEM U
nonyveHnss OnepaTopoM PerncTpaLuvoHHOro CBMAETEeNbCTBA
BaHka Poccuu:

NPUCOEAUHEHNe K YCMnoBMAM Hactoswmx [pasun  Takux
YYacTHMKOB MNaTeXHoOW CUCTEMbI OCYLLECTBNAETCS B Nopsake,
YCTAHOBMEHHOM  yBEOOMIIEHMEeM, KOTOpoe HanpasnseTcs
OnepatopomM MNaTtexHoOW CcucTeMbl W KOMNAHWEn rpynnbl
AMEpPUK3H JKcrpecc, OT KOTOPOW y Takoro Y4yacTHMKa nonyyeHa
NMUEeH3ns Ha BbiMyck KapT wnu BedeHve 3KBaWpWHIOBOMW
AesATenbHOCTY;

Takoe YyBeAOMIIEHMEe HanpaBsrnseTca nocre perucrpaumu
Onepatopa nnatexHon cuctembl baHkom Poccum B Peectpe
onepaTopos nnaTexHbIX cucteM " nony4yeHus
pervcTpaumnoHHoro cemaeTensctea baHka Poccuy;

MpucoeanHeHne k ycrnoBuaM [paBun nnaTexHow CUCTEMBI
AMeprKaH OJKkcrnpecc 0O3HayaeT BCTYMNEHWE B [JOrOBOPHbIE
OoTHOWeHnMA ¢ OnepaTtopom MMaTeXHOW  CUCTEMbl W”
OnepaTtopom ycnyr NnaTexXHON MHPPaCTPYKTYpbl Ha YCrOBUSX
HacTosAwmx [NpaBun nnaTexHom cncteMbl AMEpUK3aH Skcnpecc.

2.3. [lpuocTtaHoBneHue W nMpeKpaweHue yvyacTuss B
MnaTexHon cucteme AMepuKaH JKcnpecc

2.3.1. MNMpuoctaHoBneHne y4dyactus B lnaTtexHon cucteme
AmepuKkaH dkcnpecc

MpuoctaHoBneHne yyactusa B [natexHown cncteme AMEpPUK3IH
3KCnpece He NpUMeHseTCs.

2.3.2. MpekpaweHue y4dactua B [lnaTtexHou cucrteme
AmepuKkaH dkcnpecc

Yyactue B lNMnatexHon cmucteme AMEpPUKIH ISKCMpecc MoxeT
ObITb NpekpalleHo OAHMM M3 ABYX CnocoboB: MpekpalleHvne
yyactna B [natexHonm cucteme AMEPUKIH Jkcnpecc Mo
UHUUMaTuBe OnepaTtopa nnarTexHown cucTemsl "
[o6poBoONbHOE NpekpalleHue yyactusa B lNnatexHon cucrteme
AMepukaH 3KCcrmpecc Mo MHMUMAaTMBE Y4YacTHMKA NnaTexHOn
CUCTEMBI.

2.3.3. MpekpaweHne y4vactua B [lnatexHom cucrteme
AmMepukaH Jkcnpecc no wuHuuuatuBe Onepartopa
nnaTeXXHOW CUCTEeMbI

Yyactmne B lnatexHon cucteme AMEpPUKIH IKCMpPecc MOXeT
ObITb NPEKpALLEHO NO eANHONMYHOMY ycMOoTpeHuto OnepaTtopa
NNaTexHon CUCTEMbl B COOTBETCTBMM C M. 6.3 HacToAwmx
MpaBun nnatexHon cucteMbl AMEPUKIH JKcnpecc U
rnobanbHbIMM  OU3HEC W ONEepauMOHHbIMK  MONIUTUKAMMU
AmepukaH Jkcnpecc.

2.3.4. lo6poBonbHOe npekpalieHne yyactus B lNnaTtexHon
cucteme AMepuKaH JKcnpecc No uHuUuatuBe Y4YacTHUKaA
nraTeXXHoWu CUCTEMBI
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Participation in the American Express Payment System
may be terminated upon specific request by the Payment
System Participant.

In order to voluntarily terminate as a Participant, the
Participant must give written notice with a minimum period
of 30 days addressed to the Payment System Operator by
registered or certified mail, return receipt requested, or by
personal or reputable courier service.

2.4. Payment System Participant Responsibilities to
their Customers

Payment System Participants shall service their customers
in accordance with the terms and conditions of the licence
issued by American and in accordance with the applicable
law of the country of incorporation of the Payment System
Participant and in accordance with the terms and
conditions of agreements made between the Payment
System Participants and their customers.

In the process of providing services to their customers,
Payment System Participants shall fulfil the following
requirements:

A Payment System Participant Acquirer will ensure that the
network of POS’s at their merchant locations is able to
accept American Express payment card transactions during
their hours of operation so that such transactions can be
routed to the Payment System Participant Issuer for
authorisation.

A Payment System Participant Acquirer will ensure that
their merchant locations submit details of completed
transactions in accordance with the terms and conditions of
agreements made with their merchants.

A Payment System Participant Acquirer will be responsible
for the disbursement of payments for completed
transactions to their merchants in accordance with the
terms and conditions of agreements made with their
merchants.

A Payment System Participant providing ATM services will
ensure that the network of ATM’s at their locations is able to
accept American Express payment card transactions during
their hours of operation so that such transactions can be
routed to the Payment System Participant Issuer for
authorisation.

A Payment System Participant Issuer will ensure that
transactions initiated by American Express cardmembers at
merchant locations or through ATMs are validated and
appropriate authorisation decisions are provided in a timely
manner during their hours of operation.

A Payment System Participant Issuer will ensure that their
cardmembers are advised of completed transactions in
accordance with the terms and conditions of agreements

YyacTtne B [NnatexHon cucteme AMEpPUKIH IKCMPecc MOoXeT
ObITb npekpaLieHo [o6poBonbHO Ha OCHOBaHUK
COOTBETCTBYHOLLIEro 3anpoca YyacTHMKa NnaTexHoN CUCTEMbI.
B uenax npekpaweHus yyactua B [naTexHol cucteme
AmMepukaH  3kcnpecc, Y4acTHUMKY NNaTexHoOW CUCTEMbI
Heob6xoaMMo HanpaeuTb OnepaTopy nNNaTeXHOW CUCTEMBI
NMUCbMEHHOE yBeAoOMIieHWe He MeHee 4dem 3a 30 (Tpupuatb)
AHen p[o paTel npefgnonaraemMoro npekpaweHus ydacTus
3aKa3HbIM MUCbMOM C YBEAOMIIEHWEM O BpPYYEHWUM, Wwnu
[OCTaBKOW COBCTBEHHBIM KypbepoM, WM [OCTaBKOW Yepes
N3BECTHYIO KYpbepCKyto Criyxoby.

2.4. OTBeTCTBEHHOCTb Y4YaCTHMKOB NNaTeXXHOW CUCTEMbI
nepea uUxX KNueHTamu

YYacTHVKN MnaTexXHOMW CUCTEMbI OKa3sblBalOT YCMyrn CBOUM
KNMeHTam B COOTBETCTBUM C  YCMOBUSMWU  JIMLEH3WM,
npegocTaBneHHon AMepukaH OKcrpecc, U B COOTBETCTBUM C
NPUMEHNMbIM 3aKoHoaaTeNbLCTBOM CTpaHbl mMecTa
perncrpaummn Y4yacTHUKa nnaTexHoW CMCTEeMbI, Kacarlwumucs
TMNa(TUNOB) MX Yy4yacTusl, U B COOTBETCTBMM C YCMOBUSIMU
[JOrOBOPOB, 3aKMYEHHbIX MeXay Y4YacTHMKaMW NnaTexHon
CUCTEMbI U UX KITUEHTAMMU.

B xope okasaHus ycnyr CBOUM KIMEeHTaM YyacTHUKK

nnatexHom cuctembl o006a3aHbl cobniogaTe  cnegyowme
TpeboBaHus:
YyacTHUMK  nnaTexHoW  CcucTeMbl-akBariep  obecneumBaet

CMOCOGHOCTb CETU NMaTEXHbIX TEPMUHANOB B CBOMX TOProBO-
CEpBUCHBIX MPeanpuaATUSX NpuHUMaTte  KapTel  AMepukaH
3Kenpecc Ans OCYLECTBIIEHUs TpaH3aKUWiA No HM B TeyeHue
BCEro paboyero BpeMeHW TakuX  TOProBO-CEPBMCHbLIX
npeanpusaTuii ana obecneyeHnss MapLIpyTU3auun TpaH3aKuumi
YuyacTHUKY NnaTeHON CUCTEMbI-AMUTEHTY AJ1S aBTopU3aLum;

Y4yacTHuK NnaTeXxHoW cucTeMbl-akBanep obecneudvBaeT
nepegavy CBOMMW  TOPrOBO-CEPBUCHBIMW  MPeanpUaTUSMU
CBE[EHNA O 3aBEpPLUEHHbIX TPaH3aKUMsSX B COOTBETCTBUM C

ycnosuamMun O0roBopoB, 3aKMK4YeHHbIX C TOProBO-CE€PBUCHbIMU
npeanpuaTuamMu;

Y4yacTHuK nnaTexHon CUCTEeMbI-3KBaviep HeceT
OTBETCTBEHHOCTb 332  MepeyvucrieHue  nnartexemn no
3aBEpLUEHHbIM  TPaH3aKLUsiM  CBOVMM  TOProBO-CEPBUCHBLIM
npegnpusTamM B COOTBETCTBMM C YCMOBMSMW [OrOBOPOB,

3aKIMHO4YEHHbIX Cc Takmmun TOProBo-CepPBUCHLIMU
npeanpuaTuaMn;
Y4acTHUK, I'IpeLI,OCTaBJ'Iﬂ}OLIJ,I/Iﬁ ycnyrm no OGCJ'Iy)KVIBaHIMO

Aepxatenen Kapt B 6aHkomaTax, obecrnevmBaeT CnocoBGHOCTb
ceT B6aHKOMaTOB B CBOMX TOYKax OOCNY>XMBaHUS MPUHMMATb
KapTel AMepukaH Jkcnpecc Ans OCYLeCTBMNEHWUS TpaH3aKumn
no HMUM B TeyeHue Bcero pabovero BpEMEHW TakuxX TOYeK
o6cnyxuBaHus ana obecneyeHns MapLipyTusaumm TpaH3akuuia
Y4acTHVKY NnaTeXHON CUCTeMbl -SMUTEHTY ANst ABTOpU3aLmu;
Y4yacTHVMK  nNaTexHoW  CUCTEMbI-AMUTEHT  obecneuvmBaeT
NpoBepKy W Bblgayy COOTBETCTBYIOLMX pelleHun o6
ABTOpM3aUMN B OTHOLLUEHUWN TPaH3aKUWMN, WHULMUPOBAHHBIX
aepxatenamu nnatexHelx KapT B TOProBO-CEpPBUCHBIX
npegnpusaTnax nnm 6aHkomartax, Ha CBOEBPEMEHHOW OCHOBE B
TeyeHue paboyero BpeMeHy;

Y4YacTHUK  MNaTexHoW  CUCTEMbI-AMUTEHT  oGecrneumBaeT
UH(OpMMpOBaHUe fepxaTeneit KapT, SMUTUPOBAHHbLIX TakUM
Y4YaCTHUKOM  NMaTexHoW  CUCTEMbl, O  3aBEPLUEHHbIX
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made with their cardmembers.

A Payment System Participant Issuer will be responsible for
the collection of payments from their cardmembers in
accordance with the terms and conditions of agreements
made with their cardmembers.

TpaH3akumsax B COOTBETCTBMM C YCMOBUSIMA [OrOBOPOB,
3aKmMYeHHbIX C aepxatenamu KapT, aMUTMPOBaHHbIX TakKUM
Y4acTHUKOM NNaTeXHOW CUCTEMBI,

YyacTHUK nnaTexxHoun CUCTEMbBI-AMUTEHT HeceT
OTBETCTBEHHOCTbL 3a B3MMaHWe nnartexewn ¢ gepxartenen Kapr,
SMUTMPOBAHHBLIX TakMM YYaCTHUMKOM MfaTeXHOW CUCTEMbI, B
COOTBETCTBMU C YCMOBUSIMA [OrOBOPOB, 3aKMOYEHHbIX C
aepxatensmum  KapT, SMUTUPOBaHHbIX TakuM YYacTHUKOM
nnaTexHon CUCTEMBbI.
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Chapter 3 - Procedure for engaging Payment
Infrastructure Service Operators and
maintenance of the list thereof

The requirements of this section are publicly accessible as
part of these American Express Payment System Rules,
which are maintained by and publicly available at the
official web-site
https://business.americanexpress.com/ru.

3.1. Requirements for Payment Infrastructure
Service Operators

Payment Infrastructure Service Operators engaged by the
Payment System Operator must be able to provide for
uninterrupted  functioning of the American Express
Payment System in Russia. For this purpose, the
Operations Centre and the Payment Clearing Centre must
have back-up facilities from which all services may be
provided if primary facilities go down. The Settlement
Centre must be able to remedy any business interruption
within maximum one calendar day and have the adequate
technological background which guarantees American
Express Payment System business continuity.

Operational Centre, Payment Clearing Centre (Central
Payment Clearing Counterparty) and Settlement Centre,
which functions are performed by Payment System
Operator must have sufficient financial liquidity to carry out
their functions.

3.2. Banking Secrecy Provision

Operations Centre, Payment Clearing Centre, Central
Payment Clearing Counterparty and Settlement Centre
may not disclose data on transactions and accounts of the
Payment System Participants and their clients, obtained
through rendering of operational, clearing and settlement
services to the Payment System Participants, except data
transfer within the American Express Payment System and
instances provided for by the federal laws.

3.3. Payment Infrastructure Service Operators

3.3.1. Operations Centre

The Payment System Operator engages American
Express Limited as the Operations Centre based on
intercompany agreements made between them. American
Express Limited performs functions of the Operations
Centre engaged by the Payment System Operator
provided for in these American Express Payment System
Rules. The Payment System Operator is liable towards
Payment System Participants for services of the
Operations Centre engaged by the Payment System
Operator in addition to the liability of the Operations Centre
itself. The Operations Centre is liable towards the Payment

Maea 3 - Nopsapok npuBne4vyeHus OnepaTtopoB ycnyr
NNaTéXxXHon MHQPaACTPYKTYpbl U BeAeHUS nepeyHsi
OnepaTtopoB ycnyr nnatéxHon HhppacTpyKTypbl

TpeboBaHua HacTosWero pasgerna kKak cocTaBHasi 4acTb
HacToswwmx MNpaBun nnaTexHon cuctembl AMEpPUKIH IKcnpece
ABMSAOTCS NYGNUYHBIMU U JOCTYMHbI HA oULManNbHOM canTe
https://business.americanexpress.com/ru.

3.1. TpeboBaHus Kk Onepatopam ycnyr nnaTéxHomn
MH(pPaACTPYKTYpPbI

Onepatopsbl ycnyr NNaTéXHON WHMPaCTPYKTYpbI,
npueneveHHble OnepaTtopoM NNaTEXHON CUCTEMbI, AOIDKHbI
ObITb CNOCOOHBbI obecneynTb 6ecnepeboliHoe
hyHKLMOHNPOBaHNE MnaTéxHon cuctembl  AMEpPUKIH

Okcnpecc B Poccuun. na aton uenn OnepaunoHHbIA LEHTP U
MnaTexHblA KIMMPUHIOBbLIA LIEHTP OOJMKHbI MMETb PEe3epBHYIO
cuctemy, KOTOpasa MOXeT Mncnonb3oBaTbCA ana
npenocTaBneHns MonHoro obbema ycnyr B criydae, ecrnu
OCHOBHbIE CUCTEMbI HEOOCTYMNHbl. PacyéTHbIN LEHTP OOMmKeH
ObITb B COCTOSIHUM YCTpaHUTbL cOOW B NpefocTaBeHnn ycnyr B
TEYeHVWe OAHOro KarneHgapHoro AHS M MMeTb [A0CTaToYHoe
TEeXHOMornyeckoe obGecneveHne, rapaHTupyoLiee
becnepeboiHOCTb (PYHKUMOHUPOBAHUS [naTexXHON CUCTEMBI
AmepukaH 3kcnpecc.

OnepaunoHHbIA LEeHTp, a Takke [naTtexHblh KIMPUHIOBbIN
ueHTp (LleHTpanbHbI NNaTeXHbIA KMUPUHIOBBIA KOHTPareHT) 1
PacueTHbI LEeHTp, yHKUMM KOTOpbIX BbinonHAeT Onepatop

NNaTeXHoOW  CUCTeMbl,  OOSMKHbl  UMeTb  [OCTaTOYHYIO
PMHAHCOBYIO NWKBMAHOCTb  ANS  OCYLUECTBIEHUS  CBOMX
YHKLMNA.

3.2. CobnropeHne 6aHKOBCKOW TalHbI

OnepaunoHHbIi  UeHTp, [MnaTexHbI  KNMPUHIOBLIA  LIEHTP,
LleHTpanbHbI  MAATEXHbIN  KIMPUHIOBBLIA ~ KOHTPareHT 1
PacuyeTHbI LEHTp He AOMMKHbI pacKkpbiBaTb MHopmaumio 06
onepaumax u cyeTax YYaCTHWKOB NNATeXHOW CUCTEMbI U KX
KINWEHTOB, NOMyYEeHHYIo B pesynbTate oKasaHus
ONEepauMOoHHbIX,  KIMUPWHIOBbLIX ~ WAW  pacyYeTHbIX  ycnyr
Y4yacTHMKaM nnaTexHon CUCTeMbl, KpOMe criydaeB nepefadv
OaHHbIX BHYTpM [MnaTexHow cuctembl AMEpuKaH JIKcrpecc
Unn Korga nHoe NpefycMoTpeHo deaepanbHbIMU 3aKOHaMMU.

3.3. OnepaTtopbl ycnyr nnaTéXHon MHPPaCTPYKTYpbI

3.3.1. OnepaunoHHbIN LEeHTP

Onepatop nnaTtéxHoW CcuCcTeEMbl npuBnekaeT AMEPUKIH
Okcnpecc Jlumuten B kadectBe OnepaumoHHOrO LIEHTpa Ha
OCHOBaHMM 3aKIHOHYEHHbBIX MEXAY HUMU LOroBOPOB. AMEPUKIH
Okcnpecc JlumuTten BbeinonHsaeT dyHkumm  OnepaumoHHOro
ueHTpa, npueneyeHHoro OnepaTtopoM MMAaTEXHOW CUCTEMBI,
npegycMoTpeHHble  HacTtodwwmmy  [paBunammn  nnaTexHon
cuctembl AMepukaH Jkcnpecc. OnepaTop NnaTeXxHowm CUCTEMBI
HECET OTBETCTBEHHOCTb Mepen Y4acTHUKaMu NnaTexHown
CUCTEMBbI 3a YCnyru, okasbiBaemMble OnepaunoHHbIM LLeHTPOM,
npuBneYeHHbIM OnepaTtopom nnaTéxHomn CUCTEMBbI,
OOMONHUTENBLHO K OTBETCTBEHHOCTU camoro OnepaumoHHOro
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Clearing Centre and the Settlement Centre for the services
of the Operations Centre and would be required to
reimburse actual damage incurred with regards to the
Payment System Participants, Payment Clearing Center
and Settlement Center due to inappropriate operational
services or non-performance thereof.

3.3.2. Payment Clearing Centre

Payment System Operator combines its activities with the
functionality of the Payment Clearing Centre and The
Central Payment Clearing Counterparty. The Payment
Clearing Centre and Central Payment Clearing
Counterparty perform their activities based on these
American Express Payment System Rules and other
American Express global business and operational
policies.

The Payment Clearing Centre is liable towards Payment
System Participants and the Settlement Centre for
damages caused through non-performance or undue
performance of payment clearing services.

3.3.3. Settlement Centre

The Payment System Operator combines its activities with
those of the Settlement Centre. The Settlement Centre
performs its activities based on the American Express
Payment System Rules and other American Express
global business and operations Policies and in accordance
with agreement(s) with the Payment Clearing Centre and
Payment System Participants. The Settlement Centre is
American Express Bank LLC

3.4. Maintenance of the List of Payment Infrastructure
Service Operators

The Payment System Operator shall maintain the list of
Payment Infrastructure Service Operators engaged by it
according to the rules provided for by the Central Bank of
Russia. The list is maintained in writing and held on the
premises of the Payment System Operator.

Any addition or deletion of a Payment Infrastructure
Service Operator should be reflected in the list within the
term specified by the Central Bank of Russia or within one
month after such change.

ueHTpa. OnepaumoHHbIA LEHTP HEeCéT OTBETCTBEHHOCTb B
pa3vepe peanbHoro yuiepba, MNPUUMHEHHOro Y4acTHUKam
nnaTexHown cucTtembl, naTexHOMy KIVPUHIOBOMY LIEHTPY WY
PacueTHOMyY LeHTpy BCrneAcTene HeokasaHus
(HeHagnexallero okasaHusi) onepaLyoHHbIX YCyr.

3.3.2. MNaTéXHbIN KITUPUHIOBbLIN LIEHTP

OnepaTop NNaTéxHon CUCTEMbl COBMELLAET CBOWM (PYHKUMU C
nesTenbHOCTblO  [NaTéXHOro  KNMPUHIOBOTO — LEHTpPa MU
LleHTpanbHOro  MMaTeXHOro  KMMPWHIOBOTO  KOHTpareHTa.
[MNaTéXHbI KNMMPUHIOBLIA LEHTP U LieHTpanbHbI NnaTeXxXHbIn
KIMVMPWHIOBbLIA KOHTPareHT OCYLLECTBNAT CBOI AEATENbHOCTb
Ha ocHoBe [MpaBun nnaTexHon cucteMmbl AMEpUKaH 3Kcnpecc
n gpyrux rnobanbHbIX OU3HEC W onepaumMOHHbIX MOMUTUK
AmepukaH 3kcnpecc.

MnaTeXHbI KNUPWHIOBBIA LIEHTP HEceT OTBETCTBEHHOCTb 3a
yObITKMA, NPUYMHEHHblE YYacTHUKaM NNaTeXHOW CUCTEMbI W
PacueTHoMy LieHTpY BCreacTBue HeokasaHus
(HeHagnexallero okasaHus) yCnyr nNnaTexHoro KMMpuHra.

3.3.3. PacyéTHbIN LeHTp

OnepaTop NNaTéXHOW CUCTEMbI COBMeLL@eT CBOM PYHKLUK C
peaTtenbHocTblo  PacyeTHoro ueHTpa. PacyéTHbIn  LeHTp
oCylLLlecTBNsieT CBOIO AEeATenbHOCTb Ha ocHose [lpasun
nnaTeXHoW cucTembl, Apyrmx rnobanbHelx 6Gu3Hec u
OnepauMoHHbIX NONWTUK U cornawenusa(n) ¢ lnatexHsim
KMVPWHIOBBLIM LIEHTPOM M Y4YacTHMKaMu NraTexHON CUCTEMbI.
PacuetHbiMm ueHTpom siBnsetcs OOO «AmepukaH Jkcnpecc
BaHk».

3.4. BepeHue nepeyHs OnepaTopoB ycnyr nnaTéxHOWM
MHdpPacTPyKTYypbI

OnepaTop NIaTeXHOM CUCTEMbl [OOSKEH BECTU MepedeHb

npueneveHHbix MM OnepaTtopoB  ycnyr  NNaTéxHown
WHMPaCTPYKTYphI B COOTBETCTBUM c npasunamu,
yCTaHOBMNEHHbIMN  LleHTpanbHbiM  6aHKOM Poccuinckon

®egepaumm. STOT CMUCOK BedeTCA B MUCbMEHHOM BUAE U
xpaHuTcsa y OnepaTopa nnaTexHON CUCTEMBI.

JTtoboe BHeCEHNE B CMMCOK HOBOMO MM UCKITHOYEHNE N3 CriMcKa
Onepatopa ycnyr nnaTéxHon WHMPacTPyKTypbl OOMMKHO
NPoOu3BOANTLCA B CPOKW, YCTaHOBMEHHble LleHTpanbHbIM
b6aHkoMm Poccuitickon Pepepaumn, a ecnum TakMe CPOKUM He
YCTaHOBMNEHbI, TO B TEYEHWEe OOHOro Mecsiia Mocre Takoro
N3MEHEHUS.
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Chapter 4 - Funds Transfer Procedure and
Transaction Processing

4.1. Procedure for interaction among the Payment
System Operator, Payment System, Participants and
Payment Infrastructure Service Operators. General
Process

American Express Cards allow Cardholders to make
payments or purchases without using cash and to withdraw
cash at Automated Teller Machines (ATMs) and in bank
branches, to make payments in ATMs and to send funds to
the Card or account of another person, perform other
payment operations, such as telecom (mobile, phone,
internet and hosting, long-distance and international
telecom).

A typical purchase transaction involves the following
parties: Cardholder, Merchant, Issuer and Acquirer. In a
typical purchase transaction, a Cardholder purchases
goods or services from a merchant using a card or other
payment device.

The following steps detail how the online authorization
process works for a single transaction processed by a POS
device in which an authorization response is needed prior
to completing the transaction.

A cardmember presents an American Express card or
payment card number to merchant.

The card information is captured by swiping the Card in the
POS device, manually keying the information into the
device, inserting a Chip-Card into a Chip-Enabled Device,
or tap-ping/waving an Express pay enabled Chip Card or
Mobile Proximity Payment Device over an Express pay
enabled device.

The POS device relays the transaction data (including the
card number, purchase amount, and other information
which Participant- Issuer is able to check and so determine
that the person performing the transaction is an eligible
Cardholder) to the Acquirer.

The Acquirer's system formats and transmits this data to
the American Express Operational Centre as an
Authorization Request message.

When the American Express Operational Centre receives
this request, it identifies the Issuer by comparing the Card
prefix with Network resident lookup tables and forwards the
request to the Issuer's host system for Authorization.

MaBa 4 - MNMepeBog [eHeXHbIX CpencTB U
nopsigok o6paboTkM TpaH3aKUumn

4.1. NMopsipok B3anumopenctemsa mexay Onepatopom
NJaTéXHOM CUCTEeMbl, Y4yacTHUKaMMU NNaTéXHOMN
cuctembl u Onepatopamu ycnyr nnaTéxHow
MHdpacTpykTypbl. O6LWMe NnonoxeHUs

KapTel  AmepukaH  3kcnpecc — MO3BONSAOT WX
AepxaTensiM OCyLUeCTBNSATb NNaTexu Unm nokynki 6es
MCMOMb30BaHUSI HamnUYHbIX AEHEXHbIX CPeacTB Wnu
CHMMaTb Hanu4Hble OeHexXHble cpeacTBa B 6aHkomare
unu otaeneHnsx 6aHka, ocyLEeCcTBNATb NnaTexm Yepes
6aHKomaT, oCyLLeCTBNATL NEPeBO AEHEXHbIX CPeACTB
Ha Jpyrylo KapTy wnu cyeT pgpyroro nuua,
OCYLeCTBNATb  ApyrMe  nnaTexHble  onepauum
nocpeacTBoM Tenekom [/ mobunbHoro TenedoHa,
MOBUMBLHOIO N MHTEpPHEeT-6aHKMHra.

B TunnyHOM onepaumm NOKyMnku y4acTBYHOT crnegyoLime
CTOPOHbI:  AepxaTtenb KapTbl, TOproBo-cepBUCHOE
npeanpusatTve, 3MUTEHT UK OJkearep. B TunuuyHom
onepaumuM NoKynku aepxartens KapTbl nokynaer
ToBapbl W ycnyru, ucnonb3dys Kapty wnu gpyroe
nnaTtexHoe cpeacTeo.

Cnegylowme warM getanbHO  OMUCLIBAKT  Kak
OCYLLECTBNSIETCS aBTOPU3aUMOHHBIA  mpouecc Ans
TpaH3akuum, ocyliecTBrneHHon nocpegcteom [MOC-
TepMuHana, AnA KOTOpPOA aBTOPU3ALMOHHLIA OTBET
obGsA3aTeneH ans 3aBeplUeHUs TpaH3aKLUN.

Oepxatens Kaptbl npegbsasnser Kapty AMepukaH
Okcnpecc nubo Homep KapTbl TOpProBO-CEPBMCHOMY
npeanpusTuto.

MHpopmaumsa ¢ KapTbl  cuuTbiBaeTca MnocC-
TepMuHanom, nmbo BHOCUTCS BPYYHYI B MaTEXHOe
ycTpoictBo, KapTa cO  BCTPOEHHbIM 4nnom
BCTaBMSAETCA B YCTPOMUCTBO AN CHUTbIBAHMSA Yumna WUnu
npuKknagbiBaeTcs K YCTPOWCTBY Ansi GecKoHTakTHOro
CUYUTBIBAHMWS KapT.

MOC-tepmuHan nepepaet uHdopmaumio ¢ KapThbl
Y4yacTHMKYy nNnaTexHOW CcucTeMbl-akBariepy (Bkno4vas
HomMep KapTbl, CyMMy MOKYMNKM 1 ApYryto uHdopMaumio,
KOTOPYIO YYacTHUK MMaTeXHOW CUCTEMbI-OMUTEHT B
COCTOSIHMM MPOBEPUTL W TakuM o6pas3om onpenenutb
4YTO NULO, OCYLLECTBRSIOLEEe TpaH3akuuio sABnseTcs
npaBoMepHbIM AepxaTtenem Kaptbl).

MHdopmaumoHHas cuctema Y4yacTHuKa nnaTexHon
cuUcTeMbI-3KBanepa popmaTnpyeT u nepenaeTt AaHHbIe

B OnepaunoHHbIn LEHTpP B KayecTBe
aBTOPM3aLMOHHOIO 3anpoca.

Kak Tonbko  OnepauuvoHHbIA  LEHTp  nonyvaer
aBTOPM3aALMOHHbIN 3anpoc, npoucxoamT
nageHTucunkaums OMmuTeHTa nytem CpaBHeHus

npedukca KapTtbl ¢ Tabnvuen [AaHHbIX Y4aCTHUKOB
rnobanbHon ceTn AMEpUKaH JKcrpecc M HanpasnseT
3anpoc Y4YacTHUKY MNMaTeXHOW CUCTEMbI-AMUTEHTY Ha
ABTOpM3aLMIO.
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American Express

Acquirin - . .
Pa?ggi ar?t/ Operational Centre/ > Issuing Participant/
P o L OnepaunoHHbIN LEHTP YYacTHUK-OMUTEHT
YyacTHuk OkBanep Authorisation AMEDUKSH DKCIDECE Authorisation
Request/ ) P P Request/
ABTOPU3aLMOHHBIV ABTOPU3ALIMOHHbIIA
3anpoc 3anpoc
Authorisation
Request/
ABTOpPU3aLMOHHBIV
3anpoc
Merchant Payment card/
or ATM/ MnaTexHas kapra Cardmember/
Toproeasi Touka unm [epxaTenb kapTbl
ATM
The Issuer's Authorization system reviews the ABTopu3auMoHHas cucTemMa JOMUTEHTa aHanuaupyet

transaction and cardmember Information and provides
an authorisation response.

The American Express Operational Centre forwards the
response to the Acquirer. The Acquirer system relays
the appropriate action code to the merchant's POS
device.

If the Issuer is unable to respond, the American
Express Operational Centre will respond in accordance
with default parameters specified by that Issuer.

Once the Cardmember goes ahead with the
transaction, the merchant confirms the transaction and
record the authorisation code returned. The
Cardmember is provided with their purchased goods or
service. The merchant batches their American Express
card transactions, once per day, and submit the
transaction file to their Acquirer.

TPaH3aKUMOHHbIE  AaHHble U MHdopMauuw o
nepxarene KapTbl 1 npegoctaBnsieT NONOXUTENbHbIN
oTBeT Ha ABTOpU3aLMIO NN OTKa3 B HEN.

OnepaunoHHbIA LEHTP MepecbinaeT OTBET YUYACTHUKY
nnaTexHom cuctembl-akBarepy. WHdopmaumoHHas
cuctema OkBaiiepa nepefaeT COOTBETCTBYHOLLMIA KOA
Ha MOC-tepmuHan TOProBO-CEPBUCHOTO

npeanpusaTus.
Ecnn  YyacTHMK  nnaTeXHoOM  CUCTEMbI-SMUTEHT
HepocTyneH, OnepauuoHHbIA LIEeHTP OTBETUT Ha

aBTOPU3AUMOHHBIA  3arMpoc  OT UMEHW Y4yacTHuKa
NNaTexHoW CUCTEMbl -3MWUTEHTA B COOTBETCTBUM
napameTpamu, YCTAHOBMEHHLIMW MO YMONYaHWUIO MO
pacrnopsKeHUo  YYyacTHWKa NNaTeXHoW CUCTeMbl -
3MUTEHTa.

Kak TOMbKO TpaH3akuusa ycnewHo npoBeAeHa,
TOProBO-CEPBUCHOE npegnpuaTne nony4vaet
noaTBepXaeHne oT YYacTHMKa NIaTeXHOW CUCTEMbI-
aKBariepa U NOMOXUTENbHbLIN aBTOPU3ALOHHbIA KO, .
gepxatenb KapTbl nonyyaet ToBap wWnu ycnyru.
ToproBo-cepBucHoe npeanpusaTMe cobupaet Bce
TpaH3akuum, ocyuiecterneHHble no Kaptam AMepukaH
Okcnpecc, oouH pa3 B AeHb, W nepegaeT dann ¢
TpaH3akuuaMM  YYacTHUKY MMAaTeXHOW CUCTEMbI-
aKBawnepy.
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Transaction

Batch File/
TpaH3aKUMOHHbIN
Payment System cpanin
Participant -

Acquirer/

YyacTHuK OkBanep File Validation

and Acceptance/

American Express
Payment System
Operational Centre/
OnepaunoHHbIN LEHTP
AMepukaH Dkcrnpecc

Payment System
Participant
Issuer/
Y4YacTHUK-OMUTEHT

| @ MNMpoBepka n NnpuHaATHE
C danna
Transaction
Batch File/
TpaH3aKUMOHHbIN
cann
Merchant B Goods or Services/
or ATM/ M) Tosapei u ycnyru p| Cardmember/
Toprosas Touka unm HepxxaTtenb KapTbl
ATM
C
\
The Acquirer will collate American Express Y4yacTHUK nnaTeXHoOW CUCTEMbl-3KBamep cobupaeT

cardmember transactions submitted by their merchants
and submit a file to the Operational centre (usually on a
daily basis).

The Operational Centre validates the incoming files and
acknowledge receipt to the Payment System
Participant as accepted, partially accepted or rejected.
For both partially accepted and rejected files,
explanations will be provided for the cause of the
issues.

Validated transaction files from American Express
participants worldwide are collated and sorted into
transaction and reconciliation files for each Participant
bank. The transaction and reconciliation files are then
sent to each Payment System participant. In addition,
transactions in these collated and sorted files are used
to calculate the net clearing position for each Payment
System participant. The Daily Activity Report, which
sets out the net clearing position, will be sent to each
participant.

AaHHble O TpaH3akumsax no Kaptam, coBepLUeHHbIX B
obcnyxmBaemMblx um TOProBO-CEPBUCHbIX
npeanpuaTuax, U Hanpaensetr ux B Buae davina B
OnepaunoHHbIN LEHTP Ha eXXeLHEBHON OCHOBE.

OnepaunoHHbIA LEHTP NpoBepsaeT Bxoaswme dannbl
W noaTBepXOaeT UX MofyyeHwue, YyacTuyHoe
nonyyeHne WM oTka3 B MOMyYeHUW  Y4acTHUKY
nnaTexHow cuctemMsbl. B cnyyae yacTMyHOro npuHATUA
wnu oTkasa B nomyvyenun  dannos, ByayT
npegocTaBneHbl COOTBETCTBYHOLLME MOSCHEHWS.

MopTBepxaeHHble dannbl, cogepxaliue AaHHble O
TPaH3aKumsiX, NOfyyYeHHble OT y4acTHUKOB AMEPWK3H
Okcnpecc no  BceMy  Mupy, cobupaiTcs  u
COPTUPYIOTCA MO KaXgoMy  Y4YaCTHWKY mMnaTexHomn

CUCTEMBI-AMUTEHTY. 3aTem (ainbl, coaepxalime
JaHHble O TpaH3aKuusiX, OTNPaBnsT Y4yacTHUKaM
nnaTexHom cuctembl. Ha oOcHOBe  TpaH3akuwui,

yKasaHHbIX B TakuMx OTCOPTUPOBAHHLIX dannax,
paccyYnTbLIBAIOTCA NNaTeXHble KIUMPUHIOBbLIE MO3UNLIMK
ONs KakOooro YyacTHMKa NNaTeXHOW  CUCTEMb.
ExxegHeBHbIM OTYET O AEeATENbHOCTW, CoAepXalumin

nnaTtexHble KIMUPUHIroBble no3nuunu, 3aTemMm
oTnpasndaeTca KaXgomy yqaCTHI/IKy nnaTexHom
CUCTEMbI.
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Transaction &
Reconciliation File/
TpaH3aKUMOHHbIN N

Transaction &
Reconciliation File/
TpaH3aKUMOHHbIA U

American Express
Operational Centre/
OnepaunoHHbIV LEHTP
AmepunkaH Dkcnpecc

PEKOHCUMNALIMOHHbIN
ann
Issuing Participant/
YYacTHUK-OMUTEHT

-

Daily Activity Report/

PEKOHCUNSALIMOHHbIN
Acquiring chann
Participant/
YyacTHUK
KBau
SN Daily Activity Report/
| g ExeaHesHbIn OTyeT
L O AesiTenbHOCTU
Statements/
Bbinucku
Merchant
or ATM/
ToproBasi Touka
vnu ATM
|
|

In accordance with the net clearing position, the
American Express Settlement Centre will as
appropriate:

Credit those participants to whom funds are owed in
line with the pre-set arrangements

Debit those participants from which funds are due in
line with their pre-set arrangements

American Express Payment System settles its
obligations directly with Participants.  Similarly,
Participants settle their obligations directly with

American Express Payment System. Payment System
Participants’ obligations are booked on the Central
Payment Clearing Counterparty balance accounts as
amounts due to American Express Payment System,
and the Payment System obligations are booked on the
balance accounts of the Central Payment Clearing
Counterparty as the amounts due to the Participant(s).

ExxeaHeBHbI OT4HeT
O AeATenbHOCTU

Statements/
Bbinuckun

y

Cardmember/
HOepxaTenb
KapTbl

Ha OCHOBaHUU BbICTaBMNEHHbIX
KITMPUHIOBBIX NO3ULMIA, PacyeTHbIV LIEHTP:

nnaTeXHbIX

KpeantyeT Tex Y4acTHMKOB MNaTeXHOM CUCTEMBI,
KOTOPbIM MNOANEXaT ynnarte AeHeXHble CPeaCTBa;

[debeTyeT Tex Y4acTHMKOB NNaTeXHOW CUCTEMBbI,
KOTOpble AOMKHbI BbIMNATUTb AEHEXHbIE CPEACTBA.

MnatexHas cuctema AMepUKaH Okcnpecc
paccynTbiBaeTca no CBOUM obsasaTtenbcTBam
HenocpeacTBeHHO C YyacTHMKaMn  nnaTexHomn

cucTembl. Taknm xe 06pa3oM YYaCTHUKM NnaTexHON
CUCTEMbI PACCUYUTLIBAKTCSA MO CBOUM 00A3aTENBCTBOM
HenocpeacTBEHHO ¢ [naTtexHon cuctemon AMEPUKIH
Okcnpecc. [Npu atom obs3aTenbCcTBa Y4YacTHUKOB
NNaTexHo CUCTEMbl OTpaxkalTcs Ha 6GanaHcoBbIX
cyetax LleHTpanbHOro NNaTeXHOro KIMPUHIOBOIO
KOHTpareHTa Kak 3agormkeHHOCTb nepep [lMnaTtexHoun
cuctemort AMepukaH Jkcnpecc, a obsa3aTenscTBa
MnaTtexHomn CUCTEMBI AMepUKaH Skecnpecc
OoTpaxarwTcs Ha GanaHcoBbix cyeTax LleHTpanbHoro
nnaTexHoro KIMMPUHIOBOrO KOHTpareHTa Kak
3a00IPKEHHOCTb nepen Y4yacTHUKOM(amu) nnaTexHowm
CUCTEMBI.
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4.2. Procedure for Payment Clearing and
Settlement within the American Express Payment
System

Procedure for defining Payment System Participant
Obligations

The Payment Clearing Centre and Central Payment
Clearing Counterparty clear Payment Instructions
submitted by the Payment System Participants for
payment clearing within the American Express
Payment System.

The Operational Centre determines the amounts due
from or to each Payment System Participant as a result
of the payment clearing processes (the net clearing
positions) and  Payment Clearing Center determines
the sufficiency of funds for payment orders execution.
The Operational Center determines the net payment
clearing position and sends payment instructions to the
Payment Clearing Center. Payment clearing positions
are determined on netto basis. Payment Clearing
Centre sends an authenticated system generated
payment instruction to the Settlement Centre for
execution via banking software installed in Settlement
Centre.

The Payment Clearing Process (until July 2014):

Each sending Payment System Participant creates and
sends to the Payment Clearing Centre, via the
Operations Centre engaged by the Payment System
Operator, inbound files recording its transactions.

The Operations Centre verifies that the inbound files
conform to established formatting and content
requirements, validates them, and sorts the files
(outbound files) for the purpose of sending transactions
to each receiving Payment System Participant.

The Operations Centre informs each sending Payment
System Participant whether its inbound files have been
validated or rejected by sending an Acknowledgment
file. This information is being sent byia the Operations
Centre on behalf of the Payment Clearing Centre.

The Operations Centre merges all transactions
addressed to a receiving Payment System Participant; it
generates and sends outbound files (comprising such
transactions, but not comprising the payment clearing
positions) via the Operations Centre to the relevant
receiving Payment System Participant.

nnaTéXHoro
MnaTtéxHon

4.2, Mopspok  ocywecTBNeHus
KNMUPUHIa U pacyéta B pamKax
cucteMbl AMepUK3aH dKkcnpecc

Mopsapok onpeaeneHus 0b6s3aTenbLCTB Y4yacTHUKaA
nyaTeXXHon cucTeMbl

MnaTexHbln  KNUPUHIOBLIN LEeHTP 1 LlieHTpanbHbI
NNaTeXHbIA KNUPUHIOBLIA KOHTpareHT npeacTaBnsiioT
ycnyrm nnaTexHoro KNupuHra NnaTexHbIX
pacnopsiKeHuH, nepegaHHbIX YyacTHukamu
NNaTexHon CUCTEMbl ANs NNATéXHOro KIUpWHra B
pamkax NnaTexHon cuctembl AMEPUKIH JKcnpecc.

OnepaumoHHbIA  LIEHTpP onpegensieT  CyMmbl,
NpUUYUTAOLNECA C KaXZoro Y4yacTHuKa MNnaTexHom
CUCTEMbl UMM  KaXAOMY Y4YacTHUKY NNaTexHon
cUcTeMBI B pes3ynbTate npouecca nnaTéxHOro
KnvpuHra (NnaTéxHble KNMPWHIoBblE No3vuuK), a
AOCTaTOYHOCTb AEHEXHbIX CPeAcTB Ans UCMOSTHEHMUS
nnaTexHbIxX pacnopspkeHuin onpegensieTcs
MnaTeXxHbiM KIMPUHIOBbIM LieHTpoM. OnepaumoHHbIN
LEHTp  onpedensieT  MNMaTeXHyl  KIMPUHIOBYHO
Nno3uLMI0 1 HanpaensieT PacrnopsbkeHMEe C yKasaHuem
NNaTeXHbIX KMMPUHIOBbLIX No3uumMi B [naTexHbIn
KNMUPWHIOBbLIN  LUEeHTP. [naTexHble  KNMPUHroBble

nosuumMmM  paccuyMTbIBalOTCA  HaA  HETTO-OCHOBE.
MnaTexHbln  KNWPUHIOBLIA  LEHTP  HanpasnseT
noanexawive NCMOSHEHNIO pacnopsKeHus

Y4yacTHMKOB NNaTEXHON CUCTEMbI B PacyeTHbIN LIEeHTP
C UCNonb3oBaHMEM MNporpamMHoro obecnedeHus,
yCTaHOBMNeHHoro B PacyeTHoMm LieHTpe.

MowaroBasa npouenypa knupuHra (mo 1 wmwonsa
2014):

Kaxgbll ~ OTNpaBnaoWmMA  YYaCTHUK  NnaTexHon
CUCTEMbI CO30AET M OTnpaBnsieT dannbl C 3anucbio
CBOMX TpaH3akuuin 4epe3d OnepaunoHHbIN  LEHTP,
npuBneYeHHbIn OnepaTtopoM NnaTexXHom CUCTEMBI.

OnepaunoHHBIN  LEHTp NpoBepseT  nocTynaiwme
dannbl Ha cooTBeTCTBME YyCTaHOBMEHHbLIM
TpeboBaHusM, MNpoBepPsAeT WX OENCTBUTENBHOCTb, U
copTupyeT pannbl C Uenbio OTNPaBKU TpaH3aKUMN

Kagomy  nonydatollemMy — YYacTHWUKY — NnaTexHoun
CUCTEMBI.
OnepauroHHbIN LEHTP cooblaeT  Kaxgomy

oTnpaBngoWweMy YJYacTHUKY MfaTeXHOW CUCTEMbI,
npusHaHbl WM  HeT ero nocTynawowme annsl
[enCcTBUTENBbHLIMN nytem HanpaBreHusi
nogTeepxgawowero dganna. [daHHaa uHdopmauus
nepegaetca OnepaumoOHHbIM LEHTPOM OT MMEHN 1 MO
nopyyeHuto MNnaTexxHoro KNUPUHroBOro LieHTpa.

OnepaumroHHBIN LIEHTP 00beauHSAET BCe TpaH3aKuuu,
a[lpecoBaHHbIE OOHOMY MONy4YarleMy YYacTHUKY

NNaTeXxHoW CUCTEMbl; CO34aéT W OTnpaBnseT
mcxogdawime dannbl C TakuMUM  TpaH3aKuusMK, He
cogepxaiwiMe npu 3TOM [aHHble O MraTeXHon

KITMPUHIOBON MNo3uumK, dYepe3 OnepaunoHHbIN LEHTP
COOTBETCTBYHOLLEMY nony4yatoLemy Y4acTHUKY
NraTeXXHOW CUCTEMBI.
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The Operations Centre, loads all sorted transactions
from sending Payment System Participants into a global
database for the purposes of extracting, processing and
calculating net clearing positions for each Payment
System Participant.

The Operations Centre provides the Payment Clearing
Centre with Daily Activity Reports (DAR) that details the
net clearing positions, calculated based on transactions
from Payment System Participants, of each Payment
System Participant for the last payment period.

The Payment Clearing Centre uses the Daily Activity
Report to check that there are sufficient funds available
on Payment System Participant bank Accounts held at
Settlement Centre to ensure that obligations resulting
from the net clearing position calculation can be met

Payment System Participants must maintain sufficient
funds on their bank Accounts opened with Settlement
Centre and will be responsible for adequate and timely
funding of such Accounts to meet their obligations
arising from the net clearing position calculation
process.

The Payment Clearing Centre sends instructions to the
Settlement Centre based on each Payment System
Participant’s net clearing position once per banking day.

The Payment Clearing Centre only forwards instructions
containing payment clearing positions to the Settlement
Centre where sufficient funds have been validated as
available and cleared. Credit (overdraft) facilities will not
be permitted on a Payment System Participants
Accounts opened with Settlement Centre.

If there are insufficient funds on the Payment System
Participant(s) Accounts the Central Payment Clearing
Counterparty will immediately advise the relevant
Payment System Participant, that the Payment System
Participant’'s payment obligation in favour of Central
Payment Clearing Counterparty will not be executed.
Only when the Payment System Participant has
remitted sufficient available funds to their Account, will
the instructions be executed by the Settlement Centre.

OnepauuoHHbI  LEHTP Ha OCHOBE CBedeHWW no
3aBepLUEHHbIM TpaH3aKumnsam, cobpaHHbIM n
nepefaHHbIM B 3NEKTPOHHON popme Y4yacTHUKamMu
NnaTexHoONW CUCTEMbI, onpepenseT nnaTexHble
KIMMPUHIoOBble NO3WLMM Ha HETTO-OCHOBE, B pe3ynbTaTte
06paboTkn 3aBepLUEHHbIX TPaH3aKLMIA MO MraTeXHbIM
KapTaMm Y4YaCTHUKOB MAaTeXHON CUCTEMbI B TOProBO-
CEPBUCHBLIX NPeanpuaTUAX YYacTHUKOB NnaTeXHON
CUCTEMbl - 3KBaMepoB M YYaCTHWKOB MNNaTEXHON
CUCTEMBI, npefoCcTaBnsAoLLNX ycnyrm no
o6enyxusaHuio Kapt B 6aHkomaTax.

OnepaunoHHbI  LEHTP  MHGOopMUpYeT YYacTHUKOB
NNaTeXHOM CUCTEMbI 00 MX NNATEXHBLIX KIMPUHIOBbLIX
no3vumusix, OTMpPaBMsiEMbIX HA  WUCMOSIHEHWE B
PacuéTHbin UeHTp B Buae ExegHeBHbIX OTYETOB O
OesATENbHOCTY, coaepXXalumnx NnaTexHble KINMPUHIOBbIE
HETTO-NO3MLUMKN, MOArOTOBMIEHHbIE HA  OCHOBaHUM
OaHHbIX O TpaH3aKumMsix Y4YaCTHUKOB 3a MocnegHun
OTYETHbIN Nepuog.

MnaTtexHbin KITMPUHIOBbLIN LEHTP ucnonb3yeT
ExxeOHeBHbI OTYET O AeATEeNbHOCTM AN MPOBEpPKM
JocTaTtovyHocTM cpefctB Ha Cuyetax Y4yacTHUKOB
NNaTeXHOM CUCTEMBI, OTKPbITbIX B PacyeTHOM LeHTpe,
4yTOObI YOEaNTLCS, UTO 06513aTENLCTBA, OnpeaeneHHbIe

B MMaTeXHOW  KNWPUHrOBOW  mosvumm  ByoyT
UCMOSHEHBI.
Y4acTHVKM nraTexHon cucTeMbl OOIKHBI

obecneunBaTb HanuuMe CpeacTB Ha cBoux CueTax,
OTKPbITbIX B PacyeTHOM UeHTpe, B [OCTaTOYHOM
obObeme M HeCyT OTBETCTBEHHOCTb 3a AOCTATOYHOE U
CBOEBPEMEHHOE pa3MeLleHMe CPeACTB Ha  Takux
CyeTax ans BbIMOSIHEHUA obsA3aTensbCTB,
BO3HUKAOLLMX B pe3ynbTaTe pacyeTa HeTTO-MO3NLNA.

MnaTtexXHbln  KNWPWHIOBLIN  LEHTP OTnpaBnseT B
PacyéTHbIn LEeHTp pacnopsbkeHUs, OCHOBaHHblE Ha
NAATEXHOWN KIMPUHIOBOW MO3MLMM KaXXAoro Y4yacTHUKa
NMaTeXHOW CUCTEMbI, OOVH pPa3 B TEYEHME KaKOoro
©aHKOBCKOro gHs.

MnaTtexHbli  KNWPUHIOBBIN ~ LUEHTp  Hampaenset
pacnopsikeHust C ykazaHMeM NNaTeXHbIX KIUPUHIOBbIX
nosvuuini B PacyeTHbI LEHTp  TOMbKO B cryyae
noaTBepPXAeHWs Hanuuus 7 BO3MOXXHOCTU
He3amMeanuTenbHOro  MUCMNOoNb30BaHUA  AOCTATOYHbIX
cpencts. MNpenoctaeneHue kpeauta (oBepapadpta) no
PacuyeTHbIM cyeTam YYacTHUKOB NIIaTEXHOW CUCTEMBbI,
OTKPbITbIM B Pac4eTHOW UeHTpe, He AomnycKaeTCs.

B cnyyae HepocTaToOuHOCTV CPEACTB Afs pacyeToB Ha
CueTax Y4yacTHuKoB (Y4acTHUKA) NraTeXHOW CUCTEMBI
LleHTpanbHbIA NNATEXHbIA KIMPUHIOBLIN KOHTPareHT

HesameqnuTensHO  coobLlaeT  COOTBETCTBYHOLLEMY
YyacTHUKY nnaTeXXHoW CUCTEMbI O HEWUCTNONHEHUU
nnaTexHoro obsazaTtenbcTBa B OTHOLUEHNN
LleHTpanbHoro nnaTeXxHoro KIUPWUHIOBOTO
KOHTpareHTa. McnonHeHnne nnaTexHoro
obszaTenbcTBa PacuyeTHbIM LLEHTPOM oynet

nponseeaneHo TONbKO B Cly4dae nocTynneHua Ha Cuet
BblLLEeyKa3aHHOIro YyacTHMKa [OeHeXHbIX CpeacTs,

AOCTaTO4HbIX anda 3aBepLieHns pac4yeToB C
LleHTpaJ'IbeIM nnaTteXxHbim KIMMPUHIoBbIM
KOHTpareHToM.
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Where there are insufficient funds, partial execution of a
Payment System Participant’'s payment obligations is
not permitted.

To ensure the continuity of the payment system
processing of payment instructions, funds insufficiency
on Payment System Participant(s) Account(s) defined
above will not stop the processing of other payment
instructions for other Payment System Participants or
subsequent payment instructions for the same Payment
System Participant when there are sufficient funds in the
Payment System Participants Account. Central
Clearing Counterparty shall have sufficient funds placed
with the settlement account of American Express
Limited and shall use such funds to pay other
Participants in case of insufficiency of funds of other
Participants.

The Payment Clearing Centre (Central Payment
Clearing Counterparty) maintains daily records of
mutual claims and obligations resulting from completed
transactions on Payment System Participant payment
cards at Payment System Participant merchant and
ATM locations.

The claims and obligations of the Payment System
Participants shall be accounted for separately in each of
the currencies specified for settlement purposes.

A Payment System Participant's obligations against the
Central Payment Clearing Counterparty and the
Central Payment Clearing Counterparty  obligations
against a Payment System Participant shall be recorded
inthe Payment System Participants and  Central
Payment Clearing Counterparty settlement accounts,
opened with the Settlement Centre. Statements of the
above accounts made by the Settlements Center will
be sent to Payment System Participant and shall be an
unconditional evidence and written proof of availability
of mutual claims and obligations in any disputable
situation.

The changes in Payment Clearing Process is as
follows (after the 1% of July 2014)

YacTuyHoe wucnonHeHne nnaTexHbiX 00s3aTenbCcTB

YYaCcTHMKOB NNaTEXHOW CUCTEMbI B  OTHOLLEHUU
MnatexHon cuctembl AMEPUKIH  JKCpecc He
JonyckaeTcs.

B uensax obecneyeHns GecnepebonHOCTM 0OpaboTKM
pacnopshkeHnn O MepeBofEe [AEHEXHbIX CPeAcTB B
MnaTtexHon cucteme AMEpUKaH JKCnpece, OTCyTCTBUE
UNU HeJoCTaTOMHOCTb AEeHEeXHbIX cpedcTB Ha Cuete
Y4yacTHuKa(oB) No NpuUYMHaM, yKasaHHbIM Bbllle, He
O3HavaeT npekpaLieHme obpaboTku apyrmux
NNaTeXHbIX PacrnopsKEeHUA AN ApYrMx YYacTHMKOB
NNaTeXxHoW CUCTEMbl UMM MOCMEAYIOWMX MNaTeXHbIX
pacrnopskeHuin Ans TOro e YdyacTHWKa nnaTexHomn
CUCTEMbI MNPV HanMUuMM [OOCTaTOYHbIX CPeacTB Ha
Cuete YyacTHuka nnaTexHomn CUCTEMBI.
LleHTpanbHbIN MAaTeXHbIN KIMPUHIOBLIN KOHTpareHT
obnagaeT OOCTaTOYHbIMU [OEHEXHbIMWM CpeAcTBaMu,
KOTOpble HaXOOATCSl Ha PacyYeTHOM CYETE, OTKPbITOM
AmepukaH Okcnpecc JlumuTteq B PacyeTHOM LeHTpe, U
ucnomnb3yeT WX ANS  OCYLECTBNIEHUS pacyeToB C
ApyrMn  YyacTHMKamMn B Crlyqyae OTCYTCTBUS UNA
HEeOCTaTOMHOCTM AEeHEeXHbIX cpeactB Ha Cuyete
yKa3aHHOro Bbille Y4acTHuKa.

MnatexHbii  KNMpuUHroBbin  LeHTp  (LleHTpanbHbin
NNaTexHbl  KINUPUHIOBBLIA ~ KOHTpareHT)  BedeT
eXeOHeBHbIN  y4eT B3aWMHbIX TpeboBaHun w©
ob6s3aTensCcTB,  KOTOPbIN ocylecTBnseTca  Ha
OCHOBaHU® 3aBepLUEHHbIX TpaH3aKumn c
ucrnonb3oBaHnem  KapT B TOProBO-CEPBUCHbIX

npeanpusTnax n 6aHkoMaTtax.

MpaBa TpeboBaHMa U1 o0b0aA3aTenbCTBa Y4YacTHUKA
NNaTeXHOW CUCTEMbI, Y4YUTbIBAOTCA OTAENMbHO B
Ka)kaA0M 13 BamntoT, yKasaHHbIX NS Lenen pacyeTos.

ObGsizaTenbcTBa Y4yacTHMKA NNAaTeXHOW  CUCTEMBI
nepeq LleHTpanbHbIM  NNaTeXHbIM  KMUPUHIOBBLIM
KOHTpareHToM 1 o0bs3aTenbLcTBa LleHTpanbHoro
NNaTexHoro KIMMPUHrOBOrO KOHTpareHTa nepen Takum
YYacTHMKOM MNNaTeXHOW CUCTEMbI OTpaXKalwTcs Ha
OanaHcoBbIX cyeTax Y4yacTHukoB UM LleHTpanbHOro
NNaTeXHoro KIMPWHIOBOrO KOHTpAareHTa, OTKPbITbIX B
PacyeTHoM ueHTpe. BbINUCKM MO yka3aHHbIM cyeTam,
dopmupyemblie PacyeTHbIM LEHTpOM, oyoyT
NpefoCcTaBnATbCS YYaCTHUKY NNaTeXHOW CUCTEMbI U
cunTalotc  6e3ycrnoBHbIM  MOATBEPXKOEHUEM U
NMUCbMEHHBIM [0Ka3aTeNbCTBOM HanNMyns B3auUMHbIX
TpeboBaHnin n 06a3aTensLCTB B Criydae BO3HUKHOBEHUS
KaKkon-nmbo CnopHoM cuTyaumu.

N3meHeHus B npoueaype NnaTeXXHOro KNMpuHra
(nocne 1 uronsa 2014):
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The Payment Clearing Centre will extract, process and
accept Participants’ payment instructions for execution
including review thereof against the requirements,
determine net clearing positions for each Payment
System Participant and the Central Payment Clearing
Counterparty and deliveres the accepted Participants’
payment instructions to the Settlement Centre.

The Payment Clearing Centre will provide Payment
System Participants with Daily Activity Reports that
detail the net clearing positions of each Payment
System Participant and sends out notifications
(confirmations) to the Payment System Participants on
their payment instructions acceptance for execution and
sends out notifications (confirmations) to the Payment
System Participants on their payment instructions
execution.

4.3. Applicable Methods of Settlement

In accordance with Regulation of the Bank of Russia
No. 383-P dated 19 June 2012 “On the Funds Transfer
Rules” the forms of clearing settlements within the
American Express Payment System are as follows:

e Settlements in the form of money transfer as
requested by the payee (direct debit);

e  Credit transfer.

4.4. Payment System Participants’ Settlements
Procedure within American Express Payment
System

Each Payment System Participant shall open and
maintain an Account with the Settlement Centre.

Each Payment System Participant will be advised by
the Payment Clearing Centre of their net clearing
position and their activity for the previous 24 hours by
receipt of the Daily Activity Report.

MnatexHbin KNYPWHIOBbIN LeHTp copTupyer,
obpabartbiBaerT, npyHUMaET K  MUCMOMHEHUIO
pacrnopsikeHuss YYacTHUKOB MMaTexHOMW CUCTEeMbI,
BKIIOYas MPOBEPKY COOTBETCTBUSI  PaCMOPSKEHUN
Y4YacTHMKOB NNAaTEXHOW CUCTEMbI YCTAHOBIEHHBIM
TpeboBaHuAM, onpeaenseT 4OCTaTOYHOCTb AEHEXHbIX
CpeacTB ANsi UCTIONHEHUS PacnopsXKeHUA YYacTHUKOB
NNaTeXxHoM CUCTEMbl U OCYLLECTBNSAET onpeaeneHue
NNaTeXHoOW KNMPUHIOBOW MO3MLUW HA HETTO-OCHOBE
Ons  Kaxgoro Y4yacTHuka  NnaTeXXHOW CUCTEMbl U

LleHTpanbHoro nnaTeXXHoro KNMPUHIOBOro
KOHTpareHTa, a Takke nepegaeTt PacyeTHOMy LEHTpy
ans WCMONHEeHNst NpUHATLIE pacnopsikeHus
Y4acTHUKOB NnaTeXXHOW CUCTEMbI.

MnaTexHbIi  KMUPUHIOBBLIA  LEHTP nHopmmpyeT

Y4YacTHUKOB NIATEXHOW CUCTEMbI 00 MX MNATEXHbIX
KNMPUHIOBbIX nos3numnsix, OTNpaBnsieMbIX Ha
ucnonHeHne B PacuéTHbln LeHTp B BUae ExxegHeBHbIX
OTYETOB O OEATEeNbHOCTN W HanpaBnsieT Y4yacTHMKaMm
NNaTexHoW CUCTEMbl W3BELLEHUSI (MOATBEPXOEHUS),
Kacatowmecss npuema K WUCMOMHEHWU pacnopsiKeHui
Y4acTHMKOB MMaTeXHOW CUCTEMbI, a Takke nepegaeT
M3BeLLEeHNs (noaoTBepxaeHus), Kacarowmecs
WCMOSTHEHUS PaCMOPSXXEHUN YYaCTHUKOB MNNaTEXHON
CUCTEMBI.

4.3. NpumeHnMbIe hopMbl pacyeToB

B TlnatexHom cucteme AmepukaH  3Kcnpecc
npuMeHsoTCa  cnegyowme  ¢opmbl  6e3HanMYHbIX
pacyetoB B  cootBeTcTBMM C  [lonoxeHuem

LleHTtpanbHoro baHnka Poccuinckon ®epepauumn ot 19
mioHs 2012 roma Ne 383-[1 «O npaBunax
OCYLLECTBINEHUSI NEPEBOAA AEHEXHBLIX CPEACTBY:

e PacueTbl B opme nepeBoda [OEHEXHbIX
cpeacte  no  TpeGoBaHWO  mony4atens
cpeacTts (NpsiMoe aebeToBaHwe);

. PacyeTbl nnaTexxHbiMu nopy4yeHnamn.

4.4. OcywectBneHue pacyeta B [lnaTexHon
cucteme AMepuKaH 3IKcnpecc ¢ Y4yacTHUKamu
nslaTeXHon cUcTeMbl

Kaxabin Y4acTHMK nNNaTeXXHOW CUCTEMbl OTKpbIBaeT
CuéTt B PacyéTHoMm LieHTpe.

Kaxablh  Y4acTHUK nnaTeXxHon cuctembl Oyaet
npovHOpMMpOBaH O  CBOMX  0bs3aTenbCTBax
OnepaumoHHbIM LeHTpoM B EXeaHeBHOM oTyeTe 0O

OeATeNbHOCTH, cogepxatllem nnaTtexHyto
KINMMPUHIoBYytO no3nunio YyacTHuka nnaTexHomn
CUCTEMbI U KOHCONMMOMPOBAHHYHO MHopMaLmlo o

AesTenbHOCTU 3a npeablaylune 24 yaca.
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The Settlement Centre executes funds transfers in
accordance with the instructions provided by the
Payment Clearing Centre to appropriately debit or
credit a Payment System Participant’'s Account or
American Express Limited and/or Central Payment
Clearing Counterparty  balance account opened with
the Settlement Center. After a funds transfer is
executed the Settlement Centre sends a payment
confirmation to the Payment System Participant.

Mutual claims and obligations that result in net
settlements in the American Express Payment System
will be between the Payment System Participants and
American Express only.

There will be no direct settlements between Payment
System Participants in the American Express Payment
System.

The Funds Transfer Process is as follows:

On delivery of payment instructions the Settlement
Centre validates that payment instructions are in
accordance with Regulation of the Bank of Russia No.
383-P dated 19 June 2012 “On the Funds Transfer
Rules” and that all required information is present.

The Settlement Centre debits or credits a Payment
System Participant's Account or American Express
Limited and/or Central Payment Clearing Counterparty
balance account according to the amounts detailed on
payment instructions.

The Settlement Centre sends a statement as of close of
business to each Payment System Participant, which
will include all payment orders processed that day for
that Payment System Participant.

4.5. Procedure for Handling a Funds Transfer within
the American Express Payment System

For the sole purpose of this section the term Cardholder
refers to Payment System Participant’s clients including
private individuals, selfemployed or corporate customers
in accordance with the applicable regulation of the
Russian Federation.

Payment System Participants effect funds transfers on a
bank account by way of various mechanisms:

PacyéTtHbin LEeHTp  OCyllecTBrsieT  MnepeBofpl
AEHEXHbIX cpeacTs B COOTBETCTBUM c
pacnopspkeHnsamn MnaTexHoro KnMpuHroBoro LieHTpa
0 cnucaHun cpeacts co Cuéta YyacTHuka, cueTa
AmepukaH Okcnpecc Jlumuteg n (unn) GanaHcoBoro
cyeTa LleHTpanbHOrO  MNATEXHOrO  KIMPUHIOBOIO
KOHTpareHTa, OTKpbITbIX B PacyeTHOM LeHTpe, unu
3a4ncneHnn cpeacTs Ha Hux. locne ocyllecTBneHns
Takux NepeBOAOB [AEHEeXHbIX cpeacTtB PacueTHbin
LEeHTp HanpaBnsieT MNOATBEPXOEHNS Y4yacTHMKam
NnaTeXHOW cucTembl B Nopsigke, NpedyCMOTPEHHOM
3aKIOYEHHBIMU MEXAY HMMW JOroBOpPaMu.

B3anmHble TpeboBaHus 1 0653aTensCTBa NO KOTOPLIM
NPOBOAATCA pacyeTbl HA HETTO-OCHOBe B [TnaTexHoun
cucteme AMeEpUKaH JKcnpecc MOryT ObiTb TOMbKO
Mexay YyacTHMKaMu  MnaTexHONW  CUCTeMbl U
AmepukaH Jkcnpecc.

MpoBeaeHne NpsAMbIX pacyeToB MeXay YdyacTHUKamu
nnaTtexHom cuctembl B [lnatexHom cucteme
AMepUKaH JKcnpecc He NpeayCMOTPEHO.

MNpoueaypa nepeBona AeHEXHbLIX CPEACTB:

Mpu nony4yeHnn nnaTexHbIX
PacueTHbIn  LEHTP NpoBepsieT, 4TO NMnaTeXHble
pacrnopsikeHuss cocTaBfieHbl B COOTBETCTBUM C
MonoxeHnem bBaHka Poccun ot 19 noHa 2012 Ne 383-
M «O npaBunax ocyLlecTBNeHNs NepeBoia AEHEXHbIX
cpeagctB», W BcA  Heobxogumasi  MHdopmauums
npucyTCTBYET.

pacnopsiKeHun

PacueTHbin ueHTp aebetyeT wnm kpeautyeT Cuer
YyacTHMKa nnaTtexHon cuctembl n/vnn 6anaHcoBbIf
cyeT LleHTpanbHOro nNMaTEXHOro  KIMPUHIOBOro
KOHTpareHTa B COOTBETCTBUM C CYyMMOMW, yKa3aHHOW B
NNaTeXXHOM pacrnopsiKeHUn.

PacyeTHbIn LEHTp HanpaBnseT KaxgoMy Y4YacTHWUKY
NMaTeXHoOW CUCTEMbl  BbIMMCKY Ha KOHeL pabouero
OHs1, KOTOpas BKMOYaeT BCE MnaTexHble TpeboBaHus
UM NNaTeXHble MOpPYyYeHWsi, B 3aBMCMMOCTU OT
npumeHsieMon ¢opmMbl pacyeToB, 06paboTaHHble 3a

cooTBeTCTBYlOWMA AeHb no  CueTy YyacTHuka
NNaTexHom CUCTEMBI.

4.5. Mopsaok ocyLlecTBrneHus nepesopa
OEHeXHbIX cpeactB B pamkax [natexHown

cucteMbl AMEpUK3H dKcnpecc

MckntoumTensHO 4na uenen HacTosilwero pasgena nog
TepmmnHom [epxaTtenb KapTbl NOHMMAOTCA KIMEHTHI
Y4YacTHUKOB NnaTexHoW CUCTEMbI — PU3NYEeCKue nmua,
ropuamnyeckme nuua, MHOMBUAOYyanbHbIe
npegnpuHMaTteny,  SABnsOWMecs  TakoBbIMU B
COOTBETCTBMM C 3aKOHOOATENbCTBOM  Poccumnckom
depepaumm.

YyaCTHUKM  MNaTeXHOW CUCTEMbl  OCYLLECTBASAOT
nepeBoa AEeHEeXHbIX cpeacTB No 6aHKOBCKMM cuyeTam
nyTem:
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Debiting funds from the payer's bank account and
crediting funds to the bank accounts of the funds
receiver (including the use of intermediary banks),
based on the Cardholders’ instructions made with the
use of electronic means of payment, including Payment
Cards;

Debiting funds from the payer’s bank account and cash
withdrawal of funds by the Individual Clients, based on
the Cardholders’ instructions made with the use of
electronic means of payment, including Payment Cards;

Accepting cash on the basis of an Individual
Cardholders’ payment instructions made with the use of
electronic means of payment, including Payment Cards,
and crediting funds to the bank accounts of the funds
receiver (including the use of intermediary banks).

Funds transfers are initated by Cardholders’
instructions captured with the use of electronic means of
payment (or its data fields), including Payment Cards.
All such operations are carried out in compliance with
the requirements of the Bank of Russia of 24.12.2004
No. 266-P "On the issue of bank cards and transactions
made with the use of payment cards" and the
requirements of these Payment System Rules.

In executing transactions Authorization, identification
and authentication may be performed in accordance
with the requirements of Russian legislation and these
Payment System Rules.

Upon completion of the payment operation made with
Payment Cards, primary accounting documents
(receipts, slips) are created electronically and/or in hard
copy. These documents serve as the basis for the
compilation and transmission of payment instructions of
the holder of the electronic means of payment (including
Payment Cards) sent to the Payment System
Participants.

Such funds transfers become irrevocable from the
moment the Cardholders verifies its payment instruction.

In case an operation is carried out without irrevocability
comes into effect at the moment when the Card is
properly accepted for payment and primary accounting

documents are handed (receipts, slips) where
applicable.
Funds transfers become unconditional when all the

conditions for the Authorization and verification of
operation, as well as identification and/or authentication,
in accordance with the requirements of Russian
legislation and Global American Express business and
operational policies.

Funds transfers are final when the funds are credited to
the bank account of the recipient (when the transfer is
effected for the same Payment System Participant), or
to the Account of the Payment System Participant that
provides services to recipient.

CnucaHns OeHexHbIX cpeactB ¢ GaHKOBCKMX CUHETOB
nnaTenbLUKOB U 3a4mcneHuss Ha BaHKoBCckue cyeTa
nonyyatenen cpeacte (B T.M. C WCNOMb30BaHWEM
6aHKOB-NOCPEAHMKOB) Ha OCHOBaHUM PacnopsiKeHWN
Oepxatenen KapTbl, COCTaBMEHHbIX C MPUMEHEHNEM
9MNEKTPOHHbIX CPEACTB Nnarexa, B T.4. MNNaTeXHbIX
KapT;

CnucaHns OeHexHbIX CpeacTB ¢ OaHKOBCKMX CYHETOB
nnaTenbWUKOB UM Bbida4M  HaNUYHbIX  OEHEXHbIX
cpeacTB nonyvyaTensam CpeacTs- PU3NYECKUM nuuam
Ha ocHoBaHuu pacnopsbkeHun [epxatenen Kapr,
COCTaBIIEHHBIX C NPUMEHEHVNEM 3MEKTPOHHBIX CPeaCcTB
nnaTtexa, B TOM YMCIe NnaTeXHbIX KapT;

Mprema HanMyHbIX AEHEXHbIX CPEACTB HA OCHOBAHUK
pacnopsikeHua [Hepxatensa KapTbl, 0pOpPMIIEHHOIO C
MCMONb30BaHNMEM 3MEKTPOHHBLIX CPEACTB nnartexa, B
TOM YMCne NNaTexXHbIX KapT W, 3a4MCNEHUs AEHEXHbIX
cpeacTB Ha BaHKOBCKMI cyeT monydvatens cpeacTs (B
TOM 4Kcre ¢ ncnornb3oBaHnem 6aHKOB-NOCPEOHMKOB).

OnepauMn nNo  nepeBody [OEHEXHbIX  CpeacTB
OCYLLECTBMSAOTCA MO pacnopskeHuto [epxartenen
KapT, odhopMneHHbIX C UCNOMb30BaHWEM 3TEKTPOHHbIX
cpeacTB nnaTtexa (UX peKkBMsuToB), B TOM uucrne
nnaTtexHblx kapT. Bce onepauun ocyliecTBnsawTca ¢
y4yeToM OCOBEHHOCTEN, YKasaHHbiXx B [lonoxeHuu
BaHka Poccum o1 24.12.2006 r. Ne 266-1 «O6 amuccum
©aHKOBCKMX kapT M 06 onepaumsix, CoBepLlaembiX C
MCMONb30BaHMEM MNATEXHbIX KapT» U TpeboBaHWN
HacToswmx Mpasun.

Mpun coBeplleHun onepauuii MOXeT NPOU3BOAMTLCHA
aBTOpU3aumns, MAeHTUUKAUUS U ayTeHTudmkaumsa ¢
cobnogeHnem TpeboBaHun 3aKkoHoaaTenbCTBa
Poccuiickon ®egepaumm n Hactoswmx MNpasun.

Mocne coBepluieHus  onepauun C MOMOLLbBIO
NNaTeXHbIX KapT COCTaBnsTCA nepBUYHbIE
pacyeTHble LOKYMEHTbI (Y4eku, crivmbl), opopmMmnsieMsle
B 3MEKTPOHHOM BuAe unu Ha OymaxHoM HocuTene.
[daHHble [OOKyMEHTbl ChyaT OCHOBaHUEM  Ans
COCTaBMEHNS W nepefady NnaTexHbIX WMHCTPYKUWNA
Oepxatens KapTbl, HanpaBnsieMbix Y4acTHMKam
NIaTEXHOW CUCTEMBI.

Be30T3bIBHOCTb Takoro nNepeBoda AEHEXHbIX CPeacTB
no pacnopsbkeHuam [epxatenein Kapt HacTynaeT B
MOMEHT yOCTOBEPEHUSI Oepxatenem Kapt
NNaTeXHbIX UHCTPYKLNNA.

B cnyyae npoBeneHus onepauun 6e3 aBTOpusauuu ,
0€e30T3bIBHOCTL HacTynaeT B MOMEHT npuema KapTbl
ans BbINOSHEHMS nnaTtexHon  onepauum n
NPeaoCTaBNeHNss NEPBMYHOINO PacYeTHOrO OOKYMEHTa
(veka, cnuna), ecrnv NPUMEHNMO.

BesycnoBHOCTb nepeBoda [eHEXHbIX CpeacTB Mo
NNaTeXHblM PacnopsikeHWsIM HacTynaeT B MOMEHT
BbIMONIHEHNS1 BCEX YCMOBWUIA MO aBTopu3auum U
YAOCTOBEPEHUIO OMnepauuun, WaeHTUMKaummM uvnm
ayTeHTMdMKauMm B COOTBETCTBUM C TpeboBaHMAMMU
3akoHogatenbcTBa  Poccuiickon — depepaumn  m
rnobanbHbiX 6GM3HEC M OMNEepauMOHHbIX  MOJIUTUK
AmMepukaH Skcnpecc.

OKOHYaTENbHOCTbL NEepeBofa AEHEXHbIX CPeAcTB Mo
NNaTeXHblM PacnopsikeHWsIM HacTynaeT B MOMEHT
3auncneHns cpeacTs Ha GaHKOBCKMI cYET nonyyaTens
cpeactB (B criydae OCyLLECTBIEHUs nepeBoda B
pamMKax OHOro Y4yacTHUKa NiaTeXHOW CUCTEMbI) NGO
Ha  Cuer  YvacTHuka NNaTexHoW  CUCTEMBI,
o6cnyxuBatoLLEero nony4aTens cpeacTB.
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4.6. Irrevocability, Unconditionality and Finality in
settlement with the Payment System Participants.

Irrevocability of funds transfer occurs at the time of
debiting the payer's account, opened with the
Settlement Centre. The finality of funds transfer occurs
at the time the funds are credited to the beneficiary's
Account, opened with the Settlement Center.

Payment instruction are sent by the Payment Clearing
Centre to the Settlement Centre without conditions for
the funds receiving by the Payment System
Participants.

4.7. American Express Payment System Hours of
Operation

The Payment System Participant Issuer is responsible
for responding to all Authorization Requests twenty-four
(24) hours per day, seven (7) days per week in
accordance with the policies set forth in the American
Express global business and operational policies.

Payment System Participant Acquirers are responsible
for routing Authorization Requests from merchants and
ATMs twenty-four (24) hours per day, seven (7) days
per week.

The Payment System Participant transaction data files
will be processed by the Operations Centre twenty-four
(24) hours per day, seven (7) days per week and
Payment System Participants may send files and
receive files twenty-four (24) hours per day, seven (7)
days per week

Sending Payment System Participants may send
transaction data files multiple times throughout the day.
Files are processed according to the transmittal date
and time stamp on the header record during the file
capture process. Payment System Participants must
comply with the settlement timeframes, specified in
Exhibit 2 and ensure sufficient funds on their Accounts.
It is the Payment System Participant's responsibility to
control and monitor the submission process until an
acknowledgment is received from the Payment
Clearing Centre via the Operations Centre.

4.6. Be30T3bIBHOCTD, Be3ycnoBHOCTb 7]
OKoOHYaTenbHOCTL B pacyeTax € Y4yacTHUMKaMu
nsiaTeXHon cucTeMbl

Be30T3bIBHOCTE  MepeBofda  [EHEXHbIX  CpeacTs
HacTynaeT ¢ MOMEHTa CrnucaHus OeHEXHbIX CpeacTs
CO c4yeTa nnaTenblUMKa, OTKpbITOro B PacueTHom
ueHTpe. OKOHYaATENBHOCTbL MNEepeBOoAa  AEHEXHbIX
CpeACTB HacTynaeT B MOMEHT 3a4UCNEHN OEHEXHbIX
CpeacTB Ha cyeT Y4yacTHMKa-nony4aTens, OTKpbITOro B
PacyeTHoM LeHTpe.

MnaTéxHble pacnopsiKeHus, oTnpaBnsemMble
MMNaTéXHbIM  KIMPUHIOBBIM  LeHTpoM PacyétHomy
LEHTPY, HEe UMEIT Kakux-nnbo ycrnoBui BbINOMHEHUSA
ANg nonyyeHus CpeacTB Y4YacTHMKaAMKU MraTexHON
CUCTEMBI.

4.7. Pexum pa6oTtbl [nartexHon

AMepukaH Jkcnpecc

CUcTeMbl

YYyacTHUK  NNaTexHoW  CUCTEMBI-OMUTEHT  HeceT
OTBETCTBEHHOCTb 3a CBOEBpPEMEHHOE
npegocTtaBneHve oTeBeTa Ha Bce ABTOPM3aUMOHHbIE
3anpocbl 24 4yaca exegHeBHO, 7 OHEN B Hedeno B
COOTBETCTBUM c rnoGanbHbIMK OusHec 7
onepauMoHHbIMK NOANTMKaMN AMEPUKIH JKCrpecc.

Y4YyaCcTHMK  nnaTexHoW  CUCTeMbl-dKBavep  HeceT
OTBETCTBEHHOCTb 3a KPYrnoCyTOYHYIO
MapLupyTu3auuio  ABTOPM3aLMOHHbBIX  3anpocoB U3
TOProBO-CEPBUCHLIX NpeanpuaTuin n 6aHkomaTos, 24
Yyaca B CYTKW, 7 AHEN B HeJento.

dannbl YyacTHuKOB nnaTeXxHomn CUCTEMBI,
cofepxalume [aHHble o TpaH3aKuusXx,
obpabatbiBaloTcs OnepaumoHHbIM  LEHTpPOM 24 yaca
B CYTKM, 7 OHEM B Hedent. YYacTHMKU MMaTexHoOm
CUCTEMbI MOTYT OTNPaBMATb NCXOASLINE KITMPUHTOBbIE
annbl 1 nonyyatb BXOASLUME KIMPWHIOBbIE channbl
24 yaca B CyTKuW, 7 OHEW B Heaenio.

Y4yacTHMK NnaTexHoW CUCTEMbI MOXET OTNpaBnATb

dannel, copepxalme AdaHHble O  TpaH3aKuusXx,
Heckonbko pa3 B [AeHb. KnvpuHrosble dannbl
obpabaTtbiBalOTCA B COOTBETCTBMM C JaTol w

BpPEMEHEM, YyKasaHHbIMW B 3arofnioBke awnna BO
Bpemsi ero nonydvyeHus. EauHbIR npouecc pacyeTa
NPOVUCXOANT OOWH pa3 B pPacyeTHbI AOeHb MEexXay
MnaTtexHon cuctemon AMepukaH Jkcnpecc U
YyacTHMKaMn  NNaTeXHoW  CUCTEMbI.  Y4YacTHUKK
nnaTexHol cucTembl OOMKHbI cobnogaTe BpeMeHHoM
PernameHT pacueToB, ykasaHHbIi B [MpunoxeHun 2, n
obecneyntb B COOTBETCTBUM C HUM [0OCTATOYHOCTb
OEHEXHbIX cpedcTB Ha cBoux CueTax, Y4YaCTHUKM
NMaTeXHoN CUCTEMbl OTBETCTBEHHbI 3a KOHTPOSb M
MOHUTOPUHT CBOEBPEMEHHOIO npeaocTaBneHus
MCXOOSAWNX  KIUPUHIOBbLIX annoB [0 MOMEHTa
nonyyeHuss  NoaTBEpPXAalLWero  coobleHns  oT
MnaTtexHoro KIIMPUHIOBOIo LeHTpa yepes
OnepaunoHHbIn LEeHTp MnaTexHon CUCTEMbI
AmepukaH Jkcnpecc.
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Funds transfer of the Payment System Participants is
executed not later than the dates specified in the
Federal law No. 161-FZ “Russian Law on National
Payment System” dated 27 June 2011. Date and time
of the execution of any action by Payment System
Operator and Payment System Participants are
determined by the Moscow time.

Operating hours for the execution of the payment
instructions of the Payment System Participants
established in accordance with the Exhibit 2.
Payment system participants are informed about the
changes of the working hours, weekends and public
holidays in the American Express Payment System no
later than five (5) working days prior to the date of the
changes.

Payment System Participants are informed about the
changes of the settlement schedule within the
American Express Payment System not less than 2
(two) months prior to the effective date of the changes.
Notification is made by sending to the Payment System
Participants electronic messages and placement
information in Payment System Operator office, as well
as on the official website
https://business.americanexpress.com/ru

Payment System Participants must settle the net
clearing position with the American Express Payment
System on the same day as receipt of the Daily Activity
Report, unless the banking cut-off time in Moscow
restricts same-day settlement, in which case, the
Participant must settle with American Express Payment
System on the following Business Day.

4.8. Procedure under which a funds transfer is to
be accompanied by information about the payer as
required by Russian anti-money laundering
legislation, if such information is not included in
the instruction of a Payment System Participant

This requirement does not apply to the American
Express Payment System as all money transfers in this
system are payment card transfers.

Payment System Participants must ensure all
transactions and activities are undertaken in
compliance with the requirements of American Express
and applicable local law including the requirements of
Federal Law on Combating Money Laundering and the
Financing of Terrorism (No. 115-FZ of August 7, 2001).

MepeBoa AeHEXHbIX CPeACTB YUYaCTHUKOB MNAaTeXHOW
CUCTEMbl OCYLLECTBNAETCA He NOo3dHee CPOKOB,
ycTaHoBneHHbIx ®eaepanbHbiM 3akoHoM Ne161-$3.
[data wn Bpemss coBeplieHUss NobbIXx OencTBUn
OnepaTtopoM NMaTeXHOW CUCTEMbI M Y4YacTHMKaMu
NNaTexHoW CUCTEeMbl OMPEeENnsTCA N0 MOCKOBCKOMY
BPEMEHM.

OnepaunoHHoe BpewMmsi ans MCMOSHEHMS
pacnopspkeHU  YYacTHUMKOB MMAaTeXHOW CUCTEMbI
yCTaHaBnMBaeTcsa B COOTBETCTBUM C [MpunoxeHnem 2.
YyacTHMKM nnaTexHoW cuctembl u3BewarTcss o6
M3MEHeHUsAX paboumx, BbIXOOHbIX W  Hepaboumx
npasgHUYHbIX AHen [natexHon cucteMbl AMEPUKIH
Skcnpecc He no3aHee 5 (nATn) paboymx AHen Ao gaTbl
M3MEHEeHMUS.

YyacTHMKM nnaTexHoW cuctembl u3BewarTcss 06
n3MeHeHusix PernameHTa ocyLeCcTBIEHMS pacHeToB B
nnaTexHon cuctemMe He MeHee, 4Yem 3a 2 (OBa)
Mecslua [0 AaTbl BCTYMMEHWA B CUMY M3MEHEHWN.
M3BelleHne ocyLLecTBRSETCA MNyTEM HanpaBneHusi
YyacTHMKam NnaTexHol cucTemMbl MHAOPMaLMOHHBLIX
CcooOLEeHNIA B 3MEKTPOHHOM BuAE U pasMelleHust
WHpOpMaLuM B MecTax OBCnyXuBaHWUA Y4YacTHUKOB
nnaTexHo cucTembl, a Tawkke Ha oduumansHOM
cavite https://business.americanexpress.com/ru
OnepaTtopa nnaTexxHown CUCTEMBI.

YYacTHUKN NNaTeXHOW CUCTEMbl AOMKHbI NMPOM3BECTU
pac4eTbl, COrnacHo MnaTeXHOW  KIMPUHrOBOW
no3vummn B AeHb nonyyeHusa nmm ExxegHeBHoro otyeta
o [eAaTenbHOCTH, Kpome cny4vaes Koraa
OCYLLIECTBIIEHME PACYETOB B TOT X€ A€Hb HEBO3MOXHO
B cuny PernameHTa OCYyLWeCTBNEHUs nnaTexen, B
3TOM cny4yae Y4acTHUK NnaTeXHOW CUCTEMbI [OIKEH
3aBepLUNTb pacyeThbl Ha criegyownii paboynin AeHsb.

4.8. Mopsapok COMNpOBOXAEHUA nepesoga
AEHEeXHbIX CpeAcTB CBeAeHMAMM O nnaTtenblymke
B COOTBETCTBMMU C TpebOoBaHUAMM POCCUNCKOro
3aKkoHopaTenbCcTBa o npoTUBOAEUCTBUMN
OTMbIBaHUIO [0XOOO0B, MOJIyYEHHbIX NPEeCTYNHbIM
nyteMm, B cJlyyae, €Cyii OHU He coaepxarcs B
pacnopsikeHur YyacTHUKa NIaTeXXHOMW CUCTEMBbI

K MnatéxHon cucteme AMEpPUKIH IKCNpecc OaHHoe
TpeboBaHMe He nNpUMEHsiIeTCsl, MOCKONbKYy BCe
nepeBodbl OEHEeXHbIX CPeAcTB B AaHHOW cuUCTeMe

OCYLLECTBNAIOTCA C  MCNONb30BaHWEM NraTeXHbIX
KapT.

YyacTHuKM nnaTeXHom CUCTEMBDI [OJKHBI
rapaHtupoBaTtb cobniogeHne Bcex  TpeboBaHui
AmepurkaH Akcnpecc 7] JencteytoLero
3aKoHOOaTenNbCTBA, BKNtoYas TpeboBaHus
depepansHoro 3akoHa N 115-®3 ot 7 asrycta 2001
roga "O NPOTUBOAENCTBUMN neranusaumm
(oTMbIBaHUIO) O0OXOA0B, MOMYYEHHbIX  MPECTYMnHbIM

nytem, u uHaHCUpoBaHuio Teppopusma"” npu
npoBefeHnn BCEX onepauuin M OCYLLECTBIEHUN
npoyven AeaTenbHOCTU.
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Chapter 5 - Risk Management

The Payment System Operator defines the risk
management system in order to ensure the reliability
and operational continuity of the American Express
Payment System. The risk management system is
defined to meet requirements of the Federal Law
No. 161-FZ dated 27 June 2011 “On the National
Payment System”and the requirements of the
Central Bank of Russia.

The principal function of the risk management
system is to define the operational continuity of the
American Express Payment System, to define the
governance structure required to achieve that and to
define the methodology and control measures to
demonstrate that operational continuity and the
mitigation actions necessary to maintain that
continuity.

To ensure operational continuity of the American
Express Payment System, all Payment System
Participants and all Payment Infrastructure Service
Operators will develop and implement a combination
of risk methods and measures to ensure compliance
with the requirements of the local applicable law, the
Central Bank of Russia requirements and the
American Express Payment System rules.

5.1. The Risk Management Model

The American Express Payment System is a
Payment System Operator self-governed payment
system.

The Payment System Operator will create the risk
management structure with respect to its own
functional responsibilities and of the relevant
departments under its control.

The Payment System Participants and the Payment
Infrastructure Service Operators will create their risk
management structure with respect to their own
functional responsibilities and of the relevant
departments under their control. This should be
defined in accordance with local applicable law, the
Central Bank of Russia requirements and
requirements set out in these Rules.

5.2. Risk Management Structure Activities

In the frames of the risk management in American
Express Payment System the following measures
are defined:

5.2.1. Risk Management Governance Structure

The American Express Payment System, risk
management system is responsible for the risk
management, operational continuity and general
functioning of the American Express Payment
System. This function consists of:

naBa 5 - YnpaBneHue puckamu

B uenax obecneuyeHns 6GecnepebonHOCTN YHKLMOHMPOBAHMWS
MnatexHon cuctembl AMepukaH dkcrnpecc OnepaTop nnaTexHom
CUCTEMbI OpraHuM3yeT cucTemy ynpasneHuss puckamu. Cuctema
yrnpaBneHuss puckamu paspabotaHa C y4yeToMm TpeboBaHWi
depnepancHoro 3akoHa Ne 161-®3 ot 27 uwoHs 2011 roga «O
HaUMOHaNbHOM MNNAaTeXHOW CUCTEME» U  COOTBETCTBYHOLLMX
TpeboBaHun baxka Poccun.

OCHOBHbBIMU LIENAMW CUCTEMbI YMPaBIEHUS pUCKaMU SIBMSIOTCS
nogaepxaHve 6ecnepebonHoro yHKUMOHMPOBaHUsS lnartexHown
cuctemMbl  AMEpUKAH  OKcrpecc, ornpegerneHve  CTPYKTypbl
yrpaBneHus  puckamu,  Heobxogumow AN OOCTUXKEHUSA
becnepeboriHOro yHKLMOHUPOBaAHMS, a Takke onpegenexHve
METOAMK W  KOHTPOSbHBLIX ~MeponpusTuii, obecneynBaoLLmnx
OonepaunoHHyl0 AeATeNnbHOCTb U Heobxooumble Mepbl  Ans
nogaepxaHusa 6ecnepebonHocTu.

B uensx obecneveHuss 6ecnepeboiHOrO YHKLMOHMPOBaHMWS
MnatexHon cuctemMbl AMEPUKIH JKCNPECC YYaCTHUKNU NNaTexHom
cuctembl u  Onepatopbl ycnyr nnaTexHon WHGPaCTPYKTypbl
paspabaTbiBalOT M BHEAPSAIOT KOMMNMEKC METOA0B 1 MEeponpuaTUi
Nno ynpaeBMneHW puckamu, COOTBETCTBYHOLMX TpeboBaHMAM
NPMMEHMMOrO 3aKkoHOOATEeNbCTBa, HOpPMAaTMBHbLIX akToB baHka
Poccun, a Takke TpeboBaHui, ycTaHOBNeHHbIX [lpaBunamum
nnaTexHow cuctemMbl AMEpPUKIH Jkcnpecc.

5.1. Mopenb ynpaBneHus puckamu

Cuctema ynpaBneHus puckamu lNnaTtexHon cucteMbl AMEPUK3IH
Jkcnpecc npegycMaTpuBaeT  CaMOCTOSITENIbHOE — yrnpasneHue
puckamu OnepaTopoM NNaTeXHoON CUCTEMBI.

OnepaTtop nnatexHoW cucteMbl onpegenser COOCTBEHHYHO
CTPYKTYpPYy  ynpaeneHuss  puckamu  u  (PyHKUMOHanbHbIe
0643aHHOCTW KL, OTBETCTBEHHBIX 3a ynpaBneHue pyckamu, nubo
COOTBETCTBYIOLUMX CTPYKTYPHBIX NoApa3aeneHni.

YyacTHUKM nnaTexHon cucteMbl 1 OnepaTtopbl yCnyr nnaTexHon
WHMPaCTPYKTYpbl CaMOCTOSTENbHO ONpeaensitoT cobCTBEHHYHO
OpraHu3aumoHHY0  CTPYKTYpy  YMpaBrieHusl  puckamm 1
PyHKUMOHanNbHble  0083aHHOCTM  NnU, OTBETCTBEHHbIX  3a
yrnpaBneHve puckamu, nmbo COOTBETCTBYHLUUX CTPYKTYPHbIX
nogpasgeneHni, npuH1UMas BO BHMMaHue TpeboBaHus
3akoHopaTenbcTBa Poccuiickon depepauun, a Takke C y4eToM
TpeboBaHWUii,  NPeAyCMOTPEHHbIX  [MpaBunamu  nnaTexHown
cuctemMmbl AMEpUKIH DKcnpecc.

5.2. MeponpuaTna cuctemMbl yrnpaBrieHUs puckamm

B pamkax ynpasneHus puckamu B lNnaTtexHon cucteme AMeprKoH
JKenpecc npeaycMOTPEHbl Creaylolme MeponpusaTus CUCTEMBI
ynpaBneHns puckamu:

5.2.1. OpraHu3sauMoHHasi CTPYKTypa ynpaBreHusi puckamm

B uensx koHTpons ucnonHeHus YyactHukamu n OnepauyoHHbIM
ueHTpoM TpeboBaHun no obecneyeHnto HecnepeborHoro
PyHKUMOHMpPOBaHNA [naTexHon cucteMbl AMEpPUKaH JKcnpecc
yCcTaHaBnuBaeTCcs cCregylowas opraHusauMoHHas CTpyKTypa
ynpaBneHns puckamu:
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e American Express Bank LLC Chairman of
the Management Committee
Bank

e  American LLC Risk

Manager;

Express

e American Express Bank LLC Head of
Operations;

e  Other departments of the Payment System
Operator and American Express as defined
by their responsibilities

5.2.2. Risk
responsibilities

management functional

In order to control the Payment System Operational
Centre and Participants’ activity on business
continuity of American Express Payment System the
Payment System Operator shall establish the
following key responsibilities of the risk
management function:

to ensure the continuous operation of the American
Express Payment System

to assess the likelihood and
identified risk on a regular basis

impact for each

to initiate any necessary actions to manage risk level
changes

to ensure adherence and compliance to the payment
system rules by the Payment System Participants
and the Payment Infrastructure Service Operators

to collect, process and systematize information in the
frame of risk management, including information
received from the Payment System Participants and
the Payment Infrastructure Service Operators,

to propose changes to the American Express
Payment System rules with regards to the
improvement of the risk management system

The segregation of the risk management roles and
functions is set out in the internal documents of the
Payment System Operator.

5.2.3. Informing the Governing bodies of the
Payment System Operator

The risk management functions will report on a
regular basis to the Payment System Operator
Management Committee on the performance risk
criteria, report of Payment System Participants
sufficiency of funds, any changes in payment
system participant market risk rating, significant
issues with merchant fraud, delays in payment
processing as a result of payment participant
payment failures.

The risk management functions will escalate issues

o [pencepatens lNpaBnennsas OO0 «AmepukaH Jkcnpecc

BaHk»;
e HavanbHuK  YNpaBRneHUss OUEHKW U yrnpaBreHus
OaHkoBckuMK  puckamn OO0 «AMepuKaH Jkcnpecc

BaHk»;

e  [upektop OnepaumnoHHoro ynpaenenus OO0 «AMEPUK3IH
Okenpecc baHk»;

e WHble CTpyKTypHble noapasfeneHus W COTPYAHMKU
OnepaTopa nnatexHoW cucTeMbl U «AMEPUK3H
3Kenpecc» B paMkax UX AOMMKHOCTHBIX 0613aHHOCTEN.

5.2.2. PyHKUMOHANbHbIe 06A3aHHOCTU ynpaBJieHUsi pUckamm

B uensx ocyuwectBneHus koHTpons OnepaTopoMm nnaTexHown
CUCTEMbI OEATENbHOCTUM Y4YacTHUKOB M OnepauMoHHOro LieHTpa
nnatexHon cuctembl no obecneyeHuto BecnepebonHoCTH
dyHKUMOHMpPOBaHNA [naTexHon cucTteMbl AMEPUKIH JKcnpecc
yCTaHaBNuBalTCA  crneaywowme  0bA3aHHOCTM vy wvnu
COOTBETCTBYIOLLUMX CTPYKTYPHbIX MNOApa3geneHvui, BXOAALWWX B
CTPYKTYPY yNpaBrneHnsi puckamu:

O6ecneyeHne 6ecnepebonHocT yHKUMOHMPOBaHUS naTexHomn
cucTeMbl AMEPUKIH DKCMpPECC;

OueHKka BepOSiITHOCTM BO3HUKHOBEHMUSI M CTEMNeHU BO3AEeNCTBUS
Ka)k[oro Biaa PUCKOB Ha peryrnsipHoi OCHOBE;

anIHFITI/Ie Hagnexawunx mep B criydae nsMeHeHUda YpOoBHA PUCKa,

ObGecneyeHne koHTpons cobGniogeHus [paBun  NnaTexHom
cuctemMbl AMEpPUKIH JKCnpece YYacTHMKaMM NaTexHon cucTeMmbl
1 OnepaTopamm yCnyr nnaTexHon MHPPaCTPYKTYpb;

C6op, aHammM3 wn cucTemaTtMsaums wHgopMauum B pamkax
yNpaBneHns puckamu, BKIOYas WHMOPMaUMIo, MoryyYyaemyilo oT
Y4acTHMKOB NnaTexHow cuctemMbl 1 OnepaTtopoB ycnyr NnaTexHowm

NHMPaCTPYKTYPBbI;

BHeceHue nameHeHun B NpaBuna nnaTexHon cnctembl AMEPUKIH
Jkcnpecc B LUENAX COBEPLUEHCTBOBAHWS CUCTEMbI YrpaBeHuUst
puckamu B [NnaTtexHorn cucteme AMepukaH Qkcnpecc.

PacnpepeneHve o06s3aHHOCTEN MO yMNpaBreHWIO puckamu B
nnaTexxHon cucteMe mexay noapasaeneHusasMn n CoTpyaHuKamm
OnepaTtopa  nnaTtexHoMm  CUCTEMbl  yCTaHaBnuBaeTCcs B
MOMNOXEHUSIX, NPWKa3ax, [AOJPKHOCTHbIX WHCTPYKUMAX W WHbIX
BHYTPEHHMX AoKyMeHTax Onepartopa nnaTexHon cMcTeMsbl.

5.2.3. lMNopspok wHdopmMuMpoBaHUS OpraHoB YynpaBreHuA
OnepaTopa nnaTexxHON CUCTEMBI

OTBeTCTBEHHbIE InMUA Ha perynspHon OCHOBe [0BOAAT [0
MpaBneHnss Onepatopa nnaTeXXHOW cCUcTeEMbl MHAOPMaUMIO O
puckax [lnatexHonm cucTembl AMEPUKSH OKCnpecc, OT4eT O
JOCTaTOYHOCTU CcpeAcTB  Y4yacTHUMKOB [1naTexXHoOW Ccuctembl,
nHdopMaunio 06 M3MEHEHUN PbIHOYHBIX PEVTUHIOB Y4YaCTHWKOB
NNaTeXHOM CUCTEMBI, CYLLECTBEHHbIX COOLITUSAX, CBSA3AHHBLIX C
MOLLUEHHUYECKUMN  OEWACTBUSIMA  TOPrOBbIX  MPEAnpUATUN,
3ajepxek pacyeToB BHYyTpu [lnatexHom cuctemMbl AMEPUKIH
Okcnpecc, Bbl3BaHHbIX  HEMUCMNONMHEHMEM 06s3aTenscTB  Co
CTOPOHbI Y4acTHUKOB [naTexHon cucTeMsbl.

OTBeTCTBEHHbIE NKLa coobLaloT uHopmMaLmio o puckax CoseTy
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to American Express Bank LLC Board of Directors
on as needed basis if there is a significant impact on
the  American Express Payment  System
performance, its operational continuity or if any of
the risk management measures require significant
amendment.

The Payment System Participants, in accordance
with their risk management structure, will report
information about increased risks of interruption of
the Payment System operations as soon as they
discover such risk and by any available
communication means, including but not limited to
the description of the nature of the risk, the root
cause, the potential impact and mitigating solutions
and timelines being considered.

The Payment System Operator employee shall
immediately escalate information, received from the
Payment System Participant, to Payment System
Operator Management Committee on as needed
basis if there is a significant impact on the American

Express Payment System performance, its
operational continuity or if any of the risk
management measures require significant
amendment.

The reporting guidelines as well as the escalation
guidelines is set out in the internal documents of the
Payment System Operator.

5.2.4. Operational Continuity Parameters

In order to measure the performance of the
American Express Payment System, the Payment
System Operator has defined the following criteria:

The required response performance in respect of
the transaction authorization request processing
time provided by the Operational Centre will not
exceed an average of 10 seconds over the reporting
period, with respect to issues within the control of
the Operational Centre.

The required response performance in respect of
the Payment Clearing Centre services will be
determined as the time taken to receive incoming
files, validate those files and respond. This time will
not exceed 3 hours, with respect to issues within the
control of the Payment Clearing Centre.

The required response performance in respect of
completing the settlement process and the resulting
movement of funds to the Payment System
Participants settlement accounts will not exceed 2
working days, with respect to issues within the
control of the Settlement Centre.

5.2.5. American Express Payment
Operational Continuity procedure

System

To execute continuity of operations in the American
Express Payment System, Payment System

avpektopoB OO0 «AmepukaH OJkcnpecc bank» no mepe
HeO6XOJJ,I/IMOCTVI B Cnyyae BO3HMKHOBEHUA CyLleCTBEHHOro
BO3AencTBuA Ha 6ecnepeboiHoe yHKLMOHUpoBaHue MNnatexHown
cucteMbl AMepukaH Jkcnpecc unu B criydae, ecnu Tpebyemble

Mepbl MO YynpaBneHUK pUCKaMn noanexart CyweCcTBeHHbIM
N3MEHEHUNAM.
YYyacTHUKM NNaTexHoOM CUCTEMbl, B COOTBETCTBUM C  UX

OpraHn3aumoHHON CTPYKTYPON YNpaBfieHus puckamu, B Crydae
BbISIBNEHUA MOBbILLIEHHbIX PUCKOB, CBSA3aHHbIX c
dyHKUMOHMpOoBaHeM lnaTexHon cuctembl AMEpUKaH Jkcnpecc
B  KpaTyaWwime CpPOKW, MobblM  [OCTYMHBIM  cnocobom
nHpopmmpytoT 06 atom Onepatopa NNATeXHONW CUCTEMBI,
yKasbiBas onucaHvWe xapakTepa pucka, BepOATHble MPUYMHBI €ro
BO3HWKHOBEHUS, BO3MOXHbIE NOCNEACTBMS, BO3MOXHOE peLleHwve,
BKNIOYasi BPEMEHHbIE paMKW, ONA CHWKEHUS CTENeHW BhUSHWSA
pucka.

CotpyaHuk OnepaTtopa nnaTtexHon CUCTEMbl, MPUHSABLLMIA TaKyto
UHOpPMaUno, [OMKEeH He3ameanuTenbHO [OBecTM ee  [o
cBegeHus lMpaBneHnsa Onepartopa NnaTexHoW cUcTeMbl MO Mepe
HeoOXoAMMOCTM B Crlyyae BO3HWKHOBEHWUSI  CYLLECTBEHHOIO
BO3aelncTBMA Ha 6ecnepeboiiHoe hyHKLMOHMPOBaHue MNnaTexHon
cuctemMbl AMEpPUKIH JKCrpecc unu B crnyyae, ecnu Tpebyemble
Mepbl MO YNpaBMEeHWO puUckamn noanexar CyLeCTBEHHbIM
nonpaskam

Mopsiaok MHGOPMUPOBaHMS opraHoB YynpaereHuss OnepaTtopa
NMaTeXHoW CUCTEMbl PErynmpyeTcsl BHYTPEHHUMU LOKYMeHTaMu
Onepatopa nnaTexHow CUCTEMbI.

5.2.4. Tokasatenu Oecnepe6onHOCTU PYHKLUOHUPOBAHUA
MnaTtexHow cucteMbl AMepPUK3IH dKkcnpecc

B uensx obecneveHna 6GecnepeboHOro YyHKUMOHMPOBAHMSA
MnaTexHon cuctembl AMepukaH Jkcnpecc OnepaTop nnaTexXHON
CUCTEMbI Onpeaenun criegyolmne nokasareny 6ecnepebonHoOCTu:

YpoBeHb GecnepeGoMHOCT  OKasaHWsl OnepauMoHHbIX  YCryr
OnepaumoHHOro LieHTpa, onpeaensemblit Kak Heobxodumoe
BpeMsi  AnA  MoflydeHuss  OTBeTa  MpuW  OCYLLECTBIEHUM
aBTOpu3aUMOHHOro 3anpoca. CpeaHee 3HayeHue nokasartens He
JOIMKHO npesbiwatb 10 CeKkyHa B pacCcMaTpuMBaeMOM OTHETHOM
nepuode, KOTOPLIN YyCTaHaBNMBaeTCA MONA  Lenen KOHTPOns
okasaHusa ycnyr OnepaumoHHbIM LEEHTPOM.

YpoBeHb  GecrnepeBoMHOCTM  OKasaHusi  YCnyr  nraTexHoro
KNUpWHra, onpefensiemblit kak HeobxoauMoe Bpemsi  Ans
nosnyyYeHus: BXOAALMX (halnoB, UX NPOBEPKU U Nepeaayn oTeeTa.
3HauyeHvne nokasaTens He [OMMKHO MpeBbllaTb 3 4YacoB  AnA
uenen KOHTpPOMs okasaHus ycnyr [naTeXHbiM KITUMPUHIOBLIM
LIEHTPOM.

YpoBeHb 6ecnepeboiiHocTn OCYLLECTBINEHUS pac4eTosB,
3aksoYaloLLerocs B 3aBepLUEHUN npouecca nepesoaa AeHEXHbIX
cpencte Ha CueTta Y4aCTHMKOB NNATEXHOW CUCTEMBbI. 3HaveHue
rnokasaTtensi He JOJPKHO MpeBbilaTth 2 pabounx gHen aons uenemn
KOHTPONS oKasaHus ycnyr Pac4yeTHbIM LIEHTPOM.

5.2.5. Mopsgok obecnevyeHus b6ecnepebonHoCTU
¢dyHKumMoHupoBaHua [lnaTtexHom  cucteMbl  AMEpPUK3IH
dkcnpecc

B uenax obecneuveHusi BecnepeboOMHOCTM DYHKLMOHNPOBAHMUS
MnaTexHon cucteMbl AMEPUKIH IKCMPECC, YHYacTHUKM NNaTexHon
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Participants and the Operational Centre should
develop and implement a combination of risk
methods and measures to ensure compliance with
the requirements of the American Express Payment
System rules.

Responsibility for management of interruption risk of
the American Express Payment System operation
continuity is distributed among American Express
Payment System Operator, Operational Center and
the Participatns according to the present American
Express Payment System Rules.

5.2.5.1. Procedure for coordination of the activity
within American Express Payment System.

The Payment System Operator governs risk
management and coordinates the activity of the
subjects of American Express Payment System.
Such coordination is performed through the
interaction between American Express Payment
System Operator, Participants and Operational
Center on a regular basis to identify, collect and
analysis of the information about risks in American
Express Payment System which is used to prevent
and / or mitigation of the negative impact on the
American Express Payment System operations as
well as in case of emergency situations which
require immediate solutions.

The American Express Payment
Operational Center is responsible for:
Maintenance of the required response performance
in respect of the transaction authorization request
processing time on an appropriate level.

System

Informing the Payment System Operator and the
Payment System Participants in the event of an
emergency.

Execution a full American Express Payment System
contingency plan test of all its IT applications and
network connectivity used by Payment System
Participants on a regular basis.

Providing a fall-back service for those Payment
System Participants who are temporarily unavailable
in the case of providing an authorization
confirmation to requesting Payment System
Participant Acquirers. The parameters of the service
are agreed with each Payment System Participant
by the Payment System Operator at inception or as
later amended.

5.2.5.2. Continuous operation requirements

The American Express Payment System Operator,
will develop and maintain the Payment System
contingency plan in the event of any emergencies,
and in doing so determines:

the list of threats that may lead to an interruption in
payment system operation and the classification of
such threats depending on the level of adverse
effect on the American Express Payment System;

cuctembl u  Onepartopbl ycryr nNNaTtexHon WHAPacTPYKTypbl
oba3aHbl paspaboTtaTtb M BHeAPUTb KOMMMEKC CcrnocoboB u
MeponpuaTui, Heobxoaumbix Ana obecneyeHus cobniogeHus

TpeboBaHu MNpaBun NNaTexHon cuctembl AMEpUKaH JKcnpecc.

OTBETCTBEHHOCTb MO YNPaBMEHUD  pUCKaMW  HapyLUeHWs
becnepeboiHOCTN (PYHKLMOHUPOBAHUS B MMATEXHOW cucTeme
AmepukaH 3kcnpecc pacnpegensetca Mexagy Onepatopom
nnaTtexHon cuctemsbl, OnepaumoHHbLIM LEHTPOM M Y4yacTHUMKamMu
NNaTeXxHom  CUCTEMbl  cormacHo  Hactoswmm  [lpaBunam
nnaTexHow cMcTemMbl AMEPUKIH JKcrpecc.

5.2.5.1. Mopsgok obGecne4veHus CKOOPANHMUPOBaAHHOMN
peaTenbHocTu B MnaTtexHon cucteme AMepukaH dkcnpecc

OnepaTop nNnaTexHow CUCTeMbl OCYLLECTBNSET CaMOCTOATENBHOE
yrnpaBneHne pyuckamn 1 KOOPOUHUPYET AeATENbHOCTb CyOBbEeKToB
MnaTexHol cnctembl AMEPUKIH JKCMpPece B LieNsiX noaaepxaHus
becnepeboriHoro  pyHKUMOHMpOBaHUSA  naTexHoW CUCTEMBI
AmepukaH OJkcnpecc. [daHHaa koopAauvHauus ocyliecTBnsieTcs
nocpeacTBOM B3aumogencTeusa Onepatopa nnaTtexHom CUCTEMbI,
Y4yacTHMKOB nnaTexHon cuctembl, OnepaumoHHOro LeHTpa Ha
perynsipHo OCHOBe B LenNsX BbiSABNEHus, cbopa u aHanmsa
WHpopmaumn O puckax B [lnatexHon cucteme AMEpPUKIH
Jkcnpecc AN npegynpexaeHns U / UM CHUXKEHUS HeraTUBHOMO
BnusiHMA  GecnepeboriHoro  yHKUMOHUPOBaHUS  naTexHon
cucTeMbl AMEpPUKIH JKCNpece, a Takke B criyyae BO3HUKHOBEHMS
ypesBblyariHbIX CUTyaumni, TpebyoLmnx HEMEeANEeHHOrO peLleHns.

B o6s3aHHOCTM OnepauMoHHOroO LUeHTpa no obecnevyeHuto
H6ecnepebonHOCTN OKasaHMA ONepaunoHHbIX YCYyr BXOAMWT:

noaaepxaHue YPOBHSI 6ecnepebonHocTH okasaHus
onepaumnoHHbIX ycnyr OnepauuMoHHOro LeHTpa, onpeaensieMbli
Kak Heobxogumoe Bpems [AONs  MoflydeHuss oTBeTa  Mnpu

OCyLeCTBJIEHUN aBTOPM3aLIMOHHOIO 3anpoca.

WMHdopmupoBanme  Onepatopa  NMaTteXHOW  CUCTEMbI U
Y4acTHMKOB NMaTeXHOM CUCTEMbI O COOSIX, MPOM3OLIEOWMX B
pesynbTaTte aBapWHbIX CUTYaLUiA.

TecTupoBaHne nnaHoB no obGecneyeHnto HemnpepbIBHOCTU WU
BOCCT@HOBMEHMWIO NMPOrpaMMHOro obecneyvyeHust n Cxem CeTeBOoro
COEeAMHEHWSs, NCMONb3yeMbIX YYaCTHUKaMMN NNaTeXHOW CUCTEMB,
Ha perynsipHon ocHoBe.

MpepoctaBneHne dyHKUMM aybnupyiowen
aBTOPU3ALMOHHOrO 3anpoca [Afs  YYacTHUMKOB  MAaTeXHoMW
CUCTEMBI, Y KOTOpPbIX BPEMEHHO OTCYTCTBYeT ceTeBoe
coeaIHeHue, 4yTO nossonseTt nony41Tb oTBeT Ha
aBTOPU3ALMOHHbBINA 3anpoc, NOCbIIaeMbI YYaCTHUKOM NAaTeXHON
cucTeMbl — 3KkBanepoM. [NapameTpsbl yka3aHHOro cepsuca 3apaHee
COrnacylTca C KaXablM YYacTHUMKOM MNaTeXHOW CUCTEMbI U
OnepaTtopomM nNaTtexHoOW CUCTEMbI Ha 3Tane BCTYMNEHUs B
MnatexHyto cuctemy AMepukaH DKCnpecc unm nosgHee.

0o6paboTku

5.2.5.2. Tpe6oBaHUA K NnaHam obecnevyeHUs1 HeMpepbLIBHOCTH
AeATenLHOCTU U BOCCTaHOBIIEHUA AeATENbHOCTHU

Onepartop nnaTtexHon cuctembl pa3pabaTtbiBaeT 1 OOHOBMSIET MO
Mepe HeobxoAMMOCTU nnaH obecrneyeHus HenpepbIBHOCTU WU
BOCCTAHOBMEHNS AEATENbHOCTM B  Cry4yae BO3HUKHOBEHMWSA
HenpeaBUAEHHbIX CUTYaLWi, onpeaenss npu aToM:

MepeyeHb yrpo3, CMOCOBHbLIX HapyWWTb (OYHKLMOHMPOBAHWE
MnaTtexHon cnctembl AMepukaH QKCMpecc 1 ux knaccudmvkaumio B
3aBMCUMMOCTM OT CTEMeHW HeraTMBHOMO BO3AENCTBUS  Ha
MnaTexHyto cnctemy AMepukaH Jkcnpecc;
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the list of critical operational processes;

the procedure for reporting on and activating the
payment system contingency plan in the event of
emergencies;

the action plan necessary to restore the American
Express Payment System;

the testing of the American Express Payment
System contingency plan not less than once every
two years.

Payment System Participants must establish their
own contingency plans in the event of failure,
including insolvency or other suspension of
business operations as required by the applicable
law and in compliance with American Express
Payment System rules.

Such payment system contingency plans are to be
provided to the Payment System Operator on
request.

The Payment System Operator sets out the
technical requirements of continuous American
Express Payment System operation through:

the establishing of the mandatory technical network
functionality;

the execution of the established procedures to
ensure proper processing of the data and payment
information;

the release into production of new and/or upgraded
payment system technical functionality on a periodic
basis;

to mitigate the risk of operational failure through
periodic functional testing

the setting out of requirements for the Payment
System Participant’s certification.

Payment System Participants must provide the
necessary IT applications and network connectivity,
which will be certified by the Payment System
Operator in accordance with the standards and
technical specifications required by the American
Express Payment System and American Express
global business and operational policies

The Payment System Participants bears all risks
associated with the violations of the technical
requirements of the American Express Payment
System.

In case of an interruption in service (system
outages) that results in a loss of connection or
network connectivity between the Payment System
Participants and the payment system, Payment
System Participants must cooperate with the
Payment System Operator and comply with any

ﬂepequb KPUTNUYECKN BaXKHbIX onepaunMoHHbIX NPOoLLeCCOoB;

Mopsaok MHOPMUPOBAHUA WM akTMBaUUKM MNfaHa obecneyeHunst
HenpepbiBHOCTU W BOCCTAHOBIEHUA [OeATeNIbHOCTWU B Cry4ae
BO3HUKHOBEHUA HENpeaBUOEeHHbIX CVITyaLI,VII;I;

Mopsgok AencTeuii AnA BOCCTaHOBNEHUS (PYHKLMOHMPOBAaHMWSA
MnaTexHon cuctembl AMEPUKIH SKCNpecc Kak B LEernoM, Tak u
OTAENbHBIX KOMMOHEHTOB;

MpoBendeHUe perynsipHoro TecTMPOBaHUsi MnaHoB oGecneyeHus
HenpepbIBHOCTU [naTexxHol cucTembl AMEpPUKIH JKcnpecc, He
pexe, YeM pa3 B ABa roga.

Y4yacTHUKM nnaTtexHon cucteMbl o06sa3aHbl  paspabaTbiBaTh
cobCcTBEeHHble  nnaHbl  obecneyeHnss  HEMpepbIBHOCTM U
BOCCTaAHOBMEHNS AEATEeNbHOCTM B  Cry4yae BO3HUKHOBEHMS

HenpeOBUAEHHbIX CUTyauui, BKMOYaa Crydan BO3HUKHOBEHUSA
(PMHAHCOBBLIX 3aTPYAHEHUA W  MHbIX (PaKTOPOB  HapyLueHUs
onepawunoHHON OesiTeNbHOCTU B COOTBETCTBMM C NMPUMEHUMbIM

3aKoHOAaTENbCTBOM W TpeGoBaHuaMM [paBun  nnaTexHown
cucTemMbl AMEPUKIH JKcrpecc.
YkasaHHble nnaHbl  JOSDKHbI  npedocTaenaTbes  OnepaTtopy

NNaTexHon cucTembl No 3anpocy.

OnepaTtop nnaTexHoOW CUCTEMbl YCTaHaBMNMBaeT TEXHU4YEecKMe
TpeboBaHus ans obecneveHns 6ecnepebonHocTH
dyHKUMOHNpPOBaHWA MNnaTexxHon cucteMbl AMEpPUKIH JKCNpecc:

OnpepeneHne oGs3aTenbHbIX
BO3MOXXHOCTAM CeTH;

TpeboBaHU K  TEXHUYECKUM

OcylecTBneHne onpeneneHHbIX npoueayp B Lensx obecnevyeHns
Hagnexaluern obpaboTkn NnaTexHon NHopMaLmu;

Bbinyck B Npon3BOACTBEHHYIO Cpeay HOBOMO W/Mnv OGHOBNEHHOO
TEXHNYECKOrOo (PyHKLMOHamNa Ha perynsipHo OCHOBE;

CHuxeHne nocneacTeuin pucka onepaumoHHOro cbost
nocpeacTBOM MEepUOAMYECKOro MNpoBeAeHUs YHKUMOHaNbHOro
TeCTUPOBaHUS;

YcTaHoBneHve TpeboBaHuMA K YyacTHUKOB
naaTexXHoOM CUCTEMBI.

cepTudukaumm

Y4yacTHMK NNaTexHoW CUCTEMbl NpeAocTaBnsaeT Heobxoanmoe
nporpammHoe obecrneyeHne Uu CXeMbl CETEBOMO COEAVHEHMS,
nognexawme opobpeHunto OnepaTopom NNaTeXHOW CUCTEMbI, B
COOTBETCTBUMU co cTaHgapTamu 7 TEXHUYECKUMMU
cneundmkaumamm NnatexHon cuctembl AMEPUKIH Jkcnpecc M
rno6anbHbIMKM GU3HEC 1 ONepaLMOHHBIMK NONUTUKAMU AMEPUKIH
Okcnpecc.

YyacTHuKM nnatexHonm cuctembl GepyT Ha cebs Bce puckw,
CBSI3aHHbIE C HAPYLEHUsIMA UMW TEXHUYECKMX TpeboBaHuin
MnaTexxHon cuctembl AMEPUKIH JKcnpecc.

B cnyyae oTkasa onepauuMoHHOro cepsuca (cuctemHoro c6os),
NPMBOASLLErO K MOTEPE COEAMHEHUS UMW MOOKMHYEHUS K CeTu
Mexay YvacTHUKaMuM nrnaTexHonm cuctembl U [natexHon
cuctemor AMepuKaH JQkcrpecc, YYacTHUKM NNaTeXHOW CUCTEMBI
06s3aHbl coTpygHuyate ¢ OnepaTtopoM MNaTeXHOW CUCTEMbI U
cobnopgatb TpeboBaHust No ycTpaHeHuto cboeB.
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requests to resolve the interruption.

In the event of any emergencies or events that have
caused the interruption in service, Payment System
Participants must immediately inform the Payment
System Operator by phone and subsequently in
writing of the situations, cause and consequences at
the following:

Contact Details (Moscow Banking Hours):
American Express Bank LLC, American Express
Payment System Operations Department

33-1 Usacheva Str, Moscow 119048

Tel: +7 495 933 8400

Email: AEPSRUSSIA@aexp.com

Contact Details (24 x 7):
American Express Global Network

Tel: +1 602 766 1150

5.2.6. Methods for Analyzing Payment System
Risks

5.2.6.1. Risk Types. Risk level assessment

Payment System Operator, within the risk
management system, defines the following types of
risks will be assessed and monitored:

Payment System Participant Risk

A Payment System Participant is unable to meet its
financial obligations to the payment system due to
financial difficulties. The assessment of the Payment
System Participant’s risk identifies its
creditworthiness and its financial standing to assess
its ability to fulfil its respective settlement obligations
on time and in full.

Payment System Participant creditworthiness and
financial standing is assessed according to the risk
provisions in the American Express Payment System
rules and American Express global business and
operational policies on a regular basis. This may be
more frequent particularly in situations where there is
higher than usual perceived risk or where specific
information has become available. Following these
assessments, the Payment System Operator can
request the assignment of collateral in the form of an
irrevocable letter of credit or bank guarantee as
collateral on behalf of Payment System Participants.

The long-term rating of a Payment System
Participant shall be rated by a recognized debt-rating
agency at no less than “investment grade” (i.e., in the
case of Fitch and Standard and Poor’s, not less than
“BBB-", and in the case of Moody’s, no less than
“Baa3d”). The Payment System Operator will use the
lowest rating of the rating agencies. If a Payment
System Participant is not rated by one of the rating
agencies, it will be rated on a similar scale by internal

B cnyyae aBapumnHbIX CUMTyauuin, 06CTOATENbCTB, NPUBOOALLMX K
cbosmM B NpoBedeHMM onepaumnii, Y4acTHUKN NNaTeXHON CUCTeMbI
06sA3yloTca  HesameanuTensHo MHgopmupoBatb  Onepatopa
NNaTeXHoW CUCTEMbI B MUCbMEHHOW hOpMe O TaKMX CUTyaLUsiX U
obcToaTenbcTBax, NPUUYMHAX X BO3HUKHOBEHUS U MOCIEeACTBUAX
C UCMONb30BaHWEM CreayLnX KOHTAKTHbIX AaHHbIX:

KoHTakTHas nHdopmauus (B paboumne 4acbl N0 MOCKOBCKOMY
BpeMeHu):

000 «AmepukaH Jkcnpecc baHk»

OnepaunoHHbId genapTameHT  [MnatexxHon cucteMbl AMEPUKSH
Okcnpecc

¥Yn. Ycauesa, 33, cTp. 1, rop. Mockea, 119048

Ten: +7 495 933 8400

3n. noyta: AEPSRUSSIA@aexp.com

KoHTakTHas nHdopmaums (KpyriocyTouyHo, 6e3 BbIXOAHbIX)
mobanbHasi ceTb AMEPUK3IH JKcnpecc

Ten: +1 602 766 1150

5.2.6. Metoaukm aHanusa puckoB B [lnatexHown cucreme
AmepukaH Jkecnpecc

5.2.6.1. Buabi puckoB. OueHKa YPOBHSA PUCKOB

B pamkax cuctembl ynpasrneHusi puckamu B [naTexHon cucteme
AmepukaH Jkcnpecc OnepaTop NnaTexHon cucTemsl onpegenseT
crieqytoLLme BUbl PUCKOB, NMOANEXallne OLEHKE Y MOHWUTOPUHY:

Puck YuyacTHMKa NnaTeXXHOW CUCTEMbI

Puck HencnonHeHns obs3atensctBa nepeq lNnaTtexHon cuctemon
AMepUKIH DKCMPECC CO CTOPOHbI YYaCTHUKA NIATEXHOW CUCTEMBI,
BbI3BaHHbIN (OUHAHCOBLIMW 3aTpyAHEHUAMW. B pe3ynbTaTe ouLeHKM
pucka  YyacTHMKa  NnaTexHoW  cuctembl  onpegensieTcs
KpeamuTocnocoOHoCTb U (buHAHCOBOE MOMOXEHWE Y4yacTHUKa
NnnaTexXHoW CUCTEMBbI, BKM4Yas ero crnocobHOCTb oTBevaTb Mo
pacyeTHbIM 06A3aTensCTBaM B MOMHON Mepe 1 CBOEBPEMEHHO.

KpeautocnocobHocTe ¥ MHAHCOBOE MOMOXeHUe Y4yacTHuka
nnaTexHoM CUCTEMbI OLleHMBaeTCa B COoTBeTCTBMM C [NMpaBunamu
nnaTexHom cnucteMbl AMEepUKaH Dkcrpecc 1 rnobanbHbIMu GusHec
N onepaumoHHbIMK  MONUTUKaMK  AMEpPUKIH  JKcnpecc Ha
perynsipHon OCHOBE UMW NO Mepe MNoMyyYeHUs MHON MHGOopMaLIK,
Tpebylollen BHEOYepedHOro nepecMoTpa pucka YyacTHuka
nnaTexHon cuctembl. Pe3ynbTaTtOM OUEHKM pucka Y4YacTHuKa
NNaTeXHOM CUCTEMbBI MOXET CTaTb 3anpoc co CTopoHbl OnepaTtopa
NIaTeXHOM CUCTEMBI O NMPeaoCTaBneHMn 6e30T3bIBHOM GaHKOBCKOMN
rapaHTMM UM akKkpeguTBa B KadecTBe obecneyeHnss NCNONHEHUS
06s3aTenbCTB YYacTHMKA NNaTeXHO!W CUCTEMBI.

OnepaTop nNnaTeXHOW CUCTEMbl OCYLLECTBNSET MOHUTOPUHF
JONITOCPOYHOro KPeAUTHOrO PEenTUHra, MPUCBOEHHOro Y4YacTHUKY
NNaTexXHON CUCTEMbI OOHVUM U3 NPU3HaHHBIX areHTCTB, KOTOPbIN He
OOMKEH OblTb HWKE «UHBECTULIMOHHO-KPEOWUTHOTO pPEenTUHra»
(Hanpvmep, penTuHr, NpUcBoeHHbI Fitch 1 Standard and Poor's,
He [oImKeH OblTb Hwke «BBB-» n pentuHr areHtctea Moody’s He
JomkeH ObiTb HWxe «Baa3»). OnepaTtop nnaTeXHOW CUCTEMbI
OyoeT Mcrnonb3oBaTb CaMbliA HU3KWA PENTUHT M3 OOCTYMHbIX. B
criydyae, ecnm Y4YyacTHWKY MNaTexHoOW CUCTeMbl He MNPUCBOEH
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American Express rating teams.

Payment System Participants will be assessed on
their settlement performance against the defined
settlement execution criteria issued by the Payment
System Operator. Serious or repeated disruptions
caused by non-settlement with lead to the actions
defined in chapter 6.

The Payment System Operator has the right to block
Payment System Participants’ card transactions in
the event of application of bankruptcy or liquidation
procedures against that Payment System Participant
or in that Payment System Participant’s inability to
provide an acceptable form of security defined
above.

Legal Risk
The Payment System Operator will establish a
procedure to:

Monitor any changes in Russian legislation and
Central Bank of Russia directives related to payment
processing.

Ensure any required amendments to the American
Express Payment System rules are implemented

Periodically review all related agreements

Ensure any disputes are addressed according to the
American Express Payment System rules.

Fraud Risk

The Payment System Operator sets out the criteria
for identification of the high risk merchants. All
Payment System Participants will be notified of
merchants identified as potential high risk through
FraudNet (an  American Express provided
application). In addition to the notification, the
Payment System Operator will provide the list of
actions to address the fraud risk concerns.

All Payment System Participants are required to
cooperate fully to investigate all frauds or potential
frauds, to take action to minimise any losses, to hold
funds if appropriate, to assist and regulatory or law
enforcement agencies and to initiate legal action
against any perpetrators.

Paymvent System Participant Acquirers must
provide, in addition to the above requirements, fraud
risk and detection procedures to ensure its
merchants cooperate fully and provide all relevant
information in any investigation. It may be necessary
to terminate such merchant relationships for any
participation in fraudulent activity and for any
negative effect on the American Express brand.

TpebyeMmbln JONrOCPOYHBIN PENTUHT, BHYTPEHHWE MogpasaerneHns
AMepukaH Jkcnpecc npou3sBedyT HeobXoAMMYK OLEHKY Mo
aHarnoru4Hou Lukane.

OnepaTop nNaTexHoW CuUCTeMbl MO AaHHbIM, MOCTYNnawowWwmMM OT
PacyeTHOro ueHTpa, OUEHMBAET paCYETHYI  AUCLUMNINHY
Y4acTHMKOB MnaTexHon cucTembl. B criyyae CylueCcTBEHHbIX Min
NOBTOPSIIOLLMXCA HapyLleHuid B npouecce pacyetos, Onepatop
nnaTexHon cuctembl ByAeT NpUHUMaThL Mepbl, yka3aHHble B [NaBe
6 MNpaBun NnaTexHon cuctemol AMEpUKaIH JKcrnpecc.

OnepaTop nnaTeXxHoOW cucTeMbl UMeeT npaBo 3abnokvposaTb
KapToYHble TPaH3aKuuy Y4acTHMKa NnaTexHoW CUCTEMBI B Criyvae
MPUMEHEHUs K YYacTHUKY MnaTexHOW cucTeMbl npouenyp
6aHKpoTCTBa MNM NMKBMOAUMM MNKW B Crydae HecnocobHocTu
YyacTHMKa nnatexHow cuctembl MNpefocTaBuTb  Tpebyemyio
MpaBunamu nnatexHon cuctemMbl AMepukaH Jkcrpecc dopmy
obecneveHus.

MpaBoBoW puck
OnepaTop nnaTexHon cucTembl onpefensieT
npoueaypbl Mo ynpaefeHnto NpaBoBbIM PUCKOM:

crepgytouime

MOHWUTOPUHF M3MEHEeHWN B POCCUINCKOM 3akoHo4aTenbCTBe U
HOopMaTMBHbIX akTax baHka Poccuu;

ObecneyeHne BHeceHUs1 u3MeHeHW B [lpaBuna nnaTtexHomn
cucteMbl  AMepukaH 3kcnpecc B cniydae  NPYMEHMMOCTU
M3MEHEHUA B POCCUMCKOM 3akoHogaTenbcTBe K [lnatexHon
cucteme AMEPUKIH JKCnpecc;

MpoBepka Bcex cornaweHun, 3akmovaembix ¢ Onepatopom
nnaTexHoN CUCTEMbI Ha NePUOANYECKON OCHOBE;

ObecneuyeHve BefeHuss gen no cnopam cornacHo [pasunam
nnaTexHol cuctembl AMepukaH Jkcnpecc.

Puck MoweHHn4yecTBa

OnepaTtop nnaTexHoW CUCTeMbl yCTaHaBnueaeT TpebosBaHns Ans
onpegeneHnsl TOProBO-CEPBUCHBIX MPEANPUATUI C MOBLILUEHHBLIM
puckoM. Bce YyacTHuku nnatexHowm cucteMbl OyayT yBedOMIEHbI
O  TOProBO-CEPBUCHBLIX  MPEANPUATUAX  C  BbISBMEHHBIM
noTeHUManbHbIM ~ BLICOKMM  puckom  nocpeactsoM  FraudNet
(ceTeBoli pecypc, npepocTaBnsieMbii AMepukaH Jkcnpecc). B
JOMonHeHne K TakoMy yBegommneHuto, OnepaTop nnaTexHoMn
CMCTEMbI MPeAoCTaBseT KOHTaKTHble AaHHble AN COoobLeHWs
YyacTHMKaMn nNnaTexHOW CcuUCTeMbl JHOObIX MNOAO3pEHUn B
OTHOLLEHWUWN PUCKA MOLLEHHUYECTBA.

Bce YuacTHMKM nnaTexHoOW cuctembl 06si3aHbl COTpyAHMYATb C
OnepatopoM nNaTeXHoOW CUCTEMbl B LENSX BbISBNEHUS BCEX
noTeHUmanbHbIX W  aKTUYECKMX MOLUEHHUYECKUX OEeNCTBUN,
nNpuHMMaTbL Mepbl MO  MUHMMM3aUuM YObLITKOB B pesynbTaTte
MOLLIEHHNYECTBA, COXpaHATb CpeacTBa B criyvyae HeobXxoamMmocTH,
oKasblBaTb cogencTeme rocyaapCTBEHHbIM unm
NpaBOOXpPaHUTENbHLIM OpraHam B Cliydae  WHALMMPOBAHUS
cyaebHbIX NCKOB NPOTUB HapyLUUTENeNn.

Y4YacTHMKM MMaTeXHOM CUCTEMbI - 3KBaWepbl, B [AOMOMHEeHUe K
BbllLeyKasaHHbIM TpeGoBaHuAM, OOSKHbI oBecneuntb Hanuuue
npouedyp NO BbISIBNEHUIO PUCKA MOLUEHHWYECTBa, OOCTYMHbIX
TOProBO-CEPBUCHBLIM npeanpuaTUsmM ans npouecca
B3aMMOAENCTBUA U NpeaocTaBneHus nHdopmaumum, HeobxoanmMon
Ona paccnenoBaHuit. B cnyyae HeraTMBHOrO BNUSIHUA Ha GpeHn
AMEpPUKIH DKCNPECC UMW BLIABNEHNSA MOLLEHHUYECKUX OENCTBUIA Y
TOProBO-CEPBUCHOrO  MpeanpuaTtusa,  Onepatop  NnaTeXHoM
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The Payment System Participant has a right to
request the block of the card transactions to prevent
fraudulent actions by itself.

The Payment System Operator has a right to block
Payment System Participants’ card transactions in a
fraudulent situation to limit potential loss where there
is no reasonable alternative.

5.2.6.2. Assessment of the regularities of
American Express Payment System operations

American Express Payment system Operator
performs the Business Impact Analysis to identify the
irregularities of the payment system operation. The
Business Impact Analysis provides the foundation for
recovery prioritization by identifying critical functions
by locations with a potential for negative impact. The
following information is gathered and analyzed for
each function by location as well as the application(s)
that support the function:

An evaluation of criticality of all American Express
Payment System functions performed at each
location (function name, function description and
locations are captured);

The brand and legal/regulatory impacts to the
American Express Payment System if the
Function/Location were lost;

The business determines the Recovery Time
Objective in hours or days. This is the length of time
a business function can be unavailable before its
operations and processing are significantly affected;

The business determines the Recovery Point
Objective, which is the maximum tolerable data loss
for that business function;

lidentification of potential failures in the payment
system operation, classifying such failures according
to their effect on continuity;

5.2.6.3. American Express Payment System
Business Impact Analysis

In the frames of the modelling and analysis of the
American Express Payment System operations the
following  Business Impact Analysis Data
Assumptions are applied:

Recovery objectives include sustaining the current
client base and continuity of the business activity as

cMCTEMbl MOXeT noTpeboBaTb MpekpalieHue npvema KapT
yKa3aHHbIM TOProBbIM NpeanpusaTUEM.

YyacTHVMK MnaTexHoOM CcUCTEMbl WMMEeeT MpaBo  3anpocuTb
6nokMpoBaHMe  COBCTBEHHbLIX  KapTOYHbIX  TpaH3akuui  Ans

npenoTBpaLLeHNst MOLLIEHHUYECKUX AENCTBUNA.

OnepaTop nnaTexHol CUCTEMbl MMeeT npaBo OroKMpoBaThb
KapTOYHble TpaH3aKuMM Y4yacTHUKA MNMaTexHoOW CUCTEMbl Mpu
BbISIBIEHMM  PUCKA MOLLEHHWYECTBA C Lenblo MnpenoTBpalleHus
NoTEHUManbHbIX  YOLITKOB B Crydae  OTCYTCTBUS  MHbIX
060CHOBaHHbIX anbTepHaTUBHLIX METOLO0B.

5.2.6.2. BbisBneHue 3aKOHOMepHOCTen (PYHKLUMOHUPOBaAHUA
MnatexxHon cuctembl AMEpPUKaH JKkcnpecc

B uensx BbIsIBNEHWS 3aKOHOMEPHOCTEW (PYHKLIMOHUPOBaHWS
MnatexHon cnctembl AMepukaH Jkcnpecc OnepaTop nraTeXxHon
CUCTEMbl NPOBOAUT aHanu3 BMAMAHUS HeEraTuBHbIX (hakTOpoB Ha
onepaumun [lMnaTexHon cuctembl AmepukaH OSkcnpecc. AHanu3

BMWAHUS HeratuBHbIX PakTopoB Ha onepauuy [MnaTexHon
CUCTEMBI AmMeprkaH  Jkcrnpecc  nos3BonseT  onpegenvTb
npuopuTeTHble npoueccbl [naTexHon cucTembl  AMEPUKIH

3Kkcnpecec, noanexaliMe BOCCTAHOBIEHWIO, MyTem onpeaereHns
Hambornee KpUTMYECKUX DYHKUMIA, Ha KOTOpblE BO3MOXHO
HeraTuBHoe Bo3dencTBue. [lpuBefeHHas Hbke UWHdopMaums
cobupaeTcs M aHanuaMpyeTcs [Ans  KaXOoro npouecca Mo
MEeCTOHaXOXAEHUI0 U TEXHONOrmyeckomy obecneyvyeHuto:

OueHka KpUTMYHOCTM npoueccoB naTexHon cucteMbl AMEPUKIH
Jkcnpecc B 3aBMCUMMOCTM  OT  MECTOMOMOXEHNS  (Ha3BaHue
byHKUMK, OnrcaHre 1 hrandecknii agpec);

OueHKka BNUsiHAA HeraTuBHbIX (DAKTOPOB Ha penyTauuio, a Takke
npaBoBble nocneacTeusa ans [natexHon cuctembl AMEpPUKIH
Jkcnpecc B cnyvae yTpaThl KpUTUHECKON (DYHKLMK;

OueHka npeanonaraemMoro BPeMeHU BOCCTAHOBIEHWS OnepaLui,
Bblpa)aeMoro B yacax Wnu B AHaAX. PaccunTbiBaeTca kak nepuoq,
B TeYeHWe KOTOpOro KpuTuyeckass (OYHKUMS MOXeT ObliTb
HeJOCTyMHa C MocreaylowyM CyLLecTBeHHbIM BO3AENCTBMEM Ha
onepauyioHHYH AesATENbHOCTb;

OnpepeneHve LUenNeBOW TOYKM  BOCCTAHOBIEHMS,  KOTopasi
npeacraBnseT cobo MakcumarnbHO AOMYCTUMBIN YPOBEHb NOTEPU
OaHHbIX.

BbisBneHune BO3MOXHOCTEMN HapyLleHun Haanexatwiero
YHKUMOHMpoBaHNs [naTtexHon cuctembl AMepukaH JKcrpecc,
pasgeneHve ykasaHHbIX HapylleHuhn B COOTBETCTBUM C WX
BNMAHMEM Ha 6ecnepebonHOCTb YHKUMOHMPOBaHUS [MnaTexHon
cucteMbl AMEpPUK3IH JKcnpecc.

5.2.6.3.0ueHKa  BnNUAHUA  HeratTMBHbIX  (paKTOpPOB  Ha
b6ecnepebonHOoCTb (hyHKUMOHUpPOBaAHUA lNnaTtexXHOM cucTembl
AMepuK3H JKkcnpecc

B uensx MogenvpoBaHusi U aHanu3a ypoBHs paboTocnocobHocTU

MnaTtexHon cucteMbl AMEPUKIH  IKCNpecc  MNPUMEHSIOTCSA
cregywowme  OONYWEHUS B OTHOWEHWM  OLUEHKUM  CTeneHu
BO3ENCTBUSA HeraTuBHLIX (DAKTOPOB:

Llenbto  BOccTaHOBNeHusi npoueccoB [lnaTexHon  cucTembl

AMepukaH JKcrpecc SIBNSeTcs nopfepXkaHue TEKYLLEro YpoBHS

necessary to maintain a continuous level of onepaunin M HenpepbiBHOCTb YHKUMOHMPOBaHUS [lnatexHomn
American Express Payment System service; cucteMbl AMEPUKIH JKCNpecc;
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Identified impact values (Financial, Regulatory/Legal
and Brand) are based on the maximum effect of a
total outage of the identified critical business activity

Identified impact values are measured with the
assumption that no recovery capability exists for the
business activity.

When considering impacts it cannot be assumed that
our competitors are experiencing similar outages

Business Impact Analysis criticality is determined by
the evaluation of the impact values (Financial,
Regulatory/Legal and Brand) provided by the line of
business;

Each critical business function is rated according to
its impact across financial, legal/regulatory and brand
impact areas. The probability of occurrence is also
assessed against each critical business function. The
overall risk of that function being interrupted is the
combination of the impact and the probability it will
occur.

That provides a risk level (high, medium or low)
which is then used to identify those business

OueHka cTeneHn Bo3gencTBUs  (PUHAHCOBOW,  MPaBOBOW,
penyTauvoHHOMW) OCHOBAHO Ha AOMyLUEHUU MOMHOro BbIXOAa M3
CTPOS KpUTUYECKOM (pyHKUMM [MnaTexHon cucteMbl  AMEPUKIH
Okcnpecc;

OueHka cTeneHn BO3OENCTBUSI OCYLLECTBMNSETCS, OCHOBbIBAsACh Ha
NpeanonioXeHMn HEeBO3MOXHOCTW  BOCCTaHOBMEHMS  onepauun
MnaTtexHon cuctembl AMeEpUK3IH JKcnpecc;

OueHka cTeneHn BO3OenNCTBUsE OCyLlecCcTBNnAeTCA, OCHOBbIBAACb Ha
aonyweHnn oTCyTCTBMA aHanorm4HbIX cboes Y KOHKYPEHTOB;

KpUTUYHOCTb BNUSIHWUSE HeraTMBHbIX (PaKTOPOB Ha  onepauum
MnaTexHon cucteMbl AMEPUKIH DKCMpecc onpeaensioTcs, ucxoas
M3  OLEHKM BO3OEWCTBUS  (PMHAHCOBOrO, MPaBOBOTO U
penyTaLUnMoHHOIo Xapakrepa;

B pesynbTtate nMpuMEHEHWs aHanu3a BRWSHUS  HeraTMBHbIX
dakTopoB Ha onepaumu NnatexHon cuctembl AMEPUKIH Kkcnpecc
C Y4eTOM COOTBETCTBYIOLUMX AOMYLUEHWUIA KaX[AoW U3 KPUTUHECKNX
dPYHKUMIA, UCXOAA M3 CTENEHU BNAHNS PMHAHCOBOIO, NPaBoOBOro U
penyTauMoHHOro xapakTepa, npucBauBaeTCs pevTWHra TaKkke
OLieHVBaeTCH BEPOATHOCTb BO3HUKHOBEHWUSI HEraTUBHOW CUTyaLuK.
B pesynbtate KOMOWHaUMKM CTEMEHW BMAWSHUA W BEPOATHOCTU
npovcLIecTBMA onpeaenseTcs obLwmin ypoBeHb pucka, NpuCyLLmn
KPUTUYHOM hyHKUMK, B Criydae HapyleHns 6ecnepebonHocTu.

O6LWMii ypoBEHb pUCKa OLEHMBAETCS KaK BbICOKWUA, CPeaHuiA Unm
HU3KWIA M MO3BONSIET OnpefenuTb Te KpUTWUYHble (YHKUMK, Ons

functions where the most preventative and «koTopbix Tpebyetca Hambonee ucyepnbiBalOWME MNNaHbl Mo
comprehensive contingency plans are required. noaaepkaHuto 6ecnepeboiHoro PYHKUMOHMPOBaHNS "
onepaTtUBHOMY MPUHATUIO MEP MO CHUKEHMIO BO3MOXHbIX NOTEPb.
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5.2.6.4. Acceptable level of interruption risks in
American Express Payment System

Acceptable level of interruption risks is determined
as follows:

5.2.6.4. [puemnembii ypoBeHb PUCKOB  HapyLleHuUA
6ecnepebonHocTn hbyHKUMOHMpPOBaHUsA lMnaTexxHoM cucTeMbl
AmepuKaH Jkcnpecc

MpuemnembIi ypoBeHb pUCKOB HapylweHus 6GecnepebonHoctn
yHKUMOHMpOBaHNA [natexHon cucteMbl AMEPUKIH JKcnpecc

COOTBETCTBYET cneAyrLlnM nokasatenam:

Non
Acceptable |Accceptable
Type of interruption  |level level
Payment Processing
issues — continue
processing with
workaround solutions |1-2 days over 2 days
Payment System longer
Participants late 1-2 days, 1- |periods,
payments/insufficiency|2 times a more than 2
of funds year times a year
Funding of American
Express account —
insufficient funds not allowed |not allowed
acceptable
short term
Counterparty risk — falljwith
in rating below increased  |over 6
acceptable level collateral months

Twun HapyLwweHmns

Mpnemnembin
YpPOBEHb

Henpunemnembin

Cbou B
OCyLLECTBNEHUN
pacyeToB C
BO3MOXHOCTbHO
NpOaOIMKEHUSI
PYHKLMOHNPOBaHNSA
MnaTtexHomn
cucTembl AMEpPUKIH
3kcnpecc 3a cyet
anbTepHaTUBHbIX
MOLLIHOCTEeNn

1-2 OHA

CBbllLE 2-X
aHen

HeucnonHexne
obs3aTenbCcTB
YyacTHuKoB
nnaTexHom
CUCTEMbI B NOSTHOM
ob6beMe nnn B CPOK

1-2 gHs, 1-2 pasa B
ron,

cBbllLE 2-X
OHen, bonee 2
pas3 B rog

HepocraToyHoCTb
cpencTB Ha cyeTax
AmepunkaH
Jkcnpecc

He gonyckaeTtcd

He gonyckaeTcd

CHmxeHne
KpeanTHOro
penTuHra
YyacTtHuka
nnaTexxHom
cuctembl AMEpPUKaH
3kcnpecc Hmke
Tpebyemoro

00 6 mecsueB npu
ycrnoBsum
npeaocTaBneHns
COOTBETCTBYHOLLIETO
obecneveHus

cBbllLE 6
MecsLEeB

5.2.6.5. Assessment of the level of interruption
risks

Measure for maintenance of the acceptable level of
of the risks of interruption in American Express
Payment System are as follows:

Monitoring of the settlements and cases of the
delays in settlements by Settlement Center and
American Express Payment System Participants;

Regular analysis if the relevant financial statements
to assess the risks (downgrade if the credit rating) of
the  American Express Payment  System
Participants.

Analysis of the Operational Continuity Parameters of
American Express Payment System mentioned in p.
524.

In case of identification of any changes in the

5.2.6.5. PopmupoBaHue OLEHKN JOCTUTHYTOro YPOBHA PUCKOB
HapyLweHus

MeponpuaTns JOCTMKEHUSA U NOAAEPXKAHUS NPUEMIIEMOrO YPOBHS
PUCKOB  HapylweHust B6ecnepeboHOCT  (PYHKLUMOHMPOBAHUSA
MnaTexHon cucteMbl AMEPUKIH DKCMpEeCC BKMO4aloT B cebs:

HabniogeHnsa 3a OCYLLECTBMEHMEM pacyeToB U  CryyasiMu
HECBOEBPEMEHHOIO  OCYLLECTBNEHUss pacyeToB  PacuyeTHbim
LEHTPOM U UCMONHEeHNss 06aA3aTenbCTB YYacTHMKaMM NaTexHoM
CUCTEMBI;

PerynspHbll aHann3 COOTBETCTBYIOLLEA OTYETHOCTM B LENsAX
BbISIBMIEHUS PUCKOB (CHUXXEHWE KPEAUTHOrO penTunHra) Y4acTHUKOB
NNaTexHown CUCTEMbI.

AHanua nokasaTenen 6GecnepeboHOro  hyHKLMOHUPOBAHNUS
MnaTexHon cuctemMbl AMEPUKIH SKCMpPeCC, yKasaHHbIX B MYHKTE
5.24.

B cnyyae BbISIBNEHUS WU3MEHEHWA AOCTUTHYTOrO YPOBHS PUCKOB
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permitted level of interruption risk or in the risk
profile for continuous operation of American Express
Payment System the responsible person (structural
division) of the American Express Payment System
Operator determines the probability and potential
value of the negative impact to the American
Express Payment System and informs the executive
body of the American Express Payment System
Operator about necessary measures to be taken in
order to prevent or mitigate the increased risk to the
American Express Payment System operations.

5.2.6.6. Assessment of the effectiveness of the
risk management system

In order to improve risk management system in the
American Express Payment System, assessment of
the effectiveness risk management system is
performed by the responsible persons of the
American Express Payment System Operator,
based on the information about risks, cases of the
interruption of the American Express Payment
System operations and other available information.

Based on the results of the relevant assessment,
which is reported to the executive bodies of the
American Express Payment System Operator, the
decision to improve the risk management
procedures is taken.

5.2.7. Provision of Risk Management Information

The Payment System Operator has the right to
request any information relating to the operation of
the American Express Payment System from the
Payment System Participants and the Payment
Infrastructure Service Operators.

The Payment System Operator will receive
information from all Payment Infrastructure Service
Operators on a regular basis.

Payment System Participants will in their internal
processes, include procedures to inform the
Payment System Operator of events that did, or
may, result in reduction or loss of performance in
authorisation, funds transfer or settlement, including
cases of system failure, with an analysis of their
causes and consequences.

Payment System Participants must immediately
notify the Payment System Operator in writing of
any suspected or confirmed cases of loss, theft, or
compromise of any materials or records that contain
American Express Payment System transaction
Data.

Payment System Participants must notify the
Payment System Operator about any changes
affecting the operation of the data communication
infrastructure.

HapyweHua 6ecnepeborHOCTM hyHKUMOHMpPOBaHMA [1natexHown
cuctemMbl AMEPUKIH JKCMpecc, AOMKHOCTHOEe NUUOo (CTPYKTYpHOe
nogpasfenexHne) Onepatopa MnaTeXHOW CUCTEMbI onpegenset
CTeneHb BEPOSITHOCTW HACTYMNMEHWUA HeraTuBHbIX MOCNEACTBUIA B
MnatexHo cucteme AMeEpUKaH OKCMpecc, BepOsiTHbIA pasmep
TAKMX MOCNEACTBUMA W WHAOPMMPYET MUCMOMHUTENbHBLIA OpraH
Onepatopa [lnaTtexHon cuctemsl AmepunkaH Jkcrnpecc 0O
HeobXoAMMOCTH peanu3aumn MeponpuUATUA NO NPeaoTBPaLLEHWIO
N MUHAMU3ALMN BO3HMKLLENO MOBBILLIEHHOMO pUcka B npouecce
hyHKUMOHMpPOoBaHMA lMNnaTexxHon cucteMsl AMepUKaH JKcnpecc.

5.2.6.6. OueHka 3¢heKTMBHOCTU CUCTEMbI YynpaBreHUus
puckamm

OueHka  3(PEKTMBHOCTE  CUCTEMbI  YMpaBIEHUS  pUCKaMM
MnatexHo cuctembl AMepukaH JKcrnpecc B Uensx ee
COBEPLLEHCTBOBAHUSA ocyliecTBnsaeTcs COTPYAHMKaMM
Onepatopa nnaTeXHoOW  CUCTEMbl, OTBETCTBEHHbIMM  3a
ynpaBneHve  puckamn, Ha  OCHOBaHWM  aHanu3upyemoun

nHOpMaLMM O puckax, criydasx HapylieHun 6ecnepebonHocTn
dyHKUMOHNpOoBaHWA MnaTexHon cucTteMbl AMEPUKIH DKCnpecc u
npoyen AOCTYMHON MHAOPMaLMK.

Mo pesynbTatam COOTBETCTBy}OLLI,eVI OLIEHKWN, OTYETbl O KOTOpPOW

NPeacTaBnslOTCA Ha PerynspHoii OCHOBE  WCMOMHUTENbHbLIM
opraHam Onepatopa nNnaTeXHO CUCTEMbI, MNPUHUMAETCA
pelleHne O  HeobGXOAMMOCTM  BHECEHWA  U3MEHEHWn B

CyLLeCTBYyIOLIME Npoueaypbl, pernameHTMpyrolWme ynpasneHve
puckamu B MNMnaTtexHon cucteme AMepukaH DKcrpecc.

5.2.7. NMopsigok o6mMeHa uHpopmauuen, Heobxogumon ans
ynpaBneHus puckamu

OnepaTtop nnaTexHol cucTembl KMeeT npaBo 3aTpe6oBaTb

nobyto  uHdopmaumio,  Kacawlylcs  (PYHKLMOHMPOBaHUS
MnatexHo cucteMbl  AMepUKaH JKcrpecc, OT Y4YaCTHUKOB
nnatexHon cuctembl u  OnepaTopoB  ycrnyr NnaTéxHON
MHPACTPYKTYpbI.

OnepaTtop nNnaTexHon CUCTEMbI Ha PerynsipHoM OCHOBE MoryyaeT
uHcopMaumio ot Bcex OnepaTopoB  ycnyr — nnaTexHow
WHMPaCTPYKTYpPbI.

Y4acTHUKM NNaTeXHON CUCTEMbI B CBOMX BHYTPEHHUX JOKYMEHTaX
ycTaHaBnNuBaloT  MOpPsSAOK  MHAOPMUPOBAHMUSA Onepatopa
NNaTeXxHoW cuctembl O COObITUAX, KOTOpble MPUBOAAT K
HeJOoCTaTO4YHON 3(PEKTMBHOCTU UMK YPE3BbIYaNHBLIM CUTYaLUAM,
B TOM 4ucrne o cnyyasx cbosi cucTeMbl, @ Takke O BblBOAAX,
CAenaHHbIX Nocne Taknx cobbITUi, BMeCTe C aHanM3oM Ux NpUYnH
1 nocneacTBUN.

B cnyyae BO3HMKHOBEHMS 0GCTOATENLCTB, KOTOPbIE NPENATCTBYIOT
nepeyncneHvio  CpeacTB  WNM - UCMOMHEHUIO  aBTopm3aLuu,
NNaTeXXHoMy KIUPWUHTY UK pacyeTam Mo nnaTtexam unu seayT K
yTpaTe Kakol-nmbo wuHdopMauMm O TpaH3aKUMsX B pamKax
MnaTexHon cuctembl AMEPUKIH OSKCMpecc, COOTBETCTBYHOLLUIA
YYyacTHUK NNaTexHow CUCTEMbl [OSMKEH HesameanuTenbHO
npovHdopmunpoBaTb 06 aToM OnepaTopa NnaTexHonW CUCTEMBI.

Y4yacTHUKM NnaTexHOM CUCTEMbl [OSKHbI Hes3aMeanuTenbHO
uHcbopmmpoBate OnepaTtopa nnaTeXHOW CUCTEMbl O JOObIX
N3MEHEeHUSIX, BMUAIOWLMX  Ha  MpOUecc  3KchnyaTauuu
MHDPaCTPYKTYpbI Nepeaayn gaHHbIX.
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5.2.8. Procedure in emergency, disputed and
non-standard situations

In the event of an emergency, disputed and non-
standard situations Payment System Participants
must inform the Payment System Operator by
sending an email, the fax or telephone to the contact

details stipulated in Payment System rules.
situations Payment System Participants must
provide to the Payment System Operator

documentation stating the reasons and effect of the
situation and is to include all business and technical
consequences and resolution

The Payment System Operator provides support 24
hours per day, 7 days per week.
Contact Details (Moscow Banking Hours):

American Express Bank LLC, American Express
Payment System Operations Department

33-1 Usacheva Str, Moscow 119048

Tel: +7 495 933 8400
Email: AEPSRUSSIA@aexp.com

Contact Details (24 x 7):
American Express Global Network

Tel: +1 602 766 1150

5.2.9. Procedure for Operational and/or

Technical amendments or upgrades

The procedure for changing operational and
technological means and procedures is set by the
Payment System Operator and Payment
Infrastructure Service Operators as defined in
American Express global business and operational
policies for the implementation of changes.

Payment System Participants will be advised of
changes at least 6 months in advance of the
changes coming into effect, except in cases where
urgent implementation of changes are required for
the prevention of critical failures in the American
Express Payment System.

5.2.10. Procedure for American Express
Payment System Independent Assessment

The Payment System Operator will select, upon the
decision of its executive body and / or in case of
interruption event of the operational continuity of the
American Express Payment System, qualified
external auditor following its standard procurement
process to assess the performance and compliance
of its operation and technical infrastructure.

5.2.8. Nopsagok B3aumoaencTBUA B CMOPHbIX, HECTaHAAPTHbLIX
M Ype3BblYaMHbIX CUTYaLUAX

UHdopmnposaHne Onepatopa nnaTexHoOW CUCTEMbI B crny4vae
ypesBblyaWHbIX, CMOPHbIX WAM  HecTaHAapTHbIX  cuTyauui
ocyllecTBnseTca  Y4YaCTHMKaMW  MNaTeXxHoW  CucTemMbl Mo
yKasaHHbIM B HacToswwmX [MpaBnnax KOHTAKTHbIM AaHHBIM NyTem
HanpaBneHns 3NeKTPOHHOro, akcoBOro coobLeHns wunum no

TenedoHy.  YYaCTHUKM  MNaTeXHOW  CUCTEMbl  [OIKHbI
npegocTtaBuTb OnepaTopy NNaTeXHON CUCTEMbl JOKYMEHTaLUo C
yKasaHMeM MNpUYMH U BNUSIHUA  BO3HWKLIEN  cuTyaumw,

nocrneacTeuin Ans GUM3HeC M TEXHOMOMMYECKMX MPOLECCOB U WX
dhakTUyeckoro paspeLleHus.

OnepaTop nnaTeXHoW CUCTEMbl MpPefoCTaBnsieT NOALEPXKKY B
TeyeHue 24 YyacoB B CYTKU 1 7 AHeN B Heaento.

KoHTakTHas uHdopmaums (B paboume Yacbl MO MOCKOBCKOMY
BpeMeHM):

000 «AmepunkaH Jkcnpecc baHk»

OnepaunoHHbId genapTameHT [natexHon cucteMbl AMepUKaH
Okcnpecc

Yn. Ycadena, 33 cTp. 1, rop. Mockea, 119048

Ten: +7 495 933 8400
3n. noyta: AEPSRUSSIA@aexp.com

KoHTakTHas nHdopmaums (KpyriocyTouHo, 6e3 BbIXOAHbIX)
"nobanbHasn ceTb AMepurKaH JKcnpecc

Ten: +1 602 766 1150

5.2.9. Mopsaaok U3MeHeHus
TEXHONOrm4Yeckux cpeacTse U npouenyp

onepaunoOHHbIX n

Mpoueaypa W3MEHEHMs OMnepauMoHHbIX W TEXHONOTMYECKMX
cpencTs M npoueanyp ycrtaHaenvaeTca OnepaTopom nnaTexHoM
cuctemMbl 1 OnepaTtopamu ycnyr nnaTtexHon MH(PacTPyKTypbl B
COOTBETCTBUM C MOPSAKOM, onpeaesieHHbIM B rnoGanbHbIX GusHec
1 onepaumoHHbIX MONMTUKaX AMEpPUKIH DKCrnpecc.

YYyacTHMKM  MMNaTeXHOW CUCTeEMbl  OyayT  yBeOOMIEHbl O
npeanonaraeMblX U3MEHEHUAX He MeHee, YeM 3a 6 MecsaueB 0o
MOMEHTa (DaKTUYECKOrO BHEOPEHUS WU3MEHEHW, UCKM4ast
crnyyYyauM CpO4YHOrO BMeLLATenbcTBa B LENsX npesoTBpalleHus
KpuTudeckunx cboes B NMnaTtexHol cucteme AMepuKaH dkcnpecc.

5.2.10. Mopsgok HesaBucMMOMN oueHku lMnaTtexxHon cucTembl
AmepuKaH Jkcnpecc

OnepaTtop  nnaTteXHoOW  CUCTEMbI MO  PELIEHUI0  €ero
WCMOMHUTENBHOIO OpraHa u / Wnn B CchnyyYae BbISIBNEHUS
NOBbILLIEHHOrO pucka HapyLleHus
6ecnepebonHOCTU PYHKLUMOHUPOBaHUS  naTexHon  cucTemsl

AMepukaH OJKCnpecc NPUBMEKAET He3aBUCHUMYKD ayaUTOPCKYHO
OpraHusauuio B LENsX OLEHKM KavecTBa (PYHKLMOHMPOBAHWS
OMEPaLMOHHBbIX U TEXHOIOTMYECKUX CPeACTB, MHAOPMAaLMOHHBIX
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5.2.11. Procedure for ensuring Information
Security in American Express Payment System

See chapter 7.

5.3. Risk Management Methods

The risk management system will use the following
methods to ensure operational continuity:

by using irrevocable bank guarantees or letters of
credit as collateral on behalf of Payment System
Participants

by the blocking of payment cards issued by Payment
System Participant where it is unable to meet its
obligations

cuctem.

5.2.11. TMopsipok obecnevyeHust 3awWUThbI
MnatexxHon cucteme AMepUKaH JKkcnpecc

MHdopmMauum B

Cwm. Masy 7.

5.3. Cnoco6bl ynpaBneHusi puckamm
Cuctema ynpaBneHus puckamm npegycMaTtpuBaeT crnegylolime
cnocoObl ynpaBneHnsa puckamu:
Mcnonb3oBaHne 6e30T3bIBHbIX  GaHKOBCKUX

aKKkpeauTUBOB B KayecTBe obecneyeHus
o0b6sa3aTenbCTB YYaCcTHMKOB NNaTeXHOW CUCTEMBI;

rapaHTum  unm
UCMOJHEHNS

BrnokvpoBaHue nnatexHbix KapT, BbinyckaeMbiX Y4acTHUKOM
nnaTexHoM CUCTeMbl, B Crydae HEBO3MOXHOCTW BbINONHEHNS
006513aTenbCTB CO CTOPOHbI TAaKOTO Y4aCTHUKA;

other appropriate methods as specified in the [Mpoune cnocobbl ynpaBneHus puckamu, NPegyCMOTPEHHbIE
American Express Payment System rules MpaBunamu nnaTexxHon cuctemMbl AMEpUKIH JKcrpecc.
The risk management system will not use a [lpaBunamm nnaTexHoW cucTeMbl AMEpPUKIH JKCnpecc He
payment system guarantee fund as risk npegycMOTpPEHO MCMoNb3oBaHME rapaHTUAHOIO PoHAA B KaYecTBe
management method. cnocoba ynpaBneHus puckamu.

54 [y6ru4Ho-0ocmynHbIt OOKyMeHm

AXP Public



Mpasurna nnamexHot cucmeMsl AMEPUKIH IKCrpece

American Express Payment System Rules

Chapter 6 - Compliance with the American
Express Payment System Rules

The Payment System Operator is responsible for
monitoring compliance with the payment system rules
by Payment System Participants and by Payment
Infrastructure Service Operator.

6.1. Right of American Express Payment System to
Monitor, Audit, Inspect or Investigate

In exercising control of compliance with the American
Express Payment System rules by Payment System
Participants and Payment Infrastructure Service
Operator, the Payment System Operator can, if
appropriate and within the framework of American
Express Payment System Rules:

request financial and compliance information including
information on their activity. This information should be
provided to the Payment System Operator in the form
requested (including but not limited to hard or soft copy,
by mail or via electronic mail) and within the time frame
requested by the Payment System Operator.

request an audit of the activities of Payment System
Participants and Payment Infrastructure Service
Operator for compliance with the American Express
Payment Systemrules. Such audits may be conducted
by the Payment System Operator itself or by specialized
third-party organizations engaged by the Payment
System Operator. All costs incurred will be met by the
Payment System Participant and Payment Infrastructure
Service Operator

take adequate measures against the Payment System
Participants and Payment Infrastructure Service
Operator if they fail to comply with the requirements of
the payment system rules.

fmaea 6 - KoHTponb 3a cobniopgeHuem
MpaBun nnateXxHom cuctemMbl AMeEpUKIH
kcnpecc

OnepaTop nNnaTexHoW CUCTEMbl  OCYLLECTBASET
KOHTpOnb 3a cobniogeHnem [MpaBun  NnaTexHow
cucteMbl  AMepUKaH  Jkcnpecc  YyacTHUKamu

nnaTtexHon cuctemsol 1 OnepaTtopom ycnyr nnaTexHomn
MHPPaCTPYKTYpbl.

6.1. T[paBo [InatexHon cucteMbl AMepPUKIH
Akcnpecc Ha ocyliecTBneHue KOHTpOnS,
npoBeAeHus ayAuTOPCKUX U NPOYMX NPOBEPOK

B pamkax ocyLecTBneHnss KOHTpons 3a cobnogeHnem
MpaBun nnatexHon cucteMbl AMEPUKIH JKCnpecc
Y4yacTHukamn nnatexHon cuctembl 1 Onepatopom
yCnyr — nnatexHow  uMHgpacTpyktypbl  Onepatop
nnaTeXHoW cucTembl B cryyae HeobxogMmMocTM U B
cootBeTCTBMM C [lpaBuMnamnm nnaTexHoW CUCTeMbI
AMepuKaH Jkcnpecc:

3anpawmBaeT (PUHAHCOBYKD MHMOPMaLUMIO, a Takke
noaTrBepxaeHne cobnogeHus [paBun  nnaTexHowm
cucteMbl AMEpPUKIH SKenpecc, BKoYas MHopMaumio
O [OEesTeNnbHOCTU YYACTHMKOB MIATEXHOW CUCTEMBbI U
Onepatopa ycnyr nnaTexHon WHMPACTPYKTYpbI.
JaHHasa wHdopmauuss gormkHa OblTe npeacTtaBneHa
OnepaTtopy nnaTexHON cucTeMbl MO 3anpocy B dopme
M C MNOMOLUbI CPeAcTB, YkasaHHblx OnepaTtopom
NnaTexHoW CcucTeMbl (BKMOYas NpeaocTaBreHne
UHpOopMaumMn B ByMaKHOM U ANEKTPOHHOM BuAe, no
noyTe WNM  OMEKTPOHHOW Mo4YTe) M B CPOKMK,
onpegaerneHHsle OnepaTopom MraTeXHON CUCTEMbI.

NpoBOOWUT MNPOBEPKU COOTBETCTBUS  AEeATENbHOCTU
Y4acTHMKOB nnaTtexHow cuctembl 1 OnepaTopa ycnyr
NNaTexHon MHEPaCTPYKTypbl HacToswmm [paBunam
nnaTtexHon cuctembl AmepukaH Jkcnpecc. NpoBepka
OEeATENbHOCTU YYaCTHUKOB  MMaTeXHOW CUCTEMbl U
Onepatopa ycnyr nnaTtexxHon nHpacTpyKTypbl MOXET
npoBoanTLCA kak camum OnepaTopoM NnaTeXHON

CUCTEMbI, Tak W npuBrevYeHHbiMn  OnepaTopom
nnaTeXXHomn CUCTEMBbI, cneunann3npoBaHHbIMU
CTOPOHHMMMK  opraHu3auusmu. Bce pacxogbl Ha

npoBeeHne TakuxX NPOBEPOK AOMKHbl OblTb OnnayeHbl
YyacTHUKOM nnaTexHon cuctembl unm Onepatopom
yCrnyr nnaTexxHon NHAPPaCTPYKTYpPbI.

NpUMeHseT Mepbl aAeKBaTHOro  BO3AEWCTBUS K
YyacTHMkam nnatexHon cuctembl 1M Onepatopam
ycrnyr nnatexHouW  MHMPacTPykTypbl B Cryyae

HapyweHust nMmu TpeboBaHui [MpaBun nnaTexHON
cuctembl AMEPUKIH JKcnpecc.

55 [y6ru4Ho-0ocmynHbIt OOKyMeHm

AXP Public



Mpasurna nnamexHot cucmeMsl AMEPUKIH IKCrpece

American Express Payment System Rules

Payment System Participant and Payment Infrastructure
Service Operator must cooperate fully with the Payment
System Operator in an investigation or onsite review.
This cooperation includes providing access to the
premises and to all pertinent records and releasing any
information to the Payment System Operator upon
request.

6.2. Procedure for auditing Payment System
Participants and Payment Infrastructure Service
Operator

The Payment System Operator shall have the right at
any time and upon giving a Payment System
Participant and Payment Infrastructure Service
Operator thirty (30) days advance written notice, to
audit the activities of such Payment System Participant
and Payment Infrastructure Service Operator (including
its financial statements).

Audits may be carried out with respect to certain
aspects of Payment System Participants’ and Payment
Infrastructure Service Operator’'s activities. The scope
of the audits can include the required standards of
financial soundness, AML compliance, operational
capability, American Express Payment System
continuous operation requirements, risk assessment
and management and other questions within the
framework of the American Express Payment System
Rules.

The Payment System Operator reserves the right to
conduct a complete audit and Vulnerability Threat
Analysis of any infrastructure or functional equivalent
that facilitates connection to the American Express
Payment System to ensure compliance with applicable
American Express global business and operational
policies. These audits and vulnerability threat analyses
will include security assessments and may include
physical and on-site assessments.

When auditing Payment System Participants’ and
Payment Infrastructure Service Operator's activities,
the authorised representatives of the Payment System
Operator or specialised third-party organisations
engaged by the Payment System Operator shall have
the right to:

receive and review documents of the Payment System
Participants and Payment Infrastructure Service
Operator;

where necessary receive copies of documents for filing
purposes;

Y4yacTHuKM nnatexHon cuctembl n OnepaTtop ycnyr
nnaTexHon WHAPaCTPYKTYpbl OOMKHbI  OKasbiBaTb
nonHoe copewcteme OnepaTopy NnaTeXHOW CUCTEMbI
npu npoBedeHWM MNPOBEpPOK WMN pPEeBU3NA B KX
MoMeLLeHnsX. OTO O03HayaeT, YTO OHW  AOSXKHbI
npefocTaBnsATb AOCTYN K CBOMM NMOMELLEHUAM 1N BCEM
OTHOCALWMMCA K MNPOBEpKe [AOKyMeHTaM, a Takke
npenocTaBnsaTb nobyto MHopmaumio,
3anpawmsaemyto OnepatopoM NnaTeXHON CUCTEMBI.

6.2. MNopsaok npoBeaeHUs NPOBepPOK YYacTHUKOB
nnatexHon cuctembl u Onepatopa ycnyr
nnaTexxHou HPaCTPYKTYypbI

OnepaTop nnaTexHow cucTeMmbl Bnpase B noboe
BPEMSA Ha OCHOBaHUW MWCbMEHHOro YBEOOMIEHWs,
HanpaBnNeHHOro YYacTHUKY MraTeXHOW CUCTEMbI MIn
OnepaTopy ycnyr nnaTexHow UHdpacTpykTypbl 3a 30
(TpnauaTb) AHEW, NPOBECTU MPOBEPKY OESATENbHOCTU
(B TOM u4ucre p[aHHbIX (UHAHCOBOW OTYETHOCTM)
Takoro Y4yacTHuMKa NnaTexHOW CUCTEMbI unm
OnepaTopa ycnyr nnaTtexxHon MHppacTpyKTypbl.

lMpoBepkn MOryT NpOBOAUTLCA MO
BOMpOCaM [OEeATENbHOCTM  YYaCTHMKOB MMaTeXHOW
cucTeMsl n OnepaTtopa ycnyr nnatexHowm
WHdpacTpyKTypbl. [poBepka MoXeT ObITb NpoBeAeHa
Ha NpeaMeT PMHAHCOBOWN YCTOMYMBOCTM, cOBnoaeHus
3akoHoaaTenbcTBa B oonactn MNOO/®T, obecneyeHus
6ecnepebonHOCTN  (hyHKUMOHMPOBaHMSA [naTexHon
cmuctembl AMEPUKIH SKCMpecc, MO BONPOCaM OLLEHKN U
yrnpaBneHus puckamu. A Takke Nno MHbIM BOMPOCaM B
pamkax cobnogeHus TpeboBaHuii HacTosLwwmx Mpasun
nnaTexHown cnctembl AMEpUuKaH Jkcnpecc.

oTAenbHbIM

Onepatop nnaTexHol CUCTeMbl CoxpaHsieT 3a coGoW
npaBo MNPOBOAMTb MOMHYK MPOBEPKY W aHanus

YyA3BMMOCTM M NOTEHUMAanbHOW  OMacHOCTM B
OTHOWEHMN  mobor  MHPaCTPyKTypel wnu  ee
(PyHKUMOHaNbHOro 9KBMBAneHTa, KOTOpble

obecneumBaloT noaknoveHne K MnaTtexHom cucrteme
AmepukaH Jkcnpecc, ana obecneveHnss cobniogeHus
rnobanbHblXx 6GuM3HEC UK onepauuoHHbIX  MONUTUK
AmepukaH Okcripecc. Takue NpPOBEPKM W aHanus
YSI3BUMOCTEN W Yrpo3 MOryT BKIoYaTb B CeOS OLEHKY
6esonacHocTM  MnatexHoh cucTemMbl  AMEPUKIH
Skcnpecc, a Takke MOryT BkmoyYatb B cebs
PM3NYECKNn aHanNn3 N OLEHKY Ha MecTax.

Mpwu npoBeaeHnn NpPOBEPKU [eaTenbHOCTH
YyacTHMKOB nnaTtexHon cuctembl unn Onepartopa
ycnyr nnaTexHowm MHPaCTPYKTypbl YNOMHOMOYEHHbIE
npeactasuteny Onepartopa NnaTeXHOW CUCTEMbI UMK
npuBredeHHolx OnepaTopoM  MfaTeXHOW CUCTEMbI

CneLnanuanMpoBaHHblX  CTOPOHHWX  OpraHu3auui
WMEIOT NpaBo:
nonyyate M NpPOBEPSTb [AOKYMEHTbl Y4YaCTHWKOB

nnaTtexHon cuctembl n OnepaTopa ycnyr nnaTexHON
WHAPaCTPYKTYpPbI;

npy HeoBXOAMMOCTHM MNosnyYaTb KOMWUU AOKYMEHTOB A
NpuobLLEHNs K MaTepuranam npoBepKu;
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receive verbal and written clarifications on matters
relating to the Payment System Participants’ and
Payment Infrastructure Service Operator’s activities;

have access to Payment System Participants’ and
Payment Infrastructure Service Operator's places of
business;

Inspect the premises of a Payment System Participant
and Payment Infrastructure Service Operator at any
time and charge them a fee for this inspection.

Conduct an investigation or onsite review at the
Payment System  Participant's and Payment
Infrastructure Service Operator’s expense

Monitor and Conduct security inspections at any
location that has excessive fraud activity

have access to the information systems of Payment
System Participants and Payment Infrastructure Service
Operator, and obtain information in electronic form.

Payment System Participants and Payment
Infrastructure Service Operator must cooperate fully
with any such audit.

The Payment System Operator shall require that the
auditors maintain the confidentiality of any confidential
information of the Participant and Payment
Infrastructure Service Operator in question.

Based on the results of an audit, the authorized
representatives of the auditing party shall prepare a
confidential audit report containing general information
about the activities of Payment System Participants
and Payment Infrastructure Service Operator as well as
specific information regarding the initial audit request.

A report of any audit conducted pursuant to this section
shall be deemed to be confidential information jointly of
the Payment System Operator and the Payment
System Participant and Payment Infrastructure Service
Operator, and will be shown only to staff of either party
who are responsible for supporting the American
Express Payment System.

nony4vyaTtb YCTHble WU TMNUCbMEHHblIe TMNOACHEeHUA nNo

BOMpocaMm [OedATeNbHOCTM  YYaCTHMKOB  NNaTexHowm
CUCTEMBI n OnepaTopa ycnyr nnatexHou
WH(PaCTPYKTYpbl;

nonyyaTe  JOCTyn B MecTa  OCYLIECTBMEHMUS

AEATENbHOCTN YYaCTHWKOB MNATEXHOW CUCTEMbI U
Onepatopa ycnyr nnaTtexHon MHPacTpyKTypbl;

B Nnoboe BpemMs NpoBOAWTL NPOBEPKM MNOMELLEHWN
noboro YyactHuka nnatexxHoun cuctembl 1 OnepaTopa
YCNyr MraTexHon MHGPaACTPYKTYpbl, a Takke B3MMmaTb
C HUX NNaTy 3a NpoBeAEHNe 3TUX NPOBEPOK;

npoBOAWNTL  KameparnbHble  MNPOBEPKM  Y4yacTHUKa
nnaTtexHon cuctembl U OnepaTtopa ycnyr nnaTexHowm
MHPPACTPYKTYpbI 3a UX CYET;

NpoBOAMTL NPOBEPKU cobnioaeHus mep GesonacHoCTy
Tam, rge O6blNo  BbISIBNEHO  HEMPONOPLMOHANBHO
GorbLUIOe KONMYEeCTBO MOLLIEHHUYECKUX OnepaLuii.

nonyyate AOCTYN K WH(OPMALUMOHHLIM CUCTEMaM
Y4yacTHMKOB nnaTexHomn cuctembl 1 Onepartopa ycnyr
nnaTexHoW WHMPAaCTPYKTYpbl, BKMIOYas MOnyvyeHue
WH(OPMaLIMKN B 9NEKTPOHHOM BUAE.

YyacTHUKU NnaTexHoi cucteMbl U OnepaTop ycnyr
nnaTexHo MHGPaCTPYKTypbl 06sA3yl0TCA OKasblBaTb
BCECTOpPOHHEE COoAeiicTBEe B NPOBEAEHWM NGO
NpOBEpKU.

OnepaTtop nnaTexHon cuctembl JormkeH TpebosaTb OT
ayauTopoB cobniogeHns KOHbmaeHumanbHOCTH
nobon koHdDUAEeHUMansLHON nHpopmaumm Y4acTHUKOB
nnaTtexHon cuctembl 1 Onepartopa ycrnyr nnaTexHomn
WH(PACTPYKTYpbl, B OTHOLLEHUWN KOTOPbLIX NPOBOAUTCS
npoBepkKa.

Mo nToram NpoBEPKU YMONTHOMOY€EHHbIE
npeacTaBuUTeENy NMPOBEPSAOLLEN CTOPOHbI COCTaBMSAOT
aKkT nNpoBepku, coaepawuii obLyo nHdbopmMaumio o
[eaTenbHOCTM YYacTHUKOB MNaTeXHOW CUCTEMbI U

OnepaTopa ycnyr nnatexHoW WHAPACTPYKTYpHl,
MHGOPMaLUMo O BbISBIIEHHBIX B XO04e MPOBEPKM
HapylweHnax C MNpUIOXeHneM MoATBepXAaloLmX

[AOKYMEHTOB, CBEAeHUsl O (paKTax NpPOTUBOAEWCTBUS
npoBepke.

OT4yeT no pesynbTataM NPOBEPKW, MPOBEOEHHON B
COOTBETCTBUM C HACTOALLMM pasferioM, OTHOCUTCS K
KOHMAeHUManbHom nHdopmaumm OAHOBPEMEHHO U
Onepatopa nnaTeXHOMW CUCTEMbI, M Y4YacTHMKOB
nnatexHon cuctembl 1 OnepaTopa ycnyr nnaTexHoun
WH(PaCTPYKTypbl, Npu 3TOM Takoh oT4yeT Oyaer
npenocraBneH ans 0O3HaKOMIIEHMS TONbKO
paboTHukam OnepaTtopa NMaTeXHOW  CUCTEMBI,
OTBETCTBEHHbIM 3a noaaepkaHue pabotbl MNnartexHomn
CcuCTEMBI AMepUK3H Okenpecc, Ha
KOH(pmaeHUnansLHOM OCHOBeE.
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If such audits indicate that a Payment System
Participant's and Payment Infrastructure Service
Operator’s operations are deficient with respect to the
required standards, the Payment System Participant
and Payment Infrastructure Service Operator shall
propose within thirty (30) days after receiving such
audit results, a corrective plan and to eliminate the
deficiencies identified in the audit.

6.3. American Express Payment System Rules
Violations

Payment System Participants and Payment
Infrastructure Service Operator shall be responsible for
compliance with the System Rules.

In case of Payment System Participant's and Payment
Infrastructure Service Operator’'s violation of these
American Express Payment System Rules the
Payment System Operator may:

instruct the Payment System Participant and Payment
Infrastructure Service Operator to remedy the breach;

apply fines as defined in American Express global
business and operational policies ; or

terminate the  Payment System  Participant’s
membership in the American Express Payment System
and terminate the agreement with the relevant Payment
Infrastructure Service Operator.

6.4. Appeals

If a Payment System Participant believes that an
imposed condition is unreasonable, it may appeal to the
Payment System Operator.

The Payment System Participant must prove in its
appeal that the prohibition or imposed conditions are
impractical or unwarranted.

The decision of Payment System Operator is final.

6.5. Merchants Investigation responsibilities

Ecnnm no pesynbTatam Takux npoBepok Oyaer
YCTaHOBMEHO, 4YTO B [AEeATEeNbHOCTU Y4YaCTHUKOB
nnaTtexHon cuctembl 1 Onepartopa ycnyr nnaTexHomn
WH(PACTPYKTYpbl MMEKTCA HeOo4yeTbl B OTHOLUEHMU
cobropgeHus  Tpebyembix  cTaHOapToB,  CyObeKT
nnaTexHom cuctembl o6sa3yetca B TeyeHue 30
(TpypuaT) OHeN nocre MnorfyyYeHus pesynbTaToB

Takon MpoOBEpKU MPefoCTaBUTb  KOPPEKTUPYIOLLWN
nnaH u ycTpaHuTb Nobble He4OCTaTKW, BbISIBNIEHHbIE B
xoae nNpoBepKY, npoBeaeHHOM Onepatopom

NnaTeXXHoW CUCTEMBI.

6.3. Hapywenue [paBun nnaTexxHom CUCTEMbI
AmepukaH dkcnpecc

Y4yacTHukn nnatexHon cuctembl un OnepaTop ycnyr
nnaTeXxHon MHPaACTPYKTYPbl HECYT OTBETCTBEHHOCTb
3a cobniogeHve [lpaBun  nnaTtexHoW CUCTEMbI
AMepukaH Jkcnpecc.

B cnyvae HapyweHus YyacTHMKamu nnaTexHon
cuctembl  un OnepatopoM  ycnyr — NnaTexHom
UHMpacTpykTypbl  lMpaBun  nnaTexHoOW  cUCTEMbI
AmepukaH Skcnpecc, OnepaTop MnaTexHonW CUCTEMBI
Brpase:

MoTpeboBaTtb OT Y4yacTHMKA MNATEXHOM CUCTEMbI U
Onepatopa ycnyr nnatexHoW WHpPacTPyKTyphbl
yCTpaHEHNS HapYyLLIEHWN;

B3abickaTb WwTpadibl, NpeayCMOTPEHHbIE rNobanbHbIMK
OV3HeC U onepaumMoHHBIMK MONMUTUKAMN  AMEPUKSIH
3kecnpecc; unm

MpekpaTnTb yyacTve YyacTHWKa NNaTeXHON CUCTEMbI
n Onepatopa ycnyr nnatexHow WHpacTpyKTypbl B
MnaTexHon cucteme AMepuKaH JKcnpecc.

6.4. Annenauuun

Ecnu YuyacTHUK nnaTteXHoW CUCTeMbl CYMTAET, 4TO
npeabsBAeHHOe TpeboBaHue sBnsieTcs
HeoOOCHOBaHHbIM, OH MOXeT nogaTte OnepaTtopy
NAaTeXHoN CUCTEMbI COOTBETCTBYIOLLYHO annensuuio.
B cBoer annensuun Y4acTHUK MMaTeXHOW CUCTEMBbI
OOMKeH npuBecTn O0OOCHOBaHUS TOro, MO4Yemy OH
cynTaet npeabsiBeHHoe TpeboBaHue
HEO0OOCHOBaHHBIM UMW HEBbLINONTHUMbIM.

PeweHne OnepaTtopa nnaTexHOM CUCTEMbI SABMSIETCS
OKOHYaTenbHbIM M HE NoANEXUT 0b6XanoBaHuio.

6.5. O6sizaHHOCTM NO MNpPOBEAEHWUIO TPOBEPOK
AeATeNbHOCTU TOProBO-CepPBUCHbIX NPeAnpUsaTUi
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Payment System Operator may request an
investigation of merchants at any time within the
framework of the American Express Payment System
and in accordance with American Express global
business and operational policies. Payment System
Participant Acquirers are obliged to fully cooperate with
any such investigation.

Payment System Participant Acquirer and the merchant
are obliged to correct any deficiencies identified in the
respective audit or investigation. The Payment System
Operator reserves the right to levy fines on either party
in accordance with the American Express global
business and operational policies.

If the merchant fails to correct an identified violation,
the Payment System Operator can impose conditions
upon the Merchant, suspend the merchant for a
prescribed period or permanently prohibit the
Merchant’s acceptance of the American Express card.

Onepatop nnaTexHOMW CUCTEMbI MOXET MNpOoBeCcTU
npoBepKy OedaTenbHOCTM TOProBO-CEPBUCHOIO
npeanpuaTMa B pamkax [lnatexHonm cucTtemsbl
AmMepukaH Jkcnpecc B noboe Bpems B COOTBETCTBUM
c rnobanbHbiMM  OM3HEC M OMepaLVOHHbIMU
nonuTukamm AMEpUK3H Okcnpecc. YyacTHuk
nnaTexHoW cucTeMbl - 3KBariep 06513yeTcs okasbiBaTb
BCECTOPOHHEE COAENCTBME B npoBedeHun niobon
NPOBEPKMU.

YyacTHUK nnaTexHON CUCTEMbI - 3KBalep U TOProBo-
CepBUCHOE npeanpustme obSA3ylTCS  UCMpaBUTb
HapyLleHWsi, BbISBMEHHbIE B  XO4Ee  MPOBEPKU.
OnepaTop nNnNaTexHoW CUCTEMbl WMMeeT MpaBo
B3biCckaTb wTpacdbl C nobon U3 CTOPOH B
COOTBETCTBUMU c rno6anbHbIMK Ou3Hec "
onepauyoHHbIMY NoNUTUKaMn AMepUKaH JKcnpecc.

Ecnn Toproso-cepBuMCHOE NpeanpuaTMe He YCTpaHuT
HapylleHve, BbisBrieHHoe OmnepaTopoM MnaTeXxHomn
cuctembl, OnepaTop MnaTeXHoOW CUCTEMbl UMeeT
npaBo oOnpedenuTb AOMOMHWUTENMbHbIE Mepbl B
OTHOLLEHUM TOProBO-CEPBUCHOIO npeanpuaTus,
NPUOCTaHOBUTL AEHATENbHOCTb TOProBO-CEPBUCHOIO
NpeanpuATMA  Ha  OnpedeneHHbln  nepvog  vnu
3anpeTuTb TOProBO-CEPBUCHOMY NPEaNnpUATUIO NpUem
Kaprt.
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Chapter 7 - Information Protection
Requirements

The Payment System Operator and each Payment
System Participant and Payment Infrastructure Service
Operator shall comply with requirements of the
Resolution of the Government of the Russian
Federation No 584 as of June 13 2012 “On the
approval of the regulations on information security in a
payment system” and the Central Bank of Russia
Regulations No 383-P as of June 9, 2012 “On the
requirements to the ensuring of protection of
information during the carrying out of transfers of
money and on the procedure for the performance by
the Central Bank of Russia of control of observance of
the requirements to the ensuring of protection of
information during the carrying out of transfers of
money”.

Payment System Participants must protect American
Express Cardmember Data  and Sensitive
Authentication Data by adhering to the Information
Security Policy as described in more detail in Exhibit 1
to these American Express Payment System
rules(Information Security Policy).

The Payment System Operator and each Payment
System Participant shall ensure information security
regarding information security tools and methods,
personal data, and other information that must be
protected in accordance with the Russian Federation
laws (hereinafter -“information”) by way of taking legal,
organizational, and technical measures for the purpose
of:

protecting information from unauthorized access,
destruction, modification, blocking, copying, transfer,
and dissemination, as well as from any other unlawful
actions with such information;

ensuring confidentiality of information; and

ensuring the right to access information in accordance
with the applicable Russian laws.

For the purposes of ensuring information security the
Payment System Operator and each Payment System
Participant shall take the following measures:

establishing and arranging operation of a separate unit
responsible for information security (an information
security division), or appointment of an officer
(employee) responsible for information security;

ensuring that duties of employees who are involved in
processing information include duties to comply with the
information security requirements;

MaBa 7- TpeboBaHusA K 3awmTte nHdopmaumn

Kaxpgplh YuyacTHuMK nnaTtexHow cuctembl, Onepatop
nnarexHon cuctembl 1 OnepaTtop YCnyr nnaTexHon
WHMPACTPYKTYpbl 06s3aHbl BbINOMHATL TpeboBaHusA
"MMonoxeHnss o 3awmTte WHMOPMaUUM B NNATEXHON
cucrteme", YTBEPXKOEHHOIO [NocTaHoBNEeHMem
MpaButenbcTBa Poccuiickon ®egepaummn oT 13 noHA
2012 r. Ne 584, n TpeboBaHus [lMonoxeHus baHka
Poccum o1 9 nioHs 2012 Ne 382-1 "O TpeboBaHusAX K
obecneyeHuto 3aWmThl MHpopmaLmu npu
OCYLLIECTBNEHNM MEPEBOAOB AEHEXHbIX CPeAcTB U O
nopsigke ocyulecteneHns baHkom Poccumn koHTpons
3a cobnogeHnem TpeboaHui Kk obecnedeHuo
3aWuThI nHdopmauunn npu OCYLLIECTBMNEHNMN
nepeBooB AEHEXHbIX CpeacTs”.

Y4yacTHuKn nnaTexHown CUCTEMBI 0basytoTca
sawmwaTte [aHHble gepxatenen KapTol AMepuKaH
Skenpecc " ayTeHTUMUKALMOHHbIE OaHHble
nocpeactsoMm  cobrniogeHuss  MonuTukM  3awmThl
WHdOpMauun, onucaHHon ©Gonee nogpobHo B
Mpunoxennn 1 k HacTosAwmM [MpaBunam lnatexHomn
cuctembl AmepukaH OJkcnpecc ([MonuTuka 3awwmTbl
WHdopMaLun).

Kaxgpih YyacTHUK nnatexHon cuctembl n Onepatop

nnaTtexHom cuctembl 06dA3ytoTcs  obecneumBaTtb
3aWwmnTy MHopMauMm O cpeacTBax W MmeToAdax
obecneyeHns VMHOPMaLMOHHOM 6e3onacHocTH,
nepcoHanbHbIX AaHHbIX W MHOW  MHdopMauuu,
nognexatlen obs3aTenibHON 3alWuTe B COOTBETCTBUM
C 3akoHogaTenoctBoMm Poccunckon ®degepauum
(nanee — wHdoOpmauusa), nyTeEM  peanu3auuu

Hopnanyeckmnx, opraHn3aumMoHHbIX N TEXHUYECKUX Mep
HanpasneHHbIX Ha:

obecneyeHve 3aWmThI MHdOpMaLmm oT
HernpaBoOMepHOro gocTyna, YHUYTOXEHUS,
MoanduLMpoBaHns,  BrNOKMPOBaHWS,  KONMPOBAHWS,
NpefocTaBieHnss U pacnpocTpaHeHusl, a Takke OoT
WHbIX HernpaBOMEpPHbIX [AeWCTBUA B  OTHOLUEHUU
WHOpMaLMu;

cobniogeHne KOHPUAEHUMaNbHOCT MHdopMaLmK;

peanusauuio npaBa Ha [JOCTyn K WHdopMauum B
COOTBETCTBUM C 3akoHodaTenbcTBoM Poccunckon
depepaumn.

Ona uenen obecnedyeHus 3awWnTbl  MHOPMaUMK
KaXkabll YYacTHUK nnaTexHon cucteMbl u OnepaTop
nnaTexHon cUCTEMBI 065a3aHbI NpUMeHATb
cneayoLime Mepsbl:

co3fjaHve U opraHu3aums  (PyHKUMOHMPOBAHMWS
CTPYKTYPHOrO noapasgeneHus no 3awmTe
MHopmaLmnn (cnyx6bl MHOPMaLMOHHOMN
6e30nacHOCTN) UNM HasHayYeHne AOJMKHOCTHOMo nuua
(paboTHMKa), OTBETCTBEHHOrO 3a  OpraHM3aLuto
3aLmThl MHpopmauuy;

BKIMOYEHME B JOMKHOCTHbIE 0653aHHOCTW PaBGOTHUKOB,
y4acTBYHOLLMX B o6paboTke VHbopMaLMK,
06513aHHOCTV MO BbINOMHEHW0 TpeGoBaHWi K 3aluTe
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taking measures to identify information security threats
and analyze information system vulnerabilities;

analyzing and managing risks of noncompliance with
the information security requirements;

developing information  security systems and
incorporating such systems into information systems;

using information security tools (encryption tools, tools
designed to protect information from unauthorized
access, antivirus software, firewalls, intruder detection
systems, and security control (analysis) tools);

detecting and
incidents;

responding to information security

ensuring information security when using public data
information and telecommunication networks

determining a procedure of access to the payment
system’s infrastructure facilities being used to process
information;

organising and conducting monitoring and assessment
of compliance with the information security requirements
at the own infrastructure facilities at least once every
two years.

The Payment System Operator and each Payment
System Participant shall approve their local (internal)
regulations setting out a procedure of compliance with
the information security requirements.

For the purpose of control (assessment of) over
compliance with the information security requirements
the Payment System Operator and each Payment
System Participant may engage, under a contract,
organizations licensed to provide technical protection of
confidential information.

Control (assessment of) over compliance with the
information security requirements shall be performed by
the Payment System Operator and each Payment
System Participant, either independently or under the
contract with an organization licensed to provide
technical protection of confidential information
(outsourced).

The information security requirements shall be complied
with:

in case of developing and creating information systems

— at all stages of their creation, modernisation and
operation; and

in case of acquiring information systems — upon their

WHOopMaLmu;

OCYLLECTBMIEHNE  MEPONPUATUA, UMEIOLUX  LIeNblo
onpepeneHve yrpo3 6e3omnacHoCTU uHdopMaumMn wu
aHanu3 ysa3BMmMoCT! MHPOPMALIMOHHBIX CUCTEM;

npoBefeHne aHanm3a puckoB HapyLleHua Tpe6OBaHVIl7I

K 3awuTte wuHdpopMauMu U ynpaBneHue TakuMu
puckamu;

paspaboTka M  peanusauus  CUCTEM  3aLUUTHI
MHopMaLMm B UHPOPMALIMOHHBIX CUCTEMAX;
NpUMeHeHWe  cpeacTs  3aluuThbl nHcpopmaLmm
(wndbpoBanbHble  (kpunTorpadpuyeckne)  cpeacTea,
cpeacTtea 3aLmThI nHopMaLmm oT
HeCcaHKLUMOHMPOBaHHOTO pocTyna, cpeacTea
aHTUBMPYCHOW  3aliWTbl, CpeacTBa  MEXCETEBOro

9KPaHMPOBaHWA, CUCTEMbl OBHApYXEHWUS BTOPXEHWUW,
cpefcTBa KOHTPONs (aHanun3a) 3allmLLIEHHOCTH);

BbiSIBNEHNE VHUMOEHTOB, CBSI3aHHbIX C HapyLleHWeM
TpeboBaHWi K 3aLmTe UHDOPMaLMK, pearpoBaHue Ha
HUX;

obecneyeHve MHdOpMaLmm npu
1crnonb3oBaHMn WMHOPMALIMOHHO-
TENEKOMMYHMKaLMOHHBIX CeTeN 0bLLEro NonbL3oBaHus;

3aLuTbl

obbekTam
CUCTEMBI,

onpegenexHve goctyna K
WHPPaCTPYKTYpbI nnaTexxHom
o6pabaTbiBaloLLMM NHPOPMALNIO;

nopagka

opraHvM3auMa W MpOBEeAeHVEe KOHTPOMS W  OLEHKU
BbINOMHEHNs1 TpeboBaHMI K 3awimTe MHGPOPMAaLMN Ha
COGCTBEHHbIX ObOBbeKTax WHAPACTPYKTYpbl HE pexe
1 (ogHoro) pasa B 2 (gBa) roga.

Kaxgbln YyacTHUK nnatexxHon cuctembl u OnepaTop
nnaTexHon cucTembl 0BA3YIOTCS YTBEpXAaTb CBOMU
nokanbHble (BHYTPEHHME) npaBoBble aKThbl,
yCTaHaBnuBaBLUME MOPAOOK peanu3aumn TpeboBaHun
K 3awmTe nHpopmaumm.

B uensx koHTpons (oueHkun) cobnioaeHns TpeboBaHun
K 3almTe MHopMauun Kaxabld YYacTHUK NraTeXHOM
cuctembl M1 OnepaTop NraTEXHOW CUCTEMbI Brpase
3aKmnoyaTb A0roBOPbl C OpraHM3auusMy, UMeLUMK
TNIULEH3MI0 Ha OEeATEeNnbHOCTb MO TEXHWYEeCKoW 3alumTte
KOH(bMAeHUManbHOM nHgopmauuu.

KoHTponb (oueHka) cobniopgeHnss TpeboBaHum K
3awmTte mHpopmauumn ocyulectenaetca OnepaTopom
NIaTeXHOW CUCTEMbI M Y4YacTHMKaAMKU NIaTEXHOM
CUCTEMbI CaMOCTOSITENbHO, NGO no [JoroBopy C
opraHusaumen, UMeLLEN NULEH3NIO HA OEeATENBHOCTb
rno TEXHUYECKON 3awuTe KOH(bmaeHUmManbHom
WH(OpPMaLMK (BHELLHWIA NCTIONHUTEND).

TpeboBaHus K 3awmTe MHOOPMaLMKN peanuayTcs:

B cnyyae pas3paboTkum M co3gaHust MHPOPMaLMOHHbIX
CUCTEM — Ha BCex cTagusx (dtanax) umx cosgaHus,
MoAepHM3auun,  aKcnnyatauMm U BbiIxoga M3

aKcnnyataumu; n

B Cryyae npuobpeTeHuss MHPOPMAaLMOHHBIX CUCTEM —
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commissioning and in the course of their modernisation
and operation.

For the purposes of ensuring information security the
Payment System Operator and each Payment System
Participant must follow the relevant regulations of the
Central Bank of Russia.

Requirements for information security in funds transfers
shall apply to protect the following information:

information on cash balances on bank accounts;

information on balances of electronic funds;

information on effected funds transfers, including
information contained in notices (acknowledgements)
related to the acceptance of the Participants’
instructions, as well as in notices (acknowledgements)
related to the fulfilment of the Payment System
Participants’ instructions;

information on effected funds transfers as kept in the
operational centre using payment cards or located
outside the Russian Federation;

information contained in the instructions of funds
transfer operators’ clients as executed in the applicable
form of clearing, the Payment System Participants’
instructions, the payment clearing centre’s instructions;

information on payment clearing positions;

information required for clients to authenticate their right
to dispose of funds, including data of payment
cardmembers;

key information of cryptographic facilities for information
protection used in funds transfers;

information on the configuration determining the
operation parameters of automatic systems, software,
hardware, telecommunications equipment operated by a
funds transfer operator, operator of payment
infrastructure services, and used for funds transfers, as
well as information on the configuration determining the
operation parameters of information protection
hardware;

restricted information, including personal data and other
information subject to mandatory protection under
Russian laws and processed in funds transfers.

npu BBOOAE WX B 3KChnyaTauuioo, MOAepHM3auuu,
3KCNIyaTauMn 1 BbIXoAa M3 3KCnyaTaumu.

Ona uenen obecneyeHnss 3alUnUTbl MHdopmauum
YyacTHUKM  nnaTexHon cuctembl u  Onepatop
nnaTeXXHown cuUcTeMsbl 06s13aHbI cobntoaaTb

COOTBETCTBYHLUME HOPMaTUBHbIE aKTbl LieHTpanbHoro
6aHka Poccuiickon ®eaepaumm.

TpeboBaHna k obecneyeHuto 3awmuTbl MHMOPMaLWK
npy OCYLLECTBNEHNN MEPEBOAOB [AEHEXHbIX CPeacTB
npuMeHstoTca Ana obecnedyeHns 3alwmTbl creaytolien
MHopmaumn:

MHGopMaumMnm o6 ocTaTkax [OeHeXHbIX CpeacTB Ha
6aHKOBCKMX cyeTax;

nHdopMaumm o6 ocTaTkax INEKTPOHHBIX AEHEXHbIX
cpencTs;

MHJOPMaLMN O COBEPLUEHHbIX MepeBodax AEHEXHbIX
CpeAcTB, B TOM yucre uHgpopmaumm, cogepxatiencs B
nsBeLLeHnsX (MoATBEPXKAEHMSX), KacaloLumxcs nprema
K UCMONHEHNIO Pacrops>KeHU YYacTHMKOB NnaTeXHON
CMCTEMBI, a TaKkKe B M3BELLEeHUAX (MoATBEPXKAEHNAX),
KacaloLMXCS UCNOMHEHUSI PACNOPSHKEHNA YYaCTHMKOB
nnaTeHon CUCTEMBI;

MHJOpPMaLIMM O COBEPLUEHHbIX NepeBodax AeHEXHbIX
cpencTB, xpaHsileiics B OnepauvoHHOM LEHTpe C
MCMONb30BaHMEM MNNAaTEXHbIX KapT UMK HaxoOsLeMCst
3a npegenamvu Poccuickon ®egepauuu;

WHGOpMaUMK, copepxallencs B O(OPMIIEHHbIX B
pamkax npuMeHsemon opmMbl 6e3HaNNYHbLIX pac4eToB
pacnopsKeHNaX KIMEHTOB OnepaTopoB MO nepesBoay
AEHeXHbIX CPeACTB, pPacnopsiXeHusx YYacTHUKOB
nnaTexHoOMW cucTeMbl, pacnopsbkeHnsx [lnatexHoro
KIMUPUHIOBOTO LIeHTPa;

VIH(*)OpMaLI.VII/I O NNaTeXHbIX KNMUPUHIOBbIX MNO3ULINAX;

WHdpOpMaumn, Heobxogumon Ans  yOOCTOBEpPEHWs
KNMeHTamMyW  npaBa  PacnopskeHWs  AEeHEXHbIMU
cpeacTBaMu, B TOM uuiChe [aHHbIX Jdepxartenewn

nnaTexHolx KapT;

KIHOYEBON MHGOPMaLUK CpeacTs Kpuntorpaduyeckomn
3alWunThI MHdopmaLmm, NCNOMb3yeMbIX npv
OCYLLECTBMEHUM NEPEBOAOB AEHEXHbLIX CPEACTB;

WHopMaumm 0  KoHdUrypauuun, onpepensioLen
napameTpbl paboTbl aBTOMAaTU3MPOBAHHLIX CUCTEM,
NPOrpaMmHoOro obecneyeHus, cpeacTs
BblYNCMUTENBHON TEXHWUKW, TereKOMMYHUKaLMOHHOIO
obopynoBaHus, aKcnnyataums KOTOpPbIX
obecneynBaeTcst onepaTtopoM Mo NepeBoay AEHEXHbIX
cpencTs, OnepaTtopom ycnyr nnaTexxHomn
MHPPACTPYKTYpHI, " NCMNOMb3yeMbIX ans
OCYLLECTBMNEHUS] MEPEBOAOB [OEHEXHbIX CPEeAcTB, a
Takke nHdopmaLmmn o KoHUrypauum, onpegenstoiemn
napameTpbl paboTbl TEXHUYECKMX CpeacTB Mo 3aluTe
MHopMauum;

MHbopMaLMM OrpaHUYEHHOro AOCTyna, B TOM u4ucle
nepcoHasnbHbIX AaHHbIX W WMHOW  MHGOPMaLUW,
noanexailien obszaTenbHOM 3aLlnTe B COOTBETCTBUM C
3aKoHO4aTENbCTBOM Poccunckon depepauun,
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For the purposes of analysis of ensuring in the payment
system of the protection of information during the
carrying out of transfers of money resources Payment
System Participants shall provide to Payment System
Operator by request or annually, if no request is
received, the following information:

about the degree of performance of requirements to the
ensuring of the protection of information during the
carrying out of transfers of money resources;

about the carrying out of the procedure of ensuring the
protection of information during the carrying out of
transfers of money resources;

about the revealed incidents connected with
infringements of requirements to the ensuring of the
protection of information during the carrying out of
transfers of money resources;

about the results of the carried out estimations of
conformity;

about the revealed threats and vulnerabilities in
ensuring the protection of information.

The American Express Payment System Operational
Centre located outside of the Russian Federation shall
ensure compliance with the American Express global
business and operational policies in all areas of
information security.

Payment System Participants assume legally binding
obligations to comply with the American Express
Payment System rules and the American Express
global business and operational policies

The American Express Payment System risk
management function includes analysis of the
information security in the payment system when
effecting money transfers, which receives periodically
but at least once a year information about Operational
Centre’s activities as well as the information about
other American Express entities’ activities, and risk
assessments relating to the information security within
the payment system. This information shall contain,
inter alia, the following data:

data classification

provision of rights of access, including access to the
information systems and applications, and the rights
access compliance control

data encryption

data transmission protection

physical protection of data processing centres

obpabaTtbiBaeMo nNpu  OCYLLECTBNEHUN NepeBoaoB
OeHeXHbIX CpeaCTB.

Onsa uenen aHanusa obecnevyeHuss B NNaTeXHON
cucTeme 3awmTbl MHpopmauuy MpU OCYLLECTBIEHUN
nepeBOAOB AEHEXHbIX CPEACTB YHACTHMKM NnaTexHON
cucTeMmsl HanpaenslT OnepaTtopy nnaTexHon
cuctembl  no TpebosaHuto OnepaTopa nnaTexHoOn
CUCTEMBI, @ B Crly4yae OTCYTCTBMSA Takoro TpebosaHus
Ha eXeroHou OCHOBE CrneayoLLyto nHopmaumio:

O CTeneHn BbIMOMNHEHUa TpeGoBaHWi K obecneyeHuo
3aLWWTbl MHGOPMaLMK MPY OCYLLLECTBINEHUN NepeBoaoB
JIeHeXHbIX CPeCTs;

0 peanusauuy nopsigka obecneveHus
uHGopMaUMM  MpU  OCYLLECTBMEHUN
[AEHEeXHbIX CpeacTs;

3awmThl
nepesoaoB

O  BbISIBMEHHbIX  WHUMAEHTAX, CBsA3aHHbIX C
HapyleHsiMU TpeGoBaHuiAi K oGecrneyeHuio 3aluThl
MHOpPMaLUMM  MNPU  OCYLLECTBNEHUM  MEPEBOLOB
JeHeXHbIX CPeCTB;

O pedynbTaTtax npoBeaeHHbIX OLUEHOK COOTBETCTBUA,

O BbISIBIMIEHHbIX Yrpo3ax 1 yA3BUMOCTSIX B 0becreyeHun
3aLUTbl MHOPMaLUK.

OnepaunoHHbIA LEHTP NNaTeXHon cuctemMbl AMEPUKIH
Jkenpecc, Haxogdwmnesa 3a npegenamm Poccuiickon
depepaumm, obecneunBaeT BbINONHEHNe TpeboBaHMN
rnobanbHbix 6GU3HEC M OnNepauMOHHbIX  MONUTMK
AMepuKaH Jkcrpecc BO BCex 0bOnacTtsx 3awuTbl
WHOpMaLMn.

Y4yacTHUKM nnaTexHoln cuctembl AMepukaH Jkcnpecc,
npvHUMatoT Ha cebsi obsizaTtenbcTBa No cobntogeHuio
MpaBun nnaTeXxHom cucteMbl AMEPUKIH JKcnpecc U
rnobanbHbix 6GU3HEC M OMNEepauMOHHBbIX  MONUTUK
AmepwrkaH Skcnpecc.

Cwnctema ynpaeneHus puckamu NnaTexHon cuctemsbl
AmMepukaH JKcnpecc BKMYaeT aHanua obecrnedeHus
B NNaTexHoOW cucTemMe 3awuTbl uHdOpMauuuM npu
OCYLLECTBMNEHUN NEPEBOAOB [OEHEXHbIX CpeacTs, B
uensix kotoporo OnepaunoHHbIA LEHTP, TaKke Kak U
WHble KOMMaHWWM  Tpynnbl  KOMMaHui  AMEPUKSH
3Kcnpecc Ha Mepuvognyeckon OCHOBE, HO He pexe
OfHOro pasa B rod, nNpegocTaBnaeT nHdopmauumio o
€ro 0eATenbHOCTU U OLEHKM pucka B 06nacTu 3awwmThbl
MHopMaumMmM B nnaTexHom cucteme. [laHHas
WHOpMaLUsi  COAEpPXWT, He  orpaHu4MBasiChb,
cnepyowime cBeeHUs:

Knaccudukaumio AaHHbIX

npeagocTaBneHne npae [OCTyna, BKOYas OOCTyn B
MH(POPMALMOHHbIE  CUCTEMBI U MPUIIOXKEHUSA, W
KOHTpOIb 3a cobnioaeHnemM npas 4oCcTyna

LNdpoBaHNE AaHHBIX

3alNTy OaHHbLIX NpU X nepenadve

h13MYECKyH0 3alUTy LIEHTPOB 06paGoTKM AaHHbIX
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logical security system for network and servers that
provide access to data, information systems and
applications

control over unauthorized access to network and
servers

control over the procedure for data storage and
maintenance of logs of information access attempts.

information security breaches while performing of
operational services by the Operational Center.

Information security incidents, including incidents within
the American Express group of companies, relating to
payment system activity, shall be promptly reported to
the Payment System Operator through the Operational
Centre and controlled in real-time mode with
implementation of all subsequent actions in accordance
with the requirements of Russian law and the American
Express global policies and standards to the extent not
contravening such law

All amendments and improvements to the information
systems and applications shall be made by the
Operational Centre and American Express apart from
the processes of their ongoing use.

The information security activity of the Operational
Centre and American Express shall be subject to the
annual audit by an independent unit of the American
Express to be conducted using a risk-oriented
approach under which any high risk areas are subject
to mandatory audit. If such areas relate to payment
system activity, the results of such audit shall be
reported to the Payment System Operator by the said
unit.

Payment System Participants, Payment Infrastructure
Service Operators and the Payment System Operator
shall on their own ensure information protection within
their corporate information system as required by these
American Express Payment System rules.

The Payment System Participants, Payment
Infrastructure Service Operators and the Payment
System Operator shall ensure information security in
funds transfers, in exchanging e-mails, in keeping
information related to their activities in the payment
system, for which purpose the following may be used:

the provisions of national standards for information
protection, standards of organisations, including those
of the Central Bank of Russia, recommendations in the

normyeckyto cuctemy 6e3onacHoOCTU ceT U CepBepoB,
NpenoCTaBnsoLMX gocTyn K JAaHHbIM,
MHGOPMALIMOHHBLIM CUCTEMAM U NPUIIOXKEHUAM

KOHTPOMb HECaHKLUMOHMPOBAHHOMO AOCTYNa B CETU U K
cepBepam

KOHTPONb MNOpsifka XpaHeHWsl [aHHbIX W BedeHue
peecTpoB NOMbLITOK AOCTYNa K MHhopMmaLum.

o HapyLleHnAxX 3alnTbl MHopmauum
npenocrtaslieHnn onepaunoHHbIX
OI'IepaLI,VIOHHbIM LEeHTPOM.

npwu
ycnyr

MHunpeHTel B obnactm  3awmTtbl  MHGOpMaLMM,
BKIIOYass WHUMOEHTbl BHYTPM AMEpuKaH 3JKcrpecc,
oTHocsWMecsa K aeatenbHocTM [naTeXxHoW cuUcTembl
AMepUKaH Okenpecc, aoBoaAaTcs yepes
OnepaunoHHbIi  UeHTp Ao OnepaTtopa nnaTexHom
CUCTEMbl  HEe3aMeOJIUTENbHO, U KOHTPONMPYIOTCA B
pexume peanbHOro BPEMEHM C MPUMEHEHMEM BCEX
nocrnegywwmx OEencTBAA B COOTBETCTBUM  C
TpeboBaHMAMN POCCUMINCKOrO 3aKoHOAaTenbCTBa, a
Takke rnobanbHbiMM 6GU3HEC U onepauMOHHbIMU
nonutukamn AMeEpuKaH JKcrnpecc, B 4YacTW, UM He
npoTuBopeYaLLen.

Bce m3MeHeHUA M ynydWweHUs B MHDOPMALMOHHbIX
cucTemax " MPUMNOXEHUAX npoBoaATCA
OnepaumnoHHbIM  LEHTPOM, a Takke AMEepUKaH
3Kcnpece, OTAENbHO OT MPOLECCOB WX TeKyLlero
MCMOMb30BaHUS.

OestenbHocTb  OnepaumoHHOrO LEHTpa, a Takke
AmMepukaH Dkcnpecc B 06nactu 3awuTtbl nHdopmaumm

NoOONEXUT  eXerogHoMy  ayauTy  He3aBMCHMbIM
noapasgeneHveM rpynnsl AMEpUKaH JKcrpecc, npu
nposeneHnn KOTOPOro ncnonbayeTcs puck

OPWEHTMPOBAaHHLINA NOAXOA B COOTBETCTBMM C KOTOPLIM
obnactn OeaTenbHOCTM C BICOKMM PUCKOM MOAMExXaT
obsasatenbHoMy ayauty. B cnyyae, ecnm OHu
OTHOCATCA K AesaTenbHocTM [1naTtexHoW CcucTemsbl
AmepukaH Jkcnpecc, pesynbTaTbl Takoro ayaurta
poBogaTcs ao Onepatopa NnaTeXHoW CUCTEMBI
yKa3aHHbIM Noapa3neneHnem.

YyacTHukn nnatexHon cuctembl, OnepaTopbl ycnyr
nnaTexHon  MHPPACTPYKTYpbI n  OnepaTopsbl
NNaTexXHoW CMCTEMbl CaMOCTOATENLHO obecnevmBatoT
3alWmTy UMHMOPMaLUN BHYTPU CBOEW KOPNopaTUBHON
WH(POPMALIMOHHOW  CUCTEMBI B  COOTBETCTBUM C
TpeboBaHusiMn  HacToswmx [paBun  nnaTexHon
cucteMbl AMEPUKIH JKcnpecc.

YyacTHukn nnatexHonm cuctembl, Onepatopbl ycnyr
nnaTexHon nHppacTpykTypbl 1 Onepartop nnaTexHon
cucTeMsl 0653aHbI obecneymBaTb 3awmTty
WHbopMaLMM  nNpu  OCYLLECTBIIEHMM  MEPEeBOOOB
OEHEXHbIX CpeacTB, nNpu OOMEHe 3reKTPOHHbIMU
coobLLEeHMAMN, npy  XpaHeHun WHopMaLuuu,
CBA3aHHOM C UWX [edaTenbHOCTbio B [lnaTtexHon
cucteme AMEpUKIH Jkcnpecc, AN Yero Moryt ObiTb
MCNONb30BaHbI:

MOMOXEHNA HaUMOHamnbHbIX CTaHOApTOB MO 3alwuTe
WH(OpMaLUMK, CTaHAAPTOB OpraHu3auui, B TOM 4ucre
ctaHpgaptoB  LleHTpanbHoro  ©aHka  Poccuiickon
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area of standardisation, including the recommendations
of the Central Bank of Russia adopted under Russian
laws on technical regulation;

the provisions of documents as determined by
international payment systems;

the provisions of the documents as determined by the
Russian legislation;

the results of risk analysis in ensuring information
security in funds transfers on the basis of models of
threats and information interlopers detected in national
information  protection standards, including the
standards of the Central Bank of Russia adopted under
Russian laws on technical regulation, or on the basis of
models of threats and information interlopers detected
by a payment system operator, funds transfer operator,
payment infrastructure services operator.

All the Payment System Participants shall immediately
inform the Payment System Operator on any revealed
incidents related to information security under the
procedure and in the form required by the Payment
System Operator; the Payment System Operator shall
separately notify the Payment System Participants
about such procedure and form.

Each Payment System Participant and the Payment
System Operator shall regulate the revision of the
procedure for ensuring information security in funds
transfers as required by the Payment System Operator,
in connection with:

any change in information protection requirements
under the payment system rules;

any change in Russian laws, the regulations of the
Central Bank of Russia covering relations in the national
payment system.

depnepaumm, pekomeHaaLmn B obnactn
cTaHgapTM3auuMu, B TOM 4uCne pekomeHdauun
LlentpanbHoro 6GaHvka  Poccuiickon — depepauunm,

NPUHATBIX B COOTBETCTBMM C 3akKOHOOATESIbCTBOM

Poccumckon depepauun o TEXHNYECKOM
perynupoBaHuy;
NonoXeHus OOKYMEHTOB, onpeaensieMbix

MeXxayHapoOHbIMU NNaTeXHbIMU CUCTEMaMU;

NnonoXeHus [OOKYMEHTOB, onpeaensiembix
3aKkoHodaTenbCcTBOM Poccuiickon Pegepaumu;

pesynbTaTbl aHanmMsa pUCKOB nNpu obecneveHun
3aLLMTbl MHCpOpMaUMM NpK OCYLLLECTBNEHUN NEPEBOAOB
OEHEeXHbIX CpPeACTB Ha OCHOBE Moaernen yrpos u
HapyLlumTenemn 6e3onacHocTn MHOpMaLmMu,
onpedeneHHblX B HaUMOHanbHbIX CTaHgapTax no
3awmTte uHgopMauun, cTaHgapTax opraHusauun, B

TOM uucne cTaHgapTax LeHTtpanbHoro  6aHka
Poccuiickon ®egepaumm, NpUHATLIX B COOTBETCTBUN C
3akoHogatenbctBom  Poccuiickon  degepaumm o
TEXHWYECKOM  perynupoBaHuuM, WM Ha  OCHOBE
mMoAenen yrpo3 W Hapywwutenen 6e3onacHocTu
WHOopMaLm, onpeaerneHHbIX Onepatopom
NNaTeXxHoW CUCTEMbl, OMepaTopoM Mo nepeBoay

AeHexHblx cpeacTts, OnepaTopoM ycnyr nnaTexHon
WHPaACTPYKTYpPbI.

Bce YuacTHUKM nnaTtexHoW cucteMbl 00s3aHbI
HemeaneHHo nHdopmmnpoBatb Onepartopa nnaTexHom
CUCTEMbI O BbISIBMEHHbLIX MHUMAEHTAX, CBA3aHHbIX C
obecneyeHnem 3awuTbl MHOpPMaLMKU, B MOPSAKE U
dopme onpegensiembix  OnepaTopoM  NNaTeXHOW
cuctembl;  MHOpMauus O nopsgke u dopme
aononHutensHo gosoautca OnepaTopoM NraTeXHON
cuUcTeMbl 0O cBeaeHust Y4YacTHWKOB nnaTeXHoun
CUCTEMBI.

Kaxgpblh YyacTHUK nnatexHon cucteMbl n Onepatop
NMaTeXHoN CUCTEMbl ODA3YIOTCA pernameHTMpoBaThb

nepecmoTp nopsiaka obecnevyeHns 3alWuTbl
MHpOPMaUUM  NpU  OCYLLECTBIIEHUN  MEePEeBOAOB
OEHEXHbIX CcpeactB B pamkax obs3aHHOCTEN,

YCTaHOBJI€HHbIX OnepaTopOM NIaTeXHON CUCTEMBI, B
CBA3N:

C u3MeHeHunaMn TpeboBaHui K 3alimTe MHopmauuu,
onpeferneHHolx [MpaBunamm nnaTeXHOW CUCTEMbI
AmepukaH Jkcnpecc;

C W3MEHEHUSIMU, BHECEHHbIMW B 3akoHoJaTerbHble
akTbl Poccunckon ®degepaumm, HOPMATUBHLIE aKTbl
LleHTpanbHoro GaHka Poccuiickon  deaepaumn,
perynupytoLume OTHOLLIEHUSA B HaLuMoHanbHoM
nnaTeXXHom cucteme.
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Payment System Participants and Payment
Infrastructure Service Operators shall ensure using
information protection hardware intended for detecting
a malicious code and to prevent its impact on
information infrastructure facilities (hereafter - the
“hardware protecting information from a malicious
code”) in computer equipment, including ATMs and
payment terminals if technically possible to do so;
regular upgrading the hardware protecting information
from a malicious code and databases used in the
hardware protecting information from a malicious code
and containing the description of malicious codes and
methods of their deactivation.

The Payment System Operator shall keep record of
and make available to Payment System Participants
and Payment Infrastructure Service Operators the
following information:

on any incidents revealed in the payment systems and
related to violations of requirements for information
security in funds transfers;

on methods of analysis of and responding to incidents
related to violations of requirements for information
security in funds transfers.

Y4YacTHVKM nnaTexHon cuctemsl n n OnepaTopsl ycnyr
nnaTexHon  UHAPaCTPYKTypbl obecneuvBatoT
UCMOMb30BaHWe  TEXHWYECKUX CPeAcTB  3aluThbl
WHdOpMaLuW, MpeaHa3HaYeHHbIX  ONS BbISBNEHUS
BPEOOHOCHOrO Koja W Ang  npeaoTBpalleHus
BO3OENCTBMA BPEOOHOCHOrO KoAa Ha  OOBLEKTh
WH(OPMaLUMOHHON  MHAPacTPyKTypbl  (oanee  —
TeXHU4Yeckue cpeacTea 3aWwuTbl UHMOpMauuM OT
BO3OENCTBMA BPEAOHOCHOTO KOAa), Ha cpeacTBax
BblYMCNUTENbHOW TEXHWKM, BKMYass ©aHkomatbl u©
nnaTtexHble TepMUHanbl, NPY HaNU4MU TeXHUYECKOMN
BO3MOXHOCTW;  perynspHoe OOGHOBNeHWe Bepcuin
TEXHWYECKUX CPeACTB 3aluTbl  MHopmauun ot
BO34€ENCTBMA BPEOOHOCHOrO kKoga u 6a3 [AaHHbIX,
ucrnonb3yembix B paboTe TEXHUYECKUX CPeacTB
3alWnTbl MHOPMaLMM OT BO3OENCTBUSA BPEOOHOCHOMO
KOQa v cofepXalumx onnucaHue BpedoHOCHbLIX KOAOB U
cnocobbl nx 0b6e3BpexmnBaHus.

OnepaTop nnaTexHon cucTeMbl o6ecnevmBaeT y4eT u
OOCTYMNHOCTb ANA YYaCTHUKOB NIaTeXHOW CUCTEMBI 1
OnepaTopa ycnyr nnaTexHoW WHMPaCTPYKTyphl
MHopMaLmK:

O BbISIBNEHHbIX B MMAATEXHON CUCTEME WHUMOEHTaXx,
CBHA3aHHbIX  C  HapyweHusmMu  TpeboBaHu K
obecneveHuto 3aWmThI UHOpMaLMK npu
OCYLLECTBIEHNN NEPEBOAOB AEHEXHbIX CPEACTB;

0 MeToAMKax aHanuaa v pearpoBaHusl Ha UHUMAOEHTbI,
CBA3aHHble C  HapyweHusimu  TpeboBaHWi K
obecneyeHnunto 3awunThl WHbopmaLmu npwu
OCYLLECTBNEHUN NEPEBOAOB AEHEXHbBIX CPEACTB.
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Chapter 8 - Dispute Resolution

8.1. General Provisions

Disputes between a Payment System Participant and
the Payment System Operator should generally be
settled in the ordinary course of business. Therefore,
neither the Payment System Participant nor the
Payment System Operator shall have the right to resort
to litigation or any other procedure prior to exhausting
the arbitration procedures set forth in this Chapter 8.

The procedure for disputes resolution between the
Payment System Operator and Payment Infrastructure
Service Operators shall be set out in the agreement(s)
pursuant to which Payment System Operator appoints
and authorizes Payment Infrastructure Service
Operators to perform such functions for American
Express Payment System (except where the Payment
System Operator combines the functions of the
Payment Clearing Centre and Settlement Centre).

The Payment System Operator shall represent the
Payment Infrastructure Service Operators in relations
with Participants and all disputes between Participants
and the Payment Infrastructure Service Operators
shall be resolved in accordance with the provisions of
this Chapter below except where the Payment System
Operator combines the functions of the Payment
Clearing Centre and Settlement Centre) .

8.2. Formal Written Notice

If any dispute shall arise between a Payment System
Participant and the Payment System Operator, the
Payment System Participant and the Payment System
Operator shall attempt to resolve such dispute
promptly by negotiation between  authorized
representatives. Either a Payment System Participant
or the Payment System Operator may give the other
party written notice of any dispute not resolved in the
normal course of business. Within thirty (30) days after
delivery of the notice, the receiving party shall submit
to the other a written response.

The notice and the shall

respectively:

response include,

A statement of the party’s position and a summary of
arguments supporting that position, and

the name and title of the authorized representative.

MnaBa 8 - PaspelwieHne cnopoB

8.1. O6Gwume nonoxeHus

Cropbl Mexay Y4YacTHUKOM NNaTeXHOW CUCTEMbI U
OnepaTtopomM  nNaTteXxHoW  cuctembl  nognexart
yperynMpoBaHuio B Xxoge OOblMHOM [OesiTenbHOCTW.
COOTBETCTBEHHO, HU YYacCcTHUK MnaTeXHOW CUCTEMBbI,
HM OnepaTop NNaTeXHOW CUCTEMblI He Bnpase
npuberaTtb k cynebHomMy pasbupaTenbCTBy UMM MHOMY

NpPOu3BOACTBY no OKOHYaHUs apbuTpaxHoro
NpOV3BOACTBA, npenycMOTPEHHOTO HacTosiLen
[mason 8.

Mopsgok paspelieHus cnopos Mexay Onepatopom
nnatexHon cuctembl 1 OnepaTopamu  ycnyr
nnaTexHow WHMPacTPyKTypbl yCTaHaBnuBaeTcs B
JoroeBope (gorosopax), B COOTBETCTBMM C KOTOPbIM
OnepaTop nnaTexHoW CcUCTEMbl Has3HayaeT U
ynonHoMmouusaeT Takoro OnepaTopa ycnyr nnaTexHoun
MHPaCTPYKTYypbl OCYLLECTBNATb COOTBETCTBYHOLLME
dyHkumm  gna  [natexHon cuctembl  AMEPUKIH
Okcnpecc (3a ncknyeHvem cnyyaes, korga OnepaTop
nnaTexHowm cucTemsl coBMellaeT yHKUMM
lMnaTexHoro KNMpUHroBoro ueHTpa u PacyeTHoro
ueHTpa).

OnepaTop nnaTeXxHoW cucTembl  NpeacTaBnseT
OnepaTopoB ycryr nNNatexHon WHMPaACTPYKTypbl B
OTHOLLEHMAX C Y4YacCTHMKaMW MAaTexHOW CUCTeMbl, U
BCE CMopbl Mexay Y4YacTHUKOM NNaTeXHOW CUCTEMbI U
Onepatopamy ycnyr nnaTtexHon WHAPaCTPYKTypbl,
paspewalnTcd B  COOTBETCTBMM C  MOPSAKOM,
yKkasaHHbIM B Hactoswen [naBe Hwke  (3a
ncknioyeHnem cnyyaes, korga OnepaTtop nnaTexHon
cucTemsl coBMeLLaeT DyHKUMK MnartexHoro
KITMPWHIoBOro LieHTpa 1 PacyeTHOro LeHTpa).

8.2. NnucbmeHHOe yBegomneHne

B cnydae BO3HWKHOBEHWST Mexay Y4acTHUKOM
nnatexHon cuctembl u OnepaTopom  NnaTeXHoOW
CUCTEMbI Kakoro-nmbo cnopa, YYaCTHWK nnaTexHown
cuctembl 1 OnepaTtop NNaTexHoW CUCTeMbl 0683y0TCs
NPUNOXWTb YCUIMUA K YPErynMpoBaHMIO Takoro crnopa

He3aMeanuMTenbHO MNyTeM  MEPEeroBopoB  Mexay
YMONMHOMOYEHHbIMWU  MPeaCcTaBUTENSMU.  YYacTHUK
nnatexHon cuctembl unu Onepartop nnaTexHOn
CUCTEMblI  BMpaBe HanpaBuTb OPYroM  CTOpPOHE

NMMCbMEHHOe YyBefoMIieHMe O fboM crnope, He
YPEerynmpoBaHHOM B xofe OObl4HOW feATenbHocTu. B
TevyeHve 30 (Tpuguatn) OHEM C f[aTbl BPyYeHWS
yBEeJOMIEHUSA, CTOpPOHa, MnonyynBlIas yBeAOMIEHUe,
obsA3aHa HanpaBuTb APYrod CTOPOHE MMCbMEHHBI
oTBeT.

YBegoMneHne n OTBET Ha yBeaoOMIeHne OOJIKHbI
cogepxaTtb, COOTBETCTBEHHO!

3asiBrieHne CTOpPOHbI O CBOEW MO3UUUM U KpaTKoe
N3MOXEHNe JOBOAOB B NMOb3y TaKoW NO3nLuK, 1

OO 1 OOMKHOCTb YMNOMHOMOYEHHOrO AOMMKHOCTHOMO
nuua, KoTOpoe oynet npeacTaBnaTb
COOTBETCTBYHOLLYH CTOPOHY.
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8.3. Resolution Meeting

Within forty-five (45) days after delivery of the disputing
party’s notice, the authorized representatives of both
parties shall meet at a mutually acceptable time and
place and thereafter as often as they deem reasonably
necessary, to attempt to resolve the dispute.

All reasonable requests for information made by one
party to the other will be honored. The foregoing time
deadlines may be extended by mutual written
agreement. If the parties mutually agree that it would
aid resolution of the dispute, each party may have its
attorney attend such meetings.

All negotiations pursuant to this section shall be
confidential and shall be treated as compromise and
settlement negotiations for purposes of applicable rules
of evidence.

8.4. Mediation

If the dispute has not been resolved by negotiation
between the authorized representatives and if the
parties have not agreed to extend the applicable time
deadlines, within ninety (90) days of the disputing
party’s notice, the parties shall endeavour to settle the
dispute by mediation under the rules and procedures of
the dispute resolution forum specified in the American
Express global business and operational policies. Each
party shall bear its own costs of such mediation. The
parties agree that the mediator, not the parties, shall
decide when the parties are unable to reach
agreement on the resolution of this dispute, and that
mediation shall continue until the mediator so decides.
The parties shall refrain from demanding arbitration for
a period of sixty (60) days from the date of the
mediator’s decision that the parties have failed to reach
agreement. Any applicable statute of limitations with
respect to a dispute subject to this chapter shall be
tolled for the period beginning from the date of delivery
of the original notice regarding the dispute through the
period ending five (5) days after the end of the sixty
(60) day cooling off period referred to in this chapter.

After the expiration of the sixty (60) day period, a party
may elect to initiate binding arbitration by the arbitral
tribunal and in a place specified in the American
Express global business and operational policies.

8.3. lNeperoBopbl 1 paspelieHne cnopa

B TeuyeHne 45 (copoka nsATW) AHEW nocrne BpyyYeHUs
CTOPOHOW cnopa yBeaoMreHns npegcrasutenn obenx
CTOPOH NPOBOAAT BCTpeYy BO BpemMs M B MecTe,
npuemnemble and obeumx CTOPOH, a Takke B
JanbHellwem TakK 4acTo, Kak 93To 0BOCHOBaHHO
Heo6XxoaMMO, NS paspeLleHus cnopa.

Bce o6ocHoBaHHble 3anpocbl Ha npefocTaBlieHne
WHOpMaLMK, HanpaBfseMble  OQHOW  CTOPOHOMN
apyron CTOpOHe, nognexar BbIMOMHEHNIO.
BbilweykasaHHble CPOKM MOryT ObITb yBEnu4YeHbl Mo
B3aVMHOMY COMMaLlEeHnt0 CTOPOH B  NUCbMEHHOW
dopme. Mpucytctene Ha Takux BCTpeyax
IOPMANYECKMX COBETHMKOB CTOPOH AOMycKaeTcs, ecnu
no  B3aMMHOMY  COffalleHnt0  CTOPOH  Takoe
npucytcTBue 6yaoeT cnocobcTBOBaTb pa3peLleHnto
cropa.

Bce neperoBopbl B COOTBETCTBUM C HacCTOSILLMM
Paspenom 8 cuutaroTca KoHMAEHUMANbHBIMUA U
SIBNSIIOTCS NeperoBopamu 06 yperynvpoBaHumu cropa u
OOCTMKEHUN KOMMPOMMUCCHOTO CorfnalleHus ans uenemn
NPUMEHMMbIX HOPM [0Ka3aTeNbCTBEHHOro Nnpaea.

8.4. Pa3spelueHne cnopa npu yyactum nocpenHuka
(Mepnauumn)

Ecnu cnop He 6bin yperynvpoBaH nyTem neperoBopos
Mexay npeacTaBUTENsiMU CTOPOH, YNOSTHOMOYEHHbLIMU
W ecrnnm CTOPOHbl He [OroBOpWUNMCL O npoAaneHuu
NPUMEHMMbIX CPOKOB, CTOPOHbI 06513aHbI B TeveHne 90
(oeBsiHOCTa) OHEN C MOMEHTa BpYYEHUS CTOPOHOW
cnopa  yBEAOMMEHUS  MPUNOXUTb  yCUnMs K
YperynMpoBaHui0 cropa nytem npoueaypbl Megvauum
B COOTBETCTBMM C MpaBuraMuM U  MOPSAKOM,
yKasaHHbIMU B rnobanbHbix GU3HEC M onepaunoHHbIX
nonutukax AmepukaH OJkcnpecc. Kaxpgasa cTtopoHa
HeceT CBOM 3aTpaTbl B CBA3M C TakoW npouenypon
meauauun. CTOpOHbI cornaliatTcesi, YTo Meguartop, a
He CTOPOHbI, MPUHMMAET peLLeHe O TOM, YTO CTOPOHbI
He cnocobHbl AOCTUrHYTb COrMAaLleHNst O paspeLleHnn
crnopa, W 4TO NPOAOIMKUTENBHOCTbL  Mpoueaypbl
Meauauum yCTaHaBnNmMBaeTCca No peLleHno MegmaTopa.
CTOpoHbI BO3aepXmBalTCca OoT TpeboBaHuA nepegayv
crnopa B apbutpax B TeyeHue 60 (LecTtnaecsaTun) oHen
C AaTtbl NPUHATUA MeaMaToOpOM peLUeHUs O TOM, YTO
CTOPOHbI HE CMOIMU OOCTUrHYTbL cornaileHust. Jlio6oi
NPYMEHUMbIN Nepnoa NCKOBOW AaBHOCTM B OTHOLLEHUU
crnopa, paspeLlaemMoro B COOTBETCTBUM C HACTOsLLEN
[maBon, noanexuT NPOANEHUI0 Ha nepvog,
HaYMHAKLWNUNCA C AaTbl BPYYEHUS MepBOHaYanbHOro
yBEJOMIIEHUSA O CNope, N 3aKkaH4uBalLWNNCa vepes 5
(naTb) OHen nocne ncTeveHns nepvoaa
npogorxuTensHoctelo 60  (wecTbaecsaT)  AHew,
yKa3aHHOro B HacTosLein [nase.

Mo wncTeyeHnn ykasaHHbIX Bbilwe 60 (wectmuaecaTn)
OHEeNn CcTopoHa BMpaBe MPWHATbL pelleHne 06
WHMULMMPOBaHWM o6sA3aTensHOro apbuTtpaxHoro
npousBoAcTBa B apbuTpaxHom cyde U B MecCTe,
ykasaHHbIMK B rrobanbHbIX OM3HEC M onepaumoHHbIX
nonuTukax AMepmukaH Jkcnpecc.
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Chapter 9 - Fees

American Express Payment System rules do not
establish a minimum amount of fee for money transfer
services for payment System Particvipants and their
clients.

For services of the Settlement Centre Payment
System Participants pay the uniform fees within the
American Express Payment System. For the services
of the PISO(Settlement center services) Payment
System Participants pay in accordance with the Tariffs
(Exhibit 3), published on web-site at:
https://business.americanexpress.com/ru.

Tariffs may be unilaterally amended by the Payment
System Operator in accordance with the procedure
stipulated in the Payment System Rules.

Fees for funds transfer services are collected from the
Payment System Participant’s bank accounts, opened
in the Settlement Centre in accordance with the Tariffs
set by Payment System Operator by debiting
appropriate  amounts from the Payment System
Participant’s bank accounts no later the first working
day of the calendar month following the month of the
funds transfer activity.

Payment System Participant gives the preliminary
consent to the Payment System Operator for debiting
his account for fees in accordance with Tariffs.
Payment System Operator does not charge any fees
for other services of the Payment System
Infrastructure Operators.

Additional compliance related fees in accordance with
the Exhibit 3 may be assessed and collected from
Payment System Participants in the event on non-
compliance with American Express global business
and operational policies.
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Maea 9 - Komuccuu

MpaBuna nnaTexHon cucTteMbl AMEPUKIH DKCrpecc He
yCTaHaBnvBalwT MUWHMManbLHOro pasmepa onnaThbl
ycnyr no nepeBoAy AEeHEeXHbIX CpeAcTB Y4acTHMKaMm
NNaTeXHOW CUCTEMbI U UX KIMEHTaMM.

Mopsimok onnatbl yCnyr NnaTeXHow MHpacTpyKTypbl
ABNAeTcA efuHoobpa3HbiM B pamkax [naTexHon
cuctembl AMepUkaH Jkecnpecc. 3a yernyrn nnaTexHon
WHppacTpykTypbl  (ycniyru  PacdeTHoro  ueHTpa)
YyacTHUKM  nNnaTexHoMm CUCTEMbI ynnadumsatoT
kommccum  cornacHo Tapudbam (MMpunoxenne 3)
ony6nvkoBaHHbIM Ha cante
https://business.americanexpress.com/ru.

Tapudbl MoryT ObITb nameHeHbl OnepaTtopom
NNaTexHon cucteMbl B OOHOCTOPOHHEM nopsake,
npegycCMOTPEHHOM  ANS  BHECEHUS WU3MEHEHWN B

MpaBuna nnatexHon cnuctemol AMepuKaH JKcrnpecc.

Onnata ycnyr no nepeBody [JEHEXHbIX CpeacTB
B3nmaeTcs co CyeTta YyacTHUKA NNaTeXHOW CUCTEMBI,
OTKpbITOro B PacyeTHOM UeHTpe, B COOTBETCTBUUN C
Tapudamn, yCTaHOBMNEHHbIMU OnepaTtopom
nnaTexHomn CUCTEMBI, nytem cnncaHus
COOTBETCTBYHOLLUMX CYMM AEHEXHbIX cpeacts co Cyeta
YyacTHvKa nnaTeXxHon CUCTEMbl HEe NO3dHee MepBOro
paboyero oHsi kaneHgapHoOro Mecsua, crnegyrollero 3a
MecsueM, B KOTOPOM ObINK COBeEpLUEHBLI onepauuun no
nepeBofy AeHEeXHbIX CpeacTB.

YyactHuk [natexHon cuctembl gaeT cornacue
(3apaHee paHHbIN akuenT) OnepaTopy nNaTexHON
CUCTEMBbI Ha CMMCaHMEe KOMUCCMIA 3a YCnyrm no
nepeBody [OEHEXHbIX CPEeACTB MO YCTaHOBMEHHBIM
HacToswumn  [MpaBunamm  NNaTeXHOM  CUCTEMbI
AmepukaH Jkcnpecc Tapudam 6e3 pacnopspkeHus
YyacTHuka nnaTexHomn CUCTEMBI. Onepatop
NnaTexHon CUCTEMbl HEe B3MMaeT nnaTy 3a okasaHue
WHBIX YCINYT NIaTeXHON NHAPaCTPYKTYpPbI.

JononHutenbHble koMmuccum/lwTpadbl B COOTBETCTBUN
¢ Mpunoxennem Ne 3 moryT B3nMaTbCs C Y4yacTHUKa
NnaTeXxHo CUCTeEMbl B Criydyae HecoOnmioaeHuss um
rnobanbHbIX OU3HEC UK OnepauMOHHbIX  MOMUTUK
AMepurKkaH Jkcnpecc.
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Exhibit 1: Information Security Policy

Unlawful disclosure (hereinafter the Data Compromise)
negatively impacts cardmembers, merchants and
Payment System Participant Issuers. Addressing this
threat by implementing security operating policies can
help improve customer trust, increase profitability and
enhance the security of the payment system.

Payment System Participant Acquirers must ensure
that all of their Service Providers and merchants of
Payment System Participant Aquirers and their
merchant's Service Providers using Cardmember Data
and Sensitive Authentication Data follow this
Information Security Policy.

Payment System Participant Acquirers must ensure
that their Service Providers, merchants and merchant’s
Service Providers:

store Cardmember Data only to facilitate American
Express Card Transactions in accordance with their
agreements with the Payment System Participant
Acquirer; and

comply with this Information Security Policy.

The Information Security Policy is intended to ensure
that Cardmember Data and Sensitive Authentication
Data are protected wherever such data are stored and
processed. The Information Security Policy applies to
all Payment System Participants, merchants, and
Service Providers that process, store, or transmit
Cardmember Data and/or Sensitive Authentication
Data.

General Compliance Requirements

All Payment System Participants are required to
comply with the Information Security Policy and must
ensure that all Service Providers comply with the
Information Security Policy.

MpunoxeHue 1: MonuTtuka

nHdopmauuu

3aWmThbI

HenpaBomepHoe packpbiTe uHdopmauun (ganee —
YTeuka gaHHbIX) UMeeT HeraTMBHble NOCNeacTBms Ans
aepxartenen Kapt AmepukaH 3KCnpecc, CepBUCHbIX
opraHuMsauum 1 Y4acTHMKOB MMATEXHOW CUCTEMbI-
9MWUTEHTOB. YCTpaHeHue 3TOW  yrpo3bl  MyTem
BHEOPEHUST MONMUTMKM 3alnTbl MHOPMaLMKM MOXET
crnocobCcTBOBaTb MOBBILLEHWIO [JOBEPUS  KIWMEHTOB,
yBENUYEHNIO NPUOLINU U NOBbILLEHWIO GE30MacHOCTM
MnaTexHon cucteMbl AMEpPUKaH SKCnpecc .

YYacTHUKM NNaTeXHON CUCTEMbI-3KBaAMEpPbl OOJDKHbI
obecneymBaTb, McrnonHeHne TpeboBaHUn HacTosLien
MonuTMKM BCEMM NOCTaBLLMKAMU YCITYT U CEPBUCHBLIMMA
opraHuMsaumsaMu Y4acTHUKOB MNMaTeXHOW CUCTEMbI -
aKkBanepoB, a Takke [locTaBwukamu ycnyr, Wux
CEPBUCHbIX OpraHuMsaumi ucnonb3yowmx [daHHble
aepxarenen KapTt n ayteHTU(MKaUNOHHbIE AaHHbIE.

YYacTHUKM NNaTeXHOW CUCTEMbI-3KBaAMEpPbl OOJDKHbI
obecneumBatb, 4TOObI WX MNOCTaBLUWMKM  YCIyT,
CEPBUCHbIE OpraHu3auuM W NOCTaBLUMKW YCRyr WX
TOProBO-CEPBUCHbIX NPeanpuaTuii:

xpaHunn [aHHble pepxatenen KapT Tonbko Ans
uenen onepauu no Kaptam AMepukaH 3kcnpecc B
COOTBETCTBMM C WX [JOroBopaMum C YYaCTHUKOM
NIaTEXHOW CUCTEMbI-IKBANEPOM; U

cobnioganu
MHopmaumn.

HacTosILLyt0 MonuTumky 3aLWumThl

MonnTyka 3awmnTbl MHOPMALMM NpegHasHaveHa ans
obecneveHns 3awmTbl [aHHbIX AepxaTenei Kapt wu
ayTeHTUMUKALMOHHBIX AaHHbIX B fobom  mecte
XpaHeHnss n obpaboTkM Takux AaHHbiX. [onutuka

3aWnTbl  MHOPMAUUN  MPUMEHSIETCS KO  BCEM
YyacTHMKam  nnaTeXHoOW  CUCTEMbI,  CEPBUCHBLIM
opraHuMsaumMsamM U MOCTaBLiMKaM YyCnyr, KoTopble

obpabatbiBaloT, XpaHAT WM nepedatoT [aHHble
depxatenen KapT WWIM  ayTeHTUUKALMOHHbIE
JaHHble.

O6wue TpeboBaHUA NO COGNIOAEHUIO NOSNTUTUKU
Bce YyacTHUKM nnaTexHoh cucteMbl 00s3aHbl
cobntogatb  MonuTuky  3awmTbl  UHGOPMaUUM U
obecneumBatb cobniogeHve  [onuTuUkKM  3aWUTbl
MHbopMaL MM BCEMY NOCTABLUMKAMM YCIYT.
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Payment System Participant Acquirers must also
ensure that merchants comply with the Information
Security Policy. All Payment System Participants must
ensure that their agreements with their Service
Providers, and in the case of Payment System
Participant Acquirers, with their merchants, include a
requirement to comply with the Information Security
Policy. In addition, such agreements must contain
provisions requiring Payment System Participants'
Service Providers, and in the case of Payment System
Participant Acquirers, their merchants, to report all
instances of a Data Compromise immediately to the
Payment System Participant and in no case later than
twenty-four (24) hours after discovery of the incident, to
allow the Payment System Participant to comply with
the requirements set out in these payment system
rules.

All  compliance validation documentation and
information must be provided to the Payment System
Operator upon request. Payment System Participants
may be required to provide information via a secure
web portal on a periodic basis. Questions on this
process can be directed to the relevant Payment
System Operator representative. Payment System
Participants failing to provide information requested by
the Payment System Operator may be subject to non-
compliance fees set out in American Express global
business and operational policies.

Notification of Data Compromise From Payment
System Participant to the Payment Service
Operator

After discovery of a Data Compromise, Payment
System Participants are required to do the following:
Report to the Payment System Operator immediately
and in no case later than twenty-four (24) hours after
discovery of the incident, the suspected or confirmed
loss, theft, or misappropriation by any means of any
materials, records, or information in any form
containing Cardmember Data and/or Sensitive
Authentication Data, including such loss, theft, or
misappropriation by a merchant, Service Provider, or
agent of the Payment System Participant. All reports
must be submitted to the Payment System Operator
Fraud and Security team at gnsfraud@aexp.com and
shall contain, to the extent possible, the following
information:

name of Payment System Participant;
form of information compromised;
number of account numbers compromised

type of Cardmember Data and/or Sensitive

YyacTHMK  NnaTexHOW  CUCTEeMbl-3KBamep  Takke
pomkeH  obecneuuBatb  cobntogenue  Monutukm
3aLWnThI WHcbopmaLmu TOProBO-CEPBUCHBIMU

opraHusauusmn. Bce YyacTHUMKM NNaTEXHOW CUCTEMDI
OOIMKHbl  obecneumBaTb, 4TOObI WMX [OOrOBOPbLI C
noctaBLUMKaMy YCryr, a B OTHOLUIEHUN Y4YaCTHMKOB
nnaTexxHo CUCTEMbI-3KBAaNEepOB — [OroBOpbl C WX
CEepPBUCHBbIMM  OpraHusauuamu, BkMwYanu B cebs
TpeboBaHne o cobnogeHun [NonuTvkn  3aWwuThl
UHpopmMauun. Kpome Toro, Takme AOroBOpbl AOSKHbI
cogepxaTb nonoxeHus, TpebyoLwme oT NOCTaBLLMKOB
ycnyr  Y4YacTHMKOB MNNaTexHoOW CucTeMbl, a B
OTHOLWUEHUN  YYacTHMKOB  MNATEXHOW  CUCTEMbI-
9KBaMepoB — OT WX CEPBUCHBLIX MPEeAnpUSTUN,
HeMeaneHHO coobwaTte  Y4YacTHUMKY — MnnaTexHon
cuctembl 060 BCEX Cny4vasx yTeYKM OaHHbIX, HO B
nobom criydae He nosgHee ABapuatv yeTbipex (24)
yacoB nocrne OoOHapyXeHus WHUMAEHTa Ang Toro,
4YTOObI YYaCTHUK NIaTeXHOW CUCTEMbI MOT COGMOCTH
TpeboBaHUs, N3NOXeHHbIe B HacToswmx Mpasunax.

Bce pokymeHTbl M unHdoOpMauus, noaTeepxaatolime
cobrnogeHne  ykasaHHbIX  TpeboBaHWM,  OOIMKHbI
npepoctaenateca OnepaTopy MnaTeXHOW CUCTEMbI
no nepsomy TpeboBaHuio. OT Y4aCTHMKOB NNaTexHoOn
cucTtembl MOxeT  TpeboBaTbCcA  nepuopmdeckoe
npegocraBneHve wuHgpopmaumm 4epes 0Ges3onacHbiv
BeG-noptan. Bonpocbl no 3tomy npoueccy MoryTt
HanpaBnsATbCS COOTBETCTBYHOLLEMY MNpPeacTaBUTENIO
OnepaTtopa nnaTexHon cuctembl. Ha YuyacTHukoB

nnaTexHomn CUCTEMBI, He npeaocTaBmMBLLMX
MHbopmaLuio, 3anpOLLEHHYHO Onepartopom
NNaTeXxHo CUCTeMbl, MOryT OblTb  HanOXeHbl

I.IJTpanHbIe CaHKuuMn, B COOTBETCTBUN C rnobanbHbIMU
OnsHec un onepaunoHHbIMM NOJINTUKaAMU AMepI/IKC-)H
3kenpecc.

YBegomneHme Y4YacTHUMKOM MMaTeXHOW CUCTEMbI
Onepatopa nnaTeXHOW CUCTEeMbI 06 yTeuke
OaHHbIX

Mocne oO6GHapyXeHUst YyTeYKU [aHHbIX Y4acTHUK
nnaTexHon cuctembl 06s3aH COBEPLUMTL creayloLme
OenCcTBUsA:

Coobwutb Onepatopy nnaTexHon CUCTEMBI
HEMeAOJIEHHO, HO B MOOM crnyvyae He  no3gHee
aBaguatu yetblpex (24) yacoB nocrie obHapyxeHusi
VMHUMOEHTa O NoJOo3peBaeMolr UNWM MOATBEPXKAEHHOM
yTepe, XvLWEeHUM UNn HenpaBoOMEPHOM MPUCBOEHUU C
nomollblo  nbbIXx cpeacts  ,  3anucen  Unn
MHopMaLmn B Nnobo popme, coaepKalnx AaHHble
aepxarensa KapTtel wu/wnn  ayTeHTUUKALMOHHbIE
AaHHble, B TOM 4Yucrie O TakoW yTepe, XUWEHUU WIum
HENnpaBOMEpPHOM MCMoNb30BaHMU CepBUCHOM
opraHvusauuein, MOCTaBLWMKOM YCMAYr WM areHToMm
YyacTHMKa nNnaTeXHoW CUCTEMBbI. Bce otueTthl
OOIMKHbI NepefaBaTbCA rpynmne No MoLIeHHUYeCcTBaM U
6e3onacHocTM OnepaTopa MNMaTeXHOW CUCTeMbl MO
agpecy an. noytbl: gnsfraud@aexp.com 1 AOMKHbI NO
BO3MOXHOCTU coepaTb CneayoLLyo nHpopmMaLmio:

HanMeHOBaHMe Y4acTHMKa NNaTeXXHOW CUCTEMbI;
dopma packpbITon nHopMaLmu;
KOMNMYeCTBO packpblTbix HOMepoB CYeTOB;

BUA, packpbITbIX AaHHbIX AdepxaTtenen KapT wu/vnu
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Authentication Data compromised;

pertinent details regarding the suspected or confirmed
loss or theft and ensuing investigation;

name and telephone number of person to contact for
additional information;

name and telephone number of person reporting the
suspected or confirmed loss, theft, or misappropriation;
and

accounts numbers compromised (if exists)

Take immediate action to conduct an investigation of
the incident and to limit the potential exposure of
Cardmember Data and Sensitive Authentication Data.

Fully cooperate with the Payment System Operator to
rectify issues from the incident, including providing
access to the premises involved. In addition, the
Payment System Operator must be given access to all
pertinent records and documentation as soon as they
are available including analysis and reporting from
third-party forensics companies, as well as access to
information needed to verify the ability to prevent future
Data Compromises in a manner consistent with the
requirements of this Policy, which may include, but are
not limited to, a validation by a security assessor
(qualified by the Payment System Operator as such)
that issues from the incident have been remediated.

Should the Payment System Operator determine the
Payment System Participant, its merchants, or their
agents are deficient or negligent in processing, storing
and/or transferring Cardmember Data or Sensitive
Authentication Data securely, and/or investigating the
loss of such data, the Payment System Participant
must immediately comply with any corrective action
required by the Payment System Operator.
Investigative services will be provided for a fee by the
Payment System Operator and will be utilized to
provide training, investigative coordination, and actual
investigations on substantial losses occurring across
markets where American Express operates or any
cases of significant losses for American Express.

Payment System Participants who do not comply with
requirements of this section in full will be subject to all
costs incurred by the Payment System Operator
plusnon-compliance fees set out American Express
global business and operational policies.

If a Data Compromise occurs at an Payment System

ayTeHTVId)VIKaLI,VIOHHbIX AaHHbIX;

noapoGHOCTH, OTHOCALLMECS K MOAO03PEBaeMOn Wu
noaTBepXXaeHHoM yTepe unu XULLIEHUIO "
nocneaytoLlemy 3a 3TUM paccriefoBaHuio;

®.UN.0. n Homep TenedoHa nuua, K KOTOPOMY MOXHO
obpaTuTbCs 3a 4ONOMHUTENBHOW MHOopMaLmen;

O.N.0. n Homep TenedpoHa nuua, coOoObBLUMBLLETO O
nogospeBaemom unm noaTBepXXaeHHON yTepe,
XULLEHUN UNN HENMPaBOMEPHOM MPUCBOEHNM; U

packpbITble
UMEITCS).

HOMEepa KOHKPETHbIX CueToB (ech

HemenneHHo npuUCTYNUTL K paccrnegoBaHuio
WMHUMOEHTA W OrpaHUYUTb MNOTEHUMarnbHbIA YPOBEHb
pucka ana  gaHHbIX  gepxartenen  Kapt  m
ayTEHTUMUKALMOHHBIX AaHHbIX.

B nonHom o6beme coTpygHudatb ¢ OnepaTopom
NNaTexHom CUCTEMbl [N PELUEHUs  BOMPOCOB,
CBSA3aHHbIX C MHUWOEHTOM, BKIOYas npegocTaBrneHue
AOoCTyna K COOTBETCTBYKOLMM nomMelleHuam. Kpome
Toro, OnepaTopy NNaTeXHoW CUCTEMbI OOMMKEH ObITb
npegocTaBneH AOCTYyN KO BCEM OTHOCALLMMCS K Aeny
3anuMcaM U JOKYMEHTauMM, Kak TOMbKOo OHW OyayT
OOCTYMHbI, BKMYas aHanuM3 W 3akfio4veHus oT
CTOPOHHMX  OpraHv3auui,  MNpPUBMEYEHHbIX  AnS
paccnefoBaHWst WMHUMAEHTa, a Takke [oCcTyn K
Heobxoanmon nHopMaLumm ans NpoBepKN
CnocobHOCTM  NpemoTBpaTUTh  Oyayullyld  yTeuky
OaHHbIX B COOTBETCTBMM C TpeOOBAHMAMU HACTOSLLEN
MonuTukK, KoTOpblEe MOryT nMpedycMaTpuBaTb, B TOM
yucrne, NOOTBEPXKAEHNE SKCNEPTOM Mo Ge3onacHoCTH
(kBanudpmumpoBaHHbiM - OnepaTopoM  NnaTeXHON
CuUCTEMbI B 3TOM KayecTBe) 06 ycTpaHeHun npobnem,
CBSI3@HHbIX C MHLMAEHTOM.

B cnyyae ecnu Onepatop nnaTexHOW CUCTEMbI
YCTaHOBWUT HEAOCTaTOYHOCTb MPUHMMAaEMbIX MEp UMK
HEOPEXHOCTb CO CTOPOHbI Y4YacTHMKA MMaTeXHOW
CUCTEMbI, €r0 CEPBMUCHbIX OpraHusauui WM ux
areHToB B Lensx GesonacHon obpaboTku, xpaHeHun
u/vnu nepefade AaHHbIX Aepxartenei Kapt wnu
ayTEHTUUKALMOHHBIX OaHHbIX n/vnm npu
paccnefoBaHnM yTepyu TakKuMX OaHHbIX,  Y4YaCTHUK
NnaTexXHo CUCTEMbl OOIMKEH HeMeOSIEHHO MPUHATbL
nobble  KoppekTupylowme Mepbl no  TpeboBaHWo
Onepatopa nnaTexHoW CuUCTeMbl.  Ycnyrm o
paccrnefoBaHuio 6yayT NpeaoCcTaBrsiTbCA CO CTOPOHbI
OnepaTopa nnaTexHon cuctembl 3a nnaty u oyayt
ucnonb3oBaTbCa ANnst 00y4eHus, KOOPAMHWPOBAHWS

paccriefoBaHusi M (PaKTUYECKUX paccrefoBaHUi
3HAYUTENbHbIX YObITKOB, MOHECEHHbIX Ha pblHKaX
npucyTcTBusi  AMepukaH 3kcnpecc, unu  nobbIX

cny4yaeB 3HaUMTENbHbIX YOLITKOB AMEPUKIH DKCrpecc.

YyacTHMKM NNaTeXHOW cucTembl, He cobniopatouime
TpeboBaHue paHHOro pasgena, OyoyT HecTu Bce
pacxodpbl, noHeceHHble OnepaTtopoM MnaTeXHON
cuctemMbl, a Takke wWTpadHble CaHKuMM  3a
HeBbINoONHeHNne TpeboBaHWA, B COOTBETCTBUM C
rno6anbHbIMY GU3HEC 1 ONepPaLNOHHBIMW NONUTMKAMM
AMepurKkaH Jkcnpecc.

B cnyyae yTeuyku gaHHbIX y Y4yacTHUKa MnaTexHom
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Participant Issuer, irrespective of whether the Payment
System Participant Issuer provided notification to the
Payment System Operator that the Card or Card
number in question was lost, stolen, not received, or
otherwise misappropriated, the Payment System
Participant Issuer shall have the risk of loss for
Charges on Cards for which the Payment System
Participant Issuer provided an Authorization.

Notification of Data Compromise from the Payment
System Operator to Potentially Impacted Payment
System Participant Issuers

Upon learning a Data Compromise may have occurred,
the Payment System Operator will notify all impacted
Payment System Participant Issuers of potentially
compromised Accounts by way of one or more alerts
through the American Express FraudNet Participant
Communication Platform (PCP). Usage of FraudNet
can be found in the American Express global business
and operational policies

Multiple alerts about a single Data Compromise can be
identified by the common reference number and thus
can be tracked in the Payment System Participant
Communication Platform.

Accounts included in alerts may have been received
from the compromised entity or the Payment System
Operator’s subdivision of American Express Group of
companies (American Express Global Security, Law
Enforcement).

If a list of accounts is not available, the Payment
System Operator will conduct a data analysis based on
information known about the Data Compromise and
provide to Payment System Participant Issuers the

CUCTEMbI-AMUTEHTA, HE3aBUCUMO OT TOro, yBEAOMMAN
nm Y4yacTHuK nnaTexHoun CUCTEMbI-OMUTEHT
Onepatopa nnaTexHoOW CuUcTeMmsbl 0 TOM, u4TO
cootBeTcTBYIOWAAs Kapta wunm Homep KapTbl 6bin
yTepsiH, yKpadeH, He MonyYyeH Wnu WHbelM obpasom
HenpaBOMEPHO MPUCBOEH, YYacTHWUK MnaTexHow
CUCTEMBbI-AMUTEHT OyaeT HecTu puck yOBbITKOB OT
Onepauu no Kaptam, Ha npoBedeHue KOTopbIX 6bina
nonyyeHa ABTopu3auus OT YyacTHUKa NnaTexHon
CUCTEMbI-AMUTEHTA.

YBepomneHune o6 yTeuyKe AaHHbIX OT OnepaTopa
nnaTexHom CUCTEeMbl, Hanpaensaemoe
YyacTHMKaM nnaTeXXHOW CUCTEMbI-IMUTEHTaAM

Mocne Toro, kak OnepaTopy NNaTeXHOW CUCTEMBI
CTaHOBUTCSH WM3BECTHO O BO3MOXHOW yTeYKe AaHHbIX,
OnepaTop nnaTeXHoW CUCTEMbl cooOLlaeT BceMm
YyacTHvkam nnaTexHown CUCTEMbI-OMUTEHTaM,
KOTOpbIX MOTEHLMANbHO MOXET 3aTPOHYTb [AaHHbIA
MHUMOEHT 06 yTeuyke AaHHbIX MO cyeTam/Homepam
Kapt nytem ogHoro wnu 6Gonee npegynpexaeHui
yepe3 WHdopmaunoHHyo nnatopmy Y4acTHUKOB
nnatexHon cuctembl FraudNet AmepukaH Okcnpecc
wmny). CooTBeTCTBYHOLLME MHCTPYKLMMU no
MCMONb30BaHUIO FraudNet  onpegeneHbl B
rnobanbHbiXx GU3HEC W ONEepauMOHHBIX MONMUTMKAx
AmepukaH Jkcnpecc.

HeogHokpaTHble npedynpexaeHns o6 ogHOM crnydae
YyTEeYKN AaHHbIX 0O6beanHATCA eOuMHbIM CCbINTOYHbIM
HOMEpOM, 4YTO MO3BOMseT OTCNneauTb WX B
NHpopmaumoHHowm nnatgopme  Y4aCTHMKOB
nnaTeXHOW CUCTEMBI.

CueTa, BKIIOYEHHbLIE B npegynpexaeHua, MmoryTt ObITb
nony4YeHbl OT Kpuagn4yeckoro Jnwuda, Yy KOTOpOro
npousowna yteyka AaHHbIX, Uy OT nopgpasgeneHuna

AmepukaH Jkcnpecc (mogpasgeneHne  AMepukaH
Okcnpecc no  rmobanbHom  6e3onacHocTM,  no
NpaBoONPYMEHEHNIO).

Mpn oTcytcTBUM  nepevHss  cveToB, OnepaTop

nnaTeXxHo CUCTeEMbl MPOBOAMT aHanM3 OaHHbIX Ha
OCHOBE M3BECTHOWN MHopMaLun 06 yTeuke AaHHbIX U
npegoctaBnsetT Y4yacTHUKaM MNaTEXHOW CUCTEMbI-

resulting list of their Accounts. 3MUTEHTaM MOMYyYeHHbIM B  pesynbTaTe  3TOro
nepeveHb nx CyeToB.
Payment System Participant Issuers must take action [locne nonyyeHusa npegynpexageHns  YYacTHUKK
immediately after receiving an alert to minimize any nnaTeXHON CUCTEMbI-AMUTEHTbI JOIMKHbI HEMEANEHHO
fraud activity on the identified Accounts, including but npuHaTb Mepbl ans MWUHMMU3aLNN ntobom
not limited to, monitoring, closing, or blocking these moweHHMYecko  geaTenbLHOCTU B  OTHOLUEHMU
Accounts. yCTaHOBMNEHHbIX  C4YeToB, BKMIOYAsA, B YACTHOCTMH,
MOHUTOPWHI, 3aKpbiTMe unu GrokMpoBaHME TaKuX
CuerToB.
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Mpasurna nnamexHot cucmeMsl AMEPUKIH IKCrpece

American Express Payment System Rules

Exhibit 2./ MpunoxeHue 2. Settlement Schedule of the American Express Payment System/
PernameHT ocywectBneHus pacyetoB B [natexHon cucteme AMepukaH dkcnpecc

Time of acceptance of the payments instructions / Bpemsi npuHaTMs K 06paboTke NnaTeXHbIX pacnopsikeHUn

Datbl / Date

Bpems (mockoBckoe Bpems)/ Time (Moscow time)

lMoHepenbHuK / Monday

o 21:30/Until 21:30

BTopHuk/ Tuesday o 21:30/Until 21:30
Cpepa/ Wednesday Lo 21:30/Until 21:30
Yetsepr/ Thursday o 21:30/Until 21:30
MatHuual Friday Lo 21:30/Until 21:30
Cy66ota/ Saturday He npuHumatotcsi/ Not accepted

BockpeceHbe/ Sunday

He npuHumatoTcs/ Not accepted

Schedule of the settlement processing/ PernameHT 06paboTkn nnaTeXxHbIX pacnopsikeHumn

Co6biTue/Action MoHepenbHu | BTopHuk/ Cpepal YeTtBepr/ MartHuual/ Cy660Ta/ BockpeceHbe/
K/ Tuesday Wednesda | Thursday Friday Saturday Sunday
Monday y
lMepeBoa 0o 21:30 gHs 0o 21:30 0o 21:30 0o 21:30 0o 21:30 MnaTtexHble MnaTtexHble
OEHEXHbIX pacyeToB / OHs OHsA OHsA OHs pacnopsixeHust pacnopspKeHns
cpencTs until 21:30 of pacyeTtoB / pacueToB / pacueToB / pacyeTtoB / He He
y4acTHMKamMmn the settlement | until 21:30 until 21:30 until 21:30 until 21:30 obpabaTbiBatoTCc | obpabatbiBaloTC
nnaTexHon day of the of the of the of the s/ Payment s/ Payment
cucTeMbI Halc settlement settlement settlement settlement instructions are instructions are
KOPPECMOHAEHTCK day day day day not processed not processed
nn cyet
Y4yacTHuka B
Lensix pacyeTa B
pamkax
MnaTexHown
CUCTEMBI
AMEPUK3IH
Skenpecc/ Funds
transfer to / from a
correspondent
account of the
Participants in
order to settle
within the
American Express
Payment System
OcyLuecTBneHune 0o 21:30 gns no 21:30 0o 21:30 0o 21:30 no 21:30 MnaTtexHble MnaTtexHble
pacyeToB B pacueToB / [Hs1 OHS OHS [Hs1 pacnopsixeHust pacnopspKeHust
MnartexHon until 21:30 of pacyeToB / pacyeToB / pacyeToB/ pacyeToB/ He He
cucteme the settlement | until 21:30 until 21:30 until 21:30 until 21:30 obpabaTbiBatoTCc | obpabaTbiBaloTC
AmMepuKaH day of the of the of the of the s/ Payment s/ Payment
Okcnpecc settlement settlement settlement settlement instructions are instructions are
Settlement within day day day day not processed not processed
the American
Express Payment
System
HanpaeneHue no 15:00 gHa, | oo 15:00 no 15:00 no 15:00 no 15:00
oT4yeTa no cnepyollero OHS, OHs, OHs, OHS,
pacyeTHOMY fHIO / | 3a AHEM crnepywller | crnepywouller | crnefywoller | crnegyoLler
Statement on the pacyeToB / 0 3a AHeM 0 3a OHEM 0 3a gHeM 0 3a AHEM
settlement day until 15:00 of pacyeToB / pacyeToB / pacuyeToB / pacyeToB /
the day until 15:00 until 15:00 until 15:00 until 15:00
following the of the day of the day of the day of the day
day of following following following following
settlement the day of the day of the day of the day of
settlement settlement settlement settlement
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Mpasurna nnamexHot cucmeMsl AMEPUKIH IKCrpece

American Express Payment System Rules

Exhibit 3/ MpunoxeHune 3. Schedule of Fees/Komuccun

HaunmeHoBaHue ycnyru/ Service name

Tapud/ Tariff

Mopspok
B3umaHusi/ Order
of charging

OTkpbITHE cyeTa/ Account Opening

Bes komuccun/ Free of
charge

BanmaeTca
eaNHOBPEeMeHHO/
Charged once on
account opening

Bes komuccun/ Free of ExxemecsayHo/Mont
Komuccus 3a o6cnyxuaHme cyeta/ Account Maintenance charge hly
HauuncneHue npoueHTOB Ha KpeanToBbIN ocTaTok/ Interest ExemecsayHo/Mont
rate (credit balance) 0% hly
Banmaetcs
eanHoBpeMeHHo/

3akpbiTue cyetal/ Account closing

bes komuccun/ Free of
charge

Charged once on
account closing

BaHkoBckue nepeBoabl / Payment transactions

Mcexopsawme nnatexu B Poccuicknx pybnsix/ Outgoing

20 py6./20 Russian

3a onepauuto/Per

payments in RUR Roubles transaction
Ucexopsawme nnatexu B Jonnapax CLUA/ Outgoing payments in | 5 Jonnapos CLUA/5 US 3a onepauuto/Per
UsD Dollars. transaction

3a onepauuto/Per
Mexopsawme nnatexu B EBpo/ Outgoing Payments in Euro 5 Espo/ 5 Euro. transaction

BHyTpunbaHkoBckue nnatexu B Poccuickux pybnsx/ Intrabank
transfers in RUR

Bes komuccun/ Free of
charge

3a onepauuto/Per
transaction

BHyTpunbaHkosckue nnartexwv B Jonnapax CLUA/ Intrabank
transfers in USD

Bes komuccun/ Free of
charge

3a onepauuto/Per
transaction

BHyTpnbaHkoBckue nnatexwu B EBpo / Intrabank transfers in
Euro

bes komuccun/ Free of
charge

3a onepauuto/Per
transaction

Bxopsiwme nnatexu B Poccuiicknx pyonsax, Jonnapax

Bes komuccun/ Free of

3a onepauuto/Per

CLWA,EBpo/ Incoming payments in RUR, USD, Euro charge transaction
Bbinucku n apyrue ycnyru/ Statements and other services

Bobinucka no cyety/ Statements on account: PerynspHble
Boeinnckn Ha 6ymaxHom Hocutene/Paper statements; Bes komuccun/ Free of Bbinuckn/Regular
CoobueHne CBUOT MT940/SWIFT message MT940 charge statements

Oy6nukat Bbinucku no cyeTy / Duplicate statements

200 py6./ 200 Russian
Roubles

3a Bbinucky/Per
statement

lMopTBepxaeHne ocTaTtka No 3anpocy ayauTopckon pmpmel/
Balance confirmation on request by the audir firm

bes komuccun/ Free of
charge

3a cnipaBky/Per
notification

CnpaBka o Hannuum cyeTa no 3anpocy Knuenta/ Written
notification on account maintenance upon the Client's request

Bbes komuccun/ Free of
charge

3a cnpasky/Per
notification
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