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Nat ional I nst itutes of Health (NI H)  

Nat ional I nst itute of Allergy and I nfect ious Diseases (NIAID)  

Office of Cyber I nfrast ructure and Computat ional Biology (OCICB)  

5601 Fishers Lane, MSC 9812 

Rockville,  MD  20852-9812

FROM:  Thom as Reardon, NIAID Alternate ISSO, OCICB, NIAID 

SUBJECT:  Acquisit ion Plan for  the project  ent it led,  

____________________________________________________ 

TO:  

____________________________________________________ 

ISSO Review and Cert ificat ion of this requirem ent  is required PRI OR to release of the 

result ing RFP.  A copy of the com plete AP package has been at tached to this request . 

The following inform at ion should be com pleted by the ISSO and returned to the Cont ract ing 

Officer.   

INFORMATI ON SYSTEMS SECURI TY OFFICER ( I SSO)  PRESOLICITATION REVI EW AND 

RECOMENDATI ON 

I  have reviewed the statem ent  of work for the subject  project  and have determ ined that  the 

requirem ent   contains, or,    does not  contain, a significant  IT com ponent  with respect  

to connect ion to Federal AIS and/ or access to sensit ive data.  My signature cert ifies that  

those requirem ents found to contain a significant  IT com ponent  adequately specify the 

appropriate security requirem ents necessary to sufficient ly protect  the Governm ent 's 

interests in com pliance with all Federal and DHHS security requirem ents as prescribed by 

OMB Circular A-130, Appendix I I I ,  "Security of Federal Autom ated Inform at ion System s,"  

and the DHHS Secure One, or, should be m odified as stated in this recom m endat ion.  The 

security requirem ents are set  forth in such a m anner that  all prospect ive cont ractors can 

readily understand what  is required, or, should be m odified as stated in this 

recom m endat ion.   

The successful proposal(s)   requires, or,  does not  require ISSO review for proposal 

com pliance.  

The successful proposal(s)   requires, or,  does not  require an “Authorizat ion to 

Operate”  (ATO)  cert ificat ion by the NIAID Chief I nform at ion Officer.  

___________________________________________ _______________ 

ISSO, NIAID, NI H, DHHS Date 
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  I NFORMATI ON SECURI TY I S NOT APPLI CABLE for  this RFP. 

 

 

RFP/ CONTRACT PROVISI ONS 

I t  has been determ ined that  the cont ractor personnel will develop of access federal 

autom ated inform at ion system s.  Therefore, the NIAI D ISSO recom m ends use of the 

following Sect ion H provisions in the result ing RFP/ Cont ract :  

 

  I NFORMATI ON SECURI TY 

The Statem ent  of Work (SOW) requires the cont ractor t o develop or access Federal 

autom ated inform at ion system s;  therefore, the cont ractor shall com ply with the “DHHS 

Inform at ion Security Program  Policy“  

(ht tp: / / www.hhs.gov/ read/ irm policy/ FINALHHSInform at ionSecurityProgram P.doc)  as set  

forth below.  The cont ractor shall include this provision in any subcont ract  awarded under 

this cont ract .  

 

a. I nform at ion Type  

 

  Adm inist rat ive, Managem ent  and Support  I nform at ion: 

 

 

  Mission Based I nform at ion: 

 

b.  Security Categories and Levels 

 

 * * * *  ( NOTE:  The resultant  contract  w ill include the Secur ity Categories 

and Levels, how ever for the purposes of this RFP, the Secur ity Categories and 

Levels are specified in SECTI ON L.2 .b. Technical Proposal I nst ruct ions of this 

RFP.)  * * * *  

 

Confident ialit y Level:    Low   Moderate   High 

 

I ntegrity  Level:    Low   Moderate   High 

 

Availabilit y Level:    Low   Moderate   High 

 

Overall Level:   Low    Moderate    H igh  

 

c.  Posit ion Sensit ivit y Designat ions 

 

(1)  The following posit ion sensit ivit y designat ions and associated clearance and invest igat ion 

requirem ents apply under this cont ract :   

 

   Level 6 : Public Trust  -  H igh Risk ( Requires Suitabilit y Determ inat ion 

w ith a BI ) .   Cont ractor em ployees assigned to a Level 6 posit ion are subject  to a 

Background Invest igat ion (BI ) .  

 

   Level 5 : Public Trust  -  Moderate Risk  ( Requires Suitability 

Determ inat ion w ith NACI C, MBI  or  LBI ) .  Cont ractor em ployees assigned to a 

Level 5 posit ion with no previous invest igat ion and approval shall undergo a 

Nat ional Agency Check and Inquiry I nvest igat ion plus a Credit  Check (NACIC) , a 

Minim um  Background I nvest igat ion (MBI ) , or a Lim ited Background Invest igat ion 

(LBI ) .  
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   Level 1 : Non Sensit ive ( Requires Suitabilit y Determ inat ion w ith an 

NACI ) .   Cont ractor em ployees assigned to a Level 1 posit ion are subj ect  t o a 

Nat ional Agency Check and Inquiry I nvest igat ion (NACI ) .  

 

(2)  The cont ractor shall subm it  a roster,  by nam e, posit ion and responsibilit y, of all IT 

staff working under the cont ract . The roster shall be subm it ted to the Project  Officer,  

with a copy to the Cont ract ing Officer, within 14 days of the effect ive date of the 

cont ract .  The Cont ract ing Officer shall not ify the cont ractor of the appropriate level of 

suitabilit y invest igat ions to be perform ed.  An elect ronic tem plate, “Roster of 

Em ployees Requir ing Suitabilit y I nvest igat ions,”  is available for  cont ractor use at :    

ht tp: / / ais.nci.nih.gov/ form s/ Suitabilit y- roster.xls 

 

 Upon receipt  of the Governm ent ’s not ificat ion of applicable Suitabilit y I nvest igat ion 

required, the cont ractor shall com plete and subm it  the required form s within 30 days 

of the not ificat ion. Addit ional submission inst ruct ions can be found at  the “NCI  

I nform at ion Technology Security Policies, Background Invest igat ion Process”  website:  

ht tp: / / ais.nci.nih.gov. 

 

 Cont ractor em ployees who have had a background invest igat ion conducted by the 

U.S. Office of Personnel Managem ent  (OPM)  within the last  five years m ay only 

require an updated or upgraded invest igat ion. 

 

(3)  Cont ractor em ployees shall com ply with the DHHS criteria for  the assigned posit ion 

sensit ivit y designat ions prior to perform ing any work under this cont ract .  The 

following except ions apply:  

 

 Levels 5 and 1:  Cont ractor em ployees m ay begin work under the cont ract  after the 

cont ractor has subm it ted the nam e, posit ion and responsibilit y of the em ployee to 

the Project  Officer, as described in paragraph c.(2)  above.  

 

 Level 6:  I n special circum stances the Project  Officer m ay request  a waiver of the 

preappointm ent  invest igat ion.  I f the waiver is granted, the Proj ect  Officer will 

provide writ ten authorizat ion for the cont ractor em ployee to work under the cont ract .  

 

d. System s Security Plan 

 

The cont ractor shall protect  Federal autom ated inform at ion system s that  are developed or 

accessed by the cont ractor.    System  security shall be accom plished in accordance with the 

cont ractor’s System  Security Plan dated                .   The plan m ust :  

 

 (1)  I nclude a detailed plan of present  and proposed system s security program s 

com m ensurate with the size and com plexity of t he requirem ents of the Statem ent  of 

Work. The cont ractor shall use the NI H System s Secur ity Plan Tem plate  (detailed)  

at  ht tp: / / irm .cit .nih.gov/ security/ secplantem p.doc or NI H System s Security Plan 

Out line  ( out line only)  at  ht tp: / / irm .cit .nih.gov/ nihsecurity/ Security_Plan_Out line.doc. 

[ OR  (To be determ ined during negot iat ions) ]  

 (1)  I nclude a plan of present  and proposed system s security program s 

com m ensurate with the size and com plexity of t he requirem ents of the Statem ent  of 

Work.  The m inim um  areas to be addressed include, but  are not  lim ited to 

adm inist rat ive, technical, and physical security as follows:   

   ( i)  Security Awareness Training 

   ( ii)  Logical Access Cont rol 
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     -Network (ex:  firewall)  

     -System  (ex:  network OS, tcp wrappers, SSH)  

     -Applicat ion (ex:  S-LDAP, SSL)  

     -Rem ote Access (ex:  VPN)  

     -Monitoring and support  (ex:  I DS, pager, NOC)  

   ( iii)  Protect ion against  data loss  

     -OS security (ex:  patch m anagem ent , configurat ion)  

     -Applicat ion security (ex:  patch m anagem ent )  

     -Database security 

     -Back-up and recovery 

     -Fault  tolerance, high availabilit y 

   ( iv)  Malicious Code Protect ion (ex:  Ant ivirus, filter ing of e-m ail at tachm ents, et c)  

   ( v)  Physical Security  

     -Access cont rol (ex:  locks, guards)  

     -Power condit ioning and/ or UPS 

     -Air condit ioning 

     -Fire protect ion 

 

I nclude an acknowledgm ent  of it s understanding of the security requirem ents.  

 

Provide sim ilar inform at ion for any proposed subcont ractor developing or accessing an AIS.  

 

e.  Rules of Behavior  

The cont ractor shall com ply with the DHHS Rules of Behavior set  forth in DHHS 

I nform at ion Secur ity Program  Policy Handbook, Appendix  G at :  

  ht tp: / / int ranet .hhs.gov/ infosec/ docs/ policies_guides/ ISPPH/ PG_ISHbkv2_11_12_2004.pdf 

and 

 the NI H I nform at ion Technology General Rules of Behavior  at    

ht tps: / / ocio.nih.gov/ InfoSecurity/ t raining/ Pages/ nihit rob.aspx. 

 

f.  I nform at ion Security Training 

Each cont ractor em ployee shall com plete the NI H Com puter Security Awareness Training 

(ht tp: / / ir t sect raining.nih.gov/ )  prior  to perform ing any cont ract  work, and on an annual 

basis thereafter, during the period of perform ance of this cont ract .  

 

The cont ractor shall m aintain a list ing by nam e and t it le of each individual working under 

this cont ract  that  has com pleted the NI H required t raining.  Any addit ional security t raining 

com pleted by cont ractor staff shall be included on this list ing.  

 

g. Personnel Security Responsibilit ies 

The cont ractor shall perform  and docum ent  the act ions ident ified in the “Em ployee 

Separat ion Checklist ” , at tached and m ade a part  of this cont ract ,  when a cont ractor 

em ployee term inates work under this cont ract .  All docum entat ion shall be m ade available 

to the Project  Officer and/ or Cont ract ing Officer upon request  

 

h. Com m itm ent  to Protect  Departm ental I nform at ion System s and Data 

 (1)  Cont ractor Agreem ent  

 The Cont ractor shall not  release, publish, or disclose Departm ental inform at ion to 

unauthorized personnel, and shall protect  such inform at ion in accordance with 

provisions of the following laws and any other pert inent  laws and regulat ions 

governing the confident ialit y of sensit ive inform at ion:  

                -18 U.S.C. 641 (Crim inal Code:  Public Money, Property or Records)  

                -18 U.S.C. 1905 (Crim inal Code:  Disclosure of Confident ial I nform at ion)  
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                -Public Law 96-511 (Paperwork Reduct ion Act )  

 

 (2)  Cont ractor-Em ployee Non-Disclosure Agreem ents 

 Each cont ractor em ployee who m ay have access to sensit ive Departm ent  inform at ion 

under this cont ract  shall com plete Com m itm ent  To Protect  Non-Public I nform at ion -  

Cont ractor Agreem ent . A copy of each signed and witnessed Non-Disclosure 

agreem ent  shall be subm it ted to the Project  Officer prior  to perform ing any work 

under the cont ract .  

 

 

i. References 
DHHS I nformat ion Secur ity Program Policy:   ht tp: / / www.hhs.gov/ ohr/ manual/ pssh.pdf  

DHHS Personnel Secur ity/ Suitability Handbook:   ht tp: / / www.hhs.gov/ ohr/ manual/ pssh.pdf 

NI ST Special Publicat ion 800-16, I nformat ion Technology Secur ity Training Requirements:  

ht tp: / / csrc.nist .gov/ publicat ions/ nistpubs/ 800-16/ 800-16.pdf 

Appendix A-D:   ht tp: / / csrc.nist .gov/ publicat ions/ nistpubs/ 800-16/ AppendixA-D.pdf 

NI ST SP 800-18, Guide for Developing Secur ity Plans for I nformat ion Technology Systems:   

 ht tp: / / csrc.nist .gov/ publicat ions/ nistpubs/ index.htm l 

NI ST SP 800-60, Guide for Mapping Types of I nformat ion and I nformat ion Systems to Secur ity Categor ies, 

Volume I :   ht tp: / / csrc.nist .gov/ publicat ions/ nistpubs/ 800-60/ SP800-60V1-final.pdf 

NI ST SP 800-60, Guide for Mapping Types of I nformat ion and I nformat ion Systems to Secur ity Categor ies, 

Volume I I :  ht tp: / / csrc.nist .gov/ publicat ions/ nistpubs/ 800-60/ SP800-60V2-final.pdf 

NI ST SP 800-64, Secur ity Considerat ions in the I nformat ion System Development  Life Cycle:  

ht tp: / / csrc.nist .gov/ publicat ions/ nistpubs/ 800-64/ NI ST-SP800-64.pdf 

NI H Computer Secur ity Awareness Training Course:   ht tp: / / ir tsect raining.nih.gov/  

Roster of Employees Requir ing Suitability I nvest igat ions:   ht tp: / / ais.nci.nih.gov/ forms/ Suitability- roster.x ls 

NCI  I nformat ion Technology Secur ity Policies, Background I nvest igat ion Process:   ht tp: / / ais.nci.nih.gov/  

NI H Systems Secur ity Plan Template (detailed) :  ht tp: / / irm .cit .nih.gov/ secur ity/ secplantemp.doc 

NI H Systems Secur ity Plan Out line (out line only) :  

  ht tp: / / irm .cit .nih.gov/ nihsecur ity/ Secur ity_Plan_Out line.doc 

NI H I nformat ion Technology General Rules of Behavior:  ht tp: / / irm .cit .nih.gov/ secur ity/ nihit rob.htm l 

Commitment  To Protect Non-Public I nformat ion -  Contractor Agreement :  

  ht tp: / / irm .cit .nih.gov/ secur ity/ Nondisclosure.pdf 

 

  ELECTRONI C AND I NFORMATI ON TECHNOLOGY STANDARDS 

Pursuant  to Sect ion 508 of the Rehabilitat ion Act  of 1973 (29 U.S.C. 794d)  as am ended by 

P.L.105-220 under Tit le IV (Rehabilitat ion Act  Am endm ents of 1998)  all Elect ronic and 

Inform at ion Technology (EIT)  developed, procured, m aintained and/ or used under this 

cont ract  shall be in com pliance with the “Elect ronic and Inform at ion Technology Accessibilit y 

Standards”  set  forth by the Architectural and Transportat ion Barriers Com pliance Board 

(also referred to as the “Access Board” )  in 36 CFR Part  1194.  The com plete text  of Sect ion 

508 Final Standards can be accessed at  ht tp: / / www.access-board.gov/ . 

 

  ENERGY STAR REQUI REMENTS 

Execut ive Order 13123, “Greening the Governm ent  Through Efficient  Energy Managem ent ”  

and FAR 23.203 require that  when Federal Agencies acquire energy using products, they 

select , where life-cycle cost -effect ive, and available, ENERGY STAR®  or other energy 

efficient  products.  

 

Unless the Cont ract ing Officer determ ines otherwise, all energy-using products acquired 

under this cont ract  m ust  be either an ENERGY STAR®  or other energy efficient  product  

designated by the Departm ent  of Energy’s Federal Energy Managem ent  Program  (FEMP) .  

 

 For m ore inform at ion about  ENERGY STAR®  see ht tp: / / www.energystar.gov/   

 For m ore inform at ion about  FEMP see ht tp: / / www.eere.energy.gov/  
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  ACCESS TO NATI ONAL I NSTI TUTES OF HEALTH ( NI H)  ELECTRONI C MAI L 

All Cont ractor staff that  have access to and use of NIH elect ronic m ail (e-m ail)  m ust  ident ify 

them selves as cont ractors on all outgoing e-m ail m essages, including those that  are sent  in 

reply or are forwarded to another user.  To best  com ply with this requirem ent ,  the 

cont ractor staff shall set  up an e-m ail signature ( "AutoSignature")  or an elect ronic business 

card ( "V-card")  on each cont ractor em ployee's com puter system  and/ or Personal Digital 

Assistant  (PDA)  that  will autom at ically display "Cont ractor"  in the signature area of all e-

m ails sent .  

 

  OTHER 

 

 

 

 

 

 

 

 

 

 

 

_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _  

 

 


