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1. Introduction 
 
1.1 The CCG aspires to the highest standards of corporate behaviour and 

clinical competence, to ensure that safe, fair and equitable procedures 
are applied to all organisational transactions, including relationships with 
patients, their carers, public, staff, stakeholders and the use of public 
resources. In order to provide clear and consistent guidance, the CCG 
will develop documents to fulfil all statutory, organisational and best 
practice requirements and support the principles of equal opportunity for 
all. 

 
1.2 This policy relates to the processing of personal information and to the 

management of personal information about staff, patients/service users. 
The CCG is required by law to comply with the Data Protection Act 1998, 
which is concerned with the lawful processing of information relating to 
living individuals. To comply with the law staff or others who process 
personal information must ensure they follow the Data Protection 
Principles and the Caldicott Principles. The obligation to keep information 
confidential arises out of the common law duty of confidentiality, 
professional obligations and staff/third party contracts. The NHS Code of 
Practice: Confidentiality provides guidance to the NHS and related 
organisations. These duties and obligations mean that all staff with 
access to confidential personal information must keep that information 
safe and secure. 

 
 

2 Status 
 

This policy is an Information Governance policy. 
 
 

3 Purpose and scope 
 

3.1 This policy sets out the CCG’s commitment to the confidentiality of 
personal information and its responsibilities with regard to the 
disclosure of such information. 

 
3.1 It aims to ensure all staff whether directly employed or contracted are 

aware of their responsibilities towards the confidentiality of personal 
information. 

 
3.3 This policy applies to all staff including temporary and agency, 

contractors and volunteers and to personal information recorded in 
any format, including paper, electronic and any other medium e.g. 
images. 
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4 Definitions 
 

4.1 Confidentiality: the ethical principle or legal right that a physician or 
other health and social care professional will hold secret all information 
relating to a patient/service user, unless they have given informed 
consent permitting disclosure. 
 

4.2 Data: information as defined by the DPA 1998 which: 
 

4.2.1 Is processed electronically i.e. information systems, databases, 
microfiche, audio and video systems (CCTV) and telephone 
logging systems. 

4.2.2 Is recorded with the intention that it shall be 
processed by equipment. 

4.2.3 Is recorded as part of a relevant filing system i.e. structured, 
either by reference to individuals or by reference to criteria 
relating to individuals which is readily accessible. 

 
4.3 Data Controller: the individual, company or organisation who 

determines the purpose and the manner in which personal data may be 
processed. The Data Controller is the CCG. 

 
4.4 Data Processor: any person other than an employee of the Data 

Controller who process data on behalf of the Data Controller. 
 

4.5 Data Subject: a living individual who is the subject of the personal 
data. 

 
4.6 Disclosure: the divulging or provision of access to data. 

 
4.7 Personal Information: personal information which relates to a living 

individual who can be identified from that information or from that 
information and other information which is in the possession of, or likely 
to come into the possession of the data controller 

 
4.8 Processing: using information in the following ways; 

 

 Obtaining 

 Recording 

 Retrieving 

 Altering 

 Disclosing 

 Destroying 

 Using 

 Transmitting 

 Erasing 
 

Or, in other words, anything you do with data is processing. 
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4.9 Sensitive Personal Data: as set out in the DPA 1998 is any 

information about a person relating to their; 
 

 Racial or ethnic origin 

 Political opinions 

 Religious beliefs or other beliefs of a similar nature 

 Trade union membership 

 Physical or mental health or condition 

 Sexual life 

 Commission or alleged commission of any offence, or 

 Any proceedings for any offence committed or alleged to have 
been committed 

 
4.10 Third Party: any person other than: 

 

 The data subject 

 The data controller 

 Any data processor or other person authorised to process for 
the data controller 

 
 

5 Confidentiality of Personal Information and Data Protection 
 

5.1 Duty of Confidentiality 
 
5.1.1 All staff and contractors must recognise that confidentiality is an 

obligation. Any breach of confidence, inappropriate use of 
records or abuse of computer systems may lead to disciplinary 
procedures, bring into question professional registration and 
may result in legal proceedings. 

 
5.1.1.1 Agency/temporary and voluntary staff are also subject 

to such obligations and must sign a confidentiality 
agreement as appropriate when working for or on 
behalf of the CCG. 

 
5.1.1.2 Generally, there are five main areas of law which govern 

the use and disclosure of confidential information. These 
are briefly described at Appendix C but are covered in 
more detail in the Department of Health document 
Confidentiality: NHS Code of Practice 2003. 
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5.2 The Caldicott Principles for Protecting and Using Personal 
 Information 

 
5.2.1 The Caldicott Committee Report on the Review of Patient- 

Identifiable Information 1997 found that compliance with 
confidentiality and security arrangements was patchy across the 
NHS and identified six good practice principles for the health 
service when handling patient information. These principles can 
be extended to also apply to social care service user 
information. A further Caldicott review was published in March 
2013 which amended the Caldicott Principles, as follows; 

 
1. Justify the purpose(s) 
2. Don’t use personal confidential data unless it is absolutely 

necessary 
3. Use the minimum necessary personal confidential data 
4. Access to personal confidential data should be on a strict 

need-to-know basis 
5. Everyone with access to personal confidential data should be 

aware of their responsibilities 
6. Comply with the law 
7. The duty to share information can be as important as the 

duty to protect patient confidentiality. 
 

Further explanation of the revised Caldicott Principles can be 
found at Appendix B. 

 
 5.3 The Role of the Caldicott Guardian 
 

5.3.1 The Caldicott Committee Report also led to the appointment of 
Caldicott Guardians for each NHS organisation. Their role (see 
also Duties section) is to oversee how staff use personal 
information, agree and monitor protocols for sharing information 
across organisational boundaries, ensure that patients’/service 
users’ rights to confidentiality are respected and to safeguard the 
security of personal information.  

 
 5.4 The Data Protection Principles 
 

5.4.1 The Data Protection Act 1998 sets out eight Data Protection 
Principles to support good practice and fairness in processing 
personal information. These principles stipulate that personal 
data shall be: 

 
• Fairly and lawfully processed 
• Processed for limited purposes 
• Adequate, relevant and not excessive 
• Accurate 
• Not kept longer than necessary 
• Processed in accordance with the data subject’s rights 
• Secure 
• Not transferred to countries outside the EEC without adequate 
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protection 
 

Further explanation of the Data Protection Principles can be 
found at Appendix A. 

 
 5.5 Notification 

 
5.5.1 The Act requires the CCG to register or ‘notify’ as a data 

controller with the Office of the Information Commissioner 
detailing the purposes for which personal information is used, 
and use of data beyond that specified in the registration is 
unlawful. This notification must be regularly reviewed and any 
changes made within 28 days of the date on which the entry 
became inaccurate or incomplete. An annual fee is paid to the 
Information Commissioner’s Office (ICO) to maintain notification 
on the ICO register. 

 
 5.6 Disclosure of Personal Information 
 

5.6.1 Whether personal information can be disclosed to others is 
dependent on a number of factors, including, whether the 
patient/service user has consented to the information being 
shared, to whom the information is being disclosed and the 
reason for its disclosure. There are a number of considerations 
to be made when deciding whether or not to disclose 
information. The approach may vary according to the individual 
circumstances surrounding the disclosure. For example the 
considerations in disclosing personal information to the police 
will be different to those in disclosing information for research 
purposes. These are explained further in the Information Access 
Policy. 

 
 5.7 Information Security 
 

5.7.1  In order to ensure the confidentiality of personal information, 
systems and procedures are in place to control access to such 
information. Such controls are essential to ensure that only 
authorised persons have: 

 
• physical access to computer hardware and equipment, 
• access to computer system utilities capable of overriding 

system and access controls e.g. administrator rights, 
• access to either electronic or paper records containing 

confidential information about individuals 
 

5.7.2  The arrangements for the security of computer hardware, system 
utilities, computer files and folders is set out in the Information 
Security Policy and related procedures. The policy contains 
guidance on access controls, encryption of data, user 
responsibilities, security monitoring and security incidents. 
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5.7.3  For further guidance on maintaining the confidentiality and 
security of personal information whilst in transit please refer to 
the Information Security Policy. 

 
 5.8  Risks and Incidents 
 

5.8.1  All risks and incidents relating to Confidentiality must be reported 
using the CCG’s standard procedures for risk and incident 
reporting. The Information Governance and Information Risk 
Policy provides more guidance on this process. 

5.8.2  Reporting of risks and incidents is important to ensure that 
appropriate action is taken so that risks/incidents do not reoccur 
and to learn from them.  No constructive action can be taken if 
the CCG is not notified when things go wrong or there is a near 
miss. 

 
 5.9  Retention and Storage 
 

5.9.1  Records are to be retained in accordance with the NHS Records 
Management Code of Practice. 

 
5.9.2  Records, whether held in paper or electronic form must be stored 

securely to prevent unauthorised access. Further information 
regarding secure storage is available from the Information 
Security Policy (i.e. access controls) and the Records 
Management Policy (i.e. storage and retention). 

 
5.9.3  Confidential records should be archived at a secure facility or 

destroyed in a secure manner, such as use of a confidential 
shredding company for paper records, or for electronic records 
held on a hard drive by secure erasing via the Information 
Communications and Technology service. 

 
 5.10 Access to Personal Information 
 

5.10.1  Individuals or persons acting on their behalf with consent have a 
right of access to data held about them. Any person who wishes 
to exercise this right should make their request in writing to the 
Information Governance Team. 

 
5.10.2 The process for doing this is in the Information Access Policy. 
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6 Duties and Responsibilities 
 

Accountable 
Officer 

The Accountable Officer has overall responsibility for the strategic 
direction and operational management, including ensuring that the 
CCG process documents comply with all legal, statutory and good 
practice guidance requirements. 

Caldicott 
Guardian 
 

The Caldicott Guardian is responsible for ensuring that national 
and local guidelines and protocols on the handling and 
management of personal and sensitive information are in place. 

IG Lead (CCG) Responsible for ensuring that operational aspects of IG are 
undertaken in a timely fashion. 

 Responsible for reviewing IG policies 

 Responsible for cascading IG related information to the CCGs 
staff 

 Ensures that recommended actions arising from audits are 
carried out. 

 Ensures that the CCG’s evidence for the IG Toolkit is collated 
and gathered by the appropriate deadlines 

 Works with the IG Lead (CSU) to maintain/improve the CCG’s 
IG status 

IG Lead 
(CSU) 

Will be responsible for: 
• Undertaking compliance audits of records management 

programmes (policies, procedures and systems) to ensure 
statutory obligations are met including those under the Data 
Protection Act 1998 and the Freedom of Information Act 
2000. 

• Issuing guidance for implementing and compliance with this 
policy. 

• Encouraging all staff to follow the principles of the Data 
Protection Act. 

• Monitoring performance through quality control and internal 
audits. 

• Identifying areas where improvements could be made. 
• Reporting performance standards to the relevant committee. 
• Monitoring compliance with the standards, legislation, policies 

and procedures relating to Data Protection. 
• Monitoring that staff are appropriately trained on records 

management, confidentiality and data protection. 
• Ensuring that the ICO Data Protection Notification is kept up 

to date. 
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Line Managers Managers are responsible for ensuring that their service works 
within the Data Protection Act. They will ensure that: 
• There are effective methods for communicating Data 

Protection related issues. 
• Staff attend relevant training, induction and mandatory 

updates in relation to Data Protection. 
• Staff are aware of and adhere to information governance 

policies and procedures. 
• Incident reporting is integral to the operational activities within 

their areas and all incidents are reported and investigated in 
accordance with policy. 

• Information governance issues are discussed at appropriate 
forums. 

All Staff All staff, including temporary and agency staff, are responsible for: 
• Compliance with relevant process documents. Failure to 

comply may result in disciplinary action being taken. 
• Co-operating with the development and implementation of 

policies and procedures and as part of their normal duties 
and responsibilities. 

• Identifying the need for a change in policy or procedure as a 
result of becoming aware of changes in practice, changes to 
statutory requirements, revised professional or clinical 
standards and local / national directives, and advising their 
line manager accordingly. 

• Identifying training needs in respect of policies and 
procedures and bringing them to the attention of their line 
manager. 

• Attending training / awareness sessions when provided. 

 

7 Implementation 
 

7.1 This policy will be available to all Staff for use in relation to the specific 
function of the policy. 

 
7.2 All managers are responsible for ensuring that relevant staff within the 

CCG have read and understood this document and are competent to 
carry out their duties in accordance with the procedures described. 

 

8 Training Implications 
 

8.1 It has been determined that there are no specific training requirements 
associated with this policy/procedure. 

 

9 Related Documents 
 

9.1 Other related policy documents 
 

 Information Access Policy 

 Information Security Policy 

 Records Management Policy and Strategy 
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9.2  Legislation and statutory requirements 
 

9.2.1 The Data Protection Act 1998 (DPA) regulates the “processing” of 
personal data in whatever format including patient/service user 
identifiable information. Processing refers to anything done with 
the information including its collection, use (including viewing), 
disclosure and destruction. The DPA obliges organisations to 
inform the Information Commissioner that personal information is 
being processed and to provide data subjects with access to their 
personal information. The eight Data Protection Principles set out 
how personal information must be managed (see Appendix C). 

 
9.2.2 Health and Social Care (Safety and Quality) Act 2015 
 

The 2012 Act introduced changes regarding access to patient 
confidential data and placed particular restrictions on access to 
patient data by commissioning organisations and their support 
organisations. The 2015 Act introduced provision about the safety 
of health and social care services in England, about the integration 
of information relating to users of health and social care services 
in England and about the sharing of information relating to an 
individual for the purposes of providing that individual with health 
or social care services in England. In particular it introduced a duty 
to share the NHS number for direct care purposes. 

 
9.2.3 The CCGs responsibilities for confidentiality and appropriate 

processing of personal data under DPA remain in place even if the 
processing is being undertaken by a third party contractor or by 
non organisation-employed staff. 

 
9.2.4 The Criminal Justice and Immigration Act 2008 extends the 

powers of the Information Commissioner under the Data Protection 
Act 1998 to allow fines of up to £500,000 for individuals or 
organisations found guilty of deliberate or reckless disclosure of 
information, including failure to take appropriate security 
precautions.  In addition, individuals can receive a prison sentence 
on conviction of an offence under DPA. 

 
9.2.5 The Common Law Duty of Confidentiality is not written in statute 

but is based on legal precedent. The common law duty of 
confidentiality means that information confided by a patient/service 
user or otherwise obtained (e.g. during medical examination or 
when receiving personal care), where it is expected that a duty of 
confidence applies, should not generally be used or disclosed 
further, except as originally understood by the confider or with their 
subsequent permission. This duty may be set aside and 
confidential information disclosed where it is in the public interest 
or when it is a legal requirement to do so. 
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9.2.6  Article 8 of the Human Rights Act establishes the right to respect 
for an individual’s private and family life.  Current understanding is 
that compliance with the Data Protection Act 1998 and the 
common law duty of confidentiality should satisfy these 
requirements. 
 

9.2.7 Administrative law governs the actions of public authorities to 
ensure that they operate within their lawful powers. When 
obtaining or disclosing personal information organisations must 
demonstrate that it is within the scope of their powers to do so. In 
general this means that the CCGs may only collect, hold and use 
information about patients and service users for the purposes of 
providing those individuals with health or social care services.  
Unless allowed or required by legislation or unless the common 
law duty of confidentiality can be set aside, disclosure and/or 
further use of that information can only take place where consent 
is obtained. 

 
 

10 Monitoring, Review and Archiving 
 

10.1 Monitoring 
 

10.1.1 The Governance Group will agree a method for monitoring the 
dissemination and implementation of this policy. Monitoring 
information will be recorded in the policy database. 

10.2  Review 
 

10.2.1 The Governance Group will ensure that this policy document is 
reviewed in accordance with the timescale specified at the time 
of approval.  No policy or procedure will remain operational for a 
period exceeding three years without a review taking place. 

 
10.2.2 Staff who become aware of any change which may affect a policy 

should advise their line manager as soon as possible. The 
Governance Group will then consider the need to review the 
policy or procedure outside of the agreed timescale for revision. 

 
10.2.3 For ease of reference for reviewers or approval bodies, changes 

should be noted in the ‘version control’ table on the second page 
of this document. 

 
NB: If the review consists of a change to an appendix or procedure 
document, approval may be given by the sponsor director and a revised 
document may be issued. Review to the main body of the policy must 
always follow the original approval process. 

 
10.3 Archiving 
 

10.3.1 The Governance Group will ensure that archived copies of 
superseded policy documents are retained in accordance with 
Records Management: NHS Code of Practice 2009. 
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11  Equality Analysis 
 

Equality Analysis Screening Template (Abridged) 
 

Title of Policy: Confidentiality and Data Protection Policy 

Short description of Policy 
(e.g. aims and objectives): 

This policy sets out the CCGs’ commitment to 
the confidentiality of personal information and 
its responsibilities with regard to the disclosure 
of such information.   It aims to ensure all staff 
whether directly employed or contracted are 
aware of their responsibilities towards the 
confidentiality of personal information.  

Directorate Lead: Chief Finance Officer 

Is this a new or existing 
policy? 

Existing 

 

Equality Group  

Does this policy have a positive, neutral or 
negative impact on any of the equality 
groups? 
Please state which for each group. 

Age Neutral 

Disability Neutral 

Gender Reassignment Neutral 

Marriage And Civil 
Partnership 

Neutral 

Pregnancy And Maternity Neutral 

Race Neutral 

Religion Or Belief  Neutral 

Sex Neutral 

Sexual Orientation  Neutral 

Carers Neutral 

 

Screening 
Completed By 

Job Title and 
Directorate 

Organisation Date 
completed 

Liane Cotterill Senior Governance 
Manager 

NECS 11 November 
2015 

 

Director’s Name  Director’s Signature Organisation Date 
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Appendix A 
 

Data Protection Act 1998 Principles 
 

Principle 1 Personal data shall be processed fairly and lawfully and in particular 
should not be processed unless a) at least one of the conditions in 
schedule 2 is met and b) in the case of sensitive personal data, at least 
one of the conditions in schedule 3 is also met. 

 
Principle 2 Personal data shall be obtained only for specified and lawful purposes. 

 
Principle 3 Personal data should be adequate, relevant and not excessive in 

relation to the purpose or purposes for which they are processed. 

 
Principle 4 Personal data shall be accurate and, where necessary up to date. 

 
Principle 5 Personal data shall not be kept for longer than is necessary for that 

purpose or those purposes. 

 
Principle 6 Personal data shall be processed in accordance with the rights of data 

subjects. 

 
Principle 7 Appropriate and technical and organisation measures shall be taken 

against unauthorised or unlawful processing of personal data and 
against accidental loss or destruction of, or damage to, personal data. 

 
Principle 8 Personal data shall not be transferred to a country or territory outside 

the European Economic area unless that country or territory ensures 
an adequate level of protection for the rights and freedoms of data 
subjects in relation to the processing of personal data. 
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Appendix B 
 

Caldicott2 Principles 
1. Justify the purpose(s) 

Every proposed use or transfer of personal confidential data within or from an 
organisation should be clearly defined, scrutinised and documented, with 
continuing uses regularly reviewed, by an appropriate guardian. 
 

2. Don’t use personal confidential data unless it is absolutely necessary 
Personal confidential data items should not be included unless it is essential for 
the specified purpose(s) of that flow. The need for patients to be identified 
should be considered at each stage of satisfying the purpose(s). 
 

3 Use the minimum necessary personal confidential data 
Where use of personal confidential data is considered to be essential, the 
inclusion of each individual item of data should be considered and justified so 
that the minimum amount of personal confidential data is transferred or 
accessible as is necessary for a given function to be carried out. 

 
4 Access to personal confidential data should be on a strict need-to-know 

basis 
Only those individuals who need access to personal confidential data should 
have access to it, and they should only have access to the data items that they 
need to see. This may mean introducing access controls or splitting data flows 
where one data flow is used for several purposes. 
 

5 Everyone with access to personal confidential data should be aware of 
their responsibilities 
Action should be taken to ensure that those handling personal confidential data 
- both clinical and non-clinical staff - are made fully aware of their 
responsibilities and obligations to respect patient confidentiality. 
 

6 Comply with the law 
Every use of personal confidential data must be lawful. Someone in each 
organisation handling personal confidential data should be responsible for 
ensuring that the organisation complies with legal requirements. 
 

7 The duty to share information can be as important as the duty to protect 
patient confidentiality 
Health and social care professionals should have the confidence to share 
information in the best interests of their patients within the framework set out by 
these principles. They should be supported by the policies of their employers, 
regulators and professional bodies. 
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Appendix C 
 

Confidentiality Code of Conduct 
 

1. Background 
 

The NHS holds large amounts of confidential information about you, members of 
your family, friends, and colleagues; but the vast majority of this information will 
be about strangers, most of whom you are unlikely to meet. This information is 
classed as personal information and belongs to the individual. Their information 
should be treated with as much respect and integrity as you would like others to 
treat your own information. It is your responsibility to protect that information 
from inappropriate disclosure and to take every measure to ensure that personal 
information is not made available to unauthorised persons. 
 
The Code of Conduct is about promoting best practice and continuing 
improvement in the use of personal health/social care information as an integral 
part of patient/service user care. Involving patients/service users in decisions 
about their health/social care information and how it is used is also integral to 
improving patient/service user confidence in their health/social care services. 
 
Protection of personal health/social care information is part of good practice, 
and is underpinned by the common law duty of confidentiality, the 
implementation of the Data Protection Act 1998, Codes of Professional Practice, 
the Human Rights Act 1998 and the Health and Social Care Act 2012.  All NHS 
organisations are registered under the Data Protection Act 1998 and careless or 
deliberate misuse of personal information may result in that organisation, and in 
some cases the individual concerned, being prosecuted under the Act, which 
may impose fines of up to £500,000 for serious breaches. 
 

Breaches of confidentiality are a serious matter. Non-compliance with this Code 
will result in disciplinary action being taken. No employee shall knowingly 
misuse any information or allow others to do so. 

 
2. Aim of the Document 

 
This document seeks to provide a code of conduct for all staff working in the 
CCG, which will ensure the confidentiality of personal information at all times. 
 
 

3. National guidance and legal implications 
 

National guidance includes the NHS Codes of Practice on Confidentiality & 
Information Security Management, the Caldicott2 Principles (see below) and 
the NHS Care Record Guarantee.  Care professionals must also comply with 
codes of practice of their respective professions. 



 
 

Generally, there are five main areas of law which constrain the use and 
disclosure of confidential information. These are briefly described below but are 
covered in more detail in the document, Confidentiality: NHS Code of Practice, 
2003 and in the IG policies & procedures. 

 
4. The Data Protection Act 1998 (DPA) 

 
The DPA is designed to control the use, storage and processing of personal 
data in whatever format - especially where there is a risk to personal privacy. 
Patients/service users and staff should be aware that their information will be 
stored and processed. 

 
5. Common law of confidentiality 
 
 Although not written in statute, the principle of the common law of confidentiality 

states that information confided should not be used or disclosed further, except 
as originally understood by the confider, or with her/his subsequent permission. 
In other words, if you are told something in confidence, you are not at liberty to 
disclose the information without permission unless required by law to do so. 

 
6. Human Rights Act 1998 

 
The Human Rights Act establishes the right to respect for private and family life. 
Current understanding is that compliance with the Data Protection Act and the 
common law of confidentiality should satisfy Human Rights requirements. 

 
7. Health and Social Care (Safety and Quality) Act 2015 

 
The 2012 Act introduced changes regarding access to patient confidential data 
and placed particular restrictions on access to patient data by commissioning 
organisations and their support organisations. The 2015 Act introduced 
provision about the safety of health and social care services in England, about 
the integration of information relating to users of health and social care services 
in England and about the sharing of information relating to an individual for the 
purposes of providing that individual with health or social care services in 
England.  

 
 

8. Administrative law 
 

Administrative law governs the actions of public authorities to ensure that they 
operate within their lawful powers. In other words, the authority must possess 
the power to carry out what it intends to do and is particularly relevant to the 
issue of patient consent.  
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6 Users’ rights 
 

Patients/service users and families have a right to believe and expect that 
private and personal information given in confidence will be used for the 
purposes for which it was originally given, and not released to others without 
their consent. Everyone in the NHS must safeguard the integrity and 
confidentiality of, and access to sensitive information. 
 
 

7 Definitions 
 

The Code relates to personal information as defined within the IG policies & 
procedures which includes staff information that is personal. 
 
 

8 Who is an unauthorised person? 
 

Your job role, or level of access to a computer system, provides you with a 
level of authority to access information. Do not assume that all your work 
colleagues are authorised to see the same information that you are. Even if 
they are in a more senior role to you - if they do not need to know the 
information, they do not need to have it. If you are in doubt as to whether you 
should share the information with one of your colleagues, seek the advice of 
your manager or the CSS Information Governance service. 
 
 

9 What is meant by the transfer of personal information? 
 

The transfer of personal information, by whatever means, can be as simple as: 
 

• taking a document and giving it to a colleague; 
• making a telephone call; 
• sending a fax; 
• passing on information held on computer, for example confidential clinical 

information held on patient records. 
 
In all cases, however simple or complicated, the Caldicott2 Principles must be 
adhered to in order to ensure that personal information is not disclosed 
inappropriately. 
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10 Caldicott2 Principles 

 
1. Justify the purpose(s). 
2. Don’t use personal confidential data unless it is absolutely necessary. 
3. Use the minimum necessary personal confidential data. 
4. Access to personal confidential data should be on a strict need-to-know 

basis. 
 

5. Everyone with access to personal confidential data should be aware of 
their responsibilities. 

6. Comply with the law. 
7. The duty to share information can be as important as the duty to protect 

patient confidentiality. 
 
 

11 Ensuring Confidentiality Physical Security 
 

Personal information should always be held securely and should never be left 
unattended. In any area which is not secure, and which can be accessed by a 
wide range of people (including possibly visitors to the premises), such 
information should be put/locked away immediately after it has been finished 
with. Care must be taken to ensure that any personal information cannot be 
viewed by visitors to the area and that staff are aware of and adhere to the 
organisational security procedures. 
 
 

12 Safeguarding Information 
 
• Never leave personal information around for others to find. 
• Wherever possible, avoid taking confidential information away from your 

work premises. Where this is necessary in order to carry out your duties 
you must keep the information secure and make every effort to ensure 
that it does not get misplaced, lost or stolen. 

 
  Remember - you are bound by the same rules of confidentiality while away 

from your place of work as when you are at your desk. 
 

• When disposing of personal information in paper form, ensure that it 
disposed of in accordance with the Disposal of Confidential Waste 
Procedures. Never put confidential information directly into a general 
waste paper bin. 

• Work diaries can hold a great deal of personal information and should be 
kept secure when not in use. Precautions should be taken when 
transporting your work diary to ensure it is in your care at all times. 
Remember to hand back any work diaries at the end of each calendar 
year. 

• If documents containing personal information come into your possession 
and you are not the intended recipient, you should report this as an 
information governance incident on the incident reporting system. 
Appropriate action should be taken to resolve the issue and advice may 
be sought from the CSU Information Governance service. 
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• Always ensure that documents are labelled with a security marking 
appropriate to the contents. Advice on security markings may be sought 
from the CSU Information Governance service. 
 

13 Information transfer 
 

It is imperative that the utmost care is exercised when transferring personal 
information. The basic rule is that in all circumstances where personal 
information is shared, by whatever method, the items transferred should be 
restricted to a minimum. The following key points should be considered: 
 
• Always consider the most appropriate method of transferring personal 

information and taking account of the Caldicott2 principles. 
• Always encrypt information transferred electronically (e.g. by email or on 

removable media) appropriately. 
• Always adopt ‘safe haven’ principles to ensure confidentiality when 

transferring information: 
o Sort and store post away from public areas, in rooms which 

are either locked or secured by key pads 
o Place health or social care records face down, do not leave 

unsupervised in public areas or on desks or in trays for long 
periods of time 

o Protect answer machines pin number (if possible) and locate 
in rooms which are either locked or secured by key pads 

o Fax machines sited away from public areas in rooms which 
are either locked or secured by key pads (see below for fax 
safe haven guidance) 

• Check that the contact details for the recipient are correct before 
transferring personal information (e.g. address, email address, fax 
number), use appropriate cover sheets for confidential faxes and confirm 
receipt. 

• Always package personal information securely before transferring by post 
or courier, mark the package as private & confidential and, wherever 
possible, uses a secure postal service (e.g. Royal Mail Special Delivery). 
Write a return address on the back of the envelope (if it doesn’t 
compromise confidentiality). 

• Consider carefully the possible risks involved in using telephones or 
texting for sharing personal information. 

• When transferring information in person ensure information is out of sight 
e.g. in boot of car, in a bag if travelling on public transport. 

 
If information is going to be transferred between organisations on a regular 
basis, it is good practice to have an Information Sharing Agreement in place. 
Further advice on information sharing agreements can be sought from the 
CSU Information Governance service. 
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14 Indiscreet conversations 
 
• Ensure you cannot be overheard by unauthorised people when making 

sensitive telephone calls, during meetings, and when you are having 
informal discussions with colleagues about confidential information. In 
these situations, if you do not need to identify a patient/service user by 
name, do not do so. 

• It is not appropriate to discuss personal information in hallways, corridors 
or stairways or any other public place where you might be overheard. 

• When speaking to a patient/service user or carer on the telephone, confirm 
the caller's identity or ring back. If in doubt, ask for confirmation in writing, 
or by fax. 
 
 

15 Inappropriate sending of faxes 
 

When sending faxes that contain personal information apply safe haven 
principles as follows: 
• Telephone first to inform the recipient that you are faxing confidential 

information. 
• Ask them to wait by the fax machine whilst you send it. 
• Ask them to telephone to acknowledge receipt. 
• Always double check that you have keyed in the right number before 

hitting the "send" key. 
• Numbers used regularly should be programmed (& tested) into your fax 

machine, so decreasing the possibility of keying in the wrong number. 
 
 
16 Safeguarding electronic information 
 

The security and confidentiality of information held on computer must be 
maintained at all times. 

 
• Never leave a computer logged on to a system and unprotected. Always 

protect the system (e.g. log off or use a password-protected screensaver) 
when you have finished or stop using it for a period. Always log off when 
you have finished. Failure to do this not only leads to a risk of 
unauthorised access to personal information, but you will be held 
responsible for any actions associated with your sign-on. 

• Do not walk away from your work area and leave personal information on 
your screen for unauthorised persons to see. If you need to leave your 
desk, you should protect the system (e.g. log off or use a password- 
protected screensaver). 

• Never save information on to the hard drive (C:\) of a computer. 
• Always remove your Smartcard from your computer (if using one to 

access systems) when leaving your workstation. 
• Passwords are the keys that provide access to information; you must not 

disclose your network password to anyone under any circumstances. If 
you have to write your password down, keep it locked away from the 
computer and always change your password when prompted. It is 
recommended that passwords should be a minimum of 6 characters and 
be a mixture of letters and numbers, i.e. using 5 instead of S, 1 instead of 
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I, etc. 
• Turn off your computer at the end of the working day. 
• Never use anyone else's log on or password, even to be helpful.  Never, 

as a manager, ask anyone to use another's password for convenience. 
• Destruction and/or disposal of computer equipment must be carried out by 

the IT Department. This will ensure that all information is stripped from the 
computer and disposed of using the correct procedures. You should not 
remove or relocate computers without first checking with your IT 
Department or Systems Manager. 
 

17 Printing 
 

Staff are reminded to be vigilant when printing information, especially if the 
information contains: 

 
• Patient identifiable data 
• Staff identifiable data 
• Commercially sensitive information 

 
If you are printing out the type of information listed above, please ensure that 
you first consider whether it is actually necessary to print out the information. 
Ensure that you attend the relevant printer immediately so that you collect the 
information in a timely manner and use a pin number if possible (this depends 
if your local printer supports the pin system). If you come across any sensitive 
information unattended on a printer, remember that you need to report this as 
an information governance incident on the incident reporting system. 

 
18 Encryption 

 
All personal information being sent electronically e.g. on CD, USB stick, email 
must be encrypted. 
 

19 Email encryption 
 
Personal information should only be sent by encrypted email e.g. NHS Mail to 
NHS Mail because it is insecure unless encryption is available at both ends of 
the transmission path.  If a secure route is unavailable then the information will 
have to be encrypted using 7 Zip free software and sent by email as an 
attachment. 
 

20 Wrongly addressed 
 
An email address that is incorrect poses a very real threat to the security of 
information. Messages can be addressed to the wrong person by mistake e.g. 
recipient with a similar name. There have been several high-profile cases of 
sensitive documents being sent to the wrong recipient with highly publicised 
consequences. 
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21 Forwarded email 
 

The same degree of care should be taken in entering the address details when 
forwarding email messages to others, with removal of any recipients and/or 
information that is not required. 

 
22 Further Advice & Assistance 
 

There are a range of staff that can assist with difficult issues but in the first 
instance please contact the CSU Information Governance service. 

 
 

 


