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Introduction

Introduce yourself
v" Name, title, role, etc.

v" How long have you used NetBrain?

LJHO NEEDS
TRAINING TO KEEP
UP WITH TECHNOLOGY
TRENDS?

Ditbert com  DitberiCartoonist@gmail com

YOURE FIRED. I
ONLY LJANT PEOPLE
LHO ALREADY KMNOLWJ
HOW TO DO THEIR
JOBS.
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I1DID

NOT SEE  THEY DONT

THAT
HAVE A CLASS
COMING. Tp FIX THAT.
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Training Agenda

Set of Slides: NetBrain concepts, features, and use cases
Demonstration using the OE system: Follow the reference book
Q&A

10 minutes break time

)
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Topics

NetBrain Overview

Setup the Workspace
Manage the Workspace

A A b AR

Troubleshooting

)
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NetBrain OE Deployment

NetBrain Operator Edition (OE) includes two components: Enterprise Server
and Workstation (client).

= =y

Customer license Server Workspace Server |
Windows 200372008 Server Vindows 200322008 Servar
Workspace Server 2
Windows 20032008 Server . @
o — . / Client Workstation
N d Aryy Windows PC
Live Network Windows 20032008 Server

e License Server — Manage the license, user accounts and workspaces
e Workspace Server — Manage all data for the shared workspace
e Network Server - Collect the data from the live network

Net3rain
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System Spec

Customer

License Server

(CLS)

Workspace
Server (WSS)

Network
Server (NS)

All-in-one
Server

(CLS/WSS/NS)

Workstation
Client

CPU

2 GHZ
Dual Core

2 GHZ

Dual Core
(Quad Core for
5000+ nodes)

2 GHZ

2 GHz

Quad Core
(Eight Core for
5000+ nodes)

1GHZ

Memory

4GB
2GB

8GB
4GB

4GB
2GB

8GB (preferred)
4GB (minimum)

4GB
2GB

Hard Disk

10GB free space

100GB
(preferred)
10GB
(minimum)

10GB free space

100GB free
space

10GB free space

Operating System

Windows 2003(SP2+) or Windows 2008
32-bit/64-bit, with IS pre-installed.
VMware is supported.

Windows 2003(SP2+) or Windows 2008
32-bit/64-bit, with IIS pre-installed.
VMware is supported. Can coexist with
Customer License Server.

Windows 2003(SP2+) or Windows 2008.
Can coexist with Customer License Server
and/or Workspace Server.

Windows 2003(SP2+) or Windows 2008
32-bit/64-bit, with IS pre-installed.
VMware is supported.

Windows XP, Windows Vista, Windows 7,
Windows 2003/2008

Note: all servers can be installed on the virtual machine (VM).

i)
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Network Connectivity Requirements

Customer License
Server

Workspace Server

Network Server

Workstation Client

Accessible by Workspace Server via HTTP or HTTPS

Accessible by Workstation and Network Server via HTTP
or HTTPS

Access live network via SNMP, ICMP and telnet/SSH
Accessible by Workspace Server at TCP port 7813
Accessible by Workstation at TCP port 9099

Access Workspace Server via HTTP or HTTPS
Access Network Server via TCP port 9099

i)
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Install Customer License Server and Workspace Server

M

Both servers can be installed on the same machine. For Enterprise
customers, the servers are usually installed on one machine.

After running the NetBrain setup file, select the servers you want to install. By
default, both CLS and WSS are selected.

The built-in PostGRES database will be automatically installed. While
installing, keep the default port “54321” and default username “postgres”.
Enter a password. Later you need this password to login to the database
admin client.

Enter URL http://<License Server |IP>/netbrain to open the License Server
web page. The default username/password is admin/admin.

If the Workspace Server is installed on another machine, you need to register
the Workspace Server in the License Server web page. Under the
Workspace Server tab, click the Add button and enter IP address/Port
number of the Workspace Server.

N@thdf@
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Install Network Servers and Client Workstations

O Install Network Servers
% Download the network server setup file from the License Server web

page.
s After installation, you need to add the Network Server (IP address) to the

system using the License Server interface.
+* You can monitor the services of network servers from the License Server

web page.

O Install Client Workstations
s Download the workstation setup file from the License Server web page.

Net3rain
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About NetBrain License

1 NetBrain license defines
% The maximum device count. Only the devices NetBrain has full support
are included: router, switch, firewall, WAP, WLC, and Call Manager. |IP
Phones and end systems are excluded.
** The number of concurrent Workstations users.

4 Activate the license
s Click the Start > NetBrain > NetBrain License Tool option. Click the
Activate button.
¢ Fill in the License ID and Password.
* Note: If you buy more Workstation seats or device nodes, you do not need

to reactivate the license. Just open the License Server web page and click
the Refresh button.

[ View the license

¢ Click the System > License tag on the License Server web page.
% Click the Refresh button if the license is not updated automatically. You
may need to set the Internet Proxy.

Net3rain
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Create Shared Workspaces

0 A default shared workspace (Workspace 1) will be automatically created.
Enterprise customers can just use this shared workspace.

O Multiple shared workspaces can reside in one Workspace Server. Shared
workspaces are created from the Network Server. Launch the Create
Shared Workspace tool from the program NetBrain > NetBrain
Enterprise Server > Add Shared Workspace.

O Assign nodes and seats to shared workspaces from the License Server
web page.

0 The sum of nodes of all shared workspaces cannot exceed the node
number of the license.

i)
Net3rain
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Administrate NetBrain System

U Install and upgrade the system
** NetBrain releases a major version every half year or one year.
*» NetBrain will notify you after each major release and send you upgrade
instructions.

U Manage the license and users
*» Create user accounts from the License Server web page.
¢ You can force a user to logout.

U Setup and maintain the workspace
¢ Enter live access credentials and discover the network (Topic 2).
s Schedule the benchmark and maintain the historical data (Topic 2).
+ Maintain the workspace (Topic 3).

U Troubleshoot NetBrain issues (Topic 4)

Net3rain

Double Your Brain Power
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Topics

NetBrain Overview
Setup the Workspace

Manage the Workspace

L A b

Troubleshooting
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NetBrain Workflow

- N
NetBrain Workspace
Network Data ) L3/L2 Topology
Live Network
Settings
e e N

NetBrain SmartMap: Q-map
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Workspace Data
DataType  |Usage loamSoucs

Live Network Settings: Live discovery to find devices User input
Username/password,

SNMP RO

Current Baseline Data: Build L3/L2 topology, calculate  Automatically updated in the
Configuration, Route table the current path, inventory discovery and benchmark

L2 data and inventory report processes

Network Model Create L3/L2 Q-maps Automatically created by the

system from the current
baseline data

Benchmarked Data: Historical comparison Retrieved from the live
Configuration, Route table, network through the

L2 data and show benchmark process. The data
command results is version controlled.

Net3rain

Double Your Brain Power

© 2013 NetBrain Technologies Inc. All rights reserved.



Live Network Settings

Live network settings include username/password pairs, enable passwords, SNMP RO

strings, Jumpboxes and Network Servers.

\/
0’0

o0

L (4

Username/password pairs
and enable passwords are
used to Telnet/SSH to
devices and retrieve live
data.

SNMP RO strings are used

to access devices via SNMP.

Monitoring devices requires
SNMP RO strings.

If NetBrain Workstation can
access devices locally, then

you do not need Jumpboxes.

Otherwise, you will need a
Jumpbox for Telnet/SSH
access.

Trying 40.40.40.40...

Connected to 40.40.40.40.

Ezcape character i= "'"]'.

i
E

Verification

ername:

saword:

erverrenable

saword:
L serverd

-

T o

% Device Configuration(LA-server - Local)

: Source

Baseline Config

-~ Filter:

=

=
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ip route 0.0.0.0 0.0.0.0 40.40.40.1 -

access-list
gs-list
gs-list
gs-list

L
K
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&6 permit 6€.6.6.6

| snmp-server o

SNnmp—Server C

!

line con O

line vty 0 4

Thrmin Trrall

TIr

SNMP RO string

m

3

File Path: C:\Program Files\MNetbrain\Workstation\UserData'\Baseline\ 100000007
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Live Network Discovery

O Two ways to discover a live network:
+* From a seed device: NetBrain’s efficient neighbor walking algorithm discovers neighbor
devices from routing and CDP tables.

+ Scan IP ranges: Use it to discover certain devices.

O The system retrieves device info by SNMP and collects data such as configurations and
routing table via CLI show commands.

Aap L2 Topology Procedure Change Management Waorkspace View

Select the dizcovery method
(@) Discover via Seed Routers Enter_a seed Scan IP Rangs
device IP
192, 168.1.10 ]

Stop Telnet and SNMP (7]

Discovered devices

Discover| .
5|

Id Workspace

IP Address Discover from Ping SHMP Hostname Device Type Vendor Mode! TelnetfSsH [ e
< 192.168.1.251 Discover via... Succeeded nb lablosSwitch2 Cisco [055...  Cisco catalyst2912¥L  Succeeded

£ 192,168.1.252 Discover via ... Succeeded nb lablosSwitch3 Cisco I055...  Cisco catalyst2912XL  Succeeded
3333 Discover via ...  Succeeded nb MY_FOP Cigco Router Cisco 2514 Succeeded (=
- 172.21.20.1 Discover via ... Succeeded nbl bst_core Cisco Router Cisco 2514 Succeeded

& 172.21.20.3 Discover wia... Succeeded nb bst_PoOP Cisco Router Cisto 2514 Succeeded

™ 173151 Discover via ... Succeeded nb Big_dient Cisco Router Cisco 2514 Succeeded

™ 174.1,1.2 Discover via... Succeeded nb bet_Internet Cigca Router Cisco 2514 Succeeded
2222 Discover via ...  Succeeded nb bst_POP Cisco Router Cisco 2514

174,111 Discover via... Succeeded nbi bst_caore Cigco Router Cisco 2514

8 173.1.5.2 Discover via ...  Succeeded nb Big_dlient-server Cisca Router Cisco 1604 Succeeded

S 172,22,10,1 Discover via ... Succeeded nb MY_core Cizco Router Cisco 2514 Succeeded
 172,22,10.2 Discover via ...  Succeeded nb MY arbitrator Cisco Router Cisco 3620 Succeeded (|
< [l | b
Return from Device: [bst_netman#] -

Sending "show run™ command

Sending "exit” command

Telnet to [192. 168, 1. 10] Disconnected

SNMP get device interface and IP successfully via Network Server(173.48.226,121) , time: 2. 22 second(s)
Add bst_netman successfully, (16ms)

Retrieve cdp neighbor via SNMP successfully.

Discovery of 192, 168, 1, 10 complete

4 o

Digcaver Live Network Elapsed time: 00:00:56

Discovering [172.16.3.3]; discovered 42 IP Address{es), found 31 device(s) within 00:00:56.
Successfully discovered: Cisco I0S Switch:8, Cisco Router:21, Foundry Switch:2 |

Net3rain

Double Your Brain Power
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Live Discovery Options: Live Access

QO Select the method to retrieve data from a device: e
<+ Telnet and SNMP Teet and Sivp
«» SSH and SNMP Telnet/55H and SNMP
% Telnet/SSH and SNMP P

(4

o
%

SNMP only (select this option will get incomplete configurations. Some

functions such as configuration analysis and L2 topology may not work

well).

O If a device is not accessible via SNMP, the system will not treat the device as a
Cisco router and issue I0S show commands to retrieve the data

G = e
; [Map | Live Access [ Monitor | Route Table | Others |
Q0 Change the SNMP/CLI timeout T
O You can select to keep the S B [jsecnds QI 30 [ Seconds
domain name NetworkServer 2 2] Seconds
Q Enter the order of the type of BRI h
. 1@ Trim all strings after dot in SMNMP hostname
Interfaces to be used as the 1 Trim following domain names from SMMP hostname
management interface

Management Interface Selection Crder

Enter the interface type order and then dick the Apply button to batch
get the management interface.

lnopback;vian;ethernst | Apply |

Net3rain

Double Your Brain Power
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Live Discovery Options: Discovery Process

U The discovery technology: check all in most
cases.

O Discovery depth: define how deep you want to
discover (starting from the seed devices, how
many level of neighbors to try).

U Scan subnets after discovery via seed devices is
done.
<> Scan destination subnets: the destination
subnets in the route table.
X8 Scan all connected subnets: the subnet
directly connected to the device interfaces.
% This can be really time consuming if the
subnet includes a large number of IP
addresses. You can define the minimum

mask to narrow it down. For example, 30.

U Define Do-NOT-Scan IP or device types such as
IP phones.

© 2013 NetBrain Technologies Inc. All rights reserved.

i 7 ™
Options of Discovery l&]

Discovery depths: 30

Scan after Seed Discovery

|} Scan destination subnets

["]5can all connected subnets

Minimum mask bits: =

Discovery Technology

[¥] Uge COP to dizcover neighbor devices
[¥]Find routing protocal neighbor via SNMP
[¥] Use CLI routing table to discover next-hops

| Retrieve inventory information of Device Module fInterface

(0] Cancel
Lok | | Cancel |

Net3rain
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Tune Live Discovery Results

The discovery report is displayed in the Workspace Manager. Pay attention to the following:

O  Unknown IP

<> Username Password mismatch: add more username/password pairs in the live network
settings and then rediscover these IP.

> Incorrect Privileged Password: add more privileged passwords and rediscover them.

s Others: make sure that these IP can be accessed by NetBrain Network Server. Quite
possibly the Network Server IP is not in the ACL permission of these devices.

Missed Devices: remove them if they are not in your network any more.

Discovered by SNMP: these devices are not accessible by CLI. Edit the live network settings

and rediscover them.

0  Unknown SNMP sysObjectID: add the system object ID into the vendor/model and rediscover
these devices.

(W

r T
W Workspace Manager == & |
-
T ® Unknown TP :
IR ; Rediscover
Username Password Mismatch IP addresses that failed Telnet/SSH or SHMP,
Incorrect Privilege Password IP Address Collect from Device Interface Interface Description Collect Source Description Discovered A
5 Omerz i 197.168.1.114 bst_netman (152, 168. 1. 10) Routing Table Routing nexthop  2012-02-16 0
;3 M';;Z‘:gzwc::'ces 192.168,1.8  bst_netman (192, 168,1.10) Routing Table Routing nexthop  2012-02-16 (
-
=T 192.168.1.116 bst_netman {192,168, 1. 10) Routing Table Routing nexthop  2012-02-16(
iy, Discovered by SNMP i 2 i -
(@ Unknown SNMP sysObjectiD 173.48.226.1 NB-BosFWw1 outSfde[l?qu. i Rouﬁng Table Rout!ng nexthop  2012-02-13
ES) Undassified Network Devices 72.85.225.1 PIN1 outside{72.85.... Rnuﬁng TEPIE Routing next hop  2012-02-13
E,’-L_,‘ Duplicated 1P 166.175.1.2 bst_Internet (174.1.1.2) Routing Meighbor ~ BGP 2012-02-09
IP Unnumbered Interfaces
i MPLS Cloud
i m . P

Unknown IP Count:6 Filter
i)
Net3rain
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Device Setting

L Device setting is used to access the live network (e.g. retrieve live data and telnet/SSH).
+» Shared device settings: the settings used by Network Servers to access the live network.
They are automatically set by the discovery process.

s Telnet/SSH CLI settings: the settings used only by the Workstation to telnet/SSH to devices.

¥ ]
Shared Device Setting:BST-CORE - F | 8|
Menagement P: 172 16.5.1 * tvesons{ip __ |(Pna. Live Network Settings
Telnet{55H Credential for benchmark and execute show commands
Usermame:  netbrain D = Tu ne lee Access
Fassword: eessssss [Fl- d .
Live Network Discovery
Telnet/SSH Parameters
-’-ﬂ Access Mode: @ Telmet (71 55H Port: 23 F—
' Enable Password: e E] F=
Mon-privilege Prompt:  BST-CORE> E=
I Privilege Prompt: BST-CORE# [ AUtQ mate
Login Prompt:  username: F=
Password Prompt:  password: Lall ==
o | _
SMNMP Community Strings
A Versiom: (Vi @Vzc CIV3 Port 161 -
Fad 3
RO: nb2 - El—
RW: netbrain2 - Fl— |
Access Method
< Metwork Server: [NS 1-ext - | F—
g _
Server Jumpbox: [I‘-.Ione » | s/
L]
Apply above settings to device group l—AH Devices— v]
Srain

© 2013 NetBrain Technologies Inc. All rights reserved.
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System Benchmark

U The difference between benchmark and live discovery
++ Live discovery process discovers new devices in your system. The devices are

automatically added into the workspace.
s Benchmark process collects live data for all network devices in the workspace.

Baseline data is updated as well as the L2/L3 topology.

O What data is benchmarked?

Configuration files

Route tables

L2 data, ARP/CDP/MAC tables

STP table

Inventory data of device/module/interface
Customized show commands

K/
0’0

)
0‘0

e

hS

XS

hS

X3

*

X/
0‘0

O Why benchmark?
s Benchmarked data is used to build or update L3 and L2 topology so that you can

keep your workspace update-to-date.

** Benchmarked data is a snapshot of the network at a specific point in time and you
can find out what changes were made during troubleshooting or design.

*%* Auto update maps.

Net3rain
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Schedule System Benchmark

U The benchmark task can be scheduled. The frequency depends on how often the
network changes. For example, once a week.

O The L2 topology and dynamic device group/link group can be auto updated.

O The benchmark includes three steps: retrieve live data, build L3 topology and build
L2 topology. The status can be viewed from the Workspace Server web page.

Device || Device Group || System Benchmark || Show Command Benchmark || DataFolder |

Last Benchmark: Finished at 2011-02-05 19:48 (28 minutes ) \iew Log
Destination DataFolder : 2011-02-05

Next Benchmark: The benchmark task was not defined.

Dizable Benchmark | I Start Benchmark Now
Schedule task: Start day: Start time:
Once - 2011-08-05 19:17:44
—Live Data
Configuration File ARP Table
Route Table MAC Table
CDP Table [¥] sTP Table

[+ Inventory Information owevice,fl-!ndulef}:nterlace (Very time consuming)

— Options

Auto build L3 network topology after live data retrieved
[¥] Auto build L2 network topology after live data retrieved

[C] Recalculate Dynamic Device Groups NOW see this in aCtional-

[ Recalculate Link Groups

Submit

Sl
© 2013 NetBrain Technologies Inc. All rights reserved. NetSrain
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Topics

NetBrain Overview
Setup the Workspace
Manage the Workspace

e kS

Troubleshooting
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Manage Workspace

0 Manage network devices
+ Tune live access
s Add new devices
s Remove devices

*» Organize devices: device groups, link groups and sites

U Manage L3 topology
¢ Duplicate IP addresses
s MPLS clouds

«» Unnumbered IP interfaces

0 Manage L2 topology
¢ Build L2 topology for a LAN segment

U Manage the data

/7

«» Remove old benchmarked and L2 data

© 2013 NetBrain Technologies Inc. All rights reserved.
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Tune Live Access

Use Case:

** The credentials to access the device
(username/password/enable
password/SNMP) changes.

+* The hostname or other inventory data
changes.

+* The device is added to the workspace
by importing configurations and
device setting is not created yet.

Objective:

«* Tune live access to check/reset the
device setting, hostname or other
inventory data.

* Remove devices with hosthame
changes.

» Check the log of devices which the
system failed to ping or telnet.
Remove the devices from the
workspace if they no longer exist in
your network.

L)

.0

© 2013 NetBrain Technologies Inc. All rights reserved.

Check the reach-ability of live devices by looping through the credentials defined in Network Settings until the correct one is found.

Device Group: |lzb2

Search Device:

Find |

| INE;
Ping [192. 168, 1,248] via Network Server{173.48.226,119)

Failed:Request timed out

Ping [192, 158.1.248] via Metwork Server{173.48.226.119)

Failed:Reguest timed out

| Ping [30.30.30.254] via Metwork Server(173.48.226.119)

Failed:Request tmed out

Ping [30.30.30,254] via Network Server(173.48.226,119)

Failed:Request timed out

Send RO = [nbZ][version:vZc] ta [192.168.1.248] via Metwark Server{173.48.226.119)

Failed:SNMP ++ Get Error, SNMP ++: SNMP request timed out (-5,

)
Send RO = [nbZ][version:v1] to [192,168. 1.248] via Network Server(173.48.226.119)

Failed:SNMP ++ Get Errar, SMMP ++: SMMP request timed out (-5)
Send RO = [netbrain] [version:v2c] to [192. 168, 1,248] via Network Server(173.48.226,113)
Failed:SNMP ++ Get Error, SNMP ++: SMMP request timed out (-5)

Device name Ping Management IP Telnet/S5H Legin Enable SNMP RO Hostname Vendor Model =

[ = REMOTE-SITE Succee,.. 17216.71.2 Succeeded Succee.., Succeeded nb2 Unchanged Cisco 2513

& & nrrop Succee... 172.16.3.2 Succeeded Succee.., Succeeded nb2 Unchanged Cisco 2514

[ @ nr-oFFICE2 Succee... 172.16.3.3 Succeeded Succee... Succeeded nb2 Unchanged  Cisco 2501 |3

M ® ny-coRe Succee... 172.16.12.2 Succeeded Succee,.. Succeeded nb2 Unchanged Cisco 2514 lir

[ # ny-ARBITRATOR Succee... 172.16.10.2 Succeeded Succee... Succeeded nb2 Unchanged Cisco 2651

[ = nB_HPProt Succee...  192.168.1.245 Succeeded Succee... Succeeded nb2 Unchanged HP J50194

M = NB_Foundry_SW1 Succee..., 192.168.1.249 nb2 MB_Foun.., Foundry FESX424,., L

[ @ NB_Extremesw Succee.., 192.168.1.246 Sucreeded Succee... Succeeded nb2 Unchanged Extreme summit48si

[ ® Lacore Succee...  10.100.100.41 Succeeded Succee... Succeeded nb2 Unchanged  Cisco 2501

M # ChkPointR65-BINE  Failed

M ®capcz Succee... 10.100.40.12 Succeeded Succee... Succeeded nb2 Unchanged Cisco 2514

M @ caoct Succee... 172.16.40.11 Succeeded Succee... Succeeded nb2 Unchanged  Cisco 2611

M § capcerri Succee... 172.16.44.1 Succeeded Succee.., Failed nb2 Unchanged  Cisco PIX Firew. .. o
I Stoy Network Settings. | | Help |

Net3rain
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Add New Devices into Workspace

Use Case:

** The network devices in your network are
not in the workspace.

Objective:

X/

** Rediscover your network using all devices
in the workspace as the seed devices. (For
a constant changing network, you can
schedule rediscovery of your network).

Discover certain devices via scan IP ranges.

Import configurations to the workspace.
(Note: Drag-and-drop configuration files
into NetBrain does not add devices to the
shared workspace permanently. You need
to start Import Configurations from the
menu.)

» Add a generic device for devices not
accessible by NetBrain or those cannot be
discovered for any reason.

) K/
0‘0 0‘0

L)

© 2013 NetBrain Technologies Inc. All rights reserved.

102.168.3.16/24
i" al

192.168.3.0/24
BST,POP1
7 1.1.1.16
& Clsco-2514
s
A

L
/o

& o
Ayt = Generic Device
g‘llﬁ'ﬁaj _..--""'J 5? {e ;
¥\ BST-FW.natbrain (unclassified firewall)
___..--_-;;}Iag__f‘*“‘i 192.168.3.19
S il et
& pt e\
182 168.77.0/24 NE
N
/ >, \
§~ <,
e T\
LY \
/& @2
g Qn:‘ 202.202.202.0/24
3 L
. 3
BST_ACC_1 -
71310177 ;
Clsco-1005 BST_ACC_2
1.4.4.18
Cisco-2514
)
3 o
NetSrain
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Remove Devices from Workspace

Use Case:
s The network devices in the workspace are no longer in your network.

Objective:
** Remove the devices no longer in your network from the workspace (from the Workspace
Pane or Workspace Server web page).
** Run the live discovery using all devices in the workspace as seed devices (you can set the
discover depth as 1 so that only the current devices and their neighbors are discovered).
Devices not in your network are reported in the Missing Devices section of Workspace
Manager. You can remove these devices from the workspace.

v
9 Workspace Manager : = S

2 Unknown IP
Username /Password Mismatch
Incorrect Privilege Password Hostname Management IP Device Type sysObjectlD ‘endor Model Last Modified Time

Devices exist in current workspace but failed to be verified in last discovery.

o # VPLS-PE 172,16.60.41 Cisco Router 2012-03-14 22:24:31
o istotsr sd Devices = |sblosSwitch4  192.168.1.253  CicoIO5Switch  1.3.6.1.41.9.1.. Cisco catalyst?912XL  2012-03-26 12:53:16
[, Discovered by SNMP
(@ Unknown SNMP sysObjectiD
[:5] Undassified Metwork Devices
[%5] Duplicated 1P
IF Unnumbered Interfaces
itz MPLS Cloud

4| 1 | 3

Missed Devices Count:2 K @
Net3rain
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Define Dynamic Device Group/Link Group

Use Case:

+* Organize a large number of devices into manageable sub groups.
+* Share and auto update maps for device groups and link groups.

Objective:

X/

configurations, vendor, etc.

J/

Note:

» While the link groups are mainly used
to group the interfaces, it’s also fine to
include all interfaces in a link group.

» The NetBrain system automatically
defines and creates some commonly
used dynamic device/link groups.

» An admin can use variables to define a
link group (e.g., #VRF_name). End-users
can enter the variable value while
mapping the link group.

© 2013 NetBrain Technologies Inc. All rights reserved.

% Define the shared device groups (link groups) using device hostname, IP address,

+* Define the shared link group using interface IP, VRF, routing protocol, multicasting mode, etc.

Boston Multicasting Device Group
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Define Site

Use Case:
¢ Create a site view of your network.
+ Share and auto update maps for network sites.

Objective:

X/

+* Divide network devices into child sites by defining the border routers or dynamic search
criteria.

+* Create an overall map of the whole network or site map for a child site.

Note:

» Sites can be hierarchical, i.e., a child
site can have its child sites.

» A device can only belong to a site of
the same level.

» In the current release, the search
criteria for a site is not saved in the
database so the site is not auto updated
after benchmark or discovery.

Net3rain
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Manage Duplicate IP Addresses

Use Case:
¢ There are duplicate IP addresses in your network.

+» Two devices with different hostnames but pointing to the same device in the workspace.
This can be caused by hostname change.

Objective:

X/

interface.

%+ Check the duplicate IP addresses and select a device for which you want to enable the

+* Remove the outdated devices with duplicate IP addresses from the workspace .

o
g Workspace Manager

=[3] = ]

Flease enable the proper IP and interface to build your network topology, then dick apply.

m
o
o1
=
m

AR

HEEE

P

= [l
IS |

SO E

-

IP Address

172.16.60.1
172,16.60.1
172.16,60.21
172.16.60.21
152,163.200....
192,163.200....
10,10,10,1
10,10,10.1
10.10.10.1
111,11,11.1
111.11.11.1
111.11.11.1

Device

MPLS-ISPE0
MPL5S-PE
MPLS-ISPR0
MPL5S-PE
SIDC-CT-4503E-2
SIDC-CT-4503E-1
PCE-ASA-FR
C3845_PRIM
P-ASA-FR
P-ASA-FR
PCB-ASA-FR
PCEK-ASA-PR

Interface

el

sl
g2(33
02/33
gdfi
oD
inside
outside
aofo
g0/f2

R

Description

to SIDC-CT-ExtAS-6-21.it..,
to SIDC-CT-ExtAS-5-21it...

INSIDE PCE NETWORK

GigabitEthernet0 1 securit...
GigabitEthernetd,0 securit...

TQ QUIPU PTX

=== Dmz2 &_BANKING (C...

Last Discovered Time

2012-03-31 22:57:57
2012-03-14 22:24:31
2012-03-31 22:57.57
2012-03-14 22:24:31
2012-03-1402:28:39
2012-03-1402:28:39
2012-03-14 02:28:39
2012-03-1402:21:56
2012-03-1402:25:3%
2012-03-1402:28:39
2012-03-1402:28:39
2012-03-1402:25:39

E
|

".f" Unknown IP
Username Password Mismatch
Incorrect Privilege Password Duplicated IP
Cthers All Duplicated IP
=% Discovered Devices
-ié Missed Devices 17216601
53, Discovered by SNMP 17216.60.21
(3 Urknowin SNMP sysObjectiD 192.168.200.150
23] Undassified Metwork Devices 1010101
ERIOupicorea P e
IP Unnumbered Interfaces niliag
i MPLS Cloud
‘| m
Duplicate IF Count:5
L e —
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Define MPLS Cloud

Use Case:

¢ There are multiple CE sites connected via ISP managed MPLS cloud.

¢ If you have PE router configurations, NetBrain can auto map CE & PE without MPLS cloud
Objective:

0.0

R/
0.0

Manually define MPLS cloud and automatically add CE devices based on remote BGP ASH.
Create the virtual routing table of MPLS cloud from CE routing tables.

BS T-tl-:r'.FIﬂ E2

1
NY-OFFICEZ2
. 172.16.3.3
1721622 Cisco-2501
Cisco-2501

W
s}

=
@

uw
=
& 2 &
—{ MPLS ; P
3 p
BIG-CLIENTZ2 P REMOTE-SITE
172.16.60.2 nb-mpls-1
Cisco-2505

17216.71.2
Cleco-2513
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Connect IP Unnumbered Interfaces

Use Case:

** The IP unnumbered-configured interfaces are disconnected from each
other.

Objective:
¢ Connect the IP unnumbered interfaces via CDP or manually.

ﬁ s0/1 ip unnumbered 192.168.3.3 ﬁ
ip unnumbered 192.168.1.2 a0/

Fouter? FRoutar3

Net3rain
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Build L2 Topology for a LAN Segment

Use Case:
s The L2 topology automatically built after the benchmark process is outdated and you do
not want to wait for the next benchmark process.
Objective:

X/

%* Discover L2 topology for certain LAN segments.

9 Decove 2 opoiey o N == =

Input LAN Segment{s)

192, 168.1,0/24 | Import LANS

e.g. 192.168.1.0/24 or 10.1.1.0/24;172.16.0.0/24

e

Devices | Switch Connectivity | wiitch Group | One-IP Table | LAN Segment |

Switch Mame Pert Mame Switch Name Peort Name
lablosSwitch3 0,10 lablosSwitchl /24 h
lablos5Switch3 /1 lablosSwitchl f0/9
lablosSwitch2 /e lablosSwitchd f0/1
lablosSwitch2 fo/12 lablosSwitch3 f0/12
lablosSwitch2 /1 lablosSwitchl 0,10
350041 0,10 2900%L-2 /2
2900XL-1 0/5 lablosSwitch3 03
2900%L-1 0,22 35001 0,12
Progress Log:  Completed to discover 192.168.1.0/24

-Discovery 132, 168.1.0/24 Completed!—

| Compeed o dacover L2 Topolog of LAV . =

s — — =) © @
Net3rain
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Manage Historical Data

Use Case:
** The benchmarked data is not useful any more.
¢ DHCP is used in your network and you want to remove old entries of One-IP table.

Objective:

X/

** From the Workspace Server web page check on the setting to let the system delete the
benchmarked data or One-IP table entries older than a certain number of days.

Davice | Device Group || System Benchmark || Show Command Benchmark | DataFolder | Data Storage Settings

DataFolder Storage setting

Delete DataFolder saved in Enterprise Server older days
=, =

automaticalhy.

One-IP Table Storage setting

|:| Delete One-1F Table entries older than T days automatically.

Now see this in action...

Net3rain
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Topics

NetBrain Overview
. Setup the Workspace
Manage the Workspace

BwN e

. Troubleshooting

)
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General System Issues

Cannot login to the License or +»» Restart WWW services (which will restart NetBrain License

Workspace Server Web Page Server).
¢ Submit a ticket to NetBrain.
+» Zip all files under <NetBrain Install Dir>\Enterprise

Server\WebServer\log and send it to support@netbraintech.com .

The Network Server is down or +* Confirm that the Workspace Server can telnet to port 7813 of
cannot connect to the Network Network Server and Workstation can telnet to 9099 of Network
Server Server.

+* Restart the NetBrain Benchmark Service and nbproxyserver
services in Network Server.

+» Submit a ticket and zip all files under <Network Server Install
Dir>\Network Server\Log to support@netbraintech.com.

The Workstation data is not +* Refresh the workspace in Workstation

synchronized with the server +» Sometimes some old data from the earlier version may not get
synchronized. Remove all files under <NetBrain Workstation
Installation Dir>/userdata/baseline/<unique name> .

The Workstation crashed +» Create the tech support log from Workstation and send it to
support@netbraintech.com
+* Submit a ticket to NetBrain

Net3rain
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Failed to Discover Some Devices

Issue:

X/

Action:

<> Some devices were not discovered by the live discovery process.

X8 Click an entry in the discovery window to view the detailed discovery log. The log provides some hints
as to why the system did not discover the device.

X8 The discovery results are displayed in the Workspace Manager. You can take actions there, e.g., add a
login credential and rediscover devices; add the vendor/model for a system Object ID; etc.

Device Spec table.

X8 Discover IPs and IP subnets via scan IP range.

torkspace | 2Topology  Map _ View
g ooty - adin 3a =
elect the discovery method
eed Routers Scan TP Rar
d Workspace
Stop tand SHA ) e
Discovered devices

1P Address Discover from  Ping SuP Hostname: DeviceType  Vendor Model Telnet/SSH  Configuration  sysObjecti 4
§192.188.1.5  Discovervia... Succeeded Succeeded

192,168,248 Discovervia . Succeeded b2 NB_FoundFEX424 01 Foundry Swi... Foundry FESX424Router Succeeded 13,614,191,
< 192,168,1.139 Discovervis.. Succeeded  nb IablosSnitch1 Cico10S 8.,  Cisco catalyst2ssD... Succesded  Succesded  13.6.1418140%
i193.168,1,253 Discovervia ... Succeeded  nb IablosSnitchd Cico10SS... Cisco catelyst29120  Succeeded  Succeeded 418120
17221201  Discovervia.. Succeeded  nbl bst_core CiscoRouter  Cisco 2514 Succeeded  Succeeded

192,168.1,251 Discovervia... Succesded b IablosSnitch2 Cico10S 5., Cisco catalyst29124  Succeeded  Succesded 13 2
173,152 Discovervia ... Succeeded  nb dio_chent syt i o é‘ﬁ: Em Cisco 1604 Succeeded  Succeeded 136141311
173,151 Discovervia ... Succeeded  nb Sig_client ! 1Y coco 2514 Succeeded  Succeeded  13.6,14.19.1.3C
174112 Discovervia ... Succesded b bst_Intemet O V[ewsq{gubog Cisco 2514 Succeeded  Succeeded
3333 Discover via ... Succesded  nb NY_POP CiscoRouter = Cisco 2514 Succeeded  Succeeded
% 192,168,1.252 Discovervis.. Succeeded  nb IablosSnitcf3 Cico10S 8., Cisco Catelyst29120  Succesded  Succesded 28
©9172.22.10.2  Discovervia.. Succeeded  nb NY arbitratde CscoRouter  Cisco 3620 Succeeded  Succeeded 1361418117
« I v
Sending “show ip redirects” command B .

Discover Live Network

Device ID: bst_Internet

Received lablosSuitch4:»show ip redrects
Default gateway is 192.168.1.10

Sending “show cdp neiohbor detsil” command
Received:lablosSuitch4>show cdp neighbor detai

Discavering [40.40,40,40]; discovered 47 I Address(es), found 38 device(s) within 00:01:47,
Successfully discovered: Cisco 10S Switch:8, Cisco PIX Firewall: 1, Cisco Router: 28, Foundry Switch: 1, Juniper Router: 1

Elapsed time: 00:01:47

© 2013 NetBrain Technologies Inc. All rights reserved.

X4 If your network uses non-standard show commands to retrieve data, you can customize them in the
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Failed to Retrieve Data

The system failed to retrieve data from the live network.
The system failed to retrieve data in the monitoring process.

Tune the shared device setting for the device. If it succeeds, retrieve the data again. (If

credentials have changed for a large number of devices, run the tune live access for the whole
workspace).

Confirm that you are able to telnet/SSH to the device from the Network Server. All data retrieval
operations are done through the Network Server.

If your network uses non-standard show commands to retrieve data, customize them in the
Device Spec table.

In case that the system failed to retrieve the CPU/Memory data in the monitoring process, you
can try modifying the SNMP OID to retrieve these data in the Device Spec table.

)
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L3 Connections are not Accurate

Issue:

/7
0’0

Action:

%

Devices in the same subnet are not connected on the L3 map.

Check the current baseline configuration files of the involved devices. NetBrain builds L3 topology
from the baseline configurations (which is usually the latest benchmarked data). Confirm that the
data is accurate and up-to-date. NetBrain may fail to retrieve data in the benchmark process if the
device settings are not properly set. Check the device settings.

Check the duplicate IP manager. If there are two devices with duplicate IP addresses, NetBrain picks
one interface and discards other interfaces. You can select the interface for a duplicate IP address.

The devices connected to MPLS cloud are not connected: you need to manually add a MPLS cloud to
connect all CE devices together.

If there are unnumbered interfaces, NetBrain will not connect them since we build L3 topology based
on IP. You can manually connect unnumbered interfaces.

If none of the above applies, submit a support ticket at http://www.netbraintech.com/netbrain-
support/submit-a-ticket.php. Create a map to include all devices and run local benchmark for all
devices on the map (click Benchmark > Retrieve Live Data from the map floating menu) and then
send the map file to support@netbraintech.com.

)
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L2 Connections are not Accurate

Issue:

/7
0’0

Action:

K/
0’0

L)

7 7
0‘0 0‘0

The L2 connections are missing or inaccurate.

Check the current baseline L2 data (CDP/MAC/ARP table) of the involved devices. NetBrain builds L2
topology from the baseline data (which is usually the latest benchmarked data). Confirm that the L2
data is accurate and up-to-date. NetBrain may fail to retrieve L2 data in the benchmark process if the
device settings are not properly set. Check the device settings.

If the switch between the involved devices is not in the workspace, the L2 topology may not be
accurate. Discover the switch and build L2 topology again.

Try LAN discovery for the LAN segment from the Workstation.

If none of the above works, submit a support ticket at http://www.netbraintech.com/netbrain-
support/submit-a-ticket.php. Create a map to include all devices and run local benchmark for all
devices on the map (click Benchmark > Retrieve Live Data from the map floating menu) and then
send the map file to support@netbraintech.com.
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