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Results in Brief

Evaluation of DoD Biological Safety and
Security Implementation

April 27, 2016

Objective

The objectives of this project were to:

1) assess the uniform application of
biosafety and biosecurity policy and
directives, plans, orders, and guidance
across DoD Component laboratories

that were conducting research using
biological select agents and toxins (BSAT)
and 2) evaluate DoD biological safety

and security oversight at laboratories;

DoD Component biological safety and
security compliance with Federal, DoD,
and Service policy; and DoD and Component
actions on recommendations from previous
Government Accountability Office, Defense
Science Board, and Defense Health

Board reports.

Findings

We found that:

e DoD had not maintained biosafety and
biosecurity program management,
oversight, and inspections of its BSAT
laboratories according to applicable
Federal regulations.

e BSAT laboratories in Military
Services were inspected according
to different guidance, standards, and
procedures, risking dangerous lapses
in biosafety practices.

e Lack of coordinated oversight of DoD
laboratories led to multiple, missing,
and duplicative inspections, and,
therefore, an excessive administrative
burden that could interfere with
scientific research performance.

Visit us at www.dodig.mil

Findings (cont’d)

¢ Inspection quality varied as inspection team members
sometimes lacked necessary training or sufficient
experience and expertise, or a combination of each.

¢ DoD did not require that deficiencies identified by
inspections were tracked and remain corrected after
they were initially closed.

e DoD lacked a single coordinating entity to oversee and
manage biosafety and biosecurity deficiencies in high
risk BSAT laboratories.

As a result, DoD BSAT laboratories have:

¢ used protocols that were not validated for their
intended use,

¢ been inspected irregularly or not at all, and

¢ had significant deficiencies and vulnerabilities
that were not corrected by DoD management.

Consequently, the health and safety of the public was
put at risk of inadequate protection from exposure to
biological pathogens.

DoD leadership has taken actions to address the anthrax
biosafety protocol failures identified at Dugway Proving
Ground in May 2015, including those based on the
recommendations of a Comprehensive Review Committee
established by the Under Secretary of Defense for Acquisition,
Technology, and Logistics.

Several of the DoD leadership actions based on recommendations
from the Review Committee may be difficult to implement as
they appear contradictory to oversight community standards.
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Recommendations

We recommend that the Deputy Secretary of Defense
appoint a single Executive Agent responsible for

biosafety and biosecurity to perform the following tasks:

e track all internal and external inspection results
and ensure appropriate corrective actions
are taken,

e ensure that all BSAT laboratories are inspected
regularly according to a standardized set
of criteria,

e coordinate external technical and scientific
peer reviews, and

¢ develop standardized training for inspectors,
and ensure inspection teams consist of personnel
with appropriate experience and expertise.

We recommend that the Under Secretary of Defense
for Acquisition, Technology, and Logistics:

e issue guidance that all Department of Defense
BSAT laboratories implement internal technical
and scientific peer review functions that address
both biosafety and biosecurity issues, and

¢ develop implementing guidance that requires
site-specific laboratory security vulnerability
assessment findings be included during Biological
Select Agent and Toxins laboratory inspections.

ii | DODIG-2016-078 (Project No. D2015-D00SP0-0054.000)

Management Comments
and Our Response

The Under Secretary of Defense for Acquisition,
Technology, and Logistics responded to the
recommendations in this report on behalf of the
Deputy Secretary of Defense, and agreed with
all recommendations.

The Under Secretary of Defense for Acquisition,
Technology, and Logistics stated that the Office of the
Under Secretary of Defense for Acquisition, Technology,
and Logistics is drafting a DoD Directive for the

DoD BSAT Biosafety and Biosecurity Program that
establishes policy and designates and defines the role

of the Secretary of the Army as the DoD Executive Agent
for the DoD BSAT Biosafety and Biosecurity Program.

Management’s responses addressed all specifics of

the recommendations in this report, and no further
comments are required. We request that the draft

DoD Directive be forwarded to us for review.

Management comments to the draft report are included,
beginning at page 92 of this report. Please see the
Recommendations Table on page iii. If you have
additional comments on this report, please forward
them by May 31, 2016.



Recommendations Table

Recommendations No Additional
Requiring Comment Comments Required

1.3, 1.b.(1), 1.b.(2), 1.b.(3), 1.b.(4),
2.3, 3.3, 3.b.,3.c,3.d,4.a

Management

Deputy Secretary of Defense

Under Secretary of Defense for Acquisition,

Technology and Logistics 2.b,4.b

Please provide Management Comments by May 31, 2016.
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INSPECTOR GENERAL

DEPARTMENT OF DEFENSE

4800 MARK CENTER DRIVE
ALEXANDRIA, VIRGINIA 22350-1500

April 27,2016

MEMORANDUM FOR DEPUTY SECRETARY OF DEFENSE
UNDER SECRETARY OF DEFENSE FOR ACQUISITION,
TECHNOLOGY, AND LOGISTICS

SUBJECT: Evaluation of DoD Biological Safety and Security Implementation
(Report No. DODIG-2016-078)

We are providing this report for information and appropriate action. We conducted this
assessment from December 2014 to April 2016 in accordance with the “Quality Standards
for Inspections and Evaluations,” published in January 2012 by the Council of Inspectors
General on Integrity and Efficiency.

We considered management comments on a draft of this report when preparing the

final report. DoD Instruction 7650.3 requires that the recommendations be resolved
promptly. Comments from the Under Secretary of Defense for Acquisition, Technology, and
Logistics, on behalf of the Deputy Secretary of Defense, addressed all the specifics of the
recommendations. The Office of the Under Secretary of Defense for Acquisition, Technology,
and Logistics has been directed to draft and coordinate a DoD Directive that outlines the roles
and responsibilities that will meet the intent of all recommendations contained in this report.
We request that this draft DoD Directive be forwarded to us for review prior to its issuance.

Should you have further comments to this report, please send them in a PDF file to SPO@dodig.mil.
Copies of your comments must have the actual signature of the authorizing official for your
organization. We cannot accept the /Signed/ symbol in place of the actual signature. If you
arrange to send classified comments electronically, you must send them over the SECRET
Internet Protocol Router Network (SIPRNET).

We appreciate the courtesies extended to the staff. Please direct questions to _

o I - We wil

provide a formal briefing on the results if management requests.

—F o |
i{\f% At :“ﬂ i _-’C gﬂ =

= I{EﬂLgth P. Moorefield
Deputy Inspector General
Special Plans and Operations
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Introduction

The Department of Defense maintains a Chemical and Biological Defense Program
as part of its layered, integrated defense against chemical, biological, radiological,
and nuclear threats. Research using biological agents and toxins takes place in
military and civilian laboratories, and is critical for the development of public
health and medical tools, such as vaccines, drugs, and sensors, to protect both the
civilian and military populations. Because these biological agents and toxins are
inherently dangerous to laboratory workers and the general public, Congress has
enacted legislation to provide oversight of all laboratories that use these pathogens.

Biological Select Agents and Toxins (BSAT) is the term used to designate
biological agents! and toxins? that could pose a severe threat to public health and
safety, animal and plant health, or animal and plant products. The Department
of Health and Human Services (HHS) and the United States Department of
Agriculture (USDA) regulate the possession, use, and transfer of BSAT under the
Select Agent Regulations, and jointly enforce the Federal Select Agent Program
through the HHS Centers for Disease Control and Prevention (CDC) and the USDA
Animal Plant Health Inspection Service (APHIS) at the CDC’s Division of Select
Agents and Toxins in Atlanta, Georgia.

The CDC maintains a list of BSAT that might be harmful to humans, while APHIS
determines which BSAT may be harmful to animal or plant health. The combined
list currently numbers more than 60; the total number can change because the
list is reviewed biennially as biological materials are added or taken off the

list. On the BSAT list are biological materials such as anthrax, the Ebola virus,
plague (Yersinia pestis), avian influenza virus, smallpox (Variola major) virus, and
the SARS [Severe Acute Respiratory Syndrome] virus.

1 Biological agent means any microorganism (including, but not limited to, bacteria, viruses, fungi, rickettsia, or
protozoa), or infectious substance, or any naturally occurring, bioengineered, or synthesized component of any such
microorganism or infectious substance, capable of causing death, disease, or other biological malfunction in a human,
an animal, a plant, or another living organism; deterioration of food, water, equipment, supplies, or material of any kind;
or deleterious alteration of the environment. Public Health-Select Agents and Toxins, 42 C.F.R. 73.1.

Toxin means the toxic material or product of plants, animals, microorganisms (including, but not limited to, bacteria,
viruses, fungi, rickettsia, or protozoa), or infectious substances, or a recombinant or synthesized molecule, whatever
their origin and method of production, and includes any poisonous substance or biological product that may be
engineered as a result of biotechnology, produced by a living organism; or any poisonous isomer or biological product,
homolog, or derivative of such a substance. Public Health-Select Agents and Toxins, 42 C.F.R 73.1.



BSAT Legislation and Executive Orders
2001-023

Following the anthrax attacks of 2001 that resulted in five deaths, Congress
significantly strengthened oversight of select agents by passing the USA PATRIOT
Act in 2001 and the Public Health Security and Bioterrorism Preparedness

and Response Act of 2002. These two acts required HHS and USDA to publish
regulations for possession, use, and transfer of select agents (Select Agent
Regulations, 7 CFR Part 331, 9 CFR Part 121, and 42 CFR Part 73).

2009

On January 9, 2009, President Bush signed Executive Order No. 13486,
74 Federal Register 2289, “Strengthening Laboratory Biosecurity in the
United States,” January 9, 2009, which established a working group to

review the effectiveness of biosecurity policies regarding select agents.

2010

President Obama issued Executive Order No. 13546, 75 Federal Register 130
“Optimizing the Security of Biological Select Agents and Toxins in the United States,”
July 8, 2010, that directed HHS and USDA to, as a part of their ongoing review,

tier and consider the reduction of the select agent list, and to establish physical
security standards for select agents with the highest risk of misuse. A final rule
published on October 5, 2012, designated Tier 1 select agents, reduced the number
of agents on the select agent list, and established physical security for Tier 1 select
agents. The subset of select agents designated as Tier 1 present the greatest risk
of deliberate misuse with significant potential for mass casualties or devastating
effect to the economy, critical infrastructure, or public confidence.

BSAT Research in the Department of Defense

According to the 2014 DoD Annual Report to Congress, the mission of the

DoD Chemical and Biological Defense Program (the Program) is to enable the
warfighter to deter, prevent, protect, mitigate, respond, and recover from
chemical, biological, radiological, and nuclear threats and effects as part of

a layered, integrated defense. The Program develops medical and physical
countermeasures to protect the warfighter from chemical and biological threats.*

3 www.selectagents.gov/history.html.

4 2014 Department of Defense Chemical and Biological Defense Annual Report to Congress, March 2014, p. 3.



Research on biological select agents and toxins is critical for the development and
availability of public health and medical tools that are needed to detect, diagnose,
recognize, and respond to outbreaks of infectious disease of both natural and
man-made origin. Such tools developed by the Program consist of the following:

e vaccines and drugs,

e personal protective equipment,
e environmental sensors,

¢ decontamination protocols, and

e environmental and medical surveillance capabilities.

The Office of the Assistant Secretary of Defense for Nuclear, Chemical, and
Biological Defense Programs is responsible for developing policies, providing
advice, and making recommendations on biological safety and security within
the Department of Defense.®

Definitions

+ Biosafety: the development and implementation of administrative
policies, microbiological practices, facility safeguards, and safety
equipment to prevent the transmission of potentially harmful biological
agents to workers, other persons, and the environment.®

¢ Containment: safe methods, facilities, and equipment for managing
infectious materials in the laboratory where they are handled
or maintained.’

+ Risk assessment: considers engineering controls, practices, protective
equipment, and facility design determined to be appropriate for the
specific operations performed with infectious agents. It allows for the
categorization of the work into four biological safety levels (BSLs), which
are assigned in ascending order based on the degree of risk.?

+ Biosecurity (laboratory): the protection of, control of, and accountability
for high-consequence biological agents and toxins and critical relevant
biological materials and information within laboratories to prevent
unauthorized possessions, loss, theft, misuse, diversion, or intentional
release.’ Biosecurity is achieved through an aggregate of practices

Department of Defense Instruction 5210.89, “Minimum Security Standards for Safeguarding Biological Select Agents
and Toxins,” April 18, 2006.

Department of Health and Human Services, Office of the Assistant Secretary for Preparedness and Response, “Report
of the Working Group on Strengthening the Biosecurity of the United States,” October 1, 2009, pages 143/149.

7 ibid.
Department of Health and Human Services, Office of the Assistant Secretary for Preparedness and Response, “Report
of the Working Group on Strengthening the Biosecurity of the United States,” October 1, 2009, page 7/149.

Department of Health and Human Services, Office of the Assistant Secretary for Preparedness and Response,
“Report of the Working Group on Strengthening the Biosecurity of the United States,” October 1, 2009, page 143/149.



including the education and training of laboratory personnel, security risk
assessments, BSAT access controls, physical security (facility) safeguards,
and the regulated transport of BSAT.

BSAT Laboratory Oversight

The Federal Select Agent Program'! enhances the Nation’s oversight of the safety
and security of dangerous biological agents and toxins. The program promotes
laboratory safety and security to minimize the inherent risks that accompany work
with select agents. This is done by strengthening oversight, inspecting entities
working with select agents, and assisting the regulated community by providing
guidance and support. There are 347 entities registered with and inspected by
the Federal Select Agent Program, and approximately 11,000 individuals who have
been approved to access select agents.'> Nine of these 347 entities are in the DoD.

DoD is required to provide oversight of DoD BSAT laboratories in accordance with
Department of Defense Directive 5210.88, “Safeguarding Biological Select Agents
and Toxins,” February 11, 2004; Department of Defense Instruction 5210.89,
“Minimum Security Standards for Safeguarding Biological Select Agents and
Toxins,” April 18, 2006; Department of Defense Manual 6055.18-M, “Safety
Standards for Microbiological and Biomedical Laboratories,” May 11, 2010; and
Service regulations. To provide some measure of the scope of the DoD BSAT
laboratory research effort and the diversity of inspection agencies, Table 1 lists
the names and locations of DoD BSAT facilities, the major command with oversight
responsibilities, and the Service inspection agencies that provide oversight.

10 ibid.
11 The Federal Select Agent Program is jointly enforced by the HHS CDC and the USDA APHIS, as described on page 2.
12 http://www.selectagents.gov/about.html.



Introduction

Table 1. DoD BSAT Laboratory, Major Command with oversight responsibilities, and
Corresponding Service Inspection Agencies

Service Laboratory Name Labora_tory DoD Inspgctlon Agencies
Location and Major Commands
Army U.S. Army Me'dlcal . e Dept. of the Army Inspector General
Research Institute Fort Detrick, .
. e Army Medical Command,
for Infectious Maryland .
. Office of the Surgeon General
Diseases
West Desert Dugway Proving e Dept. of the Army Inspector General
Test Center Ground, Utah e Army Testing and Evaluation Command
Edgewood Chemical | Aberdeen Proving | e Dept. of the Army Inspector General
& Biological Center | Ground, Maryland | ¢ Army Materiel Command
Navy Naval Medical Fort Detrick, e Navy Bureau of Medicine and
Research Center Maryland Surgery Inspector General
Dahlgren Naval
Dahleren Surface Warfare ¢ Navy Bureau of Medicine and
& Center, Dahlgren, Surgery Inspector General
Virginia
Air Force 711 Human W“ght Patterson ¢ Air Force Materiel Command
Performance Wing Air Force Ba.lse, Inspector General
Dayton, Ohio

Source: DoD OIG

Objectives

The objectives of this assessment were to:

e assess the uniform application of biosafety and biosecurity policy and
directives, plans, orders, and guidance across DoD Component laboratories
that are conducting research using BSAT, and

e evaluate DoD biological safety and security oversight at laboratories;
DoD Component biological safety and security compliance with
Federal, DoD, and Service policy; and DoD and Component actions on
recommendations from previous Government Accountability Office,
Defense Science Board, and Defense Health Board reports.

DODIG-2016-078 | 5






Background

Background

Biosafety and Biosecurity Lapses

The chief suspect in the 2001 Bacillus anthracis (anthrax) attacks!® was a

United States Government researcher. The scope and impact of these attacks
demonstrated the need to increase domestic preparedness for biological attacks,
and BSAT infrastructure and resources expanded significantly. The suspected
involvement in the attack by a trusted researcher raised concerns regarding
protection against insider threats and the need to ensure that BSAT were properly
secured against deliberate misuse to harm public health and safety, animals,
plants, or the environment.

On January 9, 2009, Executive Order No. 13486, “Strengthening Laboratory
Biosecurity in the United States,” was issued to ensure facilities that possess
BSAT have appropriate security and personnel assurance practices to protect
against theft, misuse, or diversion to unlawful activity. An administrative review
by a Federal interagency working group of Federal policies and procedures
associated with the security of BSAT highlighted the need for significant
improvements in the structure, coordination, and oversight of BSAT activities
across the Federal Government. The following year, in 2010, the President issued
Executive Order 13546, “Optimizing the Security of Biological Select Agents and
Toxins in the United States,” which directed fundamental changes to securing
hazardous pathogens and toxins against misuse.

Executive Order 13546 directed full coordination of Federal oversight for
securing BSAT under a revised Select Agent Program/Select Agent Regulations.
It also established the Federal Experts Security Advisory Panel to provide
recommendations related to the security of BSAT.

Anthrax Inactivation Incident at the Centers
for Disease Control and Prevention, June 2014

Managers at the CDC investigated an incident at its Royal Campus in
Atlanta, Georgia, that occurred between June 5-13, 2014, in which an ineffective
Bacillus anthracis inactivation may have caused 70 workers to be at risk of

13 1n 2001, letters laced with powder form of anthrax were mailed to members of the media and Congress. As a result
of exposure to anthrax-tainted mail in the fall of 2001, 22 individuals contracted anthrax disease in four states—
Connecticut, Florida, New Jersey, and New York—as well as in Washington, D.C. Of these 22 individuals, 5 died.
(GAO-09-1045T)

DODIG-2016-078 | 7



exposure when Bacillus anthracis samples were moved from a high containment
laboratory to a laboratory with lesser protection of workers and the public.!*
According to a CDC review of this incident, the contributing actions included:

¢ use of unapproved sterilization techniques,
¢ transfer of material not confirmed to be inactive,

¢ inadequate knowledge of the peer-reviewed literature by the
scientists using the inactivation techniques, and

¢ lack of a standard operating procedure or process to document
inactivation in writing.

Furthermore, while investigating this anthrax inactivation failure, CDC officials
learned that a different BSAT agent, highly pathogenic H5N1 avian influenza virus,
had contaminated low-pathogenic influenza virus specimens, leading to samples
being shipped without the appropriate level of permitting, notifications, or safety
precautions. This contamination and the response to it was conducted without
notification of the supervisory chain of command, including division, center, and
CDC leadership.

On August 18, 2014, as a result of continued biosafety and biosecurity lapses,
senior White House staff issued a memorandum stating all United States
Government departments and agencies that operate facilities that possess, use, or
transfer human, animal, or plant infectious agents or toxins are urged to perform

a “Safety Stand-Down” which required senior leaders to review laboratory biosafety
and biosecurity best practices and protocols, and to develop and implement plans
for sustained inventory monitoring.

Federal Recommendations Applicable to BSAT
Inspections or Oversight

Following the announcement of the safety stand-down, the White House

National Security Council tasked the Federal Experts Security Advisory Panel
(FESAP) in September 2014 to identify recommendations to optimize biosafety,
biosecurity, oversight, and inventory management and control for BSAT within
90 days. FESAP responded by issuing a report in December 2014, providing such
recommendations.”® The National Science and Technology Council also formed a
Fast Track Action Committee (FTAC) on the Select Agent Regulations to organize

14 Report on the Potential Exposure to Anthrax, Centers for Disease Control and Prevention, Atlanta, Georgia, July 11, 2014.
15 Report of the Federal Experts Security Advisory Panel, December, 2014.



listening sessions with persons who regularly work with BSAT. As a result of
these listening sessions, FTAC issued another set of recommendations to reform
Federal and private BSAT programs.’® Refer to Appendix C to read FESAP
recommendations and Appendix D for FTAC recommendations.

Following more BSAT incidents, including one at Dugway Proving Ground in
May 2015, senior White House staff issued a memorandum on October 29, 2015,
outlining next steps to improve U.S. biosafety and biosecurity. This memorandum
included a plan for implementing recommendations made by FESAP and FTAC
in their reports. However, the efforts by FESAP and FTAC represent the

latest of multiple, sometimes overlapping, efforts across the Government and
within the Department of Defense to scrutinize and evaluate BSAT programs.
Previous initiatives included reports from a number of Federal and DoD task
forces and panels, such as the Defense Science Board’s Department of Defense
Biological Safety and Security Program (2009), the Trans-Federal Task Force on
Optimizing Biosafety and Biocontainment Oversight (2009), the Working Group
on Strengthening Biosecurity (2009), and a 2010 report of the Federal Experts
Security Advisory Panel.!”

As part of this evaluation, the DoD OIG reviewed each of these reports and
identified those most relevant to the scope of this evaluation; that is, the inspection
and oversight of DoD-owned and operated BSAT laboratories. Brief summaries of
these reports follow, and specific recommendations relevant to this evaluation are
discussed in the body of this report.

¢ On October 3, 2008, the Under Secretary of Defense for Acquisition,
Technology, and Logistics asked the chairman of the Defense Science
Board to create a task force to take a fresh look at biological safety,
security, and personnel reliability programs of Army, Navy, and Air
Force laboratories. The resulting report addressed the adequacy of
current and proposed programs along with standards for the use,
storage, and transport of BSAT; barriers to an effective BSAT program;
and recommendations to improve it. Refer to Appendix E for a list of
compiled recommendations.

16 Fast Track Action Committee Report: Recommendations on the Select Agent Regulations Based on Broad Stakeholder
Engagement, October 2015.

17 Report of the Defense Science Board Task Force on Department of Defense Biological Safety and Security Programs,

May 2009; Report of the Trans-Federal Task Force on Optimizing Biosafety and Biocontainment Oversight, July 2009;
Report of the Working Group on Strengthening the Biosecurity of the United States, October 2009; Report of the
Federal Experts Security Advisory Panel, November 2010.



¢ On January 9, 2009, Executive Order No. 13486, “Strengthening
Laboratory Biosecurity in the United States,” established a working group
co-chaired by the Secretary of Defense and the Secretary of Health and
Human Services.'® This working group was tasked to review and evaluate
the efficiency and effectiveness of existing laws, regulations, guidance,
and practices relating to physical, facility, and personnel security and
assurance at Federal and non-Federal facilities. Its resulting report
summarized that review and evaluation. Refer to Appendix F for the
working group’s compiled recommendations.

¢ The Trans-Federal Task Force on Optimizing Biosafety and Biocontainment
Oversight issued a report in July 2009. The purpose of the task force
was to propose options and recommendations to improve biosafety and
biocontainment oversight of research and research-related activities at
high and maximum containment laboratories in the United States, without
hindering the progress of science. Refer to Appendix G for the task force’s
compiled recommendations.

Dugway Proving Ground Anthrax Inactivation Incident
and DoD Response

Dugway Proving Ground Anthrax Inactivation Incident

In May 2015, a DoD-contracted laboratory notified authorities at the CDC

that it had received live Bacillus anthracis instead of inactivated samples

from Dugway Proving Ground via the Edgewood Chemical Biological Center.
Within days of that report, CDC inspectors launched an onsite investigation

at Dugway Proving Ground and Edgewood Chemical Biological Center.

CDC investigators discovered that Dugway Proving Ground had, over the course
of the last decade, sent low concentrations of live Bacillus anthracis spores to
dozens of facilities in the United States and abroad. By December 2015, DoD had
determined that 194 laboratories in all 50 states and 9 foreign countries had
received low concentrations of anthrax in samples sent by Dugway Proving Ground.

18 Other members of the working group included designees of the Secretaries of State, Agriculture, Commerce,
Transportation, Energy, and Homeland Security; the Directors of National Intelligence and the National Science
Foundation; the Administrator of the Environmental Protection Agency; and the Attorney General.



Implications of Shipping Live BSAT Agent

According to our analysis, the inadvertent shipment of live BSAT agent from
Dugway Proving Ground illustrated deficiencies in the existing DoD BSAT
enterprise with respect to:

* managing biosafety and biosecurity concerns by scientific and
technical review,

¢ tracking and addressing issues and deficiencies over time, and

+ reviewing the effectiveness of BSAT laboratory oversight and inspections.

DoD Response

On May 29, 2015, the Deputy Secretary of Defense directed the Under Secretary
of Defense (USD) for Acquisition, Technology & Logistics (AT&L) to commission a
30-day review of DoD’s safety practices for generating and handling inactivated
Bacillus anthracis. USD(AT&L) established the Committee for Comprehensive
Review of DoD Laboratory Procedures, Processes, and Protocols Associated with
Inactivating Bacillus anthracis Spores (the Review Committee), and tasked the
Review Committee to address the following critical areas:

e the root cause for the incomplete inactivation of Bacillus anthracis
samples at DoD laboratories,

¢ why post-inactivation viability testing did not detect the presence of
live Bacillus anthracis,

e existing DoD laboratory biohazard safety protocols and procedures,
e DoD laboratory adherence to established procedures and protocols,
¢ identification of systemic problems, and

¢ identification of the steps required to fix identified systemic problems.

The Review Committee issued its report on July 13, 2015. The findings and
observations from the Review Committee’s report are located in Appendix I.

In response to the Review Committee’s report, USD(AT&L) issued a July 22, 2015,
action memorandum to the Deputy Secretary of Defense. This memorandum
recommended that the Deputy Secretary direct a set of five actions to ensure
the Review Committee’s recommendations were effectively implemented.

The USD(AT&L) action memorandum with its five recommendations is located

at Appendix ]J.
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In response to USD(AT&L)’s action memorandum, the Deputy Secretary

issued a memorandum on July 23, 2015, regarding the implementation of the
recommendations in the Review Committee’s Report. He directed five tasks for
USD(AT&L) to ensure DoD immediately implemented the recommendations from
the Review Committee’s report. He also directed a set of five more actions to the
Secretary of the Army for the same reason. Refer to Appendix K for the list of the
Deputy Secretary’s instructions.

In addition, the Deputy Secretary of Defense designated the Secretary of the
Army as the DoD Executive Agent for the DoD BSAT Biosafety Program, with
the responsibility for the technical review, inspection, and harmonization of
biosafety protocols and procedures across DoD laboratories that handled BSAT.
This designation included tasking authority of all DoD components for that
purpose. He also tasked the U.S. Army to designate a certified biological safety
officer to execute the responsibility as DoD Executive Agent for the DoD BSAT
Biosafety Program.

Subsequently, on September 2, 2015, the Secretary of the Army, as the DoD
Executive Agent for the DoD BSAT Biosafety Program, directed a safety review

of all DoD BSAT laboratories and facilities involved in producing, shipping, and
handling of live or inactivated BSAT. The Secretary of the Army also directed that
these laboratories, in coordination with the Assistant Secretary of the Army for
Acquisition, Logistics, and Technology, review existing policies, procedures, and
safety manuals to ensure their adequacy. This direction also included seeking peer
review of laboratory safety manuals from other DoD laboratories.

The Secretary of the Army also expanded the moratorium that prohibited
Dugway Proving Ground from producing, handling, testing, or shipping any live or
inactivated Bacillus anthracis to a moratorium that prohibits producing, handling,
testing, or shipping any type of BSAT."

1% The Deputy Secretary of Defense originally placed a moratorium on producing, working with, and shipping inactivated
anthrax July 23, 2015.



The Secretary of the Army’s directions included:

¢ Edgewood Chemical Biological Center (ECBC), U.S. Army Medical Research
Institute of Infectious Disease (USAMRIID) and the Naval Medical
Research Center Biological Research Directorate cease production,
handling, testing, or shipping of any materials associated with the
Critical Reagent Program.?®

e« ECBC, USAMRIID, and Naval Medical Research Center shall not produce
handle, test, or ship live or inactivated Bacillus anthracis except as
required for the development of standardized, peer-reviewed, validated
protocols for inactivation and viability testing.

¢ There shall be no production or shipping of live or inactivated BSAT not
associated with the Critical Reagent Program, without the Secretary of
the Army’s approval.

DoD OIG Evaluation

The Department of Defense Office of Inspector General (DoD OIG) announced this
evaluation of DoD biological safety and security implementation six months before
the Dugway Proving Ground anthrax inactivation incident was discovered. Because
the Review Committee had already identified inherent deficiencies in protocols for
the inactivation of anthrax and the Secretary of the Army, as the DoD Executive
Agent for the DoD BSAT Biosafety Program, had already started to address those
deficiencies, we have not repeated those deficiencies in this report.

The DoD OIG evaluation results generally agree with the Deputy Secretary

of Defense and the Secretary of the Army responses and direction regarding
BSAT biosafety. In addition, we have made recommendations regarding how to
further improve the DoD laboratory oversight inspection program. While DoD
has made and intends to make additional changes directed to prevent incidents
similar to what occurred at Dugway Proving Ground, this report has identified
some of the Review Committee’s recommendations that appear contradictory
to oversight community standards and Service Inspector General regulations.
These recommendations will be difficult to fully implement within the current
organizational and administrative structure of the DoD BSAT enterprise. These
issues are discussed in Findings 1 and 2 of this report. See Appendixes I, ], and K
for more detail on the Dugway Proving Ground laboratory anthrax incident.

20 The Critical Reagent Program is the principal resource of high quality, validated, and standardized biological detection
assays and reagents that meet requirements of the warfighter and Joint biological defense systems and support the
biological defense community by facilitating the transition of new technologies and coordinating their advanced
development, efficient production, and timely distribution. Critical Reagent Program products include antibodies,
inactivated antigens, genomic materials, electrochemiluminescence assays, polymerase chain reaction assays, lateral
flow immunoassays, and biological sampling kits.

13






Finding 1

Standardized Laboratory Oversight and Inspections

DoD did not maintain biosafety and biosecurity program management, oversight,
and inspections of BSAT laboratories in accordance with the applicable Executive
Order, Federal regulations, and DoD Instructions.?!

This occurred because there was no single DoD coordinating function to
track and correct deficiencies and to ensure that Services’ BSAT laboratory
management, oversight, and inspections included all mandatory guidance and
technical requirements.

As a result, Service BSAT laboratory management, oversight, and inspections failed
to identify significant deficiencies and vulnerabilities, and DoD management did not
implement needed corrective actions to eliminate possible risks to public health
and safety.

Discussion

DoD and the Services did not maintain biosafety and biosecurity program
management, oversight, or inspection programs in accordance with relevant
Federal regulations. We found that DoD had not harmonized its internal BSAT
administrative procedures, nor had it established standardized oversight of
BSAT laboratories in accordance with Executive Order No. 13546,%* Code of
Federal Regulations (C.F.R.) (7 C.F.R. Part 331, 9 C.F.R. Part 121, and 42 C.F.R.
Part 73), and Department of Defense Instruction 5210.89, “Minimum Security
Standards for Safeguarding Biological Select Agents and Toxins,” April 18, 2006.

The Services conducted inspections of their respective BSAT laboratories, using
their own Service-level guidance and inspection procedures. Previous reports,
such as the Report on the Working Group on Strengthening the Biosecurity

of the United States, dated October 2009, found that inspections across the

U.S. Government were characterized by “non-uniform standards, expectations,
and interpretations.”?3

21 Executive Order No. 13546, “Optimizing the Security of Biological Select Agents and Toxins in the United States,”

July 2010, Code of Federal Regulations (C.F.R.) (7 C.F.R. Part 331, 9 C.F.R. Part 121, and 42 C.F.R. Part 73); Department
of Defense Instruction 5210.89, “Minimum Security Standards for Safeguarding Biological Select Agents and Toxins,”
April 18, 2006.

22 “Qptimizing the Security of Biological Select Agents and Toxins in the United States,” July 2010.

23 Report of the Working Group on Strengthening the Biosecurity of the United States, October 2009, p. 4.
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The 2009 working group report also recommended that U.S. Government

agencies “develop coordinated training and oversight programs for inspectors
from various [U.S. Government] agencies and offices with oversight responsibilities”?*
for BSAT. Similarly, the Trans-Federal Task Force recommended in 2009 that
national training standards and core competencies be established for all personnel
at high containment laboratories,?® including for individuals who inspect these
facilities.?® No national training standards have been developed yet. Nevertheless,
training standards and coordinated training requirements across the Services

is necessary to ensure individuals who work in BSAT laboratories are properly
trained. We found that DoD and the Services did not have training that met BSAT
scientific proficiency levels within their inspection teams, as described below.

Non-uniform Oversight and Inspection Standards

The primary DoD BSAT directive, DoD Instruction 5210.89, “Minimum Security
Standards for Safeguarding Biological Select Agents and Toxins,” dated

April 18, 2006, did not specify laboratory inspection criteria. It required

only that the heads of the DoD components “ensure compliance” with the
instruction. Based on the particular Service regulations, our analysis found

at least seven inspection variations across the Services and sometimes within
a Service:

¢ the frequency of inspections,

e the average length of inspections,

¢ the professional composition and size of inspection teams,

e the categories of the inspection findings,

¢ the training of inspectors and inspection augmentees,

e consideration given to vulnerability assessments by inspectors, and

e the process by which findings are communicated or negotiated with
the inspected entity.

24 Report of the Working Group on Strengthening the Biosecurity of the United States, October 2009, p. 31.

25 Laboratories with microbiological practices, safety equipment, and facility safeguards for handling

Biosafety level 3 (BSL-3) agents, those with a known potential for aerosol transmission, for agents that may

cause serious and potentially lethal infections, and that are indigenous or exotic in origin; and Biosafety level 4 (BSL-4)
agents (exotic agents that pose a high individual risk of life-threatening disease by infectious aerosols and for which no
treatment is available). Biosafety in Microbiological and Biomedical Laboratories, 5" Edition, U.S. Department of Health
and Human Services, (revised December 2009) p. 4.

26 Report of the Trans-Federal Task Force on Optimizing Biosafety and Biocontainment Oversight, July 2009, p. 96.



All three Services required periodic internal inspections:

¢ Army regulation required a Department of the Army Inspector
General (DAIG) inspection every 24 months.

¢ The Navy’s Bureau of Medicine and Surgery (BUMED) Inspector General
conducted inspections at Navy laboratories every 36 months.

¢ The Air Force Materiel Command Inspector General conducted the
inspection at its single facility every 36 months.

Supplementing the DAIG’s efforts were the Army Materiel Command Surety
Division and the Army Medical Command; both conducted periodic inspections

or staff assistance visits during a year when the DAIG inspection team was not
scheduled. Both entities used different compositions of teams, made observations
or findings differently, and closed recommendations using different methods, as
described below.

The varying missions, sizes, and vulnerabilities of the BSAT laboratories

required an inspection approach that was customized according to the unique
characteristics of the laboratory. We found, however, that beyond considering
unique laboratory characteristics, three factors contributed to noncompliance with
existing guidance and Federal regulations and risked significant, if not dangerous,
lapses in biosafety and biosecurity practices:

¢ non-uniform training of inspectors,

e team composition for BSAT laboratory inspections, and

e failure to track internal and external inspection findings and
recommendations and ensure improvements were made and
were sustained.

Training, Expertise, and Team Composition

Service inspection teams varied in terms of their training, team member

composition, and professional qualifications; as a result, they risked not having the

overall capability that a specific inspection mission required. An Army subordinate

command’s inspection entity had no formal training for BSAT inspectors, while the
DAIG inspection team included two former BSAT facility laboratory personnel. The
Air Force Materiel Command’s Inspector General’s team had no full-time inspectors
who were subject matter experts with biological materials, but augmented its team
with subject matter experts. However, in some cases, the expert’s area of expertise
was not BSAT. Moreover, supplemental training that the Air Force provided these
augmentees did not focus on criteria relative to BSAT.
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The Defense Science Board has concluded that while standardized training could
educate a subject matter expert regarding the inspection procedures and criteria,
it cannot easily substitute for professional experience or expertise. Personnel at
some laboratories we visited believed that the utility of the inspections by different
teams varied. An experienced researcher/inspector interviewed reported that an
inspection by a team with inexperienced inspectors provided insufficient capability
to implement inspection standards. He said that inspectors simply referred to
checklists prepared on the basis of regulations without assessing the overall
biosafety and biosecurity in the local institutional context.

An inspection by personnel with laboratory research experience, on the other
hand, may more effectively contribute to the intended outcome of the inspection.
However, in the interview mentioned above, the researcher/inspector stated that
relatively inexperienced inspectors without the necessary scientific, technical,

or research background could not be assured of making the substantive
recommendations leading to necessary improvements in laboratory safety

and operations. Moreover, an inspection review of particular protocols and
procedures would be difficult for an inspection team lacking personnel who
were knowledgeable and experienced in the specific type of BSAT research
being inspected.

Tracking Inspection Results

We did not observe any Service inspection entities that had a formal process

for conducting tracking of their own or other inspection entities’ findings and
recommendations after a recommendation was closed. We found no evidence that
Service inspection agencies conducted continuous follow-up of high-risk BSAT
laboratory issues previously identified, such as transferring BSAT material from a
high containment laboratory?’ to a non-high containment laboratory. For example,
a DAIG inspection report at Dugway Proving Ground did not include a review of the
laboratory’s protocols for inactivating, shipping, or transferring BSAT, despite these
issues contributing to a failing deficiency in a Dugway inspection report issued

in 2011.

Similarly, our team observed a Navy BUMED inspection of an overseas DoD BSAT
laboratory and noted that, although inspection personnel conducted a review of the
laboratory’s practices consistent with Service guidance, the team did not examine
all of the deficiencies identified in a 2012 oversight report that resulted in the
laboratory being temporarily shut down.

27 High or maximum containment laboratories are those that work with dangerous biological pathogens and have a
building BSL of either 3 or 4. (GAO-09-547)



Tracking corrective actions is a key component of program management at the
laboratory, the Service component, and senior DoD levels. Although ongoing
corrective actions should be implemented at the local level, these actions require
management oversight to ensure that the desired effect is achieved and sustained.
To effect enterprise-wide tracking of the implementation of BSAT standards,
processes, and procedures, and corrective actions taken after inspections may
well require a senior DoD oversight group. While the Secretary of the Army, as
Executive Agent for the DoD BSAT Biosafety Program, has tasking authority for
the technical review, inspection, and harmonization of biosafety protocols and
procedures across the Department, it lacks the authority for DoD-wide tracking
of corrective actions taken after inspections, and for ensuring that implementation
of corrective actions has been effective.

Since the Department has lacked a centralized coordinating entity, it did not
have the management capability or authority to ensure that Services’” BSAT
laboratory management and oversight functions implemented all guidance and
technical requirements. Furthermore, no single DoD management entity had
the authority and responsibility to oversee the effectiveness of Service BSAT
laboratory inspections. This would include tracking high-risk biosafety and
biosecurity issues over time and elevating unresolved issues to the appropriate
DoD management level.

DoD Review Committee Findings and Recommendations

We identified that the Dugway Proving Grounds Life Science Division had a history
of errant pathogen shipments (see Appendix H), indicating the need for a thorough
scientific review of the processes and procedures for handling BSAT. The DoD
Review Committee’s subsequent recommendation regarding audits and inspections?®
seeks to ensure that such a scientific review is addressed in the future, and that an
incident, such as the inadvertent shipping of anthrax by Dugway Proving Ground
(detailed in the 2015 Review Committee’s report??), is avoided.

However, the Review Committee’s recommendation may be inappropriate as
written because it requires DoD audit and/or inspection agencies, such as Military
Service Inspectors General, to provide scientific peer review,*° and it recommends
that inspection teams include major command staff, actions that may violate
inspection agency independence guidance. Service component Inspector General

28 Review Committee recommendations B.d, Audits and Inspections, page 21.

29 Review Committee Report: Inadvertent Shipment of Live Bacillus Anthracis Spores by DoD, Committee for
Comprehensive Review of DoD Laboratory Procedures, Processes, and Protocols Associated with Inactivating
Bacillus anthracis Spores, July 13, 2015.

30 The scientific peer review process focuses on evaluation of proposals for scientific and technical merit, and includes

considerations of conflict of interest, overall impact of the research, significance, innovation, strategy and methodology,
and the scientific environment in which the work will take place.
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requirements for independence discourage actions that may cause inspector
independence to be questioned.?! External audits and inspections should be
impartial and not be led by or include staff from the major command surety
program managers, or anyone else in the chain of command of the entity being
inspected. An alternative approach might include scientists from one DoD BSAT
laboratory site providing expertise to conduct peer review of protocols and
procedures under consideration for use at other DoD BSAT laboratory sites.

The failure of the current DoD inspection process to uncover and rectify more than
a decade of pathogen inactivation and shipping issues at Dugway Proving Ground
suggests that a DAIG inspection every two years, which has been its practice, may
be insufficient to provide timely and thorough oversight of important BSAT issues.
Furthermore, the less-frequent oversight inspections by the Navy and the Air Force
Inspectors General may, therefore, also allow biosafety and biosecurity deficiencies
to go undetected.

Conclusion

DoD did not consistently manage biosafety and biosecurity inspections or assess
their efficacy for BSAT laboratories’ safety and operations. As a result, some
laboratories remained vulnerable to biosafety and biosecurity lapses, such

as Dugway’s inadvertent shipments of live agents. A single DoD entity with
appropriate authority could:

e ensure inspection entities’ processes and procedures are appropriate;

e provide an additional level of oversight to ensure that successful
implementation of corrective actions are sustained over time;

e track, report, and cross-share findings, deficiencies, and best practices
from inspections and internal assessments; and

e report progress and identify barriers to correcting vulnerabilities to
the appropriate DoD management level.

31 Army Regulation 20-1, “Inspector General Activities and Procedures;” Secretary of the Navy Instruction 5430.57G,
“Missions and Functions of the Naval Inspector General;” Air Force Instruction 90-201, “The Air Force
Inspection System.”



Recommendations, Management Comments,
and Our Responses

Recommendation 1.a

Deputy Secretary of Defense appoint a single Executive Agent responsible

for biosafety and biosecurity.

Deputy Secretary of Defense Comments

The Under Secretary of Defense for Acquisition, Technology, and Logistics,
responding for the Deputy Secretary of Defense, agreed. He noted that the
Secretary of the Army was designated as the Executive Agent for the Department
of Defense Biological Select Agent and Toxins Biosafety Program in a July 23, 2015,
memorandum, and stated that the Executive Agent authority would be expanded
to oversee both the biosafety and biosecurity programs for the Department. The
Office of the Under Secretary of Defense for Acquisition, Technology, and Logistics
has been directed to draft and coordinate a DoD Directive outlining the roles and
responsibilities of the Army Executive Agent.

Our Response

Comments from the Under Secretary of Defense for Acquisition, Technology,

and Logistics meet the intent of the recommendation. We request that the draft
DoD Directive be forwarded to us for review.

Recommendation 1.b

Deputy Secretary of Defense direct the Executive Agent for Biosafety and

Biosecurity to:

(1) Conduct standardized oversight and inspections in accordance with
applicable Federal regulations of Department of Defense Biological Select

Agent and Toxins laboratories.

(2) Track all internal and external inspection results and report status of all
findings, recommendations, and actions taken to address deficiencies to

the appropriate Department of Defense management level.

(3) Develop and implement training for Biological Select Agent and
Toxins laboratory inspectors and subject matter expert inspection

team augmentees.

(4) Ensure that all personnel included in inspection teams have sufficient

scientific expertise and experience.
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Deputy Secretary of Defense Comments

The Under Secretary of Defense for Acquisition, Technology, and Logistics,
responding for the Deputy Secretary of Defense, agreed. He stated that the Office
of the Under Secretary of Defense for Acquisition, Technology, and Logistics is
drafting a DoD Directive for the DoD BSAT Biosafety and Biosecurity Program that
establishes policy and designates and defines the role of the Secretary of the Army
as the DoD Executive Agent for the DoD BSAT Biosafety and Biosecurity Program.
The roles identified in this recommendation are listed in the draft directive.

Our Response

Comments from the Under Secretary of Defense for Acquisition, Technology, and
Logistics meet the intent of the recommendation. We request that the draft
DoD Directive be forwarded to us for review.



Finding 2

Technical and Scientific Peer Review

DoD BSAT laboratories did not consistently have internal and external technical
and scientific peer review functions.

This occurred because there was no single DoD-wide biosafety and biosecurity
entity with the authority to manage and coordinate technical and scientific

peer reviews.

As a result, DoD BSAT laboratories independently used protocols that were not
validated for their intended use, which potentially posed significant risks to public
health and safety.

Discussion

Biosafety and Biosecurity in Life Sciences Research

The HHS announced on October 4, 2007, the formation of the Trans-Federal Task
Force on Optimizing Biosafety and Biocontainment Oversight. The purpose of this
Task Force was to propose options and recommendations to improve biosafety and
biocontainment oversight of research and research-related activities at high and
maximum containment laboratories in the United States, but without hindering the
progress of science.

The Task Force recommendations included requiring a trained biosafety
professional at each institution responsible for oversight of all biosafety and
biocontainment programs. It also recommended establishing an appropriately
constituted review body that performs a thorough risk assessment of all laboratory
protocols potentially requiring high containment. Further recommendations
included not only training in biosafety for all research, managerial, and support
personnel at these institutions, but also a centralized, integrated information
sharing mechanism for analyzing incidents and sharing information and

lessons learned.
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Defense Department guidance on institutional level biosafety®? requires a
Biological Safety Committee composed of representatives from occupational health,
industrial hygiene, facility maintenance, and safety that meets at least quarterly.
At a minimum, this committee is required to review the results of compliance
inspections. Defense Department guidance on biosecurity?® has no requirement
for an institutional level review body to address biosecurity issues.?* Additionally,
DoD does not have guidance that requires DoD-level reporting and tracking of
physical security and personnel reliability incidents. Nor is there guidance that
incorporates biosecurity lessons learned into ongoing BSAT laboratory security
practices and oversight inspections.

Biosafety and Biosecurity Evaluation Observations
Implementation of the DoD guidance on the use of Biological Safety Committees
at the level of laboratories was mixed. One large DoD BSAT laboratory inspected
had an Institutional Biosafety Committee that met regularly to review scientific
protocols, inspection results, and other biosafety matters. Managers at another
large DoD BSAT laboratory had no such committee, but believed that there was
a need to implement one to review protocols. Researchers at another small
DoD BSAT laboratory held monthly biosafety committee meetings to discuss
protocols and laboratory repair issues. This committee included scientific
researchers and personnel representing industrial hygiene, occupational health,
information management, and physical security. There was no forum at any
laboratory inspected to discuss biosecurity issues.

Anthrax Inactivation Protocol Review Issues

The resulting investigation of the accidental exposure to anthrax that occurred at

the CDC in Atlanta, Georgia, in June 2014, had conclusions that were relevant for

DoD BSAT laboratory oversight, particularly at Dugway Proving Ground. The CDC
investigations found that the overriding factor contributing to the CDC incident

was the lack of an approved, written study plan that had been reviewed by CDC

senior staff, such as laboratory, branch, or division scientific leadership, to ensure

that the pathogen research design plan was appropriate and met all laboratory

32 pepartment of Defense Manual 6055.18-M, “Safety Standards for Microbiological and Biomedical Laboratories,”
May 11, 2010, page 13.

Department of Defense Instruction 5210.89, “Minimum Security Standards for Safeguarding Biological Select Agents and
Toxins,” April 18, 2006.

Laboratory biosecurity is defined as “the protection of, control of, and accountability for high-consequence biological
agents and toxins and critical relevant biological materials and information within laboratories to prevent unauthorized
possessions, loss, theft, misuse, diversion, or intentional release. Biosecurity is achieved through an aggregate of
practices including the education and training of laboratory personnel, security risk assessments, BSAT access controls,
physical security (facility) safeguards, and the regulated transport of BSAT.” Department of Health and Human Services,
Office of the Assistant Secretary for Preparedness and Response, “Report of the Working Group on Strengthening the
Biosecurity of the United States,” October 1, 2009, pages 143/149.

33
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safety requirements.>®> Three of the CDC recommendations are relevant to the DoD
because they provide a roadmap for how a leading federal BSAT research agency
deals with multiple biosafety lapses:

1. CDC announced plans to establish a lead laboratory science position
accountable for laboratory safety across the CDC.

2. CDC announced that it would institute a process where all procedures,
techniques, or manufacture methods being considered would be formally
reviewed and evaluated to assess their risk.

3. CDC stated it would establish an external advisory committee to provide
ongoing advice and direction for laboratory quality and safety.

The Life Sciences Division at Dugway Proving Ground had an Institutional
Biological Committee that met quarterly or would conduct online evaluations as
needed, based on the project workload.?® All researchers were required to present
and acquire approval for new projects or procedures that used BSAT.

Review Committee Findings and Recommendations

The Review Committee’s report identified laboratory safety protocols and
procedures at all four DoD laboratories they visited,?” but found that the
laboratories were using procedures that had not been standardized across the
laboratories. The Review Committee also observed deviations from protocols that
had not undergone a peer review. If the protocols had undergone a peer review,
the biosafety vulnerabilities that were identified by the Review Committee may
have been detected. Furthermore, the committee found that some internally
established procedures and protocols lacked technical rigor.

In response to these findings, the Review Committee made several recommendations
to DoD to ensure that scientific and technical components were considered by
internal and external audits, and that more information sharing took place between
laboratories. As stated in Finding 1 on page 19 (DoD Review Committee Findings
and Recommendations), the recommendation regarding peer review?® may be
difficult to implement as written because of Service component Inspector General
requirements to maintain inspection agency independence.*’

35 “Report on the Potential Exposure to Anthrax,” Centers for Disease Control and Prevention, July 11, 2014, page 8.

36 The Dugway Proving Ground Institutional Biological Committee consisted of the Life Sciences Division Biosafety

Officer, the Life Sciences Division Chief, representatives from the Dugway Proving Ground Safety Office, the Scientific
Technical Director, and may include representatives from the clinic, industrial hygiene, support contractors, installation
surety, the command office, and community, state, and local health agencies. The Institutional Biological Committee’s
responsibilities included assisting in the development and review of the deliberate risk assessment and reviewing and
implementing local policies.

37 The Review Committee visited Edgewood Chemical Biological Center, Maryland; the United States Army Medical

Research Institute for Infectious Diseases, Maryland; the Naval Medical Research Center, Maryland; and
Dugway Proving Ground, Utah.

38 Review Committee Recommendations B, Peer Review, page 20.

39 see discussion on page 19 (DoD Review Committee Findings and Recommendations) of this report.
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Scientific peer review*® functions are rarely associated with audit functions within
DoD or other Federal agencies. For example, peer review at the National Institutes
of Health is an integral part of reviewing scientists’ grant applications.* The peer
review process focuses on evaluation of proposals for scientific and technical merit,
and includes considerations of conflicts of interest, overall impact of the research,
significance, innovation, strategy and methodology, and the scientific environment
in which the work will take place.

According to the Review Committee’s report,*? the contributing causes to the
Bacillus anthracis spore inactivation failures at Dugway Proving Ground included
the use of scientific protocols that had not been subjected to peer review that
validated their intended use. Our review of the capabilities of Service-level
inspection teams determined that it would be unrealistic to expect that an
internal (major command) or external (Service component inspection agency)
audit team would have the scientific expertise to validate the numerous protocols
normally in use, during an inspection that occurs every few years and lasts for
only several days.

As a result of these findings, we concluded that DoD at an enterprise level,
specifically the Executive Agent for the DoD BSAT Biosafety and Biosecurity
Program (Recommendation 1.a), should be responsible for managing the scientific
and technical review, and harmonization, of both biosafety and biosecurity
components of all current scientific protocols and procedures and future
modifications. Additionally, an independent DoD BSAT inspection component
should periodically inspect all DoD BSAT laboratories according to inspection
criteria required by applicable regulations.

The Review Committee recommended that scientific and technical review of
protocols and procedures be improved, and that inspections include an assessment
of the processes and procedures for handling select agents.** The Deputy Secretary
of Defense has established an Executive Agent for the DoD BSAT Biosafety Program
that is intended to accomplish this for biosafety protocols. To enhance the
effectiveness of safety and security of the overall BSAT laboratory research
program, these Executive Agent responsibilities should include biosecurity issues
as well.

40 A peer review is a process that includes an independent assessment of the technical scientific merit of research by peers

who are scientists with knowledge and expertise equal to that of the researchers whose work they review according to a
GAO review of the peer practice in Federal agencies, GAO/RCED 99-99.

Peer Review Process, National Institutes of Health, accessed October 2, 2015 at
http://grants.nih.gov/grants/peer_review_process.htm.

41

42 Review Committee Report, pages 5-6.

43 Review Committee Report, pages 20-21 (Peer Review, Audits and Inspections).



Conclusion

Not all military installations had established institutional biosafety committees
in accordance with DoD guidance.** Furthermore, none of the laboratories had
internal committees that considered both biosafety and biosecurity issues.
Additionally, we found in our review that some Service inspection teams lacked
the technical and scientific expertise to provide technical review of protocols
and procedures.

The DoD BSAT laboratory research program would benefit from a single DoD-wide
leadership entity with two capabilities: a management function and an inspection
function. The management function responsibility would include coordinating

and harmonizing a continuous process of scientific and technical peer review

of both its biosafety and biosecurity components. In addition, the inspection
function (as described in Recommendation 1.b) would evaluate BSAT protocols and
procedures to ensure that each has been reviewed and approved by DoD scientific
and technical peer review.

Recommendations, Management Comments,
and Our Responses

Recommendation 2.a

Deputy Secretary of Defense direct the Department of Defense Executive Agent
for Biosafety and Biosecurity (Recommendation 1.a) to implement an external
technical and scientific peer review function that addresses both biosafety and
biosecurity issues to support all Department of Defense Biological Select Agent

and Toxins laboratories.

Deputy Secretary of Defense Comments

The Under Secretary of Defense for Acquisition, Technology, and Logistics,
responding for the Deputy Secretary of Defense, agreed. He stated that the Office
of the Under Secretary of Defense for Acquisition, Technology, and Logistics is
drafting a DoD Directive for the DoD BSAT Biosafety and Biosecurity Program that
establishes policy and designates and defines the role of the Secretary of the Army
as the DoD Executive Agent for the DoD BSAT Biosafety and Biosecurity Program.
The role identified in this recommendation is listed in the draft directive.

44 Department of Defense Manual 6055.18-M, “Safety Standards for Microbiological and Biomedical Laboratories,”
May 11, 2010, page 13.
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Our Response

Comments from the Under Secretary of Defense for Acquisition, Technology, and
Logistics meet the intent of the recommendation. We request that the draft
DoD Directive be forwarded to us for review.

Recommendation 2.b

Under Secretary of Defense for Acquisition, Technology, and Logistics issue
guidance that all Department of Defense Biological Select Agent and Toxins
laboratories implement an internal technical and scientific peer review function

that addresses both biosafety and biosecurity issues.

Under Secretary of Defense for Acquisition, Technology,

and Logistics Comments

The Under Secretary of Defense for Acquisition, Technology, and Logistics agreed.
He stated that the Office of the Under Secretary of Defense for Acquisition,
Technology, and Logistics is drafting a DoD Directive for the DoD BSAT Biosafety
and Biosecurity Program that establishes policy and designates and defines the
role of the Secretary of the Army as the DoD Executive Agent for the DoD BSAT
Biosafety and Biosecurity Program. The role identified in this recommendation
is listed in the draft directive.

Our Response

Comments from the Under Secretary of Defense for Acquisition, Technology, and
Logistics meet the intent of the recommendation. We request that the draft
DoD Directive be forwarded to us for review.



Finding 3

Laboratory Inspections

Multiple, missing, and duplicative inspections at DoD BSAT laboratories by
different agencies using different standards were not in accordance with
Executive Order No. 13546, “Optimizing the Security of Biological Select Agents
and Toxins in the United States,” July 2010.

This occurred because there was no single DoD coordinating function to ensure
internal DoD BSAT laboratory inspections occurred at the required intervals, used
appropriate standards, and were coordinated externally with the CDC and APHIS.

As a result, some BSAT laboratory inspections occurred irregularly or not at

all. In addition, inspection frequencies and intervals, and the use of varying
inspection standards could interfere with scientific research performance, putting
the warfighter and public at risk of inadequate detection of, and protection from,
biological pathogens.

Discussion

Executive Order No. 13546, 75 Federal Register 130 (2010),* directed
harmonization of BSAT security policies and practices and coordination of related
oversight activities of the Federal Government. In this Executive Order, the
President directed heads of executive departments and agencies to articulate

a mechanism for coordinated and reciprocal inspection of, and harmonized
administrative practices for, facilities registered with the Select Agent Program.

The Army, Navy BUMED, and Air Force signed memorandums of agreement or
understanding with CDC and APHIS to conduct BSAT laboratory inspections to
reduce the burden on registered entities and facilitate the coordination of oversight
efforts. All three Service IGs and CDC and APHIS agreed to coordinate inspections
and other site visits to regulated entities within the resources available to all
parties. However, in practice, not all Service IGs and CDC and APHIS inspection
teams coordinated their visits or activities to reduce the burden on the inspected
entity. For example, the Navy BUMED IG did not coordinate with CDC and APHIS,
resulting in two inspections in less than one month. In another instance, the

Navy BUMED IG did not coordinate with another Service to gain access to a

45 Executive Order No. 13546, 75 Federal Register 130, “Optimizing the Security of Biological Select Agents and Toxins in
the United States,” July 8, 2010.
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Navy BSAT laboratory that was housed within an Army BSAT laboratory, resulting
in the laboratory not being inspected by a Service IG in more than 3 years. The
Air Force Materiel Command IG stated that they were unable to coordinate with
CDC and APHIS.

We also observed overlap and duplication, even when the Service IG and CDC and
APHIS inspection teams coordinated a joint inspection of a DoD BSAT laboratory.
At the site, each inspection agency independently reviewed most of the same
standard operating procedure documents, required many of the same biosafety
training records, and simultaneously conducted biosafety level laboratory and
inventory inspections. While the two inspection teams met at the end of each
day to share findings and potential deficiencies, they published separate reports
requiring separate responses from the inspected entity. Coordinated Service

IG and CDC and APHIS inspection schedules reduced the burden on registered
entities. The current combined inspections lacked coordination of oversight
inspection efforts and results, and, therefore, do not comply with the intent of
Executive Order 13546.

Our evaluation noted that each Service developed unique Service-level guidance
based on DoD Instruction 5210.89.*¢ Each Service IG conducted inspections
focused on regulatory compliance with their respective Service-level guidance.
Since Service-level guidance was not standardized, these inspections were also not
standardized. For example, Services implemented the security requirements of
DoD Instruction 5210.89 differently.

Laboratory managers at several DoD BSAT laboratories gave examples of how the
administrative burden of complying with regulations, guidance, and BSAT oversight
inspections that used different interpretations of standards was onerous, and, in
several cases, even limited their scientific research. A manager at one Service’s
laboratory, for example, described an inspection by an untrained inspector who
used criteria that were not included in that Service’s guidance. Additionally, the
Navy overseas tropical medicine research laboratories have a mission of identifying
unique infectious diseases in the local population, ultimately enhancing the
protection of U.S. forces. Due to restrictive BSAT regulations concerning pathogen
access, we learned that they have had to cease this type of BSAT research support
at several of their laboratories.

46 “Minimum Security Standards for Safeguarding Biological Select Agents and Toxins,” April 18, 2006.



Bacillus anthracis Spore Inactivation Protocol Review Issues

The Bacillus anthracis spore inactivation incident involving Dugway Proving
Ground, identified in May 2015, was comparable in certain aspects to the June 2014
CDC spore inactivation incident at CDC, which is described in Finding 2 of this
report. Dr. Thomas Frieden, CDC Director, testified before Congress in July 2014
that the CDC intended to improve laboratory safeguards by incorporating

lessons learned from the CDC laboratory inactivation protocol incident into

the CDC’s Division of Select Agents and Toxins regulatory program.”’ These
lessons learned included the formal review of all procedures and techniques to
assess their risk.*® In July 2015, the Review Committee identified the primary
systemic issue responsible for Dugway’s failures in the preparation of inactivated
Bacillus anthracis spores as the lack of specific validated standards to guide

the development of protocols, processes, and quality assurance measures.** As
indicated by Dr. Frieden’s testimony, the Division of Select Agents and Toxins
regulatory program, for which CDC and APHIS are responsible on behalf of the
Federal Government, intended to emphasize that future BSAT practices have
validated inactivation protocols and use improved testing to verify inactivation of
pathogens prior to distribution.>®

Conclusion

Inspections help ensure safety and compliance with regulations and are necessary
for oversight of the DoD BSAT biosafety and biosecurity program. However, the
lack of a standardized and coordinated approach between DoD and CDC and APHIS
resulted in multiple, overlapping, and duplicative inspections. DoD BSAT laboratory
inspections by these agencies that consist of coordinated efforts to conduct an
inspection at the same time, following the same criteria, would also help reduce the
frequency of overlapping inspections and the resulting administrative burden on
BSAT laboratory management and research performance.

47 HHS Testimony before the Subcommittee on Oversight and Investigations, Committee on Energy and Commerce,

U.S. House of Representatives, “Review of CDC Anthrax Lab Incident,” July 16, 2014.

48 see discussion page 7 (Anthrax Inactivation Incident at the Centers for Disease Control and Prevention, June 2014)

of this report.

49 Committee for Comprehensive Review of DoD Laboratory Procedures, Processes, and Protocols Associated with

Inactivating Bacillus anthracis Spores, “Review Committee Report: Inadvertent Shipment of Live Bacillus anthracis
Spores by DoD,” July 13, 2015.

HHS Testimony before the Subcommittee on Oversight and Investigations, Committee on Energy and Commerce,
U.S. House of Representatives, “Review of CDC Anthrax Lab Incident,” July 16, 2014.
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Recommendations, Management Comments,
and Our Responses

Recommendation 3

Deputy Secretary of Defense direct the Department of Defense Executive Agent

for Biosafety and Biosecurity to:

a. Serve as the single Department of Defense point of contact with
the Centers for Disease Control and Prevention and the Animal and
Plant Health Inspection Service for coordinating and participating
in inspections of Department of Defense Biological Select Agents and

Toxins laboratories.

b. Develop and implement an agreement with the Centers for Disease
Control and Prevention and the Animal and Plant Health Inspection
Service for scheduling combined inspections of Department of Defense

Biological Select Agents and Toxins laboratories.

c. Define combined inspection criteria and guidance with the Centers
for Disease Control and Prevention and the Animal and Plant Health
Inspection Service for Department of Defense Biological Select Agents

and Toxins laboratories.

d. Serve as the formal communication entity with the Federal Select Agent
Program regarding findings and lessons learned from the Centers
for Disease Control and Prevention and the Animal and Plant Health
Inspection Service relevant to the Department of Defense Biological

Select Agents and Toxins program.

Deputy Secretary of Defense Comments

The Under Secretary of Defense for Acquisition, Technology, and Logistics,
responding for the Deputy Secretary of Defense, agreed. He stated that the Office
of the Under Secretary of Defense for Acquisition, Technology, and Logistics is
drafting a DoD Directive for the DoD BSAT Biosafety and Biosecurity Program that
establishes policy and designates and defines the role of the Secretary of the Army
as the DoD Executive Agent for the DoD BSAT Biosafety and Biosecurity Program.
The roles identified in this recommendation are listed in the draft directive.

Our Response

Comments from the Under Secretary of Defense for Acquisition, Technology, and
Logistics meet the intent of the recommendation. We request that the draft
DoD Directive be forwarded to us for review.



Finding 4

Site-Specific Laboratory Vulnerability
Assessment Consideration

Some service inspectors did not review site-specific BSAT laboratory vulnerability
assessments during BSAT laboratory inspections to ensure previous shortcomings
identified had been mitigated. Furthermore, some laboratories had not ever
conducted vulnerability assessments or had not conducted them annually

as required.

This occurred because DoD did not ensure that vulnerability assessments were
always performed. Also, the DoD Instruction that establishes requirements

for vulnerability assessments does not require that site-specific vulnerability
assessment findings be considered during DoD laboratory inspections.

As a result, not all identified site-specific vulnerabilities were known and examined
by DoD BSAT inspectors. Therefore, DoD management could not be confident that
the full range of threats to the security of personnel and resources were addressed
by DoD BSAT laboratory inspection programs and that security risks from unique
vulnerabilities had been mitigated.

Discussion

DoD Instruction 5210.89, “Minimum Security Standards for Safeguarding
Biological Select Agents and Toxins,” April 18, 2006, establishes requirements for
vulnerability assessments.”® The instruction defines a vulnerability assessment as
a DoD, command, or unit-level evaluation (assessment) to determine vulnerability
of an installation, unit, exercise, port, ship, residence, facility, or other site to
attack from the full range of threats to the security of personnel and resources.

A security vulnerability assessment identifies areas of improvement to withstand,
mitigate, or deter acts of violence or terrorism.*

51 Department of Defense Instruction 5210.89, “Minimum Security Standards for Safeguarding Biological Select Agents

and Toxins,” April 18, 2006, page 2.
Department of Defense Instruction 5210.89, “Minimum Security Standards for Safeguarding Biological Select Agents
and Toxins,” April 18, 2006, page 11.
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DoD Instruction 5210.89 requires that vulnerability assessments be reviewed
annually and updated as required based on changes to the threat or security
posture of the facility.>® Furthermore, DoD Instruction 5210.89 requires that

an appropriate risk management process be used to assess the threat and
vulnerabilities, and provide the Responsible Official>* or facility commander

or director with courses of action to mitigate the vulnerabilities or provide
justification for risk acceptance.>® However, this instruction does not require the
consideration of site-specific vulnerability assessments for planning or conducting
BSAT laboratory inspections. The absence of guidance in the primary directive for
BSAT laboratory security to consider site-specific vulnerability assessments for
planning or conducting BSAT laboratory inspections resulted in dissimilar or no
use of vulnerability assessments during DoD BSAT laboratory inspections.

We observed that one Service considered vulnerability assessments while
conducting inspections, while two Services did not. We also observed that
installation vulnerability assessments had been conducted at some, but not all,

of the BSAT facilities we visited. One Service’s command staff reported that

one of their BSAT laboratories had not ever had a vulnerability assessment
conducted, while a program manager at another site said that an installation
vulnerability assessment existed, but the vulnerability assessment did not include
the BSAT laboratory. Refer to Appendix M for a listing of Service vulnerability
assessment requirements.

DoD Instruction 5210.89 states that vulnerability assessments are the mechanism
used by DoD to determine vulnerability with respect to the full range of threats to
the security of personnel and resources, and to identify areas of improvement to
withstand, mitigate, or deter acts of violence or terrorism. Therefore, inspection
entities that did not use, or did not have access to, vulnerability assessments risked
not providing oversight for necessary security measures to withstand, mitigate, or
deter acts of violence or terrorism.

53 Department of Defense Instruction 5210.89, “Minimum Security Standards for Safeguarding Biological Select Agents

and Toxins,” April 18, 2006, page 33.

54 According to the Responsible Official Resource Manual, 7 C.F.R. Part 331, 9 C.F.R. part 121, and 42 C.F.R. Part 73,
October 2014, the Responsible Official is the individual at the entity who is accountable for entity compliance with the
Select Agent Regulations. The Responsible Official must be approved by the Federal Select Agents Program, be familiar
with the regulations, have the authority to act on behalf of the entity, maintain the required records, and conduct

annual inspections.

55 Department of Defense Instruction 5210.89, “Minimum Security Standards for Safeguarding Biological Select Agents

and Toxins,” April 18, 2006, page 13.



Conclusion

The applicable DoD Instruction does not require that site-specific vulnerability
assessments be reviewed during DoD BSAT laboratory inspections, while some
sites had no or infrequent vulnerability assessments. Therefore, Service inspectors
did not consistently perform this review, or verify that a vulnerability assessment
existed, while inspecting BSAT laboratories.

As a result, DoD laboratory inspectors were not consistently aware of all
site-specific vulnerabilities and DoD management could not be confident that
mitigation of the full range of threats to the security of personnel and resources
had been undertaken.

Recommendations, Management Comments,
and Our Responses

Recommendation 4.a

Deputy Secretary of Defense direct the Department of Defense Executive Agent
for Biosafety and Biosecurity to implement criteria for inclusion of site-specific
security vulnerability assessment findings into Department of Defense Biological

Select Agent and Toxins laboratory biosafety and biosecurity inspections.

Deputy Secretary of Defense Comments

The Under Secretary of Defense for Acquisition, Technology, and Logistics,
responding for the Deputy Secretary of Defense, agreed. He stated that the Office
of the Under Secretary of Defense for Acquisition, Technology, and Logistics is
drafting a DoD Directive for the DoD BSAT Biosafety and Biosecurity Program that
establishes policy and designates and defines the role of the Secretary of the Army
as the DoD Executive Agent for the DoD BSAT Biosafety and Biosecurity Program.
The role identified in this recommendation is listed in the draft directive.

Our Response

Comments from the Under Secretary of Defense for Acquisition, Technology, and
Logistics meet the intent of the recommendation. We request that the draft
DoD Directive be forwarded to us for review.
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Recommendation 4.b

Under Secretary of Defense for Acquisition, Technology, and Logistics develop

implementing guidance that requires site-specific laboratory security vulnerability

assessment findings be included during Biological Select Agent and Toxins

laboratory inspections.

Under Secretary of Defense for Acquisition, Technology,

and Logistics Comments

The Under Secretary of Defense for Acquisition, Technology, and Logistics agreed.
He stated that the Office of the Under Secretary of Defense for Acquisition,
Technology, and Logistics is drafting a DoD Directive for the DoD BSAT Biosafety
and Biosecurity Program that establishes policy and designates and defines the
role of the Secretary of the Army as the DoD Executive Agent for the DoD BSAT
Biosafety and Biosecurity Program. The role identified in this recommendation
is listed in the draft directive. He also indicated that the Assistant Secretary

of Defense for Nuclear, Chemical, and Biological Defense Programs will review
DoD Instruction 5210.88 to reinforce this issue.

Our Response

Comments from the Under Secretary of Defense for Acquisition, Technology, and
Logistics meet the intent of the recommendation. We request that the draft

DoD Directive and the results of the Assistant Secretary of Defense for Nuclear,
Chemical, and Biological Defense Programs review be forwarded to us for review.



Appendix A
Scope and Methodology

We conducted this assessment from December 2014 through April 2016 in
accordance with the “Quality Standards for Inspections and Evaluations,” published
in January 2013 by the Council of Inspectors General on Integrity and Efficiency.
The objective of this work was to assess the uniform application of biosafety and
biosecurity policy and requirements across DoD component laboratories that are
conducting research using BSAT. We believe that the evidence we obtained is
sufficient and appropriate and provides a reasonable basis for our conclusions

with regard to our assessment objective.

This assessment focused on DoD component compliance with, as well as the
effective implementation of, DoD Directive 5210.88, “Safeguarding Biological
Select Agents and Toxins,” February 11, 2004; DoD Instruction 5210.89,
“Minimum Security Standards for Safeguarding Biological Select Agents and
Toxins,” April 18, 2006; Department of Defense Manual 6055.18-M, “Safety
Standards for Microbiological and Biomedical Laboratories,” May 11, 2010; and
other relevant statues and regulations. The assessment also included a review
of Office of Secretary of Defense-level policy development, implementation, and
oversight, as well as observations of different types of inspections of a sample
of Military Department facilities that have custody of BSAT.

We limited our scope by excluding an inspection of physical security or biological
safety and security programs at BSL 3 or 4 laboratories and Special Access
Programs with a biological safety and security component. We did not review
how DoD biological laboratories apply regulations issued by the U.S. Departments
of Agriculture, Health and Human Services, and Transportation.

To assess our objectives, we collected and reviewed documents from the Air Force
Materiel Command; Army Medical Command; Army Research, Development, and
Engineering Command; Army Test and Evaluation Command; Office of the Under
Secretary of Defense for Acquisition, Technology and Logistics; Centers for Disease
Control and Prevention Division of Select Agents and Toxins; Defense Threat
Reduction Agency; Defense Health Board; Defense Science Board; Department of
the Army Inspector General; and the Navy Bureau of Medicine and Surgery. We
also collected documents at facilities, such as Dugway Proving Ground, ECBC,
USAMRIID, Naval Medical Research Center, Naval Surface Warfare Center (Dahlgren
Division), Wright Patterson Air Force Base, and Naval Medical Research Unit #6.
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We conducted interviews throughout the entire period of our assessment with
officials from each component as well as the laboratorians and safety and security
officials in each facility we visited. We conducted interviews throughout the entire
period of our assessment with officials from each Service inspection agency or
component as well as the laboratorians and safety and security officials in each

facility we visited.

We identified related previous program reviews or reports from the Defense
Science Board, the Defense Health Board, Federal Experts Security Advisory Panel,
the Government Accountability Office, the Trans-Federal Task Force on Optimizing
Biosafety and Biocontainment Oversight, and the Working Group on Strengthening
the Biosecurity of the United States.

We considered locations both within and outside the United States. We chose

six locations for site visits based on two criteria: one, the site was being inspected
by either the CDC or a component inspection entity during our data collection
timeframe; and, two, the site was performing research using BSAT or had used
BSAT in the past.

We visited the following locations:

e U.S. Army Dugway Proving Ground, Dugway, Utah,

¢ Dahlgren Naval Surface Warfare Center, Dahlgren, Virginia,

¢ U.S. Army Edgewood Chemical Biological Center, Aberdeen, Maryland,
e Naval Medical Research Unit #6, Lima, Peru,

e U.S. Army Medical Research Institute for Infectious Diseases,
Fort Detrick, Frederick, Maryland,

¢ Wright Patterson Air Force Base, Dayton, Ohio.

Limitations

We did not encounter any limitations.

Use of Computer Processed Data

We did not use computer-processed data to perform this assessment.

Use of Technical Assistance

We did not require technical assistance to perform this assessment.
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Appendix B

Prior Coverage
GAO

High-Containment Laboratories: National Strategy for Oversight Is Needed.
GAO-09-574. Washington, D.C.: September 21, 2009.

DoD

Defense Science Board, Task Force on Department of Defense Biological Safety
and Security Program, May 2009

Interagency Groups

Report of the Working Group on Strengthening the Biosecurity of the
United States, 2009

Report of the Trans-Federal Task Force on Optimizing Biosafety and
Biocontainment Oversight, July 2009
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Appendix C

Previous Recommendations of the Federal Experts
Security Advisory Panel

The FESAP successfully completed the tasks enumerated by Executive Order 13546
“Optimizing the Security of Biological Select Agents and Toxins.” The FESAP issued
a report in November 2010 with recommendations on the following issues:

¢ Designation of Tier 1 BSAT,

¢ Reduction in the number of BSAT on the Select Agent List,

e Establishment of appropriate practices to ensure reliability of personnel
with access to Tier 1 BSAT at registered facilities,

* Establishment of appropriate practices for physical and cyber security
for facilities that possess Tier 1 BSAT,

¢ Other emerging policy issues relevant to the security of BSAT.

Highlights of the FESAP’s Recommendations

Designation of Tier 1 BSAT
The FESAP identified 20 criteria for use in determining appropriate Tier 1 BSAT,
including the ability to produce a mass casualty event or devastating effects to the
economy, communicability, low infectious dose, and a history of or current interest
in weaponization based on threat reporting. The FESAP proposed the designation
of the following 10 select agents as Tier 1 BSAT:

e Bacillus anthracis,

e Burkholderia mallei,

e Burkholderia pseudomallei,

¢ Ebola virus,

¢ Foot-and-mouth disease virus,

e Francisella tularensis,

e Marburg virus,

e Variola major virus,

e Variola minor virus,

e Yersinia pestis.
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At this time, the FESAP does not recommend including botulinum toxin and/or
toxin-producing strains of Clostridium botulinum on the list of Tier 1 BSAT, and
recommended that HHS and USDA use the rule-making process to solicit public
comment regarding their inclusion.

Reduction in Number of Agents on the Select Agent List

The FESAP recommended the removal of 25 agents on the list, including

7 HHS and HHS/USDA overlap agents, 12 USDA animal agents, and 6 toxins.
The HHS and HHS/USDA overlap agents recommended for removal include:
cercophithecine herpesvirus 1 (Herpes B virus), Coccidioides posadasii,
Coccidioides immitis, Eastern equine encephalitis virus (only South American
genotypes), flexal virus, tick-borne encephalitis viruses (only European
subtypes), and Venezuelan equine encephalitis virus (only enzootic subtypes

ID and IE). Toxins recommended for removal from the select agent list include:
Clostridium perfringens epsilon toxin, conotoxin, diacetoxyscirpenol, shiga toxin,
shiga-like ribosome inactivating proteins, and T-2 toxin.

Establishment of Appropriate Practices to Ensure the Suitability and
Reliability of Personnel who seek or have Access to BSAT

The FESAP developed several recommendations that focus on enhancing the
current security risk assessment performed by the FBI, pre-access suitability
assessment at the Federal and local levels, and continued monitoring of personnel
reliability at the local level. The FESAP recommended that the current security
risk assessment process be enhanced and clarified to better assess disqualifiers
and assess foreign nationals. The Select Agent Program should provide guidance
on pre-access suitability assessments of personnel to assist local entities in
identifying the qualities of suitability for personnel who seek access to BSAT.
Because elements of suitability, such as credit and criminal status, can change
over time, these should be periodically rechecked as part of an ongoing review of
personnel reliability. Finally, the Select Agent Program should provide guidance to
entities regarding self- and peer- reporting of circumstances, conditions, activities,
actions, or behaviors that may pose a safety or security concern.

Establishment of Appropriate Practices for Physical Security and Cyber
Security for Facilities that Possess BSAT

Physical and cyber security encompass the application of operational and security
equipment; personnel and procedures used to protect facilities; and information,
documents, or material for preventing or responding to theft, sabotage, diversion,
or other terrorist or criminal acts. For all facilities housing BSAT, the FESAP
recommended the use of a Government-furnished risk assessment tool to ensure
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that facilities are consistently evaluating their vulnerability to particular threats,
are implementing security measures appropriate to their level of risk, and are
enabling consistent inspection activities across multiple regulatory and oversight
agencies. Specifically for facilities that house Tier 1 BSAT, the FESAP recommended
specific, enhanced performance standards to ensure the physical and cyber
security of the entity and BSAT. This enhanced security should be coordinated.

Recommendations from October 2015 Report

1.1 Culture of Biosafety, Biosecurity, and Responsible

Conduct in the Life Sciences

Create and strengthen a culture that emphasizes biosafety, laboratory biosecurity,
and responsible conduct in the life sciences. This culture of responsibility should
be characterized by individual and institutional compliance with biosafety and
laboratory biosecurity regulations, guidelines, standards, policies, and procedures,
and enhanced by effective training in biorisk management.

1.2 Appropriate Organizational and Governance Structure to Ensure
Compliance with Biosafety and Biocontainment Regulations and Guidelines
Require that all research institutions in which human, plant, and/or animal
infectious agents and toxins research is conducted have an appropriate
organizational and governance structure to ensure compliance with biosafety,
biocontainment, and laboratory biosecurity regulations and guidelines.

1.3 Appropriately Constituted Review Entity

Require that an appropriately constituted and qualified review entity validate
local policies, laboratory protocols, and mitigation plans involving the inactivation,
sterilization, or decontamination of biohazardous materials at research institutions.

1.4 Security Awareness Education Programs/Curriculum Development

Support the development and implementation of security awareness education
programs/curriculum that underscore personal responsibility for safeguarding
potentially hazardous biological agents.

1.5 Share Information about Security Breaches that have Occurred Involving
Infectious or Toxic Materials

Emphasize the need for self and peer reporting. Discuss material protection
strategies and explain exploitation of life sciences research.
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1.6 Applied Biosafety Research

Develop and maintain a robust, federally supported program of applied biosafety
research to create additional evidence based practices and technologies and to
update existing practices and operations.

1.7 Incident Reporting System

Establish a new voluntary, anonymous, nonpunitive incident reporting system for
research laboratories that would ensure the protection of sensitive and private
information, as necessary.

1.8 Material Accountability Procedures

Increase awareness about existing material accountability best practices, and
support the establishment of material accountability procedures where none
currently exist.
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Appendix D

Fast Track Action Committee Report:
Recommendations on the Select Agent Regulations
Based on Broad Stakeholder Engagement,

October 2015

Recommendations

1.

10.

44 | DODIG-2016-078

Regulation Interpretations: The FTAC recommends developing a
formal mechanism for issuing, publicizing, and accepting requests for
interpretations of the select agent regulations.

Public Release of Information: The FTAC recommends that information
about BSAT research, including laboratory incidents, be periodically
provided to the public, and that Federal BSAT laboratories adopt, to the
maximum extent feasible, a policy of transparency regarding both the
agents used and laboratory incidents.

Sharing Best Practices: The FTAC recommends members of the regulated
community establish a mechanism for sharing best practices.

Individual-based Security Risk Assessments: The FTAC recommends that
in the absence of specific information indicating otherwise, individuals
who have been granted access to select agents or toxins at one BSAT
institution be able to move to another BSAT institution without having

to wait for a new security risk assessment.

Emergency Situations: The FTAC recommends development of a mechanism
to expedite approvals or to relax Federal Select Agent Program (FSAP)
requirements in response to time-urgent emergency situations.

Inventory Control Requirements: The FTAC recommends retaining
requirements to maintain inventories of samples containing biological
select agents and toxins, while ensuring that BSAT institutions are not
requested to characterize biological agents quantitatively.

Consistency of Inspections: The FTAC recommends development of an
approach to improve the consistency of the inspection process across
inspectors, inspecting agencies, and inspected sites.

Improve Customer Service in Communicating with Regulated Entities:
The FTAC recommends improving communication before and after site
inspections and improving the timeliness of inspection reports.

Categorize Inspection Findings: The FTAC recommends developing a
system to categorize findings on inspection reports.

Appeals Process: The FTAC recommends expanding the appeals process
for institutions to adjudicate disputed findings in inspection reports.



11.

12.

13.

Peer Advisory Mechanism: The FTAC recommends creating an expert
panel or Federal Advisory Committee to serve as an external group that
could share best practices or make recommendations to the FSAP.

International Engagement: The FTAC recommends international
engagement to explore harmonization of pathogen security standards
and ensure understanding of the rationale for and implementation of the
select agent regulations or equivalent standards by collaborating foreign
governments.

Guidance for Customs Inspectors: The FTAC recommends providing
better training and guidance for customs inspectors who process
BSAT shipments.

Issues for Further Analysis

A.

Institutional Scope of Regulation: Consider whether to bring all
bioscience institutions, or at least all those operating at or above Biosafety
Level 3 or “high containment,” under Federal biosafety regulation.

Possible Exemptions for Quality Assurance: Consider creating
exemptions from certain security regulations for laboratories that retain
certain select agents only for the purposes of positive control material
availability and quality-assurance procedures.

Security Expenses: Examine mechanisms for funding security-related
expenses for use of BSAT; determine if those mechanisms are adequate;
and if not, propose options to ensure that funding is available for
necessary security measures.

Consistent Disclosure Policies: Seek to ensure that institutions
regulated under the select agent regulations fall under consistent
information-disclosure policies, to the extent that state and local laws
and regulations pertaining to these institutions can be reconciled with
Federal requirements.

Common Chemical, Biological, and Radiological Security Framework:
Explore the feasibility of establishing a common interface for institutions
with respect to personnel vetting and personnel reliability—for people
with access to chemical, biological, and radiological materials of

security concern.

Risk-based Approach: Explore the feasibility of adopting a “risk-based”
approach to managing the safety and security oversight of biological
agents and toxins.

Shipping Regulations: Review domestic and international shipping
regulations and requirements, as well as related guidance, with a
view to simplifying and clarifying, and to facilitating compliance by
other countries.
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Appendix E

Defense Science Board: Report of the Defense Science
Board Task Force on Department of Defense Biological
Safety and Security Programs, May 2009

Recommendations
Recommendation #1. Cyber Red Team

Conduct red team reviews of the computer systems at USAMRIID (and,
depending on the results, other DoD labs).

Recommendation #2. Monitoring Activities

Make minor changes in the procedures to monitor activities in labs to improve
effectiveness without introducing significantly obtrusive measures that are
unwarranted by the threat.

Recommendation #3. Biological Personnel Reliability Program [BPRP]

Maintain use of the BPRP tailored to bio-defense work; balance risk from

malevolent insider against detriment to laboratory mission.

Recommendation #4: OCONUS Laboratories

Issue blanket waiver to use Department of State background investigations
(conducted by U.S. Embassy Regional Security Office) in place of National Agency
Check with Local Agency Check and Credit (NACLC), among local national
personnel working with BSAT in labs outside the continental United States.

Grant waiver authority to laboratory commanders to determine minimum security
measures for shipments based on local risk assessment and conditions for which
shipments must occur (e.g., public health, forensic analysis).

Recommendation #5: Compliance Inspections

Provide resources for an independent inspection team comprising authoritative
and successful individuals.

Recommendation #6: BSAT Transportation

Review use of two-person rule for BSAT shipments.

Recommendation #7: Public Education and Relations

Educate the public in the regions near the labs on mission, safety measures,
and level of risk, to counter an attack intended to inflame the media and close
the facility.
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Appendix F

Report of the Working Group on Strengthening
the Biosecurity of the United States

The working group prepared a report summarizing its review of the efficiency
and effectiveness of existing laws, regulations, guidance, and practices related to
physical, facility, and personnel security and assurance at Federal and non-Federal
BSAT. The report’s compiled recommendations follow.
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Working Group Report

APPENTIX &

Appendix 6: Compiled Recommendations
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The nsh wscsment should consider the ertiena { Appendin 2 B) develnped by the suhgioug on
tha SAR ag well e those published by other groups ( Appendi s 2-4), 1o addgtion, e team
fasked with perfimming the rek assessmrent should consult with other federal agencies
perfonming sHnilir risk assesmens of BSAT. This team should also engape sisticians tn
ergnire d Jigh level o rigor when sstablizhing stratification. e reulis oF e risk wsgsnent
miy alzn lead loa recommendation Far the ramaval of BEAT rem thie lsil or other mod il ions
of the lEL in additon w=ratification

Ohe concem regarding BSAT stenification, and 18 use 1o gude implemepiaion of biosecurity
cotttrols, i il @ commpley stratificition selisnie sty lead W conlision reganding whal incasiies
1 sy to what ageiits. B o therelore oritical that any strtification scheing be simple mud <asily
mnplemiented,

b Task the HIFS sl 15104 Select A gend Progrom (in comasttating with suhject matter
experts from the scentific, intelligence aud secarity conununitics from the Fedel and non-
Fealestsil sevtirs ms approgesie) lo devibip stanland securdty vish assessiieil metlnnlaloey for ise
at all BSAT facilitics. Gudance on how 10 properly exseute the standord nsbessscsam o method
ehauld e develsped and provided ko all registered entitics,

A prandand socurity ek assessment methodolopy shotld takes o accoint e fsk of fthe BSAT, the
e ol @i nintentional selemse of te BEAT Making o accomnt the setivities perlivmmed, indGder amd
external threans), amd the vulnerabilities in phywical, persanncl, v operitional security.

A simniderd secmiy rsk sssssement methododogy will ensime thet cogsbired ontifies ane osm g commn
approrches 1o measuring risk md will mitigate the pessibility of varied results among similar facilites.
Secunty personnel ol regislered entitics will bave s betier imdertandme of their secusrily neguinemenks as
ey ralata 1o the sk
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By combinimi the use of & stratitied list of BEAT based on risk and a standandized secunty risk
assemsifien | i esdolo ey, vegistered entities will I bebier sble o detenining 1 seearify risk o
{hair facility and apply scourity meesures commensurats with the sk

2. Owersight and Inspection

Lispad Below e ivo sels of recormmendilions Lo improve e pvepsighl process, The
et set relates to hatter coordinmtion betwoen e various overafght groups. Thisse
reeninmendateons are designed 1o improve the efficency and consisteney of impections The
scend s relates 10 improved compliance by reaulaned gntities Thess repommenditiong:
agdress some of e commaon vonpliance challenges that the regulated commomiy has faced
sinee the expamsion of the SAR in 2003, These peeammuendagions should mol requine sudutory
clanges, and onily manaoal relemaking. Most o nef all. of these conld be implemazd by
poliey il copcurrence can be obtaimed by the Agencies mvalved,

u. Appromches to enhanee 1S Gvermment (S0 coondination on oversight anid
Inspecthins

1. Llentify or establish o Falernl entity (o omnlingt e Moseourity aversight
activithes, aud to mmsure comprebensive and effective Federsl oversipht Tor all
select agent research Facilities und activities This would inclode impaot from
varions stakeholler agencies (eg ., CDC, APRLS, XU, Doy, DITS, IOE,
BOT, EPALOSHAL Gived ihe slubuory responsibinliny placed on USEA and
TTHS, thexe Departments watld be the arean kely sporsors of s activity, This
conrdinating body would work, au the following obyectres.
= Convaie ineelings on 3 regular busis among koy overaght agencie: 1o
Frentitang iptarmation sharmg om and eoandinztion of repilatiens, policwes, and
fispection sehediles activities (prior b establishmg permanent coardinaling
oflice).

= Promote aod enable ongoing infomsation sharing on oversight and ispection
procesed, adivilics, and reponts ( fcilitated by coordmoting ofTice )

Uhis Feeleral entriy choibd tomnlly snisze the regulated commumity i order 1o 0illy
iinderstand the necds of the reguialed commmmnity with respect 10 e aversighl wngd
Inpeciion Hocess

2 Pl better covmdination of inspections. Tn cenjupcrion with the
recommmendation abive, overgaeh! agenees shoild stive 1o implement jamt or
mult-ngency mEpeclions s complex selet agent entities. This meay reduce the
Sdown tiie™ anal mssocialed indirect costs For the cntity while poteatially wllowing
Por gach oversight ageney o lneus on areas thal Fall suside the scope of e SAR
{arich 2 personmel reliabilidy prosams

3. Promate the overslgh t-ofoversight appreosch, wherehy |50 reaubatory and
oversight osties place significamt focos on neviewing horatory-specific and
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Institutlonal aversight efforts, and willkze existing information on the

oversight effvrts of other USG bodies

s Review the owment oversight regarding registercd entities’ inventory
manugcment and auditmz plans o dotermima if the processes-are well-defined
and camnimieated (e g, sdditional puidance o regilatory chinmgs aiay be
nizde).

s LCollest and review repsiered entities” anmugl seleel agenl pregram review and
[aility imepectLon repons 10 enable ongoing oversighs hetwéen inspection
cvoles

& Fsone thal stakeholder aponces bave acoess b relovint mlarmntion and
roporieon avenighil ofTorti pertaining 1o enfities for which they have shared
respoinethilities and inferecs

4 Drevielop conrilinated cralnlng and oversight programs for inspectors from
varioas U560 agencices and olfices with oversight responsibilities.

= Develop fopmal and ad hoe patierships between USG oversizin bodes,
Invite representatives [rom parmer sffices to jomn site visis and mapections i
“abwerve ond assisl” mles:

o Hald poinb iesning sessionm o develop coms-cutting skill ses imd shaned
krowledge bases reparding USG oversight processes. COC and APHIS meight
waifiaider the eswiblishien of u *cenificsthm™ progvam fon inspection tewnis
frown ngeneies or departments thal iove micrnal oversight programs

= Develop common sinnderds and puedzlines for nspeders whenever practical
Che mics Cor the development of theva standards b= the erention of o
certileahon program by CTRC ARFHIS 1 trmn mispestors from ofler igencies
with mrermal pversight programs,

o Conduct joind inspections and other collabosmive oversight eifors when
AP

b, Approaches to cnhance institutional implementation, eompliance, oversight and
mevommtahility.

L Provide guidance fer aol regaire entifies (o ool oot comprehensiyve annumal

USAT progream reviews and lacility inspections.

= Consider using the Inskitmtional Aamial Care and Lse Commities (LACUC)
and Aimerican Acadamy for Laborators Animal Seience (AALAS) madels for
conductsng holh comprelicnsmve propram Tewdss dnd Laeih by inspachions
Cimder 1hie model, efitics would be reguired (o Submit an annul nepot 1o
20 or APHIS thal wnest addres hey complionce s (Lo melude
documentaton and/or verilieation of myemery wudits) for review., melusion in
filé=. and mngomy eversight by these repulatory bodies.

I Regire entities (e providi, a5 o part of resbstrntion, a sclect agent
mumgennent plan thar outllnis the roles ool responstbifities of (e RO
iher key managers for oversishit to wmsove complianee with (e resulations.
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= (e plan identitics a senver offictal (may or may mot be the RUYwhoos
itentified it 1akes ultimane responsibility.

w  Tlee plani dieseribes e linhage between thie chuiy of corpammid for e B aiud
e sesinur oificial

J. Continiae to snbance vxisting gabdance fur registerod entities on selocl agend

pru-r_mm implementation aand oversight at the instinional level
Fooes néw guidonce on arcas which may reguire clanfication 1 avird
unoiE misnkerpretation of (mad vt ponomplione,

= Provide specilic; detailed gridance repanding spproval procedures and select
agent iecess for Visiting seientiss,

= Develop a puidanee document dewiling secorting requiransnts for lnbortory
amd mon-labomtory sta il {mchiding seor ol mepectors audios |

= Provvide Srther giddance wnd tools Tor BOGmid labocatory stafl tramivg (2 g,
breefing modules, sample drills amd exercises).

s Establish @ periodic selea agent program belietin or oiher notification system
For dissennation of new guidance and regulatory infonmation to registered
anlities.

= Update and expand he “"Frequently Asked Questioms” seclion of the Malwoal
Select Agent Progrom websiie to provide stancdardized midance on common
T

3. Inventony of BSAT

Provide comprhiensivie guidande on fventory mamigement gnd meeonllecping
repiirements, approaches, vod templates.

w Fxparsd and clanly existing guidimee produced by e Select Agenl Progmmm
“Crundance on the Defipition of Long Term Blorage s Used m the Bolodt Agent
Repilatioes™ tor eneaird Ui fomm understandmg sind faeilitate compliance.

b Develop and distribate varions inventory reeopd templates o be wdapled and wtilized
v registered emiites on ah optional hass

o Support e implerientatien of improved recondbeening standonds and practices for
wirrking steck sanples (e, lbomtory notehooks, slanatnnre venfications, andits ),

d.  Prowvede gublasce lor and encourage sntities o develop standord uporating procedures
tor (he ransiuo and msrnganens o iventories beld by depantimg primeapal
mvestipalng { Pls)

¢, Hequine eutities o subnit demmled facility-specilic mventory mansSement plans us
part ol the regstration of tesewal o regrtralive prcess.

e Review e comment overaight vegarding regotsiod cotities” nve ity
manngement and suditmg plans o deteomiia il the processes are well-defined
and communicatad (e g, sdditional ghidance of regulatory change may be
needed),

s Require eotiles to condind, dociment, dnd répon o CERC APTS om the
votnel bon of persedic (an Teast snnal § eventory nodits in accordinee with
Uieir approved inventary manasement plans.
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Mrowiding Tommts (or recurds and e prsscrglive regquiremenis on invemsion maragsenail
should help emsure o more consistent applicaion of the 8AR by rogistered entities and reduce the
current. sonfision amaoag mmiy entities as 1o the sppropnste standards for inventory records
Thesa requimements chould melede godance an nslrs-ently ranefers Lo address transfers of
weleet agents between principal mvestgalers in im enlity, melidd e 4 requirement Tor approprate
pvenitery aind racking of these tarelers s o well g ool Teion of M teaelEs o die ROy

4. Oiher Hecommendations for Amending the SAIRL Some of these
recommendations will reguive legistative changis.

A Amenid 15 ULSC 17S0h) o add “attempis oF conspires o possess™.

Pursiint 1o L8 LES.C173(b L o person is prohibited from knewingly possessmiz o BEAT
wndder eircumstiones hal are “wol reasonadly justilied by o proplylactic, protectne, bona fide
resgarch, o other peacefiol purpose ™ Anyone violating s geovesn may be sibgect 0. fine
and'or imprisonment of not more Mam 10 years, The FBI has encountered asituation in which an
ey il ws stenpliog Lo seguine a BSAT L a ponpose il wies ool gegsonably jusiied
umndar section 175(h), Becae a vidlation of section 1 75{b) roguired the individual 10 take actual
possession Bf the BSAT, the FEI needed 1o allow the matenal o be dipped 1o the individual
before he cauld be amested. Aliogh the FBEI carelully momitoned the imuibier, azaler option
wonild be 1o expumd the scope ol sec 1750} o probibil oy knovwang attempts by individuals
I awcgume BEAT for w nelanons purposs. Therelore, we recomirend Diat the wonks “or atlernpls
or canapines 1o possess’ be added 1o 18 LUS.C 175(b)

k. Reviso the SAR to provide for DO access (o comdo et investipations,

The SAR should inclnde specific language permiting DOJ olficialy access w laborston ey
i which evidenee i5 being held i order for then Lo conduct thewr investigalions, We
recommdnd thad the SAR be anended (o address the DO concemn ol lined halaw?

The DO may need o condiet forensic examimations 1 an myvestigaton authorized unda a
federal law, On &n fem or moateroal 1Hat o, b, oF contains o BEAT, When stch oo fem o
musterial, wentified or collected as evidenve during The nvestigation has been transferred 1o wnd
[ i e passssia of anr aitity regestencd tndur this part, Thewe entitios will provide deees to
(e DT 4o comchust Forensne examumd one on e items or makerals, provided:

{13 e IH 0 peronnel howe indergone a Securdy Rl Assessment condimgted by the FRI-CIS
and the resilis of that assessment are siebrmitied o the RO (o the entity or individaal in
[rosssessium of e ivem o muerial,

{2} Tire DA persanme! possess the approprale educalinn o expericnae, or will receive the
approprate trunime from e mdividual or enbly 0 pogsession of the tem or msteral, (o handle
an wern or malenal thal = béars, or contame the BSAT al susue; and

(30 The PR personne] are excorted by persomel from e entity wiil te agpropnate rmnmeg, ul
all times wlien in e presance of the BEAT,

4} [ addition, the SAR should be clear that the DO has o responsilility bo istiee tha) any
subssegquent removal or triser of moterial contsining BEAT from the regstered enty ' whiloh
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the imvestigation is being performmed occurs only after thit entity ges approval for the irasler in
acupdagee willysection 16 ofihe AR,

I adddion, wihtes should mamisan wn acoirmls mwnl:trn end aideuale sequnly af ull thaterials
i Ehedr Faciliny whicli are part o such an mvestigotion. The Department-of Tistice will alas
i apprepoe docimentation addvessmg Y mveatory of evideitary fems The
dueumientabicn Wil ilentity which jtems or meterial (oo ime, Dear, or conilaim o BEAT. i e
preacnec of o BEAT has been confimmed. The dectimscatation will alaa contain the smoin of
BEAT, 17 ot bies boen deranmined. The RO of fhe entity storng the evidendiary items will be
weified of any chinges 1o the amouits of the BEATS thit may ocewr during the cotrse of ‘the
mvestigatie. The Deparment of Justiee may alse choose 10 sugment the security of the entity
atoring the evidentinry mueriads.

¢ Optivas for ad dressing the potentiol regulatory gap B de minimis quantities of
sedect toxing

The Wi deliberuted on options for filline the potentinl regulatany gap (o o s
apuestntities ol select Wiy idemtified i the previous section af this pepon, liuwever, iw one sption
was ngreed upon.  For thin resson. the threc options discussed are lied here with their respective
ratismalés. The WG recomniends thal these oplians be revisited during the policy making
[

= Opting #1: Cootinee corrent praciiee of not (racking, regolating, or reporting
wrders and shignieints of o it quaniities of select oins

Thare i« a pareeived regulatary gap in which unregistared individuals ar sniilice can repested|y
arcler, anid podontinlly stockpile, g vmmis quuantitics of A tosim Bor an legstimite pamass,
while cluding registration wilh the Select Agent Progrim. There have been documailed
imoiderioes of this accurming by ibe fregquency and intemt of e individuats who have done this iz
wnbnown. Mosh commonly. repeated arders are necossary o supporl contimsed studics m which
the materials wre consumied,  There ang onlby 4 very faw companies (hat £upply seloct toxins and
the miagar anes teport hat they abready track who they ship ta, amourts, aml purpose. even m the
absence of regubiiory mandsuie, owevern, (e exient to which they do soiz unkanown, The
oty of seledl o are either ahiguikouns &1 the e virommment or very. difficult e abtain i
any yueantity, Froally, there is fintle risk hat a de oo mes amoon of selec Toxin coald be ysed
for-a urge scale iological sk,

s Optins €22 0D spd APHIS, with inpat feom sodevant eollaborating sgeicies,
shaiald work with supplices of select toxins to develop toxin ordering aml
verilication processes that requice ldividoals and entitics orderdng select usns
bk

Ty ven ) thit B ety andivadial s eitlier registened with the Select Agent Progsim or is

axcinpt Trom regstration dus 1o only ordenng exempt quantities of select toxms,

2y desigmate and provide contact imfonmition for the responsible investigane Hor e wxin
ot b cibilained; and
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3y derigmate and provide contaet informmution for the beosatcry allioer or another
sulhoreed tstibetioanal ofTiceal (oilier ilian e resposible imvestiguion ul fhe ordéring
andity whe can confinm that:

) e nndes aligva with a lepiintite program, feqilifenen. of activity

by the approprate rek mssesamnenil i baonn woncduscted o the receipl, possessbon,
storage, and use of the toxin. wnd

) sihsgpiend fovin arders dnd agaregates uantitizs will b docinnented and
troacked 10 ep=ire cosmpl iance with exemnpl quantity mmns and enabile mgong
instininionl scooumtsbilicy and oversight.

oy saipport i lementition of thes recommendatmn, COC md APHIS wailld ko
provide guidince 1o suppliers onstraghtionwand approsches for verfyving the informition
prro ided Ty e orderiog iudividuals and conitigs

= Cptiom 830 Anvend the SAI such thar CDC and AP vegquive that all
individuals'entities ordering de sminteis goontities ol select boxins enroll na
iracking system with the Select Agent Frogram.

17 Enralbiment o s trochoie svsdern will allooy Bor venlention dol Gue madvadualenlity is
a Fegtimate e of the toain (leer minst submi credentials 10 indicie legitininte yse, ol
sppplier venifies with CHCAPHIS fhay are enrolled prior to shipemie §

2y Towim orders would procesd uging the APHISCDC Form 2 {or o modificd version),
winch wonld allow the reparfing of the taaan shipmain (o the OO0 or APHIR

33 Individuslsfentivies will not be required o register with the Selec Agan Program
wilens the amioust of o seleet tomin b fhcir possession exceeds the wmounts subject Lo e
SAR, CDCAPHIS would be suthonsoed to roguest thess rocords al any time:

4) Periodic repartmg of select tosin wege 1o COCAMIS must be consadered (peships
on modifred Form 2 when ordenng more Do)

Ay This optien would require a régulatony changs,

d, Considér revising the SAR jo require that regulated enthiies maintain their select
agent recopits Yor o leget 10 vears,

Curren SAR veyuire rewistered entities v pmintanm heir recorls (or three years,
Consideration should be given o expanding this requirenmeat to 10 years 1a allow a more
comprehensive review of the history af fhe entity’s possession, wse, ortrasaler of BSAT, Many
mvestigatioss o olviog vielatioss of The regnlatams can sealy regquire that inventory and other
records be reviewed [or Lrends in reporiing or maccurasics which could extend histonally
Beyuindd thrde vears, Records reguired i be maindamed for 10 yeurs wonld inchade all those
reuived by the SAR sucl as those fur inventory, security, maining, or incidence response,
Congderstion slould be given to the barden thin requiréament, may place on regulated entibios,
Por L',x;lmph, records that ure eupensive or dilficull 1 miadvtan, and/orare nst mqll.inu] by thie
SA, st as <urveillines videotape, shodd be exeluded From fie regiuremand.
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¢ The recommendation below should be revisited at the policy phase since there
wins fonsan Mot tloe B ihe WG (o complete its deliberatioms:

Canslder the feasihility of revising the statute (o grant the Seeretary of HIS similar
arhiritics to those of the Secretary of the USIA 1o determine approprinteneas of
BSAT access denials for casis of prior eommittal fo o mental institotion o jeventle
feboiy conivicthons,

The Wi hadk 2 coneern that persons wha were commmitted 10 mental wetiiviions or were
convicted of Felonies ns juveniles are not bing given the opporminity tawork in Felds refuinng
AT secess even though they may be wéll-adjusted. Adiodicators tor mations] seourty
elearanee decisions cim provide waivens e sone of ihe arems spesifically prohibied by thie TS A
PATRIOT Actincluding felouy comvdctions and noted drg vse. I exemphions con be mads Gir
ncedss Lo elasitied infonmation, it should abe be considened For BSAT seeess, Any
consnberntion of this salitory chunge msl inelude patapaton af the HIS political lead ssbup,
e 1 Urrector, and the HEHS General Coomsel

B, Mecommenilarions for Enfrancing Persopnof Feouriy
L. Overarehiog Hecommendations

RBecause there s on reguinement tigt the RO report derogatory Infinmmation 1o the T ar
AMHIS AT ey have renmved an individual lrom BEAT aveess due wo e devogauory inlommsmm.
e research commanity = potestially il sk of ransiomng persoans] who oay represcel a
secnrnty rish from one Tab 1o the pext, Fumhermore, the WG idemtilied that ather fhim the
restricted and profibited oritoria, RO have not heen provided @iidance on delannining an
mdividieal "z sudability for access (o BEAT o for delermimag when to temiporarily suspend or
permanently terminne (it decess. For this regson, (he WG recommiends the following:

. Estabilish o working group (WG, induding Fodenil and nion-Fedeml subject
muaiter ex perts lrom the sclentifie; intellipence, security, homan resoorces and healthenrs
(inclnding mental health professionals) communities, thatwill investigate and estahlish
puidance and training on suitability criteria, above and hevond resivicied and potential
profiibited cateperies for use by:

I RO, mosddition to the Scounty Rish Assessmenl, 1o deformmie whsther to grm
an idividual " matial aecess 1o B AT of to temporerly o permane by reatried (or
termmnifey an mdiddiol s adeess To BEAT
Fls, researchers, and tachmcians to continuons1y monitor themsehves amd oilers
Fior suntabiliny 1o wocess BRAT
A Checuparional Iealth prolessionals, o detemme fhe suitability lor TEAT acoes

bared o aetivities perfonmed with the BEAT and the individunl’s phivsical snd
miéntal health, to melnde medivations that may atlect an mdvidiil's shility 1o
pesform dutees wilh HS AL,

jud
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In developing susabiiity criterin, this WG should, o g mimimum, consider aspects of
peysomal wnd puulisional conduct, phvsical ol el lealif, wl belewions tha
mdicote an inddividual 15 o Ask ool humring thimeslves ar others,

. Asscess the Teasihility of the fallowing recommmidations:

I Anamendmen? fo the SAR reqoiring thal RUOs repoct Hee detafls of
derngatory lnforiation lewdlng 1o permmneil (eomdiaation of BEAT sceess o
T o APHIS For incluslon I o regitiy or repasitony. Derogilony
infarmetion may be reloted to swtability eriiena, determined by the W nhewve, or
restrictivie peodubitive ontepories. This my regure o legsidive change

L A registyy or repositary containing derogatory infoemafion reported by Ghe
ROY theat cam b wsed, bn comblmation with results of the security risk
assessmenit, for dedermiining whether an individual shoold be grantel BSAT
aecess, The FRICHR, CDC, APIIE, DUE, Director of Manonal hiteligence,
Hosmeland Seciminy Conipc), sivd Mational Securnty Conmeil should collaborate 1o
datermine W adpslicalive stundirds shiowld be ased Tor granling BSAT secess, 1T
sulehn o regisiry is deemed legal, amend the SAR w allow the use of this regisiry’
by COC and APITS, 10 combination with Secunty Risk Assessment resulls. 1o
grand or deny BSAT secess. This will reguare a legislstive change,

3 Gorminding Initinl BSAT Avcess
e Securily Rish Assessanenis
1. Furelgn Nationals

Sercening: Tdentify a Federal agency thal will 1) divetop guiddines fop
viedtimg FNs it require BSAT scots mnd 25 will soreen FNs aecording to (iese sew Ly
estahliahed cviterio. The SAR should be amemied such that this Fedoral apency.
CIIS BRAG, UDE, and APHIS collaborate to consider hatl the Security Risk
Agmessmmient results and e ety estahilishe] critieda to grant oF deny BSAT access.
Tus sereening myy reguire providing mibmudion on their prior history 1 their country of
origin & well = up o date informaion o thdir ecoupation, backgroupd, and reséarch s
well as inelode results friom fl:n'ur s sercens by the Deparuuuﬂ of State (D05, Use of
e Cadlactrve Foraapn Threat Aseassmend tool (Appendix 3-1} nay be considared,

Visass Hequire thit the 105 provide a list of viss types that wee ap propriuts
Foi work with BSAT to the Seloct Agent Program. Reguiline the Selisd Apent Progim
i lissenuinaie ihis information to Responsilile Ofidals. The COOATTIS Select
Azt Programa will provide information and guidimee o matinitions officials (10s),
B, and Tonding agescles on the Lypes of visas that wre adequate for work with BSAT.
Iapprapmiaie visa type will regqume vkt chimge, or 4speailic Winves, prior o Secumiy
Rk Asiesmont processing, Aniend 18 175 C. 175 or the Broterronsin Response Act 1
inelude “an inappropiate visa type” as @ restrictor for access 1o BRAT,
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Working Group Report (cont’d)

APPENDIX &

Proviche the Depanment of Justice and the Department of Homeland Scourity (DS ) with
il shadudory sudliary (u perfoon nmgraion st cliecks oo Scowriy Rk Asseesmizni-
approved FR3 al st every #ix months,

2. The ©JS-HRAG shoulld gither a) he provided the statutory suhority te
aeress the mental health compoment of e NICS database or b) esta blish o separife
terit] Healih dadubase toallow CIS-BRAG o determibine i Widdvid mal §s i digible
to have aceess te BSAT for mantal hoilih veasons Maoreover in ¢itlier matime,
any micteased emphasis et be made for stares to repon inlennetion regard)m persons
who v been “adjudicated 45 4 mental delective or have heen committed 16 4
mental meliibon™ m oo lmely and consisient manner I pamiam the flesnly and Wity of
any weueh databuse

b. Bublability for Initinl BEAT Aecess

L Assesx e Feasihility of requicing deg pesting (nefmalysts) for oiiial
BSAT access and determing whether suclh o testing progeiam conld b justified
under a Fourth Amesdment aualysis, Pursaot to (8 U050 § 1750d 20D, 0 person
who i an unlawiul user of o conirollud substines 55 4 restrivied pamson For purposes o'
a0 BRAT

2. Consiiler amending the SAK such that persans aith duties asoctated
il (e highiest sk BEAT ond Beased oo ihe setiviies performed witly e agent aie
regaived o he in o oecapativoal health progssan. The cocepational bealth program
should 2t s ok wnclede an imiinl serseniog that sseeses an mdsvidoal’s genenl
e il anad sl revrews medications [or amy possible conthots wath HS AT work
Description of the occiipationd leabt program will be reguared m the bissaley or
securily plo of e entity, The cost ol miplenienting tis recommendilion sunild be
weizhud against the nimber of libomtunes it will affeet and the Beoelit that will be
pamad. fi should be noted thisd thic ype of 3 chunge 1o ihe SAR gould reguire 1
legslative amendment

3 The DOC, CDC, and AFTITS should determine how 1o Bt implemen |
deemed export vegulations with respeet to the Select Agent Program-regofated
corananity il should subsequently cotablich training for 10w RO, and funding
agencivs on deemed expor regulation reguincments for BSAT work.

3. Coanimind Moridtordng of Persanne

a Amend the SAR 6 reguire thal @ Securily Risk Assesmdint be perfiormed
every three years for all individuals wifl seeess o BSAT,

I, Assess the feasibiliny of random drog iesting (nrinalysis) foe contimued BSAT
dveess o ensure ihal an fodbvidwil does mot Tl knio s vestvicial calepory.
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Working Group Report (cont’d)

AI'PENDIX 6

e Amend the AR to Inchude s requirement that entithes provide training for
RO, principal vestigiors, vesearche s, and fechodclans on soltahilioy criferia as
determbned by the WG abaves imechailans for supervisor-, self aind peer-reporthig of
lzsues relafing to the suitability criteria: and a process for temporary suspension or
pesmmanent removal of aecess in Dheir seenrity plans, Teadershup, supersasons medical
persomnel. peers, and individnals themselves should be aware of personal, professional, and
el {plrysioal aid mental) eriterin T miay piact peroeption ur perloaminee gl
with workiveg with or arousd BEAT, This may reguire a legaslative change,

d. Ensure that all imdividuals who work with BSAT hawe scoesd toan
oecupalional bealth professional Tor referral of physicol or menial beal O issaies that arise
after BEAT access b= prunted. Fresure det anmiies melude conset imfommuation md procedurnes
for referming individuals m the déseription of ther oecipational healih peogiins,

4. Termimaiion of BSAT Aceess and Graniing New Lecesy

. Provide guidance to the RO segandlog (ieir mole o remoy ing individuals
Mo BSAT mecess who display behaviors indicating they ave at sk of doing ham to
themselves o o othérs, Fosore that getities mzlade procedures For relemring widividuals who
digplay (hese Behnviors in e desenption of their secupations] Beilh progsims

b, Enswree Uit entities desoribe procedu os or fempomry or peommient
remnaval from acvess dine bo physicals occnpational; or mental heatih concems or other
bssues podentully impacting fines for duty wifh respeel (o BEAT possession und use

¢ Ensure that procedares ave in place for the 1O to ivmed iately motify fhe lpseal
FEI Weapans of Mitss Destmactlon Coordinator in order (o Inlthaie o threat assessment
prrocess in fhe event that heshe heoomes awane of an incident or action that may imlicate

possible criminal nctivity regarding BSAT,
&, Chlver Recomumenidaiions

i, Perform s stuwly of Chemicil and Nuglear Perponnl Retiability Programs (v
exammine the cost of individaal PRP aieasores and the value of eéligibilityinchgihility
et spnificince of the personal berview, and effectiveness of continwal
e e fmomitirding fi lhentify potentially disgualifying information or reliahility isaes that
wonld result in an imdivid ol s peeneaoent disguslificaion.

. Recammenditons for fmproving Mpsical Seouriiy Regulanions

Devidop minimum phy sical security standands based on the vish of the agent or loxin and
churacteristics of Tacilities and tvpe of work belng done.

Appendis -1, provided by the pliysical security subgroup shews an example of how physecal scomiy
standards could be applied o acetratified list of BENAT takmi into consderation the type of facility amnd
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Working Group Report (cont’d)

APPENTHX &

fhe work that e dome. Lsing o standerd securiy risk nsscssment will allow o facility o huild upon the
Fresmasinne on i) plyysical seean iy regoinements md woll geure o standand spgpmosch wiinle aliowine
fior abelitiomal sceurty recuirements under cument régulations.

I fecommendarions fur lmproveey BYAT Transpors

The SAR have heen adequite i chatiring scoune transportation of BSAT. There s curremly ne
exidarice 1o substantiale an inerease in transportstion secarity for BSAT, Funthepmore, BRAT
represent 7 Uiy (Taction of the hreardous materiabe that are roud inely Danidbed wdaily conamonee
Theredore, the key recommendition of the Wi s -

Pask the TSA, In partoership with other USG apenciis, to comdoct 8 ilsk assessaent o delemiine
the risk posed by dir and ground transporintion of BSAT.

The risk assessment should eomsidor:

b The risk of the BSAT, tie threar of o iaivieutional release of tie BEAT dunng
trargsporiation (to ielude Tikelileod U msider o extemmal tnests pay compromise 5 BSAT shipmen ),
and the vilnerabilitics tn physical, persoanel, vroperational security doring transportation sod of
stngrpsiig points along e dapping rouie.

2. The rsk posed by lovdng the teclinical name of BSAT an the shipping paper, halanced
by the peed (o provide enoogh informution to meet the information pceds of the emergency
risponder,

The resnbis of the rish assessment can be used to determine:

1. IF high risk BSAT should be shipped using nere sivinpent security controls (o g, use of
restricted service) or an enhanced fracking system (L, globul positioning systems (GFS)) devies
Im shipments. The haseling secimity plan requirenicmts contdined mthe HME may be sulliciem formiss
DEAT, however, niore stringzm securtly controls imay bz degied appropriate for BSAT idemilizd by
TR a3 posiing o more serions secariiy risk.

2. I additioaal backgronnd checks shoald be performed on persomnel who handle BSAT, 1o
e courters and others m the transpont chau,

A I fighter chain of costody regoirements and tracking shoold be implemented.

Dther recommenlations by the WG induode fhe following:

L Establish o commonication plan o ensure effective communication amoeng entities,
eomriers, DO, and CDCIAPULS, Diis plan ooy invalve erefing agreenienis on seeunly-hased
NG e practoes, of & seeurz web postel Ot wounld enlmmee racking capalylitie: or the
proaston of the tracking member 1o CDHC or APTTIS (ATHISCDO Form 2, line 37 reguests this
nformeation) imorder b grve thote ugancics the ability 16 track shiprient of the packagers’ through 1he
colmar T sl

2. Regulre CDCAPHIS (o olnialn o list of BSAT conclers. This wall Bacalsiaie DOT
mspechions of BSAT couriers so fhot compliance with current hagsmat secunily plan requiremends can b
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Working Group Report (cont’d)

APPENDIX 6

determined. In s PO, COC, and APHES shioold ensure that infonnation on BSAT courers 15
protected fron disclosere thig sould conpromiss securily

3. Consider inelusion of plant BEAT i the BIMR.
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Appendix G

Report of the Trans-Federal Task Force on Optimizing
Biosafety and Biocontainment Oversight

The scope of activities considered by the Task Force included those that occur in all
high and maximum containment research laboratories in all sectors (government
[Federal, State, Tribal, and municipal], academia, privately funded research
institutions, and private industry) using potentially hazardous biological agents.
The activities covered included research with disease-causing agents (pathogens)
that can infect humans, zoonotic agents that can infect both animals and humans,
biologic toxins, and agricultural pathogens and pests. Also included were activities
related to research, such as the maintenance of facilities and equipment needed for
effective biosafety and biocontainment, incident-reporting, and public outreach and

communication efforts.

The Task Force was co-chaired by HHS and USDA, and consisted of representatives
from the Departments of Commerce, Defense, Energy, Homeland Security, Labor,
State, Transportation, Veterans’ Affairs, and the Environmental Protection Agency
and National Science Foundation.

The Task Force analyzed current framework for biosafety and biocontainment
oversight, identified eight areas in which oversight could be improved, and defined
eight objectives to address these areas.

In the short term, many recommendations require compliance and implementation
by institutions that are federally owned or funded by the Federal Government;
and encourage compliance by individuals and institutions not federally owned or
receiving Federal support.

In the long term, these recommendations should lead to a comprehensive

national strategy for biosafety and biocontainment oversight, and compliance and
implementation by all individuals and institutions in all sectors. The Task Force
recognized that its recommendations also could be applied to entities outside the
scope of their report, and that legislation or rule-making might be required to
implement the recommendations in all sectors. The Task Force recommendations
were developed without consideration of potential competing priorities across the
Federal Government, and their implementation would be subject to the availability
of funds.
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The Task Force explained that acting on the objectives and recommendations in
the report required enhanced communication and collaboration among Federal
entities and their non-Federal partners, and, in some cases, addition or redirection
of resources as well as further analysis.

The Task Force concluded that there was a robust system for laboratory biosafety
and biocontainment oversight in place. The objectives and recommendations of the
Task Force reports were designed to:

e optimize local biosafety and biocontainment oversight at individual
high and maximum containment research facilities,

e improve and better coordinate Federal oversight of these facilities
and their activities, and

¢ help increase public confidence and trust that high and maximum
containment research laboratories in the United States are being
operated as safely as possible.

The following is a summary of the Trans-Federal Task Force on Optimizing
Biosafety and Biocontainment Oversight (July 2009 Report) objectives
and recommendations.

Objective 1

Enhance the overarching framework for biosafety and biocontainment oversight
of high and maximum containment research through improved coordination of
oversight activities.

Recommendations
1.1: Identify or establish a Federal entity to coordinate biosafety and
biocontainment oversight activities, and to ensure comprehensive and
effective Federal oversight for all high and maximum containment
research facilities and activities in all sectors.

1.2: Develop a registry of all high and maximum containment research
facilities in the United States.

1.3: Require that all institutions conducting high and maximum containment
research designate:

e A senior official with the appropriate knowledge, authority, and
accountability who is responsible for institutional compliance with
biosafety and biocontainment regulations and guidelines.

e A credentialed biosafety professional (see Recommendation 3.3) who is
responsible for oversight of biosafety and biocontainment programs.



1.4: Require that, at all institutions conducting high or maximum containment
research, an appropriately constituted review body performs a thorough
risk assessment of all laboratory protocols potentially requiring high or
maximum containment.

Objective 2

Encourage a robust culture of accountability characterized by individual and
institutional compliance with biosafety and biocontainment regulations, guidelines,

standards, and policies.

Recommendations

2.1:

Mandate compliance with Federal biosafety and biocontainment guidelines,
including the Biosafety in Microbiological and Biomedical Laboratories
and the National Institutes of Health guidelines, for all high and maximum
containment research institutions in all sectors.

2.2: Support the development of an accreditation system for biosafety/
biocontainment management programs at high and maximum
containment research institutions.

Objective 3

Develop a national strategy to enable and ensure the appropriate training and
technical competence of all individuals who work in, oversee, support, or manage

high or maximum containment research laboratories.

Recommendations

3.1:

3.2:

3.3:

Establish national, position-specific training standards and core
competencies in biosafety and biocontainment for all research, managerial,
and support personnel at high and maximum containment research
laboratories in all sectors.

Require institutions to ensure that all individuals who work in, oversee,
support, or manage high or maximum containment research laboratories
are appropriately trained and competent in biosafety and biocontainment.

Implement a phased-in requirement that the designated biosafety
professional (Biological Safety Officer or equivalent) at all high and
maximum containment research facilities be credentialed.
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Objective 4

Obtain and analyze information about laboratory incidents to enable trend analysis,
minimize the number of future incidents, and share lessons learned with the
overall goals of optimizing laboratory safety and oversight.

Recommendation
4.1: Establish:

¢ A new voluntary, non-punitive incident-reporting system for high and
maximum containment research laboratories that would ensure the
protection of sensitive and private information, as necessary.

¢ A centralized, integrated mechanism for analyzing incidents and
sharing information and lessons learned from both current mandatory
reports and the new voluntary reporting system.

Objective 5

Ensure that biosafety and biocontainment regulations and guidelines cover current
and emerging hazardous biological agents, and develop an agricultural equivalent
of the Biosafety in Microbiological and Biomedical Laboratories guidelines.

Recommendations
5.1: Develop comprehensive biocontainment guidelines comparable to those of
the Biosafety in Microbiological and Biomedical Laboratories to cover
research, including high and maximum containment research, on plant,
livestock, and other agriculturally significant pests and pathogens.

5.2: Maintain rigorous and comprehensive processes for the review and
updating of biosafety and biocontainment regulations and guidelines,
and ensure that these processes include broad-based participation by
all relevant stakeholders.

Objective 6
Ensure that the infrastructure and equipment necessary for biosafety and
biocontainment at high and maximum containment research facilities are in place

and properly maintained.

Recommendations
6.1: Require that all institutions with high or maximum containment
laboratories ensure proper installation of and preventive and ongoing
maintenance programs for biosafety and biocontainment infrastructure
and equipment.



6.2: Develop a mechanism for sharing information and best practices about

infrastructure and equipment design, operations, and maintenance among

all high and maximum containment research facilities.

Objective 7

Develop and support a national research agenda for applied biosafety and
biocontainment to improve the management of biohazard risks.

Recommendation

7.1: Develop and maintain a robust program of applied biosafety and
biocontainment research to create additional and update existing
evidence-based practices and technologies.

Objective 8

Improve and share strategies to ensure effective public communication, outreach,
and transparency about biosafety and biocontainment issues.

Recommendation
8.1: Develop comprehensive strategies to improve public communication,
outreach, and transparency about biosafety and biocontainment issues
and activities at high and maximum containment research facilities.
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Appendix H

Dugway Proving Grounds Shipping Incidents

The following documents describe two errant pathogen shipping incidents we
identified during our evaluation.

In the first incident described on pages 67-72, incorrectly labeled Vaccinia virus
was shipped from Dugway Proving Grounds to another laboratory. Vaccinia virus
is managed in a BSL-2 laboratory when alive, and in a BSL-1 laboratory when dead.
In this shipping incident, dead virus was mislabeled as live and was shipped to the
ordering laboratory.

In the second incident described on page 72, a package of Venezuelan Equine
Encephalitis virus (a BSAT agent managed in a BSL-3 laboratory) was apparently
mislabeled as dead Bacillis anthracis Sterne strain. When the shipment was opened
by the ordering laboratory and the incorrect contents were identified, the shipment
was secured.
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Dugway Proving Grounds Shipping Incidents
(Vaccinia virus)

e Ve inks ndident (1/13/1%)

O 7/22/14, a CRP oeder was sent to [ R o T - o= »ith the CRP for
piirchase of inpctivated agenis (o be ued in the Shell Lile Extersion Test {SUET) of CRAs {lmmonoassay
parels thal are contained within the [l The proect was funded by [ O e onder form, 36
wials of ANG-VAVIEL (Vactinia Vires Elstres (Lister]], Lot number AGDOOO0219 was covdered. A specific
bk weas orcirreed thal imatched the inaclvated Vaccinia kol ihat i currently being used in e oo
& Labosatory [Knvown previous data on thal lot). Each vial was 5157994 for a totzlof 556 377 84 1o
purchase the inactivated Vaocinla Inactivation ocours by gamma iniadiation of e lve strain of

Wrna. Live Vaconia vnis Is a vesearch ool used moa vapety of biomedical applicatines bot i can be a
human pathogen, making the Dve sl o B51-3 orgnism.

e CHP order was sent Lu_ o 712314 An oeder nomiber was assigned liom Bhe CRP
e this oo by [T (1 (e CRE) o /0004, The oo con rnumabees s T4EVEET aned e e
niumber was L0613, |t should be noted that § other inactivated agents were ardered at the same time
for this project. The 001144 was signed on 8/25/14 by [ 2 rhe CRP accepted the funding
on 82614,

i emall wascent oo [T o t=C0F an9,/10/14 o requeat an update an the arder stus,
Later that afernoon [ ¢ commodities manager tor the agents at the CHP meplisd that the
ardber wouldl be shipped the following week. ARes tharemail, multiple phone converzations

occurred between — and _ regarding the lck of stock for inactivaned
Vacania, Therewersonly 17 vials et af Lot 209 at the CAP (leaving 19 thort for the order]. Itwas
agrend that the stock chould nat completely be depleted in case ottier agencies needed (€ <0 1€ was
agreed thar 12 vials be sent until @ new shipmentof inactivated agent [af the same fof] could be
precured From their vendor inearky 2015, However on 8/16/14, an emall was sent Tmm_nr.
the CHP stating that 17 viak of Lot219 were sent to [ 2nd 19 visle were an backorder.

Certificate Of Analyses (COWs) for the (ot of inactivated agent were shipped with the agent, The 004
for Vaccinia mcluded |n the package was lor Lot 19

The imoetnated agents arived late on 93014 and stored sceoding to COM mstructions, The C0A
bnstructions for Lot 719 [Vaccinia§ were to sioo: the lubes at 3000 A& labormiary technician siored (e
imackivabted agents in the box they came in so they remained separate from the OA inac tivated materials
alsa ncated in the -80°C fieesor in the 85011 The COA papersork was left i [ R
cubecle for - return o theoffice on Menday, 9/22/14, Unknown o the laboratory technsoan amd
_A miales|al confimation deeet should have dccompanied the shigment. This form & deslgned
i oaanfirm the shipment, as well as confiom thal lhe costomey recesved the appropra le poduct This
featom wans peevest mequested from the CRP for Dhis shipmeni

wn preqaration for the upcoming CBA SLET study, | -2 5/22 and 9/73/14 as days
of preparsten, doing caloulatzns fop dilubons snd getting CRA lubs ready fear beting on 3729714, All
caliulations were based an CO4 concentrations and the vials were not looked at until 92514,
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Dugway Proving Grounds Shipping Incidents
(Vaccinia virus) (cont’d)

on Manday, /2914, | NG - the shipment bos of Inactivated agents for the first
tifme and maved the -20°C inacbvated agents o a tardboard box and labelsd it os CRA SLET shedy 5ol
eould be sasily identified as a diferent study from Q8. The vials were counted for each agent and the
namae on the sach vial was verified tosort accordingty. The COA was not reforenced during this sorting
process, a5 it was assumed, that all Vaceinla was mactivated and was ot 219 as ordered. Two vials of
the Vaguinks were removed from the invenion and pleced in e B850 located in the 050-1 lboratory,
The vials were apened and the appropslabe amount (Based on caloulations for ok 219) of agenl was
rerncwed fog lesling. The corcenbrabtion lsled on Lol 719 CO/ was 2051047 GEfml. All inactivaled
st ware lacated i the BSC foi dilutiom But arly ane agent was open aka bime. Dufing the process
of making ditione, | oo | : < 1o o,
With the completion of dilations in the B5C the diluted agents were remaved rom the BSC and taken 1o
the cossnbedtop {in the B501) where the 5 CHA panels were losated. The CHA panels were oo labesd with
168000l al mach agenl in the appropmate weell [CHA panels are basically smalliss A pamels

specifically designed fur-un Lhye coan ber o and the-solution jc aliowed o sit for 15 minutes

Bl thes resaits are rend, PPE duning thin exercise was gloves nnd liboratory coats, Due fo
ohserations that the CHA's weie manulactured differently, further testing for the day was abandaned.
The CHA pasels were dispased ol in the BSL-1 in the blahazard trashean, which would be removed laber
hyal day lor sneaserilioen, Al dilu b and remaining agent wials wesre reburned o approps s be storage
temperanires.

The agems remained untotched in the B0°C from 372904 untll 112/15, when a request for 2 viaks of
inactivared Vaccinda ot 219) was reguested from _m e st
o [ 7 s o Veccinia were remeved from e end of the series of
aliquat mumbers and placed mnsediately Into 4 50 ml conical ube witd a kimwipe in the bottom, The
conical bube was sealed and shipped with 4 ioe bricks n-'.u.-tnigﬁwia- l.n-. The COA that came
with the original shipment was copied [along with the death certificate of the azent] and shipped 1::.
with the viaks. The lot numbers on the vials were once again not compared o the COA,

Thee chipment was received by -m 1/13/15 and an emall confirmation was seat At 1028, another
emall from _iF-IE-\'.]I-IEﬁ-'DE'd a4 COA for Lot 122, as the COA was for Lot 239 and upan
inspectian the ial's kot wis ADGOOOOLE2 with 2 cancentrafion listed as 142:30°% shu/ml. [ N
_went ta the lal to inspect the vals of agent for Vaocinia befoe E. 1100 meeting and
wisrified, indesd the Lot number for all the tubes were 187, net 215, 4t 1118, || o the
CAF emailed back fo say, “Can you hold on to these vials and keep them frogen antl this is resoled? Lot

182 lrve wirus.” The multiple timess l.hll_ vitwed e tubes ﬁmﬂ.d‘mt:tl e

Label, no one saw the red betbers at the boktom o the label saying “LIVE™

- v e aboul The Sillion, Il was conveyed 1
B it 2ccciding 1o their secords, I e 17 (ubes of Lat 219 shipped to our Bl in
septermber 20714, [ <0 tained to [ that upoe closer vgpection, all the fube labets were sndised

Lot 482 not 215 and all 15 tubes that were lait o [ had UVE wrivten on them.
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Dugway Proving Grounds Shipping Incidents
(Vaccinia virus) (cont’d)

- natified the Laboratory Directar, Branch head and in 'rurn... notified the RC. There were 13
full & mi viads left of Yaconia Lot 182, one wial containing abeut S00ul and ane empty vial that wis used
(bt ot disposed off. All 15 vials weré removed from the BSE-1 -80°C and moied into a separite
vontainer lsbefed Vaccinia and placed in the BSL2 -80°C freazes Afier moving the agent to an
wppropriate locaton, - :.ql:!d_fnr an update on theln investigation. There were no
updates at 1300 and - was asked if - could just use the stock tubes that were sent of Vaccinia
for [l resving in lanvary -mm:rm- wins e, inactivated agent needed (o be used,

An ermall wias sent by the_:m 11315 at 1650 stathg “1'want to update youd all om s
shipment, The material shipped s indeed killed virus but waes labelled aith incorect LIVE bk, 20 the
material you have is inactivated, | willl ket you know how we will best address this by COB tomoriow.”

Furthes inbormation wirs provided on 1/14/15 ot 1711 frgem the CRP. The email stated, "The shippmg
isswes have been resobved and as stated yesterday the viak were mideed dead antigen, Per procedures |
will like all 16 unopened Wals to be returned (o DPG to be corroctly labelled and then we will reship, The
shipping cost will be charged to the CRP. | will let you know the charging code and | am sorry for this
Intonvenience,”

# tefecom was hetd on 1/15/15 wits || | NN - T - - oo of the

reot cause analysis pertormed at CRP. The findings were o5 follows:

1. Al paperwork documentation correctly specifies 17 tubes of AGD2 18 leaving Dugway.
2. 17 dead A8 Vactinis tubes were temoved from the Freeser, AB| Lot#2C0013 Labels wine removed
and placed on the back of the order form:
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Dugway Proving Grounds Shipping Incidents
(Vaccinia virus) (cont’d)

3, Aliquet 15-31 was hard-written on back of the ariginal CSCaR form,

4. A CRP Technician accidently grabbed the WRONG labels and relabeled the tubes with the "Live
AGD182" stickers.

70 | DODIG-2016-078



Appendixes

Dugway Proving Grounds Shipping Incidents
(Vaccinia virus) (cont’d)
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5, Tha comect stickars [which the CRP stll hagh should have been Aliguat 49-55, AGDI10.

€. The staff actually shipped tha tubes aniy verifled that 17 tubes of Vaccinia were shipped - they cid
ot verify the lot number with 2 differart DPG staff.

£ Al "UVE" tubes Icaving DG have & AED cap on the actual vial, These 17 tubes that were shépped
hanve chetar cogs, which verifies they ane "Dead®.

I'he custamar is safe.

CRP recommendizd thie easiest /best course of acton will beto "RECALL" all tebes,  possible,

It has been determined that the vials of Vaccinia will be shipped back to Dugway on Tuesday, January
20, 2015, The vials will be re-labaked with the correct label and sent back to The rmaterial
confirmaticn sheet will be Giled owt vpon arival and sent Back to the CRP immediately.
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Dugway Proving Grounds Shipping Incident
(Venezuelan Equine Encephalitis virus)

CRPSKpnent incidemt -22J01LY 2010

At approximately 345 pm, the shipmem ron) BPG amived af building -

The bax wis signed for by A liken hy _ e the BS[-2
lialy, Thee shippong pinpers were eemaved These pupers contamed infommation peaimng 1o
thi expected shipment (killed Sociling anfroses Sterme = cnp 0 BACIOT2 ) An inspaecnan
sticker om the muetside ol e box read “Dugnway Tnspection by ongon DG spoaubst omps

W L

The ek was vpsericad aml u safgehe | Sml conical bube e pralied oul From e they o
Inside tlie mhe was one 1.5ml serow cap nibie witl the following babel intormanon
RATEE Trowal Sinak

VEE (I'0C83) frean purificd

D25 mill vial Ktore =700

PEML ARG 1L

Fapires GRAAR T4

T tubee v placcd ek st box and thie o pliced s the =700 frezeer mothe TIST-2
wlnle an vivestigation wis perfimmed.

sieas inmedialely aotilicd by el plione
ot I < v

T .
_ arsaslod - with re=veniiuatm of the b Talsl

I e ded o iaaloalave the Wil soitli Wie vaal ansade mnd il j'ul.:kﬂwng 1..'.\;|.:|.:f:ll1|u:
secompanving docamentatyon

_uunlaﬂtﬂ

e Cenival Rowgerma Program directar
e idied plume niunbers for e commedity mmiger, wd
Dugway PON. - called and reguesiad techmical daka shieets Too the VEE
neguisted the tezhnical dotashst lrom - B il aphone sall from
r il DG whe will Ty o deally cerilionle and fechnicul Juim sheel [orihe VEE
Taver neeerved jn el wih e atimchments comsaming Wan mfrmaiun, 1w
detenrimied ilat ihe shiprnent wan nuelele weid of VEE, a0t avinble orgatiza,

[uier. - received ansmail from _ul 1P sading that the wrong

shagmment had been r.mttu-.

B o i dems Do sufociave so et Uis sample could be
dettroved, Aumoclave wis stirted o dry evele for 30 minutes. Everyons lall fortire digy,

23 July M6
Thie suloclsbe regisher comlimmed ime and lemperalare (e e aslodave nen cvale and
the stems werg rensoved and taken back tothe BSL-2. The c-mdicmor was st ip for
incihation by
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Appendix I

Committee for Comprehensive Review of DoD
Laboratory Procedures, Processes, and Protocols
Associated with Inactivating Bacillus anthracis Spores
Findings and Recommendations

Findings

The root cause for the incomplete inactivation of Bacillus anthracis samples
at DoD laboratories

A single root cause for shipping viable Bacillus anthracis could not be identified.
DoD personnel appear to have followed their own protocols correctly. However,
the committee found inherent deficiencies in protocols for three phases in the
production of inactive spores that could lead to nonsterile products:

e radiation dosing,
e viability testing, and

e aseptic operations (contamination prevention).

These deficiencies and other factors contributed to the establishment of protocols
that do not completely or permanently sterilize these samples.

Why post inactivation viability testing did not detect the presence of live
Bacillus anthracis

There is no single root cause to explain why the Bacillus anthracis samples
were incompletely inactivated, or why viability testing did not detect live
Bacillus anthracis spores. Contributing factors that may have resulted in
undetected live Bacillus anthracis spores during viability testing in U.S. Army
Dugway Proving Ground’s samples include deficiencies in sample sizes and
inadequate incubation periods after irradiation.

Existing DoD laboratory biological safety protocols and procedures

The committee identified existing DoD laboratory safety protocols and
procedures in each location. However, these procedures are not standardized
among the laboratories.
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DoD laboratory adherence to established procedures and protocols

In most cases, the committee observed that DoD laboratories followed their
own established procedures and protocols.

Identification of systemic problems and what steps should be taken to fix
those problems

The primary systemic issue responsible for failures in the preparation of
inactivated Bacillus anthracis spores is the lack of specific validated standards to
guide the development of protocols, processes, and quality assurance measures.

Recommendations (abridged)

Quality assurance. Enhance quality control programs at DoD laboratories
working with hazardous select agents and other pathogens.

Standardize Bacillus anthracis inactivation protocols across laboratories.
All DoD laboratories should follow a common standard operating procedure for
such practices as irradiation and viability testing.

Institute more rigorous quality procedures. Establish quality assurance
and quality control procedures for inactivation and viability testing of
Bacillus anthracis spores.

Clarify the conditions of the material transfer agreement. Material transfer
agreements enable DoD laboratories to communicate potential hazards to the
customers and maintain a positive inventory tracking for potential recalls on
all select agent inactivated materials.

Perform preventive maintenance. All reusable mechanical equipment employed
throughout the process should be routinely maintained and calibrated, from
mechanical pipettes to the irradiator.

Establish and manage an environmental surface sampling program. Some
laboratories lack written procedures to document, investigate, and report
contamination found outside primary containment areas during environmental
persistent agent sampling.

Establish validated dose curves. Radiation dose curves should be generated for
each Bacillus anthracis strain used for production at the same concentrations used
in production, and performed on the same irradiator as used for inactivation of
spore preparations.



Understand the end users’ needs. The Chief Science Officer of the laboratory,
Army or Command, should work with individual customers to understand sample
requirements and determine the appropriate strains and material needed to
support the objectives.

Quantitate spores before irradiation. Spore preparations intended for
irradiation should be quantified as precisely as possible to maximize the likelihood
of achieving the inactivation levels predicted by Kkill curves produced with the same
strain in the same irradiator.

Peer review. Establish Bacillus anthracis spore inactivation and viability
testing protocols that are based on relevant scientific data, standards, and
studies conducted to fill knowledge gaps. All protocols and subsequent protocol
modifications should be subject to a peer review process, validated, and
implemented uniformly across similar operations.

Program management. Program managers should provide adequate laboratory
space, equipment, and time to conduct relevant safety and surety research for
select agents and other pathogens. Program managers should develop a plan

to track and document the implementation and long-term sustainability of the
recommended corrective actions identified through this review panel as well

as all internal and external audits.
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Appendix ]

USD(AT&L) Action Memorandum, July 22, 2015

Refer to page three and four of the action memorandum (pages 77-80) for the
recommendations that USD(AT&L) advocated that the Deputy Secretary of
Defense direct.
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USD(AT&L) Action Memorandum

THEUNDER SECRETARY OF DEFENSE
B 10 DEFEMSE PENTAGTN
WASHIMGTON, De: 20201 4010

ACTION MEMO

Tuly 22, 2015
FOR; DEFUTY SECRETARY OF DEFENSE m{"
1
FROM: Frank Kendall, USD{ATW

EUBIECT: Report of the Comprehensive Review of Department of Defense Laboratory
Procedires, Processes, mod Protocols Associated with Tnactivating Bocillunr amthrasy

{Anthnax) Spores

# In response to your direction of May 28, 2015, follawing the discovery that viable anihroe
spares, which were supposed to Biave been inaotivated by imadiation, had been shipped to o
commieroial lahoratory, | commissioned an independent, 30-day review of the Department of
Defense’s (Doll) procedores for inactivating and verifving imctivation of anthrex spores.,
Attached s Tub B je the finsl Roport of the Comprelbensive Review Committee of Dol
Juborstory procedures, processes, and protocols sssoclated with insctivating anthrast spores.
This Report is the consensus produsct of s team that inohided subject matier experss from the
Leparimenis of Agriculiure, Defense, Energy, and Homelend Sccurity, and the Fedesal
Bumean of Investigation. A Jis of team mémbers is in Appendix C of Tab B

& The Comprebensive Review Cormmittes™s key findings are:

o Incertain cases, Do procedures 10 ioadiste and kil live antheas spores; and to test the
visbility of frradiated (and peesumed inactivated) samples, ars ineffective,

o The primery systemic issue responsible for fatlures in the preparation of inactivated
snthwax spores is the lack of specific valideted standards to guide the development of
protocols, processes, nnd quality assurance mensires (Page 16).

o The developement and implementation of insffective imdiation and viability testing
pmqudrmtmkptmr,qvuruuhndm; this cepresents an instinninnal problem
particularly it Dugway Proving Ground (DPG; Page 173,

o Inoctivated anthrax origineting from DPG are the only samples that huve tested positive
fior live anthicax (Page 12).

o The confluence of large production quantities associnled with DPG, low ssrpling vohinie
of the insctivated material for viehility testing, and a very shost time period beeween the
campleted fmadintion eycle and start of the viability tesling may have exacerbated the
likelihood of pot property identifying live anthrox spores in fnnctivated samples (Page 173,
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USD(AT&L) Action Memorandum (cont’d)

o Labomtory bicsafery protocols and procedures sme not standardized emongsr the Dald
Inbomiorics (Page 16); this is potentially due to the fuel that the labaralories wre memsped
under multiple cheins of command (Page 18, TAB C).

The Comprehensive Review Commitiee's recommanditions are grouped jnio three broud
arenas. The Review Commities recommends DaD inborstories that work with hazardous select

agents anil other pathogens:

o Enhance quality control progrume, particulerly regarding insctivatinn and viability testing

o Esiuhlish anthrax spoce insctivation and viahility testing profocols that are based on
relevan! stdentifie data, standards; and studies condpoted to fill kmowledge gops.

o Improve program management to ensure adequate lsboratory space, equipment, and time
to condiiet relevant msearch fior select agents and other patbopens.

After p careful reading of the Compeehensive Review Report and discnssion with schject
mitter experis, my conclusion i that whils thiz is an institutional foflure that spenned more
than u decade and involved multiple organizations and anltiple leadership changes, there i
novertheless sipnificant evidence from previons incidents that steps should have been taken 1o
address fhe problems identified by the Review Commities, particularly at DPG. The Review
Committes’s findings #nd the viahility testing conduoted since the discovery that visble
aintliriee spores had mistakenly been shipped, confirms that the only instilution known o ave
expenienced i failure fo inkctivate and detect failed moctivation was the Amy's DPG. [ agmee
with the Review Comnitter it the combinating of unique charactaristics at DPG, to inelude
Ilﬂgh volume production, low sampling size, intentionally mpure products, and mare
immediate post-inactivation viskility teating are possible contributing factors. However, the
Report dlso indicates that in revent yeans DPG has bad a relutively high mcideace (20%) of
post-ingetivation viability tests thar showed nnsuccessfisl inactivation, but failed to address all
thee root caimes of this high ipcidence,

In my apinion, the technical leadership a DPO, particularly the individuals who ae
sesponsible for the sl processing and shipping of inactivated anthrax spores, should leve
been well aware of the siatistical ratures of both anthren spore insciivation by iradistion and
post-inactivation viebility testing, as well as of the degres to which DPG was opsrating
outside tive parameters of the available sclentific data on enthrix inwetivation, specifically
with respect 1o spore concentration. In wdfion, there sre indications in the Report thay the
Microbiology Office of the Life Sciences Division st DPG was not keeping sdequate records,
failing to ensure cument procedures were documented earrectly, or following laboratory best
practices, Althoogh the Review Commities found that the problems st DPG did “not
Mﬁmmwnmhﬁﬁdmflmm&mwmwwmah
investigated mere completely, As o resull, [ recommend that n addbtion to implementation of
the Review Committes recommendations, you direct the Army to conduct s tharough formal
investigation of the institutions and individuals at DPG, including the clmin of sommand, st
are responsible o the widespread, mintended vinble antheax spore shipments.
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USD(AT&L) Action Memorandum (cont’d)

o

»  Lagres with the Review Commirter’s conclusion that the seience of anthrex insctivafion is ot
adequately nodersiood and thal addifional work is needed (o establish effective sandards and
prolocals: for insctivation md visbility testing; this is an institotional problem that invalves
organizations owside the Department, The problem has existed for tea years, and the Revicw
Committee's abservmtions and recommendstions apply to all Dol Lbs that éonduct
insctivation of anthmoe. [4is clear that the siumfion must be comected per the
recommendations of the Review Commines, with partiealsr focus on a re-evalnation of both
thit imderlying seience und the strusture of the Dol biologieal lsbamtory system.

= To cosuro thot the recommendicions of tho Report are effectively implemented md that a

simikar incident does not cosur in the fitture, 1 recommend you sign the Memorandiom at TAB
A thnt directy:

The Secretary of the Armiy, in coordination with the Secretary of the Navy, to develop an
implementativn plen for addressing the spevifie recommendations in the Beport on quality
mmpmmm,mﬂmmmmmn mmplementation plan 1o
you fior review in 30 days, with periodic opdates on propress quarerly (sereafles; review
labomiery mizsions sad chains of commind and provide palicy and otganizational
recommendations 1o ansure consisient application of biosafity and bossturity policies
across the libomtories; and assess the optimal distribotion of ressarch, development, and
productioa setivities ut the Isboratories in support of the Chemical and Biological Defense
Program mission to develop eountermensures for the warfighter aguinst chemical and
hinlogical thresrs,

The Secretary of the Ammy initiate a formal investigntion, by &n spproprinte investigative
organizafion, of the specific aotions st DPG that contributed to the unintended and
unacknowledged shipment of visble anthrax spores to 2 large nimber of recipients.

Designation of the Secretary of the Army 2 the DoD Exeontive Agenit for the DoD
Biological Select Agent and Toxin (BSAT) Bliosalety Program. As the DoD Executive
Agent for the DoD BSAT Biosafety Program, the Secrefary of the Army shall be
responsibie for the techaieal review, inspection, and barmanization of Biosafety protocols
mnd procedures seross Dol Iaboratories that handle BSAT snd shall have tasking
authority of all DoD componeats for this pupose, The Army shall desipnate 5 certified
biofogical safery officer 1o exonte this responsibility.

My office fo work with DoD staleloldors, the Centers fir Distase Control aud Prevenfion
(CDC), and other relevant departments and apencies to develop a plan for research related
mhmmﬂwwmmmmmmlnmm
standards, in coordipation with DoD stakeholders, the CDC, nnd other relevant
departments and sgencies, for ivediation and visbility testing using the resulls of research
canducted; ensure sulficient funding is availahle through tha Chemical and Biclogical
Defense Program for research related to the development of standandized irradiation and
winhility testing protocols; review, and revise as necessary, Dul) hiosafety and biosscurity
policy and enmire consistent application neross Dol Isborstories; and overseo Miliiary
Department and Service implementation of the Review Commities"s recommendations.

DODIG-2016-078
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USD(AT&L) Action Memorandum (cont’d)

o Continustisn of the momatorium on the prodestion, wodk with, and shipment of inactivated
anthr; until all recommendations are sddressed, except as required for the
of standardized, peer-reviewed, snd velidated protocols for inscfivation and
tesling,

COORDINATION: OGC
RECOMMEMDATION: Sign memerandin st TAB A,
Attachments;

TAR A: DSD Implementation of the Recotmmendations in the Comprehensive Roview Report:
Inadvertent Shipment of Live Bacillus anthrocts (Asthrax) Spores by Department of

TAB B: Comprchensive Review Report
TAB C: Dol Laboratory Chaing of Commend
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Appendix K

Deputy Secretary of Defense Memorandum,
July 23, 2015

The five Deputy Secretary of Defense directives to USD(AT&L) are listed on

page two of the following memorandum (pages 82-84). The five Deputy Secretary
of Defense directives to the Secretary of the Army, as well as the designation of the
Secretary of the Army as DoD Executive Agent for the DoD BSAT Biosafety Program
are also listed on page two of the memorandum.
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Deputy Secretary of Defense Memorandum

DEFUTY SECRETARY OF DEFENSE
1010 DEFENSE PENTAGOMN
WASHINGTON, DC 20301 1010

JUL 23 2015

MEMORANDUM FOR SECRETARY OF THE ARMY
SECRETARY QF THENAVY
SECRETARY OF THE AIR FORCE
UNDER SECRETARY OF DEFENSE FOR ACQUISITION,
TECHNOLOGY AND LOGISTICE

SUBECT hnplemeniation of the Recormmenditions i the Comprehensive Review Report:
Inadvirtent Shvpmeni of Live Bl gefiracis | Anithoes) Spores by Deparimient of
Defepese

On May 22, 201 5, the Department of e lense (aly) beeamie awire thit live anthnis
spores; believed to hive boen wactvated, had been shipped 10 g commercial Fsbaratory from the
Army's Dugway Proving Greound 1DPG). The Departrocnt ok smmiedinne metion 10 efsune the
sufery wf everyone involved and 10 understand the seope of the problem, The Centers for
Disease Control and Prevention (CDC) invmediately laonched an investigation and reported their
Findings to DPC an June £, 2005, Om May 29, 2015, | msked the Under Secratury of Defesse for
Acquasition, Technology and Logistics (LUSDAT&LY) o lead a 30-day comprehensive review of
Dol labaratary procedures., processés, and protocobs sssociated with Inactivating enthras
consisiing of 1) root cawse analysis for the incomplete inscivation of anthrix; 2) BoD laboratory
hinhazard safety procedures and protwcols, 3) labortory: adherence 1o established provedures and
protocols; and 4) identification of sysemis problems and the steps necessary 1o fix those
prablems. This review wesconducted by a team of wechnicel experts. The Comprehensive
Review Repont of Dol labarutory procedires, processes, and protocols sssociated with
Inetivating Bacilfie anifrac iy spores was finalized on July 13, 2015,

1 have reviewed this Report as well as the CDCs repaort and the recommendaions from
the USIeAT&LY The report substantiates thet DoD sem live antheas 1o B6 laks in 20 states, the
Distric) of Columbis, and seven countnes, T iake no comfon in the fact that no one was infectid,
ond (hat puhlic sufety risks wene very liow as 8 result of thege shipmenis. This was on
encimanle st filore. The O foumd thar DPG faled o adgumnely et e
urthray spores and Failied 1o vafidate thi the insetivdion wis soccessiul before creming sumples
that Wik be released from the fheifity, The Review Committes's key fmding is that there 154
Bk, of speeific validated standards o puide te development of protocols, processes, ond guality
Essrnce mepsires for the irendiaron and vinhiliny testing of inaetivied anthreo spanes.
Further, the Review Comrmittes found that labominey protoca|s and procedures are ot
standirclized amongs the Dol laboratorics and recommeided thint o standardization effon be
e

USDeATEL ) has endovsed the findings recammendations of the Review Comminee, In
additlpm, he reenmmrended that the Army conduet a fommu) ipvestigation of the instinlons and
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Deputy Secretary of Defense Memorandum (cont’d)

individuals at DPG, including the chain of command, as well as the actions of DPG that led 1o
the inadvertent widespread shipments of viable anthrax spores.

To ensure that the recommendations of the Report are effectively implemented and that a
similar incident does not eccur in the future, [ dircci the following:

The USD{ATEL) will:

Work with Dol stakeholders, the CDC, and other relevant depariments and agencies
1o develop a plan for research related 1o the development of standardized irradiation
and viability testing protocols;

Establish standards, in coordination with DoD stakeholders, the CDC, and other
relevant departments and agencies, for irmadiation and viability testing using the
results of research conducted:

Ensure sufficient funding is available through the Chemical and Biological Defense
Program for research related to the development of standardized irradiation and
viability testing protocols;

Review, and revise as necessary, Do biosafety and biosecurity policy and ensure
consistent application across DoD laboratories; and

COrversee Military Department and Service implementation of the Review
Committes s recommendations.

The Secretary of the Ammy will:

Conduct a full accountahility assessment of the responsible instituions and
individuals at DPG, including the chain of command, to include initiating a formal
investigation by an appropriate investigative organization, of the specific actions at
DPG that comributed 1o the unintended and unacknowledged shipment of viable
anthrax spores o a large number of recipients;

In coordination with the Secretary of the Navy, develop an implementation plan for
addressing the specific recommendaiions in the Repori on quality assurance, peer
review, and program management;

Provide the implementation plan to me for review in 30 days, with quarterly updates
on progress thereafler;

Review laboratory missions and chains of command and provide policy and
organizational recommendations to ensure consistent application of biosafety and
biosecurity policies across the laboratories: and

Assess the optimal distribution of research, development, and production activities at
the laboratories that support the Chemical and Biological Defense Program mission to
develop countermeasures for the warfighter against chemical and biological threats.

In addition, [ am designating the Secretary of the Army as the DoD Executive Agent for
the Dol Biological Select Agent and Toxin (BSAT) Biosafety Program. As the Dol Executive
Agent for the Dol) BSAT Biosafety Program, the Secretary of the Army shall be responsible for
the technical review, inspection, and harmonization of biosafety protocols and procedures across
DoD laboratories that handle BSAT and shall have tasking authority of all DoD components for
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Deputy Secretary of Defense Memorandum (cont’d)

this purpose. The Army shall designate a centified biclogical safety officer to execute this
responsibility.

Unitil all the recommendations in the Repont are addressed, | direct the moratorium on the
production, handling, testing, and shipment of inactivated anthrax, except as required for the
development of standardized, peer-reviewed, validated protocols for inactivation and viability
testing. USD{AT&EL) will work with all Dol and interagency stakeholders to mitigate the
impacts of the continuing moratorium on important research, development, and production
activities related to the development of countermeasures to protect the warfighter and the Mation
from biological threats.

[

Chairman of the Joint Chiefs of Staff

Under Secretary of Defense for Policy

Uinder Secretary of Defense for Personnel and Readiness
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Appendix L

The Centers for Disease Control and Prevention
Division of Select Agent and Toxins cited requirements
from 42 CFR, Part 73 and Report Observations Based
on the Cited Requirements

(Refer to pages 87-89 for the full report)

Requirement: The biosafety plan must contain sufficient information and
documentation to describe the biosafety and containment procedures for
the select agent or toxin, including any animals (including arthropods) or
plants intentionally or accidently exposed to, or infected with a select agent.
42 CFR, Part 73 [Section 12(a)]

Observation: The standard operating procedures for the irradiation of

Bacillus anthracis spore suspensions did not account for the variable amounts of
spores treated in the gamma cell irradiator. This resulted in inactivation failures
that led to the transfer of viable Bacillus anthracis to nonregistered entities.

Provide an updated standard operating procedure, as part of or referenced in the
U.S. Army Dugway Proving Grounds Life Science Test Facility (LSTF) biosafety plan,
in which all steps in the preparation of the spore suspensions have been verified to
not inhibit their inactivation.

Requirement: The biosafety and containment procedures must be sufficient to
contain the select agent or toxin (e.g., physical structure and features of the entity,
and operational and procedural safeguards). 42 C.F.R., Part 73 [Section 12(b)]

Observation: The method used for inactivation of the Bacillus anthracis spore
suspensions, Cobalt 60 gamma irradiation, was not validated using standardized
control spore samples at varying concentrations, volumes, and levels of irradiation
before creating spore suspensions that would be released from the facility. As

a result, viable Bacillus anthracis spore suspensions were shipped from LSTF as
inactivated samples in April 2015, December 2014, October 2014, and March 2014.
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Provide documentation validating the method of inactivation to ensure that each
preparation does not contain viable spores or cells after irradiation. Please include,
but not limited to, the following:

e How LSTF will determine that the parameters of the irradiation
are adequate.

e How LSTF will determine that post-irradiation sample preparations are
completely sterile.

Requirement: Except as provided in paragraphs (c) and (d) of this section, a
select agent or toxin may only be transferred to individuals or entities registered
to possess, use, or transfer that agent or toxin. A select agent or toxin may only be
transferred under the conditions of this section and must be authorized by CDC or
APHIS prior to the transfer. 42 C.F.R., Part 73 [Section 16(a)]

Observation: As of June 5, 2015, LSTF has sent unauthorized shipments

of live Bacillus anthracis to 52 laboratories located across 19 U.S. states
(including the District of Columbia), from January 2005 to May 2015, totaling
74 unauthorized shipments.

Effective immediately (presumably at the date of the report) all shipments of
“inactivated” Bacillus anthracis preparations were suspended. Any “inactivated”
Bacillus anthracis preparations were to be considered a select agent until proven
otherwise. Before any shipments of inactivated preparations could occur, LSTF had
to submit definitive proof that the procedures implemented ensured that no viable
organisms were present in the preparations.
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Centers for Disease Control and Prevention
Report (cont’d)
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Centers for Disease Control and Prevention
Report (cont’d)

Enfity|nspection Report At 4
LiTe Scrarce Tist Faciity Pag: 2
Antachment 1: Entity Departures

Cepartunes mobed during e perod of Moy 28, 201510 May 26, 3018 o Life Szierce Test Faailily (LSTF (stlans
Presri A7 CFR P il T8 Speslying sacieduieme 1 an: Shier it bkt

7 Requirement: [H ciosafely plan must conlain Sulicism ietmation S0 oooumsrision (o desciie e Dizssiely
anif containmen! precedures for the sehect agent ar loxin, incluaing any aremals (insiudeg oflhloposds) ar plants
Imterticnady or accidemtaly exposed o nr nbected with 8 sedect agent [Sechon 12(a]]

Obuervation; T he Strndsrd Operating Procecures for Fe iradaton ol B anfirscis epore suspergions &anot
aooonril For e variatie smounts of spores reabad in e gemma sl irsdislor This restilbed inmaclivaios fulloes
tiet led to the: orsler of viable B anthawis o rop-regelensd endies

Presss piowds on upoated glanderd operating procedars ag pen of ar refaiences in LET s iosalaly plan, In wiheh
all BEps 1 the preparsbon of (he o suster=ines hawe besen ver e 1o nol inbital e iactivebion

2 MHMWW! ] MIMHHMMMSUFM hmnﬂmlmwm@mmw
fe.a. prysicat strciure end featires of he entity, 2no operaticnal and proceous| saleguards), (Secton 10}

Observation: The metnoo used for mactivation of ine 8. antrecs Scfe susponsons, Sobst 60 gamma vradaion
s riot validaléd wsing standssdzed corinol sgore sEmnples 3t v carcEmfalons: volumes: and levils of
irradigton belors eremting Spone SLEPSTRIanG N2l wonld be released e facikty. As B reEsUl, viabie O annmes
SPOne ShSPertsions wele shipped Hom LSTF s Iracivaled sampies in Aol 2072 Cecermber 2014, Otlabed
2074, ard Maph 2014

Pleese pronce docurmerdation veledalng Ihe msthod of smctiveton 1o enswe et esch prepmation does rol conbss
wiaths Spones of oblls e dradEnon, Plesss nouds bul nat limied o the felioweg (1) How ESTF will determing
thet tne perametare of the irsdiMion projocols 3re sgequalzs’ and (2) How LSTR witl deledmine ihat post-radation
BT e (B A KOs T GO T S|

3 FRequirement: Excapd a8 provelod in paragfaprss (o] ard () of s sscian o sulost agent of len may anly be
trarstermed o indvidosls nr erifies mosieren ko possess (SB o ranstar that agent or fodin, @ ssiect agent ar
omeiry may only be tramsfemed unoer tre condiness ol (i seclion B musl be suthorzed by C00E o ARRIS pra (o
b vempafer [Seatisg 12(a]]

Coservation: s of Jure 8, 2018, e Soence Test Fasely has seol upautionzed siiprents of e 8. anftweons i
52 laboratones located across 1HLULS steles (insluangthe Dt ot Columioa], frem damsny 2005 0 May 215
tobaing 74 unsudhorized shipments T 8 anivecs preparalions Fal e ooemwmlly ko 1o conben vsbke

oY REmE- attar gamme dradizlion iInactivation inficoe Ames ol 1667 Ames lol FC. Ames lot 816, Canadian Bison
fat 872 Jdsrracan iof Bl Scolland ot BOE, and Zimhabwe ol 754

EMectiva immediataty, all shipments of “Inactivated™ 5. anthrecis prepambions are fo be suspended. Any
Pinactivated™ B, anfhvacis praparations are (e be consideisd g setect sgént untll proven othersics, Bolars
any shipments of Inactivated preparations can occur, LETE must submit definllive proofl thiak the procedures
Implemanied ensure that na visblke organisms are present in the preparaticns.

DODIG-2016-078 | 89



Appendixes

Appendix M

BSAT Laboratory Inspection Requirements
(Vulnerability Assessments)

Army
According to Army Regulation 190-17, Military Police, Biological Select Agents and
Toxins Security Program, 3 December 2009, Chapter 4 states:

All biological select agents and toxins facilities: A vulnerability
assessment (VA) will be conducted at each BSAT facility and
laboratory (Laboratory Response Network facilities that do not
store BSAT are exempt) to:

a. Determine the facility’s vulnerability to sabotage, theft, loss,
seizure, or unauthorized access, use, or diversion of BSAT
materiels from both external and internal threats.

b. Counter the identified vulnerabilities.

Department of the Army (DA) Implementing Instructions to the DoD
Postulated Threat: The VA team will utilize the DA implementing
instructions on threats to BSAT based on the DA Implementing
Instructions to the DoD Postulated Threat when assessing the
facility’s vulnerabilities.

Conducting vulnerability assessments and reviews
a. The VA will be conducted—
(1) When a BSAT facility is activated.
(2) When no record exists of a prior VA.

(3) When significant changes/modifications to the facility
have taken place since the last VA that may have
an impact on the site security posture. (that is, the
construction of facilities, loss of intrusion detection
system, and so forth)

(4) When significant changes have been made to the DA
Implementing Instructions to the DoD Postulated
Threat that would affect security forces.

(5) When the commander determines greater frequency
is required.
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b. The VA will be formally reviewed annually (every 12 months)
and forwarded through command channels for review.

c. The Senior Commander (SC) will ensure BSAT facilities
complete the required VA, updates, and annual reviews and
submit them through command channels in a timely manner.
A courtesy copy will be provided to the garrison commander.
The SC is the approval authority for all VAs and VA updates.

Navy

According to Office of the Chief of Naval Instruction 5530.16A, Minimum Security
Standards for Safeguarding Biological Select Agents and Toxins, 11 May 2011, 3.
Responsibilities states:

The Commander, Navy Installations Command shall submit
program objective memorandum requirements. The review will
use a risk-based decision-making process that incorporates
threat and vulnerability, representative loss estimates, and cost
of implementation to provide a meaningful benefit and cost index
for relative ranking in order to substantiate requested physical
security upgrades. Upgrade reviews may include physical security
of facilities, secured storage equipment, secured transportation
of BSAT materials, surveillance systems, personal security
processes, or other substantiated requests to assure that only the
most reliable and skilled personnel have access to the materials
necessary to conduct research appropriate to the mission.

Air Force

According to Air Force Directive 10-39, Operations, Safeguarding Biological Select
agents and Toxins, 19 August 2011, 3. Responsibilities and Authorities:

The Deputy Chief of Staff for Logistics, Installations, and Mission
Support (AF/A4/7) will ensure a security baseline vulnerability
assessment is conducted annually and reviewed or updated as
necessary when new threats or vulnerabilities become apparent.



Management Comments

Management Comments

Under Secretary of Defense for Acquisition,
Technology, and Logistics response on behalf of the
Deputy Secretary of Defense (Pages 92 — 96)

THE UNDER SECRETARY OF DEFENSE

3000 DEFENSE PEMTAGDM
WASHINGTEN, DT 2030130410

APR 01 2016

MEMORANDUM FOR DEPUTY INSFECTOR GENERAL. SPECIAL PLANS AND
OPERATIONS, OFFICE OF INSPECTOR GENERAL

SUBJECT: Evalustion of Dol3 Biological Safety and Security Tmplementation {Prosec Mo,
D201 5-DO0SPO-0034, (0

[ty is in response Lo your March 4, 2006, memoemandim requesting comments o
recomméndniions made in the Department of Defense Office of the Tnspector General (DolIG)
report an the “Evaluation of Dol Biological Safety and Security Implementation.™ | gn
respornding on behall of the Theputy Seerelary of Detinse; the arachment responds 1o all ol the
recommendations requesting comment. The Department appreciates (he opporunity ip review
the report and agrees with the DoDIG recommendations.

[ sdditionel information i3 required, please contael

rrm K

Altachment:
As stated
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Management Comments

Management Comments (cont’d)

DODIG DRAFT REPORT DATED MARCH 4, 2016
PROMECT NO. D201S-DINSPO-0054.000

“EVALUATION OF DOD BIOLOGICAL SAFETY AND SECURITY
IMPLEMENTATION"

DEPARTMENT DF DEFENSE RESPONSES
TO THE DODIG RECOMMENDATIONS

RECOMMENDATION 1.a: Deputy Secretary of Defense appoint a single Executive
Agent responsible for blasalety and blosecurity.

Dol) RESPOMNSE: Agree. The Secretary of the Army was designated as the Executive Agem
{EA) for the Department of Defense (Dal) Biological Select Agent and Toxins (BSAT)
Biosafety Program in & July 23, 2015, memorandum. That designation was included us a
responsibility For the Secretary of the Army in the Dol Insiruction 5210.88, “Seourity Standards
for Safeguarding Biological Select Agents and Toxins (BSAT),” pubilihed on Janusry 19, 2016,
The Dol Insruction specifically states that the Secretary of the Anmy “serves as DoD Execalive
Agent for the DoD BSAT Bipsafety Program. . with responsibility for the technical review,
Inspection, and harmonization of biosafety prolocols and proceduores peross CoD labomionies
that humdle BSAT and tasking awhority of all Del) Components for this purpese.™

The Army Biozafety Task Foree, established in July 2015 to compeehensively address the issues
idemified az o resuli of the insdvertent shipment of live emthrax. came o the conelusion ths
hinsafety and biosecurity are inextricably linked, The Task Force wark highlighted that the
separation of these programs creates paps that make the consistent application &nd oversight af
hinsafety and biosecurity policies across the Services end labs difficult. To moke the program
more effective and reduce the risk th DoD, the EA suthorty will be expanded 1o overses both the
blosafety and biosecurity programs for the Depuriment, The Difice of the Under Secretary of
Defense for Acguisition, Technology, and Logistics (OUSIHATEL)) hus been directed 1o drafl
and coprdingte & Dol Directive outlining the roles and responsibilities of the Army EA.

RECOMMENDATION 1Lb.: Deputy Secretary of Defense direct the Executive
Agent for biosafety and blosecurity te conduct standardized oversight and
inspections In accordance with applicable Federal regulations of Department of
Defense Blologhcal Select Agent and Toxins laboratories.

DoD RESPONSE: Agree. The OUSDIAT&L) 15 drafting o DoD Directive for the Dol BSAT
Biosafety and Biosccuriry Program that establishes policy and designates and defines the role of
the Secretury of the Army a3 the DoD EA [or the DoD BSAT Biosalety and Biosecurity
Program. The male identified in 1his recomimendation is lisied in the drfl directive.

RECOMMENDATION Lb.b: Depuly Secretary of Defense direct the Executive Agent lor
blosafery and blosecurity to wach all intermal and external inspection results and report
status of 3l indings. recommendations, and actions taken to address deficdencles to the
appropriaie Department of Defense management leyvel.
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Management Comments (cont’d)

Dol) RESPONSE: Agree. The OUSINATEL) is drafling a DoD Directive for the DoD BSAT
Binsafety and Biosecurity Program that establishes poficy and designates and defines the role of
the Secretary of the Amyy as the DoD EA for the DaD BSAT Biosafety und Biosecurity
Program. The role identified in this recommendstion is listed in the draft directive,

RECOMMENDATION Lb.e: Deputy Secretary of Defense direct the Executive Agent for
blusalety and biosecurity to develop and implement training for Biological Select Agent
ind Toxins laboratory inspectors and subject matter expert inspection feam Jugmentees,

Dol RESFONSE: Agree. The OUSD{AT&L) is drafting a Dol Direetive for the Dol BSAT
Biosafety and Biosecurity Program that essablishes policy and designaies mnd defines the mle of
the Secretary of the Army a5 the DoD EA for the DoD BSAT Biosafety and Biosecurity
Propram. The role identified in this recommendution is listed in the deaft directive,

RECOMMENDATION 1Lb.d: Deputly Secretary of Defense direct the Executive
Agent for blosafety and blosecurity to ensure that all personnel included in
Inspection teams have sulficient scientific expertise and experience.

DoD RESPONSE: Agree. The OUSD(AT&L) is drafting & DaD Directive for the DoD BSAT
Bicsafety and Biosecurity Program that establishes policy and designates and defines the role of
Ihe Seerciary of the Army a5 the Daly EA lor the DoD BSAT Biosafety and Rioseeurity
Program. The role identified in this recommendation [s flisted in the draft directive.

RECOMMENDATION 2.a: Deputy Secretary of Defense direct the Department of
Defense Executive Agent for Blosafery anid Biosecurity [Recommendation La) to
implement an external technical and scientific peer review function that addresses
both hissafety and hiasecurity issues to support all Department of Defense Biologlcal
Select Agent and Toxing lahoratories,

oD RESPONSE: Agres. The OUSD{ATS&L) i draffing a DoD Directive for the Dol BSAT
Bicsafety and Biosecurity Program that establishes policy and designates and defines the role of
the Secretary of the Anny s the Dol EA for the DoD BSAT Blosafety snd Biosecurity
Program. The role identified in this recommendation 1s listed 1o the drafi directive.

RECOMMENDATION 2.b: Under Secretary of Defense lor Acquisitions, Technology,
and Logistics Issue guidance that all Department of Defense Blological Select Agent and
Toxins laboratories implement an internal technleal and scleotific peer réview fundtion
that addresses hioth hlosafery and biosecurity [ssies.

Dol RESPONSE; Agree. The OUSD{AT&L} s drafiing a Dol Directive for the DoD BSAT
Bic=ufety and Bioseourity Program thet establishes policy and designites and defines the role of
ihie Becretary of the Army as the Dol EA for the DoD BSAT Brosafety and Biosecurity
Program, The role ideptified in this recommendation is [isted in the draft directive,

RECOMMENDATION 3.p: Deputy Secretary of Defense direct the Department of
Defense Executive Agent for Blosafety and Biosecurity to serve as the single
Department of Defense point of contact with the Centars for Disease Control and
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Prevention and the Anlmal and Plant Health Inspection Service for coordinating and
participating in Inspections of Department of Defense Biplogical Select Agants and
Taxins laboratories.

I.'IPD RESPONSE; Agree. The OUSDIATEL) s drufiing & DolJ Directive for the DoD BSAT
Binsafety and Biosecurity Program thal establishes policy and designates and defines the role of
the Secretary of fhe Army as the DoD EA for the Dol BSAT Biosafety and Biosecurity
Program. The role identified in (his recommendation is listed in the drft directive.

RECOMMENDATION 3.b: Deputy Secretary of Defense direct the Department of
Defense Executive Agent for Rlosafery and Bioseciirity to develop and Implement an
agreement with the Centers for Discase Control and Prevention and the Animal and Plant
Health Inspection Service for scheduling comblned inspections of Department of Defense
Binlogical Select Agents and Toxins laboratories.

Dol RESPONSE: Agree, The OUSDNATE&L) is drafling a Dol Directive for the DoD BSAT
Biosafety and Biosecusity Program that establishes policy and designates and defines the role of
Ihe Secretary of the Army as the Dol EA for the Dol BSAT Biosafety and Blosscurity
Program. The role identified in this recommendation i3 listed in ihe draft directive.

RECOMMENDATION 3.c; Depuly Secretary of Defense direct the Department of
Defense Executive Agent for Blosafety and Blosecurity o define combined inspection
eriteria and guidanca with the Centers for Disease Control and Prevention and the Anlmal
and Flant Health Inspection Service for Department of Defense Biological Select Agents
and Toxins laboratories.

Do) RESPONSE: Apgree, The DUSD{AT&L) is drafling a DoD Directive for the Dal) BSAT
Biosifety and Bioseourity Program that establishes policy and designates and defines the ole of
the Secretary of the Ammy s the Dol EA for the Dol BSAT Biosafery and Biosecuriny
Program, The role idenfified in this recommendaiion i listed in fhe drafi directive.

RECOMMENDATION 3.d; Deputy Secretary of Defense direct the Department of
Defense Executive Agent for Biosalety and Biosecurity to serve as the formal
communication entity with the Federal Select Agent Program regarding findings and
lessons learned from the Centers for Disease Control and Prevention and the Animal and
Plant Health Inspection Service relevant to the Department of Defense Biological Select
Agents and Toxins program,

D RESPONSE: Agree, The OUSINAT&L) is drafting a DoD Directive for the DoD BSAT
Biosafery und Bins=curity Program that estahlishes policy and desipnmtes amd deflines the role of
{he Secretary of the Army &= the Dold EA for the Dol BSAT Biosafety and Biosecurity
Program. The role identified in his recommendation is Nisted in the drafl directive.

RECOMMENDATION 4.5 Deputy Secretary of Dofense direct the Department af
Crefense Executive Agent for Blosalety and Biosecurity to implement criteria for inclusion
ol site-specific security vulnerability assessment findings into Department of Defénse
Biological Select Agent and Toxins laboratory blosafety and biosecurity inspections.
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Management Comments (cont’d)

Dol RESPONSE: Agree, The OUSD{AT&L) is drafiing a DoD Directive: for the D6D BSAT
Binsafety and Biosecurity Progran that establishes policy and designutes and defines the role of
the Secretary of the Aany as the DoD EA for the DaD BSAT Biosafety and Biosecurity
Program. The role identified In this recommendation is listed in the draft directive.

RECOMMENDATION 4.b- Under Secretary of Defense for Acquisitdons, Technology,
and Logistics develop implementing guldance that requires site-specific laboratory
security vulnerability assessment findlngs be included during Biological Select Agent and
Taxing Inbaratory Inspections.

Dol RESPONSE: Agree. The QUSENAT&L) is drafting a Dol Direciive for the DD BSAT
Biosafery and Biosecurity Program that establishes policy and desipnates and defines the mle of
the Secretary of the Anmy as the DaD EA for the DoD BSAT Biosafety and Bioseeurity
Program. The EA role includes harmonization across sites 1o ensure site-specific vulnerability
ussassmenis are considered during security inspections. The Assisient Secretary of Defense for
Nuclear, Chemical, and Biolagical Defense Programs is also reviewing the Dol Instraction
§210.858 1o reinfiorce this issoe,
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Acronyms and Abbreviations

Acronyms and Abbreviations

APHIS Animal and Plant Health Inspection Service (USDA)
AT&L Acquisition, Technology & Logistics
BSAT Biological Select Agents and Toxins
BSL Biological Safety Level
BSL-4 Biosafety level 4 which is the maximum level
BUMED Bureau of Medicine and Surgery
CDC Centers for Disease Control and Prevention
CFR Code of Federal Regulations
DAIG Department of the Army Inspector General
DPG Dugway Proving Ground
DSD Deputy Secretary of Defense
ECBC Edgewood Chemical and Biological Center
FESAP Federal Experts Security Advisory Panel,
FTAC Fast Track Action Committee
HHS Department of Health and Human Services
JP Joint Publication
LSTF Life Science Test Facility
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Whistleblower Protection
U.S. DEPARTMENT OF DEFENSE

The Whistleblower Protection Enhancement Act of 2012 requires
the Inspector General to designate a Whistleblower Protection
Ombudsman to educate agency employees about prohibitions
on retaliation, and rights and remedies against retaliation for
protected disclosures. The designated ombudsman is the DoD Hotline
Director. For more information on your rights and remedies against

retaliation, visit www.dodig.mil/programs/whistleblower.

For more information about DoD IG
reports or activities, please contact us:

Congressional Liaison
congressional@dodig.mil; 703.604.8324

Media Contact
public.affairs@dodig.mil; 703.604.8324

For Report Notifications
http://www.dodig.mil/pubs/email_update.cfm

Twitter
twitter.com/DoD_|IG

DoD Hotline
dodig.mil/hotline



DEPARTMENT OF DEFENSE | INSPECTOR GENERAL

4800 Mark Center Drive
Alexandria, VA 22350-1500
www.dodig.mil
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