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Holit Sy B R
W& O IP #biik TR FRIAR %
R1 GO0/0 192.168.0.1 255.255.255.0 N/A
GO0/ 192.168.1.1 255.255.255.0 N/A
S1 VLAN 1 192.168.1.2 255.255.255.0 192.168.1.1
PC-A NIC 192.168.1.3 255.255.255.0 192.168.1.1
PC-B NIC 192.168.0.3 255.255.255.0 192.168.0.1
Bfr

185 EEEXNEHRE

$ 2 &4 £ R1 FEEHNAWREEHTIR
5 3 #84: (EM Telnet #IE T HITIR

B4y BRERE - £ $1 EEEHSEAHEEHZIR
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— ML BT R MOE R IRFIXT BX 2R B IR OR8], Blani=HI & A0 vty Zei%.

SHEFE IP it gikE, MR A EEER PC GHRIET Telnet 3 SSH 1E#: iR 28
8 EEREREEMET, ACL BB XA access-list.

EARSIG R, BESEHNA
ESEHNAACLE

— N EZFRE ACL, LUBRSIXTIREEE
=, BIGEH Telnet iFE)sk BAE IP it AR, MM H44187% ACL.

ARSI FREBIEHNEB ACL FREN®S.

R CCNA HF LIRS 2K Cisco I0S Release 15.2(4)M3 (universalk9 BR{%) #J Cisco 1941
£ ERAEE (ISR). FTARIAZIRHERA Cisco 10S Release 15.0(2) (lanbasek9 BR{&) #J Cisco

Catalyst 2960 &%,

vty BRI AE A1) .

ilEEHIFIER (ACL) AT T 14

WAFERAEHM IR ALK Cisco 10S iiAs. 1RIEEIS LK Cisco I0S RAA[E,

ARSI LML RSN BRHNA—1F. FEEALWREN “BRFEOMER" T RERIZE

AR

AR WIRFTERBRFMZRIN BN EHNCER. MRAHE, FHRRBUD.
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PR BLiR

1 BE&EH2E (3z¥F Cisco 10S 15.2(4)M3 hivif FARRIKEY Cisco 1941 s [E] 2 BEERER)

1 &3l (Z#F Cisco 10S 15.0(2) lanbasek9 ARAR1& A Cisco 2960 X [E]13E A2 #a#,)
2 & PC (FH Windows 7. Vista 8; XP B #F&int&EHIEF, tban Tera Term)
BFiBgEHABRACE Cisco I0S & FHEHI &m0
WNFAFNE B R B9 LUK IR EBL4

JEE: Cisco 1941 BEHES LAY Gigabit Ethernet #F O R Bz, MEKHBEZES PC-B 8w gEFEA LXKMW
EEBES. MRFAEMGESHBRNERRS, SEFEA—MUAKME X B,

F180: EERFNESRE
5 185, EHRIMEEIMIRERD IP ik, WEHEMEEEEH.
815 EIMRINERTHNE.

£25: RIEHUHECREE PC-A 1 PC-B HM&ZIRE.

£ 38 MBUHERMBEEBFIIHRM.

o o

© o o

> @ =

j-

£ DNS &%,

RERINERLE R ERR.

18 7E class {E 451X EXEC B HEE.

{5 7E cisco {ERIEHI AL, #5E logging synchronous, HEAER.
5 cisco {EA vty B3, & logging synchronous, HERAER.
PNEFRASC L

BE—EGEEEELZHESNRE: RERL, FibHE.

REH I Y ECRECE R ORY IP Ml

Bt & 3T IR I BRIA R 5% .

BEITRERFI B EXHP.

£ 2849 £ R1 LEEHNRHEHERISIR
#5285, CRRE—GEIE ACL HHHE MEIHEBEMAHENE, SIRHHEROTRIAE.

E1$
a.

b.
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: BEHNRAFRE®RSZ ACL.

it & E R R R1 B A4 EXEC &R,
H2REERAT, FR—NZ=HRIM—/ NS EE ip access-list HIaH$ET.

Rl (config)# ip access-list ?
extended Extended Access List
helper Access List acts on helper-address

log-update Control access list log updates

A
\
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logging Control access list logging
resequence Resequence Access List

standard Standard Access List

c. FEA—IZHRI—/NaS&EFE ip access-list standard A $IET.

Rl (config)# ip access-list standard ?
<1-99> Standard IP access-list number
<1300-1999> Standard IP access-list number (expanded range)

WORD Access-1list name
d. 7t ip access-list standard ©$KER/N ADMIN-MGT, $Af53% Enter. BRI TFHREDRIFEITIERDN
Bt B4R (config-std-nacl).
Rl (config)# ip access-list standard ADMIN-MGT
Rl (config-std-nacl) #
e. MINTEH ACL permit 3¢ deny iial#EHl% H (ACE), t#f% ACL B, —&KiBA&—1T. ¥1i2, ACL ¥
KEA—KER deny any, BEBEYIELFABERE. MACISERENHLIRL.

Rl (config-std-nacl) # ?
Standard Access List configuration commands:
<1-2147483647> Sequence Number

default Set a command to its defaults

deny Specify packets to reject

exit Exit from access-list configuration mode
no Negate a command or set its defaults
permit Specify packets to forward

remark Access list entry comment

f. AP ity 192.168.1.3 BIEIES PC-A BJEE—1 permit ACE, SREEIIMIE—1 permit ACE R iF
192.168.1.4 ¥ 192.168.1.7 Z B E R BB ETEM IP Hhlt., &, @I(FEM host X#EF, F— permit
ACE RREANEH, MARNIZER ACE permit 192.168.1.3 0.0.0.0. &Eid{FF 0.0.0.3 @M, £=
permit ACE #2i%F 192.168.1.4 Z 192.168.1.7 ZBIMIEH, ZBECFT R 255.255.255.252 FMERLAI KD .

Rl (config-std-nacl) # permit host 192.168.1.3
Rl (config-std-nacl) # permit 192.168.1.4 0.0.0.3
Rl (config-std-nacl) # exit

BT ACL HKEB—%KFER deny any ACE, FEItTEMA deny ACE.

g. BIEi%FéHR ACL G, HEBENAE vty 5%,

Rl (config)# line vty O 4
Rl (config-line)# access-class ADMIN-MGT in
Rl (config-line)# exit

58 3 84y £/ Telnet WIS HENIEHITIFR

7E5E 3 8B4y, 1EI56ER Telnet i50)B&HRE, LIRIEZHS ACL REIEEEIT.

JE: SSHLEE Telnet EiMZ2; B, SSH EXRIFME & FOCE HIEF SSH EIE. AT HEREN, AW
{E M Telnet.

a. 7 PC-A LiTH&SHETRH, & ping LMK RETR SIERER.
C:\Users\userl> ping 192.168.1.1
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Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: bytes=32 time=5ms TTL=64
Reply from 192.168.1.1: bytes=32 time=lms TTL=64
Reply from 192.168.1.1: bytes=32 time=lms TTL=64
Reply from 192.168.1.1: bytes=32 time=lms TTL=64

Ping statistics for 192.168.1.1:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 1lms, Maximum = 5ms, Average = 2ms
C:\Users\userl>
b. £ PC-A &SRR FF, Boh Telnet EFImIEF, LUBT Telnet EIZZ|BEAZE . MANERENE, AEM
NEBERRD . BRIZEEBRINER. BEMMEHEHEE R1 BHIFJG SRR
C:\Users\userl> telnet 192.168.1.1

Unauthorized access is prohibited!
User Access Verification

Password:
R1l>enable
Password:
R1#

Telnet EZERETHIN?
c. EGSIETFTFRA exit FHi% Enter iIRH Telnet £1F.
d. F& IP Hbtik, MiXiZaHE ACL RESMIEIERFAY IP Hbtik. 4§ PC-A B9 IPv4 #ilit &4 192.168.1.100,
e. BXRERIET Telnet EEZE R1(192.168.1.1). Telnet 2IERERKIN?

BRI 2ER?

f. T PC-A By IP #utik, iK1z & ACL 25 4215 IP #utlt7E 192.168.1.4 & 192.168.1.7 SLE AR EHE
T Telnet EIZZBHZE. Bl PC-A Y IP #litfF, 3TH Windows SRR E OHZ=IRET Telnet ZEE
B A2S R1.

Telnet SRR ERRIN?

g. 7& R1 BV EXEC #R T, i show ip access-lists 4543 1% Enter. M&&$#itd, & Cisco
10S LG E A 10 B4 E. ACL ACE 175, KAKRAfTE/RES permit ACE BTN ILEL AR E (T
EwEH) .

R1# show ip access-lists
Standard IP access list ADMIN-MGT
10 permit 192.168.1.3 (2 matches)
20 permit 192.168.1.4, wildcard bits 0.0.0.3 (2 matches)

© 2014 BRF/HEMBLR. REABANF. AXEAEARTAERLIFLHBHES. F4TT, H6W
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RATELMEHEMINESL T A Telnet FEIE, HAEA Telnet £1EE 2 M LEH —/ permit ACE RY
IP Hbhit & #2280, EitkEA permit ACE #3848 % R ILEL.

BN IP Ut AL E T —MERE, ATABIAAEA permit ACE ARIR LA ?

WA HAE Telnet W TE Telnet ZE RS T2 S B # X ILEL A A+ E] ?

h. # R1 E#EAZBEEER.

i. XN ADMIN-MGT & i519)51FH access-list B EIRT, SARBTEHIAIFIFRMAKERM deny any ACE.,

Rl (config)# ip access-list standard ADMIN-MGT
Rl (config-std-nacl) # deny any
Rl (config-std-nacl) # exit

A= BTHE ACL HIRE#ARR deny any ACE, FEAEERMER deny any ACE, BEURMN
KEIBREIDFHIEHE deny any access-list ACE BIILED X%, HIREILEHRM.

i. 2@ Telnet \ PC-B E#EZE R1., X£7 ADMIN-MGT % &ifial5)&k$iE deny any ACE HJ—

T
k. 7E45H EXEC 2T, # A show ip access-lists ©$ 3% Enter. IENSEZ deny any ACE %4
EEEO

R1# show ip access-lists

Standard IP access list ADMIN-MGT
10 permit 192.168.1.3 (2 matches)
20 permit 192.168.1.4, wildcard bits 0.0.0.3 (2 matches)
30 deny any (3 matches)

KM H Telnet EESEEARINA Telnet EIEE R E L E X deny ACE RILEL. XEAMTA?

4 84y BRI - £ S1 EECEHNAHEHERITIR

F15: HS1 vty ZEEEHNARESNS ACL.
a. BE7EE R NEEEHS, =ik7E S1 LA E ACL, X415 PC-A &Y IP it
b. 1% ACL RIFZ S1 8 vty 28, ¥1ic, XHHLLLIRBEFZAEES vty &K,
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$£2%: Wik S1 _E/Y vty ACL.

MWE PC iR Telnet EHE, LI vty ACL EEBIEE

= EEM PC-B %R .

BE

1. MIZFZ vty iFIB]RT LB S, ACL RTLUMEASE RIS

Rz ML 75 ?

}_‘_b(

lﬁ.j_—D e

EGEM PC-A F S1 &7 Telnet ;

EE, B

TEEE, PUNEMAFASAMBMMLEZIED. ACL T8

2. NAR vty ZIEEIBIZEOMN ACL 2HEEBIRS Telnet EEMNZREM? XEFiL Telnet R AEMATITHIZIZH
B EETAR?
3. ARAEEX vty BN A ACL, MAXFEROMA?
BRI ORER
PR FBRE O E
IREEERS Ethernet Interface #1 | Ethernet Interface #2 | Serial Interface #1 Serial Interface #2

1800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 (S0/0/0) | Serial 0/0/1 (S0/0/1)
(FO/0) (FO/1)

1900 Gigabit Ethernet 0/0 Gigabit Ethernet 0/1 Serial 0/0/0 (S0/0/0) | Serial 0/0/1 (S0/0/1)
(G0/0) (G0/1)

2801 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/1/0 (S0/1/0) | Serial 0/1/1 (S0/1/1)
(FO/0) (FO/1)

2811 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 (S0/0/0) | Serial 0/0/1 (S0/0/1)
(FO/0) (FO/1)

2900 Gigabit Ethernet 0/0 Gigabit Ethernet 0/1 Serial 0/0/0 (S0/0/0) | Serial 0/0/1 (S0/0/1)
(G0/0) (G0/1)

AR BETRNMEERGSR, FEREORHEHRAFLEURBRFHANEZEORE. RNITERTLKH

RILPTANEEHRS

1%#%13’]&%&%%7““%@%551@&1:! 5140 ISDN BRI #0. {ESHNFHERYIERES,

o FFRIIE TREFPLUKMAMBITIZEOEASHRRT. kFEPRESEMEMBAEBPZEO,
A {E Cisco IOS %4

Rskf&RED.
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