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Click o n e  o f the  fo llo w in g lin ks  fo r in s tructio n s  o n  yo ur o pe ratin g sys te m

                     

         

                     

                     

         

                     

                     

         

                     

Se ttin g up yo ur VPN fro m  ho m e

Be fo re  s e tin g up the  VPN yo u  n e e d to  o btain  a ho s ts  file  fro m  the  

Re so urce s  Se rve r in  the  Ve re  H o dge  Ce n tre .

To  o btain  yo ur ho s ts  file  fo llo w  the  n e xt tw o  pre lim in ary s tage s . 
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Pre lim in ary Stage  (1)

To  ge t yo ur ho s ts  file  fro m  scho o l lo o k at yo ur 

Y drive . (Th is  is  the  re so urce s  file  s e rve r.)  Go  

in to  the  VPN fo lde r, an d in s ide  he re  yo u  w ill 

fin d a file  calle d 'ho s ts '.

Co py it o n to  a flo ppy disk to  take  ho m e .

(The contents of this w indow  w ill be slightly  different on your 

hom e com puter - RJB has done this via the VPN!)

  

Pre lim in ary Stage  (2 )

Se ttin g up yo ur ho s ts  file  at ho m e  

Go  in to  yo ur lo cal C drive . Go  in to  the  

'w in do w s  dire cto ry' an d fin d the  'sys te m 32  

dire cto ry'. Yo u  m ay have  to  sho w  file s  o r 

dire cto rie s  w h ich  m ight be  h idde n .

Go  in to  the  'drive rs  dire cto ry', the n  in to  the  

'e tc. d ire cto ry', an d co py the  ho s ts  file  fro m  

yo ur flo ppy in to  he re .

(The contents of this w indow  w ill be slightly  different on your 

hom e com puter.)
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Se ttin g up the  VPN - INSTRUCTIONS

This set up is intended to give your home computer access to the school facilities. The VPN will provide a secure tunnel through the internet into 

the school network. Once connected to the school, resources are accessed using a web browser. Remember, if it takes a long time to download half 

a megabyte of material from the Internet, it will take a similar amount of time to download equivalent files from the school, because the VPN 

passes through the Internet!

Eventually there will be several operating systems supported, but the instructions for setting it up are limited to the same operating system that we 

have at school, and the operating system that is recommended for the staff computers at home. ICT literate pupils and staff will probably be able to 

work out what to do for any  operating system by extrapolation from the Windows 2000  instructions given here. All vital information that you need 

is present.

Make  sure  that yo u  e n te r all o f th is  in fo rm atio n  pre cis e ly. An y 'm is spe lle d w o rd' o r 'e rro r in  

pun ctuatio n ' e tc. w ill pro bably m e an  that yo u  w o n 't ge t co n n e cte d, o r if yo u  do  co n n e ct, the n  

so m e th in g pro bably w o n 't w o rk pro pe rly.

Our technicians and ICT staff do not have time to spend on sorting out individual problems with the machines you have at home. If m any  boys 

can't connect then w e obviously  have a problem  and w ill deal w ith it. If all boys in a particular year can't connect then this is also our problem  

and w e w ill deal w ith it. How ever, if boys are successfully  connecting to our VPN then it's probably  a problem  w ith your set up, and you w ill 

need to deal w ith it. I suggest that you speak w ith other boys or teachers w ho have successfully  connected w ith the sam e operating system . As 

m ore boys connect and get used to the system  it should becom e easier for all involved.

                               

In s tructio n s  fo r W in do w s  2 0 0 0  Pro fe s s io n al

Click here to print an Adobe pdf version of these 

Windows 2000  Professional VPN set up instructions. 

These are intended to be taken home.

Don't forget that you can't load this file from  hom e until 

you have set up the VPN!

 

 

 

 

If you don't have Acrobat Reader installed on your computer at 

home, you can get a copy by clicking on this yellow icon. You can 

download it at school if you wish, and then take it home on a Zip 

disk.
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Stage  (1)

Do uble  Click o n  the  'My Co m pute r' de skto p 

ico n  to  re ve al the  'Co n tro l Pan e l' as  sho w n  

o ppo s ite .

(The contents of this w indow  w ill be slightly  different on your 

hom e com puter.)

  

Stage  (2 )

Ope n  up the  Co n tro l Pan e l by do uble  clickin g 

o n  it an d fin d the  'Ne tw o rk an d Dial-Up-

Co n n e ctio n s ' ico n .

●      You can see the required icon in the middle of the row at the 

bottom of the screen.

Do uble  click the  'Ne tw o rk an d 'Dial-Up-

Co n n e ctio n s ' ico n .

(The contents of this w indow  w ill be slightly  different on your 

hom e com puter.)

  

file:///G|/Help/How%20To/SetUpTheVPN.htm (4 of 24) [03/02/2003 12:41:24]



Tonbridge School

Stage  (3 )

Do uble  click o n  the  'Make  Ne w  Co n n e ctio n ' 

ico n  sho w n  o n  the  le ft.

(The contents of this w indow  w ill be slightly  different on your 

hom e com puter.)

  

Stage  (4 )

W e lco m e  to  the  Ne tw o rk Co n n e ctio n  W izard 

sho u ld appe ar as  sho w n  in  the  w in do w  he re .

●      You may cancel the Wizard at any stage.

●      When running this Wizard you will be prompted to input a lot 

of information.

●      If you get lost in the middle of what you are doing, or make a 

few mistakes, you can always start again. (i.e. go to stage (1)).

●      If you are not happy with following these instructions then 

click 'cancel' and get help from a friend or colleague who is.

●      Don't forget that you have to be sitting at your hom e 

com puter to carry out these operations. They can't be done at 

school.

Afte r the  W izard appe ars , click o ve r the  

'Ne xt> ' butto n .
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Stage  (5)

Se le ct the  'Co n n e ct to  a private  n e tw o rk 

thro ugh  the  In te rn e t co n n e ctio n ' o ptio n . 

●      i.e. you are going to create a Virtual Private Network (VPN) or 

'tunnel' through the Internet

Click o ve r the  'Ne xt> ' butto n .

  

Stage  (6 )

Cho o se  the  'Auto m atically dial th is  in itial 

co n n e ctio n ' o n ly  if y o u  w is h  t o  d ia l u p  y o u r  

ISP w hen  y o u  s t a r t  u p  t h is  VPN co n n ect io n .  

●      You must obviously have an account with an ISP to do this. 

(e.g. CompuServe, BT OpenWorld etc.)

●      This is an annoying option if you wish to connect to the VPN 

in the middle of an Internet session. (i.e. you are surfing the 

net and suddenly  decide to use the VPN)

●      It is the best option if you wish to connect to the VPN before 

you start using the Internet

●      You can switch it 'on' or 'off' later if you wish.

Click o ve r the  'Ne xt> ' butto n .
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Stage  (7)

In  the  H o s t n am e  o r IP addre s s  bo x e n te r the  

fo llo w in g:

2 17.34 .11.9 7

Click o ve r the  'Ne xt> ' butto n .

  

Stage  (8 )

Make  sure  that 'Fo r all use rs ' is  s e le cte d.

 

Click o ve r the  'Ne xt> ' butto n .
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Stage  (9 )

Cho o se  a use r-frie n dly n am e  fo r yo ur VPN 

co n n e ctio n .

●      You can leave it as 'Virtual Private Connection' if you wish.

●      RJ B has renamed his connection 'Tonbridge School VPN' as 

shown here.

I sugge s t yo u  tick the  'Add a sho rtcut to  m y 

de skto p' - it m ake s  it e as ie r to  co n n e ct late r.

Click o ve r the  'Fin ish ' butto n .

 

  

Stage  (10 )

Re spo n d w ith  'No ' to  the  pro m pt to  co n n e ct 

to  To n bridge  VPN.  

●      You don't want to connect yet because this set up is not 

com plete, and it would therefore not work if you attempted 

the connection at this stage.

  

Stage  (11)  

Ope n  up 'My Co m pute r', go  in to  co n tro l pan e l 

an d o pe n  up the  'Ne tw o rk an d Dial-up 

Co n n e ctio n s ' w in do w .

●      i.e. carry out the first three stages at the beginning of these 

instructions again - but this time, if you have carried out these 

instructions precisely, you should now have a VPN connection 

too.

●      The name will reflect what you called it above.
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Right click o ve r yo ur 'To n bridge  Scho o l VPN' 

ico n .

Click o ve r the  'pro pe rtie s  o ptio n '.

●      The properties option appears when you right-click the mouse 

over your VPN connection icon. 

Stage  (12 )

The  'Ge n e ral' tab sho u ld sho w  the  

'2 17.34 .11.9 7' o ptio n  yo u  type d in  e arlie r.

●      These tabs act like tabs on a cardboard filing system. They 

appear at the top of the window, and enable you to choose 

different options.

●      The 'Dial another connection first:' option will be ticked only 

if you chose it earlier.

●      Make sure that the last option 'Show icon in task bar when 

connected' is ticked.

●      If you don't tick this last option then you won't get any visual 

feedback while the VPN is working.

●      If you click the OK box by mistake, you can get back to this 

point by carrying out stage (11).
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Stage  (13 )

Click the  'Optio n s  Tab' an d che ck yo u  have  

the  fo llo w in g s e ttin gs :

●      Display progress while connecting should be ticked.

●      Prompt for name and password, certificate, etc. should be 

ticked.

●      Redial attempts should be 3.

●      Time between redial attempts should be 1 minute.

●      Ideal time before hanging up should be never.

●      If you click the OK box by mistake, you can get back to this 

point by carrying out stage (11).

 

  

Stage  (14 )

Click the  'Se curity Tab' an d che ck yo u  have  

the  fo llo w in g s e ttin gs :

●      Typical (recommended settings) should be ticked.

●      Validate my identity as follows should be 'Require secured 

password'.

●      Require data encryption (disconnect if none) should be 

ticked. Don't forget that your password and this data 

encryption provides a good deal of your security.

●      If you click the OK box by mistake, you can get back to this 

point by carrying out stage (11).
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Stage  (15)

Click the  'Ne tw o rkin g Tab' an d che ck yo u  

have  the  fo llo w in g s e ttin gs :

●      Alter the 'Type of VPN server I am calling' to Point to Point 

Tunneling Protocol (PPTP)

●      Make sure the Internet Protocol (TCP/ IP) is highlighted.

●      If you click the OK box by mistake, you can get back to this 

point by carrying out stage (11).

Click o n  the  'Pro pe rtie s ' butto n .
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Stage  (16 )

Che ck that the  fo llo w in g th in gs  are  s e t.

●      Obtain an IP address automatically should be selected.

●      Use the following IP address should be empty

●      Obtain DNS server address automatically should be selected.

●      The alternate DNS server entry should be empty.

Click o n  the  'Advan ce d' bo x.
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Stage  (17)

Click the  'Ge n e ral Tab' an d che ck yo u  have  

the  fo llo w in g s e ttin gs :

●      Make sure that 'Use default gateway on remote network' is 

not ticked.

  

file:///G|/Help/How%20To/SetUpTheVPN.htm (13 of 24) [03/02/2003 12:41:24]



Tonbridge School

W e  n o w  n e e d to  try it to  s e e  if it w o rks !

To  do  th is  yo u  w ill n e e d to  lo g o n  to  the  VPN fro m  yo ur ho m e  co m pute r.

W e  firs t as sum e  that yo u  are  n o t  in  the  m iddle  o f us in g the  in te rn e t, an d that yo u  have  cho se n  the  

'Auto m atically dial th is  in itial co n n e ctio n ' o ptio n . If yo u  are  curre n tly us in g the  n e t, the n  do uble -

clickin g o n  the  'To n bridge  Scho o l VPN' ico n  w ill take  yo u  to  s tage  (19 ) .
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Stage  (18 )  

Do uble  click o ve r the  sho rtcut to  'To n bridge  

Scho o l VPN' w h ich  yo u  cre ate d o n  yo ur 

de skto p in  s tage  (6 ) . (No t sho w n  he re .)

On ly  d o  t he  n ext  fo u r  t h in g s  if y o u  d id  n o t  

cr ea t e  a  s ho r t cu t .

●      Double click on 'My Computer'.

●      Double click on the 'Control panel'.

●      Double click on the 'Networking and Dial Up Connections'.

●      Right click on the 'Tonbridge School VPN' icon (or whatever 

you called it above.) 

Click o ve r the  'Co n n e ct' o ptio n .

  

Stage  (19 )

Yo ur Sys te m  w ill pro m pt yo u  to  co n n e ct to  

the  in te rn e t via yo ur ISP firs t.

●      I would suggest that you don't opt to get rid of the reminder 

shown here. If you do you might connect by accident at some 

time in the future.

●      This option won't show if you are already connected to the 

net. If this is the case go to stage (22).
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Stage  (2 0 )

Dial up yo ur ISP in  the  usual w ay.

●      You may need to respond to a window like this if your ISP has 

been set up to 'Ask before dialling'.

●      RJ B's ISP is shown here for convenience.

(The contents of this w indow  w ill be different on your hom e 

com puter.)

  

Stage  (2 1)

Afte r o pe n in g a po rt, (n o t sho w n  he re )  yo ur 

ISP sho u ld be  dialle d.

●      If you are lucky enough to have an ADSL connection then you 

won't see this part.
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Stage  (2 2 )

The  firs t tim e  that yo u  acce s s  the  VPN yo u  

w ill pro bably have  to  chan ge  the  use r n am e  

w hich  yo u  use  at ho m e  to  that w h ich  yo u  use  

at s cho o l. 'Ray Bradle y' sho w n  he re  o n  h is  

ho m e  co m pute r, w o uld n e e d to  be  chan ge d to  

RJB in  th is  e xam ple .

●      Your user name at school is your logon name.

●      For s taff it's their in itials .

●      For pupils  it's surn am e  an d in itials . Therefore, if Mickey 

Mouse was at Tonbridge, he would probably log on as 

MouseM.

En te r yo ur pas sw o rd fo r the  'ict do m ain ' at 

s cho o l. Yo ur 'to n -scho o l' do m ain  pas sw o rd 

w ill n o t be  acce ptable , un le s s  it's  the  sam e .

●      Don't forget to obey the rules for sensible passwords on our 

networks. It's essential if you connect via the VPN.

●      Failure to choose a sensible password could mean 

unauthorised people accessing your files - if this happens 

then yo u  are  re spo n s ible  fo r th is .

  

Stage  (2 3 )

Pay care fu l atte n tio n  to  w ho  has  acce s s  to  

yo ur pas sw o rds  - do n 't te ll the m  to  an ybo dy.

●      Do n 't le t w in do w s  save  yo ur pas sw o rd he re  - 

unauthorised users could get into your school files from home 

if you do - Yo u w ill be  re spo n s ible  if th is  happe n s .

●      Co m m o n  Ro o m  - Don't save your passw ord - your 

children, assuming they have unsupervised access to your 
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computer, will be able to access confidential staff information 

at school. Yo u w ill be  re spo n s ible  if th is  happe n s .

Stage  (2 4 )

Afte r 'lo ggin g o n ' an d 're gis te rin g yo ur 

co m pute r o n  the  n e tw o rk' (n o t sho w n  he re ) . 

Yo u  sho u ld ge t the  fo llo w in g.

●      A message showing that 'Tonbridge School VPN' is now 

connected should be displayed.

●      Respond with OK.

●      I suggest that you don't opt for 'Do not display this message 

again, as it gives feedback when the VPN is connected.
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Stage  (2 5)

If the  VPN is  w o rkin g, yo u  have  a s e co n d 

co m pute r o n  yo ur task bar. W ith  RJB's  task 

bar, the  le ft-han d co m pute r is  the  in te rn e t, 

an d the  righ t-han d co m pute r the  VPN. 

●      You can check which computer is which by letting your mouse 

hover over the icons and reading the message.

●      When connecting to or transferring data to and from the 

VPN, these two computers should flash on and off to show 

that data is being transmitted and received.

●      If you are using the internet without the VPN, then you will 

see only one computer.

  

 

 

Yo u are  n o w  co n n e cte d, an d can  the re fo re  sho ut Eure ka! 

H o w e ve r, be fo re  yo u  can  do  an yth in g use fu l, yo u  w ill n e e d to  co n n e ct to  the  s cho o l re so urce s , but 

do  fo llo w  the  las t tw o  s tage s  to  che ck that all is  w e ll. ( i .e . lo g  o ff a n d  t hen  t r y  lo g g in g  o n  a g a in  - 

i t 's  v er y  s im p le  t he  s eco n d  t im e  r o u n d .)

 

 

Lo ggin g o ff an d lo ggin g back o n  again

W he n  yo u  have  fin ishe d, do n 't fo rge t to  lo g o ff fro m  the  VPN. It do e s  n o t pro m pt yo u  w he n  yo u  

have  fin ishe d do w n lo adin g in fo rm atio n . Th is  is  be cause  it acts  as  tho ugh  it's  a pe rm an e n t 

re so urce  co n n e cte d to  yo ur co m pute r. An y tim e -o ut s e t o n  yo ur 'ISPs  in te rn e t co n n e ctio n ' w ill s till 

d is co n n e ct yo u  if yo u  do n 't use  the  VPN fo r so m e  tim e .
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Stage  (2 6 )  

To  Lo g Off do  the  fo llo w in g:

Do uble  Click o n  the  little  co m pute r 

re pre se n tin g the  VPN o n  the  task bar (Se e  

s tage  2 5)

Yo u  sho u ld ge t a w in do w  s im ilar to  that 

sho w n  he re .

Click o ve r the  'Disco n n e ct' butto n .

●      Make sure that both computers have disappeared from the 

task bar. (Assuming that you were not connected to the 

internet before using the VPN.

  

Stage  (2 7)

To  lo g o n  n e xt tim e , be cause  the  sys te m  has  

alre ady be e n  se t up, s im ply do uble  click o n  

the  To n bridge  Scho o l VPN sho rtcut o n  yo ur 

de skto p, an d fo llo w  the  s im ple  in s tructio n s .
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Gain in g acce s s  to  yo ur w o rk

Once set up, it's a very simple matter to access the work on your X and Z drives, your school e-mail, the resources available on the X and Y drives 

and school web sites (like RJ B's ICT site) from home.

Stage s  (2 8 )  to  (32 )  as sum e  that yo u  are  alre ady succe s s fu lly co n n e cte d to  the  VPN ( i.e . yo u  are  o n  

the  in te rn e t, co n n e cte d to  yo ur ISP an d co n n e cte d to  the  To n bridge  Scho o l VPN.)

 

Stage  (2 8 )

To  gain  acce s s  to  yo ur w o rk do  the  fo llo w in g.

Lo ad In te rn e t Explo re r ( IE5 o r IE6 ) , an d the n  

type  in  y o u r  v er s io n  o f the  fo llo w in g:

Fre d Blo ggs , fo r e xam ple  m ight type :

ftp:/ / ge m in i

because he is a m e m be r o f 5th  fro m  and his work is saved on the 

Ge m in i file  s e rve r . Another example, for Mickey Mouse could be 

as follows.

Micke y Mo use , a No vi, w ill type :

ftp:/ / arie s

because Mickey is a No vi  and his work is saved on the Arie s  file  

s e rve r.

The  scre e n  he re  sho w s  RJB atte m ptin g to  

co n n e ct to  the  VPN fro m  ho m e .

●      If you have forgotten which file server your work is stored on! - 

Here is the information.

●      For the Academic year 2002/ 2003, file servers are allocated 
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as follows: 

❍      All Novi are on the Aries file server

❍      All 4th are on the Sirius file server

❍      All 5th form are on the Gemini file server

❍      All L6th form are on the Pegasus file server

❍      All U6th are on the Phoenix file server

Stage  (2 9 )

In te rn e t Explo re r w ill brin g up a w in do w  that 

asks  fo r yo ur use r n am e  an d passw o rd. 

No te  that yo ur Use r Nam e  n e e ds  to  be  

pre fixe d by the  do m ain  n am e  'ICT' an d a 

'backs lash ' ( \ ) .

i.e  'ict\ blo ggs f', fo r e xam ple .

The  s cre e n  he re  sho w s  RJB atte m ptin g to  

co n n e ct to  the  VPN fro m  ho m e .

  

 

 

Stage  (30 )

If the  abo ve  is  succe s s fu l, yo u  w ill n o w  se e  

the  w o rk o n  yo ur X drive , an d can  use  it in  

the  n o rm al w ay.

Don't forget that you will need the appropriate applications on your 

computer at home to see your work. It's no good trying to load a Word file 

if you don't have Microsoft Office, for example.

(The contents of this w indow  w ill be different on your hom e 

com puter.)
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Yo u have  n o w  co m ple te d the  VPN se tup an d te s te d it!

Stage  (31)

Co n n e ctin g to  o the r Re so urce s

There are a couple of other resources from which you might find useful information. More will be added to this list as time progresses.

J ust like the demonstration in Stage (29), in your IE5 or IE6 web browser, type the following:

ftp:/ / re so urce s

This will give you access to the resources in the ICT department. If this works then your VPN setup is functioning properly. You can also type:

http:/ / ict

to view the ICT department web site. However, this site was designed specifically for the school intranet, and will be quite slow if you don't have a 

fast internet connection.

 

 

Acce s s in g e -m ail via the  VPN

Yo u can  acce s s  yo u  scho o l e -m ail acco un t ( i.e . u se rn am e @to n bridge -scho o l.o rg)  via the  VPN. Th is  

is  use fu l if yo u  w an t to  pick up yo ur s cho o l e -m ail fro m  ho m e . The se  are  the  in s tructio n s  to  do  

th is .
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Tonbridge School

Stage  (32 )

Use  o utlo o k e xpre s s  (o r w hate ve r e -m ail 

clie n t yo u  m ay have )  to  s e t up an  additio n al 

acco un t.

●      Follow the instructions for setting up your e-mail, but instead 

of typing

m ails e rve r

use

m ails e rve r.to n bridge -scho o l.o rg

instead.
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