Tonbridge School

How do I set up the VPN?

= N 1CT Home Page % Y How to do things (. The VPN

Click one of the following links for instructions on your operating system

= Y Windows 2000 e Y Windows XP (. Windows 98
= Y Windows 03 = N MACOS (. Windows Me
e Y MS-DOS e Y Linnx [ RISC IPC

Setting up your VPN from home

Before seting up the VPN you need to obtain a hosts file from the
Resources Server in the Vere Hodge Centre.

To obtain your hosts file follow the next two preliminary stages.
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Preliminary Stage (1)

To get your hosts file from school look at your
Y drive. (This is the resources file server.) Go
into the VPN folder, and inside here you will
find a file called 'hosts'.

Copy itonto a floppy disk to take home.

(The contents of this window will be slightly different on your
home computer - RIB has done this via the VPN!)

Preliminary Stage (2)
Setting up your hosts file at home

Go into your local Cdrive. Go into the
'windows directory' and find the 'system 32
directory'. You may have to show files or
directories which might be hidden.

Go into the 'drivers directory’', then into the
'etc. directory', and copy the hosts file from
your floppy into here.

(The contents of this window will be slightly different on your
home computer.)
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Setting up the VPN - INSTRUCTIONS

This set up is intended to give your home computer access to the school facilities. The VPN will provide a secure tunnel through the internet into

the school network. Once connected to the school, resources are accessed using a web browser. Remember, if it takes a long time to download half
a megabyte of material from the Internet, it will take a similar amount of time to download equivalent files from the school, because the VPN
passes through the Internet!

Eventually there will be several operating systems supported, but the instructions for setting it up are limited to the same operating system that we
have at school, and the operating system that is recommended for the staff computers at home. ICT literate pupils and staff will probably be able to
work out what to do for any operating system by extrapolation from the Windows 2000 instructions given here. All vital information that you need
is present.

Make sure that you enter all of this information precisely. Any 'misspelled word'or 'error in
punctuation'etc. will probably mean that you won't get connected, or if you do connect, then
something probably won't work properly.

Our technicians and ICT staff do not have time to spend on sorting out individual problems with the machines you have at home. If many boys
can't connect then we obviously have a problem and will deal with it. If all boys in a particular year can't connect then this is also our problem
and we will deal with it. However, if boys are successfully connecting to our VPN then it's probably a problem with your set up, and you will
need to deal with it. I suggest that you speak with other boys or teachers who have successfully connected with the same operating system. As
more boys connect and get used to the system it should become easier for all involved.

Instructions for Windows 2000 Professional

Click here to print an Adobe pdf version of these
Windows 2000 Professional VPN set up instructions. If you don't have Acrobat Reader installed on your computer at

These are intended to be taken home. home, you can get a copy by clicking on this yellow icon. You can r“'mm

download it at school if you wish, and then take it home on a Zip adabe

Don't forget that you can't load this file from home until disk.
you have set up the VPN!
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Stage (1)

Double Click on the 'My Computer' desktop
icon to reveal the 'Control Panel' as shown
opposite.

(The contents of this window will be slightly different on your
home computer.)

Stage (2)

Open up the Control Panel by double clicking

on it and find the 'Network and Dial-Up-
Connections'icon.

« You can see the required icon in the middle of the row at the

bottom of the screen.

Double click the 'Network and 'Dial-Up-
Connections'icon.

(The contents of this window will be slightly different on your
home computer.)
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Stage (3)

Double click on the 'Make New Connection'
icon shown on the left.

(The contents of this window will be slightly different on your
home computer.)

Stage (4)

Welcome to the Network Connection Wizard
should appear as shown in the window here.

. You may cancel the Wizard at any stage.

. When running this Wizard you will be prompted to input a lot
of information.

. Ifyou get lost in the middle of what you are doing, or make a
few mistakes, you can always start again. (i.e. go to stage (1)).

. Ifyou are not happy with following these instructions then
click 'cancel' and get help from a friend or colleague who is.

. Don't forget that you have to be sitting at your home
computer to carry out these operations. They can't be done at
school.

After the Wizard appears, click over the
'Next>'button.
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Metwork Connection Wizard

Hetwork Connection Type
"fou can chooss the tppe of retvark connechon ywou want to create, bazed on
your retwaik configuration and pour nebwoiking needs

Stage (5)

" Dial-up o private nelvwork

Cormect using mi phone ling [modem or ISDMN]
' .
Select the 'Connect to a private network " Dial-up to the Intemet

through the Internet connection' option. Connect to the Intemet using my phane line (modsm o ISDN)
* Connect to a private network through the Intemet
. 1.e.you are going to create a Virtual Private Network (VPN) or St B SR = L

\ ' " Apcepl incoming connectiong
tunnel through the Internet Let other computers connect to mine by phone fne. the Inemet, or direct cable.

" Connect directly to another computer

Click over the 'Next>'button. Connect using my sexial, paralel, o infrared port.
¢ Back Mzt » Cancel
Stage (6)
Public Metwork

Windows can maka sure the pubbc netwark: & conmechad st

Choose the 'Automatically dial this initial

connection'only ifyou wish to dial up your fideuis il i s ol condheciion o e et & ol pabhc
ISP when you start up this VPN connection. (PRSI IS SHAOM G A S ot
T Da reot disl the initial correction,
. You must obviously have an account with an ISP to do this. & Automaticaly dial thiz irbal connection:
(e.g. CompuServe, BT OpenWorld etc.) | Cornect Free =]
. This is an annoying option if you wish to connect to the VPN
in the middle of an Internet session. (i.e. you are surfing the
net and suddenly decide to use the VPN )
. Itis the best option if you wish to connect to the VPN before
you start using the Internet
« You can switch it 'on’' or 'off' later if you wish.

Click over the 'Next>'button. <Back [ Mew> |  cancel |
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Metwork Connection Wizard

Destinalion Address
Whal i the name or address of the destinalion?

Stage (7) Type the host name or IP addiess of the computer o netweek, 1o which you are
Hosgt name oo IP address [such as microsolt com or 123 45.6.78)
In the Host name or IP address box enter the EEREY
following:
217.34.11.97

Click over the 'Next>'button.

4 Back Mest » Carcel

Metwork Connection Wizard

Connection Availability
“fou may make the new connechon available o all uzers, aor pest yoursaif.

Stage (8) o st make this conneclion available to al users, of keep it only fon your ownuse. A
conrechon stored in vour peohile vall ot be avalable unless pou e logged on.
Make sure that 'For all users'is selected. I
* For all users
" Dnly for myself

Click over the 'Next>'button.

cBack [ Mews |  Cancel |
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Metwork Connection Wizard
Stage (9)
Completing the Network
. Connection Wizard
Choose a user-friendly name for your VPN
. Tivpe the nafme pow vwanl o wss lar this cannection
connection.

[r:.rtnjge S chod YPH

To creste ths connection and save itin the
Metaok 260d Dig-up Connectioes foldes, click
Finish,

« You can leave it as 'Virtual Private Connection' if you wish.
. RJBhasrenamed his connection "Tonbridge School VPN' as

shown here. T edit this conmection in the Network and Dialup
Connections folder, selact &, cick File, and then click
FPropefies

Isuggest you tick the 'Add a shortcut to my
desktop'- it makes it easier to connect later.

Click over the 'Finish' button.

[ Add a shortcut to mp desktop

¢ Back Frich Cancel |
Stage (10) x
Respond with 'No'to the prompt to connect i To connect to "Tonbridge School WPN', pou must first be
. connected to Connect Free'. Do vou want to connect
to Tonbrid ge VPN. to Connect Free' now?
. You don't want to connect yet because this set up is not I Don't display this reminder again

complete, and it would therefore not work if you attempted

the connection at this stage. Tes Mo
Stage (11)

Open up 'My Computer', go into control panel
and open up the 'Network and Dial-up
Connections' window.

. i.e.carry out the first three stages at the beginning of these
instructions again - but this time, if you have carried out these
instructions precisely, you should now have a VPN connection
too.

. The name will reflect what you called it above.
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Right click over your 'Tonbridge School VPN' Fle Edt Ve Favmtes Toos Aderced el [ @ |
icon bk~ & - 5] | Poewth CFses 3 &0 X oo B
Auddrnss |41 Network 2nd Dvi-up Corrections x| ¢
. . . qx = Q b, 48 ?1 #
Click over the 'properties option'. “ep, U & La a -
a Mas hew  Comrect Free Corrmchionbo  Local Aras E Eu:'un:t
. . ) . Metwork and Dial-up  Corection Bigdohn  Conrechion ketlis
. The properties option appears when you right-click the mouse Connections Create Copy
over your VPN connection icon.
y Tonbrige Schaol Ve Creats Shortmt
Dot
Typat! B

Wirbuial Private eebwcrd Cormection

Skatus; [escorrechad m

bl Displays the properties of the sslsctad connection, i
Tombridge School VPN Properties el |
Stage (12) General | Options | Securty | Netwarking | Sharng |
Huest nane ar 1P addiess of destination [such & mictosodt com ar
. . 12345676k
The 'General' tab should show the FRETRI
'217.34.11.97' option you typed in earlier.
— Firzt connect
. These tabs act like tabs on a cardboard filing system. They :'wam;i:fﬁum H&% mmmmh
appear at the top of the window, and enable you to choose
different options. ¥ Dial snother connection first
. The 'Dial another connection first:' option will be ticked only | Connect Free =1
if you chose it earlier.
. Make sure that the last option 'Show icon in task bar when
connected' is ticked.
. If you don't tick this last option then you won't get any visual
feedback while the VPN is working.
. Ifyou click the OK box by mistake, you can get back to this
point by carrying out stage (11). F Showsion in tackbar when vad
ok Cancel |
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Tonbridge School ¥PN Properties ' 2l

General Dplans ISEn:urlyl Metworking | Sharng |

Stage (13) — Dialing optons
¥ Display progess while connecting

¥ Prompt for name and password, catificate, atc.
™ Include Windowes logon domain

Click the 'Options Tab'and check you have

the following settings:

— Redialng oplions — =
: =1
. Display progress while connecting should be ticked. i esiatinemeth g =1
. Prompt for name and password, certificate, etc. should be Tirne between redial sttempts: |1 minwite =]
ticked. |dle time befare hanging up: l o :I

. Redial attempts should be 3.

. Time between redial attempts should be 1 minute.

. Ideal time before hanging up should be never.

. If you click the OK box by mistake, you can get back to this

point by carrying out stage (11).

[+ Bedid if line is dropped

| 0K | Carcel

Stage (14)

Click the 'Security Tab'and check you have
the following settings:

. Typical (recommended settings) should be ticked.

. Validate my identity as follows should be 'Require secured
password'.

. Require data encryption (disconnect if none) should be
ticked. Don't forget that your password and this data
encryption provides a good deal of your security.

. Ifyou click the OK box by mistake, you can get back to this

point by carrying out stage (11).
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Stage (15)

Click the 'Networking Tab'and check you
have the following settings:

. Alter the "Type of VPN server I am calling' to Point to Point
Tunneling Protocol (PPTP)

. Make sure the Internet Protocol (TCP/IP) is highlighted.

. Ifyou click the OK box by mistake, you can get back to this

point by carrying out stage (11).

Click on the 'Properties' button.
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Stage (16)

Check that the following things are set.

Obtain an IP address automatically should be selected.

Use the following IP address should be empty

Obtain DNS server address automatically should be selected.

The alternate DNS server entry should be empty.

Click on the 'Advanced' box.
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Stage (17)

Click the 'General Tab'and check you have
the following settings:

. Make sure that 'Use default gateway on remote network' is
not ticked.
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adminiztrator for the appropriate [P zettings.
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Advanced TCP/IP Settings i i |

Generd |DNS | WINS | Optians |

Thes checkbox only applies when you are connected fo a local
rebeork, and a dial-up network. smultaneousy. When checked, data
mkmhmmhwmmk is forvearded bo the disl-up

I Use defauk gateveay on remate nebwck,

We now need to try it to see if it works!

To do this you will need to log on to the VPN from your home computer.

We first assume that you are not in the middle of using the internet, and that you have chosen the
'Autom atically dial this initial connection' option. If you are currently using the net, then double-
clicking on the 'Tonbridge School VPN'icon will take you to stage (19).
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Stage (18)

Double click over the shortcut to 'Tonbridge
School VPN'which you created on your
desktop in stage (6). (Notshown here.)

Only do the next four things ifyou did not
create a shortcut.

. Double click on 'My Computer'.

. Double click on the 'Control panel'.

. Double click on the 'Networking and Dial Up Connections'.

. Right click on the "Tonbridge School VPN' icon (or whatever
you called it above.)

Click over the 'Connect' option.

Stage (19)

Your System will prompt you to connect to
the internet via your ISP first.

« I would suggest that you don't opt to get rid of the reminder
shown here. If you do you might connect by accident at some
time in the future.

. This option won't show if you are already connected to the
net. If this is the case go to stage (22).
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Connect Conneck Free i

Stage (20)

Dial up your ISP in the usual way.

. You may need to respond to a window like this if your ISP has

been set up to 'Ask before dialling'. R

. RJIB's ISP is shown here for convenience. B I
(The contents of this window will be different on your home ¥ Save password
computer.)

Diial |Da455521 517 =]
Dial Cancel | Froperties | Help |

Stage (21)
After opening a port, (not shown here) your @F  Disling 08456621517..
ISP should be dialled. L&

. Ifyou are lucky enough to have an ADSL connection then you Cancel

won't see this part.
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Stage (22)

The first time that you access the VPN you
will probably have to change the user name —
which you use at home to that which you use Connect Tonbridge School
at school. 'Ray Bradley'shown here on his
home computer, would need to be changed to
RJB in this example.

« Your user name at school is your logon name.

. For staff it's their initials.

. For pupilsit'ssurname and initials. Therefore, if Mickey
Mouse was at Tonbridge, he would probably log on as

MouseM.
o Uzer narme; IHE}' Bradiey
Enter your password for the 'ict domain' at Password: |
school. Your 'ton-school'domain password ™ Save Password
will not be acceptable, unless it's the same.
Connect | Cancel | Properties Help

. Don't forget to obey the rules for sensible passwords on our

networks. It's essential if you connect via the VPN.

. Failure to choose a sensible password could mean
unauthorised people accessing your files - if this happens
then you are responsible for this.

Stage (23)

Pay careful attention to who has access to
your passwords - don't tell them to anybody.

. Don'tlet windows save your password here -
unauthorised users could get into your school files from home
if you do - You will be responsible if this happens.

« Common Room - Don't save your password - your
children, assuming they have unsupervised access to your
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computer, will be able to access confidential staff information
at school. You will be responsible if this happens.

Stage (24)

After 'logging on' and 'registering your
computer on the network' (not shown here).
You should get the following.

. A message showing that "Tonbridge School VPN'is now
connected should be displayed.

. Respond with OK.

. I'suggest that you don't opt for 'Do not display this message
again, as it gives feedback when the VPN is connected.
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Stage (25)
. . alr
If the VPN is working, you have a second Gl &
computer on your task bar. With RJB's task LI
bar, the left-hand computer is the internet, = R
and the right-hand computer the VPN. B, - w
12 o
« You can check which computer is which by letting your mouse B
hover over the icons and reading the message. o ,m:' -
. When connecting to or transferring data to and from the a- [ &=
VPN, these two computers should flash on and off to show = of
that data is being transmitted and received. — . e
. Ifyou are using the internet without the VPN, then you will - lm'm: Em'm.m @@ AD s B
see only one computer. T_,_I R ABOIO TP IBE 1719

You are now connected, and can therefore shout Eureka!

However, before you can do anything useful, you will need to connect to the school resources, but
do follow the last two stages to check that all is well. (i.e. log offand then try logging on again -
it's very simple the second time round.)

Logging off and logging back on again

When you have finished, don't forget to log off from the VPN. It does not prompt you when you
have finished downloading information. This is because it acts as though it's a permanent
resource connected to your computer. Any time-out set on your 'ISPs internet connection' will still
disconnect you if you don't use the VPN for some time.
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Stage (26) 2/

General | Details |

To Log Off do the following:

— Connection
Double Click on the little computer el Lonnected
. Duratior: 00:08:15
representing the VPN on the task bar (See ratian
stage 25)
—Activity
You should get a window similar to that Sehlie— T Received
shown here. Bytes: 82573 621,624
Compression: 9% 0
Click over the 'Disconnect' button. s 0 0
. Make sure that both computers have disappeared from the Properties Disconnect

task bar. (Assuming that you were not connected to the

internet before using the VPN.
Claze

My Documents

[ e |TI|_
=

ZOUrsem, ..

Stage (27)
puter  Map Drives
To log on next time, because the system has
already been set up, simply double click on
the Tonbridge School VPN shortcut on your
desktop, and follow the simple instructions.

Tonbridoge
School YPM
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Gaining access to your work

Once set up, it's a very simple matter to access the work on your X and Z drives, your school e-mail, the resources available on the X and Y drives
and school web sites (like RJB's ICT site) from home.

Stages (28) to (32) assume that you are already successfully connected to the VPN (i.e. you are on
the internet, connected to your ISP and connected to the Tonbridge School VPN.)

Stage (28)

To gain access to your work do the following.

Load Internet Explorer (IES or IE6), and then
type in your version of the following:

. . A Google - Microsoft Internet Explorer =101 x|

Fred Bloggs, for example might type: e er——— : ____i
ftp://gemini sback » & - @A) A Qsearch (AiFavorkes Fvede P |G- D »

: teddress [ ] fip:jjares =] @ ks ®

e

because heisa member of Sth from and his work is saved on the
Gemini file server. Another example, for Mickey Mouse could be

Google

Mickey Mouse, a Novi, will type: UK

ftp://aries | web  [ERIUERCS Groups  Directory  News-New—

« Advanced Search

because Mickey is a Novi and his work is saved on the Aries file [
« Preferences

server. Google Search l I'm Fealing Lucky I » Language Tools
Search; & the web © pages from the Uk

The screen here shows RJB attem pting to 1 I j’

connect to the VPN from home. & [T T [ iokernet 4

. Ifyou have forgotten which file server your work is stored on! -
Here is the information.
. For the Academic year 2002/2003, file servers are allocated
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as follows:
o All Novi are on the Aries file server
o All 4th are on the Sirius file server
o All 5th form are on the Gemini file server
o All L6th form are on the Pegasus file server
o All U6th are on the Phoenix file server

Stage (29)

% Either the setver does naot allow ananymous logins ar the

Internet Explorer will bring up a window that e e e

asks for your user name and password.

FTP Server: aries
Note that your User Name needs to be User Name: | ictirib |
prefixed by the domain name 'ICT' and a Password: |

'backslash' (\).

After wou login, wou can return ko this FTP server easily
by adding it ko wour Favorites Lisk,

i.e 'ict\bloggsf', for example.

[T Login Anonymousk [~ Save Password
The screen here shows RJB attempting to
Logi Z I
connect to the VPN from home. g =
Vbt v~ Hiaeenalt oo el =k
o g - (@ ]
ik - o - 5] fisesth R @ SBD xow |
ml.ﬂ'tmr-ﬁ--.‘:- ) "| ¢ Lk
Stage (30) L — >
ST ol [ A = = = .
. . .lb s {2} whFaw ket Bacd Al m:ll:n Esdapal®a .. caksviabine [T
If the above is successful, you will now see f Gi B G Gi B8 GE G
the work on your X drive, and can use it in ““""“ TR T G o
the normal way. J J0J4dJd3
’ : . . . - -
Don't forget that you will need the appropriate applications on your "J Jﬂ :l _I .«J .-_I HE T
computer at home to see your work. It's no good trying to load a Word file : i : i ; :
if you don't have Microsoft Office, for example. mﬂn. nﬂ II _I,o. mﬁa n-c_l EI
= @ & G E @ GG
(The contents of this window will be different on your home T ® Wew W "

computer.) el s
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You have now completed the VPN setup and tested it!
Stage (31)

Connecting to other Resources

There are a couple of other resources from which you might find useful information. More will be added to this list as time progresses.

Just like the demonstration in Stage (29), in your IE5 or IE6 web browser, type the following:

ftp://resources

This will give you access to the resources in the ICT department. If this works then your VPN setup is functioning properly. You can also type:
http://ict

to view the ICT department web site. However, this site was designed specifically for the school intranet, and will be quite slow if you don't have a
fast internet connection.

Accessing e-mail via the VPN
You can access you school e-mail account (i.e. username @tonbridge-school.org) via the VPN. This

is useful if you want to pick up your school e-mail from home. These are the instructions to do
this.
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Stage (32)

Use outlook express (or whatever e-mail
client you may have) to set up an additional
account.

. Follow the instructions for setting up your e-mail, but instead

of typing
mailserver
use

mailserver.tonbridge-school.org

instead.
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