19 Individual Identifiers

Name

Address (all geographic subdivisions smaller than state, including street address, city, county, or ZIP code)

All elements (except years) of dates related to an individual (including birth date, admission date, discharge date, date of
death, and exact age if over 89)

. Telephone numbers

FAX number

Social Security number
Medical information
Health plan information

. Account number

. Online Account — User Name or Email Address, in combination with a password or security question and answer
. Certificate/license number

. Any vehicle or other device serial number

. Device identifiers or serial numbers

. Web URL

. IP address

. Finger or voice prints

. Photographic images

. Any other unique identifying number, characteristic, or code (e.g. UCI )

. Vehicle license plate number (effective January 2016)

NOTE: In California unauthorized disclosure of an individual’s “Name” and any other “notice-triggering” data element (in
underlined, bold, blue) is considered a reportable breach.

In the U.S., a Federally reportable breach is unauthorized disclosure of any three (of the 18 individual identifiers) data
elements. (ltem #19 Vehicle license plate number is not a Federal personal individual identifying data element).
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