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REVI EW  OF THE UNI TED STATES MARSHALS SERVI CE’S 
PRI SONER TRACKI NG SYSTEM  

 
EXECUTI VE SUMMARY 

 
 The United States Marshals Service (USMS) is responsible for housing 

federal pr isoners await ing t r ial in federal courts.  On any given day, the 
USMS maintains custody of approxim ately 40,000 federal pr isoners in local 

jails, cont ract  facilit ies, and federal Bureau of Prisons (BOP)  facilit ies 
throughout  the count ry.  Depending upon the length of a pr isoner’s court  

t r ial, t ime spent  in USMS custody may run from  several days to several 
years.    

 
 The USMS uses the Prisoner Tracking System (PTS)  applicat ion to 
m aintain t racking inform at ion for federal pr isoners in USMS custody.  The 

PTS contains inform at ion that  is specific to each individual pr isoner,  including 
the prisoner’s personal data, property, medical informat ion, cr im inal 

inform at ion, and locat ion.  Addit ionally, the USMS uses the applicat ion as an 
inform at ional and scheduling tool to assist  USMS personnel in locat ing 

prisoners for court  appearances.  Prisoners’ records are created using 
inform at ion obtained from  key source docum ents, and this inform at ion is 

entered into the PTS.  The PTS inform at ion is cr it ical to processing and 
t ransport ing pr isoners because the USMS relies on the confident iality, 
availabilit y, and integrity of this inform at ion to ensure the safety of both the 

pr isoners and the law enforcem ent  officers charged with their  care.   
 

The object ives of this audit  were to assess the effect iveness of select  
general cont rols for the PTS at  the ent ity-wide level, review PTS’s applicat ion 

cont rols, and perform  data integrity test ing.  The Office of the I nspector 
General (OI G)  performed this audit  in accordance with the Government  

Audit ing Standards.  We used the Federal I nformat ion System Cont rols Audit  
Manual (FI SCAM), Department  of Just ice (Department )  policies and 
procedures, Nat ional I nst itute of Standards and Technology (NI ST)  Special 

Publicat ions (SP) , Office of Managem ent  and Budget  (OMB)  Guidelines, and 
the USMS’s policies for pr isoner processing and cellblock operat ions as 

cr iter ia for this audit .1  Specific details of our audit  object ives, scope, and 
methodology appear in Appendix 1.   

                                                 
1   The General Account ing Office’s (GAO)  FI SCAM provides a m ethodology for guiding 

auditors in evaluat ing general and applicat ion cont rols used by inform at ion system s to 
protect  the integr it y ,  confident ialit y ,  and availabilit y  of data.  Descr ipt ions of the FI SCAM 
select  general cont rol and applicat ion cont rol areas tested dur ing this audit  can be found in 
Appendix 3.  
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The USMS divides its operat ions into four regions with 94 dist r ict  
offices (DOs) .  To gain a nat ionwide represent at ion of PTS operat ional 

act ivit ies, we elected to review DOs in each of the four USMS regions.  We 
judgm entally selected the following sites:   Alexandria, Virginia;  Washington, 

D.C.;  New York, New York;  Houston, Texas;  Philadelphia, Pennsylvania;  
Chicago, I llinois;  Miam i, Florida;  and Phoenix, Arizona.   

 
During our audit , we reviewed select  general cont rols designed to 

protect  the PTS applicat ion against  unauthorized use, loss, or modificat ion of 
it s data.2  Addit ionally, we reviewed applicat ion cont rols within the PTS that  
are used to ensure the validity, proper authorizat ion, and com pleteness of 

t ransact ions when enter ing pr isoners’ data into the PTS.  We also tested 
output  reports from  the PTS applicat ion against  source documents contained 

in pr isoner file folders to assess the data integrity within the PTS.  
 

SUMMARY RESULTS OF THE AUDI T  
 

Select  General Controls 
 

Our review of the PTS ident ified weaknesses within each of the six 

general cont rol categories designed to protect  the PTS’s system  
environment .  Specifically, we found deficiencies within PTS’s ent ity-wide 

security program  planning and m anagem ent , access cont rols, applicat ion 
software developm ent  and change cont rol, system  software, segregat ion of 

dut ies, and service cont inuity cont rols.  
 

                                                 
2   General cont rols are ent it y- wide cont rols used to protect  a system ’s environm ent .   

The PTS applicat ion can only be accessed v ia the USMS’s Marshals Network (MNET) ;  

t herefore,  MNET serves as the PTS applicat ion’s system  environm ent .   We reviewed the 
select  general cont rols recom m ended by the FI SCAM for  evaluat ing and test ing applicat ion 
cont rols because general cont rols for  MNET were assessed dur ing the OI G’s January 2004 
Federal I nform at ion Secur it y  Managem ent  Act  (FI SMA)  review.  The result s of this 
assessm ent  can be found in the OI G’s Audit  Report  No. 04- 11.    
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 Following the chart  below we summarize each vulnerability.   

 
GENERAL CONTROL AREAS 

 

 

 
VULNERABI LI TI ES 

NOTED 

Ent ity- w ide Security Program  Planning &  Managem ent    

Assess r isks per iodica lly   

Docum ent  an ent it y- w ide  secur it y  program  plan  

Establish a  secur it y  m anagem ent  st ruct ure  and clear ly  assign 

secur ity responsibilit ies √ 

I m plem ent  e ffect ive  secur it y- re la t ed personnel policies √ 

Monit or  t he  secur it y  program ’s e ffect iveness and m ake  changes 

as needed   

Access Controls   
Classify inform at ion resources according t o t he ir  cr it ica lit y  and 

sensit ivity  
Maint a in  a  current  list  of  aut hor ized users and ensure  t ha t  t he ir  

access is author ized √ 
Est ablish physica l and logica l cont rols t o prevent  and det ect  

unaut hor ized access √ 

Monitor  access, invest igate  appare nt  secur it y  v iola t ions, and 

t ake  appropr ia t e  rem edia l act ion  

Applicat ion Softw are Developm ent  &  Change Control  

Author ize  processing fea tures and m odif ica t ions  √ 

Test  and approve  a ll new  and revised soft w are   

Cont rol softw are  librar ies  

System  Softw are    

Lim it  access t o syst em  soft w are   

Monit or  access t o and use  of  syst em  soft w are    

Cont rol syst em  soft w are  changes √ 

Segregat ion of Dut ies  

Segregate  incom pat ible  dut ies and establish re la ted policies   √ 

Est ablish access cont rols t o enforce  segregat ion  of  dut ies  
Cont rol personnel act iv it ies t hrough form al opera t ing procedures 

and supervision  and review √ 

Service Cont inuity  
Assess t he  cr it ica lit y  and sensit iv it y  of  com put er ized opera t ions 

and ident ify support ing resources √ 

Tak e  st eps t o prevent  and m inim ize  pot ent ia l dam age and 

interrupt ion  √ 

Deve lop and docum ent  a  com prehensive  cont ingency plan  

Test  t he  cont ingency plan per iodica lly  and adj ust  it  as 

appropr ia te  √ 
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Ent ity- w ide Security Program  Planning and Managem ent  

 
Within the area o f ent it y-wide security program  planning and 

management , a security manager for the PTS applicat ion was not  appointed 
and em ployees lacked adequate t raining and expert ise.  These deficiencies 

could negat ively impact  the USMS’s ability to assess r isks and provide 
protect ion for sensit ive PTS data.  

 
Access Controls 
  

 The USMS did not  properly maintain the PTS authorized user list  and 
allowed accounts to rem ain on the list  for em ployees who no longer required 

access.  Act ive but  invalid accounts could enable an unauthorized user to gain 
access to sensit ive inform at ion.  I neffect ive access cont rols dim inish the 

reliabilit y of data and subject  the system  to unauthorized use, loss, or 
m odificat ion.   

 
 Addit ionally, the USMS did not  enforce physical access cont ro ls to 
protect  data ent ry term inals from  access by unauthorized users.  Physical 

access to com puter facilit ies that  house data ent ry term inals could allow 
unauthorized individuals to obtain confident ial pr inted reports, view sensit ive 

data displayed on computer screens, and steal or dam age equipm ent . 
 

Applicat ion Softw are Developm ent  and Change Control 
  

 I nterviews conducted during our site visits disclosed that  program 
modificat ions were not  properly authorized.  Applicat ion users are generally 
responsible for request ing and authorizing system changes.  However, we 

found that  the PTS applicat ion end-users were either unfam iliar with or 
unaware of the process for request ing changes to the applicat ion.  

I nadequacies with cont rols that  protect  applicat ion soft ware from 
unauthorized changes could result  in the USMS allowing unauthorized 

m odificat ions to be m ade to the PTS applicat ion.   
 

System  Softw are 
 

 The effect iveness of the PTS’s system  software cont rols were 

jeopardized because the USMS is using outdated programming and database 
m anagem ent  software to support  the applicat ion.  The use of such outdated 

software prevents the USMS from  implement ing new security enhancements 
that  are designed to protect  the applicat ion.  This deficiency also increases 

the r isk that  without  t imely software updates that  enhance funct ionality and 
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security, data could be improperly processed by the applicat ion or 
insufficient ly protected.   

 
Segregat ion of Dut ies 

 
 Policies and procedures are not  in place to segregate incom pat ible 

dut ies for personnel perform ing crit ical funct ions, such as prisoner intake and 
record creat ion processes.  Com pounding this problem , the USMS has no 

formal procedures to guide personnel perform ing act ivit ies that  direct ly affect  
the reliabilit y of the PTS data.  Without  the segregat ion of dut ies, and in the 
absence of form al procedures, the USMS cannot  ensure the confident iality, 

integrity, and availabilit y of PTS data during the pr isoner processing cycle. 
 

Service Cont inuity 
 

 Backup tapes were not  being rotated off -site, and the cont ingency plan 
for the PTS had not  been tested.  We also found that  key personnel 

responsible for em ergency response act iv it ies lacked sufficient  t raining and 
expert ise.  System  adm inist rators were not  fam iliar with the current  version 
of the software support ing the PTS applicat ion or the locat ion of their  local 

DOs database files.  Consequent ly, the USMS m ay lose the capabilit y to 
restore the PTS’s applicat ion software and data because it  is relying on 

insufficient  preventat ive measures to m it igate service disrupt ions.     
Moreover, the USMS is depending on inadequately t rained individuals to 

respond appropriately in the case of an em ergency and to assist  in restor ing 
the applicat ion software and data files of this m ission cr it ical operat ion.   
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Applicat ion Controls 
  

I n addit ion to the general cont rols findings previously m ent ioned, our 
review of the PTS ident ified deficiencies within each of the four applicat ion 

cont rol areas we tested.  Following the chart  below is a sum m ary of each 
vulnerabilit y indicated in the chart .    

 
APPLI CATI ON CONTROL AREAS 

 

 
Authorizat ion Controls 

 

We found problems with authorizat ion cont rols that  ensure the validity 
of t ransact ions.  The USMS has not  formally established baseline 

requirements for key source documents used to create prisoner records in 
the PTS or for the proper authorizat ion of source documents.  This lack of 

standards from  the USMS headquarters for key source docum ents resulted in 

 
VULNERABI LI TI ES 

NOTED 

Authorizat ion Controls   

All da t a  a re  aut hor ized before  ent er ing t he  applica t ion syst em  √ 

Rest r ict  da t a  ent ry t erm ina ls t o aut hor ized users for  aut hor ized 

purposes √ 

Mast er  f iles and except ion repor t ing he lp ensure  a ll da t a  a re  

processed and are  aut hor ized  

Com pleteness Controls   
All aut hor ized t ransact ions are  ent ered int o and processed by 

t he  com put e r √ 

Reconcilia t ions are  per form ed to ver ify  data  com ple t eness  

Accuracy Controls    

Dat a  ent ry design fea t ures cont r ibut e  t o da t a  accuracy  

Dat a  va lida t ion and edit ing are  per form ed t o ident ify  er roneous 

data    

Erroneous da t a  a re  capt ured, repor t ed, invest iga t ed, and 

corrected √ 

Output  reports are  re view ed t o he lp m a int a in  da t a  accuracy 

and va lidit y √ 

Controls Over  I ntegr ity of Processing and Data  Files   
Procedures ensure  t ha t  t he  current  version of  product ion 

program s and da t a  f iles a re  used dur ing processing  
Program s include  rout ines t o ver ify  t ha t  t he  proper  version of  

the  com puter  f iles is used dur ing processing  
Program s include rout ines for  check ing int erna l f ile  header  

labe ls before  processing  
Mechanism s w it h in  t he  applica t ion prot ect  aga inst  concurrent  

file  updates √ 



      

 
v ii 

inconsistent  data collect ion, record creat ion, and file m aintenance pract ices 
throughout  the USMS sites audited.  Form al standards would help to ensure, 

at  a m inimum, that  each prisoner file folder contains photographs, medical 
inform at ion, and fingerpr int  cards.  Also, such standards would help to 

ensure that  cr it ical ident ifying inform at ion is collected from  a reliable source.  
These standards could also provide reasonable assurance against  the 

m isident ificat ion or m ishandling of a pr isoner due to inaccurate, 
unauthorized, or unreliable data.   

  
Addit ionally, supervisory or independent  reviews to ensure the proper 

authorizat ion of source docum ents and t ransact ions were not  being 

performed prior to the data being entered into the PTS.  This occurred 
because the USMS has not  im plem ented adequate author izat ion standards 

for source documents or required that  supervisory reviews be performed on 
a consistent  basis.  This precaut ionary m easure would help ensure that  

t ransact ions are properly authorized and supported by a reliable source 
docum ent  that  has been signed.  I t  would also assist  with the prevent ion of 

unauthorized, inappropriate, or incorrect  t ransact ions from  being entered 
that  could negat ively im pact  the integrity of data within the PTS.  
 

Cont rols for ensuring that  data ent ry term inals are used for authorized 
purposes, such as audit  logs, were weak.  Audit  logs that  help to recreate 

events and t rack user act ivity were not  being maintained for the PTS 
applicat ion.  The USMS management  does not  require that  audit  logs be 

m aintained for the PTS to t rack the occurrence of unauthorized act ivit ies.  I n 
our opinion, this condit ion increases the r isk to the USMS that  covert  act ivity 

by a user, such as entering an unauthorized t ransact ion result ing in the early 
release of a pr isoner, may go undetected.  The r isks to the safety of the 
USMS personnel who process and t ransport  pr isoners and the general public 

are increased when coupled with weak authorizat ion cont rols over source 
docum ents and the lack of supervisory reviews of t ransact ions.   
 

Com pleteness Controls 

 
The PTS applicat ion does not  effect ively use a completeness cont rol 

known as computer sequence checking to autom at ically perform  global 
database searches.  Com puter sequence checking would ident ify or prevent  
the assignm ent  of m ult iple USMS num bers to the sam e 

prisoner. 3  At  present , each of the 94 DOs m aintains a local PTS database 

                                                 
3   Com puter sequence checking helps ident ify m issing or duplicate num bers in a 

ser ies.  USMS num bers are assigned sequent ially  to pr isoners processed by a DO;  
however,  database searches are conducted by pr isoner nam e rather than USMS num ber.   
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and the appl icat ion is only programmed to automat ically perform  searches 

for exist ing name and USMS number informat ion within a user’s own local 
database.  The current  configurat ion does not  provide assurance that  the 

prisoner does not  have an exist ing USMS number in any one of the other 93 
local USMS databases.  Without  the capabilit y to perform  global searches of 

all exist ing databases, the USMS cannot  ensure that  it  com plies with its own 
policies prohibit ing the m ult iple assignm ent  of USMS num bers to the sam e 

pr isoner.  
 
Accuracy Controls 

 
Within the area of accuracy cont rols, we found that  the USMS 

management  does not  have an effect ive means of determ ining the existence 
of erroneous data, such as uncorrected errors, or the severity of errors in 

data entered into or processed by the applicat ion.  I nformat ion regarding 
erroneous data was not  collected and reported back to the USMS 

m anagem ent  for invest igat ion or correct ion.  This occurred because the 
USMS did not  require that  informat ion regarding such data be collected.  
This type of oversight  could negat ively im pact  the reliabilit y of the PTS’s 

data through the propagat ion of undetected errors throughout  the 
applicat ion. 

 
We also found that  the PTS’s accuracy cont rols were im pacted because 

the USMS did not  adequately cont rol the product ion and dist r ibut ion of 
sensit ive PTS output  reports.  Specifically, authorized users of the PTS print  

sensit ive output  reports to shared network printers used by non-authorized 
em ployees.  This pract ice exposes sensit ive system  data at  a level above 
that  which em ployees are required to perform  their  dut ies.  Without  

adequate cont rols over the dist r ibut ion of output  reports, unauthorized 
individuals m ay inadvertent ly gain access to output  reports and divulge 

sensit ive and confident ial informat ion.  
 

Controls Over  I ntegr ity of Processing and Data  Files 
 

Controls over integrity of processing and data files for the PTS 
applicat ion were deficient .  This was due to the USMS not  ensuring that  each 
installat ion of the PTS applicat ion at  the 94 DOs nat ionwide protects against  

sim ultaneous updates.  We observed that  the applicat ion allowed two users 
to update the same file concurrent ly, which raises doubt  as to which user’s 

inform at ion was accurately recorded and processed by the applicat ion.  This 
t ype of system  m alfunct ion could negat ively im pact  the reliabilit y of data 

within the PTS applicat ion.   
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Data I ntegrity 
 

  I n addit ion to the deficiencies discovered within PTS’s general and 
applicat ion cont rols, our audit  disclosed weaknesses within PTS’s data 

integr ity.  We tested the two factors that  cont r ibute to data integr ity:   
completeness of prisoner records and accuracy of informat ion.  Our review 

discovered weaknesses within both areas tested.  A summary of each 
vulnerabilit y follows the chart .  

 
Data I ntegrity Assessm ent  Factors 

 

 
VULNERABI LI TI ES 

NOTED 

Com pleteness of I nform at ion   
Records cont a in  a ll of  t he  da t a  e lem ent s and docum ent s 

used as support  for  the  t ransact ions  
√ 

Accuracy  of I nform at ion  
Output  reports re f lect  the  data  obta ined fro m  t he  source  

docum ents 
√ 

 

Com pleteness of I nform at ion 
 

Our findings revealed deficiencies in the completeness of pr isoner 
records.  Many of the prisoner file folders we reviewed were m issing key 

source docum ents used to validate data ent ry t ransact ions and to 
substant iate the act ions taken by USMS personnel.4  This occurred because 

the USMS did not  establish and im plem ent  standards regarding data 
collect ion in order to com ply with federal records retent ion requirem ents.  
I ncom plete pr isoner file folders pose a significant  r isk to the USMS’s abilit y to 

validate the PTS t ransact ions, ver ify inform at ion, and just ify the act ions of it s 
em ployees.  Addit ionally, m aintaining adequate and proper docum entat ion of 

program  act iv it ies enables the USMS to protect  the federal governm ent ’s 
legal and financial interests. 

 
Accuracy of I nform at ion 

 
Reviews of output  reports produced by the PTS applicat ion disclosed 

discrepancies in the accuracy of informat ion.  Output  reports help to maintain 

the accuracy and validity of data within a system and determ ine the 
com pleteness of processing.  We found that  pr isoner ident ifying inform at ion, 

such as a prisoner’s date of bir th, appearing on the PTS output  reports did 
not  match source documents contained in the prisoner’s file folder.   

                                                 
4   The GAO defines a source docum ent  as any form  of inform at ion that  serves as the 

basis for  ent ry of data into a com puter  system .  
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Addit ionally, cr it ical dates, such as a pr isoner’s custody date, did not  
correlate with dates on source docum ents in the pr isoner’s file folder.  

I naccurate PTS inform at ion could result  in the overpaym ent  of jail bills, the 
unt im ely release of a pr isoner, or the m isident ificat ion of a prisoner requir ing 

special handling within the prisoner populat ion.   
 

CONCLUSI ON AND RECOMMENDATI ONS 
 

We consider our findings in the areas of select  general cont rols, 
applicat ion cont rols, and data integrity to be major weaknesses.  We further 
conclude that  the state of the PTS’s exist ing cont rols poses a high r isk to the 

protect ion of it s data from  unauthorized use, loss, or m odificat ion.5   
 

We conclude that  these weaknesses occurred because the USMS did 
not  fully com ply with current  Department  policies and procedures, NI ST 

standards, OMB guidelines, or its own procedures for pr isoner processing 
and cellblock operat ions.  I f not  corrected, these security vulnerabilit ies 

could im pair the USMS’s abilit y to fully ensure the integrity, confident iality, 
and availability of data within the PTS.  

 

This report  contains 20 recommendat ions for improving select  general 
cont rols, applicat ion cont rols, and the integrity of data for the PTS.  I n 

general, we recommend that  the USMS:  
 

• Appoint  a security manager responsible for the PTS applicat ion;  
 

• Develop a t raining program  to ensure that  PTS users receive 
specialized t raining before being granted access to the 
applicat ion and ensure that  system  adm inist rators are t rained in 

their responsibilit ies;  
 

• Review access authorizat ions for the PTS applicat ion and update 
the PTS authorized user list  in a t imely manner;    

 
• Ensure that  exist ing m easures, such as door locks, are used to 

provide protect ion against  unauthorized access to sensit ive 
areas;  

                                                 
5   NIST SP 800- 18 defines r isk as the possibilit y  of harm  or loss to any software, 

inform at ion, hardware, adm inist rat ive, physical,  com m unicat ions, or  personnel resource 
within an autom ated inform at ion system  or act iv it y .    Addit ionally ,  NI ST categor izes the 
requirem ents for  protect ing the confident ialit y ,  integr it y ,  and availabilit y  of system  
inform at ion into three basic categor ies – high, m edium , and low – according to the system ’s 
sensit iv it y level.   Specifically, a high r isk is considered a cr it ical concern of t he syst em.  
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• I nform  users regarding policies and procedures for request ing 

changes to the applicat ion and update the PTS’s product ion 
environment  by replacing outdated software with current  

software;  
 

• Develop and enforce policies and procedures to segregate dut ies 
among staff perform ing cr it ical PTS funct ions;  

  
• I dent ify and t rain em ployees involved in em ergency response 

procedures in their roles and responsibilit ies;  m aintain 

em ergency contact  lists on-site;  rotate and store backup tapes 
off-site;  and test  the PTS cont ingency plan annually;  

 
• Standardize the record creat ion process throughout  the USMS 

for the PTS and establish key source document  requirements for 
data collect ion;    

 
• I m plem ent  a cont rol, such as requir ing the supervisory 

authorizat ion of data, to ensure that  before inform at ion is 

entered into the system , t ransact ions are supported by properly 
author ized source docum ents;  

 
• Maintain and review audit  t rails for the PTS applicat ion;  

 
• Modify PTS to perform  autom at ic global database searches to 

assist  with the  prevent ion of assigning mult iple USMS numbers 
to the sam e prisoner, report  erroneous data to the PTS users 
department  for invest igat ion and correct ion, and protect  the PTS 

output  reports containing sensit ive privacy inform at ion from  
access by unauthorized persons;  

 
• Ensure each installat ion of the PTS applicat ion protects against  

sim ultaneous updates of the sam e record by m ore than one  
 end-user;  and 

 
• Maintain adequate source docum ents in pr isoners’ file folders to 

substant iate em ployee act iv it ies and im plement  quality cont rol 

m easures to ensure data integrity. 
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REVI EW  OF THE UNI TED STATES MARSHALS SERVI CE’S  
PRI SONER TRACKI NG SYSTEM 

 
I .  BACKGROUND 

 
  The United States Marshals Service (USMS) is responsible for housing 

federal pr isoners await ing t r ial in federal courts.  On any given day, the 
USMS m aintains custody of approxim ately 40,000 federal pr isoners in local 

jails, cont ract  facilit ies, and federal Bureau of Prisons (BOP)  facilit ies 
throughout  the count ry.  Depending upon the length of a pr isoner’s court  
t r ial, t im e spent  in USMS custody m ay run from  several days to several 

years. 
 

  The USMS Prisoner Tracking System (PTS)  supports the USMS’s 
responsibilit y to m aintain custody of individual federal pr isoners while 
cr im inal proceedings are pending.  This period of custody extends from  the 

t ime of their arrest  or remand to the USMS by the court  unt il the prisoner is 
sentenced, released from  custody, or returned to the custody of the U.S. 

Parole Commission or the BOP.   
 

 The PTS was im plem ented by the USMS in March 1993 to maintain 
t racking inform at ion for federal pr isoners and to m onitor federal pr isoners in 

state and local detent ion facilit ies under cont ract  to the USMS.  The PTS 
replaced the Prisoner Populat ion Management  System.  The PTS captures 
informat ion necessary to complete the adm inist rat ive processing, housing, 

safekeeping, health care, and disposit ion of federal pr isoners in USMS 
custody.6   From fiscal year (FY)  2001 to FY 2004, the PTS’s total operat ing 

costs were $3,370,000, with annual  operat ing costs averaging $842,500.  
Another $1,070,000 is projected for FY 2005 and a project  to upgrade the 

PTS applicat ion’s funct ionality, funded at  $5 m illion over a 5-year per iod, is 
current ly underway. 7 

 
The PTS is also used as an inform at ional and scheduling tool.  As an 

inform at ional tool,  the PTS provides ident ifying data specific to each 

prisoner,  including the prisoner’s personal data, property, medical 
inform at ion, cr im inal inform at ion, locat ion, and t im e spent  at  a facilit y.  As a 

scheduling tool, PTS inform at ion assists USMS personnel in locat ing 
pr isoners to be t ransported for court  appearances.    

                                                 
6   USMS System  Secur it y Plan for  the Pr isoner Tracking System  (PTS) / USMS 

Autom ated Booking System  (USMS- ABS) , June 2003.  
 
7   Operat ing costs were obtained from  budget  requests subm it ted to the Office of 

Managem ent  and Budget  by the Just ice Managem ent  Division. 
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 I n addit ion, the PTS also contains records of court  proceedings 
generated dur ing the day-t o-day processing and disposit ion of pr isoners in 

the USMS’s custody.  Prisoners’ records contained within the PTS are created 
using inform at ion obtained from  key source docum ents, such as the 

individual custody and detent ion form , intake photos, Federal Bureau of 
I nvest igat ion (FBI )  finger pr int  cards, and the prisoners’ medical form .    

 

PTS Applicat ion System  Environm ent  

 
The PTS applicat ion software runs on a local server in each of the 94 

USMS dist r ict  offices (DOs)  located throughout  the U.S. and its terr itor ies.  

I n addit ion to the applicat ion, a database is m aintained on the local server 
that  contains inform at ion relat ive to pr isoners processed by the DO.  Thus, 

the USMS PTS environm ent  consists of 94 copies of the PTS applicat ion 
along with 94 individual databases.  

 
At  each DO, PTS client  workstat ions connect  to their local PTS 

applicat ion server to gain access to database informat ion.  PTS users init ially 
log into the Marshals’ Network (MNET)  located at  the USMS headquarters in 
Arlington, Virginia, in order to log into the PTS applicat ion server at  the ir 

locat ion.  Addit ionally, remote users can gain access to the PTS server in 
their  dist r ict  by dialing into the rem ote access server located at  the USMS 

headquarters.  The user is required to provide addit ional remote access user 
ident if icat ion inform at ion in order to log into MNET.  The following diagram 

depicts the PTS’s access configurat ion.  

HQ

Remote

Access Server 

HQ

M N e t

PTS Servers

94 District 

Offices

PTS 
UsersPTS Laptop 

Users

P T S A cce ss  Co n f i g u r a t i o n
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I I .  FI NDI NGS AND RECOMMENDATI ONS 
 

Our review of select  general cont rols designed to protect  the 
PTS’s system environment  ident ified weaknesses with the 

PTS’s ent it y-wide security program  planning and 
m anagem ent , access cont rols, applicat ion software 

developm ent  and change cont rol, system  software, 
segregat ion of dut ies, and service cont inuity cont rols.  We 

also ident ified deficiencies with the PTS’s applicat ion cont rols 
that  are used to help ensure the validity of t ransact ions and 
proper authorizat ion of data.  These deficiencies included 

inadequate authorizat ion cont rols, com pleteness cont rols, 
accuracy cont rols, and cont rols over integrity of processing 

and data files.  Our findings relat ive to data integrity included 
deficiencies with the com pleteness of pr isoner records and the 

accuracy of inform at ion contained within the PTS.  I n our 
judgm ent , these findings are m ajor weaknesses in the PTS.  

We consider the system overall to be at  a high r isk to the 
protect ion of it s data from  unauthorized use, loss, or 
modificat ion.  These weaknesses occurred because the USMS 

did not  develop or fully enforce its own policies or comply 
with the Departm ent  policies, NI ST standards, and OMB 

guidelines.  I f not  corrected, these weaknesses could impair 
the USMS’s abilit y to fully protect  the integr ity, confident ialit y, 

and availability of data contained within the PTS database.  
 

1.   SELECT GENERAL CONTROLS 
 

General cont rols are ent ity-wide access cont rols used to safeguard a 

system ’s environment .  Our review of select  general cont rols for the PTS 
applicat ion ident ified weaknesses in all six of the Federal I nform at ion System  

Cont rols Audit  Manual (FI SCAM) general cont rols areas – ent it y-wide 
security program  planning and m anagem ent , access cont rols, applicat ion 

software developm ent  and change cont rol, system  software, segregat ion of 
dut ies, and service cont inuity cont rols.   

 
Ent ity- w ide Security Program  Planning a nd Managem ent  
 

Ent it y-wide security program  planning and m anagem ent  allows an 
organizat ion to establish a security cont rol st ructure that  enables senior 
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management  to ident ify and address security r isks.  An effect ive plan 
requires that  an organizat ion:  

 
• Assess r isks periodically;  

• Docum ent  an ent it y-wide security program  plan;  
• Establish a security management  st ructure and clearly assign 

security responsibilit ies;  
• I m plem ent  effect ive security-related personnel policies;  and 

• Monitor the security program ’s effect iveness and make changes as 
needed. 

 

We confirm ed that  the USMS adequately assessed r isks, docum ented 
an ent it y-wide security program plan, and monitored the security program ’s 

effect iveness.  However, vulnerabilit ies were noted as indicated in the 
following chart :  

 
Ent ity- w ide Security Program  Planning &  Managem ent  

 

 
Establish a  Security Managem ent  St ructure and Clear ly Assign 

Security Responsibilit ies 
 

 Security managers are an essent ial com ponent  of an organizat ion’s 
security cont rol st ructure and are responsible for report ing com pliance 

issues to senior management .  Security managers perform  specific funct ions 
to ensure the effect iveness of secur it y plans established to protect  systems 
that  m aintain sensit ive data.  These funct ions include assessing and 

m anaging r isks to protect  the confident ialit y, availabilit y, and integrity of 
system  data.  Security m anagers are also act ively involved in addressing 

threats posed by authorized internal users and unauthorized outsiders 
at tem pt ing to gain access to system  data, and im plem ent ing logical and 

physical access cont rols to prevent  breaches in security.   
 

Our review of the PTS’s ent ity-wide security program  planning and 
management  revealed that  no security manager for the PTS applicat ion had 

CONTROL AREAS 
VULNERABI LI TI ES 

NOTED 

Assess r isks per iodically   

Docum ent  an ent it y- wide security program  plan  

Est ablish a  secur it y  m anagem ent  st ruct ure  and clear ly  assign 

secur it y  responsibilit ies √ 

I m plem ent  e ffect ive  secur it y- re la t ed personnel policies √ 

Monitor  the secur it y program ’s effect iveness and m ake changes 
as needed   



    

 
 

5 

been form ally appointed.  This occurred because USMS did not  establish a 
security m anagem ent  st ructure and clearly assign security responsibilit ies. 

 
The PTS’s system  security plan, included in the applicat ion’s 

cert if icat ion and accreditat ion docum entat ion, lists an individual as the 
“Computer Systems Security Officer (CSSO).”   However, when we 

interviewed the individual designated as the CSSO, we found that  he was 
not  act ively involved in providing security manager dut ies for the PTS 

applicat ion and did not  know he had been officially appointed.  Subsequent  
interviews with USMS management  officials confirmed that  the USMS had 
not  officially appointed a security m anager to address com puter security 

pract ices specific to the PTS applicat ion.  
 

OMB Circular A-130 requires that  an ent ity “assign responsibilit y for 
security for each major applicat ion to a management  official.”   Furthermore, 

the guidance recommends that  the individual be “assigned t he responsibility 
in writ ing to assure the applicat ion has adequate secur ity.”    

 
  Without  the appointment  of a security manager for the PTS 
applicat ion, the USMS cannot  ensure that  the applicat ion has adequate 

secur it y or  that  secur it y-related tasks are carr ied out .  Such tasks include 
properly authorizing system  access, com m unicat ing security policies to the 

user populat ion, and m onitor ing r isk m anagem ent  act ivit ies.  
 

Recom m endat ion: 
 

We recommend that  the USMS:  
 

1.  Appoint  a security m anager responsible for the PTS 

applicat ion and ensure the appointm ent  is docum ented.  
  

I m plem ent  Effect ive Security- Related Personnel Policies 
 

The USMS did not  im plem ent  effect ive secur it y-related personnel 
policies to assure that  em ployees possess adequate t raining and expert ise.   

The USMS’s Prisoner Services Division (PSD)  offers specialized PTS t raining 
at  a federal governm ent  facilit y in Glynco, Georgia.  However, users of the 
PTS applicat ion who perform  crit ical funct ions such as record creat ion and 

record updat ing were not  required by m anagem ent  to at tend the specialized 
t raining prior to being granted access to the system .  

 
OMB Circular A-130 states that  users of an applicat ion should receive 

specialized t raining pr ior to being granted access, and that  the specialized 
t raining should focus on their  responsibilit ies and rules of expected behavior 
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for the applicat ion.  We found that  no policy existed that  required users to 
receive specialized t raining prior to or within a reasonable period after hire, 

and that  the majority of PTS users had never received the specialized 
t raining offered by the USMS.  

 
Addit ionally, we determ ined that  USMS personnel funct ioning as 

system  adm inist rators for the applicat ion did not  have adequate t raining 
and expert ise.  According to the syst em adm inist rator posit ion descript ion 

provided by the USMS, system adm inist rators are responsible for 
“operat ing, t roubleshoot ing, repair ing, and maintaining I T systems.”   
Addit ionally, the docum ent  states that  em ployees m ust  possess the 

requisite technical knowledge to sustain the availabilit y of the hardware and 
software environm ent .  The system  adm inist rator m ust  also be com petent  

to m aintain operat ing system s, applicat ions, and data elem ents.  However, 
we found that  som e system  adm inist rators were unfamiliar with their 

hardware and software environm ent  and lacked specific knowledge, such as 
what  version of the applicat ion was running on their server, what  files 

supported the applicat ion, or where the PTS database they were responsible 
for protect ing was located.   

 

OMB Circular A-130 requires that  an aspect  of an ent ity ’s inform at ion 
m anagem ent  policy should require that  em ployees, such as system  

adm inist rators, are t rained in skills appropriate to the m anagem ent  and 
protect ion of system  inform at ion and that  this t raining shall be an ongoing 

part  of the inform at ion life cycle.8   
 

These deficiencies could negat ively im pact  the USMS’s abilit y to assess 
r isks and provide protect ion for sensit ive PTS data.  

 

Recom m endat ions: 
 

We recommend that  the USMS:  
 

2.  Develop a t raining program  to ensure that  users of the PTS 
applicat ion receive specialized t raining before being granted 

access to the applicat ion. 
 

3.  Ensure that  individuals perform ing system  adm inist rator 

dut ies are properly t rained in their responsibilit ies.

                                                 
8   OMB defines the term  " inform at ion life cycle"  as the stages through which 

inform at ion passes, t ypically  character ized as creat ion or  collect ion, processing, 
dissem inat ion, use, storage, and disposit ion .  
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Access Controls 
 

 Access cont rols are designed to lim it  or detect  access to com puter 
program s, data, and equipm ent  to protect  these resources from  
unauthorized m odificat ion, disclosure, loss, or im pairm ent .  Access cont rols 

are both logical and physical.  These cont rols are used to ensure that  staff 
dut ies and responsibilit ies are im plem ented in a way that  safeguards 

program s. 
 

I n order to successfully im plem ent  the cr it ical elem ents of access 
cont rols, an organizat ion m ust :  

 
• Classify inform at ion resources according to their cr it icality and 

sensit iv it y;  

• Maintain a current  list  of author ized users and ensure that  their  
access is authorized;  

• Establish physical and logical cont rols to prevent  or detect  
unauthorized access;  and  

• Monitor access, invest igate apparent  security violat ions, and 
take appropriate rem edial act ion.  

 
 We found that  the USMS successfully classified inform at ion resources 
and invest igated apparent  security violat ions.  However, vulnerabilit ies were 

ident ified as indicated in the chart  below:  
 

Access Controls 
 

 

Mainta in a  Current  List  of Authorized Users and Ensure That 
Their  Access is Authorized 

 
  We found that  the PTS’s list  of authorized users contained m ult iple 

errors and inaccurate inform at ion.  This resulted because USMS 
headquarters did not  properly maintain a current  list  of authorized users that  

was coordinated with informat ion maintained by the DOs.  Addit ionally,  the 
USMS did not  regularly review the PTS authorized user list , validate the 
levels of access authorized to users, or update the user list  accordingly.   

CONTROL AREAS 
VULNERABI LI TI ES 

NOTED 
Classify inform at ion resources according to their  cr it icalit y  and 
sensit iv it y  
Maint a in  a  current  list  of  aut hor ized users and ensure  t ha t  

t he ir  access is aut hor ized √ 
Establish physica l and logica l cont rols t o prevent  and 

det ect  unaut hor ized access √ 
Monitor  access, invest igate apparent  secur it y  v iolat ions, and take 

appropr iate rem edial act ion  
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We obtained a consolidated user list  for all authorized PTS users from  
USMS headquarters.  Officials at  USMS headquarters inform ed us that  

system adm inist rators at  each DO were responsible for maintaining their 
respect ive user list  by adding and delet ing names.  Therefore, we sorted the 
headquarters list  by DO locat ion to produce a list  for each of the following 

sites we visited:   Eastern Dist r ict  of Virginia (E/ VA)  in Alexandria, Virginia;  
the Dist r ict  Court  for the Dist r ict  of Columbia (DC/ DC)  in Washington, D.C.;  

the Southern Dist r ict  of New York (S/ NY)  in New York, New York;  the 
Southern Dist r ict  of Texas (S/ TX)  in Houston, Texas;  Eastern Dist r ict  of 

Pennsylvania (E/ PA)  in Philadelphia, Pennsylvania;  the Northern Dist r ict  of 
I llinois (N/ I L)  in Chicago, I llinois;  the Southern Dist r ict  of Florida (S/ FL)  in 

Miam i, Flor ida;  and the Dist r ict  of Arizona (D/ AZ)  in Phoenix, Arizona.   
 
Our review of the eight  DO lists disclosed that :   a)  the USMS allowed 

accounts to remain on the applicat ion’s authorized user list  for employees 
who no longer required access to the PTS;  and b)  the authorized user list  

generated by USMS headquarters did not  match the authorized user lists 
m aintained at  the DOs.   

 
The following chart  represents specific deficiencies noted during our 

review of the authorized user list  at  each site we visited.  The “ total number 
of user accounts”  column represents the  total number of names appearing 
on the PTS authorized user list  obtained from  the USMS headquarters for 

each site visited.  The figures in the “num ber determ ined invalid or 
unknown”  column represent  accounts that  could not  be confirmed as “valid”  

by the responsible system adm inist rator.  User accounts in this category 
were determ ined to be “ invalid”  if the nam es had not  been rem oved from  

the user list  although the user had departed the site or was no longer 
author ized access to the PTS applicat ion.  User accounts were determ ined to 

be “unknown”  if the system  adm inist rator could not  at test  to the users’ 
ident ity or their authority to access the applicat ion.   

 

PTS Authorized User List  
 

 

 

Sites 

Visited 

 

Tota l N um ber  of 

User  Accounts  

According to HQ 

N um ber  Determ ined 

I nva lid or  Unknow n 

by Com par ing  

DO t o HQ 

 

Percent age  of  

I nvalid 

Accounts 

E/ VA  76  16 21% 

DC/ DC  111  64 58% 

S/ NY  144  33 23% 

E/ PA  94  35 37% 

S/ TX  346  113 33% 

N/ IL  88  41 47% 

S/ FL  143  45 31% 
D/ AZ  138  45 33% 

Tota ls:  1 1 4 0  392  34%  
   Source:  The OIG’s analysis of user lists workpapers for eight sites visited.   
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A further review of the authorized user list  for each site visited 
revealed that  erroneous or invalid ent r ies appeared on the user list  obtained 

from  USMS headquarters.  However, the system adm inist rators provided 
evidence that  they were properly m aintaining the user list  at  their  site.  We 

surm ised that  the discrepancies involving erroneous ent r ies and unknown 
accounts occurred because the consolidated user list  generated by USMS 

headquarters was not  incorporat ing the addit ions, delet ions, and changes 
m ade at  the DO level.    

 
The DO user lists ext racted from  the HQ consolidated user list  

contained various column headings such as userI D, name, and date of the 

user’s last  login.  I n addit ion to the deficiencies previously noted, the 
following deficiencies cont r ibuted to rendering accounts “ invalid: ”  

 
• Em ployees’ official t it les and their  DO locat ions were im properly 

entered in the “nam e”  field of the user list ;  
• Descript ions of the em ployees’ posit ions appeared in the “nam e”  field 

of the user list  as opposed to the users’ proper nam e;  
• UserI D inform at ion (e.g., last  nam e, first  init ial)  frequent ly did not  

m atch the actual user’s nam e that  appeared on the DO list ;  and  

• Entr ies were “m issing name informat ion,”  because userI Ds did not  
have an accom panying user nam e.   

 
Pr ior to our departure from  each site, the system  adm inist rators 

agreed to remove ent r ies deemed “ invalid or unknown users”  from  their 
PTS-authorized user list .    

 
The above condit ions do not  comply with the Department ’s Order 

2640.2E, “ I nform at ion Technology Security,”  which requires that  each user 

be ident ified as unique.  The Department ’s Order further requires access 
controls to ensure sys tem users can only access the resources necessary to 

accomplish their dut ies and no more.  Addit ionally, OMB Circular A-130 
requires agencies to implement  the pract ice of “ least  pr ivilege,”  whereby 

user access to system s is rest r icted to the m inim um  level possible. 
 

Allowing “ invalid and unknown”  user accounts to rem ain on the PTS 
authorized user list  could jeopardize the effect iveness of security features 
designed to rest r ict  the user's access to only that  informat ion which is 

necessary for operat ions and for which the user has a need to know.  The 
existence of act ive but  invalid accounts could enable an unauthorized user to 

gain access to sensit ive inform at ion.  For exam ple, accounts represented by 
an em ployee’s official t it le or posit ion descript ion, as opposed to a specific 

userI D, are equivalent  to generic or “guest ”  accounts.  Guest  accounts could 
allow various members of a DO to share the same userI D and password  
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informat ion to gain access to and make changes within a system.  Any 
act ions performed by these accounts, det r imental or otherwise, would be 

difficult  to t race back to a specific user.  OMB Circular A-130 sets for th 
personnel cont rols that  st rengthen access authorizat ions, provides for 

individual accountability, and em phasizes the need to hold users accountable 
for their  act ions.  I neffect ive access authorizat ions, such as allowing generic 

accounts to rem ain on an authorized user list , dim inish the reliabilit y of data 
and subject  the system  to unauthorized use, loss, or m odificat ion.   

 
Recom m endat ion: 

 

We recommend the USMS:  
 

4.  Ensure that  access authorizat ions for the PTS are reviewed 
and that  USMS headquarters update its authorized PTS 

users list  in a t im ely m anner to incorporate changes from  
the DOs. 

 
Establish Physical and Logical Controls to Prevent  and Detect  
Unauthorized Access   

 
Physical access cont rols consist  of m easures such as locking doors to 

facilit ies housing com puters that  process sensit ive inform at ion and post ing 
guards at  ent rance points to those facilit ies.   

 
Logical access cont rols involve the use of computer hardware and 

security software program s to prevent  or detect  unauthorized access by 
requir ing users to input  unique user ident ificat ions, passwords, or other 
ident ifiers that  are linked to predeterm ined access pr ivileges.  Addit ionally, 

cont rols are designed to reduce the r isk of errors or fraud from occurring 
and going undetected.  Policies out lining the supervision and assignment  of 

responsibilit ies to groups and related individuals should be docum ented, 
com m unicated, and enforced.  Such cont rols keep individuals from  

subvert ing a cr it ical process.  As discussed previously, we determ ined that  
the PTS’s access authorizat ions or logical access cont rols were weak because 

USMS headquarters did not  properly maintain a current  list  of authorized 
users.    

 

Physical access cont rols were adequately enforced at  seven of the 
eight  sites visited.  However, we encountered an instance where physical 

access cont rols were not  enforced to prevent  or detect  unauthorized access.  
We observed that  the locks on the door to a rest r icted area at  one locat ion 

were not  engaged.  Adequate physical access cont rols to the building were 
provided by armed guards;  however, the door to the rest r icted area housing 
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data term inals and sensit ive PTS inform at ion was left  unlocked and 
potent ially accessible by unauthorized visitors to the building. 

 
NI ST Special Publicat ion (SP)  800-18, “Guide for Developing Security 

Plans for I nform at ion Technology System s”  explains that  physical access 
cont rols protect  com puter resources and “ rest r ict  the ent ry and exit  of 

personnel.”   
 

By not  enforcing adequate physical access cont rols, the USMS exposed 
the PTS to the r isk that  unauthorized individuals could gain access to 
sensit ive inform at ion.  Addit ionally, the USMS’s abilit y to protect  sensit ive 

printed data or equipment  from theft  or inadvertent  disclosure would be 
com prom ised if an unauthorized person entered a rest r icted facilit y 

containing sensit ive PTS equipm ent  and data.   
  

Recom m endat ion: 
 

We recommend that  the USMS:  
 
5.  Ensure that  exist ing m easures, such as door locks, are used 

to provide protect ion against  unauthorized access to 
sensit ive areas. 

 
Applicat ion Softw are Developm ent  and Change Control 

 
Applicat ion software developm ent  and change cont rol is an essent ial  

component  of an applicat ion’s system development  life cycle (SDLC) .  These 
m easures allow m anagers responsible for seeing that  software support ing 
their  operat ion m eets the requirem ent  of the organizat ion and produces 

reliable data.   
 

An ent ity should inst i tute policies, procedures, and techniques to  
ensure responsible individuals:  

 
• Authorize processing features and program modificat ions properly;  

• Test  and approve all new and revised software;  and 
• Cont rol software librar ies. 
 



    

 
 

12 

We determ ined that  the USMS adequately tested new software and 
cont rolled its software librar ies.  However, our review disclosed a deficiency 

as indicated in the chart  below:  
 

Applicat ion Softw are Developm ent  &  Change Control 
 

CONTROL AREAS 
VULNERABI LI TI ES 

NOTED 

 
Authorize Processing Features and Modificat ions  

 
An ent ity should ensure that  it s SDLC policies provide a st ructured 

approach that  ident ifies who can authorize modificat ions to the system, and 

the policies should be dist r ibuted to all users.  Ult im ately, applicat ion end 
users have the pr im ary responsibilit y for taking part  in the design and 

im plem entat ion of processing features and approving subsequent  changes 
m ade to the applicat ion.   

 
Although the USMS had a documented SDLC for the PTS that  included 

inst ruct ions for request ing changes to the applicat ion, m any of the PTS users 
at  the DOs we visited were not  aware of the policy and were not  aware of 
how to form ally request  changes to the applicat ion.  This condit ion exists 

because the USMS has not  adequately dissem inated established change 
cont rol policies throughout  the organizat ion.  

 
The Department ’s Order 2640.2E, Chapter 1, “Security Program 

Management ,”  directs components to develop a process to integrate security 
into various stages of a system ’s life cycle and to ensure that  changes to any 

system  are cont rolled. 
 

I neffect ive m anagem ent  over m odificat ions to applicat ion software 

could hamper an ent ity’s ability to prevent  knowledgeable programmers 
from  covert ly changing program code to access sensit ive data.  Addit ionally, 

the ent ity could r isk the likelihood of im plem ent ing incorrect  or outdated 
versions of operat ing system and applicat ion software.  Failure to establish 

such cont rols could allow the int roduct ion of m alicious code that  could lead 
to the loss or dest ruct ion of sensit ive data. 

Author ize  processing fe a t ures and m odif ica t ions  √ 

Test  and approve all new and revised software   

Cont rol software librar ies  
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Recom m endat ion: 
 

We recommend that  the USMS:  
 

6.  Ensure PTS users are inform ed of the policies and procedures 
for request ing changes to the applicat ion. 

 
System  Softw are 

 
Often referred to as a “ut ilit y,”  system software is used by  

program m ers to configure a system  and m anage the input , processing, 

output , and data storage associated with all of the applicat ions that  run on a 
system .  System  software operates at  a higher level than applicat ion 

software and can thus be used to read, m odify, or delete cr it ical or sensit ive 
inform at ion and to bypass security cont rols built  into applicat ion program s.  

Moreover, som e system software can change data and program code without  
leaving an audit  t rail,  such as program m ing software and database 

management  systems (DBMS). 9  
 
Weakness in cont rols over system  software could negat ively im pact  

the reliabilit y of inform at ion produced by applicat ions supported by the 
computer system.  An organizat ion can protect  the integrity of system 

software in the following ways:   
 

• Lim it ing access to system  software;  
• Monitor ing access to and use of system  software;  and 

• Cont rolling system  software changes. 
 

Although the USMS effect ively lim ited access to system  software and 

m onitored its use, deficiencies were noted in the area indicated in the 
following chart :    

System  Softw are 
 

CONTROL AREAS 
VULNERABI LI TI ES 

NOTED 

 

                                                 
9   DBMSs organize data in a database and m anage act ions such as quer ies and updates.  

Lim it  access to system  software   

Monitor  access to and use of system  software    

Cont rol syst em  soft w are  changes √ 
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Control System  Softw are Changes 
 

The PTS applicat ion consists of a database cont rolled by a DBMS and 
applicat ion programming software.  The database is used to store dat a 

pertaining to the USMS’s pr isoner operat ions and prisoner ident ifying 
inform at ion.  The applicat ion’s user interface and funct ionality are m odified 

using a com m ercial-off - the shelf programming language.   
 

We determ ined that  the cont rols for the PTS’s system  software 
changes were deficient .  The USMS is using an outdated version of the 
database m anagem ent  software and program m ing language to support  the 

PTS applicat ion in its product ion environm ent .  According to the DBMS and 
applicat ion program m ing software vendor, the company no longer provides 

technical support  for these products and has not  done so for over five years.  
This condit ion exists because the USMS has not  updated and patched these 

cr it ical components although the vendor has produced three version updates 
since the release of the version current ly used by the USMS.   

 
OMB Circular A-130 recom m ends that  ent it ies periodically review 

security cont rols and seek ways to im prove security such as ut ilizing  

technical tools to look for secur ity problem s and installing the latest  software 
patches.  NI ST SP 800-40 specifically addresses procedures for handling  

security patches.  NI ST warns that  not  patching inform at ion system s in a 
t im ely m anner can im pact  operat ions and degrade the confident iality, 

availabilit y, and integr ity of a system ’s inform at ion.     
     

The USMS’s use of outdated programming and database management  
software could prevent  the USMS from implement ing security enhancements 
such as system  security patches designed to protect  the PTS applicat ion 

from  malicious software.  This deficiency also increases the r isk that  without  
t imely updates, data entered into the PTS could be improperly processed by 

the applicat ion. 
 

 Recom m endat ion: 
 

We recommend that  the USMS:  
 
7.  Rem ove outdated versions of the PTS’s applicat ion 

programming software and database management  system 
from the product ion environment  and replace with current  

versions that  are supported by the vendor.  
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Segregat ion of Dut ies 
 

 Segregat ion of dut ies is the pract ice of dividing the steps in a cr it ical 
funct ion among different  individuals.  I n a computer processing 

environm ent , such a cont rol assists in the prevent ion of one individual 
having com plete cont rol of the input , processing, and output  stages of the 

inform at ion cycle and keeps a single individual from  subvert ing a cr it ical 
process.  

 
Organizat ions should take steps to ensure that  they:  

 

• Segregate incom pat ible dut ies and establish related policies;  
• Establish access cont rols to enforce segregat ion of dut ies;  and 

• Cont rol personnel act ivit ies through formal operat ing procedures 
and supervision and review. 

 
  Controls that  sustain the proper segregat ion of dut ies enable 

management  to maintain cont rol over personnel act ivit ies.  Addit ionally,  
segregat ion of dut ies requires the est ablishm ent  of form al operat ing  
procedures as well as act ive supervision and review of these act ivit ies.10   

 
  We found that  the USMS had adequately established access cont rols to 

enforce segregat ion of dut ies.  However, deficiencies were noted within 
other cont rol areas affect ing segregat ion of dut ies as indicated below:  

 
Segregat ion of Dut ies 

 

CONTROL AREAS 
VULNERABI LI TI ES 

NOTED 

 

Segregate I ncom pat ible Dut ies and Establish Related Policies 
   
Our review of the PTS disclosed that  the USMS had not  properly 

segregated incom pat ible dut ies and established related policies to ensure 
personnel understand their  roles and responsibilit ies.  Dut ies and 

responsibilit ies associated with the USMS’s PTS system  life cycle were not  
                                                 

1 0   OMB Circular A- 130 defines procedures as detailed steps to be followed by users,  
system  operat ions personnel,  or  others to accom plish a part icular  task (e.g. ,  prepar ing new 

user accounts and assigning the appropr iate pr iv ileges) .   I t  adds that  procedures norm ally 
assist  in com plying with applicable secur it y policies, standards, and guidelines.   

Segregate  incom pat ible  dut ies and establish re la ted policies   √ 

Establish access cont rols to enforce segregat ion of dut ies  
Cont rol personnel act iv it ies t hrough form al opera t ing 

procedures and supervision and review √ 
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properly segregated among staff.  At  the USMS’s headquarters, only one 
individual is assigned to code, test , and im plem ent  changes to the PTS 

applicat ion.  The sam e individual is authorized to m ove changes into the 
product ion environm ent  and dist r ibute those changes to the 94 DO servers.  

This condit ion allows a single individua l to have complete control over 
applicat ion program m ing and change cont rol processes that  should be 

divided am ong two or m ore individuals. 
 

The Departm ent ’s Order 2640.2E, Chapter 2, specifies the requirem ent  
for segregat ion of dut ies.  The Order states that  system  dut ies should be 
“defined and documented.”   OMB Circular A-130 discusses the requirem ent  

for personnel security and recom m ends that  an applicat ion’s security plan 
incorporate measures for the separat ion of dut ies.  Furthermore, NI ST SP 

800-12, “Com puter Security Handbook”  describes separat ion of dut ies as 
“dividing roles and responsibilit ies so that  a single individual cannot  subvert  

a cr it ical process.”   
 

Control Personnel Act ivit ies Through Form al Operat ing 
Procedures and Supervision and Review  
 

We found that  the USMS has not  developed form al policies and 
procedures to guide PTS users in perform ing their dut ies.  Although the 

USMS has published a user manual for the PTS applicat ion, the manual falls 
short  of providing formal operat ing procedures to be followed during cr it ical 

processes such as the record creat ion process and subsequent  record 
updates.  These processes direct ly affect  the confident iality, integrity, and 

availabilit y of the PTS data.  Due to the lack of policies and procedures, we 
found that  the record creat ion process was not  standardized at  any of the 
DOs we visited and that  this condit ion exists throughout  the USMS.  

 
Following our site visits, we conferred with program  m anagers for the 

PTS applicat ion who informed us that  USMS headquarters has not  provided 
form al operat ing policies and procedures to standardize the record creat ion 

process nor has it  established standards for the collect ion of source 
informat ion used to create prisoner records in the PTS.  I n the absence of 

form al policies and procedures, USMS headquarters and DOs had not  
formally established compensat ing cont rols such as requir ing adequate 
supervision or review of inform at ion once a record is created or updated in 

the system .  We observed that  all DOs we visited operated different ly with 
respect  to the record creat ion process.  We also found that  while som e DOs 

performed m inimal supervisory reviews, others did not  perform  any 
supervisory reviews because they were not  required to do so.  Supervisory 

reviews, performed on a consistent  basis, would help to detect  the types of 
completeness and accuracy errors we found during our review of PTS data. 
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Without  proper segregat ion of dut ies, the USMS increases the r isks 
that  erroneous or fraudulent  t ransact ions could be processed by the PTS and 

that  computer resources could be damaged or dest royed.  Addit ionally, 
without  the USMS providing adequate cont rols over personnel act ivit ies, 

m istakes within the PTS could occur and go undetected and expose the 
applicat ion and its data to unauthorized use, loss, or m odificat ion. 

 
Recom m endat ion: 

 
We recommend that  the USMS:  

 

8.  Ensure policies and procedures for segregat ing dut ies are 
developed and enforced to provide assurance that  dist inct  

funct ions are perform ed by different  individuals and that  no 
individual has complete cont rol over the PTS’s processing 

funct ions.
 

Service Cont inuity 
 
Service cont inuity m easures provide for the capability to protect  

inform at ion resources and m inim ize the r isk of unplanned interrupt ions.  
Service cont inuity cont rols involve ensuring that  when unexpected events 

occur, cr it ical operat ions cont inue without  interrupt ion or are prompt ly 
resum ed and the organizat ion’s sensit ive data are protected.   To review the 

adequacy of it s service cont inuity cont rol, an ent ity should:  
   

• Assess the cr it icality and sensit ivity of com puterized operat ions 
and ident ify support ing resources;  

• Take steps to prevent  and m inim ize potent ial dam age and 

interrupt ion;   
• Develop and docum ent  a com prehensive cont ingency plan;  and 

• Test  the cont ingency plan periodically and adjust  it  as appropriate. 
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The USMS had developed a cont ingency plan for the PTS applicat ion.   
However, we found other deficiencies within service cont inuity cont rols for 

the PTS applicat ion as indicated below:  
 

Service Cont inuity 
 

CONTROL AREAS 
VULNERABI LI TI ES 

NOTED 

 
Assess the Crit icality and Sensit ivity of Com puter ized 

Operat ions and I dent ify Support ing Resources  
 

We determ ined that  the USMS successfully assessed the cri t icality and 
sensit iv it y of the PTS.  However, we found that  the USMS was deficient  in 

ident ifying support ing resources within the DOs, which according to FI SCAM 
includes hum an resources.  Specifically, the USMS had not  im plem ented a 
m eans to ident ify em ployees with service cont inuity responsibilit ies to users 

within the DOs, such as m aking an em ergency contact  list  available to users 
at  each site.  Although the USMS m aintained em ergency contact  lists at  it s 

headquarters, this deficiency occurred because the USMS did not  require the 
DOs to m aintain em ergency contact  lists to ident ify support ing resources  

on-site.  Consequent ly, we found that  the majority of the DOs did not  
m aintain lists or m ake this inform at ion available to users.  

 
NIST SP 800-34,  “ Cont ingency Planning Guide for I nformat ion 

Technology System s,”  ident ifies contact  lists as an elem ent  of an effect ive 

cont ingency plan and recom m ends the frequent  review of such lists.  
 

We also found that  the USMS did not  dist r ibute its cont ingency plan,  
which contains em ergency contact  inform at ion, to support ing resources at  

the DOs – although execut ion of the cont ingency plan requires support  from  
the system  adm inist rators assigned to the DOs.  NI ST SP 800-34 states that  

copies of cont ingency plans are typically provided to persons with service 
cont inuity responsibilit ies, such as the system  adm inist rators at  the DOs.   
 

 

Assess t he  cr it ica lit y  and sensit iv it y  of  com put er ized 

opera t ions and ident ify  suppor t ing resources √ 

Take  st eps t o prevent  and m inim ize  pot ent ia l dam age and 

interrupt ion  √ 

Develop and docum ent  a com prehensive cont ingency plan  

Test  t he  cont ingency plan per iodica lly  and adj ust  it  as 

appropr ia te  √ 
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We found that  the inform at ion regarding em ergency not ificat ions was 
cont radictory.   The USMS PTS cont ingency plan ident ifies the Help Desk as 

the point -of-contact  for service disrupt ions.  The plan also states that  the 
system  adm inist rator is responsible for m aintaining the PTS servers at  each 

field locat ion and for report ing failures.11  However, the plan presents an 
em ergency response scenario wherein the system  adm inist rator would not ify 

the Help Desk if the PTS server in the DO were disabled or unavailable.  This 
scenario im plies that  system  adm inist rators, who are assigned to the DOs, 

are logically the first  responders to users within the DOs and would most  
likely be contacted in case of emergency.   

 

The absence of an em ergency contact  list  to ident ify individuals at  the 
DOs with service cont inuity responsibilit ies could cause users to become 

confused as to who should be not ified in the event  of an em ergency, 
especially dur ing non-duty hours.  Addit ionally, without  a copy of the USMS 

cont ingency plan for the PTS, individuals ident ified as support ing resources 
could become confused as to their service cont inuity roles and 

responsibilit ies. 
 
I n addit ion to our findings regarding the clear ident ificat ion of  

support ing resources, we also found problem s with the com petence of those 
individuals involved in em ergency response procedures.  This occurred 

because the USMS had not  required or provided sufficient  t raining for 
em ployees with service cont inuity responsibilit ies. 

  
NIST SP 800-18 provides guidance for developing security plans for  

inform at ion technology ( I T)  system s.  The guidance states that  responsible 
individuals should be designated as points-of-contact  for a system and that  
the individuals should be knowledgeable about  the system .  We reviewed the 

system  adm inist rator posit ion descript ion and verified that  the system  
adm inist rators are designated as the prim ary representat ive at  the DOs for  

I T funct ions and are responsible for responding to em ergency situat ions.  
The posit ion descript ion specifically states that  the em ployee m ust  possess 

knowledge of I T systems “ recovery”  methods and pract ices.  However, we 
found that  system  adm inist rators, who were expected to assist  with service 

cont inuity funct ions, lacked sufficient  t raining to support  the restorat ion of 
the applicat ion and its data files.  Many of the system  adm inist rators at  the 
sites we visited did not  know specific character ist ics of the system  that  

would enable them  to respond appropr iately in case of an em ergency.  
Specifically, system  adm inist rators did not  know the version of the 

applicat ion running on their server or the locat ion of their PTS database.   
 

                                                 
1 1   According to the USMS PTS Cont ingency Plan dated June 2003.  
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I n the event  of an emergency or system abnormality, system 
adm inist rators who are not  properly t rained could im pede restorat ion of the 

data files and software by failing to respond appropriately.   
 

 Recom m endat ion: 
 

We recommend that  the USMS:  
 

9.  Ensure that :  
 

a)  em ployees involved in emergency response procedures 

are ident ified and t rained in their emergency roles and 
responsibilit ies;  and 

 
b)  em ergency contact  lists are m aintained on-site. 

 
Take Steps to Prevent  and Minim ize Potent ia l Dam age and 

I nterrupt ion  
 
Two aspects of prevent ing and m inim izing dam age or interrupt ion of 

service to users of the PTS applicat ion include ensuring that :   a)  data and 
program backup procedures have been implemented;  and b)  staff have been 

t rained to respond to em ergencies.    
 

Our review disclosed that  backup tapes created at  three of the DOs we 
visited were not  consistent ly rotated off -site.  This occurred because the 

USMS did not  take steps to prevent  and m inim ize potent ial damage and 
interrupt ion by securing backup data away from  the processing facilit y.  
Addit ionally, the USMS did not  enforce its own guidelines for backup 

operat ions.  The PTS security plan addresses cont ingency planning and 
states that  backups should be created night ly and t ransferred off-site once a 

m onth.    
 

NIST SP 800-34, “Cont ingency Planning Guide for I nform at ion 
Technology Systems,”  addresses backup methods.  The guidance requires 

that  backup policies be established and backup data stored off-site.  
 
Consequent ly, the USMS m ay lose the capability to restore the PTS’s 

applicat ion software and data by relying on insufficient  preventat ive 
m easures to m it igate service disrupt ions if tapes are not  properly secured at  

an off -site locat ion.   
 

We also found that  the USMS did not  effect ively ensure that  staff had 
been t rained to respond to em ergencies, another aspect  of m inim izing 
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service interrupt ions.  As discussed in the previous sect ion regarding 
ident ify ing support ing resources, we found that  system  adm inist rators 

lacked sufficient  knowledge of their  system  environm ent  to provide support  
of recovery funct ions and that  copies of the cont ingency plan that  specified 

emergency roles and responsibilit ies had not  been dist r ibuted to the DOs.  
Therefore, we recommended the USMS provide t raining for employees 

involved in em ergency response procedures in Recommendat ion 9. 
  

 Recom m endat ion: 
 

We recommend that  the USMS:  

 
10. Ensure the PTS’s backup tapes are properly rotated and 

stored at  an off -site locat ion. 
 

Test  the Cont ingency Plan Periodically and Adjust  I t  As 
Appropriate   

 
Although the USMS has developed and documented a cont ingency plan 

for the PTS applicat ion, it  has not  tested the plan.  The Department ’s Order 

2640.2E, Chapter 1, sets standards for cont ingency planning.  I t  directs 
com ponents to develop a cont ingency plan and test  the plan annually.  

Furthermore, OMB Circular A-130 advises that  untested cont ingency plans 
“may create a false sense of ability to recover in a t imely manner.” 

 
The USMS places the PTS applicat ion and its data at  r isk by having an 

untested cont ingency plan for PTS.  This deficiency could prevent  the USMS 
from  achieving t im ely restorat ion of cr it ical PTS system  inform at ion and 
dim inish the assurance for cont inuity of operat ions in the event  of a disaster.  

   
 Recom m endat ion: 

 
We recommend that  the USMS:  

 
11. Perform annual test ing of the PTS cont ingency plan as 

required by the Department . 
 

2.   APPLI CATI ON CONTROLS 
 

Applicat ion cont rols are the st ructures, policies, and procedures that  

apply to applicat ion system s.  Applicat ion cont rols include both the rout ines 
built  into the computer program code and the external safeguards provided 

by users.  External safeguards include m anual m easures perform ed by the 
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user such as reviewing output  reports to determ ine that  the com puter 
processes data accurately.   

 
Applicat ion cont rols help make certain that  t ransact ions are valid,  

properly authorized, and com pletely and accurately processed by the 
com puter during all three phases of a processing cycle – input , processing, 

and output .  At  the t im e of input , data should be authorized, converted to an 
autom ated form , and entered into the system .  This t ransact ion is expected 

to be accurate, com plete, and occur in a t im ely m anner.  For the processing 
phase, the com puter accepts the data entered and files are updated in the 
system ’s database.  Last ly, in the output  phase, files and reports are 

generated by the system  and the results are expected to yield an accurate 
processing of the data entered into the system .  Cont rols should be in place 

to ensure that  system  outputs are cont rolled and dist r ibuted only to 
authorized persons.  

 
  To assess the effect iveness of applicat ion cont rols for the PTS, we 

reviewed authorizat ion, com pleteness, accuracy, and integrity of processing 
cont rols.  We ident ified deficiencies within all of the applicat ion cont rol areas. 
 

Authorizat ion Controls 
 

Authorizat ion cont rols are designed to ensure the validity of system  
t ransact ions, and that  the t ransact ions perform ed represent  an event  that  

actually occurred during a given period.  These cont rols regulate access t o 
network resources and ensure that  data is properly converted to an 

autom ated form  so it  can be processed accurately, com pletely, and t im ely.   
 
Effect ive authorizat ion cont rols should protect  the data input  process 

and include the following cr it ical elements:  
 

• All data are authorized before enter ing the applicat ion system ;  
• Rest r ict  data ent ry term inals to authorized users for authorized 

purposes;  and  
• Master files and except ion report ing help ensure all data processed 

are authorized.  
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 The USMS effect ively used master files to help ensure that  all data are 

processed.  However, the following deficiencies were noted as indicated 
below:  

 
Authorizat ion Controls 

 

CONTROL AREAS 
VULNERABI LI TI ES 

NOTED 

 

All Data Are Authorized Before Enter ing the Applicat ion System   
 
I n order to ensure that  all data are authorized before enter ing the 

applicat ion system, the FI SCAM recommends that  ent it ies should implement  
m easures to:   a)  cont rol source docum ents and require authorizing 

signatures;  and b)  ensure supervisory reviews of data occur before entering 
the applicat ion system .  The guidance acknowledges that  paper source 

docum ents cont inue to play an im portant  role during the data collect ion 
process.  I t  caut ions, however, that  source docum ents should be cont rolled 

at  the ear liest  point  in the process and the data should be approved for use 
prior to entering the system .  FI SCAM also out lines requirem ents for 
perform ing independent  or supervisory reviews of data regardless of the 

source.  Our review disclosed deficiencies within both areas designed to 
ensure the proper author izat ion of data. 

 
Cont rol source docum ents and require authorizing signatures 

 
We found that  the USMS had not  established cont rols over source 

documents, nor provided for their proper authorizat ion.  The GAO defines a 
source docum ent  as inform at ion that  serves as the basis for the ent ry of 

data into a com puter system .  At  all sites visited, we experienced difficulty in 
verifying the validity of the t ransact ions we reviewed on PTS output  reports 
due to the absence of source docum ents or because of inconsistencies with 

the collect ion and authorizat ion of source docum ents.  Therefore, the USMS 
was not  able to at test  to the validity of m any t ransact ions entered into the 

PTS or support  the act ions taken by it s em ployees. 
 

This condit ion occurred because the USMS had not  formally 
established baseline requirements for source documents to provide a 

All da t a  a re  aut hor ized before  ent er ing t he  applica t ion syst em  √ 

Rest r ict  da t a  ent ry t erm ina ls t o aut hor ized users for  aut hor ized 

purposes √ 

Master files and except ion report ing help ensure all data are  
processed and are author ized  
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reasonable assurance that  cr it ical ident ify ing inform at ion is collected from  a 
reliable source and is properly authorized.  Addit ionally, the USMS had not  

im plem ented effect ive cont rols to ensure the proper authorizat ion of data 
obtained from source documents prior to that  data being used in PTS 

t ransact ions.   
 

Because baseline requirements for source documents had not  been 
established by the  USMS, we consulted the USMS employees perform ing 

record creat ion dut ies at  the sites visited to determ ine what  docum ents were 
used as source documents during the record creat ion process for the PTS.  
According to these employees, “key”  source documents us ed to support  the 

record creat ion process included:   the individual custody and detent ion form  
(USM-129) ;  FBI  fingerprints card (FD-129) ;  intake photo;  and medical form  

(USM-552) .   
 

However, we found that  because the USMS did not  require employees 
to collect  these source documents on a consistent  basis, some DOs were not  

creat ing records based on documentat ion, but  rather on interviews with 
pr isoners.  This occurred because the USMS had not  form ally established 
baseline requirem ents for source docum ents, such as the ones ident ified by 

USMS personnel, to provide a reasonable assurance that  cr it ical ident ifying 
inform at ion is collected from  a reliable source and is properly authorized.   

 
The USMS Cellblock Operat ions Direct ive advises em ployees to 

interview the prisoner during the init ial intake process and collect  ident ifying, 
arrest , prosecut ion, and m edical inform at ion from  the pr isoner.  The 

direct ive inst ructs em ployees to then enter the inform at ion obtained from  
the pr isoner into the PTS to create a pr isoner record.  Under these 
condit ions, the USMS is basing the reliabilit y of the inform at ion collected on 

the integrity of the prisoner.  Furthermore, the direct ive does not  require 
that  informat ion be approved by an authorizing official or verified from  other 

presum ably m ore reliable sources such as court  docum ents or form s 
com pleted by arrest ing officers.   

 
OMB Circular A-130 advises federal agencies of the requirem ent  for 

records m anagem ent  and states that  agencies should “create and keep 
adequate and proper docum entat ion of their  act ivit ies.”  12  OMB also warns 
that  the lack of sufficient  record keeping weakens agencies’ abilit y to 

                                                 
1 2   According to OMB, the term  "records m anagem ent "  involves those m anagerial 

act iv it ies that  support  records creat ion, records m aintenance and use, and records 
disposit ion.  Records m anagem ent  allows agencies to achieve adequate and proper 
docum entat ion of the policies and t ransact ions of the federal governm ent  and effect ive and 
econom ical m anagem ent  of agency operat ions. (44 U.S.C. 2901(2) )   
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responsibly perform  their m issions.  OMB em phasizes the im portance of 
record- keeping act iv it ies in each stage of a system ’s life cycle and directs 

agencies to document  their procedures for informat ion collect ion. 
 

By failing to establish standards and cont rols over source documents 
and provide for the proper authorizat ion of data, the USMS is jeopardizing 

the reliabilit y of informat ion collected during the record creat ion process.  
The reliabilit y of data that  serves as the basis for creat ing records in the PTS 

has a direct  im pact  on the confident ialit y, availabilit y, and integrity of the 
data within the PTS.   

 

Throughout  our review, we also found inconsistencies with the 
collect ion of source docum ents, the authorizat ion of data, and the 

maintenance of source documents within each prisoner’s file folder.  We 
noted that  each DO essent ially performed data collect ion, record creat ion, 

and file m aintenance funct ions different ly.  These inconsistent  pract ices 
resulted in the deficiencies discovered during our assessment  of the PTS’s 

data integrity.  Specifically, we discovered findings within the PTS’s 
com pleteness of inform at ion and accuracy of informat ion.  This occurred 
because the USMS had not  standardized the record creat ion process 

throughout  the USMS to aid in establishing cont rol over source docum ents.   
 

The GAO’s guidance for assessing data reliability emphasizes the need 
for organizat ions to establish and adhere to standardized rules for the 

collect ion and use of data in computer processing environments.   
Addit ionally, adherence to the consistent  interpretat ion of data rules, or the 

use of standardized processes, cont r ibutes to data reliability.  The guidance 
st resses that  standardizat ion and consistency are part icular ly im portant  to 
system s where data is entered at  m ult iple sites, such as the PTS.  The 

guidance asserts “ inconsistent  interpretat ion of data rules can lead to data 
that , taken as a whole, are unreliable.”   Failure to establish and enforce 

standardized procedures during cr it ical processes, such as the record 
creat ion process for the PTS, could negat ively affect  the reliabilit y of data 

within the PTS and im pact  the m ission of the USMS.  
 

We determ ined that  the USMS’s cellblock direct ive and user manual do 
not  provide adequate data rules for em ployees or set  standards for 
consistency during the record creat ion process.  I n the case of the PTS, 

form al standards would ensure, at  a m inimum, that  each prisoner file folder 
contains photographs, m edical inform at ion, and fingerprint  cards;  and that  

cr it ical ident ifying inform at ion is collected from  a reliable source such as a 
court  docum ent  or agent  arrest  form .  These standards could also provide 

reasonable assurance against  the m isident ificat ion or m ishandling of a 
pr isoner due to inaccurate, unauthorized, or unreliable data.   
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 Recom m endat ion: 

 
We recommend that  the USMS:  

 
12. Develop policies and procedures to:  

 
a)  establish key source docum ent  requirem ents;  and 

  
b)  standardize the record creat ion process throughout  

the USMS for the PTS.  

 
Ensure supervisory reviews of data occur before entering the 

applicat ion system 
 

 We also found that  supervisory or independent  reviews of source 
document  informat ion were not  being performed on a consistent  basis prior 

to the inform at ion being entered into the PTS.  This was evidenced by the 
fact  that  handwrit ten “ I ndividual Custody and Detent ion”  (USM-129)  form s, 
when used, did not  always contain an authorizing signature.  We observed 

that  som e DOs provided supervisory reviews during the record creat ion 
process while others did not .  I n addit ion, our review of pr isoner file folders 

for accuracy of informat ion disclosed discrepancies between informat ion on 
source docum ents and inform at ion on the PTS output  reports.  We 

determ ined that  these inaccuracies could have been prevented through the 
use of com pensat ing cont rols such as supervisory reviews.  This condit ion 

existed because the USMS did not  require DOs to perform  supervisory 
reviews of source docum ents and t ransact ions.   

 

I n the absence of policies and procedures, supervisory reviews serve 
as a com pensat ing cont rol to ensure the proper authorizat ion of source 

docum ents and t ransact ions.  OMB Ci rcular A-130 prescribes the use of 
cont rols that  monitor individual accountability and prevent  and detect  harm  

caused by “authorized individuals engaged in im proper act ivit ies, whether 
intent ional or accidental.” 

 
Recom m endat ion: 

 

We recommend that  the USMS:  
 

13. I m plem ent  a cont rol, such as requir ing the supervisory 
authorizat ion of data, to ensure that  before inform at ion is 

entered into the system , t ransact ions are supported by 
properly authorized source docum ents.  
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Restr ict  Data Ent ry Term inals to Authorized Users for  

Authorized Purposes 
 

The USMS has not  im plem ented autom ated cont rols to t race act ions on 
the system  or ensure that  data ent ry term inals are rest r icted to authorized 

users for authorized purposes.  I n our judgm ent , this weakness exists 
because the USMS does not  m aintain sufficient  audit  t rails for the PTS 

applicat ion or require except ion reports generated from  audit  logs.  These 
reports could help ident ify unauthorized act ivit ies such as excessive errors 
m ade by an em ployee, record delet ions, or at tem pts to gain access to 

resources to which the user is not  authorized.    
 

The Department ’s Order 2640.2E, Chapter 2, “Security Requirements”  
(Accountability and Audit  Trails) , requires that  audit  logs be maintained and 

reviewed for act iv it ies that  could modify, bypass, or negate the system 's 
security safeguards.  Audit  logs provide a m easure of assurance to enforce 

individual user accountabilit y.   
 
The USMS has not  implemented automated cont rols to t race the 

occurrence of unauthorized act ivit ies or look for pat terns of behavior by 
users of the PTS applicat ion.  Therefore, USMS management  has reduced its 

ability to monitor unauthorized at tempts by users who have access to 
sensit ive data above their access levels, unauthorized changes or delet ions 

to pr isoner records, or act ivit ies of users with privileged accounts.  These 
vulnerabilit ies could im pact  the integrity of data within the PTS applicat ion. 

  
 Recom m endat ion: 
 

We recommend that  the USMS:  
 

14. Maintain and review audit  t rails for the PTS applicat ion as 
required by the Department .  

 
Com pleteness Controls 

 
Com pleteness cont rols are designed to ensure that  all authorized 

t ransact ions are processed and com pleted pr ior to being entered into the 

com puter.  These cont rols include the use of record counts and cont rol 
totals, com puter sequence checking, com puter m atching of t ransact ion data 

with data in a m aster or suspense file, and checking of reports for 
t ransact ion data. 
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Com pleteness cont rols in an applicat ion provide safeguards for 

ensur ing that :  
 

• All aut horized t ransact ions are entered into and processed by the 
computer;  and  

• Reconciliat ions are perform ed to verify data com pleteness. 
 

Our review of the USMS’s completeness cont rols for the PTS disclosed 
a deficiency as indicated in the following chart :  

 

Com pleteness Controls 

 

All Authorized Transact ions Are Entered I nto and Processed b y  
the Com puter   

 
I n our review of completeness cont rols, we found that  mechanisms 

built  into the PTS applicat ion to perform  com puter sequence checking were 
inadequate for the PTS environm ent .  This condit ion exists because the 
current  configurat ion of the PTS applicat ion is rest r ict ive in that  the default  

system  configurat ion confines sequence checking to the inform at ion 
contained in the local database and does not  autom at ically extend the 

search to other DO databases. 
    

The USMS Cellblock Operat ions Direct ive dictates that  a pr isoner will 
be assigned only one USMS number throughout  their history with the 

agency.  This would require that  all 94 DO databases be searched to 
determ ine if the prisoner being processed has an exist ing USMS number 
assigned by another dist r ict  before a dist r ict  issued a USMS number.   

 
The PTS applicat ion’s current  software configurat ion is not  conducive 

to autom at ically facilitate global database searches for pr isoners’ USMS 
t racking numbers and name informat ion because the USMS m aintains a 

separate PTS database at  each of its 94 DOs.  Under the current  
configurat ion, PTS users can (by default )  search only their local database to  

determ ine if a prisoner has been previously assigned a USMS number in 
their dist r ict .  The PTS applicat ion is not  program m ed to autom at ically 
extend the search to other DO databases.   

CONTROL AREAS 
VULNERABI LI TI ES 

NOTED 
All aut hor ized t ransact ions are  ent ered int o and processed by 

t he  com put e r √ 

Reconciliat ions are per form ed to ver ify  data com pleteness  
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I n order to determ ine if a pr isoner has an exist ing USMS num ber that  

was assigned in another dist r ict ,  the PTS user m ust  m anually connect  to the 
PTS database where the original USMS number and prisoner informat ion is 

m aintained.  I n the absence of knowing where the USMS num ber or iginated, 
the PTS user would have to manually perform  93 addit ional database 

searches to determ ine if a USMS num ber exists for the prisoner in another 
DO.   

 
I n its own direct ive regarding cellblock operat ions, the USMS advises 

PTS users to exit  the applicat ion and go to the Federal Bureau of Prisons’s 

(BOP)  SENTRY applicat ion to search for the existence of a previously 
assigned USMS number. 13  This workaround solut ion is im pract ical because it  

forces PTS users to seek USMS inform at ion outside their own com ponent  
that  should be readily available on USMS systems.  Addit ionally, not  all users 

of the PTS applicat ion have access to BOP SENTRY;  therefore, those users 
are rest r icted from  perform ing the search within SENTRY to check for a pre-

exist ing USMS number before assigning a new USMS number.   
 
The current  configurat ion of the PTS applicat ion const rains a name 

search to the local database.  This const ra int  threatens com pliance with the 
USMS’s own direct ives regarding mult iple USMS numbers.  Addit ionally, it  

does not  provide adequate assurance to the USMS that  m ult iple USMS 
num bers will not  be assigned to the sam e individual.  

 
Recom m endat ion: 

 
We recommend the USMS:  

 

15. Ensure that  the PTS applicat ion is m odified to perform  
automat ic global database searches of all its DO databases 

to prevent  the assignm ent  of m ore than one USMS num ber 
to the sam e prisoner.   

 
Accuracy Controls 

 
Accuracy cont rols are im plem ented to ensure that  data recording is 

valid and accurate in order to produce reliable results.  The implementat ion 
of these cont rols includes well -designed data ent ry processes, easy- t o-follow 

data ent ry screens, lim it  and reasonableness checks, and validat ion of 

                                                 
1 3   The OI G conducted a Review of Select  Applicat ion Cont rols for  the BOP SENTRY 

applicat ion in it s Audit  Report  No. 03- 25, July 2003.  SENTRY is BOP’s pr im ary m ission 

support  database.  The system  collect s,  maintains, and t racks cr it ical inm ate inform at ion, 
including inm ate locat ion, m edical history,  behavior  history,  and release data.   
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overr ide act ions for appropriateness and correctness.   Without  accuracy 

cont rols, invalid data may enter the system and produce unreliable results. 
 

Ent it ies can take steps to st rengthen the effect iveness of accuracy 
cont rols by m aking sure that :  

 

• Data ent ry design features cont r ibute to data accuracy;  
• Data validat ion and edit ing are perform ed to ident ify erroneous 

dat a;  
• Erroneous data are captured, reported, invest igated, and corrected;  

and 

• Output  reports are reviewed to help maintain data accuracy and 
validity.  

 
We determ ined that  the  PTS’s data ent ry design and data validat ion 

and edit ing features were adequate.  However, our review ident ified 
weaknesses with accuracy cont rols within the PTS applicat ion as indicated 

below:    
 

Accuracy Controls 

 

CONTROL AREAS 
VULNERABI LI TI ES 

NOTED 

 
Erroneous Data Are Captured, Reported, I nvest igated, and 

Corrected  
  
Our review of accuracy cont rols for the PTS applicat ion disclosed that  

erroneous data within the system was not  ident ified, reported, invest igated, 
nor corrected.  I nformat ion on erroneous data is useful in form ing a basis 

from  which m anagem ent  can review and analyze the levels and types of 
t ransact ion errors and formulate plans for correct ive act ion.  However, we 

found that  inform at ion on rejected t ransact ions and erroneous data was not  
analyzed because the USMS m anagem ent  did not  require erroneous data to 

be collected and reported back for invest igat ion and correct ion.   
 
NIST SP 800-12, Chapter 4, “Common Threats,”  warns that  errors and 

om issions can threaten data and system  integrity.  I t  classifies som e errors 

Data ent ry design features cont r ibute to data accuracy  

Data validat ion and edit ing are perform ed to ident ify  erroneous data   

Erroneous da t a  a re  capt ured, repor t ed, invest iga t ed, and 

corrected √ 

Out put  repor t s are  review ed t o he lp m a int a in  da t a  accuracy 

and va lidit y √ 
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as threats, because users frequent ly make errors that  result  in security 
problem s.  The guidance recom m ends that  because applicat ion program s 

cannot  detect  all t ypes of input  errors or om issions, erroneous data should 
be reviewed to determ ine if errors cause threats to a system  or result  in 

vulnerabilit ies. 
 

The NI ST Federal I nformat ion Processing Standards Publicat ion 73, 
Sect ion 3.1.3, states that  checking of input  data during processing and 

validat ion of data that  is generated by the applicat ion system  are essent ial 
for assuring data integrity.  Errors in PTS data should be detected and 
corrected as soon as possible in order to prevent  the propagat ion of invalid 

data throughout  the system  and the potent ial contam inat ion of the system  
applicat ion. 

 
Without  the USMS effect ively im plem ent ing m easures to st rengthen 

accuracy cont rols, invalid data m ay be entered in the system , be processed 
by the system , and cause product ion results that  are unreliable to the 

system users.  Our review of the PTS output  reports for accuracy of the 
informat ion reflects the existence of errors and om issions that  accuracy 
cont rols are designed to detect . 

 
 Recom m endat ion: 

 
We recommend that  the USMS:  

 
16. Ensure erroneous data are collected and reported back to 

USMS m anagem ent  for invest igat ion and correct ion. 
 
Output  Reports Are Review ed to Help Maintain Data Accuracy 

and Validity  
 

A cr it ical element  of accuracy cont rols includes the review of output  
reports to help m aintain data accuracy and validity.  An aspect  of enforcing 

the review of output  reports consists of maintaining cont rol over system 
output  product ion and dist r ibut ion.  We determ ined that  the cont rols over 

system  output  product ion and dist r ibut ion for the PTS applicat ion were weak 
because the USMS did not  enforce st r ict  cont rols to prevent  the exposure of 
sensit ive PTS output  to non-author ized em ployees. 

 
The USMS allows authorized PTS users and non-authorized USMS 

em ployees to share the sam e network printers.  This poses a problem with 
the dist r ict  office’s abilit y to adequately protect  sensit ive output  product ion 

and dist r ibut ion from  non-authorized employees who have physical access to 
network printers.  We also observed that  cover pages are not  used to 
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safeguard sensit ive PTS data from  viewing by unauthorized individuals when 
the output  is pr inted on network printers.  Cover pages could serve as a 

m it igat ing cont rol to ident ify the owner of the printed output  on shared 
pr inters. 

 
NIST SP 800-53, “Recom m ended Security Cont rols”  provides guidance 

for protect ing sensit ive inform at ion to prevent  the unauthorized receipt  of 
paper m edia.  I t  caut ions that  ent it ies should provide adequate supervision 

of personnel and develop detailed procedures to ensure that  unauthorized 
individuals cannot  read, copy, alter, or dest roy informat ion generated by the 
inform at ion system  in pr inted form .  Addit ionally, the guidance st resses 

assurances that  “Output  from  the informat ion system is given only to 
author ized users.”   

 
The Department ’s Order 2640.2E, “Access Cont rol,”  requires that  users 

only have access to inform at ion necessary to perform  their  dut ies and no 
m ore.  Moreover, it  requires that  cont rols be in place to ensure that  users 

can only access resources crit ical to the accom plishm ent  of their  dut ies. 
 
OMB Circular A-130 also provides requirem ents for inform at ion 

safeguards.  I t  states that  inform at ion protected by the Privacy Act  of 1974 
should be collected, m aintained, and protected to prevent  disclosure o f 

personal inform at ion and int rusion into the pr ivacy of individuals.  The 
Circular holds agencies responsible to see that  appropriate inform at ion 

safeguards are inst ituted and that  em ployees are t rained in the protect ion of 
privacy.  

  
By allowing authorized PTS users to pr int  sensit ive PTS output  on 

network pr inters shared by non-authorized USMS em ployees, the USMS is 

neglect ing cr it ical physical security m easures that  protect  against  
unauthorized access.  This vulnerability poses a threat  to the USMS’s abilit y 

to comply with federal regulat ions that  require protect ion of privacy 
inform at ion from  unauthorized disclosure.  I t  also underm ines the USMS’s 

efforts to effect ively enforce appropriate access cont rol and segregat ion of 
dut ies.  

  
Recom m endat ion: 

 

We recommend the USMS:  
 

17. Ensure that  PTS output  reports containing sensit ive pr ivacy 
inform at ion are protected from  unauthorized persons. 
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Controls Over  I ntegr ity of Processing and Data  Files 
 

Cont rols over integrity of processing and data files are used to ensure 
that  the current  versions of product ion program s and data files are m ade 

available to users during system  processing.  These cont rols prevent  users 
from  accessing outdated versions of software that  m ay be present  in the 

product ion environm ent .  Cont rols over integrity of processing and data files 
include:    

 
• Procedures that  ensure that  the current  version of product ion 

program s and data files are used during processing;  

• Program s with rout ines that  ver ify that  the proper version of the 
com puter file is used during processing;  

• Program s with rout ines that  check for internal file header labels 
before processing;  and 

• Mechanism s within the applicat ion that  protect  against  concurrent  
file updates. 

 
We found that  procedures existed to ensure that  the current  versions  

of product ion program s, data files, and com puter files are used during 

processing and that  programs check internal file header labels before  
processing.  However, we discovered the following deficiency in the cont rol 

area indicated below:  
 

Cont rols Over  I ntegr ity of Processing and Data  Files 
 

CONTROL AREAS 
VULNERABI LI TI ES 

NOTED 

  
Mechanism s W ithin the Applicat ion Protect  Against  Concurrent 

 File  Updates 

  
 Our review of the PTS applicat ion disclosed deficiencies within the 

cont rols that  prevent  concurrent  updates of files.  According to USMS 
headquarters, the PTS applicat ion is dist r ibuted to each of the 94 DOs.  

USMS headquarters also asserted that  system  adm inist rators at  each site 

cannot  m odify the PTS’s funct ionality and that  the applicat ion should 

Procedures ensure that  the current  version of product ion program s 
and data files are used dur ing processing  
Program s include rout ines to ver ify  that  the proper version of t he 
com puter files is used dur ing processing  
Program s include rout ines for  checking internal f ile header labels 

before processing  
Mechanism s w it h in  t he  applica t ion prot ect  aga inst  concurrent  

file  updates √ 
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funct ion uniform ly.  However, we discovered malfunct ions with the cont rols 

built  into the applicat ion to prevent  concurrent  file updates.  We performed 
test ing at  all DO locat ions visited, and at  four locat ions we observed that  the 

cont rols against  concurrent  updates did not  work consistent ly.  PTS users 
were able to access the sam e prisoner record and m ake changes to the 

dat abase sim ultaneously.   

 

OMB Circular A-130 recom m ends that  ent it ies per iodically review 

security cont rols and seek ways to im prove security such as ut ilizing 
technical tools to look for security problem s and installing the latest  software 

patches.  NIST SP 800-40 specifically addresses procedures for handling 
security patches and confirm s that  m any organizat ions fail to keep software 
updated and patched.  I t  warns that  not  patching inform at ion system s in a 

t imely manner can impact  operat ions and degrade the confident ialit y, 
availabilit y, and integr ity of a system ’s inform at ion.         
  

  Weaknesses with cont rols that  protect  against  the concurrent  update 

of records within an applicat ion threaten the integr ity of it s data.  When 
m ult iple users of the applicat ion can access the same prisoner record and 
m ake changes to the database sim ultaneously, there is no assurance that  

the inform at ion in the record is correct  or that  the applicat ion has processed 
the inform at ion properly.   

   
I t  appears that  this weakness occurred because the USMS did not  

ensure that  all of its DOs received ident ical versions of the PTS applicat ion or 
that  the exist ing versions were not  patched in a t im ely m anner.  Specifically, 

USMS should confirm  that  the version of the PTS applicat ion in product ion at  
each site contains the full security cont rols, including those designed to 

prevent  sim ultaneous updates to protect  the integrity of data. 
 

 Recom m endat ion: 

 
We recommend the USMS:  

 
18. Ensure that  each installat ion of the applicat ion protects 

against  sim ultaneous updates of the sam e record by m ore 
than one end-user.  

 
3.  DATA I NTEGRI TY TESTI NG 

 

The goal of m aintaining data integrity is the assurance that  
inform at ion processed by the com puter is reasonably com plete and accurate 

and meets the needs of the organizat ion.  Completeness and accuracy of 
inform at ion reflect  how well data integrity is m aintained.   
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• Com pleteness of inform at ion.   This requires that  the PTS records 

contain all necessary data elem ents and t ransact ions are supported 
by source docum ents;  and 

• Accuracy of inform at ion.  I nform at ion on the PTS output  reports 

reflect  the data entered into the PTS from  source docum ents. 
 

Our review of the factors that  cont r ibute to data integrity disclosed  
deficiencies within the areas indicated below:  

 
Data I ntegrity Assessm ent  Factors 

 

 
VULNERABI LI TI ES 

NOTED 

Com pleteness of I nform at ion   
Records cont a in  a ll of  t he  da t a  e lem ent s and docum ent s used 

as support  for  the  t ransact ions  
√ 

Accuracy  of I nform at ion  
Output  repor ts re f lect  the  data  obta ined f rom  t he  source  

docum ents 
√ 

 
Com pleteness of I nform at ion 

 
Com pleteness is achieved when data elem ents are processed as 

intended and source docum ents are m aintained to support  the results of 

processing.  We evaluated the com pleteness of pr isoner file folders to 
determ ine if PTS data were properly authorized and supported by adequate 

and proper docum entat ion.  Our review for com pleteness of inform at ion 
focused on the existence of key source docum ents in pr isoner records as 

discussed earlier in the authorizat ion cont rols sect ion of this report .  
 

Records contain a ll of the data elem ents and docum ents used 
as support  for  the t ransact ions 
  

We found that  many of the prisoner file folders reviewed were m issing 
inform at ion used to validate data ent ry t ransact ions and to substant iate the 

act ions taken by USMS personnel.  This occurred because the USMS did not  
establish and im plem ent  standards regarding data collect ion and com ply 

with federal records retent ion requirem ents.   
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The chart  below details the num ber of occurrences for source 
docum ent  discrepancies found during the review of 25 records at  each site, 

and the percentages were calculated against  the total number of records 
(200)  reviewed at  all sites.  

 
PTS’s Prisoner File Folder Com pleteness Analysis 

 

 

Sites 

Visited 

Missing 

Or igina l 

USM- 1 2 9  &  

312  

Missing 

Photos 

Missing 

Fingerpr int  

Cards  

( FD- 1 2 9 )  

Missing  

USM- 5 5 2 / 5 5 3  

( m edica l form )  

E/ VA  7  3  1  2 
DC/ DC  2  5  2  22 

S/ NY  2  1  2  4 

E/ PA  5  10  1  24 

S/ TX  7  3  3  11 

N/ I L  5  0  0  24 

S/ FL  1  0  0  3 

D/ AZ  9  3  6  2 

Tota ls:  38   25   15   92  

Percent age: 19%  13%  8%  46%  
    Source:   The OIG’s analysis of record completeness. 

 
OMB Circular A-130 out lines an informat ion management  policy that  

includes records retent ion requirem ents and advises agencies to record 
sufficient  inform at ion to ensure the m anagem ent  and accountabilit y of it s 

program s.  Addit ionally, the guidance directs agencies to incorporate records 
m anagem ent  funct ions into a system ’s SDLC that  include m aintaining 

adequate and proper docum entat ion of agency act ivit ies.  Furtherm ore, OMB 
directs agencies to provide t raining and guidance to all em ployees regarding 
their records management  responsibilit ies, especially with respect  to 

maintaining adequate and proper documentat ion of program act iv it ies to 
protect  the federal governm ent ’s legal and financial interests.  

 
I ncomplete prisoner file folders pose a significant  r isk to the USMS’s 

abilit y to validate PTS t ransact ions, ver ify inform at ion, and just ify the 
act ions of its em ployees.   

 
Recom m endat ion: 

 

We recommend the USMS:  
 

19. Ensure that  adequate and proper source docum ents are 
m aintained in pr isoner file folders to substant iate em ployee 

act iv it ies.
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Accuracy of I nform at ion 
 

  I nformat ion is considered accurate if the results of computer 
processing reflect  the contents of source documents.  Accuracy of 

informat ion can be verified by the periodic spot -checking of system output  
reports to validate and confirm  that  the applicat ion has processed the data 
entered into it  correct ly.   

 
Output  reports reflect  the data  obtained from  the source 

docum ents 
 

  System  output  is evidence of the results of the input  and processing 
funct ions of an applicat ion and reflects the effect iveness of such operat ions.  

I f reviewed, output  reports help to m aintain the accuracy and validity of data 
within a system and determ ine the completeness of processing.  The USMS’ 
form  129 (USM-129)  is the PTS applicat ion’s output  report  result ing from  

prisoner record creat ion and subsequent  record updates. 
 

After perform ing the analysis for the existence of key source 
documents used to create and update prisoner records, we reviewed the 

sam e prisoner file folders for accuracy of inform at ion.  This review included 
the m anual inspect ion of source docum ents contained in pr isoner file folders.  

The source docum ents were then com pared against  the inform at ion 
appearing on the pr isoner’s USM-129 form  (PTS’s output  report )  to determ ine 
data accuracy.  

 
Our review of output  reports produced by the PTS applicat ion disclosed 

discrepancies in the accuracy of informat ion.  We found that  pr isoner 
ident ifying inform at ion, such as a pr isoner’s date of bir th (DOB)  and social 

security number (SSN) , appearing on the PTS output  reports did not  always 
match the source documents contained in the prisoner’s file folder.  

Addit ionally, cr it ical dates, such as a pr isoner’s custody date, did not  always 
correlate with dates on source documents in the prisoner file folders.  Such 
dates are used by the USMS to calculate expenditures for reim bursem ents to 

contract  j ail facilit ies.   
 

 We noted com m on deficiencies in eight  areas.  These areas included:   
 

• I ncorrect  DOB;  

• I ncorrect  SSN;  
• Misfiled docum ents;  

• Concurrent  j ail days;  
• Misnumbered file jackets (pr isoner’s file folder) ;  
• Missing t ransact ions;  

• Wrong dates (such as custody and sentence dates) ;  and 
• No support ing docum entat ion. 
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The chart  below illust rates the results of our review of the PTS’s output  
reports.  The num bers in each colum n represent  the num ber of inaccuracies 

found during the review of 25 records at  each site.  The percentages were 
calculated against  the total number of records (200)  reviewed.  

 
Accuracy of PTS’s Output  Reports 

 

 
I ncorrect  

DOB 
Incorrect  

SSN 
Misfiled 

Documents 
Concurrent 
Jail Days 

Misnumbered 
File Jackets  

Missing 
Transact ions 

Wrong 
Dates 

No Support ing 
Documentat ion 

E/ VA 2 1 1 1  0  7  8  18 

DC/ DC 1 2 0 1  1  7  10  23 

S/ NY 0 0 0 0  0  1  8  5 

E/ PA 0 1 2 0  3  0  2  21 

S/ TX 4 0 0 0  3  0  12  20 

N/ I L 1 1 0 0  0  0  7  25 

S/ FL 0 1 0 0  5  2  7  24 

D/ AZ 1 0 1 0  0  1  1  15 

Total: 9  6  4  2   12   18    5 5   151  

Percentage:     5%      3%      2%      1%    6%     9%    28%      76%  
Source :   The OIG’s analysis of data accuracy.  

  

DOB and SSN inform at ion.  This inform at ion is used to dist inguish 
between prisoners with ident ical nam es.  We found instances where 

documents in the prisoners’ file folders did not  match the DOB or SSN 
inform at ion appearing on the PTS’s USM-129 report .

 
Misfiled docum ents.   We discovered docum entat ion pertaining to one 

USMS prisoner erroneously filed inside another pr isoner’s file folder.  
Prisoner file folders contain records of court  proceedings such as writs,14 
j udgm ent  and com m itm ent  orders, and warrants that  are used to init iate 

and substant iate updates to prisoner records.  A document  filed in the wrong 
prisoner’s file folder could delay or prevent  the processing of a t ime-sensit ive 

prisoner act ion such as a release, m ovem ent , or designat ion to a BOP 
facility.  

 
Concurrent  ja il days.   These represent  instances where ent r ies in the 

chronological pr isoner history sect ion of the USM-129 indicated that  a 
pr isoner was housed at  two different  jail facilit ies on the same dates.  USMS 
uses the num ber of jail days to calculate m onthly obligat ions to state and 

local cont ract  jail facilit ies.  Therefore, jail day discrepancies could negat ively 

                                                 
1 4   Writ s are form al legal docum ents that  order or  prohibit  som e act ion.  For 

exa m ple, a “Writ  Ad Test if icandum ”  is a legal docum ent  order ing a witness to test ify in a 

court  proceeding.   
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impact  the accurate payment  of bills causing the USMS to pay for cont ract  
jail services it  did not  receive.   

 
Misnum bered file jackets.   At  one site visited, we experienced difficulty 

locat ing a pr isoner’s file folder because the USMS number on the file folder 
did not  match the prisoner’s USMS number.  We also observed what  

appeared to be a re-const ructed file folder because the prisoner’s USM-129 
showed substant ial confinement  history, but  the file folder had lit t le or no 

contents and was m issing the m inim al source docum ents such as 
photographs and fingerprint  cards.  An error of this nature could prevent  
USMS personnel from  locat ing records in a t imely manner or result  in the 

need to “ reconst ruct ”  a pr isoner file folder for the prisoner in custody.    
    

Missing t ransact ions.   We ident ified occurrences where docum entat ion 
existed in the prisoner’s file folder that  changed the prisoner’s status, but  

the t ransact ion was not  entered into the PTS.  Specifically, the pr isoner’s file 
folder contained docum entat ion that  would t r igger an update act ion such as 

the receipt  of a judgm ent  and com m itm ent  order, but  the appropriate 
t ransact ion to update the record was not  entered into the PTS (WT-J/ C) .15  
Again, this type of discrepancy could prevent  or delay a t ime-sensit ive 

t ransact ion from  being entered into the PTS.   
 

W rong dates.  These were ident ified when com paring the PTS’s system  
output  (USM-129 report )  with the agent ’s arrest  form  source document .  

I ncorrect  ent r ies were ident ified for cr it ical dates – the prisoner’s arrest  date 
and USMS custody date.  Discrepancies with the pr isoner’s arrest  date and 

USMS custody date direct ly affect  the credit  a prisoner receives for t ime 
served and also factor in the calculat ion for jail days used to reconcile j ail 
bills and other expenditures.   

 
No support ing docum entat ion.   At  all sites visited, we found that  

pr isoners’ file folders were m issing docum ents that  were needed to 
substant iate record update act ions taken by the USMS personnel.  I n these 

instances, we determ ined that  documentat ion did not  exist  for many of the 
status code t ransact ions and the m ajor ity of the facilit y history t ransact ions 

that  chronicled prisoner movements.  Specifically, key documents, such as 
prisoner m anifest  form s, were not  consistent ly m aintained in the pr isoner’s 

                                                 
1 5   The code “WT- J/ C”  is the status code for  a sentenced pr isoner for  whom  the 

dist r ict  has not  yet  received the Judgm ent / Com m itm ent  ( J&C)  papers to confirm  the 
sentence inform at ion.  Upon receipt  of the J&C, the dist r ict  m ay send a request  to BOP in 

order to determ ine which BOP facilit y  the pr isoner will serve the per iod of confinem ent .   
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file folder or filed in the DOs for longer than one year. 16  Other support ing 
docum ents, such as “ requests for designat ion”  or correspondence from  the 

BOP that  just ified pr isoner m ovem ents, were also not  m aintained in the 
prisoner file folders we reviewed.   

  
We found a significant  number of errors with respect  to the accuracy of 

inform at ion on system  output  and with the com pleteness of pr isoner file 
folders records.   We at t r ibuted the existence of these condit ions to the lack 

of policies and procedures to standardize the intake process, as well as the 
lack of supervisory review of data before it  is entered into the PTS 
applicat ion. 

 
 Recom m endat ion: 

 
We recommend that  the USMS:  

 
20. Ensure that  data integrity assurances and quality cont rol 

m easures are developed and im plem ented to:  
 

a)   require the periodic spot -checking and validat ion of 

 output  from  the PTS;  and  
 

b)   confirm  that  the processing of inform at ion is 
 correct .   

 
I I I .  CONCLUSI ON 

 
 The weaknesses ident ified in our review of select  general cont rols 

included problem s with ent ity-wide security planning and m anagem ent .  We 
found that  the USMS has not  appointed a security manager for PTS and the 

organizat ion did not  ensure that  em ployees receive specialized PTS t raining 

either before accessing the system or within a reasonable period thereafter.  
Weaknesses with segregat ion of dut ies occurred because the USMS has not  

developed and im plem ented form al operat ing policies and procedures to 
guide users in the performance of their dut ies.  Furthermore, the 

organizat ion has not  developed policies to segregate incom pat ible dut ies.   

 
 We also found that  PTS users were not  fam iliar with the USMS’s 

applicat ion software developm ent  and change cont rol procedures and that  
the USMS is using outdated programming and database management  

                                                 
1 6   According to USMS Policy Direct ive No. 99- 47, Cellblock Operat ions, pr isoner 

m anifest  form s such as the USMS’ Form  40/ 41, “Pr isoner Rem and or Order to Deliver & 

Receipt  for  U.S. Pr isoners,”  are executed to reflect  the t ransfer  of custody dur ing the release 
of pr isoners to the tem porary custody of law enforcem ent  off icers.    
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software to support  the PTS, a m ission-cr it ical applicat ion.  We determ ined 

that  access cont rols were inadequate because the PTS authorized user list  
was not  properly m aintained and physical access cont rols designed to 

protect  data term inals that  process sensit ive PTS inform at ion were not  
enforced. 

 

 Our review of the PTS’s applicat ion cont rols disclosed that  cont rols to 
properly authorize data and validate t ransact ions were deficient .  

Specifically, we found tha t  the USMS had not  established proper 
authorizat ion cont rols or standards for key source docum ents used to create 

pr isoner records in the PTS.  Addit ionally, supervisory reviews of source 

docum ents and t ransact ions were not  being perform ed on a consistent  basis 
to m it igate this condit ion.  We also discovered that  audit  logs used to 

recreate events and t rack user act ivity were not  being kept .  Problems with 
accuracy cont rols included weaknesses with erroneous data not  being 

collected or reported back to management  for invest igat ion or correct ion.  

Furthermore, the USMS failed to cont rol system output  reports by allowing 
authorized PTS users to share pr inters with non-authorized USMS 

em ployees.  
 

 Deficiencies with com pleteness cont rols involved the USMS’s fai lure to 

enforce its own policy that  dictates that  a prisoner may not  have more than 
one USMS prisoner number.  To complicate mat ters, the current  PTS 

configurat ion does not  provide for universal computer sequence checking to 
prevent  the assignm ent  of m ult iple USMS numbers to the same prisoner.  I n 

addit ion, we found that  the applicat ion did not  consistent ly enforce cont rols 

over integr ity of processing and data files.  We observed that  the system  
allowed concurrent  file updates when two users were able to update the 

sam e prisoner record at  the sam e t im e.  
  

 Problem s were ident ified with data integrity for the PTS applicat ion 

during our review of prisoner records for completeness and in our checks for 
accuracy of inform at ion contained in system  output .  We found that  prisoner 

file folders were m issing key source docum ents cr it ical to the record creat ion 
process and that  the proper docum entat ion needed to substant iate act ions 

taken by USMS personnel was not  m aintained in the folders.   

 
 We consider our findings in the areas of select  general cont rols, 

applicat ion cont rols, and data integrity to be m ajor weaknesses that  pose a 
high r isk to the protect ion of it s data from  unauthorized use, loss, or 

m odificat ion.  We conclude that  the weaknesses with select  general cont rols 

and applicat ion cont rols occurred because the USMS did not  enforce its own 
policies and did not  comply with the Department ’s policies and procedures, 

NI ST standards, and OMB guidelines.   We further conclude that  the 



    

 
 

42 

deficiencies with data integrity occurred because the USMS did not  develop 

and im plem ent  form al policies and procedures to guide users in the 
performance of cr it ical dut ies, such as creat ing and updat ing prisoner 

records in the PTS.  As a result , we found errors and om issions on system 
output  reports that  we at t r ibuted to the lack of sufficient  t raining and 

inconsistent  pract ices.   

 
 The USMS’s reliance on the data within the PTS with inaccurate 

inform at ion could result  in over expenditures for reim bursable cont racts with 
pr ivate jai l facilit ies.  Addit ionally, the unt imely release of a prisoner or the 

m isident ificat ion of a pr isoner requir ing segregat ion or protect ion within the 

prisoner populat ion also could occur.  I f not  corrected, these weaknesses 
could impair the USMS’s ability to ensure the integrity, confident iality, and 

availabilit y of data contained within the PTS.  
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OBJECTI VES, SCOPE, AND METHODOLOGY 
 
Our audit  object ives were to review applicat ion cont rols, select  general 

cont rols, and assess the reliabilit y of the Prisoner Tracking System (PTS)  
data.  The audit  work, which occurred between June and December 2003, 

was perform ed in accordance with the Governm ent  Audit ing Standards.  We 
conducted fieldwork at  the United States Marshals Service (USMS) 

headquarters in Arlington, Virginia, and 8 of the 94 USMS dist r ict  offices 
(DOs) .  The eight  DOs were:   Alexandria, Virginia;  Washington, D.C.;  New 

York, New York;  Houston, Texas;  Philadelphia, Pennsylvania;  Chicago, 
I llinois;  Miam i, Flor ida;  and Phoenix, Arizona.  The DOs were selected 
because their locat ion, detainee processing volume, or USMS headquarters 

ident if ied them  as “m odel sites.”    
 

Although our pr imary object ives were to review applicat ion cont rols 
and perform  data integrity test ing, our audit  cr iter ia for evaluat ing 

applicat ion cont rols included certain select  general cont rol areas.  Those 
steps involved obtaining an overview of the applicat ion’s user populat ion 

(access cont rols) , developing an understanding of the operat ional workflow 
process (ent it y-wide security program planning and management  and 

segregat ion of dut ies) , and developing an understanding of the hardware 
and software environm ent  (system  software, applicat ion software 
developm ent , and service cont inuity) .  Therefore, this report  contains 

findings from  select  general cont rol areas required to assess the 
effect iveness of PTS’s applicat ion cont rols.   

 
The Marshals Network (MNET)  serves as the PTS’s system  environm ent  

because PTS users must  login to MNET to gain access to PTS servers.  The 
OI G perform ed an audit  of MNET’s general cont rols during its fiscal year 

2003 Federal I nformat ion Security Management  Act  (FI SMA)  review.  We 
therefore relied on audit  findings disclosed during the FI SMA review as an 
assessm ent  of the PTS applicat ion’s system  environm ent  and reported on 

those select  general cont rols we reviewed as required by the applicat ion 
cont rols audit  cr iter ia. 

 
To accom plish our audit  object ives, we conducted over 50 interviews 

and visited the 8 DOs represented on the map in Appendix 2.  We 
interv iewed USMS headquarters officials from  the Prisoner Services Division, 

Planning and Analysis Branch, and I nformat ion Technology Services Division 
to assess select  general cont rols, such as ent it y-wide security program 
planning and management  of the PTS and service cont inuity.  From these 

interviews, we were able to gain an understanding of the applicat ion’s user 
populat ion, operat ional workflow process, and hardware and software 
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environm ent .  Addit ionally, we obtained informat ion from  deputy marshals, 
adm inist rat ive officers, cr im inal clerks, detent ion enforcem ent  officers, and 

system  adm inist rators at  each DO visited to evaluate the overall 
effect iveness of applicat ion cont rols for protect ing the PTS’s data.  We 

specifically reviewed authorizat ion, completeness, accuracy, and integrity of 
processing cont rols.    

 
Our visits to the selected DOs included observing operat ional act ivit ies 

and perform ing data integrity test ing.  Our observat ion of operat ional 
act iv it ies allowed us to assess the USMS’s com pliance wit h the Federal 
I nformat ion System Controls Audit  Manual (FI SCAM), USMS’s PTS User 

Manual, and USMS’s Policy Direct ive No. 99-47 (Cellblock Operat ions) .  To 
perform  data integr ity test ing, we judgm entally selected a total of 200 

pr isoners’ file folders (25 file folders at  each of the 8 sites visited) .  We 
reviewed these pr isoners’ records for com pleteness of inform at ion and 

m anually com pared source docum ents to the PTS output  to determ ine 
accuracy of informat ion as recommended in the General Account ing Office’s 

(GAO)  guidance for Assessing the Reliabilit y of Com puter-Processed Data.   
 

Additionally, we reviewed the cert ificat ion and accreditat ion 

docum entat ion for the PTS, the Departm ent ’s inform at ion technology 
management  policies and procedures, the USMS’s organizat ional st ructures, 

and inform at ion contained within individual pr isoner file folders.   
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FI ELDW ORK SI TE VI SI T MAP 
Map 

 
 

Phoenix, Arizona 

Houston, Texas

Miami, Florida

Alexandria, Virginia

District of Columbia

New York, New York

Philadelphia, , Pennsylvania

Chicago, Illinois

District Offices Visited Representing

United States Marshals Service Regions
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Region

MID-WEST

Region

SOUTH

Region
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FEDERAL I NFORMATI ON SYSTEM CONTROLS AUDI T MANUAL 
 

SELECT GENERAL CONTROLS 
 

 

CONTROL AREAS 
VULNERABI LI TI ES 

NOTED 

Ent ity- w ide Security Program  Planning &  Managem ent    

Assess r isks per iodica lly   

Docum ent  an ent it y- w ide  secur it y  program  plan  

Est ablish a  secur it y  m anagem ent  st ruct ure  and clear ly  assign 

secur ity responsibilit ies √ 

I m plem ent  e ffect ive  secur ity- re la t ed personnel policies √ 

Monit or  t he  secur it y  program ’s e ffect iveness and m ake  changes 

as needed   

Access Controls   
Classify  inform at ion resources according t o t he ir  cr it ica lit y  and 

sensit ivity  
Maint a in  a  current  list  of  aut hor ized users and ensure  t ha t  t he ir  

access is author ized √ 

Est ablish physica l and logica l cont rols t o prevent  and det ect  

unaut hor ized access √ 
Monit or  access, invest iga t e  apparent  secur it y  v iola t ions, and 

t ake  appropr ia t e  rem edia l act ion  

Applicat ion Softw are De velopm ent  &  Change Cont rol  

Aut hor ize  processing fea t ures and m odif ica t ions  √ 

Test  and approve  a ll new  and revised soft w are   

Cont rol softw are  librar ies  

System  Softw are   

Lim it  access t o syst em  soft w are   

Monit or  access t o and use  of  syst em  soft w are    

Cont rol syst em  soft w are  changes √ 

Segregat ion of Dut ies  

Segregate  incom pat ible  dut ies and establish re la ted policies   √ 

Est ablish access cont rols t o enforce  segregat ion of  dut ies  
Cont rol personnel act iv it ies t hrough form al opera t ing procedures 

and superv ision  a nd rev iew √ 

Service Cont inuity  
Assess t he  cr it ica lit y  and sensit iv it y  of  com put er ized opera t ions 

and ident ify support ing resources √ 

Take  st eps t o prevent  and m inim ize  pot ent ia l dam age and 

interrupt ion  √ 

Develop and docum ent  a  com prehens ive  cont ingency pla n  

Test  t he  cont ingency plan per iodica lly  and adj ust  it  as 

appropr ia te  √ 
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FEDERAL I NFORMATI ON SYSTEM CONTROLS AUDI T MANUAL 
 

APPLI CATI ON CONTROLS 
 

 

 
 

 
 
 

 
 

 
 
 

CONTROL AREAS 
VULNERABI LI TI ES 

NOTED 

Authorizat ion Controls   

All da t a  a re  aut hor ized be fore  ent er ing t he  applica t ion  syst em  √ 

Rest r ict  da t a  ent ry t erm ina ls t o aut hor ized users for  aut hor ized 

purposes √ 

Mast er  f iles and except ion repor t ing he lp ensure  a ll da t a  a re  

processed and are  aut hor ized  

Com pleteness Controls   
All aut hor ized t ransact ions are  ent ered int o and processed by 

t he  com put e r √ 

Reconcilia t ions are  per form ed t o ver ify  da t a  com ple t eness  

Accuracy Controls    

Dat a  ent ry design fea t ures cont r ibut e  t o da t a  accuracy  

Dat a  va lida t ion and edit ing a re  per form ed t o ident ify  e rroneous 

data    

Erroneous da t a  a re  capt ured, repor t ed, invest iga t ed, and 

corrected √ 

Out put  repor t s a re  review ed t o he lp m aint a in  da t a  accuracy 

and va lidit y √ 

Controls Over  I ntegr ity of Processing and Data  Files   
Procedures ensure  t ha t  t he  current  vers ion of product ion 

program s and da t a  f iles a re  used dur ing processing  
Program s include  rout ines t o ver ify  t ha t  t he  proper  version of  

the  com puter  f iles is used dur ing processing  
Program s include rout ines for  check ing int erna l f ile  header  

labe ls before  p rocessing  
Mechanism s w it h in  t he  applica t ion prot ect  aga inst  concurrent  

file  updates √ 
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GENERAL ACCOUNTI NG OFFI CE 
ASSESSI NG THE RELI ABI LI TY OF COMPUTER- PROCESSED DATA  

 

DATA I NTEGRI TY ASSESSMENT FACTORS 

 

 
VULNERABI LI TI ES 

NOTED 

Com pleteness of I nform at ion  
Cont a in  a ll of  t he  da t a  e lem ent s and records used as 

support  for  the t ransact ions 
√ 

Accuracy  of I nform at ion  
Reflect  t he  da t a  obt a ined from  t he  source  docum ent s √ 
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GENERAL ACCOUNTI NG OFFI CE 
FEDERAL I NFORMATI ON SYSTEM CONTROLS AUDI T MANUAL 

 

GENERAL CONTROLS REVI EW  GUI DELI NES 
 

 

The general cont rols guidelines used for this audit  were obtained from  
Chapter 3, “Evaluat ing and Test ing General Cont rols,”  of the GAO’s FI SCAM.  
The inform at ion below represents only those sect ions from  the FI SCAM that  

serve as the basis for the vulnerabilit ies ident ified during our review of the 
Prisoner Tracking System.17   

 
3 .0  OVERVI EW  

 
General cont rols are the st ructure, policies, and procedures that  apply 

to an ent ity’s overall computer operat ions.  They create the environm ent  in 
which applicat ion system s and cont rols operate.  During a financial 
statem ent  audit , the auditor will focus on general cont rols that  norm ally 

pertain to an ent ity’s m ajor com puter facilit ies and system s support ing a 
num ber of different  applicat ions, such as major data processing installat ions 

or local area networks.  I f general cont rols are weak, they severely dim inish 
the reliabilit y of cont rols associated with individual applicat ions.  For this 

reason, general cont rols are usually evaluated separately from  and pr ior to 
evaluat ing applicat ion cont rols. 
 

There are six m ajor categories of general cont rols that  the auditor should 

consider.  These are:  
 

•  ent ity- w ide security program  planning and m anagem ent  t hat  
provides a framework and cont inuing cycle of act ivity for managing r isk, 

developing security policies, assigning responsibilit ies, and m onitor ing the 
adequacy of the ent ity ’s com puter-related cont rols;  

 
•   access controls that  lim it  or detect  access to com puter resources (data, 

programs, equipm ent , and facilit ies) , thereby protect ing these resources 

against  unauthorized m odificat ion, loss, and disclosure;  
 

•  applicat ion softw are developm ent  and change controls t hat  prevent  
unauthorized program s or m odificat ions to an exist ing program  from 

being im plem ented;  

                                                 
1 7   The areas from  the FI SCAM selected for inclusion in this report  have been 

paraphrased.  
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•   system  softw are cont rols that  lim it  and m onitor access to the powerful 
programs and sensit ive files that  (1)  cont rol the computer hardware, and 

(2)  secure applicat ions supported by the system ;   
 

• segregat ion of dut ies t hat  are policies, procedures, and an  
organizat ional st ructure established so that  one individual cannot  cont rol 

key aspects of com puter-related operat ions and thereby conduct  
unauthorized act ions or gain unauthorized access to assets or records;  
and 

 
•  service cont inuity cont rols to ensure that  when unexpected events 

occur, cr it ical operat ions cont inue without  interrupt ion or are prom pt ly 
resumed, and crit ical and sensit ive data are protected.  

 
For each of these six categories, the m anual ident ifies several cr it ical 

elem ents that  represent  tasks that  are essent ial for establishing adequate  
cont rols.  For each cr it ical elem ent , there is a discussion of the associated  
object ives, r isks, and cr it ical act ivit ies, as well as related cont rol techniques 

and audit  concerns.  The auditor can use this inform at ion to evaluate ent ity 
pract ices.  

 
3 .1   EN TI TY- W I DE SECURI TY PROGRAM PLANNI NG AND 

MANAGEMENT ( SP)  
 

An ent it y-wide program for security planning and management  is the 
foundat ion of an ent ity’s security cont rol st ructure and a reflect ion of senior 
management ’s commitment  to addressing security r isks.  The program 

should establish a framework and cont inuing cycle of act ivity for assessing 
r isk, developing and im plem ent ing effect ive security procedures, and 

m onitor ing the eff ect iveness of these procedures.  Without  a well-designed 
program, security cont rols may be inadequate;  responsibilit ies may be 

unclear, m isunderstood, and improperly implemented;  and cont rols may be 
inconsistent ly applied.  Such condit ions m ay lead to insufficient  protect ion of 

sensit ive or cr it ical resources and disproport ionately high expenditures for 
cont rols over low-risk resources. 
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Senior m anagem ent  should establish a st ructure to im plem ent  the security 

program  throughout  the ent ity.   The st ructure generally consists of a core of 
personnel who are designated as security m anagers.  These personnel play a 
key role in developing, communicat ing, and monitoring compliance with 

security policies and report ing on these act iv it ies to senior managem ent .  
The security m anagem ent  funct ion also serves as a focal point  for others 

who plan a role in evaluat ing the appropriateness and effect iveness of 
com puter- related cont rols on a day-t o-day basis.  These include program 

m anagers who rely on the ent ity ’s com puter system s, system  
adm inist rators, and system  users. 

 
SP- 3 .1 :   A security m anagem ent  st ructure has been established 
 

The effect iveness of the security program  is affected by the way in which 
responsibilit y for overseeing it s im plem entat ion is assigned.  Generally, such 

responsibilit y is assigned to a cent ral security program  office.   
 

Responsibilit ies of the cent ral security program  office m ay include:  
 

• facilitat ing r isk assessm ents, 
• coordinat ing the developm ent  of and dist r ibut ing security policies and 

procedures, 

• rout inely m onitor ing com pliance with these policies, 
• prom ot ing security awareness am ong system  users, 

• providing reports to senior management  on policy and cont rol evaluat ion 
results and giving advice to senior m anagem ent  on security policy-related 

issues;  and 
• represent ing the ent ity in the security com m unity.   

CRI TI CAL ELEMENTS 
 

SP-1  Assess r isks periodically 
SP-2  Docum ent  an ent it y-wide security program  plan 

SP-3  Establish a security m anagem ent  st ructure and clearly assign 
security responsibilit ies 

SP-4  I m plem ent  effect ive security-related personnel policies 
SP-5  Monitor the security program ’s effect iveness and m ake changes as 

needed  

Crit ical Elem ent  SP- 3 :  Establish a security m anagem ent  st ructure 
and clear ly assign security responsibilit ies 
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SP- 3 .2 :   I nform at ion security responsibilit ies are clear ly assigned 

 
OMB Circular A-130, Appendix I I I ,  requires that  the rules of the system  and 

applicat ion “shall clearly delineate responsibilit ies and expected behavior of 
all individuals with access . . .  and shall be clear about  the consequences of 

behavior not  consistent  with the rules.”   Security-related responsibilit ies of 
offices and individuals throughout  the ent ity that  should be clearly defined 

include those of (1)  inform at ion resource owners and users, (2)  inform at ion 
resources m anagem ent  and data processing personnel, (3)  senior 
m anagem ent , and (4)  security adm inist rators.  Further, responsibilit ies for 

individual emp loyee accountabilit y regarding the use and disclosure of 
inform at ion resources should be established.”    

 
 

 
 

Policies related to personnel act ions, such as hir ing and term inat ion, and 
em ployee expert ise are im portant  factors for inform at ion security.  I f 
personnel policies are not  adequate, an ent ity runs the r isk of (1)  hir ing 

unqualified or unt rustworthy individuals, (2)  providing term inated 
em ployees opportunit ies to sabotage or otherwise im pair ent ity operat ions 

or assets, (3)  failing to detect  cont inuing unauthorized em ployee act ions, 
(4)  lowering employee morale, which may in turn dim inish employee 

com pliance with cont rols, and (5)  allowing staff expert ise to decline. 
 

SP- 4 .2 :  Em ployees have adequate t ra ining and expert ise  
 

Managem ent  should ensure t hat  em ployees – including data owners, system 

users, data processing personnel, and security management  personnel – 
have the expert ise to carry out  their  inform at ion security responsibilit ies.  To 

accom plish this, the security program  should include:  
 

• j ob descript ions that  include the educat ion, experience, and 
expert ise needed;  

• periodic reassessm ent  of the adequacy of em ployees’ skills;   
• annual t raining requirem ents and professional developm ent  program s 

to help m ake certain em ployees’ skills, especially technical skills, are 

adequate and current ;  and 
• m onitor ing em ployee t raining and professional developm ent  

accom plishm ents. 
 

Crit ical Elem ent  SP- 4 :  I m plem ent  effect ive security- related 
personnel policies 
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3 .2   ACCESS CONTROLS ( AC)  
 

Access cont rols should provide reasonable assurance that  computer 
resources (data files, applicat ion program s, and com puter-related facilit ies 

and equipm ent )  are protected against  unauthorized m odificat ion, disclosure, 
loss, or impairment .  Such cont rols include physical cont rols, such as 

keeping com puters in locked room s to lim it  physical access, and logical 
cont rols, such as security software program s designed to prevent  or detect  

unauthor ized access to sensit ive files. 
 
I nadequate access cont rols dim inish the reliability of computerized data and 

increase the r isk of dest ruct ion or inappropriate disclosure of  data.  The 
following exam ples illust rate the potent ial consequences of such 

vulnerabilit ies. 
 

• By obtaining direct  access to data files, an individual could make 
unauthorized changes for personal gain or obtain sensit ive 

informat ion.  For example, a person could (1)  alter the address of a 
payee and thereby direct  a disbursem ent  to him self or herself,  (2)  
alter inventory quant it ies to conceal a theft  of assets, (3)  inadvertent ly 

or purposefully change a receivable balance, or (4)  obtain confident ial 
inform at ion about  business t ransact ions or individuals. 

 
• By obtaining access to applicat ion programs used to process 

t ransact ions, an individual could m ake unauthorized changes to these 
programs or int roduce malicious programs, which in turn could be 

used to access data files, result ing in situat ions sim ilar to those 
described above, or to process unauthorized t ransact ions. For 
example, a person could alter a payroll or payables program to 

inappropriately generate a check for himself or herself.  
 

• By obtaining access to computer facilit ies and equipment , an individual 
could (1)  obtain access to term inals or telecom m unicat ions equipm ent  

that  provide input  into the com puter, (2)  obtain access to confident ial 
or sensit ive inform at ion on m agnet ic or pr inted m edia, (3)  subst itute 

unauthorized data or programs, or (4)  steal or inflict  malicious damage 
on com puter equipm ent  and software. 
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An ent ity should inst itute policies and procedures for authorizing access to 

inform at ion resources and docum ent ing such authorizat ions.  These policies 
and procedures should cover user access needed for rout ine operat ions, 

em ergency access, and the sharing and disposit ion of data with individuals 
or groups outside the ent ity.  

 
AC- 2 .1 :  Resource ow ners have ident ified authorized users and their  

 access authorized 

 
The computer resource owner should ident ify the specific user or class of 

users that  are authorized to obtain direct  access to each resource for which 
he or she is responsible.  This process can be simplified by developing 

standard profiles, which describe access needs for groups of users with 
sim ilar dut ies, such as accounts payable clerks. 

 
Access may be perm it ted at  a file, record, or field level.  Files are composed 
of records, typically one for each item  or t ransact ion.  I ndividual records are 

com posed of fields that  contain specific data elem ents relat ing to each 
record.  Access authorizat ions should be docum ented on standard form s, 

m aintained on file, approved by senior m anagers, and securely t ransferred 
t o security managers.  Owners should periodically review access 

authorizat ion list ings and determ ine whether they remain appropriate.   
 

List ings of authorized users and their  specific access needs and any 
m odificat ions should be approved by an appropriate senior manager and 

CRI TI CAL ELEMENTS 
 

AC-1  Classify inform at ion resources according to their  cr it icality and 
sensit iv it y 

AC-2  Maintain a current  list  of authorized users and ensure that  their  
access is authorized 

AC-3  Establish physical and logical cont rols to prevent  and detect   

unauthorized access 
AC-4  Monitor access, invest igate apparent  security violat ions, and take 

appropriate remedial act ion 
 

Crit ical Elem ent  AC- 2  :  Maintain a  current  list  of authorized users  

and ensure that  their  access is authorized 
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direct ly com m unicated in writ ing by the resource owner to the security 
m anagem ent  funct ion. 

 
I t  is equally im portant  to not ify the security m anagem ent  funct ion 

im m ediately when an em ployee is term inated or, for som e other reason, is 
no longer authorized access to informat ion resources.   

 
 

 
 
 

 
The ent it y should have a cost -effect ive process for protect ing data files, 

applicat ion programs, and hardware through a combinat ion of physical and 
logical security cont rols.  Physical security involves rest r ict ing physical 

access to com puter resources, usually by lim it ing access to the buildings and 
rooms where they are housed, or by installing locks on computer term inals. 

However, physical cont rols alone cannot  ensure that  programs and data are 
protected.  For this reason, it  is im portant  to establish logical security 
cont rols that  protect  the integrity and confident iality of sensit ive files.  The 

security funct ion should be responsible for im plem ent ing and m aintaining 
both physical and logical cont rols based upon authorizat ions provided by the 

owners of the resources. 
 

AC- 3 .1 :  Adequate physical security controls have been im plem ented 
 

Physical security cont rols rest r ict  physical access to com puter resources and 
protect  them from  intent ional or unint ent ional loss or impairment .   
 

I n evaluat ing the effect iveness of physical security cont rols, the auditor 
should consider the effect iveness of the ent ity’s policies and pract ices for:  

 
• grant ing and discont inuing access authorizat ions, 

• cont rolling passkeys, 
• cont rolling ent ry during and after normal business hours, 

• cont rolling the deposit  and withdrawal of tapes and other storage m edia 
to and from the library,  

• handling em ergencies, 

• cont rolling reent ry after em ergencies;  and 
• establishing com pensatory cont rols when rest r ict ing physical access is not  

feasible, as is often the case with telecom m unicat ions lines. 
 

 

Crit ical Elem ent  AC- 3  :  Establish physical and logical controls to 
prevent  and detect  unauthorized access 
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3 .3   APPLI CATI ON SOFTW ARE DEVELOPMENT AND CHANGE  
   CONTROL ( CC)  

 
Applicat ion software is designed to support  a specific operat ion, such as 

payroll or loan account ing.  Typically several applicat ions may operate under 
one set  of operat ing system  software.  Cont rols over operat ing system  

software are discussed in Sect ion 3.4. 
 

Establishing cont rols over the modificat ions of applicat ion software programs 
helps to ensure that  only authorized program s and authorized m odificat ions 
are im plem ented.  This is accom plished by inst itut ing policies, procedures, 

and techniques that  help m ake sure all program s and program  m odificat ions 
are properly authorized, tested, and approved;  and that  access to and 

dist r ibut ion of program s is carefully cont rolled.  Without  proper cont rols, 
there is a r isk that  security features could be inadvertent ly or deliberately 

om it ted or “ turned off”  or that  processing irregularit ies or malicious code 
could be int roduced.  For example, 

 
• a knowledgeable programmer could surrept it iously modify program 

code to provide a means of bypassing cont rols to gain access to 

sensit ive data;  
• the wrong version of a program could be implemented, thereby 

perpetuat ing outdated or erroneous processing that  is assum ed to 
have been updated;  or 

• a virus could be int roduced, inadvertent ly or on purpose, that  disrupts 
processing. 

 
 
 

 
 

 
 

 
 

 
 
 

 
 

The processing features built  into applicat ion software should be authorized 
by the managers responsible for the agency program or operat ions that  the 

applicat ion supports.  This is because these are the m anagers responsible for 
seeing that  software support ing their  operat ions m eets their  needs and 

CRI TI CAL ELEMENTS 

 
CC-1  Authorize processing features and m odificat ions 

CC-2  Test  and approve all new and revised software 
CC-3  Cont rol software librar ies 

Crit ica l Elem ent  CC- 1  :  Authorize processing features and 
m odificat ions  
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produces reliable data and that  the operat ions are carr ied out  in accordance 
with applicable laws, regulat ions, and m anagem ent  policies.  For exam ple, 

the processing features associated with loan account ing software should be 
authorized by the loan program managers.  Such user or owner 

authorizat ion is needed when new systems are being developed, as well as 
when operat ional system s are being m odified. 

 
Author izat ion is the first  step in im plem ent ing the features or the changes 

that  have been decided on by the users, and the ent ity should have a 
process for obtaining, docum ent ing, and com m unicat ing such authorizat ions 
as part  of its system  developm ent  life cycle (SDLC)  m ethodology.  I f 

authorizat ion procedures have not  been developed or are not  followed, an 
individual m ight  be able to init iate program changes that  result  in erroneous 

processing or weakened access cont rols or edits built  into the software. 
 

CC- 1 .2 :  Authorizat ions for  softw are m odificat ions are docum ented 
 and m aintained 

 
Policies and procedures should be in place that  detail who can authorize a 
m odificat ion and how these authorizat ions are to be docum ented.  Generally 

the applicat ion users have the primary responsibility for authorizing systems 
changes.  However, users should be required to discuss their  proposed 

changes with systems developers to confirm  that  the change is feasible and 
cost  effect ive.  For this reason, an ent ity m ay require a senior system s 

developer to co-authorize a change. 
 

The use of standardized change request  form s helps ensure that  requests 
are clearly communicated and that  approvals are documented.  
Authorizat ion documentat ion should be maintained for at  least  as long as a 

system  is in operat ion in case quest ions ar ise regarding why or when system  
m odificat ions were m ade.  Authorizat ion docum ents may be maintained in 

either paper or elect ronic form  as long as their integrity is protected. 
 

3 .4   SYSTEM SOFTW ARE ( SS)  
 

System  software is a set  of program s designed to operate and cont rol the 
processing act ivit ies of computer equipment .  Generally, one set  of system  
software is used to support  and cont rol a variety of applicat ions that  m ay 

run on the sam e com puter hardware.  System  software helps cont rol and 
coordinate the input , processing, output , and data storage associated with 

all of the applicat ions that  run on a system.  Some system software can  
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change data and program  code on files without  leaving an audit  t rail.   The 
following are exam ples of system  software:  

 
• operat ing system ,  

• system  ut ilit ies, 
• program library,  

• f ile m aintenance, 
• security,  

• dat a communicat ions systems;  and 
• database m anagem ent  system s. 

 

Cont rols over access to and m odificat ion of system  software are essent ial in 
providing reasonable assurance that  operat ing system-based security 

cont rols are not  comprom ised and that  the system wil l not  be impaired.  
I nadequate cont rols in this area could lead to unauthorized individuals using 

system  software to circum vent  security cont rols to read, m odify, or delete 
cr it ical or sensit ive inform at ion and program s;  authorized users of the 

system  gaining unauthorized privileges to conduct  unauthorized act ions;  
and/ or system s software being used to circum vent  edits and other cont rols 
built  into applicat ion program s.  Such weaknesses seriously dim inish the 

reliabilit y of inform at ion produced by all of the applicat ions supported by the 
com puter system  and increase the r isk of fraud and sabotage.  System  

software programmers are often more technically qualified than other data 
processing personnel and, thus, have a greater ability to perform  

unauthor ized act ions if cont rols in this area are weak.  
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Modificat ions to system  software should be cont rolled so that  only author ized 
and properly tested changes are im plem ented.  I f system  software is not  

adequately cont rolled and tested, system  parameters m ay be inadequate to 
prevent  unauthorized changes to applicat ion program s or data.  

Furthermore, software malfunct ions during processing runs could result  in 
inaccurate or incom plete financial data.  Cont rols should provide that  all 

CRI TI CAL ELEMENTS 

 
SS-1  Lim it  access to system software 

SS-2  Monitor access to and use of system  software  
SS-3  Cont rol system  software changes  

Crit ical Elem ent  SS- 3 :  Cont rol system  softw are changes 
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changes are tested and approved and that  only approved system software is 
im plem ented. 

 
SS- 3 .2 :   I nsta llat ion of system  softw are is docum ented and review ed 

 
When possible, the installat ion of system  software changes and new versions 

or products should be scheduled to m inimize the im pact  on data processing 
operat ions, and an advance not ice should be provided to system  software 

users.  The actual installat ion should be logged to establish an audit  t rail and 
reviewed by data center management .  The m igrat ion of system software 
from  the test ing environm ent  to the product ion environm ent  should be done, 

after approval, by an independent  library cont rol group.  Outdated versions 
of system  software should be rem oved from  the product ion environm ent  to 

preclude their future use.  Some changes may be made specifically to 
correct  security or integrity vulnerabilit ies, while using outdated versions 

allows the ent ity ’s data and system s to rem ain exposed to these 
vulnerabilit ies. 

 
All vendor-supplied system  software should be supported by the vendor.  
Vendors often release new versions of system software products and may 

discont inue support  of earlier versions.  Enhancem ents and correct ions m ade 
to subsequent  versions of system  software will not  be available to ent it ies 

that  forgo acquir ing the latest  version.  All system software should have 
current  and complete documentat ion.  I nadequate documentat ion will hinder 

maintenance act ivit ies, part icular ly during emergency situat ions when  
in-house system s program m ers are at tem pt ing to restart  a f ailed system  

and vendor assistance is not  readily available. 
 

3 .5  SEGREGATI ON OF DUTI ES ( SD)  

 
Work responsibilit ies should be segregated so that  one individual does not  

cont rol all cr it ical stages of a process.  For example, while users may 
authorize program changes, programmers should not  be allowed to do so 

because they are not  the owners of the system  and do not  have the 
responsibilit y to see that  the system  m eets user needs.  Sim ilar ly, one 

com puter program m er should not  be allowed to independent ly write, test , 
and approve program  changes.  Often, segregat ion of dut ies is achieved by 
split t ing responsibilit ies between two or more organizat ional groups. 

Dividing dut ies am ong two or m ore individuals or groups dim inishes the 
likelihood that  errors and wrongful acts will go undetected because the 

act ivit ies of one group or individual will serve as a check on the act ivit ies of 
the other.  
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The first  steps in determ ining if dut ies are appropriately segregated are to 

analyze the ent ity ’s operat ions, ident ify incom pat ible dut ies, and assign 
these dut ies to different  organizat ional units or individuals.  Federal internal 
cont rol standards specify that  key dut ies and responsibilit ies for authorizing, 

processing, recording, and reviewing t ransact ions should be separated.  This 
concept  can also be applied to the author izat ion, test ing, and review of 

com puter program  changes. 
 

Segregat ing dut ies begins by establishing independent  organizat ional groups 
with defined funct ions, such as a payroll unit  responsible for preparing 

payroll t ransact ion input  and a data processing unit  responsible for 
processing input  prepared by other units.  Funct ions and related tasks 
perform ed by each unit  should be docum ented for the unit  and in staff job 

descr ipt ions and should be clearly com m unicated to personnel assigned the 
responsibilit ies. 

 
SD- 1 .1 :  I ncom pat ible dut ies have been ident ified and policies  

   im plem ented to segregate these dut ies 
 

Managem ent  should have analyzed operat ions and ident ified incom pat ible 
dut ies tha t  are then segregated through policies and organizat ional divisions.  
Although incompat ible dut ies may vary from  one ent ity to another, the 

following funct ions are generally perform ed by different  individuals:   
I nform at ion System s ( I S)  m anagem ent , system s design, applicat ion 

programming, systems programming, quality assurance/ test ing, library 
management / change management , computer operat ions, product ion cont rol 

and scheduling, data security, data adm inist rat ion, and network 
adm inist rat ion.   

 

CRI TI CAL ELEMENTS 
 

SD-1  Segregate incompat ible dut ies and establish related policies 
SD-2  Establish access cont rols to enforce segregat ion of dut ies 

SD-3  Cont rol personnel act ivit ies through form al operat ing procedures 
and supervision and review 

Crit ical Elem ent  SD- 1 :  Segregate incom pat ible dut ies and 
establish related policies 
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The following include exam ples of rest r ict ions that  are generally addressed in 
policies about  segregat ing dut ies and are achieved through organizat ional 

divisions and access cont rols. 
 

• Applicat ion users should not  have access to operat ing system or 
applicat ion software. 

• Programmers should not  be responsible for moving programs into 
product ion or have access to product ion librar ies or data. 

• Access to operat ing system documentat ion should be rest r icted to 
authorized system s program m ing personnel. 

• Access to applicat ion syst em documentat ion should be rest r icted to  

authorized applicat ions program m ing personnel. 
• Access to product ion software librar ies should be rest r icted to library 

m anagem ent  personnel. 
• Persons other than com puter operators should not  set  up or operate 

the product ion computer.  
• Only users, not  com puter staff, should be responsible for t ransact ion 

or iginat ion or correct ion and for init iat ing changes to applicat ion files. 
• Com puter operators should not  have access to program  librar ies or 

data files. 

 
Som e steps involved in processing a t ransact ion also need to be 

separated am ong different  individuals.  For exam ple, the following 
com binat ions of funct ions should not  be perform ed by a single individual. 

 
• Data ent ry and verificat ion of data,  

• Data ent ry and its reconci liat ion to output , 
• I nput  of t ransact ions for incom pat ible processing funct ions (e.g. , input  

of vendor invoices and purchasing and receiving inform at ion) ;  and 

• Data ent ry and supervisory authorizat ion funct ions (e.g. , authorizing a 
rejected t ransact ion to cont inue processing that  exceeds som e lim it  

requir ing a supervisor ’s review and approval) . 
 

Organizat ions with lim ited resources to segregate dut ies should have 
com pensat ing cont rols, such as supervisory review of t ransact ions 

performed. 
 
 

 
 

 
Cont rol over personnel act ivit ies requires form al operat ing procedures and 

act ive supervision and review of these act ivit ies.  This is especially relevant  

Crit ical E lem ent  SD- 3 :  Control personnel act ivit ies through form al 
operat ing procedures and supervision and review  
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for com puter operators.  I nadequacies in this area could allow m istakes to 
occur and go undetected, and facilitate unauthorized use of the computer.  

 
SD- 3 .1 :  Form al procedures guide personnel in perform ing their  

dut ies 
 

Detailed, writ ten inst ruct ions should exist  and be followed to guide 
personnel in perform ing their  dut ies.  These inst ruct ions are especially 

im portant  for computer operators.  For example, computer operator 
inst ruct ion m anuals should provide guidance on system  startup and shut  
down procedures, em ergency procedures, system  and job status report ing, 

and operator prohibited act ivit ies.  Applicat ion-specif ic manuals 
(com m only called “ run”  m anuals)  should provide addit ional inst ruct ions for 

operators specific to each applicat ion, such as inst ruct ions on job setup, 
console and error messages, job checkpoints, and restart  and recovery 

steps after system failures.  Operators should be prevented from  overr iding 
file label or equipm ent  error m essages. 

 
SD- 3 .2 :  Act ive supervision and review  are provided for  a ll personnel 

 

Supervision and review of personnel act ivit ies help make certain that  these 
act ivit ies are perf ormed in accordance with prescribed procedures, that  

m istakes are corrected, and that  the com puter is used only for authorized 
purposes.  To aid in this oversight , all com puter operator act iv it ies on the 

com puter system  should be recorded on an autom ated history log, which 
serves as an audit  t rail.   Supervisors should rout inely review this history log 

and invest igate any abnorm alit ies.  
 
3 .6   SERVI CE CONTI NUI TY ( SC)  
 

Losing the capabilit y to process, ret r ieve, and protect  inform at ion 

maintained elect ronically can significant ly affect  an agency’s abilit y to 
accomplish its m ission.  For this reason, an agency should have (1)  

procedures in place to protect  inform at ion resources and m inim ize the r isk of 
unplanned interrupt ions and (2)  a plan to recover cr it ical operat ions should 
interrupt ions occur.  These plans should consider the act ivit ies performed at  

general support  facilit ies, such as data processing centers and 
telecom m unicat ions facilit ies, as well as the act iv it ies perform ed by users of 

specif ic applicat ions.  To determ ine whether recovery plans will work as 
intended, they should be tested periodically in disaster simulat ion exercises. 
 

To m it igate service interrupt ions, it  is essent ial that  the related cont rols be 
understood and supported by m anagem ent  and staff throughout  the 
organizat ion.  Senior m anagem ent  com m itm ent  is especially im portant  to 
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ensure that  adequate resources are devoted to em ergency planning, 
t raining, and related test ing.  I n addit ion, all staff with service cont inuity 

responsibilit ies, such as staff responsible for backing up files, should be fully 
aware of the r isks of not  fulfilling these dut ies. 

 
 

 
 

 
 
 

 
 

 
 

 
 

 
 
 

At  m ost  ent it ies, the cont inuity of certain autom ated operat ions is m ore 
important  than others, and it  is not  cost -effect ive to provide the sam e level 

of cont inuity for all operat ions.  For this reason, it  is im portant  that  
m anagem ent  analyze data and operat ions to determ ine which are the m ost  

cr it ical and what  resources are needed to recover and support  them.  This is 
t he f irst  step in determ ining which resources merit  the greatest  protect ion 

and what  cont ingency plans need to be made.  
 

SC- 1 .2 :  Resources support ing cr it ical operat ions are ident ified 

 
Once cr it ical data and operat ions have been determ ined, the m inim um  

resources needed to support  them  should be ident ified and their  role 
analyzed.  The resources considered include com puter resources, such as 

com puter hardware, software, and data files;  com puter supplies, including 
paper stock and preprinted forms;  telecommunicat ions services;  and any 

other resources that  are necessary to the operat ion, such as people, office 
facilit ies and supplies, and noncomputerized records.  For example, an 
analysis should be performed to ident ify the maximum number of disk drives 

needed at  one t im e and the specific requirem ents for telecom m unicat ions 
lines and devices. 

 
Because essent ial resources are likely to be held or managed by a variety of 

groups within an organizat ion, it  is im portant  that  program  and inform at ion 

CRI TI CAL ELEMENTS 

 
SC- 1  Assess the cr it icality and sensit iv ity of com puterized operat ions and 

ident ify support ing resources  
SC- 2  Take steps to prevent  and m inim ize potent ial damage and 

interrupt ion 

SC- 3  Develop and docum ent  a com prehensive cont ingency plan 
SC- 4  Test  the cont ingency plan periodically and adjust  it  as appropriate 

Crit ical Elem ent  SC- 1 :  Assess the cr it icality and sensit ivity of 
com pute r ized operat ions and ident ify support ing resources 
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security ( I S)  support  staff work together to ident ify the resources for cr it ical 
operat ions.  
 
 

 
 
 

There are a number of steps that  an organizat ion should take to prevent  or 
m inim ize the dam age to autom ated operat ions that  can occur from  

unexpected events.  These can be categorized as follows:  
 

• rout inely duplicat ing or backing up data files, computer programs, and 
crit ical documents with off -site storage;  

• installing environm ental cont rols, such as fire suppression system s or 
backup power supplies;   

• arranging for rem ote backup facilit ies that  can be used if the ent ity ’s 

usual facilit ies are damaged beyond use;  and 
• ensuring that  staff and other users of the system  understand their  

responsibilit ies in case of em ergencies. 
 

Taking such steps, especially im plem ent ing thorough backup procedures and 
installing environm ental cont rols, are generally inexpensive ways to prevent  

relat ively m inor problem s from  becom ing cost ly disasters.  I n part icular, an 
ent ity should maintain an ability to restore data files, which may be 
impossible to recreate if lost .  I n addit ion, effect ive m aintenance, problem  

m anagem ent , and change m anagem ent  for hardware equipm ent  will help 
prevent  unexpected interrupt ions. 

 
SC- 2 .1 :  Data  and program  backup procedures have been 

im plem ented 
 

Rout inely copying data files and software and securely stor ing these files at  
a remote locat ion are usually the most  cost -effect ive act ions that  an ent ity 
can take to m it igate service interrupt ions.  Although equipment  can often be 

readily replaced, the cost  could be significant , and reconst ruct ing 
computerized data files and replacing software can be ext remely cost ly and 

t im e-consum ing.  Somet imes, reconst ruct ion of data files may be virtually 
impossible.  I n addit ion to the direct  costs of reconst ruct ing files and 

obtaining software, the related service interrupt ions could lead to significant  
financial losses. 

 
A program should be in place for regularly backing up computer files, 
including m aster files, t ransact ion files, applicat ion program s, system s 

software, and database software, and storing these backup copies securely 

Crit ical Elem ent  SC- 2 :  Take steps to prevent  and m inim ize 
potent ia l dam age and interrupt ion 
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at  an off-site locat ion.  Although choosing a backup storage locat ion is a 
m at ter of judgm ent , the backup locat ion should be far enough away from  

the primary locat ion that  it  will not  be impaired by the same events, such as 
fires, storms, and elect r ical power outages.  I n addit ion, it  should be 

protected from  unauthorized access and from  environm ental hazards, such 
as fires and power outages. 

 
SC- 2 .3 :  Staff have been t rained to respond to em ergencies  

   
Staff should be t rained in and aware of their  responsibilit ies in prevent ing, 
m it igat ing, and responding to emergency situat ions.  For example, data 

center staff should receive periodic t raining in emergency fire, water, and 
alarm  incident  procedures as well as their responsibilit ies in start ing up and 

running an alternate data processing site.  Also, if outside users are cr it ical 
to the ent ity’s operat ions, they should be inform ed of the steps they m ay 

have to take as a result  of an em ergency.  
 

Generally, inform at ion on emergency procedures and responsibilit ies can be 
provided through t raining sessions and by dist r ibut ing writ ten policies and 
procedures.  Training sessions should be held at  least  once a year and 

whenever changes to em ergency plans are m ade. 
 

Also, if st aff could be required to relocate or significant ly alter their 
com m ut ing rout ine in order to operate an alternate site in an em ergency, it  

is advisable for an ent ity to incorporate into the cont ingency plan steps for 
arranging lodging and meals or any othe r facilit ies or services that  may be 

needed to accom m odate the essent ial hum an resources. 
 
 

 
 

 
Test ing cont ingency plans is essent ial to determ ine whether they will 

funct ion as intended in an em ergency situat ion.  According to OMB, federal 
m anagers have reported that  test ing revealed im portant  weaknesses in their  

plans, such as backup facilit ies that  could not  adequately replicate cr it ical 
operat ions as ant icipated.  Through the test ing process, these plans were 
substant ially im proved. 

 
The m ost  useful tests involve sim ulat ing a disaster situat ion to test  overall 

service cont inuity.  Such a test  would include test ing whether the alternat ive 
data processing site will funct ion as intended and whether cr it ical computer 

data and programs recovered from off-sit e storage are accessible and 
current .  I n execut ing the plan, m anagers will be able to ident ify weaknesses 

Crit ical Elem ent  SC- 4 :  Periodically test  the cont ingency plan and 
adjust  it  as appropriate  
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and make changes accordingly.  Moreover, tests will assess how well 
em ployees have been t rained to carry out  their  roles and responsibilit ies in a 

disaster situat ion. 
 

SC- 4 .1 :  The plan is per iodically tested 
 

The frequency of cont ingency plan test ing will vary depending on the 
crit icality of the ent ity’s operat ions.  Generally, cont ingency plans for very 

cr it ical funct ions should be fully tested about  once every year or two, 
whenever significant  changes to the plan have been m ade, or when 
significant  turnover of key people has occurred.  I t  is important  for top 

m anagem ent  to assess the r isk of cont ingency plan problem s and develop 
and docum ent  a policy on the frequency and extent  of such test ing. 
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GENERAL ACCOUNTI NG OFFI CE 
FEDERAL I NFORMATI ON SYSTEM CONTROLS AUDI T MANUAL 

 

APPLI CATI ON CONTROLS REVI EW  GUI DELI NES  

 
The general cont rols guidelines used for this audit  were obtained from  
Chapter 4, “Evaluat ing and Test ing Applicat ion Cont rols,”  of the GAO’s 

FI SCAM.  The inform at ion below represents only those sect ions from  the 
FI SCAM that  serve as the basis for the vulnerabilit ies ident ified during our 

review of the Prisoner Tracking System.18   
 

4 .0  OVERVI EW  
 
Applicat ion cont rols are the st ructure, policies, and procedures that  
apply to separate, individual applicat ion system s, such as accounts 

payable, inventory, payroll,  grants, or loans.  An applicat ion system  is 
typically a collect ion or group of individual com puter program s that  

relate to a com m on funct ion.  I n the federal governm ent , som e 

applicat ions m ay be com plex com prehensive system s, involving 
numerous computer programs and organizat ional units, such as those 

associated with benefit  paym ent  system s.  For the purposes of this 
document , applicat ion cont rols encompass both the rout ines contained 

within the com puter program  code, and the policies and procedures 

associated with user act ivit ies, such as manual measures performed by 
the user to determ ine that  data were processed accurately by the 

computer.  
 

Applicat ion cont rols help make certain that  t ransact ions are valid, properly 

authorized, and completely and accurately processed by the computer.  They 
are commonly categorized into three phases of a processing cycle:  

 

• input  –  dat a are authorized, converted to an autom ated form , and 

entered into the applicat ion in an accurate, com plete, and t im ely m anner;  
• processing –  data are proper ly processed by the com puter and files are 

updated correct ly;  and 
• output  –  f iles  and reports generated by the applicat ion actually occur 

and accurately reflect  the results of processing, and reports are cont rolled 
and dist r ibuted to the authorized users. 

                                                 
1 8   The areas from  the FI SCAM selected for inclusion in this report  have been 

paraphrased. 
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Some guides provide addit ional categories of applicat ion cont rols.  For 

exam ple, data or iginat ion is a breakout  of input  it  cont rols to focus on source 
docum ents and their  need for authorizat ion and proper preparat ion and 

cont rol.  Also, data storage and ret r ieval focuses on access to and use of 
data files and protect ing their  integrity.  

 

I nstead of using the phases of a processing cycle, this document  uses 
cont rol categories that  bet ter t ie-in with the Specific Cont rol Evaluat ion 

Worksheets (SCE)  found in the Financial Audit  Manual.  The SCE is used to 
docum ent  the cont rols evaluat ion and is prepared for each significant  

account ing applicat ion.  I ncluded on the SCE are colum ns for recording the 

cont rol object ives and cont rol techniques being evaluated, and accuracy 
including whether the assert ion and related t ransact ions are authorized, 

com plete, valid, and accurate.  The cont rol object ives and techniques 
addressed in this chapter are consistent  with other guidance, but  our 

categorizat ion, tying to the SCE, are the following:  

 

• Authorizat ion controls –  This is m ost  closely aligned with the financial 

statement  account ing assert ion of existence or occurrence.  This 
assert ion, in part , concerns the validity of t ransact ions and ensures that  

they represent  econom ic events that  actually occurred during a given 
per iod. 

 

• Com pleteness controls –  This direct ly relates to the financial statem ent  
account ing assert ion on com pleteness, which deals with whether all valid 

t ransact ions are recorded and properly classified. 
 

• Accuracy controls –  This m ost  direct ly relates with the financial 

statement  assert ion on valuat ion or allocat ion.  This assert ion deals with 
whether t ransact ions are recorded at  correct  amounts.  The cont rol 

category, however, is not  lim ited to financial informat ion, but  also 
addresses the accuracy of other data elem ents.  

 
• Controls over integrity of processing and data files –  These 

cont rols, if deficient , could nullify each of the above cont rol types and 
allow the occurrence of unauthorized t ransact ions, as well as cont r ibute 
to incom plete and inaccurate data. 
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4 .1  AUTHORI ZATI ON CONTROLS ( AN)  
 

Only authorized t ransact ions should be entered into the applicat ion system  

and processed by the com puter.   

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 
 

Data should be authorized before it  is entered into the applicat ion system .  
Federal financial m anagem ent  system s are often character ized as large 

com plex ‘legacy’ system s and often involve a m ult itude of docum ents that  
flow through various work steps.  Paper source docum ents st ill play a 

significant  role for or iginat ing data that  enter applicat ion system s in the 
federal government .  These source documents should fall under cont rol 

m easures so that  unauthorized t ransact ions are not  subm it ted to and 
processed by the applicat ion.  Also, data – whether from a source document  
or not  – should undergo an independent  or supervisory review prior to 

enter ing the applicat ion. 
 

AN- 1 .1  Source docum ents are controlled and require authorizing 
signatures 

 
Cont rol over source docum ents should begin even before data is recorded on 

the document .  Access rest r ict ions over blank source documents should 

prevent  unauthorized personnel from  obtaining a blank source document , 
recording unauthorized inform at ion, and insert ing the docum ent  in the flow 

with authorized docum ents and possibly causing a fraudulent  or m alicious 
t ransact ion to occur.  Use of pre-numbered source documents could help 

ident ify unauthorized docum ents that  fall outside the range of authorized 

numbers for documents being prepared for data ent ry.  
 

Crit ical Elem ents 
 
AN-1 All data are authorized before enter ing the applicat ion system  

AN-2 Rest r ict  data ent ry term inals to authorized users for authorized 
purposes  

AN-3 Master files and except ion report ing help ensure all data are 
processed and are authorized  

Crit ica l Elem ent  AN- 1 :  All data  are authorized before enter ing the 
applicat ion system 



 

 
 

70 

Key source docum ents for an applicat ion should require an authorizing 

signature, and the docum ent  should provide space for the signature by an 
author ized official.  

 
AN- 1 .2  Supervisory or  independent  review s of data occur before 

entering the applicat ion system .  

 
Providing supervisory or independent  review of data before enter ing the 

applicat ion system  helps prevent  the occurrence of unauthorized 
t ransact ions.  A data cont rol unit  is effect ive for this purpose and this 

funct ion has evolved as technology has advanced.  With earlier system s, 

source docum ents were batched in the user departm ent  and sent  to a data 
cont rol unit  that  was organizat ionally under the inform at ion system s 

departm ent .  This unit  m onitored data ent ry and processing of the 
documents, seeing that  all batches were received, entered, and processed 

com pletely.  I n addit ion, personnel in this unit  ver ified that  each source 

docum ent  was properly prepared and authorized before the data on the 
document  was entered into the system.  

 
This funct ion has m igrated to the user departm ent  as it  gained access to 

applicat ion system s through computer term inals.  Several or more personnel 

in the user departm ent  m ay now enter source docum ents into a t ransact ion 
file that  is not  released for processing unt il a supervisory or independent  

review occurs.  A user department  cont rol unit  may have the responsibility 
to see that  entered t ransact ions are supported by a source docum ent  that  

contains a valid authorizing signature.  Also, supervisors in the user 

departm ent  m ay hold this responsibilit y.  These applicat ion system s m ay 
have a separate author izat ion screen accessed by computer term inal, by 

cont rol unit , or by supervisory personnel.  After verifying the input  
t ransact ions, the cont rol unit  or supervisory personnel enter the required 

authorizat ion and release the data for further processing. 

 
 

 
 

 

 
The integrity of applicat ion data can be comprom ised by unauthorized 
personnel who have unrest r icted access to data ent ry term inals, as well as 

by authorized users who are not  rest r icted in what  t ransact ions they can 
enter.  Without  lim its, unauthor ized personnel and authorized users could 

enter fraudulent  or malicious t ransact ions.  To counter this r isk, both 
physical and logical cont rols are needed to rest r ict  data ent ry term inals to 

authorized users for authorized purposes.   

Crit ica l Elem ent  AN- 2 :  Rest r ict  data  ent ry term inals to authorized 
users for  authorized purposes  
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AN- 2 .1   Data entry term inals are secured and rest r icted to author ized 
  users 

 
Data ent ry term inals should be located in physically secure room s.  When 

term inals are not  in use, these room s should be locked, or the term inals 

them selves should be capable of being secured to prevent  unauthorized use.  
Supervisors should sign on to each term inal device, or authorize term inal 

usage from  a program  file server, before an operator can sign on to begin 
work for the day.  Each operator should be required to use a unique 

password and ident if icat ion code before being granted access to the system.  

 
Data ent ry term inals should be connected to the system only during 

specified periods of the day, which corresponds with the business hours of 
the data ent ry personnel.  Each term inal should autom at ically disconnect  

from  the system  when not  used after a specified period of t im e. 

 
Where dial-up access is used to connect  term inals to the system , connect ion 

should not  be com pleted unt il the system  calls back to the term inal.  These 
term inals should generate a unique ident ifier code for computer verificat ion.  

Such procedures help lim it  access to known, authorized term inals. 

 
On- line access logs should be m aintained by the system , for exam ple, 

through the use of security software, and should be reviewed regular ly for 
unauthorized access at tem pts.  All t ransact ions should be logged as they are 

entered, along with the term inal I D that  was used, and the I D of the person 

entering the data.  This builds an audit  t rail and helps hold personnel 
accountable for the data they enter.  

 
 
4 .2  COMPLETENESS CONTROLS ( CP)  
 
All authorized t ransact ions should be entered into and com pletely processed 

by the computer.   

 

 

 

 

 

 

 

Crit ical Elem ents 
 

CP-1 All authorized t ransact ions are entered into and processed by the 
com puter  

CP-2 Reconciliat ions are performed to verify data completeness 
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A cont rol for com pleteness is one of the m ost  basic applicat ion cont rols, but  
is essent ial to ensure that  all t ransact ions are processed, and m issing or 

duplicate t ransact ions are ident ified.  The most  commonly encountered 
cont rols for com pleteness include the use of record counts and cont rol totals, 

computer sequence checking, computer matching of  t ransact ion data with 

data in a master or suspense file, and checking of reports for t ransact ion 
data.  

 
CP- 1 .2   Com puter sequence checking 

 

This cont rol begins by providing each t ransact ion with a unique sequent ial 
number.  Some t ransact ions originate on source documents with 

preassigned serial num bers.  This num ber should be entered into the 
com puter along with the other data on the t ransact ion.  The com puter can 

ident ify numbers m issing from the sequence and provide a report  of those 

num bers.  The m issing num bers should be invest igated to determ ine 
whether they are num bers for voided source docum ents, or are valid 

docum ents that  m ay have been lost  or m isplaced. 
 

For t ransact ions not  on source documents with preassigned serial numbers, 

the com puter can assign a unique sequent ial num ber as the data is entered.  
At  a later point  in processing, such as when t ransact ion data updates a 

master file, the computer can verify that  all numbers are accounted for.  
Again, m issing numbers are reported for invest igat ion. 

 

Sequence checking is also valuable in ident ifying duplicate t ransact ions.  For 
exam ple, two t ransact ions with the sam e preassigned serial num ber for a 

source docum ent  would indicate that  the t ransact ion had been erroneously 
entered a second t im e.  As another exam ple, a file of sequent ial num bers for 

purchase orders could help prevent  paying for the purchase more than once.  

After the purchased goods and vendor’s bill are received, a payment  
t ransact ion with the purchase order num ber would be m atched with the f ile 

containing all purchase order numbers, and an indicator for the payment  
would be recorded on the file for that  purchase.  The payment  indicator 

would cause following paym ent  t ransact ions for the sam e purchase order to 

be rejected and reported for invest igat ion. 
 

Crit ical Elem ent  CP- 1 :  All authorized t ransact ions are entered into 
and processed by the com puter 
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4 .3  ACCURACY CONTROLS ( AY)  
 

The recording of valid and accurate data into an applicat ion system  is 
essent ial to provide for an effect ive system  that  produces reliable results.   

 
 

 
 

 
 
 

 
 

 
 

 
 

 
Transact ions detected with errors need to be cont rolled to ensure that  they 

are corrected and reentered in a t imely manner.  During data ent ry, 
part icular ly with m ore m odern system s, an error can be ident ified and 

corrected at  the data ent ry term inal.  With errors ident ified during the data 
processing cycle, however, a break generally has been made from the data 

ent ry term inal.  Therefore, errors ident ified cannot  be com m unicated in a 

real- t im e m ode back to personnel enter ing the data for im m ediate 
correct ion.  An autom ated error suspense file is an essent ial elem ent  to 

cont rolling these data errors, and the errors need to be effect ively reported 
back to the user departm ent  for invest igat ion and correct ion. 

 

AY- 3 .2 Erroneous data  are reported back to the user  departm ent  for  
invest igat ion and correct ion 

 
System s that  allow user groups to enter data at  a com puter term inal often 

allow data to be edited as it  is entered,  and generally the system s allow 

im m ediate correct ion of errors as they are ident ified.  Error m essages should 
clearly indicate what  the error is and what  correct ive act ion is necessary.  

Errors ident ified at  a later point  in processing should be reported to the user 
or iginat ing the t ransact ion for correct ion. 

 

Some systems may use error reports to communicate to the user 
department  the reject ed t ransact ions in need of correct ion.  More modern 

system s will provide user departm ents’ access to a file containing erroneous 
t ransact ions.  Using a computer term inal, users can init iate correct ive 

act ions.  Again, error m essages should clearly indicate what  the error is and 

CRI TI CAL ELEMENTS 
 
AY-1 Data ent ry design features cont r ibute to data accuracy 

AY-2 Data validat ion and edit ing are perform ed to ident ify erroneous data 
AY-3 Erroneous data are captured, reported, invest igated, and corrected  

AY-4 Output  reports are reviewed to help maintain data accuracy and 
validit y 

Crit ical Elem ent  AY- 3 :  Erroneous data  are captured, reported, 
invest igated, and corrected 
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what  correct ive act ion is necessary.  The user responsible for or iginat ing the 

t ransact ion should be responsible for correct ing the error.  All correct ions 
should be reviewed and approved by supervisors before being reentered into 

t he system, or released for processing if corrected from  a computer 
term inal.  

 

 
 

 
 

 

Output  can be in several form s, including pr inted reports, data accessible 
on- line by users, and computer files that  will be used in a later processing 

cycle, or by other programs in the applicat ion.  Output  should be reviewed 
and cont rol informat ion should be reconciled to determ ine whether errors 

occurred during processing.  Various reports are typically produced by 

applicat ion system s that , if reviewed, help m aintain the data’s accuracy and 
validity.  Product ion and dist r ibut ion of these reports need to be cont rolled, 

and to be effect ive, they need to be reviewed by user department  personnel. 
 

AY- 4 .1 Control output  product ion and dist r ibut ion 
 
Som eone should be assigned responsibilit ies for seeing that  all outputs are 
produced and dist r ibuted in accordance with the requirem ents and design of 

the applicat ion system .  I n larger organizat ions with m ainfram e com puter 

environm ents, this responsibilit y is typically assigned as part  of the 
responsibilit ies of a data cont rol group, which falls within the inform at ion 

system s departm ent .  This group, or som e alternat ive, should m aintain a 
schedule by applicat ion that  shows the output  products produced, when they 

should be completed, whom the recipients are, the copies needed, and when 

they are to be dist r ibuted.  The group should review output  products for 
general acceptability and reconcile cont rol informat ion to determ ine the 

com pleteness of processing. 
 

Pr inted reports should contain proper ident ificat ion, including a t it le page 

with the report  name, t ime and date of product ion, and the processing 
period covered by the report .  Reports should also have an “end-of- report ”  

m essage to posit ively indicate the end of a report .  A report  m ay have pages 
m issing at  the end of the report , which m ay go undetected without  this type 

of message.  Cont rols and procedures are needed to ensure the proper 

dist r ibut ion of output  to authorized users.  Without  cont rol over dist r ibut ion, 
users may not  receive needed output  in a t im ely m anner, and unauthorized 

persons m ay gain access to output  containing privacy or sensit ive 
inform at ion.  Each output  should be logged, m anually if not  done 

Crit ical Elem ent  AY- 4 :  Output  reports are review ed to help 
m aintain data accuracy and validity 
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autom at ically, along with the recipients of the output , including outputs that  

are t ransm it ted to a user’s term inal device.  For these t ransm issions, the 
com puter system  should autom at ically check the output  m essage before 

displaying, writ ing, or pr int ing to m ake sure the output  has not  reached the 
wrong term inal device.  I n the user department , outputs t ransm it ted should 

be sum m arized daily and pr inted for each term inal device, and reviewed by 

supervisors. 
 

Occasionally, errors m ay be ident ified in output  products requir ing correct ive 
act ion, including possibly rerunning applicat ion program s to produce the 

correct  product .  A cont rol log of output  product  errors should be 

m aintained, including the correct ive act ions taken.  Output  from  reruns 
should be subjected to the sam e quality review as the or iginal output . 

 

 

4 .4  CON TROLS OVER I NTEGRI TY OF PROCESSI NG AND DATA FI LES 

 

Exam ples of item s to cover: 

 

• Procedures ensure that  the current  versions of product ion 
program s and data files are used during processing. 

 
• Programs include rout ines to verify that  the proper version of the 

com puter file is used during processing. 

 
• Programs include rout ines for checking internal file header labels 

before processing. 
 

• The applicat ion protects against  concurrent  file updates. 
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GENERAL ACCOUNTI NG OFFI CE 
ASSESSI NG THE RELI ABI LI TY OF COMPUTER- PROCESSED DATA 

 

DATA I NTEGRI TY ASSESSMENT GUI DELI NES 

 
Data reliabilit y refers to the accuracy and com pleteness of  

com puter-processed data, given the intended purposes for use. 
Com puter-processed data include data (1)  entered into a com puter 

system  and (2)  result ing from  computer processing.  Computer-processed 
data can vary in form – from  elect ronic files to tables in published 
reports. The definit ion of com puter-processed data is therefore broad.  I n 

this guidance, the term  data always refers to comput er-processed data. 
 

The “Yellow Book”  requires that  a data reliabilit y assessm ent  be 
performed for all data used as support  for engagement  findings, 

conclusions, or recom m endat ions.19  This guidance will help you to design 
a data reliabilit y assessm ent  appropriate for the purposes of the 

engagem ent  and then to evaluate the results of the assessm ent . 
 
Data are reliable when they are (1)  com plete ( they contain all of  

the data elem ents and records needed for the engagem ent )  and (2)  
accurate ( they reflect  the data entered at  the source or, if available, in 

the source docum ents) .  20, 21  A subcategory of accuracy is consistency. 
Consistency refers to the need to obtain and use data that  are clear and 

well -defined enough to yield sim ilar results in sim ilar analyses.  For 
exam ple, if data are entered at  m ult iple sites, inconsistent  interpretat ion 

of data rules can lead to data that , taken as a whole, are unreliable. 
Reliabilit y also m eans that  for any com puter processing of the data 
elements used, the results are reasonably complete and accurate, meet  

your intended purposes, and are not  subject  to inappropriate alterat ion. 
 
 

 

                                                 
1 9  The GAO’s “Governm ent  Audit ing Standards,”  2003 Revision, com m only  

referred to as the “Yellow Book”  sets for th generally  accepted governm ent  audit ing 

standards for  use by governm ent  auditors.  
 

2 0  A data elem ent  is a unit  of inform at ion with definable param eters ( for  exam ple, 
a social secur it y num ber) ,  som et im es referred to as a data variable  or data field.  

 
2 1  Source docum ent .   I nform at ion that  is the basis for  ent ry of data into a  

com puter.    
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ACRONYMS AND ABBREVI ATI ONS 

 
ABS  Autom ated Booking Stat ion 

BOP     Federal Bureau of Pr isons 
CSSO    Com puter System s Security Officer 

D/ AZ     Dist r ict  of Arizona 
DBMS     Database Managem ent  System  

DC/ DC    Dist r ict  Court  for the Dist r ict  of Colum bia 
Departm ent  Departm ent  of Just ice  
DO     Dist r ict  Office 

DOB     Date of Bir th 
E/ PA     Eastern Dist r ict  of Pennsylvania 

E/ VA      Eastern Dist r ict  of Virginia 
FBI      Federal Bureau of I nvest igat ion 

FD- 1 2 9     FBI  Fingerprint  Cards 
FI SCAM     Federal I nform at ion System  Cont rols Audit  Manual  

FI SMA    Federal I nform at ion Security Managem ent  Act  
GAO      General Account ing Office  
J& C      Judgm ent  and Com m itm ent  Order 

MNet      Marshals Network 
N/ I L     Northern Dist r ict  of I llinois 

NI ST     Nat ional I nst itute of Standards and Technology 
OI G     Office of the I nspector General  

OMB     Office of Management  and Budget  
PTS     Pr isoner Tracking System 

PSD      Pr isoner Services Division 
SDLC     Software Development  Life Cycle 
S/ FL     Southern Dist r ict  of Florida 

S/ NY     Southern Dist r ict  of New York   
SP       Special Publicat ion 

S/ TX     Southern Dist r ict  of Texas 
SSN      Social Security Num ber 

U.S.C.    United States Code 
USERI D     User ident if icat ion 

USM      United States Marshals 
USM- 5 5 2 / 5 5 3  Medical Sum m ary of Federal Prisoner/ Alien in Transit   
USMS     United States Marshals Service 

USM- 129  United States Marshals Service-129 Prisoner I ntake Form   
USM- 312  United States Marshals Service-312 Personal History Form  

W T- J/ C Wait ing Judgm ent  and Com m itm ent  Order 
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GENERAL CONTROLS CRI TERI A 

 
 

1.  Privacy Act  of 1974, Public Law 93-579 
 

2.  Computer Fraud & Abuse Act  of 1986, as amended, Public Law 99-474 
 
3.  Com puter Security Act  of 1987, Public Law 100-235 

 
4.  Paperwork Reduct ion Act  of 1978, as amended in 1995, U.S. Code 44 

Chapter 35 
 

5.  OMB Circular A-130, “Management  of Federal I nformat ion Resources,”  
Sect ion 6, “Definit ions”  and Sect ion 8, “Policy”   

 
6.  OMB Circular A-130, Appendix I I I ,  “Security of Federal Automated 

I nformat ion Resources,”  Sect ion A, “Requirements”  and B, “Descript ive 

I nform at ion”   
 

7.  The GAO’s Federal I nform at ion System  Cont rols Audit  Manual,  
Chapter 3, “Evaluat ing and Test ing General Cont rols” 

 
8.  Departm ent  of Just ice Order 2640.2E, I nform at ion Technology Security, 

Chapter 1, “Security Program Management”  and Chapter 2, “Security 
Requirem ents” 

 

9.  Nat ional I nst itute of Standards and Technology, Special Publicat ion 
800-12, “An I nt roduct ion to Com puter Security:  The NI ST Handbook”  

 
10. Nat ional I nst itute of Standards and Technology, Special Publicat ion 

800-18, “Guide for Developing Security Plans for I nformat ion 
Technology System s” 

 
11. Nat ional I nst itute of Standards and Technology, Special Publicat ion 

800-34, “Cont ingency Planning Guide for I nformat ion Technology 

System s” 
 

12. Nat ional I nst itute of Standards and Technology, Special Publicat ion 
800-40 

 
13. Nat ional I nst itute of Standards and Technology, Federal I nform at ion 

Processing Standards Publicat ion 73, Sect ion 3.1.1 
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APPLI CATI ON CONTROLS CRI TERI A 
 

1.  The GAO’s Federal I nform at ion System  Cont rols Audit  Manual,  
Chapter 4, “Evaluat ing and Test ing Applicat ion Cont rols” 

 
2.  Departm ent  of Just ice Order 2640.2E, I nform at ion Technology 

Security, Chapter 2, “Security Requirements,”  Sect ion 16, “Access 
Cont rol; ”  18.h., “Accountability and Audit  Trails; ”  23, “Assignment  

and Segregat ion of Dut ies”    
 
3.  OMB Circular A-130, “Management  of Federal I nformat ion 

Resources,”  Sect ion 6, “Definit ions”  and Sect ion 8, “Policy”  
 

4.  OMB Circular A-130, Appendix I II ,  “Security of Federal Autom ated 
I nformat ion Resources,”  Sect ion A.3.b.2., “Applicat ion Security 

Plan”  and B.b.2.g., “Public Access Cont rols” 
 

5.  OMB Circular A-130, Appendix I V, “Analysis of Key Sect ions,”  
Analysis, Sect ion 8a(4) , “Records Managem ent ”  and “Training”  

 

6.  Nat ional I nst itute of Standards and Technology, Special Publicat ion 
800-12, “An I nt roduct ion to Computer Security:  The NI ST 

Handbook,”  Chapter 4, “Common Threats,”  1.  “Errors and 
Om issions” 

 
7.  Nat ional I nst itute of Standards and Technology, Special Publicat ion 

800-18, “Guide for Developing Security Plans for I nformat ion 
Technology System s” 

 

8.  Nat ional I nst itute of Standards and Technology, Special Publicat ion 
800-53, “Recommended Security Cont rols,”  SI -2.b “Personnel 

Supervision; ”  SI -5.e.MP-1e, “Media Access; ”  and SI -5.e, 
“Validat ion of Mission Processing, Output ” 

 
9.  Nat ional I nst itute of Standards and Technology, Special Publicat ion 

800-64, “Security Considerat ions in the I nform at ion System  
Development  Life Cycle,”  B.10.3, “Audit ing”  

 

10. Nat ional I nst itute of Standards and Technology, Federal 
I nform at ion Processing Standards Publicat ion 73, Sect ion 3.1, 

“Data Validat ion”  
 

11. The USMS’s Prisoner Tracking System Cont ingency Plan, Version 
1.08, dated June 2003
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12. The USMS’s “Cellblock Operat ions”  Direct ive 99-47, “Prisoner 

Tracking System (PTS)  and Appendix B – “Records to be 
Maintained in the USM-123 File”   

 
13. The USMS’s “Prisoner Tracking System User Manual,”  dated June 

2003 
 

14. The USMS’s “PTS System Security Guide,”  dated June 2003 
 

15. The “USMS System Security Plan for the Prisoner Tracking System 

(PTS) / USMS Automated Booking Stat ion (USMS-ABS) ,”  Version 1.05, 
dated June 2003 

 
16. The USMS’s Security Evaluat ion Report  dated June 2003 
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DATA I NTEGRI TY ASSESSMENT CRI TERI A 
 

 
1.  “Assessing the Reliabilit y of Com puter-Processed Data,”   

GAO-03-273G, October 2002 
 

2.  Nat ional I nst itute of Standards and Technology, Special Publicat ion 
800-12, “An I nt roduct ion to Computer Security:  The NI ST 

Handbook,”  1.4, “ I mportant  Term inology”  
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OI G Note:  Addit ional at tachm ents to the consolidated response were 
too volum inous to incorporate into this report .  The at tachm ents m ay 

be obtained by contact ing the United States Marshals Service. 
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APPENDI X 1 3 
 

OFFI CE OF THE I NSPECTOR GENERAL, AUDI T DI VI SI ON,  
ANALYSI S AND SUMMARY OF ACTI ONS NECESSARY 

TO CLOSE THE REPORT  
 

The USMS’s response to the audit  (Appendix 12)  describes the 
act ions taken or plans for implement ing our recommendat ions.  I n 

some cases, we made revisions to our final report  where appropriate.  
This appendix sum m arizes our response and the act ions necessary to 
close the report .  I n addit ion to responding to the recommendat ions 

the USMS stated in the second paragraph of the cover m em orandum  
“For purposes of accuracy, please note that  Page 1 of the report  

includes dollar figures ascribed to PTS, with Footnote 7 report ing these 
figures to be derived from  budget  requests subm it ted to OMB and 

JMD.  These figures are not  consistent  with what  USMS has subm it ted 
through the budget  process.  We are at  OI G’s disposal to discuss the 

figures reported and provide the inform at ion we believe to be 
accurate.”    

 

We requested operat ing cost  inform at ion for the PTS on two 
occasions from  USMS representat ives pr ior to the issuance of the PTS 

draft  report .  On the first  occasion, February 24, 2004, we sent  a 
writ ten request  to the USMS Planning and Analysis Branch request ing 

budget  informat ion.  During our second at tempt  on February 25, 2004, 
we sent  a request  to a USMS I T Services representat ive who replied 

that  he had “passed the request  on to the USMS budget  people.”   We 
inform ed the USMS that  this inform at ion would be used in the draft  
report  and that  the request  was t im e sensit ive since we were in the 

final stages of writ ing the draft  report .  Because we were not  provided 
with informat ion from  either of the USMS contacts, we contacted the 

Just ice Management  Division to determ ine if any historical budget  
informat ion existed in their files.  On March 8, 2004, the Just ice 

Management  Division provided the informat ion used in the report .  
According to JMD’s representat ive, “The official source of the 

inform at ion are exhibit  300 or 53 reports prepared by the com ponent  
that  are on file in our office.”   Therefore, the OI G did not  dispute the 
accuracy of the informat ion since we were informed that  it  or iginated 

from the USMS.   
 

Because the USMS expressed concern that  the costs provided by 
the JMD were not  accurate, we again contacted the USMS on July 12, 

2004, to obtain the operat ing costs the USMS believed to be accurate 
for PTS.  On July 21, 2004, the USMS provided an email containing 
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cost  informat ion for which we subsequent ly requested the support ing 
docum entat ion such as an exhibit  300 or 53 report .  However, the 

USMS could not  provide any support ing budget  documentat ion to 
substant iate t he figures it  provided.  Therefore, the operat ing cost  

inform at ion previously provided by JMD will rem ain in the report  as the 
official and best  available data for the PTS.  

 
With respect  to our recom m endat ions, the USMS frequent ly 

disagreed or the correct ive act ion proposed by the USMS was not  
sufficient  to address our recommendat ions.  For these reasons, 
recommendat ions 3, 4, 5, 6, 8, 9, 10, 12, 13, 14, 17, and 18 are 

unresolved.  The status of each recom m endat ion follows:  
 

Recom m endat ion Num ber:   
 

1.  Closed.  The USMS provided a copy of a signed memorandum 
dated April 30, 2004, designat ing an I nformat ion Systems Security 

Officer ( I SSO) for the PTS.  As a result  of the USMS act ions, we 
consider this recommendat ion closed.   

 

2.  Resolved.  The USMS states that  the  future Just ice Detainee 
I nform at ion System  (JDI S)  will include a t raining m odule for the 

PTS applicat ion.  To close this recommendat ion, the USMS should 
provide m ilestones for its im plem entat ion to us with evidence that  

the t raining module for PTS is or has been developed.  
 

3.  Unresolved.  The USMS requested addit ional inform at ion 
pertaining to which system  adm inist rators lacked adequate t raining 
and expert ise regarding their  knowledge of the PTS’s hardware and 

software environm ent .  The USMS believed that  this finding was 
noted because the OI G m ay have interviewed the wrong personnel.    

 
As we stated at  our exit  conference with the USMS, in planning our 

site visits, we first  contacted each affected dist r ict  office and 
requested the following individuals be made available for m eet ings 

or interviews:   the U.S. Marshal (or designee) , system  
adm inist rator, and cr im inal clerk.  At  the Eastern Dist r ict  of 
Virginia, we were directed to an individual whom  we were told was 

perform ing system adm inist rator dut ies.  As t he interview 
progressed, however, we learned that  the individual was 

perform ing som e system  adm inist rator dut ies, but  that  the system  
adm inist rator responsible for the site was physically located at  the 

Dist r ict  Court  for the Dist r ict  of Colum bia.  While at  the Eastern 
Dist r ict  of Virginia, we gathered the inform at ion this individual 
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could provide and subsequent ly interviewed the responsible system  
adm inist rator.  We did not , however, interview the adm inist rat ive 

officer in lieu of the system  adm inist rator.   Rather, we were init ially 
m isdirected and subsequent ly spoke to the system  adm inist rator 

responsible for the office.  When we spoke to the system  
adm inist rator who represented the site in quest ion, we st ill found 

deficiencies with the system  adm inist rator’s knowledge.  
 

As stated in the final report , the system  adm inist rator posit ion 
descr ipt ion provided by the USMS states that  system  
adm inist rators are responsible for “operat ing, t roubleshoot ing, 

repair ing, and m aintaining I T system s.”   Addit ionally, the posit ion 
descr ipt ion states that  em ployees m ust  possess the requisite 

technical knowledge to sustain the availabilit y of the hardware and 
software environm ent  and be com petent  to m aintain operat ing 

system s, applicat ions, and data elem ents.  According to the USMS 
headquarters, system  adm inist rators within the dist r ict  offices are 

responsible for adding and delet ing user nam es from  the PTS 
authorized user list .  However, we found specific problem s at  the 
sites indicated below:  

 
Deficiencies Found Pertaining to System  Adm inist rator  

Training and Expert ise  
 

 

 

 

Specif ic Deficiencies E
/

V
A

 

D
C

/
D

C
 

E
/

P
A

 

S
/

N
Y

 

S
/

T
X

 

N
/

I
L

 

S
/

F
L

 

D
/

A
Z

 

System  Adm inist rators lacked knowledge of 
t he PTS change cont rol process 

x x x x   x x  

System  Adm inist rators were unfam iliar  with 
the PTS applicat ion’s t im eout  per iod 

x x x  x x x  

System  Adm inist rators were unfam iliar  with 
the PTS applicat ion’s m aster f iles 

x x x x x x x  

System  Adm inist rators did not  know the 
version num ber of PTS running on the 

Dist r ict  Off ice’s server 

x x  x x x x x 

System  Adm inist rators did not  know how to 

delete user nam es from  the PTS author ized 
user list   

x x       

Source:  OI G working papers 

 
When we requested to speak to the system  adm inist rator at  t he 

Eastern Dist r ict  of Virginia, we were directed to the adm inist rat ive 
officer.  The adm inist rat ive officer was perform ing cursory system 
adm inist rator dut ies and he did not  know where the PTS database 
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for the dist r ict  office was located.  We subsequent ly interviewed 
the system  adm inist rator, whom  we located at  the Dist r ict  Court  

for the Dist r ict  of Columbia, and found that  she did not  know how 
to delete names from the user list , among other things.   

 
The areas ident ified in the previous chart  represent  facets of 

requisite technical knowledge that  enable system  adm inist rators to 
effect ively sustain the availabilit y of the hardware and software 

environm ent  and dem onst rate com petence in m aintaining 
operat ing system s, applicat ions, and data elem ents. 
 

I n order to resolve and close this recommendat ion, the USMS 
should provide docum ented evidence to us that  individuals 

perform ing system  adm inist rator dut ies are properly t rained in 
their  responsibilit ies. 

 
4.  Unresolved.  The USMS’s response asserts that  there is no 

Departm ent  or federal security requirem ent  to m aintain user lists 
at  both the USMS dist r ict  offices and at  USMS headquarters.  The 
USMS response does not  address our recommendat ion.  Our 

recom m endat ion speaks to the condit ion that  the PTS authorized 
user list  provided by the USMS headquarters contained inform at ion 

that , once verified at  the site, possessed m ult iple inaccuracies.   
Appendices 5 and 6 of this report  contain excerpts from  Chapters 3 

and 4 of the GAO’s FI SCAM, which we used as guidance for the 
developm ent  of the audit  program  followed during the audit .  

Pages 54 through 55 of the final report  provide the specific FI SCAM 
requirement  that  the computer resource owner should maintain a 
current  list  of authorized users and ensure that  their  access is 

authorized.  We did not  recom m end that  separate lists be 
m aintained.  Separate lists exist  because the USMS headquarters 

has delegated the user m anagem ent  responsibilit y to the dist r ict  
offices (DOs) .  This does not  absolve the USMS headquarters from  

its responsibility as data owners to maintain a current  list  of 
aut horized users and ensure that  their  access is authorized. 

 
Addit ionally, the Department ’s Order 2640.2E requires that  each 
authorized user of a system have a unique ident ifier.  I n the case 

of the authorized user list  provided by USMS headquarters, ent r ies 
were found to be outdated and did not  reflect  a replicat ion of 

changes, addit ions, and delet ions m ade at  the dist r ict  offices we 
visited.  Our report  details the nature and frequency of errors 

found during our user list  review at  each site.  I n order to resolve 
and close this recom m endat ion, the USMS should provide evidence 
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to us that  the access authorizat ions for the PTS are reviewed and 
that  USMS headquarters updates its authorized PTS user list  in a 

t imely manner to incorporate changes from the DOs.   
 

5.  Unresolved.  As we stated at  our exit  conference, we found that  
the lock on the door to the office suite containing data term inals, 

pr isoner file folders, pr inted output  reports, and other sensit ive 
inform at ion was not  engaged at  the Dist r ict  Court  for the Dist r ict  of 

Colum bia locat ion.  During our visit ,  we were able to gain access to 
this area from  the hallway in a building accessed by the public, and 
at  the t im e, no one assigned to the dist r ict  office was present  in 

the area.  Although physical security i s provided at  the ent rance to 
the building, pr ivate cit izens are unescorted once they enter the 

building, which presents a serious threat  to the protect ion of 
sensit ive inform at ion.  We agree that  this condit ion occurred at  

only one of the eight  sites reviewed.  However, we found that  the 
m eans for providing adequate physical security was present  and a 

lock was on the door.  Unfortunately, the office failed to exercise 
due diligence to ensure its use.  Addit ionally, this condit ion was in 
sharp cont rast  to the high levels of security observed at  the other 

seven sites visited.  I n order to resolve and close this 
recommendat ion, the USMS should provide us with documented 

evidence that  exist ing m easures, such as door locks, are used to 
provide protect ion against unauthorized access to sensit ive areas.  

 
6.  Unresolved.  The USMS response states that  system  change 

request  inst ruct ions for the PTS applicat ion have been sufficient ly 
dissem inated to users of the applicat ion.  The USMS headquarters 
inform ed us pr ior to our site visits of the system s developm ent  life 

cycle (SDLC)  process in place that  contains system  change request  
inst ruct ions.  Although the USMS feels that  users have been 

sufficient ly not ified of exist ing policies, our observat ions proved 
different .  As stated previously, we followed an audit  program in 

which ident ical quest ions were asked of individuals represent ing 
specific posit ions within the dist r ict  office.  Specifically, we asked 

those m ost  fam iliar with the applicat ion, the cr im inal clerk and the 
system adm inist rator, how changes were requested to the PTS 
applicat ion.  We found at  all eight  of the locat ions visited, the 

Eastern Dist r ict  of Virginia;  the Dist r ict  Court  for the Dist r ict  of 
Colum bia;  the Eastern Dist r ict  of Pennsylvania;  the Southern 

Dist r ict  of New York;  the Southern Dist r ict  of Texas;  the Northern 
Dist r ict  of I llinois;  the Southern Dist r ict  of Florida;  and the Dist r ict  

of Arizona, that  knowledge of the official change cont rol process for 
the PTS applicat ion was deficient .  I n most  cases, neither the 
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system adm inist rator nor the cr im inal clerk were aware of the 
existence of a change request  form  or how to process a request  

according to the exist ing policy.     
 

Also in the USMS’s response to recom m endat ion 6, the USMS 
states that  the audit  report  text  does not  substant iate the 

inform at ion in the last  paragraph of page 12 of the draft  report  
where the discussion of the ineffect ive m anagem ent  of 

m odificat ions to applicat ion software is expanded to include 
unauthorized changes made by knowledgeable programmers.  On 
page 16 of our report , we state that , “At  the USMS’s headquarters, 

only one individual is assigned to code, test , and im plem ent  
changes to the PTS applicat ion.”   This exam ple substant iates the 

audit  report  text  because according to the Department ’s Order 
2640.2E, com ponents are directed to integrate security into var ious 

stages of a system ’s life cycle and to ensure that  changes to any 
system  are cont rolled.  Changes to a system  include changes 

requested by users as well as changes made by knowledgeable 
programmers.  We presented this informat ion on page 16 under 
Segregat ion of Dut ies because it  represented a good exam ple of 

failure to segregate dut ies am ong staff although it  also applies to 
the ineffect ive m anagem ent  of m odificat ions to applicat ion 

software.  We disagree that  this vulnerabilit y should be excluded 
from  the report .  I n order to resolve and close this 

recom m endat ion, the USMS should provide docum ented evidence 
to us that  PTS users are inform ed of the policies and procedures for 

request ing changes to the applicat ion.  
 
7.  Resolved.  The USMS states that  it  has taken steps through the 

developm ent  of JDI S to address the problem  of PTS’s outdated 
programming software and database management  system.  I n 

order to close this recomm endat ion, the USMS should provide 
docum ented evidence to us that  the outdated versions of the PTS’s 

applicat ion programming software and database management  
system have been removed from  the product ion environment  and 

replaced with current  versions that  are supported by the vendor.   
 
8.  Unresolved.  The USMS provided an at tachm ent  to it s response to 

dem onst rate that  dut ies have been segregated to m inim ize 
funct ional incompat ibility.  The at tachment  lists dut ies for posit ions 

within the USMS such as end users, system adm inist rators, and the 
inform at ion system s security officer as they relate to com puter 

security.  While valuable, the inform at ion only part ially addresses 
the condit ions described on pages 15 through 17 of the report  that  
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enumerate problems with procedures that  affect  cr it ical processes 
performed by the PTS applicat ion’s end users and the applicat ion 

programmer.   
 

I n this report , we provide the FI SCAM guidance under the 
“Segregat ion of Dut ies”  sect ion that  requires ent it ies not  only to 

segregate incom pat ible dut ies, but  also to establish related 
policies.  We also provide FI SCAM guidance that  requires ent it ies to 

cont rol personnel act ivit ies through form al operat ing procedures 
and supervision and review.  Our recom m endat ion applies to our 
observations during field site visits that  dut ies were not  sufficient ly 

segregated among staff and that  sufficient  procedural guidance 
does not  exist  for the record creat ion process.  Specifically, dist r ict  

office operat ions allow an end user to create a prisoner record, 
manipulate that  record, and commit  changes to informat ion 

contained in the PTS database with no m anagem ent  oversight  or 
approval pr ior to the com plet ion of a t ransact ion, or short ly 

thereafter.  This condit ion creates the situat ion where a single 
individual has complete cont rol over the input , processing, and 
output  stages of the inform at ion cycle.  We also provided the 

exam ple of the condit ion exist ing at  USMS headquarters wherein 
one individual can code, test , and im plem ent  software changes 

thereby having complete cont rol over the PTS’s system life cycle.   
 

 We have reviewed the inform at ion provided as At tachm ent  2 to the 
USMS response.  The addit ional procedural steps added to the 

Cellblock Operat ions Manual 99-47 address the condit ions 
descr ibed in this report  pertaining to cont rolling personnel act ivit ies 
through formal operat ing procedures.  However, none of the 

inform at ion provided ensures that  dut ies affect ing the applicat ion’s 
life cycle are sufficient ly segregated or that  supervisory review of 

data is assigned to anyone at  the dist r ict  office level.  I n order to 
resolve and close this recom m endat ion, the USMS should provide 

to us docum ented evidence that  policies and procedures for 
segregat ing dut ies are developed and enforced to provide 

assurance that  dist inct  funct ions are performed by different  
individuals and that  no individual has com plete cont rol over the 
PTS’s processing funct ions. 

 
9a.  Unresolved.  The USMS contends that  system  adm inist rators are 

fully aware of required act ions and responsibilit ies in the event  of 
an emergency situat ion and the USMS requested that  we provide 

specific exam ples of where this m ay not  be accurate.   We 
reviewed both the USMS system security plan for the PTS 
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applicat ion and the cont ingency plan for the applicat ion in order to 
gain an understanding of emergency procedures in place to protect  

the applicat ion and m inim ize service interrupt ions.  We found that  
em ergency procedures and contact  inform at ion established for the 

PTS applicat ion are contained in the cont ingency plan for the 
applicat ion;  however, the USMS headquarters confirm ed that  it  had 

not  dissem inated the cont ingency plan to the dist r ict  offices.  We 
found that  none of the system adm inist rators at  the sites had been 

provided a copy of the cont ingency plan containing emergency 
procedures and contact  inform at ion.  I n addit ion, we found that  the 
USMS has not  tested the cont ingency plan for PTS to actually verify 

that  em ployees can perform  their necessary dut ies in the event  of 
an em ergency.  We found the following condit ions at  the sites 

indicated in the chart  below:  
 

Em ergency Procedures Deficiencies 
 

 

 

 

Specific Condit ions E
/

V
A

 

D
C

/
D

C
 

E
/

P
A

 

S
/

N
Y

 

S
/

T
X

 

N
/

I
L

 

S
/

F
L

 

D
/

A
Z

 

No em ergency contact  list  on sit e x  x x x x x  
No knowledge of the exist ing cont ingency 
plan 

x x x x x x x x 

Source:  OI G working papers  

 
 I n order to resolve and close this recommendat ion, the USMS 

should provide evidence to us that  it  has tested the cont ingency 
plan and dissem inated the plan to system  adm inist rators to ensure 

that  em ployees involved in em ergency response procedures are 
ident ified and t rained in their  em ergency roles and responsibilit ies.  

  
9b.  Unresolved.  The USMS provided inform at ion regarding the 

locat ion of its cont ingency plans on the USMS int ranet .  However, 

this elect ronic post ing does not  provide assurance that  in the event  
of an emergency where access to files located on network servers 

are not  available, that  individuals at  the site would know who to 
contact .  I n order to resolve and close this recommendat ion, the 

USMS should provide to us docum ented evidence that  em ergency 
contact  lists are m aintained on-site. 

 
10. Unresolved.  The USMS requested addit ional inform at ion 

regarding specific sites where backup tapes were not  being rotated 

off-site.  We found that  this condit ion existed at  the Eastern 



 

100  

 

Dist r ict  of Pennsylvania and the Southern Dist r ict  of New York.  The 
USMS provided a correct ive act ion plan to reinforce backup tape 

rotat ion policies at  the locat ions ident ified.  I n order to resolve and 
close this recom m endat ion, the USMS should provide us with 

docum ented evidence that  PTS’s backup tapes are properly rotated 
and stored at  an off-site locat ion.  

 
11. Resolved.  The USMS states that  the PTS cont ingency plan will be 

tested, but  does not  specify a m ilestone date for this act ion.  I n 
order to close this recommendat ion, the USMS should provide us a 
m ilestone date for the annual test ing of the PTS cont ingency plan 

as required by the Departm ent  and confirm at ion of the results of 
the test  once com pleted.  

 
12a.  Unresolved.  The USMS states that  key source docum ent  

requirements are already in place and that  dist r ict  office 
m anagem ent  will be directed to review data collect ion act ivit ies.   

We agree that  m odificat ions m ade to the Cellblock Operat ions 
Manual 99-47 provide guidance to improve data collect ion 
procedures.  However, the revised Cellblock Operat ions Manual 

does not  define, specifically, the m inim um  source docum ents 
required during the record creat ion process, such as two 

photographs of the inmate to aid the USMS with proper inmate 
ident ificat ion and the medical form  USM-552 to docum ent  health 

related issues disclosed dur ing the init ial interview with the inm ate.  
I n order to resolve and close this recommendat ion, the USMS 

should provide evidence to us that  policies and procedures t o 
establish key source document  requirements have been developed.  

 

12b.  Unresolved.  The USMS states that  the record creat ion process is 
standardized throughout  the USMS and states that  the PTS User’s 

Manual and associated policy direct ives address this condi t ion.  
However, during our site visits we found that  the USMS had not  

established cont rols over source docum ents nor provided for their 
proper authorizat ion because the USMS had not  provided adequate 

data rules for employees or set  standards for consistency during 
the record creat ion process.  I n order to resolve and close this 
recom m endat ion, the USMS should provide evidence to us that  

policies and procedures were developed to standardize the record 
creat ion process throughout  the USMS for the PTS.  

 
13. Unresolved.  The USMS’s response states that  the OI G calls for a 

supervisor to sign off on a handwrit ten USM-129/ 312.  This is not  
an accurate interpretat ion of our recom m endat ion.  We 
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recom m ended that  a “ cont rol”  be im plem ented to ensure that  
t ransact ions are supported by properly authorized source 

docum ents, but  we did not  m andate that  supervisors sign off on 
handwrit ten USM-129/ 312s.  I n the report , we sim ply presented 

supervisory authorizat ions on source docum ents as an exam ple of 
a cont rol.  We observed at  the Eastern Dist r ict  of Virginia that  the 

handwrit ten USM-129 was used as a form  of authorizat ion cont rol 
and offered this as an exam ple of what  worked effect ively at  one 

office, but  did not  suggest  this pract ice as an overall solut ion.  The 
determ inat ion of what  specific cont rol would be feasible for 
im plem entat ion throughout  the USMS was left  to the discret ion of 

the USMS.  To resolve and close this recommendat ion, the USMS 
should provide us with docum ented evidence that  it  has 

im plem ented a cont rol to ensure that  before inform at ion is entered 
into the system , t ransact ions are supported by properly author ized 

source documents.  
 

14. Unresolved.  The USMS agrees that  sufficient  audit ing is not  
conducted, but  states that  this deficiency is not  due to the lack of 
m anagem ent ’s requirem ent  to do so.  We reviewed the cert if icat ion 

and accreditat ion documentat ion for the PTS applicat ion provided 
by the USMS in June 2003.  On Form 6, I tem 14a and b of the Risk 

Assessment  Report  for PTS/ USMS-ABS dated June 2003, the USMS 
responded affirm at ively that  it  has defined audit  requirem ents for 

the PTS applicat ion and that  the applicat ion has the capabilit y to 
ident ify the creator of data and processes.  I n order to resolve and 

close this recom m endat ion, the USMS should provide 
docum entat ion to us evidencing that  audit  t rails for the PTS 
applicat ion are maintained and reviewed as required by the 

Departm ent . 
 

15. Resolved.  The USMS states that  global database searches will be 
possible through the upcom ing JDI S init iat ive.  I n order to close 

this recom m endat ion, the USMS should provide docum ented 
evidence to us indicat ing that  the PTS applicat ion has been 

m odified to perform  autom at ic global database searches of all it s 
dist r ict  office databases.  

 

16. Resolved.  The USMS indicates that  erroneous data is collected 
through jail ut ilizat ion and populat ion project ion reports reviewed 

by the Prisoner Services Division.  The USMS does not  indicate, 
however, what  types of erroneous data are captured or what  

act ions are taken to correct  and invest igate such data.  Specifically, 
this audit  report  refers to the need to collect  and review 
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inform at ion on erroneous data, such as rejected t ransact ions and 
input  errors or om issions, to determ ine if errors cause threats to 

the PTS applicat ion or render the system vulnerable to 
com prom ise.  Our findings indicate that  all eight  sites visited failed 

to collect  stat ist ics on the frequency of error m essages generated 
by the system.  I n order to close this recommendat ion, the USMS 

should provide to us docum ented evidence of how erroneous data 
is collected and reported back to the USMS m anagem ent  for 

invest igat ion and correct ion.  
 

17. Unresolved.  The USMS contends that  there is no “unauthorized”  

employee from  which sensit ive privacy informat ion should be 
protected and asserts that  a background invest igat ion suffices as 

authorizat ion to access PTS data.  However, an exam inat ion of 
PTS’s cert if icat ion and accreditat ion docum ents indicates that  the 

USMS does dist inguish between “authorized”  and “unauthorized”  
users.   

 
Specifically, in the PTS/ USMS-ABS System  Security Plan, Sect ion 
1.8, System I nterconnect ion/ I nformat ion Sharing, the USMS states 

that  “Not  all Marshals users are authorized access to PTS, but  all 
users who are authorized to connect  to PTS do so through MNET.”  

I n the security plan’s Sect ion 4. 2, Logical Access Cont rols, the 
USMS explicit ly states that  “Cont rols exist  in the PTS system  to 

authorize and rest r ict  users from  perform ing part icular funct ions.”   
The docum ent  further states that  “Access r ights are granted based 

on the determ inat ion of USMS dist r ict  management .”    
 

I n the PTS’s system  security plan, sect ion 1.10, General 

Descript ion of I nform at ion Sensit iv ity, the USMS defines the 
requirem ent  for confident iality as high and further states that  

“ I nappropriate disclosure of the inform at ion of the inform at ion 
could have negat ive impact  on the safety of prisoners in USMS 

custody and the law enforcem ent  officials assigned to t ransport  
and guard them.  Furthermore, inappropriate disclosure could place 

t he families of prisoners in USMS custody at  r isk as well as USMS 
employees assigned to protect  and t ransport  pr isoners.  All Privacy 
Act  informat ion within PTS must  be protected. . . The requirement  

for confident ialit y is HI GH .”   Protect ion of system  data includes 
output  reports and considering the USMS’s own categorizat ion of 

its requirement  for confident iality as high, USMS’s protect ion of 
system output  must  be commensurate with its confident iality 

category.  I n order to resolve and close this recommendat ion, t he 
USMS should provide to us docum ented evidence that  output  
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reports containing sensit ive pr ivacy inform at ion are protected from  
unauthorized persons.  

 
18. Unresolved.  The USMS requests that  addit ional inform at ion be 

provided regarding instances where the PTS applicat ion allowed 
simultaneous updates of the same record by more than one user.  

We witnessed this condit ion at  the following locat ions:  the Dist r ict  
Court  for the Dist r ict  of Columbia;  the Eastern Dist r ict  of 

Pennsylvania;  the Southern Dist r ict  of New York;  and the Dist r ict  of 
Arizona.  I n order to resolve and close this recom m endat ion, the 
USMS should provide us documented evidence that  each 

installat ion of the PTS applicat ion protects against  simultaneous 
updates of the sam e record by m ore than one end-user.  

 
19. Resolved.  The USMS agrees with our recom m endat ion that  

adequate and proper source docum ents be m aintained in pr isoner 
file folders to substant iate em ployee act iv it ies.  The USMS 

subm it ted a revised Cellblock Operat ions Manual 99-47 that  
enumerates in Sect ion C.3, Prisoner Records, specific documents 
that  m ust  be m aintained in pr isoner files.  I n order to close this 

recom m endat ion, the USMS should provide docum ented evidence 
to us that  an internal review process has been form alized to ensure 

that  adequate and proper source documents be maintained in 
pr isoner file folders to substant iate em ployee act iv it ies. 

 
20a.  Resolved.  The USMS agrees with our recom m endat ion to 

im plem ent  integrity assurances and quality cont rol m easures to 
require periodic spot -checking and validat ion of output  from the 
PTS.  We have accepted the USMS’s proposed resolut ion to 

Recom m endat ion 19 that  refers to Recom m endat ion 12a.  The 
proposed resolut ion to Recommendat ion 12a states that  the USMS 

will include, during its Program Review’s internal audits, a review 
of pr isoner’s files to compare the contents with reports of the USM-

129/ 312 generated by PTS.  I n order to close this 
recom m endat ion, the USMS should provide docum ented evidence 

to us that  policies and procedures to im plem ent  quality cont rol 
measures require the periodic spot -checking and validat ion of 
output  from  the PTS have been developed.   

 
20b.  Resolved.  As stated previously, we accept  the USMS’s proposed 

resolut ion to Recom m endat ion 19 that  refers to its proposed 
resolut ion to Recom m endat ion 12a.  The proposed resolut ion to 

Recom m endat ion 12a states that  output  will be checked as a 
requirement  during Program review’s internal audits to confirm  
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that  processing of informat ion is correct .  I n order to close this 
recom m endat ion, the USMS should provide documented evidence 

to us that  policies and procedures have been developed to 
implement  quality cont rol measures to confirm  that  the correct  

inform at ion is processed in PTS.  
 


