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MD On-Line

IDAHO BLUE CROSS ERA CONTRACT INSTRUCTIONS (SB612)

Please carefully read all instructions before beginning. The Contract Set Up Form must be completed and
sent to MD On-Line with your contract.

Please FAX or EMAIL all pages of your completed and signed forms to MD On-Line Enrollment
888-837-2232
setup@mdol.com

PRINT these instructions. Keep them with you for reference as you complete the registration process.
This form has been designed so that you may type provider information on the form for ease of processing at
MD On-Line.

BLUE CROSS OF IDAHO
Page 1: EDI REGISTRATION FORM
Enter the date.
Indicate whether you are an individual or group provider.
Depending on whether you have chosen individual or group provider above, complete the top
section with your provider information as listed on file with Blue Cross.
Note: Contact the payer if you are unsure of this information; MD On-Line cannot obtain this
information for you.
ERA has been chosen for you.
Do not alter the pre-filled submitter information in the middle of this form.
After printing, your signature is required at the bottom of this page.

Page 2: ELECTRONIC TRADING PARTER AGREEMENT: PROVIDER
Enter the date you are completing this form.
Enter the individual or group provider name from Page 1.

SKIP TO PAGE 6 OF THE AGREEMENT.

Page 6: ELECTRONIC TRADING PARTNER AGREEMENT SIGNATURES
Enter the printed name of the person authorized to sign this agreement.

Enter the individual or group provider name from Page 1. Enter the date the form was signed.
After printing, your signature is required above “TRADING PARTNER SIGNATURE”

Page 7: EXHIBIT A: BUSINESS ASSOCIATE ADDENDUM
Enter the individual or group provider name from Page 1.

Please FAX or EMALIL all pages of your completed and signed forms to MD On-Line Enrollment
888-837-2232
setup@mdol.com
Please do not submit your forms directly to the payer. Submit your forms to MD On-Line only.

Have questions or need assistance? Contact the MD On-Line Enrollment
Department at 888-499-5465 x3506 or setup@mdol.com




2% Blue A
> Cross of Idaho

EDI REGISTRATION FORM
Blue Cross of Idaho
3000 E Pine Ave
Meridian, Id 83642
Fax 208-331-7203

Enrollments will be completed with 5-7 Business Days from Date Received
DATE:

Provider Information:
Please indicate your classification (required):
O Individual Provider

O Group/Practice

Business Name:

Provider Name (Last, First, MI and Suffix):

Provider NPI Number:

Group NPI Number:

Business Address:

City, State, and Zip:

Telephone Number:

Contact Name:

Email Address:

EIN #:

Check the box that would apply to this enrollment:
[J  Provider is the Direct Submitter of Data
[J  Provider is with Billing Service: ISA06 Submitter ID:
X  Provider is with Clearinghouse: MEDICAL CLAIM CORP ISA06 Submitter ID: ©61306714

Additional Information:

Select HIPAA Transaction (s) :

X X12N- 5010A1 837P (Professional Claim) 0 X12N-5010X224A2 837D (Dental Claim)
[1  XI12N-5010A2 8371 (Institutional Claim) 0 X12N-5010X279 270/271 (Eligibility
Inquiry/Response)
X  X12N 5010X221- 835 (Remittance Advice) X  X12N- 5010X212 276/277 (Claim Inquiry and
[1  BCI Provider ID: Response)
Name of Software or Vendor:
Phone: Email Address:
Address:
City: State: Zip:

Signature of Provider or Office Manager
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ELECTRONIC TRADING PARTNER AGREEMENT: PROVIDER

This Electronic Trading Partner Agreement (“Agreement”) is made as of the day of 20
(“Effective Date”), by and between Blue Cross of Idaho EDI+ Clearinghouse, (“‘Clearinghouse”), and

(“Trading Partner”), a health care

>

provider.

This Agreement provides the terms and conditions governing electronic transfers of data communications and
funds between Clearinghouse and Trading Partner (collectively, “Parties”) by direct digital or electronic transmission
over communication lines to accomplish the Parties’ business objectives regarding the provision and acquisition of
products and services and the transfer of funds. This Agreement will remain in effect until terminated according to
its terms. Trading Partner intends to exchange electronic transactions with Clearinghouse. Both parties
acknowledge and agree that the privacy and security of data held by or exchanged between them is of utmost
priority. Each party agrees to take all steps reasonably necessary to ensure that all electronic transactions between
them conform to the Health Insurance Portability and Accountability Act of 1996, the HITECH Act, and
regulations promulgated thereunder. Without limiting the generality of the preceding sentence, the parties agree as
follows:

A. Mutual Obligations of the Parties

1. Mutual Obligations. Each party shall take reasonable care to ensure that the information submitted in
each electronic transaction is timely, complete, accurate, and secure, and shall take reasonable precautions to
prevent unauthorized access to (a) its own and the other party’s transmissions and Information System, (b) the
transmissions themselves, and (c) the control structure applied to transmissions between them. The parties shall

follow the communications and protocols for sending and receiving transactions as set forth in the Companion
Guides.

2. Retransmission of Lost, Indecipherable, or Misrouted Transmissions. A party that discovers within
sixty (60) days that a data transmission is a Lost, Indecipherable or Misrouted Transmission shall retransmit the
original transmission within five (5) business days of its discovery.

3. Backup Files. Except with respect to data returned or destroyed pursuant to Section A.8 of this
Agreement, each party shall maintain adequate backup files, electronic tapes or other sufficient means to recreate a
transmission of data for at least six (6) years from the data transmission’s creation date. Each party shall subject
such backup files, tapes or other sufficient means to the privacy and security provisions of this Agreement to the
same extent as the original data transmission.

4. Transmission Format. Clearinghouse and Trading Partner shall conduct all Standard Transactions (as
defined by Social Security Act § 1173(a) and the Transactions Rule) using only the Code Sets and identifiers
(including, but not limited to National Provider Identifiers or NPIs) specified by the Transactions Rule and the
Data Elements, Data Conditions, Data Content, and data formats specified by the implementation guides adopted
by HHS in the Transactions Rule.

5. Costs. Each party shall obtain and maintain an Information System that includes trained personnel,
equipment, and software necessary to conduct compliant, timely, complete, accurate and secure Standard
Transactions pursuant to this Agreement. Each party shall obtain and maintain its Information System at its own
expense and shall pay its own costs related to conducting Standard Transactions under this Agreement. Each party
is responsible for its own expenses incurred for translating, formatting, and sending or receiving Standard
Transactions. Clearinghouse shall not be responsible for the cost of alterations to Trading Partner’s equipment or
software necessary for Trading Partner to conduct Standard Transactions with Clearinghouse.
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6. Testing. Before initiating any Standard Transaction, and thereafter throughout the term of this Agreement,
each party shall cooperate with the other party in testing transmissions and processing systems to ensure that each
data transmission complies with all requirements and is accurate, timely, complete, and confidential. Failure to
consistently send compliant, accurate, and complete transmissions may result in Clearinghouse’s suspension of
Trading Partner’s electronic trading privileges and imposition of a requirement for Trading Partner to retest
transmissions.

7. Privacy and Security. Each party is solely responsible for the preservation, privacy, and security of data in
its possession, including data in transmissions received from the other party, in compliance with the Privacy,
Security, and Breach Notification Rules, and subject to the terms of the Business Associate Addendum set forth in
Exhibit A.

8. Return or Destruction of Data. If cither party receives data not intended for it from the other party, the
receiving party shall immediately notify the sender to arrange for return or destruction of the data, as the sender
directs. After such return or destruction, the receiving party shall immediately delete all such data (including the
data transmission) from its Information System, including any backup files otherwise required by Section A.3 of this
Agreement.

B.  Trading Partner Obligations

1. Companion Guides. Trading Partner shall comply with all instructions and requirements set forth in
Companion Guides that Clearinghouse posts on its website or otherwise makes available to Trading Partner. Any
failure to comply with these requirements shall constitute a material breach of this Agreement by Trading Partner.
Trading Partner shall not, however, be required to implement modifications to a Companion Guide sooner than
thirty (30) days after publication of the modification, unless a shorter compliance period is necessary to conform to
the applicable implementation guide or federal law.

2. Prohibited Use. Trading Partner shall not copy, reverse engineer, disclose, publish, distribute, alter or use
data or data transmissions for any purpose other than for which Clearinghouse has specifically authorized Trading
Partner under the terms of this Agreement.

3. Prohibited Access. Trading Partner shall not obtain access by any means to data, data transmissions, or
Clearinghouse’s Information System for any purpose other than as Clearinghouse has specifically granted Trading
Partner access under this Agreement.

4. Protection of Access Codes. Trading Partner shall use Security Access Codes with each Standard
Transaction as an electronic signature to authenticate and verify that (1) Trading Partner sent the transmission and
(2) the data in the Standard Transaction are valid. Trading Partner shall:

(a) Protect and maintain the confidentiality of Security Access Codes issued to Trading Partner by
Clearinghouse.
(b) Limit disclosure of Security Access Codes to authorized personnel on a need-to-know basis and

treat the Codes as confidential information.

(0 Not disclose Security Access Codes to Trading Partner’s Business Associates (Clearinghouse will
assign Trading Partner’s Business Associates their own Security Access Codes, as necessary).

(d) Promptly request Clearinghouse to terminate Security Access Codes to which unauthorized
personnel, including former employees, have access.

5. Trading Partner’s Business Associates. Trading Partner may authorize a Business Associate to
electronically exchange with Clearinghouse Standard Transactions on Trading Partner’s behalf. Any Business
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Associate must agree to the terms of Clearinghouse’s ““Trading Partner Agreement: Business Associate” before
conducting Standard Transactions with Clearinghouse.

C.  Clearinghouse Obligations

1. Data Transmission. Clearinghouse shall provide Trading Partner access to Clearinghouse’s Information
System to conduct Standard Transactions. Trading Partner acknowledges that Clearinghouse’s Information System
may, from time to time, be inaccessible for a variety of reasons. Notwithstanding Section D.1 of this Agreement,
Clearinghouse may at any time and in Clearinghouse’s sole discretion terminate Trading Partner’s or any Business
Associate’s access to Clearinghouse’s Information System.

2. Companion Guides. Clearinghouse shall publish Companion Guides and post them in an easily accessible
format and location for Trading Partner’s use. Clearinghouse may modify its Companion Guides at any time
without amendment to this Agreement. Clearinghouse may refuse to process any transaction that does not
conform to the applicable Companion Guide.

3. Security Access Codes. Clearinghouse shall provide Trading Partner Security Access Codes that will allow
Trading Partner access to Clearinghouse’s Information System to conduct Standard Transactions. Clearinghouse
reserves the right to change Security Access Codes at any time and in such manner as Clearinghouse, in its sole
discretion, deems necessary.

D. Term, Termination and Liability

1. Term of Agreement. This Agreement will remain in effect from the Effective Date until terminated
pursuant to the provisions below:

(a) Voluntary Termination. Either party may terminate this Agreement upon ninety (90) days prior written
notice to the other party.

(b) Termination for Cause. Either party may terminate this Agreement upon thirty (30) days prior written
notice to the other party upon the default by the other party of any material obligation of this
Agreement, provided that the written notice sets forth the default with reasonable specificity and the
default is incurable or, being capable of cure, has not been cured within the thirty (30) day period
after receipt of the written notice. In the event of the termination of any applicable contract
between the Parties or Trading Partner and Blue Cross of Idaho Services, Inc. (“BCI”),
Clearinghouse shall have the unilateral right to terminate this Agreement immediately by providing
Trading Partner with written notice of termination.

2. Continuing Obligations. Termination or expiration of this Agreement, or any other contract between the
parties, does not relieve either party of its obligations under this Agreement and under federal and state laws and
regulations pertaining to the privacy and security of Protected Health Information.

3. Indemnity. Each party shall indemnify and hold harmless the other party and any of the other party’s
affiliates, officers, directors, employees or agents from and against any claim, cause of action, liability, damage, cost
or expense, including attorneys’ fees and court or proceeding costs, arising out of any act or omission of the
breaching party or any subcontractor, agent, person or entity under the breaching party’s control, in the
performance of this Agreement.

(a) Right to Tender or Undertake Defense. 1f the non-breaching party is named a party in any judicial,
administrative or other proceeding arising out of any act or omission in the performance of this
Agreement by the breaching party or any subcontractor, agent, person or entity under the breaching
party’s control, the non-breaching party will have the option at any time either (i) to tender its
defense to the breaching party, in which case the breaching party shall provide qualified attorneys,
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consultants, and other appropriate professionals to represent the non-breaching party’s interests at
the breaching party’s expense, or (ii) undertake its own defense, choosing the attorneys, consultants,
and other appropriate professionals to represent its interests, in which case the breaching party shall
be responsible for and pay the reasonable fees and expenses of such attorneys, consultants, and
other professionals.

(b) Right to Control Resolution. Each party will have the sole right and discretion to settle, compromise or
otherwise resolve any and all claims, causes of action, liabilities or damages against it,
notwithstanding that it may have tendered its defense to the other party. Any such resolution will
not relieve the breaching party of its obligation to indemnify the non-breaching party under this
Section D.3.

4. Limitation of Liability. Except with respect to claims or causes of action related to fraud or intentional
misrepresentation by Trading Partner, neither party shall be liable for any special, incidental, indirect, exemplary or
consequential damages resulting from any claim or cause of action arising out of any delay, omission or error in any
transmission of data or the other party’s performance or failure to perform in accordance with the terms of this
Agreement, including, without limitation, loss of use, revenues, profits or savings, even if a party has been advised
in advance of the possibility of such damages.

5. Dispute Resolution. The Parties shall work together in good faith to resolve any dispute or alleged breach
of this Agreement within a reasonable period of time by using a mutually agreed alternative dispute resolution
technique prior to resorting to litigation. This provision does not apply to actions by either party that are the subject
of immediate termination under this Agreement or to disputes involving fraud or intentional misrepresentation, in
which case a party will be free to seek available remedies in any appropriate forum at any time.

E. General Provisions

1. Choice of Law. This Agreement will be governed by and construed under the laws of the State of Idaho.
2. Compliance with Law. This Agreement will automatically amend as necessary to comply with statute or
regulation.

3. Severability. If any provision of this Agreement is deemed to be invalid or unenforceable by a court of

competent jurisdiction, the provision shall be deemed severable from the remainder of this Agreement and the
parties agree to renegotiate the provision in good faith, in order to maintain the economic position enjoyed by each
party as close as possible to that under the provision rendered unenforceable. In the event that the parties cannot
reach a mutually agreeable and enforceable replacement provision, then (a) such provision shall be excluded from
this agreement, (b) the balance of the Agreement shall be interpreted as if such provision were so excluded and (c)
the balance of the Agreement shall be enforceable in accordance with its terms.

F. Definitions
1. Definitions. The following terms are used in this Agreement as defined below.

a) “Companion Guides” are the manuals or guides that Clearinghouse publishes containing requirements and
instructions for Trading Partner’s exchange of Standard Transactions with Clearinghouse.

b) “HHS” is the United States Department of Health and Human Services.

c) “Lost, Indecipherable or Misrouted Transmission” is an electronic transaction (i) that the a party cannot process
because it is garbled or incomplete, regardless of how or why the electronic transaction was rendered garbled or
incomplete, or (ii) that is not intended for that party.
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d) “Privacy, Security, and Breach Notification Rules” are the rules found at 45 C.F.R. Parts 160 and 164, which were
promulgated by HHS to implement the Health Insurance Portability and Accountability Act of 1996 and the
HITECH Act.

e) “Security Access Code” is an alphanumeric code that Clearinghouse assigns to Trading Partner to allow
Trading Partner access to Clearinghouse’s Information System for the purpose of conducting Standard
Transactions or otherwise carrying out this Agreement.

) “Transactions Rule” is the Standards for Electronic Transactions, 45 C.F.R. Parts 160 and 162, as may be
amended or modified from time to time.

2. Other Capitalized Terms. Capitalized terms not defined herein, including “Business Associate,”
“Standard Transaction,” and “Information System,” have the meaning established in the Transactions Rule, or
Privacy, Security, and Breach Notification Rules.

ELECTRONIC TRADING PARTNER AGREEMENT SIGNATURES

The parties shall be bound by all the terms, provisions and conditions of this Agreement upon execution of the
Agreement by each party’s authorized representative.

Agreed to:

Print Name:

TRADING PARTNER SIGNATURE

Date:

TRADING PARTNER NAME

Agreed to:
BLUE CROSS OF IDAHO EDI+CLEARINGHOUSE
3000 E. Pine St., Meridian, ID 83642

If Trading Partner makes any change to this document to which Clearinghouse does not explicitly agree in writing,
this Agreement is not valid.

When printing this Agreement to complete and sign please keep a copy on file and FAX to: Attn: EDI
Help Desk , Blue Cross of Idaho Clearinghouse, Fax number (208) 331-7203 or mail to PO Box 7408,
Boise, ID 83707.
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Exhibit A

BUSINESS ASSOCIATE ADDENDUM

This addendum (“Addendum”) amends and is made part of the Trading Partner Agreement: Provider (“Agreement”) by and between

[THE NAME OF THE TRADING
PARTNER/PROVIDER] (“Covered Entity”) and BLUE CROSS OF IDAHO EDI+CLEARINGHOUSE (“Business Associate”). This
Addendum shall become part of any modification or renewal of Agreement.

Covered Entity and Business Associate mutually agree to modify the Agreement to incorporate the terms of this Addendum to comply
with the requirements of the implementing regulations at 45 Code of Federal Regulations (“C.F.R.”) Parts 160-64 for the Administrative
Simplification provisions of Title II, Subtitle F of the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”), and the
requirements of the Health Information Technology for Economic and Clinical Health Act, as incorporated in the American Recovery and
Reinvestment Act of 2009 (the “HITECH Act”), that are applicable to business associates, along with any future guidance and/or
regulations issued by the Department of Health and Human Services (DHHS). Covered Entity and Business Associate agree to
incorporate into this Addendum any regulations issued with respect to the HITECH Act that relate to the obligations of business
associates. Business Associate recognizes and agrees that it is obligated by law to meet the applicable provisions of the HITECH Act.

A. Privacy of Protected Health Information.

1. Permitted Uses and Disclosures. Business Associate is permitted to use and disclose Protected Health Information
(PHI) that it creates or receives on Covered Entity’s behalf or receives from Covered Entity (or another business associate of
Covered Entity) and to request PHI on Covered Entity’s behalf (collectively, “Covered Entity’s PHI”) only as follows:

a) Functions and Activities on Covered Entity’s Behalf. To perform functions, activities, services, and
operations on behalf of Covered Entity, consistent with the Privacy Rule and the HITECH Act, as specified in the

Agreement.

b) Business Associate’s Operations. Business Associate may use the minimum necessary PHI it creates or
receives for or from Covered Entity for Business Associate’s proper management and administration or to carry out
Business Associate’s legal responsibilities. Business Associate may disclose the minimum necessary of PHI for Business
Associate’s proper management and administration or to carry out Business Associate’s legal responsibilities only if the
disclosure is required by law, or Business Associate obtains reasonable assurances from the person or organization to
whom the information is disclosed that it will remain confidential and used or further disclosed only as required by law
or for the purpose for which it was disclosed to the person or organization, and the person or organization notifies the
Business Associate (who will in turn promptly notify Covered Entity) of any instances of which it is aware in which the
confidentiality of the information has been breached.

2. Minimum Necessary and Limited Data Set. Business Associate’s use, disclosure or request of PHI shall utilize a
Limited Data Set if practicable. Otherwise, Business Associate will, in its performance of the functions, activities, services, and
operations, make reasonable efforts to use, to disclose, and to request of a Covered Entity only the minimum amount of Covered
Entity’s PHI reasonably necessary to accomplish the intended purpose of the use, disclosure or request.

3. Prohibition on Unauthorized Use or Disclosure. Business Associate will neither use nor disclose Covered Entity’s
PHI, except as permitted or required by this Addendum or in writing by Covered Entity or as required by law. This Addendum
does not authorize Business Associate to use or disclose Covered Entity’s PHI in a manner that will violate the 45 C.F.R. Part
164, Subpart E “Privacy of Individually Identifiable Health Information” (“Privacy Rule”).

4. Information Safeguards.

a) Privacy of Covered Entity’s Protected Health Information. Business Associate will develop, implement,
maintain, and use appropriate administrative, technical, and physical safeguards to protect the privacy of Covered
Entity’s PHI. The safeguards must reasonably protect Covered Entity’s PHI from any intentional or unintentional use
or disclosure in violation of the Privacy Rule, 45 C.F.R. Part 164, Subpart E and this Addendum, and limit incidental
uses or disclosures made pursuant to a use or disclosure otherwise permitted by this Addendum.

b) Security of Covered Entity’s Electronic Protected Health Information (¢ePHI). Business Associate will
develop, implement, maintain, and use administrative, technical, and physical safeguards that reasonably and
appropriately protect the confidentiality, integrity, and availability of ePHI that Business Associate creates, receives,
maintains, or transmits on Covered Entity’s behalf as required by the Security Rule, 45 C.F.R. Part 164, Subpart C and as
required by the HITECH Act. Business Associate also shall develop and implement policies and procedures and meet
the Security Rule documentation requirements as required by the HITECH Act.

5. Subcontractors and Agents. Business Associate will require any of its subcontractors and agents, to which Business
Associate is permitted by this Addendum or in writing by Covered Entity to disclose Covered Entity’s PHI, to provide reasonable
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B.

assurance, evidenced by written contract, that such subcontractor or agent will comply with the same privacy and security
obligations with respect to Covered Entity’s PHI that are applicable to Business Associate under this Addendum.

Compliance with Transaction Standards. If Business Associate conducts in whole or part

electronic Transactions on behalf of Covered Entity for which DHHS has established Standards, Business
Associate will comply, and will require any subcontractor or agent it involves with the conduct of such
Transactions to comply, with each applicable requirement of the Transaction Rule, 45 C.F.R. Part 162.
Business Associate will not enter into, or permit its subcontractors or agents to enter into, any Trading
Partner Agreement in connection with the conduct of Standard Transactions on behalf of Covered Entity

that:

1. Changes the definition, data condition, or use of a data element or segment in a Standard
Transaction;

2. Adds any data element or segment to the maximum defined data set;

3. Uses any code or data element that is marked “not used” in the Standard Transaction’s

implementation specification or is not in the Standard Transaction’s implementation
specification; or

4. Changes the meaning or intent of the Standard Transaction’s implementation specification.
Individual Rights.
1. Access. Business Associate will, within fifteen (15) days following Covered Entity’s request, make available to Covered

Entity or, at Covered Entity’s direction, to an individual (or the individual’s personal representative) for inspection and obtaining
copies Covered Entity’s PHI about the individual that is in Business Associate’s custody or control, so that Covered Entity may
meet its access obligations under 45 C.F.R. § 164.524 and, where applicable, the HITECH Act. Business Associate shall make
such information available in an electronic format where directed by Covered Entity.

2. Amendment. Business Associate will, upon receipt of written notice from Covered Entity, promptly amend or permit
Covered Entity access to amend any portion of Covered Entity’s PHI, so that Covered Entity may meet its amendment
obligations under 45 C.F.R. § 164.526.

3

. Disclosure Accounting. So that Covered Entity may meet its disclosure accounting obligations under 45 C.F.R. §
164.528:

a) Disclosures Subject to Accounting. Starting the effective date of the Agreement, Business Associate will
record for each disclosure, not excepted from disclosure accounting under Addendum Section C.3(b) below, that
Business Associate makes to Covered Entity or a third party of PHI that Business Associate creates or receives for or
from Covered Entity, (i) the disclosure date; (ii) the name and (if known) address of the person or entity to whom
Business Associate made the disclosure; (iii) a brief description of the PHI disclosed; and (iv) a brief statement of the
purpose of the disclosure (items i-iv, collectively, the “disclosure information™). For repetitive disclosures Business
Associate makes to the same person or entity (including Covered Entity) for a single purpose, Business Associate may
provide (x) the disclosure information for the first of these repetitive disclosures; (y) the frequency, periodicity or
number of these repetitive disclosures; and (z) the date of the last of these repetitive disclosures. Business Associate will
make this disclosure information available to Covered Entity in a ime and manner designated by Covered Entity.

b) Disclosures Not Subject to Accounting. Business Associate need not record disclosure information or
otherwise account for disclosures of PHI that this Addendum or Covered Entity in writing permits or requires (i) for the
purpose of Covered Entity’s payment activities or health care operations, (ii) to the individual who is the subject of the
PHI disclosed or to that individual’s personal representative; (iii) pursuant to a HIPAA- compliant authorization that is
signed by the individual who is the subject of Covered Entity’s PHI disclosed, or by that individual’s personal
representative; (iv) to persons involved in that individual’s care or payment related to that individual’s health care; (v) for
notification for disaster relief purposes, (vi) for national security or intelligence purposes, (vii) to law enforcement
officials or correctional institutions regarding inmates or other persons in lawful custody, (viii) in a limited data set; (ix)
incident to a use or disclosure that Business Associate is otherwise permitted to make by this Addendum; and (x)
otherwise excepted from disclosure accounting as specified in 45 Code of Federal Regulations § 164.528.

c) Availability of Disclosure Information. Unless otherwise provided under the HITECH Act, Business
Associate will maintain the Disclosure Information for at least six (6) years following the date of the accountable
disclosute to which the Disclosure Information relates.
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4.

Business Associate will make the Disclosure Information available to Covered Entity within ten (10) days following
Covered Entity’s request for such Disclosute Information to comply with an individual’s request for disclosure
accounting.

In addition, where Business Associate is contacted directly by an individual based on information provided to the
individual by Covered Entity and whete so required by the HITECH Act and/or any accompanying regulations,
Business Associate shall make such Disclosure Information available directly to the individual.

Restriction Agreements and Confidential Communications. Business Associate will comply with any agreement

that Covered Entity makes that either (i) restricts use or disclosure of Covered Entity’s PHI pursuant to 45 C.F.R. § 164.522(a), or
(ii) requires confidential communication about Covered Entity’s PHI pursuant to 45 C.F.R. § 164.522(b), provided that Covered
Entity notifies Business Associate in writing of the restriction or confidential communication obligations that Business Associate
must follow.

Privacy Obligation Breach and Security Incidents.

1.

Reporting.

a) Privacy Breach. Business Associate will report to Covered Entity any use or disclosure of Covered Entity’s
PHI not permitted by this Addendum or in writing by Covered Entity. In addition, Business Associate will report,
following discovery and without unreasonable delay, but in no event later than five (5) days following discovery, any
"Breach" of "Unsecured PHI" as these terms ate defined by the HITECH Act and any implementing regulations.
Business Associate shall cooperate with Covered Entity in investigating the Breach and in meeting the Covered Entity’s
obligations under the HITECH Act and any other security breach notification laws. Any such report shall include the
identification (if known) of each individual whose Unsecured Protected Health Information has been, or is reasonably
believed by Business Associate to have been, accessed, acquired, or disclosed during such Breach. Business Associate
will make the report to Covered Entity’s Compliance Department. Business Associate’s report will at least:

1) Identify the nature of the non-permitted access, use or disclosure, including the date of the Breach
and the date of discovery of the Breach;

i1) Identify Covered Entity’s PHI accessed, used or disclosed as part of the Breach (e.g., full name, social
security number, date of birth, etc.);

1i1) Identify who made the non-permitted access, use or disclosure and who received the non-permitted
disclosure;

1v) Identify what corrective action Business Associate took or will take to prevent further non-permitted
access, uses or disclosures;

\J) Identify what Business Associate did or will do to mitigate any deleterious effect of the non-permitted
access, use or disclosure; and

vi) Provide such other information, including a written report, as Covered Entity may reasonably request.

b) Security Incidents. Business Associate will report to Covered Entity any attempted or successful (i)
unauthorized access, use, disclosure, modification, or destruction of Covered Entity’s ePHI or (i) interference with
Business Associate’s system operations in Business Associate’s information systems, of which Business Associate
becomes aware that extend beyond routine, unsuccessful attempts. Routine, unsuccessful attempts include but are not
limited to pings on Business Associate’s firewall, port scans, attempts to log on to Business Associate’s system to enter a
database with an invalid password or username, denial-of-service attacks that do not result in a server being taken off-
line and malware (e.g., worms, viruses). Business Associate should promptly notify the Covered Entity Information
Security Officer if Business Associate experiences Security Incidents that extend beyond these routine, unsuccessful
attempts that could impact the confidentiality, integrity or availability of Covered Entity’s data. Business Associate will
make this report upon Covered Entity’s request, except if any such security incident resulted in a disclosure of Covered
Entity’s ePHI not permitted by this Addendum. Business Associate will make the report in accordance with Section
D(1)(a) above. Examples of reportable security incidents include, but are not limited to:

1) The exposure of Business Associate’s information systems to malicious code, such as a virus or worm,
that places Covered Entity data or systems at risk;
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ii) Unauthorized access granted to or obtained by servers or workstations that contain Covered Entity
data;

iii) Business Associate becomes aware that Covered Entity data is being used, copied, or destroyed
inappropriately; and

iv) Business Associate experiences a “denial of service” attack or the compromise of a server or
workstation containing Covered Entity information that requires the server or workstation to be taken offline.

2. Termination of Agreement.

a) Right to Terminate for Breach. Either party may terminate Agreement if it determines that the other patty
has breached any provision of this Addendum and upon written notice to breaching party, the breaching party fails to
cure the breach within thirty (30) days after receipt of the notice. The nonbreaching party may exercise this right to
terminate Agreement by providing the breaching party written notice of termination, stating the failure to cure the
breach of the Addendum that provides the basis for the termination. Any such termination will be effective immediately
or at such other date specified in the notice of termination. If for any reason either party determines that the other party
has breached the terms of this Addendum and such breach has not been cured, but the nonbreaching party determines
that termination of the Agreement is not feasible, the nonbreaching party may report such breach to the U.S.
Department of Health and Human Services.

b) Obligations upon Termination.

i) Return or Destruction of Covered Entity’s PHI as Feasible. Upon termination, cancellation,
expiration or other conclusion of Agreement, Business Associate will if feasible return to Covered Entity or
destroy all PHI, in whatever form or medium (including in any electronic medium under Business Associate’s
custody or control), that Business Associate created or received for or from Covered Entity, including all
copies of and any data or compilations derived from and allowing identification of any individual who is a
subject of the PHI. Business Associate will complete such return or destruction as promptly as possible, but
not later than thirty (30) days after the effective date of the termination, cancellation, expiration or other
conclusion of Agreement. Business Associate will identify any PHI that Business Associate created or received
for or from Covered Entity that cannot feasibly be returned to Covered Entity or destroyed, and will limit its
further use or disclosure of that PHI to those purposes that make return or destruction of that PHI infeasible.
Within sixty (60) days after the effective date of the termination, cancellation, expiration or other conclusion of
Agreement, Business Associate will certify on oath in writing to Covered Entity that such return or destruction
has been completed, and will deliver to Covered Entity the identification of any PHI for which return or
destruction is infeasible and, for that PHI, will certify that it will only use or disclose such PHI for those
purposes that make return or destruction infeasible.

ii) Continuing Privacy and Security Obligation. Business Associate’s obligation to protect the
privacy and safeguard the security of Covered Entity’s PHI as specified in this Addendum will be continuous
and survive termination or other conclusion of Agreement and this Addendum.

3. Indemnity. Business Associate will indemnify and hold harmless Covered Entity and any Covered Entity affiliate,
officer, director, employee or agent from and against any claim, cause of action, liability, damage, cost or expense, including
attorneys’ fees and court or proceeding costs, arising out of or in connection with any non-permitted use or disclosure of Covered
Entity’s PHI or other breach of this Addendum by Business Associate or any subcontractor or agent under Business Associate’s
control.

a) Right to Tender or Undertake Defense. If Covered Entity is named a party in any judicial, administrative or
other proceeding arising out of or in connection with any non-permitted use or disclosure of Covered Entity’s PHI or
other breach of this Addendum by Business Associate or any subcontractor or agent under Business Associate’s control,
Covered Entity will have the option at any time either (A) to tender its defense to Business Associate, in which case
Business Associate will provide qualified attorneys, consultants, and other appropriate professionals to represent
Covered Entity’s interests at Business Associate’s expense, or (B) undertake its own defense, choosing the attorneys,

consultants, and other appropriate professionals to represent its interests, in which case Business Associate will be
responsible for and pay the reasonable fees and expenses of such attorneys, consultants, and other professionals.

b) Right to Control Resolution. Covered Entity will have the sole right and discretion to settle, compromise or
otherwise resolve any and all claims, causes of actions, liabilities or damages against it, notwithstanding that Covered
Entity may have tendered its defense to Business Associate. Any such resolution will not relieve Business Associate of
its obligation to indemnify Covered Entity under this Section 4(c).

E. General Provisions.
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1. Inspection of Internal Practices, Books, and Records. Business Associate will make its internal practices, books,
and records relating to its use and disclosute of Covered Entity’s PHI available to Covered Entity and to DHHS to determine
Covered Entity’s compliance with the Privacy Rule, 45 C.F.R. Part 164, Subpart E, and the Security Rule.
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2. Definitions. The terms “Coveted Entity,” “Electronic Protected Health Information,” “Protected Health
Information,” “Standard,” “Trading Partner Agreement,” and “Transaction” have the meanings set out in 45 C.F.R. § 160.103.
The term “Standard Transaction” has the meaning set out in 45 C.F.R. § 162.103. The term “Required by Law” has the meaning
set out in 45 CF.R. § 164.103. The terms “Health Care Operations,” “Payment,” “Research,” and “Treatment” have the
meanings set out in 45 C.F.R. § 164.501. The term “Limited Data Set” has the meaning set out in 45 C.F.R. § 164.514(c). The
term “use” means, with respect to Protected Health Information, utilization, employment, examination, analysis or application
within Business Associate. The terms “disclose’ and “disclosure” mean, with respect to PHI, release, transfer, providing access to
or divulging to a person or entity not within Business Associate. For purposes of this Addendum, Covered Entity’s PHI
encompasses Covered Entity’s Electronic PHI. Any other capitalized terms not identified here shall have the meaning as set forth
in 45 Code of Federal Regulations (“C.F.R.”) Parts 160-64 for the Administrative Simplification provisions of Title II, Subtitle F
of the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”), or in the Health Information Technology for
Economic and Clinical Health Act, as incorporated in the American Recovery and Reinvestment Act of 2009 (the “HITECH
Act”)

3. Amendment to Agreement. Upon the compliance date of any final regulation or amendment to final regulation
promulgated by DHHS that affects Business Associate’s use or disclosure of Covered Entity’s PHI or Standard Transactions, the
Agreement and this Addendum will automatically amend such that the obligations imposed on Business Associate remain in
compliance with the final regulation or amendment to final regulation.

Conflicts. The terms and conditions of this Addendum will override and control any conflicting

term or condition of Agreement. All non-conflicting terms and conditions of Agreement remain in full
force and effect.
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