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ABSTRACT

NTRU Labs have proposed a scheme for secure transmission using ring of truncated polynomials in Z(x) /
(x" ). We have proved in this paper that a pre-processing the data to be transmitted greatly decreases the
time of transmission. We have used a matrix version of NTRU Cryptosystems.
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1. INTRODUCTION

Secure communication has been the subject of
serious research since the discovery of RSA[1]
encryption scheme using a public key for
encryption and the corresponding private key for
decryption. NTRU Labs [2, 3, 4] has come up
with a scheme using a ring of truncated
polynomials. In this scheme of things, two small
polynomials f and g are taken from the ring of
polynomials Z(x) / (x" 1y which are invertible
modulo q and modulo p, where q and p as two
relatively prime numbers. The security of
NTRU was shown to be equivalent to the
hardness of some Lattice problems. Although
there are many attacks [6, 7, 8, 9] no significant
weakness in the NTRU encryption has ever been
reported.

The public key is constructed as h = p * fq *
g mod q and f, fp are kept as private. Let m be
the message to be transmitted, constructed as a
polynomial belonging to Z(x) / (x" 1. The
encrypted text is obtained as e = h *r + m
where r is a random polynomial chosen to
obscure the message. The message can be
recovered by decrypting the encrypted message
as follows using the private keys f and fp:

a=f*emodq
=f* (h*r + m) mod q
=f* (p*fq*gmodq+m)modq;

a is the intermediate text generated and the
original message is obtained as:

b =a modp
= {* [(p*fq*g mod q + m) mod q] mod p=m

This has been recently extended by Nayak[5]
et al., where square matrices are used to
generate public and private keys, and the
message is also taken in the form of a matrix.
The matrix formulation has the advantage that
matrix inversions are easier to perform than
polynomial inversions in modulo arithmetic.

In this paper we compress the message to be
transmitted using Huffman code [11, 12, 13] and
surprisingly find that the time taken to zip the
message, encrypt the code, decrypt the code and
unzip the message is less than the time taken for
directly encrypting the message and decrypting
the message, when the message size is
comparatively larger. We wuse the matrix
formulation of the NTRU cryptosystems.

2. PROPOSED ALGORITHM

We use N x N ordered set of matrices and
generate multiple public/private key pairs [10].
The public keys are made available to everyone.
Each of these public keys has a unique
corresponding private key which will be known
only to the receiver of the message. The sender
sends the encrypted message along with public
key and the receiver chooses the corresponding
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private key. First the sender chooses the two N
X N matrices F and G from {-1, 0, 1} and F
should be invertible. The inverse of F modulo p
[Fp] and inverse of F modulo q [Fq] are then
calculated. The matrices Fp and Fq satisfy F*Fq
= I (modulo q) and F*Fp = I(modulo p). Then
the public key is constructed as Pu = p*Fq*G
(modulo q). The sender also generates the other
set of public and private key pairs based on
message length.

2.1 Key Generation

a) Randomly generate N x N matrices F and
G

b) Compute Fp and Fq

c) Generate Public key Pu =
(modulo q)

p*Fq*G

2.2Encryption

a) The text message is then compressed

using Huffman algorithm.
Mc = H(m) where Mc

message

b) Encrypt the message as Ec = Pu*R+Mc
(modulo q) where R is any N X N random
matrix.

The encrypted message can be decrypted

through the following steps:

a) Compute A = F * Ec(modulo q) and
choose the coefficients in the range —q/2 to

is compressed

q/2

b) Decrypt the message D = Fp*A (modulo
p).

c) Then the decrypted message D is

uncompressed using Huffman code to
generate the original message.

The sender encrypts the block of text, Mc as
Ec = Pu * R + Mc (modulo q), where Pu is
public key, R is a random matrix. The receiver
first computes F*Ec (modulo q) using his private
keys F and Fp corresponding to the public key
Pu:
A = F*Ec(modulo q)

F*(Pu*R+Mc)(modulo q)
F*((p*Fq*G)*R+Mc) (modulo q)

p*R*G + F*Mc (modulo q) [since

F*Fqg=I(modulo
q) and I is identity matrix]

B = Fp* A (modulo p)
= Fp* [p*R*G+ F*Mc modulo q] (modulo p)

380

= Mc(modulo p) [ since Fp *F (modulo p) =
1]
=Mc

3. ILLUSTRATION OF THE PROPOSED
ALGORITHM

3.1. Key Generation

The sender generates the public key/private
key pairs using the following parameters: p=3,
q=128 and N=15x15. Two randomly generated
15x15 matrices F and G consisting of elements
from {-1, 0, 1} are chosen as:

F=
00 0-11-10010-111 -1-1
111-110000-111010
-1-10110-11010-111 -1
10-1-11-10-1000-11-10
0010-1-101-1-1-11-1-10
-101-11-111-10100T11
-1010-1-11-110-1100 -1
10-100-110-1-1011-10
100101-10-11011-10
000-100000-10-1110
-110-101-1001010-10
011011-110010T1T1 -1
0-1-10-1101000-11-11
011-1100-1-10-1-1001
-1000-11011-1-1-10 -10
and G=
-10 -11-10-101-1111-11
-1-11700-11100-1001 -1
1 -1-10-1-111-111-110 -1
1 00-10-100-111-1-1-10
1 00-1001-111-100-11
-11-10-110010-11-10 -1
-1110-11-101111-111
0110-11-110-1-1-1-100
-1101111000-10-111
00-100-1100001 -1-1-1
00-11-111-11-1-110 -1-1
0100-1-1001-110001
1 1-1-10000011-1000
-11101100100-1-111
1 -1110-110-1-110 -1-1-1




Journal of Theoretical and Applied Information Technology

20™ January 2014. Vol. 59 No.2 B
© 2005 - 2014 JATIT & LLS. All rights reserved- S aTiT
ISSN: 1992-8645 wWww.jatit.org E-ISSN: 1817-3195
The sender computes the inverse of F (modulo 73 1(5) 36 4 1; 355 12 1(3) 73 415 16 1% 57
p) [Fp] and F(modulo q){Fq]. 12 8388 28063 510 13 10 80 12 33 3
5 4 3 1
Fp= 64 64 11 10 71 11 47 37 10 32 12 12 10 96 10
012022111201110 5 1 3 8 2 2 8
2791211002022102 93 mlg 6ﬂ]231% 4 15 32 61 01;%
112022102002101 88 14 69 11 30 53 85 89 96 10 10 10 73 11 76
8 6 3 8 2
200112120211202 78 7 58 62 21 84 75 85 80 22 35 27 16 68 10
220011021102211 4
83 56 92 45 81 12 7 75 63 12 67 41 47 73 83
002212121120221 2
000112112022102 95 76 56 27 5 39 55 3 97 10 67 40 91é8
112112200102022 93 1 73 10 84 61 10 69 10 91 91 24 93 11 8
8 1 6 6
122220112222212 53 12 53 12 66 12 24 53 11 14 74 52 44 29 6
010001222112211 3 9
82 84 24 10 14 86 12 11 62 33 57 91 10 5 75
020200210121121 3 6 0
020201100202022 10 8 10 73 20 53 12 23 80 93 48 85 77 42 15
8 3 1
222202010010020 11 38 98 45 16 57 12 31 12 59 12 77 51 63 93
0 1 2
011112102012112 11 12 27 29 12 10 59 7 82 63 32 12 67 12 22
221001020102112 50 1 8 4 0
63 96 9 13 74 99 12 42 44 91 77 11 10 28 19
Fq= 5 6 8
12 78 18 10 11 43 49 75 13 19 36 78 10 9 .
4 4 s 6 5 3.2. Encryption
11 80 10 90 92 67 21 95 35 88 99 74 5 11 1
4 3 2.0 Let us choose the following text message
14 24 56 36 89 81 10 11 11 12 50 75 66 10 1 consisting of 55 characters.
3 4 7 3 1
8 12 11 12 65 19 11 81 60 71 96 77 84 29 5 ] ] ) o
4 4 9 7 “ multiparty interactive network applications
11 12 98 51 90 11 73 90 76 30 10 12 20 16 7 such as new
25 6 8 5 5
37 1? 1(5) 3923 1(3) 7852595 9 47 54 1(1) § which when express using ASCII code contains
89 11 50 12 97 35 54 96 12 77 13 12 49 10 5 440 bits. The text is then compressed using
7 7 7 2 39 generated Hoffman Code for the text message
364 37 9330 78 4 1? 55 45 63 48 12 2 g and the length will be reduced to 223 bits:
50 64 45 10 81 94 27 11 11 2 12 87 43 72 1
6 2 1 5 0010010110000111110000111100000100111000
6 11 11 0 12 10 12 12 14 13 12 12 11 12 7 100010100010101110010010010000100011000
. 6;‘ 1? " 1; 6 8(1) 8; - 42 4; 33 28 0 0111111010010101010100110001100010110011
) | 7 6 1110101000011101110001110001100000001100
63 12 29 10 52 44 22 15 44 11 26 11 79 10 4 0010010101010111101011101100100001101101
7 6 8 0 13 00000111101010101000011000
10 32 20 40 89 19 10 79 6 50 11 63 10 44 2
8 8 7 8 1 Th d hi d
30 77 11 78 25 54 26 10 11 25 0 12 39 78 8 e sender arranges this compressed message
1 2 3 6 as 15x15 matrix
66 88 10 61 78 34 55 11 42 66 94 93 36 12 2
7 40

Then the public key Pu=p*Fq*G (modulo q)
and made available to everyone:

Pu=

Mc =
001001011000011

111000011110000
010011100010001
010001010111001
001001000010001
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100001111110100
101010101001100
011000101100111
110101000011101
110001110001100
000001100001001
010101011110101
110110010000110
110100000111101
010101000011000

Now choose the randomly generated R matrix as

21
9
94
10
2
88
12
3
41
71
12
4
22

57

11-11
-1-11 0
1010
0010
-1000
10-10
1 -100
100-1000
-1-10-111-100
-11-110-1-1-10
0101111

00100-1101
00010-1-100
0O-1-1-1-101 -10
1111

-1-10 -11
0110 -1
-100 11
00-100
1-10
0-11
-10 1
0-11

00
-10
10
01
00

-1110
000
000

-1-1-1
11-1

000

-10 -1
1 -1
00
-11
0 -1
-10

0
0
0
1

0

100
010
1 -1-1-10

1
0
0

1
1
0
0
0

1
0
1

When we encrypt this message matrix Mc, we
get the following cipher text Ec:

11

2
38
35
35
38
62
64
11

4
12

7
42

58

42
17
48
42
11

7
87
11

1
33
68
10

3
67

81

20

10
1
11
8
10
0
33

30

=

87

66

82
41
15
91
20
10

7
63
16
93
29

45

36

47

56

55

72

53

11

38

65

34
35
74
10

8
28
10

5
25
83
10

7
21

19

12 41 74

4
93

89
11

9
96
71
72
17
13

93

5
11
1
86
0
7
44

88

62

79

12
1
11
3
95

10
10

5
25
86
10

6
27

31 99 98

11

3
34
43
40
38

21

43

8
84
27
25
78
59
76
11

6
11

2
70

16

10

48

33

13

31

0

65

26

17

93

39

24

12

10

55

19
4
83
1
48
77
1
0
1
6
71
12
1

11
8

60 12 12 22 49 11 91 12 12 85 56 44 7 8 1
6 0 5 0 0
20 18 28 30 45 11 12 11 12 48 10 12 83 22 50
3.0 6 3.0
52 59 11 67 12 89 96 63 13 12 12 59 97 94 91
5 5 4 6
89 98 12 12 85 95 20 11 31 39 97 80 67 59 13
6 5

This matrix is sent to the receiver along with
the public key and the Huffman code is sent as a
symbol table.

3.3. Decryption

A=F * Ec (modulo p)

12 12 10 12 10 12 12 0 3 1 11 11 4 12 11
5 5 6 7 6 2 9 6 6
1 51212 1 312 11 12 2 10 12 13 12 14
5 4 0 7 5 2 0
712 812 61212 3 6 1 6 1 12 13 12
4 2 2 3 7 4
11 12 12 12 012 9 8 12 12 12 4 11 13 12
1 6 7 6 6 3 7 3 2
1212 012 0 6 8 7 12 11 12 8 12 6 8
3 7 3 390 5
12 2 8 112 11 11 12 3 12 12 5 12 11 17
2 4 9 9 5 5 3 6 0
12 12 11 4 12 11 8 12 212 11 3 12 11 2
6 6 7 1 4 7 7 6 3 7
1112 8 312 11 12 12 512 3 1 5 12 12
1 3 6 7 3 6 1 1 1
317 01812 4 12 6 12 12 12 11 12 12 7
2 3 4 1 6 8 6 7
16 2 6 12 1 12 12 12 12 12 12 12 12 12 8
6 2 4 6 7 4 4 4 2 6
12 12 17 12 12 12 11 12 10 12 12 12 4 11 10
6 6 2 1 6 7 1 0 0 6 8
0 4 5 41012 312 2 1 112 3 11 11
2 5 5 8
01212 6 312 4 9 3 2 3 6 11 14 11
4 7 1 7 9
12 512 14 12 12 5 12 12 12 4 12 12 12 12
2 0 3 4 4 1 6 0 5 4 5
1812 81212 11 6 11 912 211 0 6 12
4 1 2 9 7 2 7 2

The receiver chooses the elements of A
between —q/2 and q/2 (-63 and 64).

3-310-210 -1 2 0 3 1-16 -9 4 -2-12
15341 3 -8-11-3210 -6 13 -8 14
74 86 6 6 -5 361 6 1-113 -4
1m-7-2-10-2 9 8-2-5-1 4-1513 -6
S5-1 050 6 8 7-59 -8 8 -3 6 8
62 814993335 5-2-1817
2-2-11 4-7-14 8 -1 2-1-12 3 -5-11 2
-17-5 8 3-2-11 -5 -25-7 3 1 5 -7 -1
317 0186 4 -5 6-4-7 -2-10 -2 -1 7
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16 2 621 -6 4 -2-1-4 -4 -4 -6 -2 8
2-217-6-7 -2-11 -110-8 -8 -2 4-10 10
04 5410 6 3 -321 1-3 3 11-10
0-4-163 -7 4 932 3 6-1114 -9
6 5 8145 4 5 4-72 4 -8 -3 -4 -3
18-4 8-7-6 -9 6-11 96 2-11 0 6 -6

Now Mc = Fp * A which is given below

The matrix A becomes

0010010110000T11
1171000011110000
010011100010001
010001010111001
001001000010001
100001111110100
101010101001100
0110001011001T11
117010100001 110°1
1170001110001 100
000001100001001
010101011110101
1170110010000110
11701000001 1110°1
010101000011000

When we decompress this matrix then we get
the original text message.

“ multiparty interactive network applications
such as new “

4. EXPERIMENTAL RESULTS
The following table gives the time taken for a

direct encryption and decryption and encryption
and decryption after a Huffman compression:

Message | NTRU Proposed
Length Method | Method

56 0.3 0.2105

79 03] 0.37518

189 0.75 | 0.71089

342 1.2 | 1.19887

541 1.95 1.70452

905 3.15 3.0349

383

45 4
4 -
3.5 4 ENTRU Method
3 HFroposed Method
25
15
1 4
0.5
o4
56 79 189 342 341 205

5. CONCLUSIONS

We used Huffman algorithm to compress the
message and then used NTRU to encrypt the
message and transmit it. It was shown that the
compression of the data reduces the time for
encryption and decryption. However we observe
that when message contain 79 character,
proposed scheme takes more time since there
was no reduction in the number of blocks to be
transmitted. We are presently working on further
reduction in time by dynamically compressing
the data. We used MATLAB Version
7.6.0(R2008a) for the above calculations.
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