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The purpose of this document is to provide a set of guidelines to aid in the first operation
of the RD710 reader. The MIFAREdiscover (ver.3.x.x) will be used as a user interface to
communicate to the readers and cards, respectively.

The USB drivers are included in the CD package and on NXP web (see [44])

Firmware Info

This package comes with a new firmware (version 2.2.7) for the RD710 reader. In this
version the NXP Basic Function Library (BFL) is replaced by the NXP Reader Library
(NXPRdLib). The functionality of the PC/SC mode has not been changed. The PC
Software using the Reader in this mode (e.g. MIFAREDiscover) will not face any
functional differences.

Additional functionality and benefits of Firmware v2.2.7 in standalone mode
e Support of ISO/IEC 14443 Type B Tags
e Improved multi Tag handling
e Improved code structure and modular library design for easier development
e Improved LPCXpresso Support

For further information about the actual implementation please refer to [38].

Firmware version installed on the Reader

If you have received the reader together with this document version on CD it already
contains the latest firmware. You can check this with the program Pegoda2Go which is
as well in the CD package. If you have already installed the driver you can start
Pegoda2Go as described in section 2.5 and check the current flashed version. Otherwise
you have to install the drivers first.

Update Recommendation:

For new projects and implementations the usage of the latest firmware and source code
is recommended. This is as well the case for projects using the reader in PC/SC mode
only.

As the NXPRdLib has a different software design compared to the BFL, porting of
existing projects based on the former firmware will require major rework and is not
recommended unless one needs to take advantage of the additional functionality and
benefits.

If you want to flash to the latest version proceed as described in section 8. Therefore the
latest binary file is located on the CD and on NXP web [42].
(Reader documentation\Cortex M3 \firmware_v2_2\pegoda_fw_v2_2.bin).

All information provided in this document is subject to legal disclaimers. © NXP B.V. 2012. All rights reserved.
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2. Installation

2.1 Required items
To use the MIFAREdiscover, the following items are required:
e MIFARE cards as MIFARE DESFire EV1, MIFARE Classic, MIFARE Ultralight
e Pegoda Reader (RD710 or RD710 as part of EV710) (see [37]- [41])
e MIFAREdiscover
o Public version available on NXP web (see [45])

o Full version (see [47])

2.2 Installing USB driver for the Reader

An installer for the USB drive is present on the CD (Driver\ Windows Driver Installer.exe).
1) Run this installer and follow the displayed instructions.
2) Connect the Pegoda RD710 with your computer.
3) Wait until Windows has installed the driver.

If Windows installs the drives correctly you can skip section 2.3 and continue with section
24.

2.3 Installing USB driver for the Reader manually

The demonstrated installation is shown on Windows 7, but it is the same in Windows XP
and Vista.

4) If you don’t have a CD that was delivered with your Pegoda, open your web
browser, go to see [44] and download and extract the zip file.

5) Connect the Pegoda RD710 with your computer.
6) Wait until Windows 7 installs a standard driver.

7) Open the Windows Device Manager and navigate to the installed Reader (see figure
1 below)

AN10992 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2012. All rights reserved.
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Fig 1.

e

Scan for hardware changes

Properties

Device Manager

8) Click Smartcard Reader with the right mouse button and choose “Properties”.

9) Choose the tab driver and click “Update Driver”.
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Microsoft Usbecid Smartcard Reader (WUDF) Properties

=

General | Driver lﬁqﬂ

Microsoft Usbeocid Smartcard Reader (WUDF)

Driver Provider:  Microsoft

Driver Date: 21.05.2006

Driver Yersion: 6.1.7601.175714
Dligital Signer: Microzaoft Windows

|| | DrverDetais |

| Update Driver,..

V| [ FolBackDive: If the: device fails after updating the driver, rall
i e A back to the previously installed driver,
I Disable l Disables the selected device.

| I Uriinstal ] To uninstall the driver (Advanced).

To view details about the driver files.

To update the driver software for this device.

| oK

|| Cancel

Fig 2. Update Driver

10) Windows will ask you how to search for the driver. Choose “Browse my computer for

driver software”.
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i - S —— ﬂ i
l\‘:/j Il Update Driver Software - Microsoft Usbecid Smartcard Reader (WUDF) 4
How do you want to search for driver software?
< Search automatically for updated driver software
' Windows will search your computer and the Internet for the latest driver software
] for your device, unless you've disabled this feature in your device installation
cettings,
- EYOWSE MY COMPULET TOr driver sartware
Locate and install driver software manuaily. h.
|
|
|
|
|
Cancel
_
o —  —— = —

Fig 3. Browse Computer

11) Choose “Browse”, navigate to the root directory of the CD or the previous extracted

content and click “Next”.
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- o ee— A — w

@ 1l Update Driver Software - Microsoft Usbecid Smartcard Reader (WUDF)

Browse for driver software on your computer

Search for driver software in this location:

I 3RKD1-s1 Users88hmxp36584' Data\NXP\Pegoda EV710_CD content Browse... l:
[ Include subfolders

= Let me pick from a list of device drivers on my computer
i This list will show installed driver software compatible with the device, and all driver
i software in the same category as the device.

Fig 4. Browse for driver software on your computer

12) Wait until Windows has finished the installation.

i - e o e — T — [

K.J | Update Driver Software - Microsoft Usbceid Smartcard Reader (WUDF) 4

Installing driver software..

Fig 5. Installing driver software
AN10992 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2012. All rights reserved.
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N

Lyt Update Driver Software - NXP Pegoda USE

Windows has successfully updated your driver software
Windows has finished installing the driver software for this device:

MXP Pegoda USE

Fig 6. Finished installation

13) The installation is done.

2.4 Deactivate Smart Card Interface

For some customers it may be useful to deactivate the Smart Card Interface. This is
especially important for users of Windows 7. If you see that Windows repeatedly tries to
install a new Smart Card Interface you need to do the following steps.

1. Go to the Control Panel of your computer (Start — Control Panel)
2. Click “System” — “Device Manager” and then “Other devices”
3. Click “Smart Card” with your right mouse button and then disable.

AN10992 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2012. All rights reserved.
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Fig 7. Deactivate Smart Card Interface

2.5 Pegoda2Go

Pegoda2Go is a small program to check the basic functions of the RD710. It can be
started directly for the CD (\Software and Tools\Pegoda2GO.exe)

If the driver is installed correctly and the Pegoda is connected the device should be
present in the ‘Reader’ menu. May hitting the ‘Refresh’ item is required.

Once the reader is selected the Action menu allows to switch the Antenna LEDs and to
get information about the Pegoda configuration and the used firmware version as shown
in figure Fig 8. If a card is present in the reader field the basic information of this card can
be shown as well.
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Version P
* PegodaZGO &J ‘0 Chip type: RM710
File ' Reader | Action | Help J =4
it A0 b e o DIP switches: 01000000
Ant LED O
e . Reader SAM Mode: SAM in X-Made
Antenna LED Off Ext.CommInterface: USB
Version Int.Comm.Interface: SPL
Card Status Operating Mode: PC/SC Reading Mode
Card UID
PC/SC Mode: Standard
Firmware: 227
OK |
Fig 8. Firmware version check
2.6 Installing MIFAREdiscover

There are two different versions of MIFAREdiscover; for once the full version can be
retrieved from the doc store and the public version, which can be downloaded from the
NXP Homepage.

The public MIFAREdiscover supports the functions for MIFARE Classic (see[8]) MIFARE
Ultralight (see[11]), General ISO/IEC 14443-A (see[7]) protocol handling.

The full MIFAREdiscover supports the functions for MIFARE SAM AV2 (see [23]-[34])
support (X and conventional), MIFARE Plus (see [4]) MIFARE DESFire EV1 (see [3]),
MIFARE Classic, MIFARE Ultralight, MIFARE Ultralight C (see [5]) and General
ISO/IEC14443-A protocol handling.

2.6.1 System Requirements

2.6.2

Microsoft Windows XP SP2 or higher
Minimum screen resolution 1024x768 pixels

Microsoft .NET Framework 3.5 Service Pack 1 or higher [will be installed along with
this installer]

Pegoda
MIFARE SAM AV2 for X-mode

Installation process

Install Microsoft .NET Framework 3.5 SP1 (or higher if available)

The Installer "SetupMIFAREdiscover" tries to install the Microsoft .NET Framework
3.5 Service Pack 1 by using a Net-Installer. If you have limited or no network

All information provided in this document is subject to legal disclaimers.
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connection to download and install the Microsoft .NET Framework the setup process
is terminated and you have to install the Microsoft .NET Framework manually.

® NET Framework can be found online (see [48])

®  [nstall the "SetupMIFAREdiscover" package:

Install the package and follow the instructions. The whole installation process requires
administration rights. After you have successfully installed the program
"MIFAREdiscover" and all of its required components you can start "MIFAREdiscover"
via the link

"Start -> All Programs -> NXP Semiconductors -> MIFAREdiscover ->
MIFAREdiscover".

®  Read “ReleaseNotes.txt” file that you received with the MIFAREdiscover package.

AN10992 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2012. All rights reserved.
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3. Demo mode and DIP switch configuration of the Pegoda
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3.1 DIP switch configurations for various Reader modes

DiF SWITCH NUMBER

. T -] L] 4 3 2 1 READER MODE
OFF | OFF | OFF | OFF | OFF | OFF | OFF | OFF RDE62 IN PCEC MODE
OFF | OFF | OFF | OFF | OFF | OFF | OFF | OFF ROTI0 KO AN
OFF | OFF | OFF | OFF | OFF | OFF | OFF | ON RDT0 M E-MOCE
OFF (OFF | OFF | OFF | OFF | OFF | O | OFF AL N X-HORE
G | GM | OFF | OFF | OFF | OFF | OFF | OFF FLASH HODE

L]

Fig 9. Overview of important reader modi

You can find a photo with description on NXP web (see [40]) (table and figure 1)

3.2 Demo mode

To get into demo mode, configure the DIP switch as follows

8 7 6 5 4 3 2 1

OFF ON OFF OFF OFF OFF OFF OFF

and connect the USB cable. Only power is provided by the USB cable, the reader itself
works autonomously without interaction of the PC.

The demo mode is used to showcase some basic functionality of the reader. In this
mode, ISO/IEC 14443-3A and ISO/IEC 14443-3B activation loop is performed and an
acoustic signal is generated based on the detected card and SAK-byte, respectively.

The following table depicts the default sound coding for different MIFARE cards:

Table 1. Card type according to SAK and number of beep
Card Type beep blink

MIFARE 1K (0x08)
MIFARE Classic 4K (0x18)
MIFARE Ultralight (0x00)
MIFARE DESFire

MIFARE Plus

ISO/IEC 14443 Type B

[ R PR RI RN
[N U R R RN

All information provided in this document is subject to legal disclaimers. © NXP B.V. 2012. All rights reserved.
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If you still using the older firmware (v1.x) this demo mode behaves slightly different.
There is no ISO/IEC 14443-3B activation loop and the reader reacts as described in the
following table.

Table 2.  Card type according to SAK and number of beep for old firmware version
Card Type Beep and blink

MIFARE 1K (0x08) 1
MIFARE Classic 4K (0x18)
MIFARE Ultralight (0x00)
MIFARE DESFire

MIFARE Plus

a A ODN

This can be used to determine which firmware is currently running on the reader.

AN10992 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2012. All rights reserved.
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4. Public Version

All in this section explained steps are applicable to the full version as well.

4.1 Starting MIFAREdiscover

Connect the RD710 Reader with the PC by using the USB cable. Choose the desired
DIP switch configuration on the mainboard of the reader (see chapter 3.1) as this tool
does not support SAM. The DIP switches should all be set to “OFF”.

Start MIFAREdiscover from the Start menu.

nNew Profile == i.'(.i
Contactless Reader Selection
Get available Reacer's | >
Key file
Browse | |

Timing Mode = FOT C OT

m

—Frocess) e |

Readerlist: RDVIx: NxXP Pagoda N CL 00, Rt

Fig 10. Press the "get available Reader’s" button

Press “Get available Reader’s” for the drop down field “contact- and contactless reader
selection”. The available readers will be listed depending on the DIP switch configuration
and the chosen reader.

Press “Ok” to open the mainframe of the MIFAREdiscover program for the specific
reader configuration.

The following main window will appear. The History frame shows you that the reader has

been opened successfully. The configured reader mode can be depicted from the history
list as well.

AN10992 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2012. All rights reserved.
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4.2 Mainframe general overview

The public MIFAREdiscover supports the functions for MIFARE Classic (see [9]),
MIFARE Ultralight (see [11]), General ISO/IEC 14443-A (see [7]) protocol handling.
Therefore, the user interface is divided into functional blocks which are shown in different
tabs in Fig 11 (1).

They open the so called ‘Command selection’ window (2) which allows to select a
command window in (3).

At the bottom (4) Fig 11 shows the history field where all the operations are displayed.
For a more detailed view on the sent data and received data a switch to the log window
is possible. Both fields can be cleared, or can be stored in a text file.

Fscenel e
Eraste| et O7Hiers CTID S flsnsar 0

e WRELSE 2] Getrsadarust
e ok SUCLESS ] Getfeaderunt Soster mt! ADTIe KIF Pegos N TL 0 0, ROT3: COME. 7

Loatimpect: |
i o see= WG oan s ARSI e P R

4.

- — /|

Ry [Pt o N et €L 0., B A |

Fig 11. Interface to Reader has been opened successfully

Note: The sequence of commands as described in ISO/IEC 14443 or in the relevant
datasheet must be kept to be able to activate and operate a card. The MIFAREdiscover
does not cross check the logical command flow.

AN10992 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2012. All rights reserved.
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4.2.1 MIFARE Reader

With this tab you can control the basic functions on the reader.

MICORE 1,2 © Show Cards |

RegisterData

| Register  Data
| ‘
| X
| g
! 03 00
04 04
I 05 00
| 06 00
| 07 n
[ 08 0o
i 09 26
| oA 00 -

Fig 12. MICORE 1,2 command window

The “MICORE 1, 2’ command window allows you to reset the reader and to turn the
electromagnetic (card reading) field off or on.

The commands ‘ReadReg’ and ‘WriteReg’ allow reading or writing the register to control
the reader. For further information on the register settings and functions please refer to
the individual Reader ICs data sheet.

MICORELZ' Show Cards

Fig 13. Show Cards command window

The ‘Show Cards’ command window in Fig 13 allows you to detect all the cards
which are present in the reader field. With ‘Start Detection’ the reader starts to
poll for cards (ISO 14443 Type A and B) and you get the UID of the cards
presented to the Pegoda as well as the card type. With ‘Stop Detection’ the
polling is stopped again.

AN10992 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2012. All rights reserved.
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4.2.2 MIFARE Classic
The command window “ISO14443A Layer 3” is shown in Fig 14.

1.

This part of the panel allows you to activate a number of cards and perform the
anti-collision protocol according to [7] . The most convenient method is to push
the ‘Activate Idle’ button. After that, in the table a UID appears in section 2 and
its State is ‘Active’.

This section allows you to manage multiple cards in the reader field. Select a
specific card you want to communicate with. Therefore this card has to be in
‘Active’ State. To to switch to another card in the reader field choose the current
‘Active’ card and with ‘Halt’ you can change the State from ‘Active’ to ‘Halt’ state
(and work with another card in the meantime). Pick a ‘Halt’ UID and the button
‘Act.Wakeup’ changes the State back to ‘Active’ and you can work with the card
again. ‘Clear List’ deletes all data in the table

With the control elements it the blue section you can send individual commands
and data to the card in an 1ISO 14443 Layer3 massage frame. Thereby the input
format is hex coded. The checkboxes there indicate if you want to append a
CRC code to the command and if you expect that the card to append a CRC to
the response. The answer of the card is then displayed in the log windows. For a
list of available command please refer to cards datasheet.

150144434 Layer 3 Uitralightc |

e Tascode [a005)

~\

| Request | I93

- | | Anticallision | |

Seiect | | Acivaterde | | 4.

| Wakeup | | 95

|| antcomsion | |

Select RFReset |

|9?

- | | Anticollision | |

Select | )

Halt |

State ATOA Ui

Unknown

SAK ‘

Unknawn

Unknown

\
(A=
|

Unxmown

\_

Clear List |

7

¥ ’xcrc
[# 7% cac

ad

\

[T incomplete Byte

-

Exchange

y

Fig 14. ISO14443A Layer 3

m | |

Fig 15 shows the ‘Data Processing’ window. With this window you can process the data
stored on the MIFARE Classic card:

AN10992
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‘Personalization UID Usage’ allows you to configure the type of UID the card
should use. For the available types please refer to [8][8].

To gain access to the different storage sectors of the card you first need to
authenticate with a Key. Therefore you can choose a ‘BlockNo’ and the ‘Ref Key’
(prepared in the KeyStore 5.3.2.3) and use the button ‘MFC Auth Key A’ or ‘MFC
Auth Key B’.

With ‘Read’ you can read a block from the card and with ‘Write’ you can write the
block on the card then is selected in the data grid. Use ‘Increment’ to increase
and ‘Decrement’ to decrease the contents of a block. The results are stored in an
internal data-register. The ‘Restore’ button move the contents of a block into an
internal data-register. Use ‘Transfer’ to write contents of the temporary internal
data-register to a value block.

Data Processing / 1SO14443A Layer3.| s X
( Personalization
Type 1.
|(]0 > | | Personalize UID Usage |
\.
(ﬁtﬂmtiat iort
BlockNo Ref Key 2
|01 v||Keyr~.-o.-3,B vl .
| MIFC Auth Key A |
QM?C Auth Key 8 | 3
(Data Access N
MIFARE Data
Block Data [Hex] Data [ASCii] Walue [Dec] DstBlock  Description
09 00000000000033000000000035300000 0000000000000000 Fd 09 Data =
QA 00000000000200000000000000000000 000C000000000000 e 04 Data )
08 000000000003FFOT8065FFFFFFFFFFFF OOODOOy Y i 0B Traiter
aC 00000000000000020000000000000000 0000000000000000 Tee oC Data
ap 00000000000000000000000000000000 0000000000000000 ITr. oD Data
0E (000000000000330000000000030300000 0000000000000000 (it OE Data
aF 000000000002330000000000300:300000 0000000000000000 e OF Traiter
10 000000000002330000000000200000000 000D000000000000 Fiis 10 Data
11 00000000000000000000000000000000 0000000000000000 777 11 Data =
| m G
| Read | Value [Dec] 1 Increment | | Decrement | | Restore |
| Write | | Transfer |
\. J
Fig 15. Data Processing

4.2.3 MIFARE Ultralight

The Ultralight tab provides the ‘1ISO14443A Layer 3’ command window as well. For the
provide functionality please see section 4.2.2.

The ‘Ultralight’ command window allows:

1.

To read and write data on a chosen page of the card.

2. To write Lock Bytes (refer to [21]).

AN10992

Application note
COMPANY PUBLIC

All information provided in this document is subject to legal disclaimers.

Rev. 2.4 — 08 October 2012
198124

© NXP B.V. 2012. All rights reserved.
19 of 68



NXP Semiconductors

AN10992

Quick Startup Guide for RD710

|  Read

Ciata Access
Page Mo | i} A |
Data 00000300

=)z

= | Wirite | [ Campatibiiity Write

Fig 16. UltralightC

4.2.4 MIFARE ISO14443A Layer 4

This tab provides all the functionality to work with ISO14443A Layer 4 [7] and the
command window is shown in Fig 17.

This part can be use to activate a card to Layer 4 and control the date exchange
rate.

The textbox shows the State of the cards. Control which card is the active one.

Use the blue marked part to send commands to the card in a ISO14443A Layer4
message frame format.

For more information on the provided commands of this window please refer to [7].

15014443AL4 Layer 4

( Current L3 activaied UID \
(8 Reader Buf Sz. 1 o
[oo x| [258 =||  cears |
DRI{PCE to PICC) DS {PICC to PCD)
(106 « | [zo8e - s | [ Amidesemats | | Actvateard |
\ |Aﬂ.\".‘up+GEmﬁTS| | Desglect J)
( 2 )
State ap DRI DSl ATS 10)(8]
Unknowr |00 106k 106k ol 2 .
Upknown |01 106k | 106k =
Unkmown |02 106k |106k -
el i |
\_ =Y.
( i_‘l':i AX CAC |_| B ur..pn:rE'Em!\
[¥] 7% cRC #Bits |1 3.
00AL040007d276000085010100 -
Exchangs |
\. J

F X

Fig 17. ISO14443A Layer 4
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The Key Store Manager window as shown in Fig 18 allows you to define a number of
Keys to be used for the authentication of e.g. memory sectors.

Each key block can have a nickname and a certain type. It is divided in 3 keys, A B and
C with individual Versions.

From more information on keys and how to be used with cards please refer to the

individual card IC datasheets.

Key Store F X

Key No Name Key Type Entry PartA Version A  Entry PartB VersionB E

0 name |MIFARE FFFFFFFFFFFF 00 000000000000 01 0 =
1 name |TDEA - DESFire 00000000000000000000000000000000]00 00000000000000000000000000000000(01 ol

2 name |TDEA - DESFire 00000000000000000000000000000000(00 00000000000000000000000000000000|01 O

3 name |TDEA - DESFire 00000000000000000000000000000000(00 00000000000000000000000000000000|01 0O

4 name |TDEA - DESFire 00000000000000000000000000000000(00 00000000000000000000000000000000|01 0.1

5 name |TDEA - DESFire 00000000000000000000000000000000(00 00000000000000000000000000000000|01 o

6 name |TDEA - DESFire 00000000000000000000000000000000(0C 00000000000000000000000000000000|01 ol

7 name |TDEA - DESFire 0000000000C000000000000000000000(0C 00000000000000000000000000000000|01 0

8 name |TDEA - DESFire 00000000000000000000000000000000(00 00000000000000000000000000000000|01 O

9 name |TDEA - DESFire 00000000000000000000000000000000(0C 000000000C0000000000000000000000|01 Ol
10 name |TDEA - DESFire 00000000000000000000000000000000(0C 0000000C000000000000000000000000|01 o
11 name |TDEA - DESFire 0000000000C000000000000000000000(00 00000000000000000000000000000000|01 0]
12 name |TDEA - DESFire 00000000000000000000000000000000(00 00000000000000000000000000000000|01 o
13 name |TDEA - DESFire 00000000000000000000000000000000(00 00000000000000000000000000000000|01 0ol
14 name |TDEA - DESFire 00000000000000000000000000000000(00 00000000000000000000000000000000|01 ol
15 name |TDEA - DESFire 00000000000000000000000000000000(00 00000000000000000000000000000000)01 0]}
16 name |TDEA - DESFire 00000000000000000000000000000000(00 00000000000000000000000000000000)01 o -
‘ m »
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Fig 18. Key Store Manager
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5. Example of some use case for the public version

5.1 Accessing the MIFARE Classic

Open the ‘MIFARE Classic’ Tab and select ‘1ISO 14443A Layer 3. On the right side you
can see a number of buttons for the activation of the card. The most convenient method
is to push the ‘Activate Idle’ button. Then a UID appears in the table and the state
changes to ‘Active’.

K 15014443A Layer 3 Dats Processing | Key Store | F X
CascadeTagis)
| Reguest | |93 v| | Anticotlision | | Select | € Activate Idle: )
| Wakeup | |95 v| | Anticailision | | Select | | RF Reset |
|s7 || adticotision ||  Select |
| Hait |
| State ATQA Ui SAK
Active O419AALAR3ZIRT 08 =
Unknown
Uniknaown
| Unknown -
| Clearuist
[#] R cre [T | tncompiete Byte
7T cre #Ei |1
o0 -
Exchange
Fig 19. Activate Idle

Now open the Key Store Manager and select the following settings for the first Key:
Key Type: MIFARE, Entry PartA: FFFFFFFFFFFF, Version: 0 as shown in Fig 20.
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MainMenu View KeyStore: Window, Help

new Profie close Brofile. RAF Reset Fieid OFf Field On Activateldle
=

4 @ MIFARE Classic
P ISO14443A Layer3
p Data Processing

Name KeyType Entry PartA Wersion A, Entry PartB Mersion B - Ent
name |MIFARE FFFFFFFFFFFF 1300000000000 030¢ *

name |TDEA - DESFire 000D0DO0220000008 100000 20000000080000000000D00000000000 oo |

\sie. [Tk S T T oo
name [TDEA - DESFire 000000B00C0000000000000000000000)| 30000000000000000000000000000000 | 000K

name [TDEA - DESFire lnoooo: 00000003033000000| 00 10000000080023000000000005500000 |01 ooDt

ST e N =)

Fig 20. Key Store Manager

Leave the Key Store Manager and select “Data Processing”.

/ 15013%3A Layer3| Data Processing | KeySiore |

; Personalization

I oType

) v | [ Personaiize UID Usage |

Authentiation

BiockNo Raf Key [:?
Lo - [KeyNor0.A .

i | MECAuth Key A
i | mFc Autn ey B

: Data Access
‘ MIFARE Data
‘ Block Data [Hex] Data [ASCI] Value [Dec] DsiBiock  Description
3 E4087FE3B0980200R4BER4 5040605105 2 Ood¥iQ s -
, o1 37RETAFBEATDEAFDAREDISERELS43434 Ttpé)éyiaheaTad e 01 Data =
: 02 00000000000000000000000000000000 0000000CCC0000a0 RN 0z Data
03 C00000000000F FOTB0ESFFFFFFFFFFFF 00000 O 03 Trailer
‘04 00003300000000000002000000000000 000900000C000000 v 04 Data
o 00002200000000000000200000000000 000J00000C000000 s 0s Data
DB 00003300000000000000003000000000 000000000C000030 7T 06 Data
07 C00002000000FFOT20RIFFFFFFFFFFEF 000000 i a7 Trailer
08 00003000000000000000000000000000 00000000C0000000 270 08 Data | b
nr 3 i
Value peg] 1 « [ wwement | pegement |[ Resore | |
| smtac |[ Transfer |

Fig 21. Data Processing

AN10992 All information provided in this document is subject to legal di:

Application note Rev. 2.4 — 08 October 2012 23 of 68
COMPANY PUBLIC 198124

lail © NXP B.V. 2012. All rights reserved.




NXP Semiconductors AN1 0992

Quick Startup Guide for RD710

Select BlockNo 00, Ref Key 0, A and click "MFC Auth Key A"

Now you should be able to read Sector 0 (Blocks 0-3).

Select BlockNo 04, Ref Key 0, A and click "MFC Auth Key A"

Now you should be able to read and write in Sector 1 (Blocks 4-7).

The same is for all the other blocks and sectors.

5.2 Accessing the MIFARE Ultralight

Open the ‘MIFARE Ultralight’ Tab and select ‘1ISO 14443A Layer 3’. On the right side you
can see a number of buttons for the activation of the card. The most convenient method
is to push the ‘Activate Idle’ button. Then a UID appears in the table and the state
changes to ‘Active’.

Then select the “Ultralight” command window.

Manager
€ ISD14443ALayerd| KeyStors| UltralightC s X
Data Access
PageNa |02 > | Lock8ytes |
Data 00000000 - | ‘Write | '_' Compatibility Write
Read | [E430000E1100600031501011155046F

Fig 22. Ultralight

Select a ‘Page No’ and click ‘Read’ to read the data in the second text box. You also can
write 4 Bytes into the first text box and click ‘Write’ to transfer it to the card.

If you check the ‘Compatibility Write’ box you can write 16Byte at once (compatible to
MIFARE Classic). The data is then distributed to 4 pages starting with the on selected at
Page No.

NOTE: Start writing at Block 3. The first three blocks (0 — 2) are reserved for the UID,
some internal data and the lock bits of the memory.

Keep in mind that you can only write when the lock bits (Block 2, Byte 2 and 3) are all set
to Ob (read and write permission).
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5.3 Writing NFC Tag

5.3.1

MIFARE discover can be used to format MIFARE Card products to act a NFC Tags (refer
to [17]) and store NDEF messages on them. The following examples show how to store
an url in this format on the card to make it accessible from NFC devices. Therefore the
NDEF Massage format is explained briefly.

The NDEF message
A NDEF message is composed of one or more NDEF records as shown in figure Fig 23.

Each Record has a Header and a Payload. The header is made of the Identifier, Length
and Type.

Record 1 | Record 2 Record 3
Header | Payload |
Identifier Length Type

Fig 23. NDEF message

AN10992
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The NDEF message use for the following examples should contain the url
http://www.nxp.com. Therefore the coded message has to look as followed:

03 |0C | D1] 0108 5501 6E 78 70 2E 63 6F 6D | FE

The message starts with the Message TLV (Type Length Value) ‘03 0C D1'.
03 — NDEF Record (this byte defines the type of record)

0C - tells, how many bytes in the payload are

D1 — Type of the record (first record? last record? short record? etc.)

01 — Type length (specifies the length of the Type field)

08 — Payload length, bytes that are used for the payload (01 6E 78 70 2E 63 6F 6D)
55 — Type field (‘55" = ‘U’ and means URI)

01 — URI Identifier (‘http://www.’)

6E 78 70 2E 63 6F 6D - Payload, the rest of the string in hex-code (nxp.com)

FE — Terminator TLV (‘Message is finished’)

For details about the TLV refer to [22]. And if you want to read more information about
creating a NDEF Message, please refer to [19].
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5.3.2 MIFARE Classic as NFC Tag

This part now shows how you can use the MIFARE Classic as NFC Tag [16] and put a
NDEF message on a blank Card. We use the previously explained message url NDEF
massage and store it on the Card.

5.3.2.1

MAD Sector
(Sector 0)

Non-
proprietary
NFC Forum
Sector
(Sector 1)

Non-
proprietary
NFC Forum
Sector
(Sector 2)

Default factory settings MIFARE Classic

AN10992

Quick Startup Guide for RD710

First there is some informative data about a MIFARE Classic Card [8][8].

16 Sectors (0 — 15)
Standard Key A = FFFFFFFFFFFF and standard Key B = FFFFFFFFFFFF
Access bits are set to ‘FF0780’ and the GPB is ‘69’
You can read and write only with Key A
You cannot write in Block 0 of Sector 0

Every Sector contains 4 Blocks (0 — 3). Block 3 is always the Sector Trailer which
contains Key A, the Access Bits, GPB and Key B of the Sector. Block 0, 1 and 2 are for

storing data.

Manufacturer Block

CRC mt 03E1h | 03E1h | 0000h | 0000h | OO00h | OOOCKh | O0O0K
0000h | 00OCh | 0000h | O00Oh | O0O0CHh | OOOOK | OO0CCK | OO00K

Key A = ADA1TAZA3A4A5h

Access Bits =
787788h

GPB

Clh

Key B = [SECRET]

R R R R R L i NI i R i NI i
BB A A O S S S S 0 5 B i

Teminator TLY

i
WRARLS

i1 Empty NDEF
[f Message TLV  jiiiniaia s,

PR LA i i
i i

Key A =D3F7D3F7D3F7h

T
A

T, NI
R

- ﬁhlnlzceés ié-itsuz
TEO788h
T T

.1 Empty Memory Area

Fig 24. MIFARE Classic - Memory organization

Block 0
Block 1
Block 2

Sector
Trailer

Block 0
Block 1

Block 2

Sector
Trailer

Block 0
Block 1
Block 2

Sector
Trailer
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The only exception is Sector 0. Block 0 is read-only and contains the UID. The first two
bytes of Block 1 are for the CRC byte (cyclic redundancy check) and the Info byte. There
are 30 bytes remaining in Block 1 and 2. These are splitted in groups of two. Every byte-

pair represents one Sector, starting at 1 and ending with 15.

Further Information can be found there: [16]

5.3.2.2 Activate the Card
Use the MIFARE Classic Tab and push the ‘Activate Idle’ button to communicate with

the current card.

e ety
| [keyhaizm

| M A Ry |

M 2am ke & |
a—
MrAaE Dute

RF Reset Field Off Field O

Activateldle 3}

a3 %3 ) -
| Vaeperd 1 o [ _mcement || oecemet |[ Resmse |

s |

Stins Sttt Moguie commana

i)

1 sty
Reg D0 NoSAM L
=8 - T
& et b Moty 2PN Clesse NFC_ ) WIDE Message o ML ‘nn:

Fig 25. Push ‘Activateldle’
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5.3.2.3 Key Store Manager

For accessing the different blocks of the card you have prepare a certain set of keys.
Open the key store and put in the keys as shown in Fig 26.
e The red Key is standard Key A (‘Key No: 0, A').
e The blue Key is standard Key B (‘Key No: 0, B’).
All keys (=standard key) are always set to FFFFFFFFFFFF, as explained in [8].
e The green Key is the public MAD Key A (‘Key No: 1, A").
e The yellow Key is the public Sector Key A (‘Key No: 2, A’).
The public keys are defined in [16].

Key Store . m' F X
KeyNa Name Key Type Entry Partd Version A Entry Partd Version B Entry
o name |MIFARE FFFFFFFFFFFR 00 FFFFFFFFFFFF o1 0000C «
1 rame |MIFARE A0ATAZASAAAS 00 ADATAZASA4AS 0l -L‘L“SGCE
2 rame |MIFARE D3F7D3F7D3F7 00 D3F7D3FTD3FT o1 }DZ]GC! =
3 rame |MIFARE 000000000000 00 000000000000 o1 :‘:\3-15
4 name |TDEA - DESFire 00000000000000000000000000000000|00 00000025000000000000200000000000(01 0000C —
5 name (TDEA - DESFire 00000000000000000000000000000000(00 00000003000000000000002000000000(01 0000C
& name |TDEA - DESFire 000000000000000003000000000000003| 00 00002002000000000000003000000000)01 (00000
7 name [TDEA - DESFire 00000000000000000000000000000000(0D 00000003000000000000002000000000(01 00000
8 name |TDEA - DESFire 00000000000000000000000000000000(00 00000000000000000000000000000000(01 0000C
5 rame |TDEA - DESFire 00300:000000000000:323000000000000/00 00002000030000000000003000000000|01 {00000
10 rame |TDEA - DESFire 00000000000000000000000000000000(00 0000200303000000000003:3:000000000)01 D000C
11 name |TDEA - DESFire 00000020000000000000000000000000(00 00000002000000000000020000000000(01 00000
12 rame |TDEA - DESFire 00000000000000000000000000000000(00 0000200303000000000003:3000000000|01 (D000
i3 rame |TDEA - DESFire 00003000000000000300000000000000( 00 0000002C00000000000020:3300000000|01 O000C

Fig 26. Set MAD Keys
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5.3.2.4 Formatting the MIFARE Classic to NFC Tag

The make the Information accessible by an NFC device as certain data structure has to
be set in place.

The first step is to set the Keys of the MAD Keys, therefore:

1. To Authenticate for Block 00-03 select BlockNo 00 and standard Key A (Key No: 0,
A) and push ‘MFC Auth Key A’
2. Write ‘AOA1A2A3A4A5787788C1FFFEFFFEFFEE’ to Block 03 and push ‘Write’

Note: The orange and green highlighted parts are Key A and Key B. The lavender
highlighted parts are the Access bits. In this case they stand for read-only with Key A and
read and write access with Key B. The yellow highlighted part is the GPB (General
Purpose Bit). More information on the coding of these bits can be found in [20].

Authentiation
Blockhg Ref Key
1.

| MFC Auth Key 8 |

Data Access

MIFARE Data

Block Data [Hex] Data [ASCH] Value [Dec] DstBlock  Description
00 J4BEFS5AR12250984200E10000000000 3407 B0a00000 G 00 Data =l

00000000000000000000000000000000 0000000000000000 T 01 Data =
20000000000000030:000000000003000 0000000000000000 02 Data

OATAZASAARSTRT7BBC1FFFFFFFFFFFF i
—— i 4 L Ly _—

000000000000000:00000000000000000 0000000000000000 e 04 Data
05 20000000000000000000000000000000 0000000000000000 Y 05 Data
06 330000000000003:3000000000000:3009 0OCO000000Co0D0O i 06 Data
a7 (2000000000007 F078840000000000000 000000@Bb00000 I 07 Trailer
L2 ; . - 1.1| == I
| Read | Value [De] 1 4 Increment | I Decrement | [ Restore ‘
C_ wite 2. | etac || reenser |

Fig 27. Set MAD Keys
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Now the information where to find the NDEF massage in the card storage has to be
written into the MAD:

1. To authenticate for block 00 to 03 select BlockNo 00 and Key B and push ‘MFC
Auth Key B’
2. Write * C00108E1000000000000000000000000’ to Block 01 and push ‘Write’

f08ET is the NFC AID [22]. C001 contains the CRC and Info — Byte according to [20].
Now you can use Sector 1 of the MIFARE Classic Card to write your NDEF message.

Authentiation
BlockMo Ref Key
| MFC Auth Key & | 1
Diata Access
MIFARE Data
Biock Data [Hex] Data JASCH] Walue [Dec] DstBiock  Description
o0 ; (4BEFS5A812280984200E10000000002 2407 BO0&00000 o0 Data 2
ﬁ - T00003E1000000000000000009900000 3 OOAOTIINOO000NT =
— =
o2 (00000000000000000000000000000000 0000000000000000 297 02 Data
03 ADAIAZASAANSTRTTEBCIFFFFFFFFFFFF itlﬂ!mvﬁm' Ficks 3 Trailer
04 (00000000000000000000000000000000 0000000000000000 7 Data
05 C20000000000000:0000000000002000:0 0O000000000000200 fad 05 Data
06 (0000000000000:330000000000023300 0000000000000000 G 06 Data
a7 (0000000000007 FO7E840030000000000 OOC0COO@D0o0o0a P 07 Trailer
i | i I mo = | »
I~ i —~] 3
- Read ) Value [Dec] 1 . Increment | | Decrement ‘ | Restore |
3 o
Fig 28. Set MAD
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Next the Sector Keys and Access rights for this sector have to be set:
3. To authenticate for block 04 to 07 select Block 04 and standard Key A (Key No: 0,

A) and push ‘MFC Auth Key A’

Quick Startup Guide for RD710

4. Write ‘D3F7D3F7D3F77F078840FFFFFFFEFFFE’ to Block 07 and push ‘Write’
In this case the Access bits 7F0788 stand for read and write access with Key A and B.

Fig 29. Set Sector Keys

Authentiation
_BIockNo Ref Key
Mo 0, A v:1>
(@rc ast Koy D
Q 1.
| MFC Auth Key 8 |
Data Access
MIFARE Data
Block Data [Hex] Data [ASCH] Value [Bec] DsiBlock  Description
03 ADATAZAIAAASTETVEBC1FFFFFFFFFFFF ,tiﬁﬂwamm 27 03 Trailer -
24 CO030000000002030000000000002000 DODO000000CODO0oO YT 04 Data =l
a5 20000000000002030000000000002:300 OOOO0O000000CO0OO 272 05 Data
06 200000000000003:0200000000200:000 I}EIDEIEIEIDEIEIE'L‘-DEI mm 06 Data
(D377 D3F7D3F77F)78840FFFFFFFFFFFF VHITY
a8 3000000000 000TTDoTooToTT OOOO0000000CDCOO Fily 08 Data
09 30000000000002030200000000003200 DODO000000D0DC00O 727 09 Data
aA C0000000000000000000000000000300 0OOO000000000oO00O ¥o7 oA Data
t | It Al E = [ELAL] LE . trEot ] | .
— —
| Read | Value [Ded] 1 Increment | | Decrement | | Restore |
' 3. | Editac | [ Transter |
Ny
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5.3.2.5 Write NDEF Message

Last step is to write the actual NDEF message to the card.

1. Authenticate with BlockNo 04 with Key A (Key No: 2, A) and push ‘MFC Auth
Key A’

2. Write ‘030CD1010855016E78702E636F6DFEQQ’ (see 5.3.1) to Block 04 and

Authentiation
BlockMo Ref Key

{g ._ﬁkey NoiZ A _)

1.
MFCAuthKeyE-|

Data Access
MIFARE Cata
Block Data [Hex] Data [ASCi] Value [Dec] DsiBlock  Description
ADAIAZASALLSTRITERCIFFEEEEEEEFEF (e AT 03 Trailer
{ ‘030CD1010855016E78TO2ERIEFEDFEDD )
NUnxp.compd
05 3000000000000C303300000000 330000 0000000000000000 737 35 Data
06 2030000000000232:00000000000000000 0000000000000000 T 06 Data
07 D3F7D3F7D3F 7 7FO7 B840FFFFFFFFFFFF O=0=0= @i EEL 97 Trailer
08 [C00000000000003000000000000330030 0000000000000000 oEE 28 Data
09 (02:0000000000000000000000000030000 0000000J00000000 732 1] Data
0A 20000000000002000000000000030000 0000000000000000 27 04 Data ¥
‘| m | »
| Read Value [Dec] 1 - Increment ] [ Decrement | [ Restore l

i_ Write _| | Edft A Transfer |

Fig 30. Write NDEF message

push ‘Write’

The procedure is now finished and you can use e.g. a NFC enabled Mobile to test the
configured NFC Tag.

AN10992 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2012. All rights reserved.

Application note Rev. 2.4 — 08 October 2012 32 of 68
COMPANY PUBLIC 198124




NXP Semiconductors AN1 0992

Quick Startup Guide for RD710

5.3.3 MIFARE Ultralight as NFC Tag

This is a short explanation how to use the MIFARE Ultralight as an NFC Tag Type 2 [21]
store an NDEF message on the card. The used masseag contains the URL:
http://www.nxp.com.

5.3.3.1 Default factory settings MIFARE Ultralight

The first three pages (00 — 02) are used for the UID, some internal data and the lock bits
of the memory. They are read-only. Therefore you start writing at Page 03. Page 03 is
only ‘one time programmable’.

‘ Byte Number H 0 ‘ 1 ‘ 2 3 ‘ ‘ Page ‘
Static Lock bytes—__UID / Internal uipo uID1 uib2 internal0 0
i — uiD3 uID4 uID5 UID6
OTP area - Capability Serial Number—1— Upa | UpD4 | Ubs | uios 2 1
Container (cc)‘m\mter&l ! Lock Internall WL LockD Lockl | 2
CC o 5 = i

15t Data Area Byte at OTP-CC _ ‘?TF:'E] CCD OTP1. cc1 | OTP2 CC? ” C.)TPQICCS 3
Page4 Byte0~ | — Data—pl: Da@0 | Datat Data?2 Data3 4

Data Data4 Data5 Datab Data7 5

Data . Data8 Datag Datal0 Data11 6

Data i

Read/Write Data Area\R Data 8
T Pata_ 9
Data 10

Data 11
Data 12
Data 13
Data 14
Data 15

Fig 31. Memory of a Ultralight card

Every page is made of 4 bytes.

On page 02 Byte 2 and 3 need to be set to '00 00’, else you cannot write or read. For
details refer to [21].

5.3.3.2 Activate TAG

To activate the Card use the MIFARE Ultralight Tab and push the ‘Activate Idle’ button as
shown in Fig 25.
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5.3.3.3 Write NDEF Message
First step is to set the so called CC (Capability Container) located at page 03.

Please NOTE that once you set a bit to logic 1 in this area, it cannot be changed back to
0 anymore (xor operation).

Select the ‘Ultralight’ command window as shown in figure Fig 32.
1. Pick ‘Page No’ 03 and press the ‘Read’ button.
2. Write ‘E1100600’ into the Data textbox and push ‘Write’.

150144434 Layer 3| UltralightC ~ Key Stare |

Data Access

Fage Ma 33 )
Data (E1100600 v (_ wirite 3 [T] Compatibility Write
( Read ) 00000D0DFFFFFFFFODO0000000000000
1.

Fig 32. Set the CC

Now the NDEF message can be written to the tag. Therefore:
1. Pick ‘Page No’ 04
2. tackle the ‘Compatibility Write’ box

3. Write ‘030CD1010855016E78702E636F6DFEQQ’ (the HEX coded NDEF
message) and click ‘Write’

The procedure is now finished and you can use e.g. a NFC enabled Mobile to test the
configured NFC Tag.
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6. Full Version
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6.1 Starting MIFAREdiscover

Connect RD710 Reader to the PC with USB cable. Choose the desired DIP switch
configuration on the mainboard of the reader (see figure 9). This can be

e Reader in X-Mode for RD710 with MIFARE SAM inserted in the slot
e Reader in No SAM-Mode
e Reader in S-Mode

In the following descriptions we need to have the DIP switch of the Pegoda set to X-
Mode.

Start MIFAREdiscover from the Start menu.

You will be asked to select your reader connected to MIFARE AV2 SAM as shown in
Fig.15.

.New Profile

Contactless Reader Selection
Get available Reader's | I Mot Usad

Contact Reader Selection (for SAM)
Get available Re _,-ﬂmﬂ’ Pegoda X 0 0

Browse | I

Timing Mode & FOT ¢ OT

Fig 33. Select reader connected to SAM

Select the reader. Any time the profile can be closed or opened by using close and open
profile respectively.

After selection of the reader the key file can be browsed if it is necessary. In the key file,
the secret keys can be stored, which may be needed to authenticate MIFARE SAM AV2
with the host or to be changed later. Press OK button to validate the profile. If the
MIFARE SAM AV2 is connected properly, the status field of the history window shows
“SUCCESS".
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6.2 User Interface Overview

There are 5 areas in the main window, as shown in Fig 16.

1. Menu Bar and Buttons: for reader connection, display settings and help
2. Command Selection Window: list of commands

3. Configuration Window: for detailed configurations of commands

4. History Window: Showing the command execution histories

5. Status Bar: Showing the current command execution status

B MIFAREdiscover

{ Command Selection | MFRESTX Confrol | 1501434345 | Loedl =
[ = @ MIFARE sAM Avifevz e E W = e e - —c
Bl SN ity Procramiming b mask - Settings
= W“E’“E"t KeyNo. Key T) [ Update Key & T~ Disable Generate MAC [ Disabile Chiange Key
Sl 5 _ L -
| P KUCENITyManagement s =] |#es 12 = I+ Upate Key B I Disable Verify MAC [ Disable Key Entry
B Dumskeys ey Varsicn I+ Update Bey € I Disable Encryption
| B Lomdigitveriay alo N I% Liptate DF Keyhia 8 AT I Dissble Decryption
P suthenticarsHost ; : :
) ISORuthentication | [CIEETEETTECETTCCTRELP UL FEbLEE] = foor +] [+ Update CEK numiber and version
P Killuthentication I+ Update reference number of KUC | | [ Keep Init Vector (DESFire)
P PKIKeyManagement | DXFFFFFFFFFR PR PRAFFREFFFREFFET B
| P PKI-Sigratures [ Update configuration set I™ Allzin Cryoea with Secret Key
| @ 4 Offfine Crypto KeyNo. CEK Koy WCEK PN KUC % Serd yersian separately T aliow Dump Session/MIPARE Key
? : ;‘I(:':;é“ﬂ#”” | meao x| [0 =] |oxre B T~ V1 Higher CmdSeclevel, AVE: Enable Hoselth Key
= BS5IC [
[¥ 4 MIFARE DESFire, MIFARE Uitralicht DF Keyits. DF AIS: T~ AVL: Enable Hostauth, AvL/av2: pliow Lock/Unlock
[ 4 MIFARE Plus E=3 7] [oonoeon =]
- keytlas - Extended settings
GatieyEnty I MiHest offlineChangs T Allow Dump Ssorst
opee  C OffineCrypto. I Diversified Lise Only
ChapgeKsyEntry b
DisableKeyEriTy
= =0 AREE0
™ A4t Plain Ky Update
Dffiine Eryptogrem
o E
_CiChamcke |
_omsbie |
A

Sanf dats

Received daz

ReaderList; Broadcom Corp Contacted SmartCard 0, NXP Fe

\ v Ok SUCCESS SAM GetReaderlist
v Ok SUCCESS RWD GetReaderlist Readerlist;
| NKP Pegotia X0 0;
; LoatReg=0x80
v ok SUpcEss SaM Open R

[Re=ader = NP Pegoda X D 0, SAM X Intarface]

Fig 34. User Interface Overview
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7. Examples of some use cases for the full version

In every use case (defined below) we need to have the DIP switch of the Pegoda reader
set to X-Mode.

Overview

7.1. Checking the connected MIFARE SAM AV2
Here you will get some hardware and software related information about the
installed SAM.

7.2. Switch the MIFARE SAM from AV1 to AV2 Mode
AV2 mode is recommended because of security reasons.

7.3. Authenticate host
This step is needed when operating with the SAM.

7.4. Operating the MIFARE DESFire EV1

7.4.1.Using MIFARE SAM AV2 for communication with MIFARE DESFire
EV1
This example shows how to perform a basic authentication between SAM
and MIFARE DESFire EV1.

7.4.2.Create Application and format MIFARE DESFire
7.4.3.Authenticate Application
7.5. Operating the MIFARE Plus S

7.5.1.Switch MIFARE Plus from Security Level 0 in Security Level 1
Security level 0 is the initial delivery configuration of the PICC. We have to
pre-personalize the card to get into security level 1.

7.5.2.Switch MIFARE Plus from Security Level 1 in Security Level 3
Because security level 1 is the compatibility mode to the MIFARE Classic
card, we want to use the enhanced security of security level 3.

7.5.3.Read/Write Actions of MIFARE Plus in Security Level 3
A short introduction of how to access blocks with read and write operation
in security level 3.
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7.1 Checking the connected MIFARE SAM AV2
Ensure that the Pegoda reader is set to “X-Mode”.

Let’'s check the connected MIFARE SAM AV2. It can be done using the GetVersion
command.

rei Fraflle dosa Profile || Logieal Channel 0 - | Actvateldie RE Init '|I{)xﬂ4GEI -I=RCRFEhnII'd_i

(2 @ MIFARE SAM AVLjavz
= 4 SAM Configuration

Hardware version

p DisableCrypta Vendor ID D04

P LockfUnlock Type 001

& d SA.Mﬂﬁ?fi ent Subtiyps 0x01

) Major version  Oxi3

A Ofline Crypto Minor versicn  Oxd2

A %-Card Activation Storage size Cs28

4 MIFARE Classic Bratocol type  Dw0L
A4 MIFARE DESFire, MIFARE Ultralight A

A MIFARE Plus Vendor ID Quz0d

Type Ce0l
Subtype C01
Msjor version 0x03
Minor versico Oiz02
Storage sizs D28
Protocol Type  Ow0L

Manufscourer dats

uIip 0:x04201EFI04ZEED
Batch ma. Ox31575500

Say 1z

Honth 8

Tear 14

Crypto settinge [ald
e S

Readerlist: Brozdcom Coro Contacts

Readerlist;

‘ersionTnfo=Ix04010103022801040:

Fig 35. Get Version

The last byte of the “GetVersion” response will be “OxA1” for MIFARE SAM AV1 and will
be “OxA2” for MIFARE SAM AV2.

7.2 Switch the MIFARE SAM from AV1 to AV2 Mode

The default MIFARE SAM is delivered from NXP semiconductor in MIFARE SAM AV1
mode. DIP switches should be set to “X-Mode” (see figure 9). For switching to AV2 mode
follow the steps.

AN10992 All information provided in this document is subject to legal disclail . © NXP B.V. 2012. All rights reserved.

Application note Rev. 2.4 — 08 October 2012 38 of 68
COMPANY PUBLIC 198124




NXP Semiconductors

AN10992

7.2.1 Authenticate host

Select the “AuthenticateHost” command at the command window. Set the reference key
as shown in the following figure. The reference key here used is “Key No: 0, A” for the
default setting, where you need to authenticate host using SAM Master key entry and
version “00” to change the key.

Quick Startup Guide for RD710

B MiraREdiscover

'Ha‘m View KeyStore Window Help
= frufle dose Profile | Logical Channel 0

ik Gk

|| 5 @ MIFARE SaM AV1/AVZ

El 4 SAM Configuration
B Exchangs

B KeyEntryManagement

P Killauthentication
B PKIeyManagement

P FKI-Signaturss

4 Offline Crypto

4 X-Card Activation

4 MIFARE Classic

4 MIFARE DESFire, MIFARE Ultralight
4 MIFARE Plus

EEEEE

- || Activaterdle At |[m0s00 =] RCRFContol

. Getversion | AuthenticateHost

4 .KEH!DéD,A ) -

~AuthMode
T~ Diversiy key LMl cdinten
 Opezlly imng SHE=rypuon tound F Generate session key

€ Gisrelly (s TWO encryptiol s 1 Use sserat key,
€ s A Uyt

D
F e ot j

f-‘m'
" MAC Pratettion
© Full Protection (Encrypted).

Fig 36. AuthenticateHost Key
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7.2.2 Change SAM Master key to AES
SAM master key entry has to be changed to AES type to be able to switch the SAM

mode.

Select the “KeyEntryManagement” Command from the command window and set the key
“00” and key type “AES 128” (AES 192 is also ok). Set other field as shown in the
following figure. We take the new key values and version all 00s, if you want, you can
make your own keys as you like.

-

rew Profiie close Profile | | Logical Channel ©

MIFARE SAM AV1/AYZ

Main Menu  View KeyStore Window Help

= | Activatelgle RCInit | Ox0400

* RCRFContral

A SAM Configuration Programming bit mask Settings
» EXdhange [¥] Update key A [7] Disatie |
p Getversion
P PowerSaving [¥] Update kev B [] pisable!
’ DisanleCrypto e e — el Update Key C [ Disabie |
Lock/Unlock C0000CC00000000! [ w00 - g -
;M Soiiht o | i = —'| [¥] Updste DF Keyhlo & AID [] pisatile |
5 D¥D0DDC000000000000000300000000000 - |nxou v| ¥ Update CEK number and version
’ = [J;Eibé'nc':éu_u'édéﬁﬁbdou'c'c"c'z_uddobddddé' - |—D m'| [¥] Update reference number of KUC [C] Keep ni
MPLEYE A —— | =
’ Loadintyector | [¥] Undate configuration sat ] Aviow €5
) AuthenticateHast KeyMo. CEK Key VCEK RefNo. KUC [¥] Send version separately ] Allow Bt
ticatis 3
» ISIOALsthentlcaz.lon | [.Qx[)n v| [QKDD -| |DxFF -.| 7] Avt: Hig
p EKillAuthentication
P PK-KeyManagement DF KayNa. DF AID 1] Av: Ene
P Pi-Signatures | s ~| Dxoooooo
DOiffline Crypto
X-Card Activation
i KeyCl ded sel
MIFARE Classic i 3 E_d'en_
MIFARE DESFire, MIFARE Uitralight | GetKeyEntry | @ Host |7 OffiineChange [ ailow Dy
WMIFARE Plus ; TpIEC 7 OffineCypto [ Diversifi
|
| DisabieReyEntry | SAM UID )
Lo | x04z11BFODA23R0 -
[T] Av1: Piain Key Update
Eimine Cerpleaiany; =
D00
gt = | offchangskey
J | rservicamaran |
| 4 ‘ n
Status Statusinfo Madule Command Sent data Recei
ChangekeyEntry Option: sentPlain=0x0;
KeyhNo=0x00;
ChangekeyEntny ProMas: keyVersionsSentSeparately=0x1, |
4 KeyEntry: DF_ATD'=0x000000, DF_KeyNo=0x00, KeyA=0x000
SURG o SAM AN LhEnaCkeyEhLY KeySet=KeySet: allowCnyptaWithsecratkey =00, allowDum|
KeyExtSer=KeyExtSet: allowDumpSecret=0x0, diversifiedse:
Samid=:
Reiqy\ [Reader = NXP Pegoda X 0 0, SAM ¥ Interface]
Fig 37. Change SAM master key to AES
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If the SAM master key is already AES key type the steps 7.2.1 and 7.2.2 are not
required.

Now change the key entry in the key file to have the same key as we have in the
MIFARE SAM. Open the key file from menu. Change the key type and key values as we
downloaded in previous command.

= Fialle dose rofile || Logical Channel o + || pctvatadie Re ni ||[onosgo =] reRecontral
. e . ; ’

.,

) | Cemeron| Authercait | feveniyWiaragemer | Key Store|

El [FARE SAM AVL/AVZ =
E ﬁ?fm ::magulninon KeyNo  Name X me—— 1Y Parth
b Euchange 0 qﬂ.&&s 128 |0000Pg)000000000000000¢
b Cetverson 1 a e gesfl00000000000000000(
P PowerSaving 2 rame  |TDEA - DESFre 0000000000000000000000!
P DissbleCrypta 3 name  |TDEA - DESFire 0000000000000000000000¢
P LockiUnlack + name |TDEA - DESAe 0000000000000000600000¢
= ancs B fama  |TDEA - DESFire 00000000000000000000001
& name  [TDEA - DESFire 0000000000700000000000!
» DKEVS 7 name  |TDEA - DESFire 0000000000000000000000!
B Loadlnitvector ] name [TDEA - DESFire 0000000000000000000000!

Fig 38. Change Key Type

7.2.3 Lock/Unlock Command
Now the MIFARE SAM AV2 is ready to accept the Activation of AV2 mode command.

Select the “Lock/Unlock” Command from the command window. Set the mode to
“Activate AV2 mode” and refer to the key “key no: 0, A” of the key file as shown in the
following figure, figure 21.

B rMiFanrEdiscover

e Frofle dlose Profile || Logical Chamnel 0 0x0400 =] ReRrConuel

~ | Adivatetdie RCInit ||

| 5 @ MIFARE SAM AV1/AVZ e R
E 4 SAM Configuration Mode
b Exchange = :
b setversion Unleck :
b PowerSaving Fmdcw{nmmw.

i unlock key

B KeyEntryManagement
B KUCEntryManagement

I\

b Dumekeys ]
P Loadinitvector T

P AuthenficateHost L -
} ISDAuthentication 0000000 =]

B Killduthentication
B PKI-KeyManagement
P PKI-Signatures
4 Offiine Crypto
4 X-Card Activation
4 MIFARE Classic
4 MIFARE DESFire, MIFARE Liltralight
A MIFARE Plus

BEEFEE

Fig 39. Lock/Unlock command
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Now the MIFARE SAM is switched to AV2 mode.
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7.3 Authenticate Host
Ensure that the Pegoda reader is set to “X-Mode”.

Select the “AuthenticateHost” command at the command window and open the Key
Store Manager.

,Ei.
3
(i
11
;'.F
i
ji
;“
i
L |

|
3

-
|
3

|

o
|
|
i
5

3
i

= ¥y Acteodtion . E. R T NS SOOI T e -
P MERCEZE Conirsd st
P PoieHsT  main
-t e | e

47t MIARE Classc b s i)

& o MIPAEE DESFre, MIFARE Litraich: ™ it ot | Encrypted]|

5 A MIFERE P |

Fig 40. Key Store Manager

Change the settings:
KeyNo: 0, Key Type: AES 128, Part A: 0000000000000000000, VersionA: 00

Main Menu  View KeyStore Window Help:

new Prafile close Profile || Legical Channel & - | Activateldle RCInit || 0x0400 ~ RC RFContrai

|| command sefection v x Koy Store

|| 4 @ MFARE saM AV1/AVZ |
4 4 SAM Corfiguration | Key Mo Nan’_ve K Entry PartA Version A Entry PartB Version B Entry PartC
’ Exchange o na AFS 128 0000000300:0000000000200000000000{00 | G0000000000003300000000000300000 (01 0D0000000000000000
p Getversion 1 name |TDEA - DESFire 00000000000000000000000000000000(00 1000000000003000000000000000000(01 D00020000000000000
p Powersaving Z name |TDEA - DESFire D0000020000000000000000000000000(00 00000000000003000000000000000000(01 000030000000000000
DisableCrypta
: G 3 name [TOEA - DESFire paoooozecoon0000000zee0000aa00noo [e0000000000200030000000000000000[01 000000000000000000
4 i SHM Kol Nariagerasit 4 name [i1ne R Jloococozonooosaoonooeecoocoooondfon [n0000000000000000000000000000000]01 00000C000000000000
' KeyEntryManagement 3 name [TDEA - DESFire 00000000000000000000000000000000{ 00 30000000000300200000000000000000 (01 D00020000000000000
P KUCEntryMaragement 3 nzme |TDEA - DESFire 00000000000000000000000000000000(00 12000000000200090000000000009090 |01 000020000000000000
; Eugfste\:sd 7 name |TDEA - DESFire 00000000000000000000000000000000{00 20000000000000300000000000000000 (01 000000000000000000
oadinitVector
b Auihenticate [ name |TDEA - DESFire [nooaoooc200000000000000000000000/00 00000000000000020000000000000000(01 D000C0000000000000
p ISOAuthentication 1lg name |TDEA - DESFire 00000000200000000000200000000000|00 22000000000000020000000000020000|0L 00000(000000000000

Fig 41. Change Key Type

Leave the Key Store manager and select “AuthenticateHost” again. Be sure to tick
“Generate session key” at the AuthMode section and “Plain” at HostMode. Click
“AuthHost".
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[

Majn Meru Visw  KeyStore Window  Help
X400 =| RCRFConmal

MIFARE |

~=y Frofile dose Frofile || Logical Channel 0 ~ || activateTdle RC Init |

e M

e e CEeyStas ica yEnITylar " Loddiniogk |
| 5 @ MIFARE SAM AV1/AVZ = oty ¢
= 4 SAM Configuration

p Exchange

b Getversion

P PowerSaving

p DisableCrypto

P LockiUniodk
A SAM ey Management
p KeyEntryManzgement
p KUCEntryManagement Referenca Key
P Dumpkeys | Key Na: 0, & ]
P LoadInitvector

D ed =EaEn

I Diversify key Use logical chiannel for CMAC calculation

ol

thienticat Diversification Inpus
: I?‘E:-‘QA-Jﬂﬂenti;a:i“c,l:‘-,St I'-"IIIlIIJ|1IIIIIJI_|||IIIII_IIII_\IJUUGIJI_II|I|-'_|‘_'_I"J"I"_|-‘I.j.'l.'_\-_1.j.'|.]._‘|.‘.._'.|l.1.j.1.'].1.j.1.].1.j:|]-|-_|:|]-|-_|:|]]- __I
B Killduthentication
p PKI-KeyManagement i
P PKI-Signatures = f
[ 4 Offine Crypto MAT Frotection
[ A ¥-Card Activation  Full Pratection (Encrypted)
¥ A MIFARE Classic Authtost I
E3]

A MIFARE DESFire, MIFARE Ultralight
A MIFARE Plus

Fig 42. AuthHost

7.4 Operating the MIFARE DESFire EV1

The MIFARE DESFire EV1 answers every command with a status code. These codes
can be found in MIFAREdiscover command selection at the Received data column. For
example, if you enter an invalid command you will get “AppDataOut=0x1C”.

A list with useful status and error codes is provided:

Table 3. Useful status and error codes

Hex Code Status

0x00 OPERATION_OK

0x0C NO_CHANGES

O0x0E OUT_OF_EEPROM_ERROR

0x1C ILLEGAL_COMMAND_CODE

Ox1E INTEGRITY_ERROR

0x40 NO_SUCH_KEY

Ox7E LENGTH_ERROR

0x9D PERMISSION_DENIED

0x9E PARAMETER_ERROR

0xAOQ APPLICATION_NOT_FOUND

0xA1 APPL_INTEGRITY_ERROR

OxAE AUTHENTICATION_ERROR

OxAF ADDITIONAL_FRAME

OxBE BOUNDARY_ERROR
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Hex Code Status

0xC1 PICC_INTEGRITY_ERROR
0xCD PICC_DISABLED_ERROR
O0xCE COUNT_ERROR

OxDE DUPLICATE_ERROR

OXEE EEPROM_ERROR

O0xFO FILE_NOT_FOUND

OxF1 FILE_INTEGRITY_ERROR

7.4.1 Using MIFARE SAM AV2 for communication with MIFARE DESFire EV1

At first, the DESFire Key has to be downloaded to the MIFARE SAM if it is not already
there. According to the steps done here, downloading a key to the MIFARE SAM
requires host authentication as shown in § 7.3.

7.41.1 Uploading MIFARE DESFire EV1 AES key to SAM
Let's change the key entry number 1 to PICC DESFire EV1 AES key. To make it simple
Key A =“00000000000000000000000000000000”, version 0x00
KeyB="11111111111111111111111111111111”, version 0x01
Key C =%22222222222222222222222222222222”, version 0x02

The other options are checked as shown in the following figure, figure 25.

8 MIFAREdiscover —
Main Menu  View KeyStors Window Help
= 91l dlose Profile || Logical Channal 0 - || Activateldie RC it | |[ox0400 ~| RCRFControl _
WIFARE || MIFARE || MIFARE || MIFARE \[FrARE || MmARE | g
_ Reader | sart || pws || Classic || Ultralight || DESFie £VZ |
T — —
[ e ——— Ak G i SRS
| = @ MIFARE SAM AVL/AV2 o — i YW —
[ 4 SAM Conficuration -Zettings =
B 4 KeyNo Kay Type I” Disable Generate MAC [ Disal
niryManageme
(. t.r: e i | FE 178 &l I~ Dissbls Verify MAC T Disa
} DumpKeys Key Version | Disabls Encryption
P Loadlnitvector Al? \00000000 j ||}ng j R Tt
P AuthenticateHost
P ISOAuthentication B [ |
P KillAuthentication ™ 1% kY Init Vector (ESFire)
} PKIKeyManagement Cln 223223322322230223732 2 j |0x02 _:l W o
) P-Signatures v Crypto with Secret Key
B 4 Offiine Crypto KeyNo. CEK Kay VICEE Refo. KUC I Aliow Dump Session/MIFARE Ke
[ 4 X-Card Activation ox00 »| [oxo0 - IDxFF - 1™ AVA: Higher CrdSect svel, Av2:
B 4 MIFARE Classic
[ 4 MIFARE DESFire, MIFARE Ultralioht DF KeyNo. DF AID I~ &V1: Enabls Hostauth, &V1/AV2
# 4 MIFARE Plus 0x00 =| [ox000000 [
~Extended setfings
GetkeyEntry I Allow Bump Secret
I Diversified Usz Only
ChangsKeyEntry
HisablekeyEntry SAM UID
e 2
™ AV1: Plsin Key Update:
Fig 43. Downloading MIFARE DESFire EV1 AES key to SAM

Do not forget to tick the “keep Init Vector” option for DESFire EV1 AES and standard
TDEA keys.
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7.4.1.2 Accessing MIFARE DESFire EV1
The steps are as follows:
1. RC Init to initialize the I°C communication (shown in fig. 26).
2. RC RFControl to turn on the RF field (shown in fig. 26).

Main Menu View KeyStore Window Help

rew Profie close Profile || Logical Thannel © > || Activatelale: RCInit | 00400 ¥ RC RFContral

| commena setection v O X | Keystare) ﬁmwmmrmwm

SIS o ST - MFRC52X Control
| 4 W MIFARE SAM AVI/AVZ
4 A SAM Corfiguration Einlh aistae
p Exchange = |W( )
p GetVersion
P Pouersavig Tieoutingl |
p DisableCrypte 00400 - e
Loci/Unlock - -
P S’AM K:-'{Managemert RC Register RC Register Value Set
) KeyEntryManagement Register Data Register Data
p KUCEntryManagement i %00 & %00 el
P Dumpkeys ox01 0x00 = Click here to ada @ new jtem,
: :’T"T"@‘Lﬂ 0x02 0400
uthenticate
P ISCAuthentication e ]
P Kilduthentication L) L]
p FPKi-KeyManagement 0x05 Ox00
p FPK-Sonatures Dx06 0x00
| A Difiine Crypto 0x07 Ox00 Load Register
= e LD 08 L) |ﬁ el -
SR D [+ || RcWiitereg | AE LoadValues
’ 1501444344

4 RATCART Fiaesis

Fig 44. RC Init and RC RF Control

3. Activateldle to activate the MIFARE DESFire EV1 card to
ISO/IEC14443 part 3 (shown in fig. 27).

4. RATS and PPS command to prepare the MIFARE DESFire EV1 card
to ISO/IEC 14443-4 layer (shown in fig. 28).
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MainMenu  View KeyStore Window Help.

» | activatelsle

new Profile close Profile | | Legical Channel O

RCIpit | Ox3400 * RC RRControl
| =]

Command Sfcton TUX / eystorl A

4 @ MIFARE SAM AV1/AVZ
4 A SAM Corfiguration iR e
p Exchange
p Getvarsion [DxZS 'l [ RECHA Wakeup ]
P Powersaving SelCode
p DisableCrypto | e "H R |
) Lock/Unleck 2 s
4 4 SAM Key Management
p KeyEntryManagement Fiiters
p KUCEntryManagement Mumber of Cards
} o
p Loadinitvector
P AuthenticateHost e Time [ms]
P ISOAuthentication ElTimefriter | ox00000000 =
: zg"?h?rﬁﬁ“" - iack 1 sk 2 Value T
-Keyhianagemen = : pare s E - —
b Fic Sgratures [l aTqaFiter | oxon | | ox00 E
P A Oine Toypte Mask 1 Vale 1
4 4 ¥-Card Actvation [T saK Fiter 0 «| [ ox00 =
p MFRC52X Control
p 15014443A-3 - =
p 1501424344 |_Adtivateldie @ HaltA |
| 4 MIFARE Classic UID .
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| 4 MIFARE Pius
Bitz

i L S

Fig 45. Activateldle
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Main Menu  View KeyStore Window Help

new Profie close Profile || Logical Channel @ = | Activatelale RCInit |ﬂxﬂ400 w R RFControl
| =

FARE SAM AVL/AVZ

4 4 SAM Configuration
p Exchange pesepeethag |

p Getversion

p Powersaving e B
P DissbleCrypto |0x00 ~ | [208 ~| [108 -
p  Lock/Unlock BT Esct

4 4 SAM Key Management 0:0[1
p KeyEntryManagement

p KUCEntryManagement iR . B ATS
p Dumpkeys ;

P Losdinitvector 0xD0  0xD0 0xDO  Ox0E7577810280
P AuthenticateHost ox0L

p IsQAuthentication 0x02

) Killduthentication
p PKI-KeyManagement
p PK-Signatures

P ot

| Cleariist

Fig 46. RATS + PPS

Sometimes, when opening RD710 with MIFARE SAM AV2 for the first time, RegA and
Activateldle commands fail. As a workaround, please execute the following steps.

Select “SAM Configuration” and “Exchange” at the Command Selection window and
insert the following data:

CLA = 0x80, INS = 0x2E, P1 = 0x00, P2 = 0x00, Lc = 0x16
Tick ,Use Data“
Data: 2A822BAA15401875194D265927F4283F29110C100100

And press “Exchange”.

= @ MIFARE SEM AVI/EV2
B o 3NN Eoeligration Exchange 7815 APDU Using actial SEM communication mods
’ 3|
s A S T T T T S
P DisatieCrpts maa MlincE & (000 A D00 M| (0ot W [0 |
b LockfUnicck [Jsend L=
H ol 5AM Mey Managemant
H 4 Offine Crypts Day, - — — |
# A x-Card Activation | AR AN TSN O pe L acabua0n i
& 4 MIFARE Class: [ Use Cata
# 4 MIFARE DESFire, MIFARE Litalight
it

Fig 47. Exchange Data
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7.4.2 Create Application and format MIFARE DESFire
1. See § 7.3 and do the AuthenticateHost command

2. Open the “KeyEntryManagement” and change the Master Key to KeyNo: 03 if it is
still “default”. The Key Type has to be TDEA — DESFire.

All Keys and Versions are 0, KeyClass is PICC. Be sure to tick everything at
Programming bit mask (see figure below).

e e . |
Main Menu  View KeyStore Window Help

new Profile close Profile || Logical Channet 9 ~ || Activateldlie RCInit |~ Cx0400 * RCRFContro

|| command Selection
4 @@ MIFARE SAM AVI/AVZ
| 4 SAM Configuration

a 4 SAM Key Management
p KeyEntryManagement
B KUCEntryManagement

X-DESFire Data Processing | SelectApplication|  KeyEntryManagement

Proramming bit mask

Settings
Key Type

[#] Yodate Key &
-| [TDzA - DESFRe -

[¥] Bodate Key B

[T] Disable Generate MAC [T
[C] Disatle Verify MAC [T

P Dumpkeys / Ll baate Key C ] Disasie Encryption

P Loadinitvecter a 0xD000000000000C000000000000000020 - |mo0 -| o : s

’ AuthenticateHast | Ubdate DF KeyMo & AID || Disable Decryption

P ISOAuthentication B 0x00000000000000000000000000000000 - |sm, '| 7] Ubdste CEK number and version

: ELA;::::;::;::EF, T SEETSET 0000000 i > |{.‘ﬂ¢3{} v| _ pdate reference number of KUC Ij Keep Init Vector {DESFire)

» p,@_s-g,.a._u',ﬁ : V] §odate configuration set [C] Allow Crypta with Secret Ke
| 4 Cifline Crypto KeyNo, CEK Key VCEK  RefiNo, KUC /| fiend version separately [T Allow Dump Session/MIFAS
a4 4 tciﬁ;:;;tf"m [ox00 v‘ | ox00 - | oeE v| [ Ava: Higher CmdSecievel, .

oL ‘ontrol

p 1501444383 DFKeyNo.  DFAID [C] Av1: Enable HostAuth, Avi

P 1501444384 | 0x00 v| moomoor
| 4 MIFARE Classic

IF. SFire, MIFARE ight
4 4 :’ ';RE DE:' e \_/C'FAR: Hirafoht KeyClass Extended seitings
hangekeyraC! = o

' SelectApplication ) Hest | OfflineChange |1 Allcw Dump Secret

P AuthenticaiefICC @ Picc | OfflineCrypto [ Diversified Use Oy

P Data Processing

P X-Uitralight SAM UID

P X-DESFire Data Processing A LE DS
| 4 MIFARE Pius

[T Ava: Piain Key Update

Fig 48. ChangeKeyEntry

Click “ChangeKeyEntry”
To get access to DESFire, do the steps described in § 7.4.1.2.

Then select “X-DESFire Data Processing” at the Command Selection and insert the
following data:

DESFire KeyNo:0

“Selection by key entry number”

Mode: Native

Current Key KeyNo: 0x03, KeyVersion 0x00

4. Click “AuthPICC”.
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Main Menu  View KeyStors  Window Help

rew Profile close Profile| | Legical Channel O

| 4 @ MIFARE SAM AVL/AVZ
| A SAM Configuration
4 4 SAM Key Management

p KeyEntryManagement
P KUCEntryManagement
DumpKeys
LozdInitvector
AutherticateHost
I50Authentication
KillAuthentication
PKI-KeyManagement
p PKI-Signatures
Offline Crypte

¥-Card Activation

p MFRCS2X Cortrol

p 1501424343

p 1501444344

MIFARE Classic

MIFARE DESFire, MIFARE Ultralight
p ChangeKeyPICC

p SelectApplication

P AuthenticatePICC

) Data Processing

B K-Uttralight

) X-DESFire Data Processing
MIFARE Plus

TYVYIYVYWY

Activateldle RCInit | Ox0400 » RCRFControl
B

| Authenticateriost | MPRGS2X Contfol | SO14443A-3 | 501444344 X-DESFire Data Processing | SeiectAppication | Ke

Fig 49. AuthPICC

DESFire Keyhlo Mode
Mative. -
[_) Selection by DESFire key number  Current Key Mew Key
@ Selection by key enfry number [C] Current Key is diversified [] New Key is diversified

I:‘ Change Masterkey (£ Diversity using OME encryption round (%) Diversify using ONE encryption ro

|:| CMIAC diversification () Diversify using TWO encryption rounds _) Diversify using TWO encryption 1o
Key No Key Version Key No Key Version
[nxpa -| Io;m = 0x00 " [UxDO .

Eiversification Input

| ChangeKeyRicC [ axbe0nc000a00000000000000000000000GAGA000000000E0003000000000000
Templat
[changexemttingsfapuermxmeﬁings{msn [CrdLen: 8/17 bytes]
Startat Data
w00 +| 0x0000C0020000000000000000000000000020000000000000050000000000000000000000000000000000000000
WriteX Sipiain () MACed @ Encrypted
Template
[Wﬁﬁaﬁﬁmﬂll.%éﬂﬂmgmﬁﬂ [CmdLen: 8 bytes]
Bytes to read Data
0300 +| 0x0000000000000000000052000300000000030500000000000020000000000020¢0000000000000020000000000

Reagi | Tipiain 0 MACee @ Encrypted

AN10992

5. Goto “ISO14443A-4".

6. To see applications on the card, insert “Ox6A” and click “Exchange”.

To create a new application, insert “OxCaaaaaaa0f8e” and click “Exchange” (The
repeated “a” describe the AID (Application ID))

To format the card, insert “Oxfc” and click “Exchange”.
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7.4.3 Authenticate Application
1. Do the ApplicationHost command, as described in § 7.3.

2. Open the “KeyEntryManagement” and change the Master Key to “KeyNo: 017 if it
is still “default”. The Key Type has to be AES 128.

All Keys and Versions are 0, KeyClass is PICC. Be sure to tick everything at
Programming bit mask and “Keep Init Vector (DESFire)”.

Click “ChangeKeyEntry”
To get access to DESFire, do the steps described in § 7.4.2.

Select Application with “5aaaaaaa” and click “Exchange”.

. MIFAREdiscover
Main Menu:  View KeyStore Window Help
new Profile close Profile || Logical Channel 0 ¥ Activateldle RC Init w400 * RC RFControf
| Cormimand Selection _ _Authenticaterost | MFRCSZX Confral | 1501444343/ 15014443A-4 - X-DESFire Data Prog
& @ MIFARE SAM AVL/AVZ
| A SAM Configuration P o——
4 4 58M Key Management | Presancelheck |
p KeyEntryManagement = -
p KuCEntryManagement G s DRI —_—
b DumpKeys | ouoo - |105 - || 108 = | maTSspRS |
p LoadinitVector : s BT
p AuthenticateHost a0 - O = —
P ISOAuthertication | Init |
i L g
p K Alzlthentlcat.on i =h A o o -
p PKI-KeyManagement | - =)
' PKI-5'gnatures Ox00 OxD0  Ox00  OwO67577810230
A Offline Crypto w01
4 4 ¥-Card Activation | w0z q
) MFRC52X Control ] ¥
p 1501442343 : — ==
p 1501444374 | FreeCid |
4 MIFARE Classic —_———
4 A MIFARE DESFire;, MIFARE Ultralight |ﬂ|
P Changekeymicc |
) Selectipplication OnSaazasas
p AuthenticatePICC N
p Data Processing Sxcharge
P X-Ultralight 1
p ¥-DESFire Data Processing
4 LECARC P
Fig 50. Select Application
6. Select “X-DESFire Data Processing” at the Command Selection
Insert the following data:
DESFire KeyNo: 1
"Selection by key entry number”
Mode: Native
Current Key: Key No.: 01, Key Version: 0
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8. Click “AuthPICC”.

Now you are registered with your first Application.

7.5 Operating the MIFARE Plus S

To get to MIFARE Plus, you have to set the DIP switches to X-mode (see figure 9) and
switch the MIFARE SAM into AV2 mode.

7.5.1 Switch MIFARE Plus from Security Level 0 in Security Level 1

Select “MIFARE Plus” (below the Menu bar) and then “ISO14443A Layer 3” at the
command selection. Click “RF Reset” first and “Activate Idle” afterwards.

Main Menu  View KeyStore Window Help

rew Profile close Profile | RF Reset Field Off Field On  Activateldie ActivateCard RATS+PPS

1= — — — — —,
g : || murare
i : Plus
| Command Selection *ix ISO14443A Layer 3 Security Level 0| [SO144A3AL4 Layerd | Security Level3 |
| 4 @ MFARESLs e e S
) I1SO14443A Layer 3 CascadeTag(s)
:1501“443"‘ Layer4 || Requess | |3 ~|| anticalision || seieat { Adivateidle 3
Security Level 0 ]
P Security Level 1 L wekewn | |83 || Anticolision || select
p Security Level 2
p Virtual Card |9:f '|| Anticaliision || Seect
p Security Level 3 e
L Halt
| ostate ATQA U SAK
Active 1D33C705 20
i Unknown =
| Unknown
! ‘ Unknown -
| ceariist
¥ RX CRE [7] incemplete Byte
] TXERC #8ts |1
i) %
| Exchanoe

Fig 51. RF Reset and Activateldle

Go to “ISO14443A Layer 4” and click “ActivateCard”.
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Main Menu  View KeyStore Window Help

i new Profire. €lose Fmﬁle: RF Reset Field Off Field On  Activateldle ActivateCard RATS+PPS ]

4 @ MIFARE Plus

p 150144434 Layer 3
150144437 Layes 4

P Security Level D

P Security Level 1

P Security Leve| 2

p Virtual Card

P Security Level 3

Fig 52. Activate Card

Current L3 activated UID

ao Reader Buf Sz.

= N o[ cemis |

DRI (PCD to PICC)  DSLIPICC to PCDY)

|08 - 10k W[ s [ cumercemas |
[- Actmmmwm]
State @D DRI DSl ATS uID
Activeld |00 |108k |106k |nc7s7reoozciosaFarooascy |1033cros .
Unknown |01 |00 |106k i i
Unknown |02 oo 106k -
' 1 E ;
R CRC [T incomplete Byte
w |
THERC #Bits |1 z
CD01033012640000 3

Exchange |
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Select “Security Level 0” at the Command selection and insert the data as the next figure
shows:

Data

Block [Hex] Data [Hex] Data [ASCii] Description
OO000000000000000
OO000000000000000

OO000000000000000

Click here to add a new item.

| Write Persa Layer 4 Comm

Fig 53. Switch into Security Level 1

Press Ctrl on your keyboard to select all 3 entries. Then click “Write Perso” and
afterwards “Commit Perso”.
Then, press the following buttons (Menu bar) in this sequence: "RF Reset",

"Activateldle", "ActivateCard".
Now, your card is in Security Level 1.
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7.5.2 Switch MIFARE Plus from Security Level 1 in Security Level 3

After switching MIFARE Plus into Security Level 1, it is now possible to switch to Security
Level 3.

Select “Security Level 1” at the Command selection and change the settings as shown in
the following figure. Click “FirstAuth” after you are done.

B
Main Menu  View KeyStore  Window Help

rew Profile close Profile | | RFReset Field OFf Field On Activateldle ActivateCard RATS+PPS

Command Selection *Oo X 'Eofﬂiﬁﬂmw 3l _5*3_5\1'!.'“3 t.eyel{_} Security Levei 1
| 4 @ MIFARE Pius
p 150142434 Layer 3 Authentiation
P 1SO144434 Layer 4
P Security Level O

p Security Level 1
P Security Level 2

p virtual Card Ref Key

BlockNo Hef ey No Ref Key Version
|s003 +| |0z '||un - | @ HW - keystors

P Security Level 3 Key No: 3, & (7} SW - KeyStore

PedCaps
000DDDCA0000

|MFcAuthkey A | Fistadts | [¥]Lsyera comm [7] se PedCaps

| MFCAuth key B | | Following utn |

Data Access

MIFARE Data

Block Data [Hex] Datas [ASCIl Value [Dec] DistE
O000000000000000 01

01 00000000000000000000000000003000

0z 00000000000000000000200000000000 O000000000000000 02
2 nlalpleiatetara aatalelonlnalalnintetaa eratale lale ta Tatn el iglaipigtaipininipinisiatsininind 727 m2

Fig 54. Switch into Security Level 3

Now your card is in Security Level 3.

You can check if the MIFARE Plus is in security level 3 by performing an “Activateldle”
command. At the section “Received Data” in the command history you will see the SAK
of the card afterwards. For example, if you have a 4KB MIFARE Plus card you will get
0x20 if it is in Security Level 3. See the Application note AN10833 for details.
(http://www.nxp.com/documents/application_note/AN10833.pdf)
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7.5.3 Read/Write Actions of MIFARE Plus in Security Level 3
Select “Security Level 3” at the Command selection.

Because the standard key for the blocks are the same as we inserted at the keystore at
position 02, version 02, we can now use these to authenticate at different storage
locations.

Change the settings:
Block/KeyNo: 4000
Ref Key No: 02
Ref Key Version: 02
“‘HW — KeyStore”
And click “FirstAuth”

If you click “Read” you can now read the individual blocks and if you click “Write” you can
write beforehand edited blocks. Be sure to tick “MAC on Command” and “MAC on
Response” (figure 37).

e
Main Menu  View KeyStore Window Help

rew Profile close Profile|| RFReset Field Off Fieid On Activateldie ActivateCard RATS+PPS

150344432 Layer 3| Secunty Leve| 0| Securitylevel1! Security Level 3

|| Command Selection
|| 4 @ MIFARE Pus

p ISO14443A Layer 3 ‘4000 '| |02 'l |°2 ¥ | @ HW - KeyStore
P 1SO14243A Layer 4 AES Key.
) Security Level 0 Key No:l A 1) SW - KeyStore

) Security Level 1

D Diversification
) Security Level 2 =

\D0DCOC000000000

p Virual Card
P Security Level 3 ‘ Estict Alith | [ Use PedCape
| Following Auth | | Resetautn
Data Access
MIFARE Data
Block Data [Hex] Data [ASCi] Walue [Dec] DetBlock  Description
7DERES02TENS040002CDE45761101709 0 !
01 00000003000000000000000300000000 0000000000000000 01 Data ==
0z [00000000000000000000506:0:00000000 O000000000000000 g 0z Data
03 (00D000O0000F FFO78089FFFFFFFFFFF OOO00yiny [E77 03 Trailer
04 [0000000C0C0000000000003030000000 0000000C00000000 04 Data
03 00000000000000000000000000000000 00000C0DC00000000 05 Data
06 00000003000000000000020:000000000 0000000C00000000 g Data
o7 ID00DRO0D000FFFO7 8069FFFFFFFFFFFF OO0OOWFY 07 Trailer
08 000000003000000000000000:0:00000000 00000C00000000000 777 0E Data >
g m [ ¥
| Read AC on Command Valug [Dec] 1 - | Increment | | Decrement | | Restore |
K AC on Responise
| T, | Write | IncTransfer | | DecTransfer. | | Transfer |
M I EHaryetior
Fig 55. Read/Write Actions
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7.6 Using MIFAREdiscover without MIFARE SAM AV2
Ensure that the Pegoda is set to ,Normal Mode*.

All described accesses to MIFARE cards are also possible without the MIFARE SAM
AV2. If you use a MIFARE SAM AV?2 all keys that are needed to get access to MIFARE
cards get stored on the SAM.

If no MIFARE SAM AV2 is used the keys have to be inserted at the Key Store Manager
of MIFAREdiscover. At positions where a key is needed you have to insert “SW —
KeyStore” and the suitable storage location instead of “HWKeyStore”.
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8. Firmware download

In order to download firmware to the reader, the DIP switches have to be configured to
“flash mode” as described in section 3. After a reset of the Pegoda reader it does
response as mass storage device. The user can upgrade the Pegoda firmware by
copying it (drag and drop) to the Pegoda mass storage device.

Important note: The file name of the binary file must be renamed to pegoda2x.bin,
where x can be any character or letter or none; otherwise the Pegoda will refuse to
copy the file and Windows will response with an I/O error (see 36).

Orrron Copying ile or Molder |

@ Cannck copr Timevare_Pegods; The reques: zould ot be perfomred Eecause of on o device e1o-,

[ PaRbiFt

Fig 56. 1/0 Error when filename is not correct

After successfully copying the file, the Pegoda will start blinking and beeping; windows
will response with the following message (see 37). Don’t be irritated that this is a
windows error dialog as well.

Error Copying File or Folder

a Carnnt copy saoada?y: Cannot frd the specified Sl

lake eire you enscify e comect path and Ale name,

Fig 57. Firmware download successful

Now, the firmware has been updated; reset the device and choose the desired reader
mode with the DIP switches.
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In MIFAREdiscover, user will observe following error and component codes in the History
window under Status Info. The definitions of the error codes will help user to understand

the cause of error.

Error codes & definitions

Error Codes

SUCCESS
SUCCESS_CHAINING
SUCCESS_INCOMPLETE_BYTE
I0_TIMEOUT
INTEGRITY_ERROR
COLLISION_ERROR
BUFFER_OVERFLOW
FRAMING_ERROR
PROTOCOL_ERROR
AUTH_ERROR
READ_WRITE_ERROR
TEMPERATURE_ERROR
RF_ERROR
INTERFACE_ERROR
LENGTH_ERROR
INTERNAL_ERROR

INVALID_DATA_PARAMS
failed)

INVALID_PARAMETER

PARAMETER OVERFLOW
overflow

UNSUPPORTED_PARAMETER
UNSUPPORTED_COMMAND
USE_CONDITION

KEY

All information provided in this document is subject to legal disclaimers.
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Definition

Returned in case of no error

Rx chaining is not complete, further action needed
An incomplete byte was received

No reply received, e.g. PICC removal

Wrong CRC or parity detected

A collision occurred

Attempt to write beyond buffer size

Invalid frame format

Received response violates protocol
Authentication error

A Read or Write error occurred in RAM/ROM or Flash
The RC sensors signal overheating

Error on RF-Interface

An error occurred in RC communication

A length error occurred

An internal error occurred

Invalid data parameters supplied (layer id check

Invalid parameter supplied

Reading/Writing a parameter would produce an

Parameter not supported
Command not supported
Condition of use not satisfied

A key error occurred
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Component codes & Identifiers

Component Code
GENERIC

BAL

HAL
PAL_ISO14443P3A
PAL_1SO14443P3B
PAL_ISO14443P4A
PAL_1SO14443P4
PAL_MIFARE
PAL_FELICA
PAL_EPCUID
PAL_SLI15693
PAL_I18000P3M3

PAL_118092MPI
Code

AL_MFC
AL_MFUL
AL_MFP

AL_VCA
AL_FELICA
AL_115693
AL_SLI
AL_118000P3M3
AL_MFDF
AL_P40CMDPRIV
AL_P40CMDPUB
DL_AMP
DL_THSTRM
DL_OSCI
DL_RDFPGA
DL_MSTAMPOSC

DL_STEPPERStepper

Identifiers

Generic Component Code

BAL Component Code

HAL Component Code

1ISO14443-3A PAL-Component Code
1ISO14443-3B PAL-Component Code
1ISO14443-4A PAL-Component Code
1ISO14443-4 PAL-Component Code
MIFARE(R) PAL-Component Code

Open FeliCa PAL-Component Code

ICode EPC/UID PAL-Component Code
ICode SLI/ISO15693 PAL-Component Code
ISO18000-3 Mode3 PAL-Component Code
ISO18092 passive initiator mode PAL-Component

MIFARE(R) Classic AL-Component Code
MIFARE(R) Ultralight AL-Component Code
MIFARE(R) Plus AL-Component Code

Virtual Card Architecture AL-Component Code
Open FeliCa AL-Component Code

1ISO15693 AL-Component Code

ICode SLI AL-Component Code

1ISO18000-3 Mode3 AL-Component Code
MIFARE DESFIRE EV1 AL Component Code
P40 command libraryAL-Component Code
P40 command libraryAL-Component Code
Amplifier DL-Component Code

Thermostream DL-Component Code
Oscilloscope DL-Component Code

Reader FPGA Box DL-Component Code
Master Amplifier Oscilloscope DL-Component Code

DL-Component Code

CIDMANAGER Cid Manager Component Code

CRYPTOSYM CryptoSym Component Code

KEYSTORE KeyStore Component Code
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TOOLS Tools Component Code

CRYPTORNG CryptoRng Component Code

LOG Log Component Code
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11. Electromagnetic Compatibility

1.1
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Contactless reader RD 710 fulfil the following requirements of electromagnetic
compatibility:

FCC, Part 15 and CE.

FCC Compliance Statement

NOTE:

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference when the equipment is operated in a
residential environment. This equipment generates, uses, and can radiate radio
frequency energy and, if not installed and used in accordance with the instruction
manual, may cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this equipment
does cause harmful interference to radio or television reception, which can be
determined by turning the equipment off and on, the user is encouraged to try to correct
the interference by one or more of the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

- Consult the dealer or an experienced radio/TV technician for help.

Caution!

The Federal Communications Commission warns the users that changes or
modifications to the unit not expressly approved by the party responsible for compliance
could void the user’s authority to operate the equipment.

The accessories associated with this equipment are as follows:
. Shielded communication cable

These accessories are required to be used in order to ensure compliance with FCC
rules.

All information provided in this document is subject to legal disclaimers. © NXP B.V. 2012. All rights reserved.
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11.2 COMPLIANCE INFORMATION according to 47CFR 2.1077

NXP declares that the products

RD 710,
FCC ID: OWRMFRD710

are in conformity with Part 15 of the FCC Rules.

Operation of this product is subject to the following conditions:
(1) this device may not cause harmful interference
(2) this device must accept any interference received, including interference that
may cause undesired operation.

Any changes or modifications not expressly approved by the party responsible for
compliance could void the user's authority to operate the equipment.

AN10992 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2012. All rights reserved.
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12.1 Definitions

Draft — The document is a draft version only. The content is still under
internal review and subject to formal approval, which may result in
modifications or additions. NXP Semiconductors does not give any
representations or warranties as to the accuracy or completeness of
information included herein and shall have no liability for the consequences
of use of such information.

12.2 Disclaimers

Limited warranty and liability — Information in this document is believed to
be accurate and reliable. However, NXP Semiconductors does not give any
representations or warranties, expressed or implied, as to the accuracy or
completeness of such information and shall have no liability for the
consequences of use of such information.

In no event shall NXP Semiconductors be liable for any indirect, incidental,
punitive, special or consequential damages (including - without limitation -
lost profits, lost savings, business interruption, costs related to the removal
or replacement of any products or rework charges) whether or not such
damages are based on tort (including negligence), warranty, breach of
contract or any other legal theory.

Notwithstanding any damages that customer might incur for any reason
whatsoever, NXP Semiconductors’ aggregate and cumulative liability
towards customer for the products described herein shall be limited in
accordance with the Terms and conditions of commercial sale of NXP
Semiconductors.

Right to make changes — NXP Semiconductors reserves the right to make
changes to information published in this document, including without
limitation specifications and product descriptions, at any time and without
notice. This document supersedes and replaces all information supplied prior
to the publication hereof.

Suitability for use — NXP Semiconductors products are not designed,
authorized or warranted to be suitable for use in life support, life-critical or
safety-critical systems or equipment, nor in applications where failure or
malfunction of an NXP Semiconductors product can reasonably be expected
to result in personal injury, death or severe property or environmental
damage. NXP Semiconductors accepts no liability for inclusion and/or use of
NXP Semiconductors products in such equipment or applications and
therefore such inclusion and/or use is at the customer’s own risk.

Applications — Applications that are described herein for any of these
products are for illustrative purposes only. NXP Semiconductors makes no
representation or warranty that such applications will be suitable for the
specified use without further testing or modification.

Customers are responsible for the design and operation of their applications
and products using NXP Semiconductors products, and NXP
Semiconductors accepts no liability for any assistance with applications or
customer product design. It is customer’s sole responsibility to determine
whether the NXP Semiconductors product is suitable and fit for the
customer’s applications and products planned, as well as for the planned
application and use of customer’s third party customer(s). Customers should
provide appropriate design and operating safeguards to minimize the risks
associated with their applications and products.

NXP Semiconductors does not accept any liability related to any default,
damage, costs or problem which is based on any weakness or default in the
customer’s applications or products, or the application or use by customer’s

AN10992

Application note
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third party customer(s). Customer is responsible for doing all necessary
testing for the customer’s applications and products using NXP
Semiconductors products in order to avoid a default of the applications and
the products or of the application or use by customer’s third party
customer(s). NXP does not accept any liability in this respect.

Export control — This document as well as the item(s) described herein
may be subject to export control regulations. Export might require a prior
authorization from competent authorities.

Evaluation products — This product is provided on an “as is” and “with all
faults” basis for evaluation purposes only. NXP Semiconductors, its affiliates
and their suppliers expressly disclaim all warranties, whether express,
implied or statutory, including but not limited to the implied warranties of non-
infringement, merchantability and fitness for a particular purpose. The entire
risk as to the quality, or arising out of the use or performance, of this product
remains with customer.

In no event shall NXP Semiconductors, its affiliates or their suppliers be
liable to customer for any special, indirect, consequential, punitive or
incidental damages (including without limitation damages for loss of
business, business interruption, loss of use, loss of data or information, and
the like) arising out the use of or inability to use the product, whether or not
based on tort (including negligence), strict liability, breach of contract, breach
of warranty or any other theory, even if advised of the possibility of such
damages.

Notwithstanding any damages that customer might incur for any reason
whatsoever (including without limitation, all damages referenced above and
all direct or general damages), the entire liability of NXP Semiconductors, its
affiliates and their suppliers and customer’s exclusive remedy for all of the
foregoing shall be limited to actual damages incurred by customer based on
reasonable reliance up to the greater of the amount actually paid by
customer for the product or five dollars (US$5.00). The foregoing limitations,
exclusions and disclaimers shall apply to the maximum extent permitted by
applicable law, even if any remedy fails of its essential purpose.

12.1 Licenses
Purchase of NXP ICs with ISO/IEC 14443 type B functionality
. This NXP Semiconductors IC is ISO/IEC 14443 Type
B software enabled and is licensed under Innovatron’s
r Contactless Card patents license for ISO/IEC 14443 B.

The license includes the right to use the IC in systems
and/or end-user equipment.

RATP/Innovatron
Technology

All information provided in this document is subject to legal disclaimers.
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12.2 Trademarks

Notice: All referenced brands, product names, service names and
trademarks are property of their respective owners.

MIFARE — is a trademark of NXP B.V.

DESFire — is a trademark of NXP B.V.

MIFARE Ultralight — is a trademark of NXP B.V.
MIFARE Plus — is a trademark of NXP B.V.
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