CIS 8630
Business Computer Forensics and Incident Response
Lab Protocol 07: Steganography and Its Detection with JP Hide and Seek and StegDetect

Purpose: Ensure every student understands the hiding of data within images, and is able to make
simple image steganographic encodings. Students will also develop first-hand knowledge in
techniques for detecting and cracking steganography.

Materials required: (all downloadable files) images cis8630.zip, jphs05 cis8630.zip,
stegdetect04 cis8630.zip, usr.zip

Deliverable: This lab protocol with answers. Be sure your name and team name is on the material
delivered.

Preparation
1. Logon to your VM machine.

2. Onto your desktop, download the four zip files above from
a. http://cis.gsu.edu/rbaskerville/cis8630/1abs/images cis8630.zip
b. http://cis.gsu.edu/rbaskerville/cis8630/labs/jphs05 ¢is8630.zip
c. http://cis.gsu.edu/rbaskerville/cis8630/1abs/stegdetect04 cis8630.zip
d. http://cis.gsu.edu/rbaskerville/cis8630/labs/usr.zip

3. Make a directory named “‘stego”.
Part One: Hiding data in a JPEG image using JP Hide and Seek

1. Unzip the contents of JP Hide and Seek (jphs05_c¢is8630.zip) into
this directory.
2. From Windows Explorer, copy the 2009 miss gsu.jpg file into the
stego directory. Double-clicking on the photo to bring it up in the
Windows Picture Viewer. This is a clean (no hidden data) photo of
the 2009 Miss Georgia State University taken from
http://www.gsu.edu/studentevents/miss_gsu.html and should look
like the image to right.
Close the photo viewer.
4. From Windows Explorer, right click on the photo and choose
“Properties” from the context menu.
a. What is the exact size of the file containing this image?
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5. Examine the PTAC.pdf file that was downloaded with the zip file by double-clicking on the
file. This file contains the secret information about the PTA Club members that we plan to
hide in the image.

6. Run “Jphswin.exe” by double-clicking on the icon. After accepting the license terms, you
should see the following screen:

m JPHS for Windows - Freeware version BETA test rev 0.5 E]
Exit Openjpeg Pass phrase  Options Help  About
Input jpeg file
Directary
Filename
Filesize Kb Width pixels Height pixels
Approximate mex capacity Kb recammended limit Kb
Hidden file
Directony
Filenarme
Filesize Kb
Saved jpeg file
Directony
Filenarme
Filesize Kb
Mo jpegfile has been opened

7. Choose “Open jpeg” from the menu and open the JPEG image that was downloaded with the
zip file.

m IPHS for Windows - Freeware wersion BETA testrew 0,5 'n;l_: = :_Sé|
Exit  Openjpeg Hide  Sesk  Savejpeg Sawvejpegas  Passphrase  Options  Help
Aot

Diract @ Select the input jpeq file
Filengl | ook in: | stego j o ck Er
Filesig
Appro
Direct - -
Filens| 2009 _priss_gsu Lake_Maraine
Filesig
File narme: |2DDS_miss_gsu
Files of type:  |ipea files [*ipa * jpea) - Cancel )
Direct &
Filename
Filesize il

Mo ined file has been onened

8. JPHS will populate the “input jpeg file” information from the selected file. Notice that it will
specify a maximum file size that can be hidden within this image and recommend a limit that
will make it less likely that the corruption of the image will be visually detectable. The screen
should appear as follows
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m JPHS for Windows - Freeware version BETA test rev 0.5 g
Exit Openjpeg Hide Seek Pass phrase  Options Help About

Input jpeq file
Directary  ChDatal0Synch 0P TeachG3LAEGEIMLakiLabl/-StegotStego
Filename 2009_miss_gsujpg

Filesize 113 Kb Width 320 pixels Height 445 pixels

Approximate max capacity 17 Kb recommended limit 11 Kb

Hidlden file

Directany
. AELLQQE[[[J.E: T TV S

_— S

. o b e

9. Check to see that your data matches the expected values:
a. What is the recommended limit to the data file size that can be hidden in this image?

b. What is the maximum size for a data file that can be hidden in this image?

10. From Windows Explorer, right click on the secret file, PTAC.pdf, and choose “Properties”.
a. What is the exact file size of our secret file, PTAC?

b. Will this image be suitable, in terms of size, for hiding this data?

11. Choose “hide” from the menu. You are prompted for a passphrase. This is the passphrase
that will be needed to extract the hidden data. Lets choose the word “sentence” as our
passphrase. Enter and confirm the passphrase is “sentence”. Click “OK”.

R, - % B i RN R

ST T Input]pegflle -
Directory  ChiDatal0Sync\0Frof TeachGSLNGE3I0LakbiLably-StegoiStego
Filename 2009_miss_gsu.jpg

Enter the pass phrase and confirmation

Cancel

===

Directony
Filename

Fllesme ‘.,..Kb_mu_m R

a

e
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12. You will be prompted to select the file containing the information to hide. Choose the file
PTAC.pdf that we examined earlier:

84 1PHS for Windows - Freeware version BETA test rew 0.5 =R
Exit  Openjpeg  Hide  Seek  Sawe jpeq  Save jpegas  Pass phrase  Options  Help
Ahout

Diies mSelectthe file you want to hide @
Filenal | oo | stego j ek B
Filesig -
Approl 1

Direct E

Filens|

] i pTac | Readme -
Filesig
File name: |F'TAE
Files of type:  [allfiles [*7) | Cancel
Direct
Filenarme
Filesize Kb

This ineafile has not been modified

13. JPHS will report the details of the file to be hidden. Notice that the values reported in JPHS
are approximate.
a. What is the JPHS reported size of the hidden file PTAC.pdf

b. According to JPHS, will this image be suitable, in terms of size, for hiding this data?

14. Click on “Save jpeg as”. Save the file under the filename “my 2009 miss gsu.jpg” See
below:
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t Operjpeg Hide Seek  Sawvejpeg  Savejpegas  Passphrase  Options Help

2ot
Direct mSave the jpeg containing the hidden file as
Filena  savein ] stega LJ : £ Bl
Filesig
Apprd
Direct
Filena| 2009_miss_gsu Lake_Moraine
Filesig
File: narne: |my_2009_miss_gsd
Save as pe: |ipeg files [*.ipg *iped) L] Cancel
Direct y
Filename
Filesize Kh

15. The JPHS screen will display the details of the three files approximately as below:

#4 JPHS for Windows - Freeware version BETA test rev 0.5 E]
Exit Open jpeg Passphrase  Options Help  About

Input jpeg file
Directary  Ch\Datal0Sync\0Frof\Teach\GELNGEI0LabiLab0?-5StegolStego
Filename 2009_miss_gsu.jpg

Filesize 113 Kb Width 320 pixels Height 445 pixels

Approximate max capacity 17 Kb recormmended limit 11 Kb

Hidden file

Directary  CADatal1Sync\0FrofTeachGSLASE 30 LakLakb07-Stego\Stego
Filenarme FTAC.pdf

Filesize 10 Kb

Saved jpeg file

Directory  CA\Datal0Sync\0Frof\ TeachGELNGEIDLakiLabl/-StegolStego
Filename my_2009_miss_gsu.jpg

Filesize 92 Kh

This jpeq file has been modified and saved

16. Note the difference in the input and saved JPEG files. From Windows Explorer, right click on
the newly created image file and choose “Properties” from the context menu.
a. What is the exact size of the file containing this image?

b. Is the saved image file larger or smaller than the input image file?

c. Does the size of the hidden file determine the size difference between the input and
saved image files?
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d. Why?

17. From Windows Explorer, double click on one of the two images to view it is the Windows
Picture Viewer. Switch between the two images using the blue arrow keys and study the

visual differences between the two images:
& my 2009 _miss_gsu.jpg - Windows Picture and Fax Viewer E]@
u|

a. What differences in these two images are detectable visually?

18. Close the viewer. Choose “Exit” from the JPHS menu to close JPHS.
Part Two: Recovering hidden data in a JPEG image using JP Hide and Seek

1. As before, run “Jphswin.exe” by double-clicking on the icon and accepting the license terms.
Choose “Open jpeg” from the menu. Select the file “my 2009 miss_gsu.jpg” (this file
contains the hidden data).

3. Choose “Seek” from the menu. A passphrase dialog box will open. Enter our passphrase
“sentence” into the dialog box passphrase and confirmation text boxes. Click “OK”.

4. A dialog box will open to allow you to choose a file name and location in which to deposit the
recovered information. Enter the file name “my PTAC.pdf”:
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J'r T = 1 L e

4ot

J_ | Save the hidden file as 2JEd i
éaiz Save in: I'\-"_'_?Stego LJ & E3- 3
I = [N
"%D ,EJ 2005_miss_gsu.jpg Ejpseek.exe ;
B :jimages_dssﬁ_’.o.zip !i‘-]my_zung_missgsu.jpg R
i' T Ejphide.exe 1PTAC.pdf f
pi F | jphs [Z] Readme. txt é
4ctd| | =lljphs05_cisB630.2ip Hlstegdetect04_dssa30.zip &
'{]a W 1phewin.exe i
& ]
giz | f
=1 o —
$ File name: im}l_F‘TAC.pdf e
s 5,
b §
i,dc Save as hype: 1all files % Li Cancel ; 1
1 =} {
S T i N

5. Open my PTAC.pdfand check that the data contents are the same as the original file. Check
the file sizes of the original hidden data file (PTAC.pdf) and the recovered data file
(my PTAC.pdf).
a. What is the exact file size of PTAC.pdf?

b. What is the exact file size of my PTAC.pdf?

c. Has the steganography changed the hidden data?

Part Three: Detecting hidden data in a JPEG image using StegDetect

1. Unzip the rest of the files in images_cis8630.zip into the stego directory. This file contains a
number of JPEG images and one text file.

2. Unzip stegdetect04 cis8630.zip into the stego directory. StegDetect is a steganography
detection and cracking tool that is mainly aimed at unix-based computers, however these files
contain a version that runs on windows computers.

3. Run the x-windows version of StegDetect by double clicking on xsteg.exe:
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T ser BETX]
File  Options He\p]
[Scan options
| T |
I jste 2 ‘ﬂ}
| |stey Sensitivity: |1.00 %
|IF jphide
™ outguess
I~ invisible
Filename Detection o
H I
Message window:

A
/

4. Choose “File” and “Open” from the menu. The “Select File” dialog box will open:

-

@F: Select File =)o

Create Dir ‘ Delete File ‘ Renarre File ‘

C:\Data\lSync\0ProfTeach\GEINGE3MLabiab07-Stego\Stego ‘

N

Directaries ‘ Files <
X 2009_miss_gsu.jpy A|
2\ cygwinl.dll
15 gdk-1.3.dIl
[N glib-1.3.4dll
E: grmodule-1.3.dll
F: gnu-intl.dll
gtk-‘l.?.fl‘llm ‘
7 A———7 =

Selection: CADatal0SyncyIProfTeachGELNGEI0 abhlabl7-StegotStego

[ |

0K ‘ Cancel ‘

5. Click “OK” to instruct StegDetect to search all files. The program will display its analysis
results for all files. Non-image files in the directory will likely result in error messages:
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O xsteg BE=%]
File  Options Help |
Scan options Stop

i e i
I jsteg Sensitivity: ].DD 7
I~ jphide
I outguess
I~ invisible
Filenarne Detection =
ChaData 05 ync O Projd eachhG SINGEI0LabiLably -StegotSteqov2009 miss gsu.jpg error Unsuppor
C:AData\0Sync\OProj\Teach\ESINGE30 LabiLab07-StegoiStegomy_2009_miss_gsu.jpg jphide™)
ChaDatai0Sync IProfTeachGSIUNE3IMLab\Lab07-Stego\Stegob/rs_gsu jpy error: Bogus DC
d s s AT L o o) i s A S e e R T, ettt T Ll

a. List below any files that StegDetect suspects of containing hidden data with JP Hide
and Seek:

6. Choose “File” and “Exit” from StegDetect.

Part four: Cracking stenographic passwords

1. Extract the contents of the usr.zip file directly to your C:\ drive. The .zip file contains a folder named
“Usr.” Do not modify or change this folder. It contains the required file structure needed for
StegBreak for function.

2. From StegDetect, three files were shown to have hidden messages: 1) my 2009 miss_gsu.jpg; 2)
zebras2.jpg; and lastly, 3) Lake Moraine.jpg. “Stegbreak.exe,” the program we’ll use to crack the
passwords is a DOS-based program. It will be easier to run if the files with contained messages are in
the same folder

3. Go to a DOS window by using “CMD” in RUN under the Start menu. Navigate to the stego
directory. in which you placed the zip file contents. An example of changing to the dayspace/stego
directory is shown below:

B Adrinistrator CoWindawes\system32emd exe

Microsoft Windows [Uersion 6.1.76011
Copyright (c)> 2Z08? Microsoft Corporation. All rights reserved.

C:~Userssrbaskrcd C:sUserssrbask\Desktopsstego

3. The command syntax for the stegbreak.exe application can be found in “Stegbreak.pdf” file.
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4. Make sure the dictionary used (MedDic.dic) and the rules.ini file are in the same directory as
stegbreak.exe. The syntax to run a dictionary attack is:

stegbreak -r rules.ini -f meddic.dic my 2009 miss_gsu.jpg

a) the name following the —r parameter is the “rules.ini” file. It comes with the program but must be
in the same directory as stegbreak.
b) the name following the —f parameter is for the name of the dictionary to use. In this case, the
dictionary’s name is: “MedDict.Dic”...which is found in this same DOS directory as the other files.
c) stegbreak defaults to break jphide ... an additional parameter, —t, can be used to crack outguess or
jsteg-shell codes. See the stegbreak.pdf file.
d) NB: Avoid cut-and-paste for these commands (some characters may not be recognized by the
Unix-based command). Also ensure the command window has administrator privileges (noted in the
title bar).
5. The figure below shows the results of breaking the file my 2009 miss gsu.jpg file. See the password
“sentence” delivered in the report.

EX Administrator CAWindowshsystem3Ziemd.exe

Microsoft Windows [Uersion 6.1.76811
Copyright C(c)> 2809 Microsoft Corporation. All rights reserved.

C:xUzers rhaskdecd C:xUszersirhazk \Desktopistego
C:\Users~rbask\Desktop\stegorsteghreak —» rules.ini —f meddic.dic my_ 2889 _miss_g
= Jjphide [v5 1{zentenced
found 1 embeddings.
Cracks: 59741, 4978 .4 cv/s

C:“Userssrhask<Desktop~stego>_

6. What is the password for the hidden message in the file zebras2.jpg?

7. What is the content of the hidden message in the files zebras2.jpg

Hint: What type of file is shown below? What extension should you rename the file so that Windows will
open it?

EBHxD - [Cdayspace'stego’ Cracked_2ebras] ;Iglll
55| File Edit Search Miew Analysis Extras Window ? ;liliﬂ

| & - b |
| bouhoaz' 5] boohool 5] Cracked_Zebras |

Offset (h) 00 01 02 03 04 05 0s 07 08 09 0OA OB OC O OE OF / ﬂ
oooooooo EZS 50 44 45 2D 31 ZE 34 0D 25 E2 E3 CF D3 OD 04 %‘PDF—I.‘{.s AI0..

00000010 36 20 30 20 6F 62 64 3C 3C ZF 48 5B 36 33 36 20 6 0 ohj<</H[636
00000020 31 35 34 5D 2F 4C 69 6E 65 61 72 69 74 65 64 20 154]/Linearized
00000030 31 2F 45 20 35 39 32 37 2F 4C 20 31 32 39 35 32 1/E 8997/l 12952
00000040  2F 4E 20 31 ZF 4F 20 39 2F 54 20 31 32 37 38 36 /W 170 9/T 12736
00000050 3E 3E O 65 6E 64 6F 62 64 OD 20 20 20 20 20 20 »».endokbj.
00000060 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20

00000070 20 20 OD 0OA 78 72 65 66 0D 04 36 Z0 31 37 OD 04 ..xref..6 17..
0oooo0s0 30 30 30 30 30 30 30 30 31 36 20 30 30 30 30 30 0000000016 OOOOO
00000020 20 6E OD OA4 30 30 30 30 30 30 30 37 33 30 ZO0 30 n..0000000730 O
00000040 30 30 30 30 20 &E OD OA 30 30 30 30 30 30 30 36 0000 n..00000006
000000BO 33 36 20 30 30 30 30 30 20 6E OD O 30 30 30 30 36 00000 n..00OO
000000C0 30 30 30 38 36 36 20 30 30 30 30 30 20 6E OD OA4 000866 00000 n..
gooooopo 30 30 30 30 30 30 30 39 39 33 20 30 30 30 30 30 0000000233 00000
000000ED 20 6E OD OA 30 30 30 30 30 30 31 31 33 36 20 30 n..0000001136 O
000000F0 30 30 30 30 z0 &E OD DA 30 30 30 30 30 30 31 35 0000 n..00000015

Offset: 0 Cverrite
| | \
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