System Access Request
For Physician Office Personnel
Packet Instruc tion Sheet

Ple ase follow the instructionsbelow when requesting system accessfor
employeesofcredentialed physicians who are membersofthe Saint Agnes
Medic al Staff. Failure to submit properly completed formsmay delay
processing:

1. Complete the AccessRequest form on page 2. Allinformation is
required. Be sure the applicant and the authornzing physician sign the
form.

2. Read and complete the Confidentiality and Network Accessagreement
starting on page 3. Be sure the applicant and the authorzing physician
sign the form.

3. Faxcompleted formsto Medical Staff Servicesat 559-450-3370.

4. Youwillbe contacted to schedule the required system training once
yourrequest hasbeen processed.

REMOTEACCESS

1. Requiresthe use ofa secondary password which wilbe delivered via a
designated telephone.
a. The designated phone must NOTbe one thatisanswered by an
automated attendant.
b. Make sure the phone isclose to the computeryou wilbe working on.
c.Cellphonesare acceptable.

2. The processto answersecurity questions and set up yourphone will
come to you via email
a. Make sure youremailaddressiscomnect.
b. The securnty questionswillallow youto accessremotely should younot
be nearyourdesignated phone.
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(Ml Saint AgnesMedicalCenter

m II I' Tinity Information Services
®

Physician Office Personnel System Access
Usersare bound by SAMC privacy and security policies. Please call 559-450-3200 forpo licy informa tion.
Due to processing delays only typed forms will be accepted. Please do not hand write.
Print Iast Name: First Name: M.L | Office Phone #: Iast 4 digits o f SSN:
Print Addre ss Zip Code Fax #
Physician Name: Phys. PAS#: | Office ManagerName: ManagerPhone #:

TRAINING IS REQ UIRED
e Youwilbe receiving a callto schedule a classtime.
o Ifthere isa trainerin youroffice, training wilbe coordinated by yourtrainer.

Access Requested
Check this box if adding applic ations to e xisting ac cess. Existing Use riD
CemerPowerChant w/ HPF (Me dic al Re c ord) pninting func tio nality
PACS (notavailable with remote access); Modelafler:

Remote Access
e ecMailAddress:

DOther

Applic ant Signature: Date:

Notice: Only office staffemployed by the Authorizing Physician’s practice who perform theirduties on-site at the
practice’s office are eligible foraccess. By signing below, the Authorizing Physician is confiiming the applicant's
eligibility and accepting responsibility forthe actions of the applicant while accessing Saint Agnes Medical Center
systems.

Authorizing Physician Printed Name: | Authorzing Physician Signature: Date:

FAX completed form to Medic al Staff Service s at 559-450-3370.

TS USE ONLY
Date Received: Heat Tcket# Assigned: | Gate KeeperDate | MedicalStaff Services Gate KeeperSignature:
UserID Assigned: Setup Completed by: Ttle : Medical Staff Services Gate KeeperPrinted Name:
Physic ian Sta ff
Date Completed: | Cost Center'Dept: De sc rip tion:
00003 / Medic al Sta ff 6 —Credentialed Physician’s Employees
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SAINTAGNES MEDIC AL C ENTER/ TRINTIY HEA'IH
CONHDENTIALITY AND NEIWORK AC CESS AGREEMENT

The following rules for Confidentiality and Network Access apply to all non-public patient and business
information (Confidential Information) of Saint Agnes Medical Center, Tinity Health, and related
organizations. The rules also apply to the non-public and business information of joint ventures, or of other
entities and persons collaborating with Saint Agnes Medical Center and Tinity Health, to which the user has
access. As a condition of being pemitted to have access to Confidential Information relevant to my job
function orrole Tagree to the following rules:

1. Pemitted and required access, use and disclosure:

. Iwillaccess, use ordisclose Confidential Patie nt mhformation (PHD) only forlegitimate purposesof
diagnosis, treatment, obtaining payment forpatientcare, orperforming otherhealth care
operations func tions permmitted by HIPAA and Iwillonly access, use ordisclose the minimum
necessary amountofinformation needed to cany out my job re sponsibilitie s.

. Iwillaccess, use ordisclose Confidential Busine ss nformation only forlegitimate busine ss purposesof
(MO) or Thnity He alth.

. Iwilprotect all Confidential hformation to which Thave access, orwhich Iotherwise ac quire, from
lo ss, misuse, alteration orunauthorized disc losure, modification oraccessincluding:

o making sure that paperrecords are not left unattended in areas where unauthorized people
may view them;

o using password protection, screensavers, automatic time-outs or other appropriate sec urty
measures to ensure that no unauthorized person may access Confidential nformation from my
workstation orotherdevice;

o approprately disposing of Confidential hformation in a manner that will prevent a breach of
confidentialty and never discarding paper documents or other materals containing
Confidential nformation in the trash unlessthey have been shredded

o safeguarding and protecting portable electronic devices containing Confidential Informa tion
including laptops, smartphones, PDAs, CDs, and USBthumb drives.

. Iwill disclose Confidential hformation only to individuals, who have a need to know to fulfill theirjob
re sp o nsibilitie s and busine ss o blig a tio ns.

. Iwil comply with Saint Agnes Medical Center Tinity Health's access and securty procedures, and
any otherpolicies and proceduresthatreasonably apply to my use of the computersystemsand/or
my access to information on orrelated to the computer systems including o ff-site (remote) access
using portable electronic devices.

2. Prohibited access, use and disclosure:

. I will not access, use or disclose Confidential nformation in electronic, paper or oral forms for
personal reasons, or for any purpose not pemitted by Saint Agnes Medical Center Tinity He alth
policy, mcluding information about co-workers, family members, friends, neighbors, celebrities, or
myself. Iwil follow the required procedures at Saint Agnes Medical Centerto gain access to my
own PHIin medicaland otherreconds.

. Iwill not use another person’s, login ID, password, other security device or other information that
enablesaccess to Trinity Health's computer systems orapplications nor will Ishare my own with any
otherperson.

. I my employment or association with Saint Agnes Medical Center/ Thinity Health ends, I will not
subsequently access, use or disclose any Saint Agnes Medical Center' Tinity Health Confidential
Information and willpromptly retum any sec urity de vices and o the r Triinity He alth pro perty.

. Iwillnot engage in any personaluse of Saint Agnes Medical Centers computer systems that inhibits
or interfferes with the productivity of employees or others associated with Saint Agnes Medical
Center/ Thnity Health’soperationsorbusiness, orthatisintended forpersonalgain;
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SAINTAGNES MEDIC AL C ENTER/ TRINTIY HEA'IH
CONHDENTIALITY AND NEIWORK AC CESS AGREEMENT

Iwil not engage in the transmission of information which is disparaging to others based on race,
national origin, sex, sexual orientation, age, disability or religion, or which is otherwise offensive,
inapproprate orin violation ofthe mission, values, policiesorprocedures of Tinity He alth;

Iwill not utilize the Saint Agnes Medical Centev Trinity Health network to access Intemet sites that
contain content that is inc onsistent with the mission, values and policies of Saint Agnes Medical
Center/ Thnity He alth.

3. Accountability and sanc tions:

I wil immediately notify the Saint Agnes Medical Center/ Trinity Health Securty Official (James
Conrad —559-450-2048) orPrivacy Official (Mic hael Baldwin — 559-450-3510) if Ibelieve that there has
been improperunauthorized access to the Tinity Health network or mproper use or disclosure of
confidentialinformation in electronic, paperororalforms.

I understand that Saint Agnes Medical Center Tiinity Health will monitor my access to, and my
activity within, Thinity Health’s computer system, and I have no rnghtful expectation of privacy
regarding such accessorac tivity.

I understand that if I vioclate any of the requirements of this agreement, I may be subject to
disciplnary action, my accessmay be suspended orterminated and/orImaybe liable forbreachof
contractand subjectto substantialcividamagesand/orcrminal penalties.

FIlose my security device Iwill eport the loss to the Saint Agnes Medical Center Computer Help
Desk at 559-450-3200 mmediately and Imaybe charged foritsreplacement.

4. Software use:

Tunderstand that my use of the software on Trinity Health’s networkisgovemed by the termsof
separate license agreements between Tinity Health and the vendorsofthat software.

Tagree to use such software only to provide servicesto benefit Tinity Health. Iwilnot attempt to
download, copyorinstallthe software on any othercomputer.

Iwilnot make any change to any of Tinity He alth’s syste ms witho ut Trinity Health’s priore xpre ss
written approval

5. Network:

Tunderstand that accessto Thnity Health’s network is “as is”, with no wamanties and allwamanties are
disclaimed by Thnity He a lth.

Trinity Health may suspend or discontinue access to protect the network or to accommodate
necessary down time. In an emergency or unplanned situation Tinity Health may suspend or
terminate access with outadvance waming.

Trinity Health may terminate this agreement, user access and use of Confidential Information at any time for any reason or
no reason.

6. Employeracceptance ofresponsibility foran individual with access to Confidential Inform a tion:
(Applies to physicians/physician practices; other individual or facility providers; a vendor that is not a
business associate;payers;any otherunaffiiated organization).

Tacceptresponsibility forallactionsand/oromissionsby my employeesand/oragents

ITagree to notify the Saint Agnes Medical Center Computer Help Desk at 559-450-3200 within 5
business days if any of my employees or agents who have access to Thinity Health systems or
applications no longer need or are eligible for access due to leaving my practice/company,
changing theirjob dutiesorforany otherreason.

ITagree to report any actual or suspected privacy or securty violations made by my employees
and/oragentsto the Saint Agnes Medical Cente v Thnity Health Privacy Official or Se c urity Official

I understand that Saint Agnes Medical Center Tiinity Health may terminate my employee and/or
agent'saccess.
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SAINTAGNES MEDIC AL C ENTER/ TRINTIY HEA'IH
CONHDENTIALITY AND NEIWORK AC CESS AGREEMENT

SIGNATUREPAGE
REIATIONSHIP TO SAINTAGNES MEDICAL CENTER / TRINITY HEALTH

IAm Employed by a Saint Agnes Medical Center Credentialed Medical Staff Member

Name of Practice:

USER SIG NATURE

If there are any items in this agreement that Ido not understand Iwil ask my Saint Agnes Medical Center supervisoror
otherapproprate Saint Agnes Medical Centercontact person forclarfication. My signature below acknowledgesthatI
have read, understand and accept this agreement and realize it is a condition of my employment or association with
Thnity Health. ITalso acknowledge thatIhave received a copy ofthe Confidentiality and Network Access Agreement.

Print Name

Signature ofindividualto be given access Date

EMPIOYING PHYSICIAN SIGNATURE

(Required when userisan employee oragentof:a physician/physician practice.)

My signature below acknowledges that I have read, understand and accept my responsibilities as the employing
physician of the userwho hassigned thisagreementabove.

Print Physician Name

Physic ian Signa ture Date

After comple ting this form, please FAX to Medical Staff Sexvices at559-450-3370
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