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Syste m Ac c e ss Re que st  

For Physic ia n Offic e  Pe rsonne l 

Pa c ke t Instruc tion She e t 
 

 

Ple a se  fo llo w the  instruc tio ns b e lo w whe n re q ue sting  syste m a c c e ss fo r 

e mp lo ye e s o f c re d e ntia le d  p hysic ia ns who  a re  me mb e rs o f the  Sa int Ag ne s 

Me d ic a l Sta ff.  Fa ilure  to  sub mit p ro p e rly c o mp le te d  fo rms ma y d e la y 

p ro c e ssing : 

 

1. Co mp le te  the  Ac c e ss Re q ue st fo rm o n p a g e  2.  All info rma tio n is 

re q uire d .  Be  sure  the  a p p lic a nt a nd  the  a utho rizing  p hysic ia n sig n the  

fo rm. 

 

2. Re a d  a nd  c o mp le te  the  Co nfid e ntia lity a nd  Ne two rk Ac c e ss a g re e me nt 

sta rting  o n p a g e  3.  Be  sure  the  a p p lic a nt a nd  the  a utho rizing  p hysic ia n 

sig n the  fo rm. 

 

3. Fa x c o mp le te d  fo rms to  Me d ic a l Sta ff Se rvic e s a t 559-450-3370. 

 

4. Yo u will b e  c o nta c te d  to  sc he d ule  the  re q uire d  syste m tra ining  o nc e  

yo ur re q ue st ha s b e e n p ro c e sse d . 

 

REMO TE ACCESS 

 

 1. Re q uire s the  use  o f a  se c o nd a ry p a sswo rd  whic h will b e  d e live re d  via  a  

d e sig na te d  te le p ho ne . 

  a . The  d e sig na te d  p ho ne  must NO T b e  o ne  tha t is a nswe re d  b y a n 

a uto ma te d  a tte nd a nt.   

  b . Ma ke  sure  the  p ho ne  is c lo se  to  the  c o mp ute r yo u will b e  wo rking  o n.   

  c . Ce ll p ho ne s a re  a c c e p ta b le . 

 

 2. The  p ro c e ss to  a nswe r se c urity q ue stio ns a nd  se t up  yo ur p ho ne  will 

c o me  to  yo u via  e ma il. 

  a . Ma ke  sure  yo ur e ma il a d d re ss is c o rre c t. 

  b . The  se c urity q ue stio ns will a llo w yo u to  a c c e ss re mo te ly sho uld  yo u no t 

b e  ne a r yo ur d e sig na te d  p ho ne . 



 

Sa int Ag ne s Me d ic a l Ce nte r 
Trinity Info rma tio n Se rvic e s 

Physic ia n O ffic e  Pe rso nne l Syste m Ac c e ss 
 

Use rs a re  b o und  b y SAMC p riva c y a nd  se c urity p o lic ie s.  Ple a se  c a ll 559-450-3200 fo r p o lic y info rma tio n. 

Due to processing delays only typed forms will be accepted. Please do not hand write. 
  

Print La st Na me : 

 

 

First Na me : M.I. O ffic e  Pho ne  # : La st 4 d ig its o f SSN: 

Print Ad d re ss 

 

Zip  Co d e  Fa x #  

Physic ia n Na me : Phys. PAS# : 

 

Offic e  Ma na g e r Na me : 

 

Ma na g e r Pho ne  # : 

TRAINING IS REQUIRED 

 Yo u will b e  re c e iving  a  c a ll to  sc he d ule  a  c la ss time . 

 If the re  is a  tra ine r in yo ur o ffic e , tra ining  will b e  c o o rd ina te d  b y yo ur tra ine r.  

 

Ac c e ss Re que ste d   

  Che c k this box if adding applic ations to  e xisting ac c e ss. Existing Use rID_____________________ 

 Ce rne r Powe rChart w/ HPF (Me dic al Re c ord) printing func tionality  

  PACS (not available  with re mote  ac c e ss); Mode l afte r: _____________________________________ 

  Re mote  Ac c e ss 

 e Ma il Ad d re ss: _________________________________________________________________________________________ 
 

  Othe r __________________________________________________________________________________  _  

 

Ap p lic a nt Sig na ture : 

 

 

Da te : 

Notic e : Only offic e  sta ff e mploye d by the  Authorizing  Physic ia n’s pra c tic e  who pe rform the ir dutie s on- site  a t the  

pra c tic e ’s offic e  a re  e lig ible  for a c c e ss.  By sig ning  be low, the  Authorizing  Physic ia n is c onfirming  the  a pplic a nt’s 

e lig ibility a nd a c c e pting  re sponsibility for the  a c tions of the  a pplic a nt while  a c c e ssing  Sa int Ag ne s Me dic a l Ce nte r 

syste ms. 

Autho rizing  Physic ia n Printe d  Na me : 

 

Autho rizing  Physic ia n Sig na ture : Da te : 

 

 

 

FAX c omple te d form to  Me dic al Staff Se rvic e s at 559-450-3370. 
 

TIS USE ONLY 

Da te  Re c e ive d : He a t Tic ke t#  Assig ne d : 

 

G a te  Ke e p e r Da te  Me d ic a l Sta ff Se rvic e s G a te  Ke e p e r Sig na ture : 

 

Use r ID Assig ne d : Se tup  Co mp le te d  b y:  

 

Title : 

Physic ia n Sta ff 

Me d ic a l Sta ff Se rvic e s G a te  Ke e p e r Printe d  Na me : 

Da te  Co mp le te d : Co st Ce nte r/ De p t: 

00003 /  Me d ic a l Sta ff 

De sc rip tio n:   

6 – Cre d e ntia le d  Physic ia n’ s Emp lo ye e s 
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SAINT AGNES MEDICAL CENTER/ TRINITY HEALTH   

CONFIDENTIALITY AND NETWORK ACCESS AGREEMENT 
 

Physician Office Personnel Access Request Packet  

Updated: 06/04/12 

The  following  rule s for Confide ntia lity a nd Ne twork Ac c e ss a pply to  a ll non- public  pa tie nt a nd busine ss 

informa tion (Confide ntia l Informa tion) of Sa int Ag ne s Me dic a l Ce nte r, Trinity He a lth, a nd re la te d 

org a niza tions. The  rule s a lso  a pply to  the  non- public  a nd busine ss informa tion of joint ve nture s, or of othe r 

e ntitie s a nd pe rsons c olla bora ting  with Sa int Ag ne s Me dic a l Ce nte r a nd Trinity He a lth, to  whic h the  use r ha s 

a c c e ss.  As a  c ondition of be ing  pe rmitte d to  ha ve  a c c e ss to  Confide ntia l Informa tion re le va nt to  my job 

func tion or role  I a g re e  to  the  following  rule s: 

 

1. Pe rmitte d a nd re quire d a c c e ss, use  a nd disc losure :  

 I will a c c e ss, use  o r d isc lo se  Co nfid e ntia l Pa tie nt Info rma tio n (PHI) o nly fo r le g itima te  p urp o se s o f 

d ia g no sis, tre a tme nt, o b ta ining  p a yme nt fo r p a tie nt c a re , o r p e rfo rming  o the r he a lth c a re  

o p e ra tio ns func tio ns p e rmitte d  b y HIPAA a nd  I will o nly a c c e ss, use  o r d isc lo se  the  minimum 

ne c e ssa ry a mo unt o f info rma tio n ne e d e d  to  c a rry o ut my jo b  re sp o nsib ilitie s. 

 I will a c c e ss, use  o r d isc lo se  Co nfid e ntia l Busine ss Info rma tio n o nly fo r le g itima te  b usine ss p urp o se s o f 

(MO) o r Trinity He a lth. 

 I will p ro te c t a ll Co nfid e ntia l Info rma tio n to  whic h I ha ve  a c c e ss, o r whic h I o the rwise  a c q uire , fro m 

lo ss, misuse , a lte ra tio n o r una utho rize d  d isc lo sure , mo d ific a tio n o r a c c e ss inc lud ing :  

o ma king  sure  tha t p a p e r re c o rd s a re  no t le ft una tte nd e d  in a re a s whe re  una utho rize d  p e o p le  

ma y vie w the m;  

o using  p a sswo rd  p ro te c tio n, sc re e nsa ve rs, a uto ma tic  time -o uts o r o the r a p p ro p ria te  se c urity 

me a sure s to  e nsure  tha t no  una utho rize d  p e rso n ma y a c c e ss Co nfid e ntia l info rma tio n fro m my 

wo rksta tio n o r o the r d e vic e ; 

o a p p ro p ria te ly d isp o sing  o f Co nfid e ntia l Info rma tio n in a  ma nne r tha t will p re ve nt a  b re a c h o f 

c o nfid e ntia lity a nd  ne ve r d isc a rd ing  p a p e r d o c ume nts o r o the r ma te ria ls c o nta ining  

Co nfid e ntia l Info rma tio n in the  tra sh unle ss the y ha ve  b e e n shre d d e d  

o sa fe g ua rd ing  a nd  p ro te c ting  p o rta b le  e le c tro nic  d e vic e s c o nta ining  Co nfid e ntia l Info rma tio n 

inc lud ing  la p to p s, sma rtp ho ne s, PDAs, CDs, a nd  USB thumb  d rive s. 

 I will d isc lo se  Co nfid e ntia l Info rma tio n o nly to  ind ivid ua ls, who  ha ve  a  ne e d  to  kno w to  fulfill the ir jo b  

re sp o nsib ilitie s a nd  b usine ss o b lig a tio ns.   

 I will c o mp ly with Sa int Ag ne s Me d ic a l Ce nte r/ Trinity He a lth's a c c e ss a nd  se c urity p ro c e d ure s, a nd  

a ny o the r p o lic ie s a nd  p ro c e d ure s tha t re a so na b ly a p p ly to  my use  o f the  c o mp ute r syste ms a nd / o r 

my a c c e ss to  info rma tio n o n o r re la te d  to  the  c o mp ute r syste ms inc lud ing  o ff-site  (re mo te ) a c c e ss 

using  p o rta b le  e le c tro nic  d e vic e s. 

2.  Prohibite d a c c e ss, use  a nd disc losure : 

 I will no t a c c e ss, use  o r d isc lo se  Co nfid e ntia l Info rma tio n in e le c tro nic , p a p e r o r o ra l fo rms fo r 

p e rso na l re a so ns, o r fo r a ny p urp o se  no t p e rmitte d  b y Sa int Ag ne s Me d ic a l C e nte r/ Trinity He a lth 

p o lic y, inc lud ing  info rma tio n a b o ut c o -wo rke rs, fa mily me mb e rs, frie nd s, ne ig hb o rs, c e le b ritie s, o r 

myse lf.  I will fo llo w the  re q uire d  p ro c e d ure s a t Sa int Ag ne s Me d ic a l Ce nte r to  g a in a c c e ss to  my 

o wn PHI in me d ic a l a nd  o the r re c o rd s. 

 I will no t use  a no the r p e rso n’ s, lo g in ID, p a sswo rd , o the r se c urity d e vic e  o r o the r info rma tio n tha t 

e na b le s a c c e ss to  Trinity He a lth's c o mp ute r syste ms o r a p p lic a tio ns no r will I sha re  my o wn with a ny 

o the r p e rso n.   

 If my e mp lo yme nt o r a sso c ia tio n with Sa int Ag ne s Me d ic a l Ce nte r/ Trinity He a lth e nd s, I will no t 

sub se q ue ntly a c c e ss, use  o r d isc lo se  a ny Sa int Ag ne s Me d ic a l Ce nte r/ Trinity He a lth Co nfid e ntia l 

Info rma tio n a nd  will p ro mp tly re turn a ny se c urity d e vic e s a nd  o the r Trinity He a lth p ro p e rty. 

 I will no t e ng a g e  in a ny p e rso na l use  o f Sa int Ag ne s Me d ic a l Ce nte r’ s c o mp ute r syste ms tha t inhib its 

o r inte rfe re s with the  p ro d uc tivity o f e mp lo ye e s o r o the rs a sso c ia te d  with Sa int Ag ne s Me d ic a l 

Ce nte r/ Trinity He a lth’ s o p e ra tio ns o r b usine ss, o r tha t is inte nd e d  fo r p e rso na l g a in;   
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 I will no t e ng a g e  in the  tra nsmissio n o f info rma tio n whic h is d isp a ra g ing  to  o the rs b a se d  o n ra c e , 

na tio na l o rig in, se x, se xua l o rie nta tio n, a g e , d isa b ility o r re lig io n, o r whic h is o the rwise  o ffe nsive , 

ina p p ro p ria te  o r in vio la tio n o f the  missio n, va lue s, p o lic ie s o r p ro c e d ure s o f Trinity He a lth; 

 I will no t utilize  the  Sa int Ag ne s Me d ic a l Ce nte r/ Trinity He a lth ne two rk to  a c c e ss Inte rne t site s tha t 

c o nta in c o nte nt tha t is inc o nsiste nt with the  missio n, va lue s a nd  p o lic ie s o f Sa int Ag ne s Me d ic a l 

Ce nte r/ Trinity He a lth. 

3.  Ac c ounta bility a nd sa nc tions: 

 I will imme d ia te ly no tify the  Sa int Ag ne s Me d ic a l Ce nte r/ Trinity He a lth Se c urity O ffic ia l (Ja me s 

Co nra d  – 559-450-2048) o r Priva c y O ffic ia l (Mic ha e l Ba ld win – 559-450-3510) if I b e lie ve  tha t the re  ha s 

b e e n imp ro p e r/ una utho rize d  a c c e ss to  the  Trinity He a lth ne two rk o r imp ro p e r use  o r d isc lo sure  o f 

c o nfid e ntia l info rma tio n in e le c tro nic , p a p e r o r o ra l fo rms. 

 I und e rsta nd  tha t Sa int Ag ne s Me d ic a l Ce nte r/ Trinity He a lth will mo nito r my a c c e ss to , a nd  my 

a c tivity within, Trinity He a lth’ s c o mp ute r syste m, a nd  I ha ve  no  rig htful e xp e c ta tio n o f p riva c y 

re g a rd ing  suc h a c c e ss o r a c tivity. 

 I und e rsta nd  tha t if I vio la te  a ny o f the  re q uire me nts o f this a g re e me nt, I ma y b e  sub je c t to  

d isc ip lina ry a c tio n, my a c c e ss ma y b e  susp e nd e d  o r te rmina te d  a nd / o r I ma y b e  lia b le  fo r b re a c h o f 

c o ntra c t a nd  sub je c t to  sub sta ntia l c ivil d a ma g e s a nd / o r c rimina l p e na ltie s. 

 If I lo se  my se c urity d e vic e  I will re p o rt the  lo ss to  the  Sa int Ag ne s Me d ic a l Ce nte r Co mp ute r He lp  

De sk a t 559-450-3200 imme d ia te ly a nd  I ma y b e  c ha rg e d  fo r its re p la c e me nt. 

4.  Softwa re  use : 

 I und e rsta nd  tha t my use  o f the  so ftwa re  o n Trinity He a lth’ s ne two rk is g o ve rne d  b y the  te rms o f 

se p a ra te  lic e nse  a g re e me nts b e twe e n Trinity He a lth a nd  the  ve nd o rs o f tha t so ftwa re . 

 I a g re e  to  use  suc h so ftwa re  o nly to  p ro vid e  se rvic e s to  b e ne fit Trinity He a lth.  I will no t a tte mp t to  

d o wnlo a d , c o p y o r insta ll the  so ftwa re  o n a ny o the r c o mp ute r. 

 I will no t ma ke  a ny c ha ng e  to  a ny o f Trinity He a lth’ s syste ms witho ut Trinity He a lth’ s p rio r e xp re ss 

writte n a p p ro va l. 

5.  Ne twork: 

 I und e rsta nd  tha t a c c e ss to  Trinity He a lth’ s ne two rk is “ a s is” , with no  wa rra ntie s a nd  a ll wa rra ntie s a re  

d isc la ime d  b y Trinity He a lth.    

 Trinity He a lth ma y susp e nd  o r d isc o ntinue  a c c e ss to  p ro te c t the  ne two rk o r to  a c c o mmo d a te  

ne c e ssa ry d o wn time .  In a n e me rg e nc y o r unp la nne d  situa tio n Trinity He a lth ma y susp e nd  o r 

te rmina te  a c c e ss with o ut a d va nc e  wa rning . 

 Trinity Health may terminate this agreement, user access and use of Confidential Information at any time for any reason or 
no reason.    

6. Employe r a c c e pta nc e  of re sponsibility for a n individua l with a c c e ss to  Confide ntia l Informa tion: 

(Ap p lie s to  p hysic ia ns/ p hysic ia n p ra c tic e s; o the r ind ivid ua l o r fa c ility p ro vid e rs; a  ve nd o r tha t is no t a  

b usine ss a sso c ia te ; p a ye rs; a ny o the r una ffilia te d  o rg a niza tio n). 

 I a c c e p t re sp o nsib ility fo r a ll a c tio ns a nd / o r o missio ns b y my e mp lo ye e s a nd / o r a g e nts  

 I a g re e  to  no tify the  Sa int Ag ne s Me d ic a l Ce nte r Co mp ute r He lp  De sk a t 559-450-3200 within 5 

b usine ss d a ys if a ny o f my e mp lo ye e s o r a g e nts who  ha ve  a c c e ss to  Trinity He a lth syste ms o r 

a p p lic a tio ns no  lo ng e r ne e d  o r a re  e lig ib le  fo r a c c e ss d ue  to  le a ving  my p ra c tic e / c o mp a ny, 

c ha ng ing  the ir jo b  d utie s o r fo r a ny o the r re a so n.    

 I a g re e  to  re p o rt a ny a c tua l o r susp e c te d  p riva c y o r se c urity vio la tio ns ma d e  b y my e mp lo ye e s 

a nd / o r a g e nts to  the  Sa int Ag ne s Me d ic a l Ce nte r/ Trinity He a lth Priva c y O ffic ia l o r Se c urity O ffic ia l.    

 I und e rsta nd  tha t Sa int Ag ne s Me d ic a l C e nte r/ Trinity He a lth ma y te rmina te  my e mp lo ye e  a nd / o r 

a g e nt’ s a c c e ss.   
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SIGNATURE PAGE 

RELATIONSHIP TO SAINT AGNES MEDICAL CENTER / TRINITY HEALTH 

 

 

I Am Employe d by a  Sa int Ag ne s Me dic a l Ce nte r Cre de ntia le d Me dic a l Sta ff Me mbe r 

 

Na me  o f Pra c tic e :               

 

USER SIGNATURE 

If the re  a re  a ny ite ms in this a g re e me nt tha t I d o  no t und e rsta nd  I will a sk my Sa int Ag ne s Me d ic a l Ce nte r sup e rviso r o r 

o the r a p p ro p ria te  Sa int Ag ne s Me d ic a l Ce nte r c o nta c t p e rso n fo r c la rific a tio n.  My sig na ture  b e lo w a c kno wle d g e s tha t I 

ha ve  re a d , und e rsta nd  a nd  a c c e p t this a g re e me nt a nd  re a lize  it is a  c o nd itio n o f my e mp lo yme nt o r a sso c ia tio n with 

Trinity He a lth.  I a lso  a c kno wle d g e  tha t I ha ve  re c e ive d  a  c o p y o f the  Co nfid e ntia lity a nd  Ne two rk Ac c e ss Ag re e me nt. 

 

               

Print Na me  

 

               

Sig na ture  o f ind ivid ua l to  b e  g ive n a c c e ss Da te  

 

EMPLOYING PHYSICIAN SIGNATURE 

(Re quire d  whe n use r is a n e mp lo ye e  o r a g e nt o f: a  p hysic ia n/ p hysic ia n p ra c tic e .) 

 

My sig na ture  b e lo w a c kno wle d g e s tha t I ha ve  re a d , und e rsta nd  a nd  a c c e p t my re sp o nsib ilitie s a s the  e mp lo ying  

p hysic ia n o f the  use r who  ha s sig ne d  this a g re e me nt a b o ve . 

 

               

Print Physic ia n Na me  

 

     

Physic ia n Sig na ture                                                                                 Da te  

 

Afte r c omple ting  this form, ple a se  FAX to  Me dic a l Sta ff Se rvic e s a t 559- 450- 3370 

 


