
 

This letter serves as notice to a person or company that it has illegally obtained 

confidential trade secret information from another company and is to discontinue 

obtaining and/or disclosing such information or be subject to applicable penalties.  This 

document contains standard language but has opportunities for customization, such as 

describing how confidential information was obtained, or whether additional intellectual 

property rights were violated.  This document is useful to a small business who believe 

that another company is using its trade secrets but this letter is not meant to be used in 

instances of employees who have obtained such information and are using it despite a 

non-compete agreement.
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_____ [Instruction: Insert Company letterhead.] 

____ [Instruction: Insert date.] 

____ [Instruction: Insert addressee name.] 

____ [Instruction: Insert addressee address.] 

____ [Instruction: Insert addressee city, state, zip code.] 

 

Re:  Infringement of _____. [Instruction: Insert trademark being infringed.] 

Dear Sir or Madam: 

We are the owner of certain intellectual property which is confidential and has not been publicly 

disclosed.  Recently, despite our security precautions, it has come to our attention that you, or a 

person or entity under your control or dominion, has _______ [Instruction: State how party has 

accessed confidential information, including by what means (for example, unauthorized 

computer network access or otherwise).  The confidential information accessed pertains to 

_____ [Instruction: State specifically the type of confidential information which was 

accessed.].  There is no legal manner in which you could have obtained this confidential 

information.  Optional Language:  You have posted this information, in whole or in part 

without authorization at _____. [Instruction: Insert web address where information 

posted.] We demand that you remove this confidential information immediately and delete 

it from your site and any other site where such information may have been posted by you, 

or any person or entity under your control or dominion. Comment: If additional 

intellectual property rights are also being infringed, for example, copyrighted material is 

being posted online with the confidential information, same should be addressed here in 

detail as to what copyrighted material was used, and in what manner. 

In any event, any continued possession and/or disclosure of this confidential information by you, 

or any person or entity under your control or dominion is illegal.  This letter shall serve as notice 

that all such confidential information was illegally obtained.  Notwithstanding any involvement 

you, or any person or entity under your control or dominion may have had in the theft of this 

information, your continued access to or disclosure of such confidential information will subject 

you to liability.  Your possession and/or disclosure of such confidential information have/has 

already damaged us, and any continued possession and/or disclosure will only further such 

damage.  You must immediately cease and desist from any such access and/or disclosure of such 

confidential information.   

The unauthorized access, use, display and/or misappropriation of any of our confidential 

information may subject you, or any person or entity under your control or dominion to civil 

remedies and criminal penalties pursuant to the following statutes that address the unauthorized 

access of proprietary computer systems as well as _____ [Instruction: Insert brief statement of 

any other applicable statutes.  Also, delete the below if inapplicable.]:  
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(1) the federal Computer Fraud and Abuse Act, 18 U.S.C. § 1030, which provides for a fine or 

imprisonment up to ten years, or both, for a first offense;  

(2) the federal Electronic Communications Privacy Act, 18 U.S.C. § 2701, which provides for a 

fine or imprisonment up to one year, or both, for a first offense; and  

(3) [Instruction: Insert any applicable state statutes.] 

These statutes clearly render such conduct unlawful, and could result in liability for your 

complicity in distributing, using, displaying or otherwise making available our trade secrets and 

confidential information. These statutes could also establish the predicate wrongful conduct for 

asserting civil claims against you under various civil statutory and tort theories.  

We request that you immediately and permanently cease and desist from accessing, posting, 

distributing or otherwise making available any and all of our trade secrets and confidential 

information, and provide us with written confirmation regarding the same. If necessary, we are 

prepared to pursue any and all applicable civil and criminal penalties in this matter to the fullest 

extent permitted by applicable law, and to seek not only injunctive relief, but also actual, 

statutory and punitive damages, as well as attorneys’ fees.   

Optional Language:  Notwithstanding the foregoing, please recognize that we are providing 

you with further notice to preserve all evidence and other information relating to this issue 

while we investigate the matter further. Your failure to preserve such evidence and/or 

information and/or your alteration, concealment, or transfer of any such evidence and/or 

information pertaining to this matter is considered spoliation of evidence and could subject 

you to both civil and criminal liability. This letter is not intended to contain a complete 

statement of fact with respect to the subject matter hereof.  

This letter shall not serve as a waiver of any legal and/or equitable right or remedy available to 

us, all of which are herein expressly reserved. 

We look forward to hearing from you promptly.  

Very truly yours, 

[Instruction: Insert signature block.]
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INFORMATION AND FORMS ARE PROVIDED "AS IS" WITHOUT ANY EXPRESS OR IMPLIED WARRANTY OF ANY KIND 

INCLUDING WARRANTIES OF MERCHANTABILITY, NONINFRINGEMENT OF INTELLECTUAL PROPERTY, OR FITNESS 

FOR ANY PARTICULAR PURPOSE. IN NO EVENT SHALL DOCSTOC, INC., OR ITS AGENTS, OFFICERS, ATTORNEYS, 

ETC., BE LIABLE FOR ANY DAMAGES WHATSOEVER (INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS OF 

PROFITS, BUSINESS INTERRUPTION, LOSS OF INFORMATION) ARISING OUT OF THE USE OF OR INABILITY TO USE 

THE MATERIALS, EVEN IF DOCSTOC HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. They are for 

guidance and should be modified by you or your attorney to meet your specific needs and the laws of your state or jurisdiction. Use at 

your own risk. Docstoc® is NOT providing legal or any other kind of advice and is not creating or entering into an Attorney-Client 

relationship. The information, reports, and forms are not a substitute for the advice of your own attorney. The law is a personal matter 

and no general information or forms or like the kind Docstoc provides can always correctly fit every circumstance. 

  

Note: Carefully read and follow the Instructions and Comments contained in this document for your customization to suit your specific 

circumstances and requirements. You will want to delete the Instructions and Comments from open bracket (“[“) to close bracket (“]”) 
after reading and following them.  You (or your attorney) may want to make additional modifications to meet your specific needs and the 

laws of your state. The Instructions and Comments are not a substitute for the advice of your own attorney.  

 

◊ Where within this document you see this symbol: ◊ or an instruction states “Insert any number you choose◊,” or something similar, or 
there is a blank for the user to complete, please note that although Docstoc believes the information or number may be any that the user 

chooses, and that there is no law governing what the information or number should be, you might want to verify this, including by 

consulting with your own attorney practicing in your state. Because the law is different from jurisdiction to jurisdiction and the laws are 

subject to change, Docstoc cannot guarantee—and disclaims all guarantees—that it is correct for the information or number to be 

anything that the user chooses. 

  

The information, forms, instructions, tips, comments, decision tree alternatives and choices, reports, and services in and through Docstoc 

are not legal advice, but are general information / forms on general issues often encountered designed to help Docstoc users, members, 

purchasers, and subscribers address their own needs. But information, including tips, general forms, instructions, comments, decision 

tree alternatives and choices, and reports, no matter how seemingly customized to conform to the laws and regulations applicable to you, 

is not the same as legal advice, which may be the specific application of laws and regulations by lawyers licensed to practice law in your 

state to the specific circumstances and needs of individuals and entities. Some states, counties, municipalities, and other governmental 

divisions, have highly specific laws and regulations, and our information / forms / reports may not take all those specific laws and 

regulations into consideration, although we tried to do so.  

 

Docstoc is not a law firm and the employees and contractors (including attorneys, if any) of Docstoc are not acting as your attorneys, and 

none of them are a substitute for the advice of your own attorney licensed to practice law in your state. The employees or contractors of 

Docstoc, who wrote or modified any form, instructions, tips, comments, decision tree alternatives and choices, and reports, are NOT 

providing legal or any other kind of advice and are not creating or entering into an Attorney-Client relationship. Any such form, 

instruction, tips, comments, decision tree alternatives and choices, and reports were most likely NOT prepared or reviewed by an 

attorney licensed to practice law in your state, and, therefore, the employees or contractors could not provide you with legal advice even 

if they or Docstoc wanted to. Even though we take every reasonable effort to attempt to make sure our information / forms / reports are 

accurate, up to-date, and useful, we recommend that you consult a lawyer licensed to practice law in your state if you want professional 

assurance that our information, forms, instructions, tips, comments, decision tree alternatives and choices, and reports; your 

interpretation of it or them; and the information and input that you provide are appropriate to your particular situation. Application of 

these general principles and wording to particular circumstances should be done by a lawyer who has consulted with you in confidence, 

learned all relevant information, and explored various options. Before acting on these general principles and general wording, you might 

want to hire a lawyer licensed to practice law in the jurisdiction to which your question pertains. The information, forms, instructions, 

tips, comments, decision tree alternatives and choices, and reports, available on and through Docstoc are not legal advice and are not 

guaranteed to be correct, complete, accurate, or up-to-date. Because the law is different from jurisdiction to jurisdiction, they are subject 

to changes, and there are varying interpretations and applications by different courts and governmental and administrative bodies, and 

Docstoc cannot guarantee—and disclaims all guarantees—that the information, forms, and reports on or through the site and services are 

completely current or accurate. Please further note that laws change and are regularly amended; therefore, the provisions, names, and 

section numbers of statutes, codes, or regulations, and the types of permits or licenses within any forms or reports, may not be 100% 

correct, as they may be partially or wholly out of date and some relevant ones may have been omitted or misinterpreted.   

Docstoc is not permitted to engage in the practice of law. Docstoc is prohibited from providing any kind of advice, explanation, 

opinion, or recommendation to a consumer about possible legal rights, remedies, defenses, options, selection, or completion of 

forms or strategies.   

Communications between you and Docstoc may be protected by our Privacy Policy (http://premium.docstoc.com/privacypolicy), but are 

NOT protected by the attorney-client privilege or work product doctrine since Docstoc is not a law firm and is not providing legal 

advice. No Docstoc employee, contractor, or attorney is authorized to provide you with any advice about what information 

(again, which includes forms) to use or how to use or complete it or them.  
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