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Introduction

This deployment guide provides instructions on how to create X.509 cryptographic certificates for use with
the Cisco TelePresence Video Communication Server (VCS), and how to load them into VCS.

PKI Introduction

Public Key Infrastructure (PKI) provides the mechanisms through which communications can be secured
(encrypted and integrity protected) and identities can be verified. Underlying PKl is:

= A public/private key pair: a public key is used to encrypt data sent to a server, but only the private key
(kept secret by the server) can be used to decrypt it.

= Signatures of data: data can be “signed” by a server, by using a combination of a cryptographic hash of
the data and the server’s private key. A client can verify the signature by using the server's public key and
verifying the same hash. This ensures the data has been sent from the expected server, and has not been
tampered with.

» Certificates: a certificate is a wrapper around a public key, and provides information about the owner of the
key. This metadata is provided in X.509 format, and typically includes the server name and contact details
for the owner.

= A certificate chain: a certificate can be signed by a Certificate Authority (CA) using its own private key.
In turn, therefore, a certificate can be verified as being signed by a CA by checking the signature against
the CA’s certificate (public key). Web browsers and other clients have a list of CA certificates that they
trust, and can thus verify the certificates of individual servers.

Transport Layer Security (TLS) is the standard mechanism for securing a TCP connection between hosts on
a TCP/IP network. For example, secure HTTP (HTTPS) uses TLS to encrypt and verify traffic. To establish
a TLS connection:

1. Aninitial TCP connection is made, and the client sends its capabilities (including cipher suites) and a
random number.
2. The severresponds with its choice of those capabilities, another random number, and its certificate.

3. Theclient verifies that the server certificate was issued (signed) by a CA that it trusts, and has not been
revoked.

4. The client sends a “pre-master secret”, encrypted with the server’s public key.

5. This pre-master secret, combined with the exchanged random numbers (to prevent replay attacks), is
used to generate a “master secret”, with which the remaining communications of this TLS session are
encrypted between the client and server.

The following sections describe how these PKI components can be used with the VCS.

Overview of certificate use on the VCS

VCS needs certificates for:

m Secure HTTP with TLS (HTTPS) connectivity
= TLS connectivity for SIP signaling, endpoints and neighbor zones
= Connections to other systems such as Cisco TMS, LDAP servers and syslog servers




It uses its list of trusted Certificate Authority (CA) certificates and associated certificate revocation lists
(CRLs) to validate other devices connecting to it.

It uses the Server Certificate and the Private key to provide a signed certificate to provide evidence that the
VCS is the device it says it is. This can be used with neighboring devices such as Microsoft Lync or Cisco
Unified Communications Manager, as well as administrators using the web interface.

A certificate identifies the VCS. It contains names by which it is known and to which traffic is routed. If a
VCS is known by multiple names for these purposes, such as if it is part of a cluster, this must be
represented in the X.509 subject data, according to the guidance of RFC5922. The certificate must contain
the FQDN of both the VCS itself and of the cluster. If a certificate is shared across cluster peers, it must list
all possible peer FQDNSs. The following lists show what must be included in the X.509 subject, depending on
the deployment model chosen.

If the VCS is not clustered:

= Subject Common Name = FQDN of VCS

= Subject Alternate Names = leave blank

If the VCS is clustered, with individual certificates per VCS:

= Subject Common Name = FQDN of VCS

= Subject Alternate Names = FQDN of VCS, FQDN of cluster
If the VCS is clustered, with a single certificate per cluster:

= Subject Common Name = FQDN of cluster
= Subject Alternate Names = FQDN of cluster, FQDN of VCS peer 1, .... FQDN of VCS peer n

Certificate generation overview

X.509 certificates may be supplied from a third party, or may be generated by a certificate generator such as
OpenSSL or a tool available in applications such as Microsoft Office Communications Server (OCS). Third-
party certificates supplied by recognized certificate authorities are recommended, although VCS
deployments in controlled or test environments can use internally generated certificates.

Certificate generation is usually a 3-stage process:

= Stage 1: generate a private key
= Stage 2: create a certificate request
= Stage 3: authorize and create the certificate

This document presents alternative methods of generating the root certificate, client/server certificate for the
VCS, and private key:

» Generating a certificate signing request (CSR) [p.5] describes how to use the VCS itself to generate the
private key and certificate request.

» Appendix 2 — Certificate generation using OpenSSL only [p.13] documents the OpenSSL-only process,
which could be used with a third party or internally managed CA.

For mutual TLS authentication the VCS Server certificate must be capable of being used as a Client
certificate as well, thus allowing the VCS to authenticate as a client device to a neighboring server (see
Appendix 7 — Configuring Windows Server Manager with a "client and server" certificate template [p.32]).




Generating a certificate signing request (CSR)

A CSR contains the identity information about the owner of a private key. It can be passed to a third-party or
internal certification authority for generating a signed certificate, or it can be used in conjunction with an
application such as Microsoft Certification Authority or OpenSSL.

Creating a CSR using VCS (X7.2 or later)

The VCS can generate server certificate signing requests. This removes the need to use an external
mechanism to generate and obtain certificate requests.

To generate a CSR:

. Goto Maintenance > Certificate management > Server certificate.
2. Click Generate CSR to go to the Generate CSR page.

3. Enter the required properties for the certificate.
e See Server certificates and clustered systems [p.5] below if your VCS is part of a cluster.
o The certificate request includes automatically the public key that will be used in the certificate, and the
client and server authentication Enhanced Key Usage (EKU) extension.

4. Click Generate CSR. The system will produce a signing request and an associated private key.
Note that the private key is stored securely on the VCS and cannot be viewed or downloaded.

5. You are retumned to the Server certificate page. From here you can:
o Download the request to your local file system so that it can be sent to a certificate authority. You are
prompted to save the file (the exact wording depends on your browser).
¢ View the current request.

Note that only one signing request can be in progress at any one time. This is because the VCS has to keep
track of the private key file associated with the current request. To discard the current request and start a
new request, click Discard CSR.

You must now authorize the request and generate a signed PEM certificate file. You can pass it to a third-
party or internal certification authority, or use it in conjunction with an application such as Microsoft
Certification Authority (see Authorizing a request and generating a certificate using Microsoft Certification
Authority [p.6]) or OpenSSL (see Appendix 2 — Certificate generation using OpenSSL only [p.13]).

When the signed server certificate is received back from the certificate authority, it must be uploaded to the
VCS as described in Loading certificates and keys onto VCS [p.8].

Server certificates and clustered systems
When a CSR is generated, a single request and private key combination is generated for that peer only.

If you have a cluster of VCSs, you must generate a separate signing request on each peer. Those requests
must then be sent to the certificate authority and the returned server certificates uploaded to each relevant
peer.

You must ensure that the correct server certificate is uploaded to the appropriate peer, otherwise the stored
private key on each peer will not correspond to the uploaded certificate.




Authorizing a request and generating a certificate
using Microsoft Certification Authority

This section describes how to authorize a certificate request and generate a PEM certificate file using
Microsoft Certification Authority. The Microsoft Certification Authority application may be installed on the
Lync server, or another server in the network.

1. Copy the certificate request file (for example, certcsr.der if generated via OpenSSL) to a location, such as
the desktop, on the server where the Microsoft Certification Authority application is installed.
2. Submit the certificate request from a command prompt:

o To generate a certificate with Server Authentication and Client Authentication, which is required if you
want to configure a neighbor or traversal zone with mutual authentication (TLS verify mode), type:
certreq -submit -attrib “CertificateTemplate:Webclientandserver”
C:\Users\<user>\Desktop\certcsr.der
See Appendix 7 — Configuring Windows Server Manager with a "client and server" certificate template
[p.32] for details about how to set up the Webclientandserver certificate template.

o To generate a certificate with Server Authentication only, type:
certreq -submit -attrib “CertificateTemplate:WebServer”
C:\Users\<user>\Desktop\certcsr.der

This triggers the Certification Authority window to open:

Certification Authority List [ 7|

Select Certification Authority
A | Canputer
.@rusc—lvnc—L‘r’NCI—CA (Kerberos) Iwmic 1 Fusc-lyne, cisco.com
al | W
P —— Cance| |

Note that the command must be run as the administrator user.
3. Select the Certification Authority to use (typically only one is offered) and click OK.

4. When requested, save the certificate (browse to the required folder if the default Libraries > Documents
folder is not to be used) calling it server.cer for example.

5. Rename server.cer to server.pem for use with the VCS.

Get the Microsoft CA certificate

1. Inyour web browser, go to <IP or URL of the Microsoft Certificate Server>/certsrv and log in.

M rumanlt decties: Tivmctary L arti e Sammmn

- pmgtOCLA

10 PRQUEE & CRMMCate for pOur Wieh Drowser, o-malill Chant, of e prooram. By Using & cemfcade. you Can ity your idantsy o
abis with crenr the Yo, sign and encrypd messages, and, depending upan e fre of cenficaln you mgues!, pedom ofhed

| Yo can abso wse this Wb ste 10 download & cesficato auhonty (CA) cemficate conifiente cham o cenificate revocation kst (CRLL of o vow he
st of @ pErang neges!
For mare rormaton abou Arvss Thieciory Combicaie Seranes. s Arrve Drecion Corricabe Seraoos Domendsn

Select i taek:

2. Select Download a CA certificate, certificate chain or CRL.




Microsoft Active Directory Certificate Senices — group1-DC-CA

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this cerfification authority, install this CA certificate
To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method.

CA certificate:

Current [group1-|

2 DER

©@ Base 64
Install CA certificate
Download CA certificate
Download CA certificate chain
Download latest base CRL
Download latest delta CRL

3. Select Base 64.
4. Select Download CA certificate.
rOpening certnew.cer u-‘

¥ou have chosen to open

[ certnew.cer

which is a: cerFile (1.2 kB)
from: http://10.50.157.100

What should Firefox do with this file?

. Open with

(@ Save File |

[ Do this autornatically for files like this from now on.

A —

5. Choose Save File and click OK.
6. Rename certnew.cer to certhew.pem.

Files server.pem and certnew.pem are now available.

Go to the Loading certificates and keys onto VCS [p.8] section in this document and upload server.pem and
certnew.pem to VCS.




Loading certificates and keys onto VCS

The VCS uses standard X.509 certificates. The certificate information must be supplied to the VCS in PEM
format. Typically 3 elements are loaded:

= The server certificate (which is generated by the certificate authority, identifying the ID of the certificate
holder, and should be able to act as both a client and server certificate).

= The private key (used to sign data sent to the client, and decrypt data sent from the client, encrypted with
the public key in the server certificate). This must only be kept on the VCS and backed up in a safe place —
security of the TLS communications relies upon this being kept secret.

= Alist of certificates of trusted certificate authorities.

Loading a server certificate and private key onto VCS

The VCS’s server certificate is used to identify the VCS when it communicates with client systems using
TLS encryption, and with web browsers over HTTPS.

Note: the VCS has a pre-loaded default server certificate. This is intended to be temporary and we strongly
recommend that you replace it with your own certificate.

To upload a server certificate:

1. Goto Maintenance > Certificate management > Server certificate.

2. Use the Browse button to select and upload the server certificate PEM file.

3. If you used an external system to generate the certificate request you must also upload the server private
key PEM file that was used to encrypt the server certificate. (The private key file will have been
automatically generated and stored earlier if the VCS was used to produce the signing request for this
server certificate.)
¢ The server private key must not be password protected.

e You cannot upload a server private key if a certificate signing request is in progress.

4. Click Upload server certificate data.

Status System WCS configuration Applications Maintenance 2) 04
Server certificate *fou are here: Maintenance » Cerificate management Server certificate
Server certificate data
Semver certificate PEM File _Show server cerdificate
Currently loaded cerificate expires on Aug 28 2029

Resetto default senver cetificate

Certificate signing request (CSR}

Certificate request PEMFile View | Download

Generated on May 23 2012

Discard CSR

Upload new certificate

Selectthe server private key file Systern will use the private key file generated at the same time as the C3R
Selact the server certificata file i

Upload server cedificate data




Loading a trusted CA certificate onto VCS

The Trusted CA certificate page (Maintenance > Certificate management > Trusted CA certificate)
allows you to manage the list of certificates for the Certificate Authorities (CAs) trusted by this VCS.
Certificates presented to the VCS must be signed by a trusted CA on this list and there must be a full chain of
trust to the root CA.

= Toupload a new file of CA certificates, Browse to the required PEM file and click Upload CA certificate.
This will replace any previously uploaded CA certificates.

= Toreplace the currently uploaded file with a default list of trusted CA certificates, click Reset to default
CA certificate.

Statue System YLD I i 2004
Trusted CA certificate *ou are here: Maintenance » Cerificate management > Trusted CA certificate
Upload
Selectthe file containing trusted CA certificates i

CA certificate PEMFile _Show CA certificate

Upload CA certificate Reset to default CA cerlificate ‘




Managing certificate revocation lists (CRLs)

Certificate revocation list (CRL) files are used by the VCS to validate certificates presented by client
browsers and external systems that communicate with the VCS over TLS/HTTPS. A CRL identifies those
certificates that have been revoked and can no longer be used to communicate with the VCS.

We recommend that you upload CRL data for the CAs that sign TLS/HTTPS client and server certificates.
When enabled, CRL checking is applied for every CA in the chain of trust.

CRL sources

The VCS can obtain CRL information from multiple sources:

= automatic downloads of CRL data from CRL distribution points

= through OCSP (Online Certificate Status Protocol) responder URIs in the certificate to be checked (SIP
TLS only)

= manual upload of CRL data
= CRL data embedded within the VCS's Trusted CA certificate file

The following limitations and usage guidelines apply:
= when establishing SIP TLS connections, the CRL data sources are subject to the Certificate revocation
checking settings on the SIP configuration page

= automatically uploaded CRL files override any manually loaded CRL files (except for when verifying
SIP TLS connections, when both manually uploaded or automatically downloaded CRL data may be used)

= when validating certificates presented by external policy servers, the VCS uses manually loaded CRLs
only

= when validating TLS connections with an LDAP server for remote login account authentication, the VCS
uses CRL data within the Trusted CA certificate only

Automatic CRL updates

We recommend that the VCS is configured to perform automatic CRL updates. This ensures that the latest
CRLs are available for certificate validation.

To configure the VCS to use automatic CRL updates:

1. Gotothe CRL management page (Maintenance > Certificate management > CRL management).
2. Set Automatic CRL updates to Enabled.

3. Enterthe set of HTTP(S) distribution points from where the VCS can obtain CRL files. Note that:

e you must specify each distribution point on a new line

e only HTTP(S) distribution points are supported; if HTTPS is used, the distribution point server itself
must have a valid certificate

e PEM and DER encoded CRL files are supported

o the distribution point may point directly to a CRL file or to ZIP and GZIP archives containing CRL files

4. Enterthe Daily update time (in UTC). This is the approximate time of day when the VCS will attempt to
update its CRLs from the distribution points.

5. Click Save.




Manual CRL updates

CRL files can also be uploaded manually to the VCS. Certificates presented by external policy servers can
only be validated against manually loaded CRLs.

To upload a CRL file:

1. Gotothe CRL management page (Maintenance > Certificate management > CRL management).

2. Click Browse and select the required file from your file system. It must be in PEM encoded format.

3. Click Upload CRL file.
This uploads the selected file and replaces any previously uploaded CRL file.

Click Remove revocation list if you want to remove the manually uploaded file from the VCS.

Note that if a certificate authority's CRL expires, all certificates issued by that CA will be treated as revoked.

Configuring revocation checking for SIP TLS connections

You must also configure how certificate revocation checking is managed for SIP TLS connections.

1. Gotothe SIP page (VCS configuration > SIP > Configuration).
2. Scroll down to the Certificate revocation checking section and configure the settings accordingly:

Field Description Usage tips

Certificate Controls whether revocation checking is performed for ~ We recommend that revocation

revocation certificates exchanged during SIP TLS connection checking is enabled.

checking establishment.

mode

Use OCSP Controls whether the Online Certificate Status Protocol  To use OCSP, the X.509 certificate
(OCSP) may be used to perform certificate revocation to be checked must contain an
checking. OCSP responder URI.

Use CRLs Controls whether Certificate Revocation Lists (CRLs) CRLs can be used if the certificate
are used to perform certificate revocation checking. does not support OCSP.

Allow CRL Controls whether the download of CRLs from the CDP

downloads URIs contained in X.509 certificates is allowed.

from CDPs

Fallback Controls the revocation checking behavior if the Treat as not revoked ensures that

behavior revocation status cannot be established, for example if ~ your system continues to operate

the revocation source cannot be contacted.

Treat as revoked: treat the certificate as revoked (and
thus do not allow the TLS connection).

Treat as not revoked: treat the certificate as not
revoked.

Default: Treat as not revoked

in a normal manner if the
revocation source cannot be
contacted, however it does
potentially mean that revoked
certificates will be accepted.




Appendix 1 — Troubleshooting

SIP TLS negotiation failures on neighbor and traversal zones

If TLS verify mode is enabled, the neighbor system's FQDN or IP address, as specified in the Peer
address field of the zone’s configuration, is used to verify against the certificate holder's name contained
within the X.509 certificate presented by that system. (The name has to be contained in either the Subject
Common Name or the Subject Alternative Name attributes of the certificate.) The certificate itself must also
be valid and signed by a trusted certificate authority.

Therefore when certificates have been generated with peer or cluster FQDNs, ensure that the zone's Peer
address fields are configured with FQDNSs rather than IP addresses.




Appendix 2 — Certificate generation using
OpenSSL only

This section describes the process for generating a private key and certificate request for the VCS using
OpenSSL. This is a generic process that relies only on the free OpenSSL package and not on any other
software. It is appropriate when certificates are required for interfacing with neighboring devices where the
Microsoft Lync and OCS tools are not available, for test purposes, and for providing output to interact with
Certificate Authorities.

The output for the certificate request generation process can be given to a Certificate Authority which may be
internal or external to the organization, and which can be used to produce the X.509 certificates required by
the VCS to authenticate itself with neighboring devices.

This section also briefly describes how OpenSSL could be used to manage a private Certificate Authority,
but does not intend to be comprehensive. Various components of these processes can be used when
interfacing with third party CAs.

OpenSSL and Mac OS X or Linux

OpenSSL is already installed on Mac OS X, and is usually installed on Linux.

OpenSSL and Windows

If you do not have OpenSSL already installed, this is available as a free download from
http://www.openssl.org/related/binaries.html.

Choose the relevant 32 bit or 64 bit OpenSSL - the ‘Light’ version is all that is needed.

If you receive a warning while installing OpenSSL that C++ files cannot be found, load the “Visual C++
Redistributables” also available on this site and then re-load the OpenSSL software.

Creating a certificate request using OpenSSL

This process creates a private key and certificate request for the server that can then be validated by a CA.
This could be a CA that has been created and managed locally, or a third-party CA.

From a command prompt:

1. For Windows: change to the directory where OpenSSL is installed (typically a ‘bin’ directory).
For Mac OS X: stay in the root of the user’s directory.

2. For Windows: copy openssl.cfg to openssl_vcs.cfg
For Mac OS X: copy /system/library/openssl/openssl.cnf to the root of the user's directory as
openssl_vcs.cfg

3. If the certificate is for a cluster of VCSs:

a. Use atext editor to edit the openssl_vcs.cfg file that was created by the above copy command, and
ensure that the line:
“req_extensions = v3_req # The extensions to add to a certificate
request”
has no # at the beginning of the line - delete the #if it is there.

b. Scrolldowntothe “[ v3_req 1" section and below this section title add:
subjectAltName="DNS:<FQDN of VCS cluster>,DNS:<FQDN of peer 1>,DNS:<FQDN
of peer 2>,DNS:<FQDN of peer n>"




as the bottom line of this section (before) “[ v3_ca]’, filling in the details for the VCS deployment as
appropriate (cluster FQDN and FQDNSs of all peers).

c. Savethefile.

No changes need to be made to the openssl_vcs.cfg file if the certificate is for a single VCS.

4. Generate a private key by running the following command:
openssl genrsa -out privatekey.pem 2048
The privatekey.pem file will be used to create the certificate request and will also be required for loading
into the VCS. The file is created in the directory that the openssl command is run from.

5. Generate a certificate request (suitable for use with Microsoft Certification Authority) by running the
following command:
openssl req -new -key privatekey.pem -config openssl vcs.cfg -out
certcsr.der -outform DER -shal

6. Enterthe data requested, including:

e Country

o State or province

¢ Locality name

¢ Organization name

¢ Organizational unit

e Common name - this is the VCS cluster FQDN if the certificate is for a cluster of VCSs orit is the
FQDN of the VCS if the certificate is for a single VCS

e Email address - optional, can leave blank

¢ A challenge password - optional, can leave blank

¢ An optional company name - optional, can leave blank

After entering the requested data, the certificate request file certcsr.der is now available.

To validate that DNS entries have been entered correctly into the request, the certcsr.der file can be
decoded using the command:
openssl req -text -noout -in certcsr.der -inform DER

This certificate request file can be passed to an internal or third-party Certificate Authority for generating the
X.509 certificate. OpenSSL can be used to operate a private CA, as described below.

Operating as a Certificate Authority using OpenSSL

A major deployment is likely to make use of a third-party certificate authority, or already have one internal to
an organization’s IT department. However, you can use OpenSSL to manage certificates in a private
certificate authority as outlined below.

Configuring OpenSSL to act as a CA

OpenSSL is powerful software, and when operating as a CA, requires a number of directories and databases
to be configured for tracking issued certificates.

The list of directories and files can be found in the openssl configuration file under the section [ CA_
default ]. By default, the three files/directories required to be created are:

= A demoCA directory in the current directory.

= An empty file called index.txt in the demoCA directory.

= Afile called serial in the demoCA directory, storing the current serial number of an issued certificate. This
should contain a 4-digit hexadecimal number, such as “1000”.




Creating a Certificate Authority using OpenSSL

This process creates a private key and certificate of a Certificate Authority (CA), which can then be used to
validate other certificates. Note that this will not be trusted by devices outside of those on whichiit is
explicitly installed.

From a command prompt:

1. For Windows: change to the directory where OpenSSL is installed (typically a ‘bin’ directory).
For Mac OS X: stay in the root of the user’s directory.

2. Generate a private key for the CA by running the following command:
openssl genrsa -aes256 -out ca.key 4096
This will prompt for a password with which to encrypt the private key: choose a strong password and
record it in a safe place. The ca.key file will be used to create the CA certificate and to sign other
certificates and must also be kept secure.

3. Generate the CA certificate by running the following command.
For Windows: openssl req -new -x509 -key ca.key -config openssl.cfg -shal -
extensions v3_ca -out ca.crt
ForOS X: openssl req -new -x509 -key ca.key -shal -extensions v3_ca -out
ca.crt

4. Enter passphrase for the key, and then enter the data requested, including:
o Country
e State or province
¢ Locality name
e Organization name
¢ Organizational unit
e Common name — this is typically the name of a contact person for this CA
e Email address — optional, can leave blank

After entering the requested data, the operation completes and the certificate authority certificate ca.crtis
now available.

Creating a signed certificate using OpenSSL

This process signs the server certificate with the generated CA key, using the previously generated
certificate request.

From a command prompt:

1. Convert the previously generated certificate request to PEM format by running the following command:
openssl x509 -in certcsr.der -inform DER -out certcsr.pem -outform PEM

2. Generate a signed server certificate by running the following command:
openssl ca -outdir . -config openssl.cfg -cert ca.crt -keyfile ca.key -in
certcsr.pem -out server.pem -md shal

3. You will be prompted to enter the password for the CA’s private key.

The signed certificate for the server is now available as server.pem.




Creating self-signed certificates using OpenSSL

A self-signed certificate does not use a CA, and therefore there is no chain of trust behind it. However, a self-
signed certificate can be a quick way of deploying a certificate for encryption and, if it can be exchanged
securely to the client, can be used for individual identity verification. Self-signed certificates are not
appropriate for production deployments but may be useful in a test deployment. Instructions on creating self-
signed certificates are provided below.

A CA certificate is essentially a self-signed certificate, since it is the root of the chain of trust (there is no
other authority to verify it). For a self-signed certificate, however, no passkey is required when creating the
key, since the server requires access to the key for communications.

From a command prompt:

1. For Windows: change to the directory where OpenSSL is installed (typically a ‘bin’ directory).
For Mac OS X: stay in the root of the user’s directory.

2. Generate a private key by running the following command:
openssl genrsa -out privatekey.pem 2048
The privatekey.pem encrypts communications and will need to be copied onto the VCS. The file is
created in the directory that the openssl command is run from.

3. Generate the CA certificate by running the following command:
For Windows: openssl req -new -x509 -key privatekey.pem -config openssl.cfg -
out server.pem
For OS X: openssl req -new -x509 -key privatekey.pem -out server.pem

4. Enter passphrase for the key, and then enter the data requested, including:
o Country
o State or province
¢ Locality name
¢ Organization name
¢ Organizational unit
e Common name —this is typically the name of a contact person for this CA
e Email address — optional, can leave blank

After entering the requested data, the operation completes and the server certificate server.pem is now
available. The private key is stored in privatekey.pem.




Appendix 3 — Certificate generation using
Microsoft OCS

Generating a certificate request

To obtain a private key, root (CA) certificate and the server/ client certificate using OCS:

S e A

On OCS, select Start > Administrative Tools > Office Communications Server 2007.
Expand Enterprise pools, if available, otherwise expand Standard Edition Servers.
Expand OCS Pool.

Select the specific OCS.

Click Certificates and follow the wizard, as described in the following steps.

On the Name and Security Settings page:

a. Forthe Name, select the relevant pool (usually default value).
b. Select a Bit length of 2048.

c. Select Mark cert as exportable.

d. Donotinclude EKU in the certificate request.

Office Communications Seryver Certificate Wizard

Mame and Security Settings
Your new certificake must have a name and a specific bit length, !
2
~d U

Type a name For the new certificate. The name should be easy For wou ko refer ko
and remernber,

Marme:

Q0L0Z-FEQL j

The bit length of the encryption key determines the certificate's encryption skrength,
The greater the bit length, the stronger the security, Howewver, a greater bik length
may decrease performance,

Bit lenath:

| 1024 =]

Iw Mark cert as expaortable

[ Include client EKU in the certificate request

< Back I Mexk = I Zancel

7. Leave Organization Information entries as default.




Office Communications Server Certificate Wizard

Organization Information

=W
Your certificate rmust include infarmation about vour organization that ]f l
distinguishes it from aother organizations. Al

Select or bype wour organization's name and your organizational unit, This is bypically
the legal name of your organization and the name of vour division or department,

For Further information, consulk the A web site,

Organization:

Organizational unik:

R2 2CS Servers j

<« Back I Mexk = I Cancel

8. Specify Subject Name and Subject Alternate Name details.

If the certificate is fora VCS in a cluster, either:

o Create a certificate that can be loaded onto every peer of the cluster.

o Create individual certificates for each VCS peer.

If creating a certificate that can be loaded onto every peer of the cluster:

e Subject name = VCS cluster's FQDN, e.g.vcscluster1.test-customer.com

¢ Subject Alternate Name = a comma separated list of the VCS cluster's FQDN and the VCS peers’
FQDNs (DNS Local hostname concatenated with DNS Domain) e.g. vesclusteri.test-customer.com,
vecspeer1.test-customer.com, vespeer2.test-customer.com

If creating individual certificates for each VCS peer:

e Subject name = VCS peer's FQDN (DNS Local hostname concatenated with DNS Domain) e.g.
vcspeeri.test-customer.com

¢ Subject Alternate Name = a comma separated list of the VCS cluster's FQDN and the VCS peer’s
FQDN, e.g. vcsclusteri.test-customer.com,vcspeer1.test-customer.com

If the certificate is for a standalone VCS:

e Subject name =VCS’s FQDN (DNS Local hostname concatenated with DNS Domain)
e.g. vcs.test-customer.com

e Subject Alternate Name = blank

Do not select Automatically add local machine name to Subject Alt Name (this is for the VCS, not

the OCS PC).

When prompted that “Subject name does not match pool name ... continue?”. Click Yes.




Office Communications Server Certificate Wizard

Your Server's Subject Name l_;
Subject names can cantain only alphanumeric charackers and a leading wildzard | l
{&.g., sip.contoso.com ar *, conkoso.com). K

Type the Fully Qualified Domain Mame of vour server or Select From the list, IF the
server is part of a Pool, wou should use the server's Pool Mame. IF these names
change, you will need a new certificate.

Subject name:

Type any alternate names For your server, Ise comma to separate mulkiple names.
Subject Mame will be aukomatically appended if the Alkernate Mame field is non empky.

Subject Alternate Mame:

sip.rZ-cuskomer.com hd |

Specify whether the wizard should automatically add the FQDMN of the local computer
as an alkernate name,

[ automatically add local machine name ko Subject Alk Mame

<« Back I Mexk = I Cancel

9. Add geographical information when prompted.

Office Commmunications Server Certificate Wizard

Choose a Certification Authority

=
Certificate requests are sent to a certification authority available on your | l
network, K

Select a certification authority to process your request, Certificate wizard will
automatically impork the selected CA's certificate chain if necessary.,

% Select a certificate autharity from the lisk detected in wour enviranmenkt

" Specify the certificate authority that will be used ko request this certificate

Example: mycaserver,contoso. comiiyCAInstance

< Back I Mexk = I Cancel




Office Communications Server Certificate Wizard

Request Summary

Yau have chosen to generate a request with the Fallowing properties. & %i l
2
~d U

To generate the Following request, click Mext,

aur request contains the Following infarmation:

Subject Mame:
Friendly Mame:
Subject Al Mame:
Subject Alt Name: |
Qrganizakional Unik:
Organizakion:

City | Localiby:
Country | Region:

Certification Authority

pool0z2-Fe01 . r2-customer, comir2-customer-POOL02-FEQL-CA

pool02.r2-cuskomer .com ﬂ
POCLOZ-FEOL

SipLrE-cuskamer, cam

poaldz.r2-cuskomer . com

R.2 OZ5 Servers

R2 Cusktomer

Ciky

GE

[

< Back I Mexk = I Cancel |

10. Stop at Assign certificate immediately.

The certificate request has now been generated. The next stage is to authorize the request.

Authorizing a certificate request and generating a PEM
certificate file using OCS

The certificate can be created on OCS:

o s~ 0N~

Click View.

Select Start > All Programs > Administrative Tools > Certification Authority.
Choose the relevant Local Certification Authority and select Pending Requests.
Right-click on the certificate request generated above, select All tasks.

Follow the wizard until you get to the Assign imported certificate step.




6.

Office Communications Server Certificate Wizard

Assign Certificate Task
Assign imparked certificate.

Select ko assign imported certificate, ar o skip assignment.

% fcsign certificate immediately:

™ Assign certificate later

Click the button below to view thi

View |

e newly obkained certificate,

< Barch I Mexk = I

Cancel

S

elect the Details tab, then click Copy to File.
K E3

Certilicate

Garsral [Dotalls | Contdication Path |

e H [-;n.l} El
Fisld | Wihps =
Hversion I
S serial rumber &1 46 7d bd 00 DO 00 0000 10
=laigrature sgoethm shalRSA
i Lssusr ubdery-ocs-bam, bam-ocs, com
=i from 08 gl 2009 10;57:39
Fvasd to 06 Apr 2010 11:07:39
= I TN -0 5~ B B x50, .
Bleubic bey RiSA (1024 Bits) i |

| copyrorie.. |

Lo |

The Certificate Export Wizard opens.
7. Click Next.




8. Ensure that Yes, export the private key is selected and click Next.
Certificate Export Wizard

Export Private Key
Yau can choose ko export the private key with the certificate,

Private kevs are password protected. IF you want bo export the private kew with the
certificate, wou must bvpe a password on a later page.

Do waou wank ko expart the private key with the certificate?

% ¥es, export the private key

Mo, do nok export the private key

< Back I Mexk = I Cancel

9. Ensure that the selections are as shown below (note that the order of the tick boxes may differ in different
versions of Windows), then click Next.

Certificate Export Wizard

Export File Format
Certificates can be exported in a wariety of File Formats,

Select the Format you want ko use:
" DER. encoded binary %509, CER]
{7 Base-54 encoded . 500 (L CER)
| Cryptographic Message Syntax Standard - PRCS #7 Cerbificates (,F7E)

[T Include all certificates in the cettification path if possible

¥ Personal Information Exchange - PKCS #12 {.PF2)

v Include all certificates in the certification path if possible
[ Delete the private key if the export is successful
[ Export all extended properties

) Microsoft Serislized Certificate Skare (.55T)

Leatn more about certificate File Formats

< Back I Mexk = I Cancel

10. Enter a Password that will be used to encrypt the private key (remember this as it will be needed to
decrypt the private key certificate later) and click Next.




11. Enter the path and File name to save the certificates file (the file should have the extension .pfx) and click
Next.

12. Click Finish.

Certificate Export Wizard

Completing the Certificate Export
Wizard

You have successtully completed the Certificate Export
wizard,

ou have specified the Following settings:

Export Kevs Yes
Include all certificates in the certification path  Yes
File Format Person
1| | i

< Back I Finish I Cancel |

13. Certificate export was successful — click OK.
You are returned to the Certificate Details page.

14. Click OK to close.
You are returned to the Assign Certificate wizard:

15. Click Cancel.
Do NOT assign the certificate.

The certificate has now been generated and exported as a .pfx file, for example cert_inf.pfx (the .pfx
contains the private key, the server certificate and root (CA) certificate in pkcs12 format).

On a Linux (Windows or other) system running openssil:

1. Copy the .pfx file to the system where openssl can be run.

2. Execute the command line:
openssl pkcsl2 -in cert_inf.pfx -out cert_inf.pem

3. Type inthe password that was used during the cert_inf.pfx generation.

4. Enter and verify a PEM pass phrase (to be used in the next stage — removing the password from the
private key).

5. Continue with Process the ‘cert_inf.pem’ file into server certificate, CA certificate and private key [p.23]
below.

Process the ‘cert_inf.pem’ file into server certificate, CA
certificate and private key

The ‘.pem’ file contains 3 sections:




1. Private key section:

Bag Attributes

Key Attributes
X509v3 Key Usage: 10

Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,CAD24BC3A702A939
15JTMK+Irjx2ptUWXbgEgaGwOE6UiXJE+x4Ga7scIMXB2fvzHNehi yFHS+FogFZK

7vGI/4Ezt5Stajm/p+ENGD+jMstT3a3085SnfvwBGVtdleKFUZ0E4Q==

2. Server certificate:

Bag Attributes

localKeyID: 01 00 00 0O

friendlyName: vcs-certificate
subject=/C=NO/L=0slo/0O=net2/0U=ast/CN=vcs.net2.int
issuer=/DC=int/DC=net2/CN=net2-CA

MIIE3DCCA8SgAWIBAGIKI/ColQAAAAAADZANBgkghkiGI9wOBAQUFADAIMRMWEQYK

6aRy7KXfeBLN/pgBEVS]jlCljmXa5hc5AGmzyTfrSRXviHE3gpmT0Lnld31£6gGK

Note that the issuer specifies the issuer that approves this Server certificate, and the server certificate
typically has a ‘friendlyName’ in the header.

3. CA certificate:

Bag Attributes: <Empty Attributes>
subject=/DC=int/DC=net2/CN=net2-CA
issuer=/DC=int/DC=net2/CN=net2-CA

MIIDVTCCAJ2gAwIBAgIQQwWRNazGMG5JG0acRYVvwN1ITANBgkaghkiGOwOBAQUFADAY

tQy4Hfj50yemURZ 7TmFCXGapcegsOC5/WDhOcIrlkeDJ21cvBgUjdrbI=

The root CA certificate is a self signed certificate; the subject and issuer of the certificate are the same.
Where there is an external certificate authority, the root CA certificate can be used from the external
certificate authority.

Certificates can have hierarchical trust:

» The server certificate is trusted by (created using) a secondary certificate.
= The secondary certificate is trusted by (created using) the root CA certificate.
= Theroot CA certificate is self signed.

In this case, 4 entries will be found in the created PEM file.

The CA file loaded onto the VCS should consist of the full CA chain between the root CA and the server
certificate (concatenated in a single file) — because to keep the hierarchy and be able to authenticate the
server certificate, both of these certificates are needed. (See Example certificate with a root CA and
secondary CA [p.29] .)




Using a text editor, edit the 3 sections of the PEM file into separate files:
e The private key section: to afile, for example, priv_e.pem

o Server certificate section: to afile, for example, server.pem

o CA certificate section: to afile, for example, root_ca.pem

Decrypt the private key using the command line:

openssl rsa -in priv_e.pem -out priv.pem

Enter the PEM pass phrase.

Copy the three files to the PC which is going to be used to configure the VCS.




Appendix 4 — Converting a DER certificate file to
PEM format

A private key, root (CA) certificate and the server/ client certificate can be generated using third-party tools
(or purchased from a certificate authority), and may be generated as PEM (required format, extension .pem)
or DER (extension .cer) format files.

Certificates must be in PEM format for use on the VCS. Conversion from DER to PEM format can be done in
one of two ways, either using OpenSSL or Windows, as documented in the following sections.

Converting a DER certificate file to a PEM file using OpenSSL

To convert from DER to PEM format, on a system running openssl, execute the command:

openssl x509 -in <filename>.cer -inform DER -out <filename>.pem -outform PEM
Converting a DER certificate file to a PEM file using Microsoft Windows

To convert from DER to PEM format using Microsoft Windows:

1. Double click on the DER file to convert (this will likely have a ‘.cer extension).
e

General | Detads | Certiication Path |

I__ﬁ Certificate Information

Windows does not have enough information to verify
this certificate.

Issued bo:  tsbu-ruscl]-gpha-chusterD] cisco.com
Issued by: rusc-hme-LYNCL-CA

Yalid from 05 07 2011 to 04 OF/ 2013

T

Learn more about Eertificates

gl

2. Select the Details tab.




Appendix4 — Converting a DER certificate file to PEM format

Field Walug -
[ Iversion va |2
| |serial number le d2 d3 73 00 00 00 00 00 08
[ |signature sigorithm shalRSA T
[ | sagmabure hiazh algarithen shal
Dlss:.m ruscelync-LYMC 1-CA, nusc-lync,,.
|- Iwalid From 05 July 2011 17:02:07
| |waiden 04 July 2013 17:02:07

L Izt el slnha.rhishaenit o7

Edit Properties... Sopy to FH.L

| Learn more about certificate detads

3. Click Copy to File...
On the Welcome page, click Next.
5. Select Base-64 encoded X.509 (.CER) and click Next.
[ cenbeae Expont Waa )

Expart File Fommat
Certilicabes cin b expirted in & varioty of s formaty,

Sedect the format you want bo use:

| " DER encoded binusey XS0 (.CER)

 Boge-6h scoded . 505 ()

| Cryphographic Message Synkay Standaed - FXCS #7 Certilicates (P78)

Inchods s cortificates in Uhe cotificabon path f poiohie

Personal Irformation Exchange - BRCS #12(.PFX)
} Irchde o cortificates in the cartfcsbon path i possbls
Dty iy privates oy ¥ the export & guntessful
Espeat @ axtendsd propartiss

Meroedt Sevisloed Cortfucate Share [23T)

Learr mors. sbout gartificate fs fomats

l [ <ok [ met> | [ coced |

Click Browse and select required destination for file (e.g. server.pem) and then click Next.
Click Finish.

Change the filename from server.pem.cer to server.pem.

This will be used in the Loading certificates and keys onto VCS [p.8] section of this document.

© © N o
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Appendix 5 — Example certificates

Example certificate with self-signed root CA

This certificate contains:

= private key
= server certificate
= root CA (self signed)

Bag Attributes

Microsoft Local Key set: <No Values>

localKeyID: 01 00 00 00

friendlyName: le-d2cl4df5-fblf-459e-a269-dee27900c015

Microsoft CSP Name: Microsoft RSA SChannel Cryptographic Provider
Key Attributes

X509v3 Key Usage: 10

Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,CAD24BC3A702A939

15JTMK+Irjx2ptUNXbgEgaGwOE6U1XJE+x4Ga7scOMXB2 fvzHNehiyFHS+FogFZK
6XrvdcB4vUrUC/PEhiBfdezVYqiYfEZRAtiFTKLIxJZ6TNo5q0OcXo9kXE2gut /uc
8sIBOWKErI1LOBJFhaZ1117KiClj4vy+9sFyUtm+CVw72CU4HBYIv2wJIM169mOFK
7vGI/4Ezt5Stajm/p+ENGD+IMstT3a3085SnfvwBGVtdleKFUZ0E4Q==

Bag Attributes

localKeyID: 01 00 00 00

friendlyName: vcs-certificate
subject=/C=NO/L=0slo/0O=net2/0OU=ast/CN=vcs.net2.int
issuer=/DC=int/DC=net2/CN=net2-CA

MIIE3DCCA8SgAWIBAgGIKI/ColQAAAAAADZANBgkaghkiGIwOBAQUFADAIMRMWEQYK
CZImiZPyLGOBGRYDaW50MROWEgYKCZImiZPyLGOBGRYEbmVOMjEQMA4GA1UEAXMH

wtkRwhL8xcuMHQybEDRCPZ1hxDNGS 900RSCVnnpqZkbbh6 fmRINGYG k6hMIdgMW
6aRy7KXfeBLN/pgBEVS]jlCljmXa5hc5AGmzyTfrSRXviHE3gqpmTO0Lnl1d31£f6gGK

Bag Attributes: <Empty Attributes>
subject=/DC=int/DC=net2/CN=net2-CA
issuer=/DC=int/DC=net2/CN=net2-CA

MIIDVTCCA]j2gAwIBAgIQQOwRNazGMG5JG0acRYvwN1TANBgkghki GO9wOBAQUFADAY
MRMwEQYKCZImiZPyLGOBGRYDaW50MROQWEGYKCZ Imi ZPyLGOBGRYEbmVOMjEQMAAL...
EGGKP1sJjToyU2E9s2yZHU1XJ7QEGDgUETMeqL3I5Bk9hXE2S0otJQ10QaYwAQ 7MY
tQy4Hfj50yemURZ 7TmFCXGapcegsOC5/WDhOcIrlkeDJ21cvBgUjdrbI=




Example certificate with a root CA and secondary CA

This certificate contains:

= private key

= server certificate

= root CA (self signed)

= secondary root certificate (signed by root CA)

Bag Attributes

1.3.6.1.4.1.311.17.2: <No Values>

localKeyID: 01 00 00 00

friendlyName: le-7430b4bb-13af-45c5-832d-067edcee82£3

Microsoft CSP Name: Microsoft RSA SChannel Cryptographic Provider
Key Attributes

X509v3 Key Usage: 10

Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC, 6C4F771351A95DA5

egFef6VcBEUeD3LxeyHgEFyW2nOgXnbTyE1dT5FswIxZAadFREFFgE2xsozVSaaeX
/SQ3FF61cZeW6uKTYm4 ImyFKe/RNFGZv0dXEnVsViaOHWokDeDJI8ZbyFRGKEEJaJ

bHIpbVYITKHMASDsORyybY9U8y4WE6N+6F2PIWKEIW040eKO0vyCfQAS+g3bb8LL
S35XaxFzdl5XDmNrkwlUINumMS5LxHhAUvmo7011gdRTyB+57p0+rjg==

Bag Attributes
localKeyID: 01 00 00 00
1.3.6.1.4.1.311.17.3.20: BO D2 22 E9 68 FC OF A3 CE 17 54 95 DB 9C 65 F9 67 FF C4 69
1.3.6.1.4.1.311.17.3.71: 4A 00 54 00 53 00 58 00 57 00 30 00 32 00 32 00 2E 00 61 00
75 00 73 00 74 00 72 00 69 00 61 00 2E 00 6C 00 6F 00 63 00 61 00 6C 00 00 00
friendlyName: vcsctelepresence.myco.local
subject=/C=AT/ST=Vienna/L=Vienna/O=Myco TA AG/OU=ICT/CN=vcsctelepresence.myco.local
issuer=/serialNumber=35126/CN=Myco TA local 0l/emailAddress=pki@email.com/0O=Myco TA
AG/C=AT

MIIGAjCCBOggAWIBAgIKJIFzWrwAAAAC6hjANBgkaghkiGO9wOBAQUFADCBgjEOMAWG
AlUEBRMFMzUxMJjYxJDA1BgNVBAMTG1R1bGVrb20g0XVzdHIpYSBUQSBsb2NhbCAwW

UAZGHbbIVX1T6kVLRTJ7heXz0BhX5ar3pWP6D71UhGkOB+hfluUdzuePMoQaNIAG
H/LVlefZ

Bag Attributes
1.3.6.1.4.1.311.17.3.20: 24 7D 5D 14 7E 6D 8D BO 88 24 9E DD 77 CF 77 C7 20 06 06 94
1.3.6.1.4.1.311.17.3.75: 36 00 42 00 43 00 43 00 45 00 43 00 38 00 43 00 39 00 31 00
30 00 44 00 41 00 46 00 35 00 31 00 31 00 31 00 34 00 43 00 44 00 43 00 38 00 36 00 44 0O
37 00 31 00 41 00 37 00 34 00 31 00 36 00 5F 00 00 00
subject=/serialNumber=32618/CN=eSignature TA Basic/OU=eSignature TA Basic/O=Myco TA
AG/C=AT
issuer=/serialNumber=32618/CN=eSignature TA Basic/OU=eSignature TA Basic/O=Myco TA
AG/C=AT

MITIFtTCCBJ2gAwIBAgICE20wDQYJK0ZIhvcNAQEFBQAWe TEOMAWGALIUEBRMFMzZI2
MTgxHDAaBgNVBAMTE2VTaWduYXR1cmUgVEEgOmMFzaWMxHDAaBgNVBAsSTE2VTaWdu




b1RT/9LLr+71y7kC2EMCYTEXTtgakinlRx+cLATYtT62WVESGSISPO6INQ7HXEUC
dxxKC8ccBZS1sV6eRUESZVSn3jIvl1ALzZRA==

Bag Attributes
1.3.6.1.4.1.311.17.3.20: 3B AE F1 8D F2 9D 61 53 40 78 F9 81 00 F7 A7 B4 CB 27 53 1B
1.3.6.1.4.1.311.17.3.75: 36 00 42 00 43 00 43 00 45 00 43 00 38 00 43 00 39 00 31 00
30 00 44 00 41 00 46 00 35 00 31 00 31 00 31 00 34 00 43 00 44 00 43 00 38 00 36 00 44 00
37 00 31 00 41 00 37 00 34 00 31 00 36 00 5F 00 00 0O
subject=/serialNumber=35126/CN=Myco TA local 0l/emailAddress=pki@telekom.at/O=Myco TA
AG/C=AT
issuer=/serialNumber=32618/CN=eSignature TA Basic/OU=eSignature TA Basic/O=Myco TA
AG/C=AT

MIIGSDCCBTCgAwIBAgIDATIk2MAOGCSgGSIb3DOEBBQUAMHkxDjAMBgNVBAUTBTMy
NJE4MRwwGgYDVQQODExN1U21nbmF0dXJ1IFRBIEJhc21jMRwwGgYDVQQLEXN1U21n

xYSc88bZVE5J0ooXMIMP5kPFVgLSPWSBUWgGC6VIdTnopSJrYYCD650xy/ rwL+00G9
XK9EL6BuFqa7+4MZ1yEVxIspqCZOfThr8 6 IEHg==




Appendix 6 — Decoding certificates

This section describes some methods for decoding and viewing the content of certificates.
OpenSSL

A PEM file (e.g. cert.pem) can be decoded by the following command:

openssl x509 -text -in cert.pem

A DER file (e.g. cert.cer) can be decoded by the following command:

openssl x509 -text —-inform DER -in cert.cer

Firefox

The certificate in use for a website being visited can be viewed in Firefox by clicking on the security
information button on the address bar, and then clicking More Information followed by View Certificate.

Internet Explorer

The certificate in use for a website being visited can be viewed in Internet Explorer by clicking the lock icon to
the right of the address bar. A Website Identification dialog will appear. Click the View Certificates link at
the bottom.




Appendix 7 — Configuring Windows Server
Manager with a "client and server" certificate

template

The default "Web Server" certificate template used by the Microsoft Certification Authority application will
only create a certificate for Server Authentication. The server certificate for the VCS also needs Client
Authentication if you want to configure a neighbor or traversal zone with mutual authentication (where TLS

verify mode is enabled).

To set up a certificate template with Server and Client Authentication:

1. InWindows, launch Server Manager (Start > Administrative Tools > Server Manager).

2. Expand the Server Manager navigation tree to Roles > Active Directory Certificate Services >
Certificate Templates (<domain>).

3. Right-click on Web Server and select Duplicate Template.

File  Action Wiew Help

E Server Manager

G EEE G

_5‘_5 Server Manager (WINDOWS2008)
= 5 * Raoles
= ':f;r Active Directary Certificate Sery
5 Enterprise PKI
E Certificate Templates {windc
ﬁ acme-WINDOWSZ005-Ca
T Active Directory Domain Service:
m, DMS Server
% ‘Web Server (I15)
gﬂ Features
7 Diagnostics
Eﬁ’j Configuration
=5 Storage

Certificate Templates {windows2008.acme.com)

version | Intended Purposes

Template Display Mame =

Minimum Supporked Cas

E IPSec (Offline request)
 kerberas Authentication

E Key Recovery Agent

E QCSP Response Signing

Hl Ras and 185 Server

5 Root Certification Authority

l Router (Offline request)

5 Smartcard Logon

) Smartcard User

E Subordinate Certification Authority
E Trust List Signing
E User

H user Signakure Only

r
] workskation Authentit

Al Tasks

Properties

Help

Windows 2000

Windows Server 2003 Ent...
Windows Server 2003 Ent...
Windows Server 2003 Ent...
Windows Server 2003 Ent...

Windows 2000
Windows 2000
Windows 2000
Windows 2000
Windows 2000
Windows 2000
Windows 2000
Windows 2000

in 0o

indows Server 2003 Ent...

7.1
110.0
105.0
1010
1010
5.1
4.1
6.1
111
5.1
31
31
4.1

1010

4. Select the appropriate Windows Server Enterprise version and click OK.

Client Authentication, Server Authentication, Sm
Key Recovery Agent

OCSP Signing

Client Authentication, Server Authentication

Client Authentication

5. Onthe General tab, enter the Template display name and Template name, forexample Web client
and server and Webclientandserver.

Properties of New Template

lszuance Reguirements I Superseded Templates I Extenzions I Securty I

General I

Template dizplay name:

Fequest Handling I Croptography I Subject Mame I Server

IWeb client and zerver

Minimum Supported Chz: Windows Server 2003 Enterprize

Template name:

Wiehclientahdzerer




6. Onthe Extensions tab, select Application Policies and click Edit.

Properties of New Template

" Gereral I FReguest Handling I Cryptography I Subject Mame I Server
lzzuance Reguirements I Superseded Templates  Extensions I Securty

To madify an extenzion, select it, and then click Edit.

Extenzions included in this template:

|5 Application Policies
. Basic Constraints
D Certificzate Template Information
D lzsuance Policies

H Ky lzage

Edit.. |

7. Add Client Authentication to the set of application policies:

a. Click Add.
b. Select Client Authentication and click OK.
c. Click OK.

Edit Application Policies Extension

An application policy defines how a certificate can be
uzed.

od. | Edt. | Remove |

[ Make this extension critical

k. I Cancel |

8. Click OK to complete the addition of the new template.

9. Addthe new template to the Certificate Authority:
a. GotoRoles > Active Directory Certificate Services > <your certificate authority>.
b. Right-click on Certificate Templates and select New > Certificate Template to Issue.




E Server Manager

File  Action Wiew Help

I EIIENEN 7|

_Erl-j Server Manager (WINDOWSZ00S) Certificate Templates
B 3" Roles —lﬁ—
:IIE| "?j‘ Active Directory Certificate Serv %E - — In.tended Purplose - —
’ 'j=‘j Enterprise PKI 4l Directary Email Replication Directory Service Email Replication
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c. Select your new Web client and server template and click OK.

| Enable Certificate Templates [ %]

Select one Certificate Template to enable on this Certification Autharity.

Mote: If a certificate template that was recently created does not appear on this list, pou may need to wait until
infarmation about this template has been replicated to all domain controllers.

All of the certificate templates in the organization may not be available to your Ca,

Far mare information, see Certificate Template Concepts.
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The new Web client and server template can now be used when submitting a certificate request to that
Microsoft Certification Authority.
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